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1 Overviews

FOSCAM Outdoor HD IP Camera is an integrated wireless IP Camera with a color CMOS sensor enabling viewing in
High Definition resolution.It combines a high quality digital video camera, with a powerful web server, to bring clear
video to your desktop from anywhere on your local network or over the Internet.

FI9803W support the industry-standard H.264 compression technology, drastically reducing file sizes and conserving

valuable network bandwidth.

The IPCAM is based on the TCP/IP standard. There is a WEB server inside which could support Internet Explorer.
Therefore the management and maintenance of your device is simplified by using the network to achieve the remote
configuration and start-up.

The camera is designed for outdoor surveillance applications such as courtyards, supermarket, and school. Controlling
the IPCAM and managing images are simplified by using the provided web interface across the network utilizing

wireless connectivity.

FOSCAM provides Phone APPs for Android and iPhone users, please search Foscam Viewer and install it through

Google Play or APP Store, then you can view your camera directly as a computer.

1.1 Key Features

*

Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

1.0 Mega-Pixel Supports IE/Firefox/Google/Safari browser or any other standard browsers

Supports WEP,WPA and WPA2 Encryption

Wi-Fi compliant with wireless standards IEEE 802.11b/g/n

IR night vision , Range:20m

Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS(dynamic domain name service) Service

Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

Supporting Third Party Domain name

Providing Phone APPs for Android and iPhone users

Supports multiple network protocols: HTTP /HTTPS/ RTSP/ TCP /IP /UDP /FTP /DHCP /DDNS / UPNP/ONVIF

Providing Central Management Software to manage or monitor multi-cameras

L 2K 2K 2R 2K 2K 2R 2K 2% 2% 2R 2K 2% 2R 2% 4
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1.3 Read Before Use

Please first verify that all contents received are complete according to the Package Contents listed below. Before the
Network Camera is installed, please carefully read and follow the instructions in the Quick Installation Guide to avoid
damage due to faulty assembly and installation. This also ensures the product is used properly as intended.

1.4 Packing Contents

e [PCAMx1 e CDx1

e Wi-Fi Antennax1 (except for FI9805E,FI9903P) o Quick Installation Guide %1
e DC Power Supplyx1 e Warranty Cardx1

e Mounting bracketx1(option) e Network Cablex1

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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1.5 Physical Description

1.5.1 Front Panel

Front Panel for FI9803W

Figure 1.2

1 WIFI Antenna: Wireless Antenna (FI9803W)

2 Infrared Lamp Array
3 LENS: CMOS sensor with fixed focus lens

4 Induction IC

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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1.5.2 Interface

N oo o~ W

Figure 1.3

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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2 LAN
10/100M adaptive Ethernet interface. Through this interface, IPCAM can be connected with various network devices,
such as hub, router, etc.

3 Reset button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the factory default
administrator password. The default administrator user is admin with no password.

4 Power Interface
Connect the external power adapter, request for 12V/2A or 12V/1 A power.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




1.5.3 Bottom View

There are up to three labels located at the bottom of the camera, this is an important feature of original Foscam cameras.
If your camera does not have labels as shown in Figure 1.3, it may be a clone. Cloned Foscam cameras can not use

original firmware and are not eligible for warranty or technical services.

[ MAC address of wireless connection ]

{ MAC address of wired connection ]

[ FOSCAM DDNS Service ]

S/N Sticker of FOSCAM .

Figure 1.4

1.6 The different features between the models involved

Differences
Model Wireless PoE (Power over Ethernet) Alarm in / out RS 485
FI9804W V X X X
FI9805W V x x x
FI9805E X
FI9803W v X x x
FI19903P x X X x




2 Accessing the Network Camera

This chapter explains how to access the network camera through web browsers and RTSP players.

2.1 Access the Camera in LAN

This camera support HTTP and HTTPS protocols, so here will allow you to use HTTP and HTTPS port No.
(1) Http:// LAN IP + Http Port No.

Double click the IP Camera Tool icon and it should find the camera’s IP address automatically after you plug in the
network cable.

#X IP Camera Tool

Camera name IP Address Device ID Device type
anonymous Http://192.168.1.110:88 00841F19804¥ H
Figure 2.1

Double click the IP address of the camera; your default browser will open to the camera login page.

(2) Https:// LAN IP + Https Port no.

The default Https port no. is 443. You can use the url to access the camera: https:// LAN IP + HTTPS port.
Go to Settings - Network - Port panel , you can see and change the https port no.

Save Refresh
HTTP Port 88
| HTTPS Port 443
ONVIF Port | 65533

Figure 2.2

HTTPS(Hypertext Transfer Protocol over Secure Socket Layer) is a safe way to access your camera, the data transferred
on the Internet will be encrypted. Since we can not apply license for every LAN or DDNS URL, the webpage may pop
up a warning like the following picture, you just need to click 'Continue to this website (not recommended). '
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e Certificate Error: Navigation... *

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server,

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

i Continue to this website (not recommended).

& More information

Open Internet Explorer if it is not already opened. Click on Tools, then click Internet Options.
Next, click the Security tab, then click the Trusted sites button.

Internet Options

Connections | Programs JL Advanced
General | Security | Privaey | Content

Select a zone to view or change security settings.

@ € V ©

Internet  Local intranet | Restricted
sites

hisinim
This zone contains websites that you =

trust not to damage your computer or

your files.

You have websites in this zone,

- Security level for this zone -

Custom
Custom settings.
- To change the settings, click Custom level,
-To use the recommended settings, click Default level,

[ customievel... | [ pefauitievel |

| Resetall zones to defaultlevel |

r:ﬁﬁf J[ B [ ERw |
Figure 2.3

For Firefox, you can add the trusted as the following way:

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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Tools ---- Options ---- Advanced --- View Certificates --- Servers

05 & =

General Tabs ‘Content Applications Friwaey Securitwy

Genersl | Fetwork | Update | Eneryption |

~Pratocols

[#] Use SSL 3.0 [¥] Use 115 1.0

~Certificates .

When a server requestz my perszonal certificate:

O.—Select ome antomaticalls @ Bhzk me every time

[Revocation Lists | [Yalidation | [Security Devices |

View Certificates

J_ 0K J[ Cancel _] [ Help ]

Figure 2.4

Click View Certificates, and go to Servers option.

g Cocrifiucy Lusizoe E”EIE

Tour Certificat e:_sU'chr];l_:j. l Servers |ju§:l‘inri.t‘i~as ”I:Ithar;}

You have gartl:.ficates on file that J:.dg,ntif}' theze =erwvers:

Certificate Nams | Server | Lifetime | Expires On |
Bl (nlmown)
iHot Stored) 182,168, 8. 125: 443 Permanent
(=l The USERTEUST Wetwork
addonz. mozilla, org * Permanent 2014-3-15
global trustes * Fermanent 2'814-3—15.'
iz, de % FPermanent P011-4-17
login. Liwe. com * Permanent 2014-3-15
login skype. com * Fermaneant 2014=3-15
login yahoo. com * Fermanent 2014-3-15
lagin yahoo. com * Fermanent .'2'014-3"15
login. yahoo. com * Fermanent 2014-3-15

Ok |

Yaews-r I IlEd_i.i‘ Trust"'] [:Emipi’t_'" ] | Export-- J I Delater-- |dﬁggﬁ@
SN
0K

Figure 2.5

Go to Add Exception panel.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




www.foscam.com

el Saniieney Hevmprinn

~Server

Location: | https://192 188, 8. 129: 443—p

Enter the camera’s url , here

T take https://192.168.8.129:443
ficate Status .

éﬁ#ﬁ%m&i&_&‘g.ifig,nfi’&«J'i:‘!.sgj__fi;g,{'iii}rf'kfor example .

T
1

¥rong Site

Certificate balongs to a differsnt site, which could indicate an identity
theft,

Unknown Tdentity

Certificate is not trusted, because it hasn't been verified by a recognized
authority.

[#] Bernanently stors this szception

((contirn Security Exception M—ops| Click this button to add it .
— -
Figure 2.6

2.2 Access the Camera in WAN

2.2.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you have finished
connecting the camera using the LAN IP address and port forwarding, you can access the camera directly from the
Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The webpage
at this address will show you the current WAN IP.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




7~ What Is My ® Address - Shows Yeur IP Address - Windows Internet fxplorer

w whazknwg. com - o K By 8-
Mot : Tods  Meb x & -
Favories s B * £ Freeromad B
W What 15 My 3 Acdress - Shoms Your [P Address N8 & - Pagr = Safsty - Todks <+ - 5
it com [ o [ sreenrisr | rioonur | rscemmomnd §[@] -
WIMI —
g What Is My IF Adiress - Whatis\GIP.com
Your IP Address Is:
a 183.37.28.254
Whats My IP

oot UNBEATABLE

- DEDICATED

SERVERS
DELL R200 Inted
Core2Duo E2220 2. 4Gha
1G8 DDR RAM
160GE8 SATA HDD

Figure 2.7

Access your IP Camera from the Internet

You can access the IP Camera from the Internet (remote access). Enter the WAN IP address and port number in your

standard browser. For example, you would enter http:// 183.37.28.254:85

NOTE:

Make sure port forwarding is successful. You can do port forwarding two ways.

1. Login to your router to enable the “UPNP” function. You can then login to the camera as administrator, choose
Network, and then choose UPnP to enable UPnP. Make sure that the status of UPnP reads “UPnP Successful” on the
Device Status page.

2. Do port (HTTP port) forwarding manually. (See Figure 2.11 for further details)

If your router has a Virtual Server, it can do port forwarding. Add the camera’s LAN IP and port which you had set

earlier to your router’s port forwarding settings.

NOTE: If you plug the camera into a router, it will have a dynamic IP address and you need to set DDNS service

settings to view it remotely.

Step 1: Enter the username and password of the Administrator (default username is admin with a blank password), and
click “OK” to apply changes.

Step 2: Wait around 10 seconds, you’ll see that the camera’s LAN IP address has changed. In our example it was
changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN IP address is now fixed at a
static IP address of http://192.168.8.102:2000. This IP address will not change even if the camera is powered off and
back on, the camera will remain on this LAN IP address. This is very important that a static LAN IP address is set, or
you may have problems later with remote access and seeing the camera remotely if the camera loses power and
reconnects on a different LAN IP address. Make sure you set a static LAN IP address!

13



2.2.2 Dynamic IP Addresses

DDNS is a service that allows your IP Camera, especially when assigned with a dynamic IP address, to have a fixed host
and domain name. This means that even though your WAN IP address is constantly changing, you will have a fixed
hostname you can use to access your cameras at all times. You can access the camera directly from the Internet using the
hostname and port number.

What is the HTTP Port no.?

1) Default HTTP Port is 88

All cameras have the default HTTP port of 88. For example, if the LAN IP link of the camera is http://192.168.8.102:88,
this means that the camera’s HTTP port is 88. You can change port 88 to another port if you’d like such as 2000 or 8090,
which will not be conflict with other existing ports like 25, 21,10000.Here you can set the port no. between 1 and 65535.
2) Change the default http no.88 to another one.

How to assign a different HTTP Port No. and fixed the LAN IP of the camera by the IP Camera
Tool?

Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on the IP address,
and click on "Network Configuration”, this brings up the network configuration box as shown in Figure 2.8 and 2.9.

X IP Camera Tool

Camera name IP Address Device ID Device type

ANONYROUS Http

Basic Properties

Network Configuration
Upgrade Firmware
Refresh Camera List
Flush Arp Buffer
About IP Camera Tool

Select which camera
Lyou’d like to change the

port for, and right click .

Figure 2.8
anonvmous Network. . . @
ice ID Device type
[” Obtain IP from DHCP server
i Sl 41F19804¥ H
IF Address 192 168 . 1 .110
Subnet Mask |255 255 255 . 0 |
Gateway 1925168, I ol
DNS Server 192 168 . 1 . 1 p
Http Port 88 > Modify the Http Port. ]
User !admin ; I
Password [Prorroe] *| Enter the Username and
ok | Cancel | password, click OK .
.
HFote: After changing the configuration
device will automatically restart.

Figure 2.9
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Camera name IP Address Device ID Device type

anonymous Http://192.168.1.110:88 00841F19804¥  H

Figure 2.10

What is Port forwarding?

If you have never done port forwarding before, you can open and view the following link to understand the basic concept.
Port forwarding allows for outside connections to access a specific device on your network from anywhere in the world.
Every router automatically blocks any incoming connections for safety purposes. Using port forwarding, you are telling
your router to allow a connection through a certain port (you can think of it as a gateway) into your router. You set this
port to a specific device, in our case an [P Camera, so it can be accessed from anywhere in the world.

Click this link to learn more about port forwarding: http://portforward.com/help/portforwarding.htm

How do we configure Port Forwarding ?

For this section, we will be using an example:
Let’s say the camera’s LAN IP address is http://192.168.8.100:2000

Step 1: Login to the router, and go to your router’s port forwarding or port triggering menu. Sometimes this is also under
the name of Virtual Server or NAT.

Using the Linksys brand router as an example, we would log into the router, and go to the Applications & Gaming
menu. We would then click on the “Single Port Forwarding” sub-menu.

Step 2: Create a new column using the LAN IP address & HTTP Port of the camera within the router as shown below,
then push OK or Submit to save your settings:

Wireless-N Home Router WRT120N

Applications &

Applications &
Gaming
Single Port Forwarding E Port Range Forwarding Port Range Triggening I

Gaming Setup Wireless Security Access Restrictions Administration

Single Port Forwarding

Application Name External Port | Internal Port I Protocol TolIP Address |Enabled

None l l 192.168.8.{
8.

Fill the HTTP Port of the

O
LNone S camera in the columns of toz1esel 1| O
| || I
| None (36| External Port and Internal 192.188.8 O
[ None v Port. Example: 2000 wezrees] || O
N ] — - - 9216 '7
[tone ! : fen g Fill in this section with the
Foscam Cam | | l[zooe | 2000 1] | [Botn v ‘92-‘65-l-!1°0 | I'_> LAN IP of the camera; we
[ ! [ | | [Botn ] | 1521682 would enter “100” for our
‘ | | [Botn ] | 192.168:8] O example.
Assign a name for the port * SR
forward setting here .

Figure 2.11
First method :
Use the embedded DDNS to access the camera via the Internet

Each Foscam camera has an embedded unique DDNS domain name, the format of this domain name is
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xxxxxx.myfoscam.org. On the bottom of the camera, you can see the domain name sticker with this information on it.

For example, we can use cp4911.myfoscam.org. In the camera, click Settings at the top, click “Network™ on the left,
then click “DDNS” to get to the DDNS settings page. Here you can see the unique domain name of your camera.

DDNS
Save Refresh
Enable DDNS
Manufacturer's DDNS
Manufacturer's DDNS [ Restore DDNS to factory ]

Third Party DDNS
DDNS Server None e

Damain

Figure 2.12

Now you can use “http://Domain name + HTTP Port” to access the camera via the Internet.
Take hostname cp4911.myfoscam.org and HTTP Port of 2000 for example, the URL link to access the camera via the

Internet would be http:// test09.myfoscam.org:2000.

Second method :
Use the Third party DDNS to access the camera via the Internet

Step 1, Please go to the third party DDNS website(such as www.no-ip.com) to create a free hostname.
Step 2, DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from www.no-ip.com
Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as DDNS
domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS settings effective.
Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and check if
the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try to redo
the settings.

NOTE:
If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party DDNS and
the Foscam Domain Name cannot work at the same time, the last time you configured will take effect.
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2.3 Using the VLC player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@IP:HTTP port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.

IP: WAN or LAN IP address.

Videostream:Here support three modes: videoMain, videoSub and audio. When the network speed is bad, here you had

better select videoSub. If you select audio, you can only hear the sound but cannot see the video.

For example:

IP: 192.168.1.11
HTTP Port number: 88
User name: admin
Password: 123

Here I can enter one of the following URLs in the VLC.
1. rtsp://admin:123@192.168.1.11:88/videoMain

2. rtsp:// @192.168.1.11:88/videoMain

3. rtsp://:123@192.168.1.11:88/videoMain

4. rtsp://admin@192.168.1.11:88/videoMain

Open the VLC, and go to Media(Open Network Stream option, then enter the URL into VLC.

'QTVLCnrediap!ayer

Video Tools View Help

E Open File... Ctrl+0

Ei Advanced Open File,., Ctrl+Shift+0
(7] Open Folder... Ctrl+F

(=) Open Disc... Ctrl+D

| OpenNetworkSweam...  culav |

[EE Open Cap 1 Device... Cl

Open Location from dipboard Ctrl+v

Recent Media 4
Save Playlist to File... Ctrl+Y
Convert / Save... Ctrl+R

(te1) Streaming... Ctrl+S

X Quit Ctrl+Q

e 20 lgﬂ

(B> | [ves Moo FE =) ()36 O ]

1.00x | | —;—/—:i—

)

Figure 2.13
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& Open Nedia

| [CIFile " @I_lis‘g | %" Network I ‘I_:?apture _nevice]

~ Hetwork Protocol
Please enter a network URL:
[[xtsp://adnin: 1230192, 168. 1. 11:88/videallain | ~ |

http://www. sxampls. com/stresm avi

rip://e-1234

mas://mms. examplss.con/stream esx

rtsp://server example org:8080/test. sdp
[ http://wew. vourtubs. con/watch?v=gz64ix

[ show more options

Figure 2.14

Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time preview.

& RTSP authentication ?2 X

Please enter a walid login name and a password.

User name Iadmin l

Password I..... I

| Ok || Cancel |

Figure 2.15

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




www.foscam.com

Figure 2.16

If you cannot play the video in the VLC player, please check the port mapping. You can read Quick Installation Guide
about How to configure port forwarding.

NOTE:
If you modify the camera’s username or password, you had better reboot the camera, or else the new username and

password cannot take effect when you enter the authentication in the VLC.

2.4 IP camera connection to the server

Device supports ONVIF 2.2.1 protocol, You can easily access the NVR with ONVIF or server with ONVIF.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




www.foscam.com

3 Surveillance Software GUI

Please refer to the Quick Installation Guide if you install the camera at first time. After finishing quick installation, you

can take time to learn the operation of the software.

3.1 Login Window

Username | admin

- Password

Stream | |Main stream v 2

Language |!English K 3

Figure 3.1

Please check the login window above, it was divided to 4 sections from no. 1 to 4.

Sectionl Enter the Username and password

The default administrator username is admin with no password, please reset the username and password at first using and
prevent unauthorized users login the camera.

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form LAN, here
you can select Main stream. If you want to access the camera from Internet, here we recommend sub stream.

NOTE: When the network bandwidth is badly you’d better select Sub Stream and the video will be more fluency.

Section3 Select the language
You can select the language you need via click on the language drop-down list to switch.

Section4 Login the camera
Click Login button and you will see the surveillance windows.(If login the camera for the first time, the page that modify

the username and password will appears.)

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




3.2 Modify the Username and Password

When you log in for the first time, it will come to the operating of modify the username and password automatically.

Username

New usemame

New password
Password Security Level

Confirm the password

Figure 3.1

Enter the New Username, New password and Confirm the password.
Click Modify button, then you will see the login page again.

3.3 Surveillance Window

Figure 3.3
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Sectionl FOSCAM Logo/ LiveVideo / Settings buttons

EASCAM.. roscamLoGo

@ LiveVideo ) ) ) ) . .
== ;. Path to surveillance window. Click this button and back to the surveillance window
T setti

/" e . Path to Administrator Control Panel, Click it, and it will lead to Administrator Control Panel and do

advanced settings.

Section2 Multi-Device Window

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You can add

other cameras in multi-camera panel.

7 O Lo | Op senngs 5 Outdooi Waterproof IP.Camera

O ®®®

Figure 3.4
Section3 Mode/ Stream / Mirror/ Flip buttons
Mode
1) 50Hz --------- Indoor surveillance (Region: Europe, China)
2) 60Hz --------- Indoor surveillance (Region: USA, Canada)
3) Outdoor Mode------ Outdoor surveillance
Stream

The default stream supports multiple modes, For example: 0/720P/30fps/2M meanings: Stream type no. / Resolution /
Maximum frame rate/ Bit rate. (Different models support different specific mode. )

1) Stream type no. : The number is used to identify the stream type.
2) Resolution
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The lowest resolution is QVGA. The bigger the resolution, the better of the image quality is. If you are accessing the
camera via internet and want to get more fluent video streaming, please select resolution VGA.

3) Maximum frame rate

When the video format is 50Hz, the maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame
rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you
can achieve fluently video.

4) Bit rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should
combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will
lead to video cannot play well.

You can reset the stream type on “Settings-> Video-> Video Settings” panel.

( Video Settings

| V64 (640+480) =
[6izx ~|
15 v
[45 |

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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How to do cruise?

Firstly: Select one track in the track drop-down list

Vertical

Select one of these ]

Secondly: Click Start cruise button, the camera will cruise following the predefined path.

Thirdly: Click stop button and finish cruising.

Section6 IR LED Lights

Click Infra led and there are three modes to adjust the infrared led: Auto, Manual and Schedule.

Auto: Select it and the camera will adjust the infra led (on or off) automatically.
Manual: Select it and turn off the infra led manually.

Schedule: Select it and the IR led light will be off at the schedule period. If you want to define or change the IR
led lights schedule time, please go to Settings—Video—IR LED Schedule page.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




Section7 Image quality settings
In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

Color Adjust )

[ =

[——- &0
(——— 20
[l—— o4
[—— 50
[————— 20

o Defaut

Section8 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings ---Basic settings---Camera name panel, and you can change another device name. The default device
name is anonymous.

Go to Settings ---Basic settings---Camera time panel and adjust the device time.

Go to Settings ---Video---On Screen Display panel, you can add or no add OSD.

Section9 Play/Stop/ Talk/Audio/ Snap/ Record/ Full screen button

5 6 7

1-—--- Play Click it to play the video of the camera
2-— Stop Click it to stop the video of the camera

3emmm Talk: Click the button and the icon will become to [O’, then talk to the microphone that connected with PC,

people around the camera can hear your voice if the camera has connected with audio output device. Click the icon again

and stop talking.

4--——-- Audio Click the button and the icon will become to @], you can hear the sound around the camera if the

camera has connected with other audio input device through the Audio Input port of the camera, Click the icon again and
stop audio.
5 Snap: Click it to make snapshot and it pop up a window which picture you snapshot, right click in the window and

save the picture to anywhere you want.

again and stop recording. The default storage path is C:\IPCamRecord. You can change the storage path: Go to Settings-

>Record-> Storage Location panel.
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7---—-- Full Screen Click it to make full-screen, or you can double click the surveillance screen to make full-screen.

Double click again and exit full-screen.

Onscreen Mouse Control

Right click the mouse and you can adjust the screen ration, full screen and Zoom up.

v Keep ration

Full Screen

Zoom up

Figure 3.5
Keep ration: Select it and the camera will adjust the size of live window based on the computer monitor automatically.

Sometimes there is a black border around the video, please select Keep ration to get a better visual quality.

B Lo O semrgs Outdoor Waterproof IP Camera

Figure 3.6

Full Screen: Select it and Click it to make full-screen, press ESC and exit full-screen.
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Zoom up/down: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view back to

original size.

ey ratien

Figure 3.7
NOTES:
1 This camera don’t support Pan/Tilt function, so here cann’t allow to use Screen PTZ.
2 For Mac OS, the plugin cannot support Onscreen Mouse function, so you cannot allow to use it.
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4 Advanced Camera Settings

Click the button “Settings”, goes to Administrator Control Panel to make advanced camera settings.

4.1 Device Status

Device Status contains four columns: Device Information, Device Status, Session Status and Log, it will show you

various information about your camera.

4.1.1 Device Information

Camera Model: The model of the device.

Camera Name: The Device Name is a unique name that you can give to your device to help you identify it. Click Basic

Settings and go to Device Name panel where you can change your camera name. The default device name is anonymous.

Camera ID: Display the MAC address of your camera. For example Device ID is 008414350787, the same MAC ID

sticker is found at the bottom of the camera.

Camera Time: The system time of the device. Click Basic Settings and go to Camera Time panel and adjust the time.
System Firmware version: Display the System Firmware version of your camera.

App Firmware version: Display the application firmware version of your camera.

Plug-in version: Display the plug-in version of your camera

4.1.2 Device Status

On this page you can see device status such as Alarm status, NTP/DDNS status, WIFI status and so on.

Refresh
Alarm Status Disabled
NTP Status Disable
DDNS Status Disable
UPnP Status Success
WiF1 Status Mot connected
IR LED Status Off

Figure 4.2
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Pages 50 <«<123>  Go

NO. | Time vser B Log

1 20140100 141235 oot 127001 Detectea motion atarm
2| 20140109141217 | ot | 127001 Detected moton aiam
3 | 20140109 141151 | oot 127001 Detected motion alarm
4 2018010914124 foscam | 19216882 User off ine: N
5 0U0IBWINS | kxam | 17216310 | Logn

6 | ZM019MNTZ | Bsam | 121682 | Logn

7 | 20040109141049 | root 127001 Detected motion alarm
8 | 2014010914:1028  root 127001 Delected motion alam
9 | 2014.01-09140941 | root 127001 Detected motion alarm
10 | 2014010914063t  foot | 127001 | Detected motion alam

41.4 Log

The log record shows who and which IP address accessed or logout the camera and when.

Shenzhen Foscam Intelligent Technology Co., Limited
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Pages 50 <123 Go.
‘NO. | Time User ] Log
1 20180109 149235 oot 127001 an*n.m

Click the page number and go to the ]’"“\"""“

corresponding page to see more logs .
T U T ST T TSI TR TS e\

= e N
8 mmmu:n;]' Fill in one page number, click Go button |
4 mm@""t’l and go to the corresponding page .

7 | 201401091410, — —_— —

8 | 2040198141028 oot | 127001 | Delected motion slam

9 | 20140109140941 | root 127001 Detected motion alarm

10 | 2014010914083 ot | 127.004 Detected motion alsrm

Figure 4.4

Reboot the camera and clear the log records.

4.2 Basic Settings

This section allows you to configure your Camera Name, Camera Time, Mail, User Accounts and Multi-Device.

4.2.1 Camera Name

Default alias is anonymous. You can define a name for your camera here such as apple. Click Save to save your changes.

The alias name cannot contain special characters.

anonymous

Figure 4.5

4.2.2 Camera Time

This section allows you to configure the settings of the internal system clocks for your camera.

Shenzhen Foscam Intelligent Technology Co., Limited
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Camera Time

T :
Cametsilkita ‘ﬁma’i‘ﬂﬂﬁ? |(GMT +08:00) Beijing, Singapore, Taipeia
Syne with NTP server (]
NTR Saryver
| eoetis | v Ey By Ev
| TYTY-10-DD
[ 12-hour v
usg.‘DSTE
Ahead Of Time Mirute
Figure 4.6

Time Zone: Select the time zone for your region from the drop-down menu.

Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server. Choose the
one that is closest to your camera.

Sync with PC: Select this option to synchronize the date and time of the Network Camera with your computer.
Manually: The administrator can enter the date and time manually. Please select the date and time format.

use DST: Select the use DST, then select the daylight saving time from the drop-down menu.

Click Save button to submit your settings.

NOTE: If the power supply of camera is disconnect, you need set the camera’s time again.

4.2.3 User Accounts

Here you can create users and set privilege, visitor, operator or administrator. The default administrator user accounts
are admin with a blank password.

Shenzhen Foscam Intelligent Technology Co., Limited
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User Accounts

NO. Usernarme Privilege Usemame | ]

User Accounts

1 foscam Administratar Privilege | Visitor v/

[Jchange username

[Jchange password

Figure 4.7

How to change the password?

Firstly, select the account which you want to change the password, then select “Change password”, enter the old
password and the new password, lastly click modify to take effect.

User Accounts
VNO. Username Privilege Usemame  admin
1 foscam Administrator Password  eesee
3 New password
4 Password Security Level
5 Confirm the password
5 Privilege | Administrator (]
= ¥l Change username
2 [¥] Change password

The maximum length of the user name is 20, support numbers, letters and symbols _ - @ $ *
The maximum password leagth i5:12, does ot support the character & = $

Figure 4.8

How to add account ?

Select one blank column, then enter the new user name, password and privilege, last click Add to take effect. You can see
the new added account on the Account list.

Shenzhen Foscam Intelligent Technology Co., Limited
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User Accounts
NO. Username Privilege Usemame  user
foscam Administrator Password  eeeee
admin Administrator Password Security Level ~ Low security level.
Privilege | Administrator -
username
[ lchange password

The maximum length of the user name is 20, support numbers, letters and symbols _-@ $ *
The maximum password length is 12, does not support the character & = $

Figure 4.9

User Accounts

Username:

Privilege

foscam

Administrator

admin

Administrator

Usermname

user

[ Administrator [~]

[l Change password

The maximum length of the user name is 20, support numbers, letters and symbols _ - @ $ *
The maximum password length is 12, does not support the character &= $
Figure 4.10

Delete : Select the account which you want to delete, then click Delete button to take effect.

NOTE: The default administrator account cannot be deleted, but you can add other administrator users.

Shenzhen Foscam Intelligent Technology Co., Limited
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4.2.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the main
device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do multi-cams settings, you
need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This page you can
both add FOSCAM MIJPEG and H.264 series cameras to the first camera and view multi-surveillance screen on one

window.

Add cameras in LAN

In Multi-Device Settings page, you can see all devices searched in LAN. The 1st Device is the default one. You can add
more cameras in the list in LAN for monitoring. The camera’s software supports up to 9 IP Cameras online
simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the Alias, Host and Http Port will be
filled in the boxes below automatically. Enter the correct username and password then click Add. Add more cameras in
the same way.

Multi-Camera
FI9821P(172.16.0.94) ) -
Cameras On LAN 1111(172.16.1.71)
() Al & ()
Ianonymous(172.16.0.179) =
The 1st Camera This Camera !
None e -
— 1 Click it, camera model, alias,
CameraModel | [H264 | hogt and HTTP Port will be :

CameraName | anonymous | fjlled in the following boxes

Host 172.16.0.179 automatica"y .
HTTP Port 80

Media Port | 80

Username admin

Password
3 Click Add to take effect. |« Add. Delete
2 Enter the User name and B
The 3rd Camera None
password of the 2nd camera. |
The 4th Camera None @
Figure 4.11

Camera Model: Our Company produces two series cameras: MJPEG and H.264. Here will show you which series the
camera belongs to.

Shenzhen Foscam Intelligent Technology Co., Limited
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Cameras On LAN

The 1st Camera
| The 2nd Camera
| The 3rd Camera
| The 4th Camera
| The 5th Camera
| The Bth Camera

The 7th Camera

The 8th Camera

The Sth Camera

 Refresh

‘anonymous(192.168.11.193)

anonymous(192.168.11 .03‘1

Refresh I

This Camera
anonymous(192.168.11.203)
FI9821%V for ebuyer {(192.168.11.241

anonymous(192.168.11.203)

None

None

None

None

None

Mote: If you want to access your camera remotely, make sure you are able to access it seperately through a browser.

Figure 4.12

Back to Surveillance Windows, and click Four Windows option, you will see four cameras you added.

A 9 evioes O senngs

Qutdoor Waterproof IP Camera

Figure 4.13
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FOSCAM s (O Lvevideo © G setings Outdoor Waterproof IP Camera

1 o-EB : I L. | e SR

720P1 30fps/ 2M

) Flip

IR LED Lights
Color Adjusiment

Figure 4.14
Add cameras in WAN
If you want to view all cameras via the internet(remote computer), you will need to add them using DDNS domain name.
Firstly, make sure all of the cameras you added can be accessed through the internet. (Read How to configure DDNS
settings in chapter 4.3.3)
Login to the first camera using a DDNS domain name and port.

£ g Cogur Sulio ¢ BRESNNDELL -

Use DDNS domain name and port to login . ]

TR -Qutdoor Waterproof IP Camera

/||l‘|lr iu

Refresh
Alarm status Na alarm
Recong statun Mot n tecordag
NTW statins Donatie
DOMS status Foccenv inp el wrtrces spain |
Pl stahs Ful \
wit
woes @g staus Make sure each camera you need add

could login with DDNS name and port .

Figure 4.15

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS domain name, port number.

Enter user name and password and then choose Add.
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FIS821W for ebuyer (192
anomymoss{1 92 168 11 243)

anonymous(192 163 11 203)

Cameras On LAN

The 2nd Camers anonymous(192.168.11.203)
CtmmModdj M : 1

Camera Name. | apple 2

Host. [um.nolp.ilo

HTTP Pont

Figure 4.16

1----- The camera model: MJ or H264.

2----- The 2nd camera’s name

3-e- Fill in the 2nd camera’s DDNS host not LAN IP

4 ---- Enter the 2nd camera’s user name and password

5---- Click Add button and to take effect

NOTE: Here the Host must be entered as the second camera’s DDNS domain name, not its LAN IP.
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Device List in LAN

The 1st Device

The 2nd Device

| The 3rd Device
The 4th Device
The 5th Device
The Bth Device
The 7th Device
| The 8th Device

The Sth Device

apple(192.168.13.102)
mycamera(192.168.13.108)
ipcam(192.168.13.107)

~ Refresh

Refresh

This Device

apple(camera.no-ip.info)
ipcam(test01.foscam.org)

mycamera(owlejww. no-ip.infa)

None

None

Mone

None

MNone

Attention: If you want to access the device from internet, be sure the host and port that you set can be accessed from

internet.

Return to video window. You will see all of the cameras accessible through the internet.

Figure 4.17

When you are away from home, you can use the first camera’s DDNS domain name and port to view all the cameras via

internet.

A 9 evioes O senngs

Outdoor Waterproof IP Camera

Figure 4.18
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4.3 Network

This section will allow you to configure your camera’s IP, PPOE, DDNS, Wireless Settings, UPnP, Port, Mail Settings
and FTP Settings.

4.3.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same subnet of
your router or computer.

IP Configuration
| IP Configuration
|172. 16.0. 249 |
|255. 265.0.0 |
10.0.0.0 |
0.0.0.0 |
jn.0.0.0 |

MNote:Once you save your settings, the camera will restart.

Figure 4.19

Changing settings here is the same as using the [P Camera Tool.

It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If you don’t
know the subnet mask, gateway and DNS server, you can check your computer’s local area connection as follows:
Control Panel--Network Connections--Local Area Connections --Choose Support--Details.
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= Network Connections

Fils Edit Mew Favorites Tools Advanced Help

Q- O B D semcn [ rotrs \

Address ‘ Network Connections

A LAN or High-Speed Internet

-4 Local Area Connection Status

Local Area Connection IGenelall Support l
T——

»

Network Tasks

Create anew Connected, Firewallsd

connection Realtek RTLE139/810x Fal | Connection status
# Set up a home or small .

office network ﬂ, Address Type: Assigned by DHCP
O Chenee ;’%@5 IP Address: 192168050
‘ Disable this network Subnet Mask: 255.255.2585.0

device |
\ Denst s EBrnBctoh Default Gateway: 192.168.0.1
®i} Rename this connection | Detais.. | 1
€ View status of this S = Click here

connection
[#] Change settings of this ‘Windows did not detect problems with this _
. connection connection, If you cannot connect, click

Repair.

Figure 4.20

= MNetwork Connections

File Edit View Favorites Tools Advanced Halp

Q- © ¥ ipSearch | Folders }-

Address ‘ Network Connections

A LANor High-Speed Internet

Local Area Connection
Connected, Firewalled

- Local Area Connection Status

r

»

Network Tasks
Network Connection Details

Create a new

MNetwork Connection Details:
Set the same Subnet Mask and Property | Value -
Physical Address 00-E0-D0-00-23-01
i P Addres: 192.768.0.50
gateway of the camera with your | [PAddess ki
PC Default Gateway 192.168.0.1
- DHCP Server 192.168.0.1
Lease Obtained 2010-7-2317:20:44
—— L | | ease Expies 2010-7-23 19:20:44
There are two DNS servers . You PN oot e
. ¥ WINS Server
can set any of them . Same with
gateway is also OK ..

@ Control Panel
& 1y Network Places:
3 My Documents

i My Computer

Figure 4.21

If you don’t know the DNS server, you can use the same settings as the Default Gateway.
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4.3.2 Wireless Settings

Step 1: Choose “Settings” on the top of the camera interface, and go to the “Network” panel on the left side of the screen,
then click “Wireless Settings.”

Click the Scan button and the camera will detect all wireless networks around the area. It should also display your router
in the list (Figure 4.31).

J
Wireless Network List Lsean || —
SSID(Network Name) Encryption Quality I sl ;@ !
T Wik 4 | Click the Scan button
to search for wireless
i ER A - networks.
‘wingate WPA2 il
V_CPA1 WPA Al
MERCURY _MW150R WPRAZ il
V_CPA2 WPA Al
foscam WEP il
uniQtab WPAZ Ll
foscam-wif WPA2 it
cisco WPA2 il
Pages:2 12 Click the Page number to see other wireless

networks devices if there are more than 10.

Figure 4.22
Step 2: Click the SSID (name of your router) in the list, the corresponding information related to your network, such as
the name and the encryption, will be filled into the relevant fields automatically.

You will only need to fill in the password of your network. Make sure that the SSID, Encryption and the password you
filled in are exactly the same for your router.
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Wireless Network List

SSID{Network Name) Encryption Quality 2 Enter the
Chinahlet-Hk\Wc WPA it password of
airtNET-free Unencrypt Ll your router.
wingate WPA2 il
V_CPA1 WPA il
MERCURY_MW150R WPA2 il
V_CPA2 WPA il
foscam WEP <l
uniGtab WRAD M 1 Click the SSID of your router

and the relevant information
will be filled in the fields
automatically.

Figure 4.23
Step 3: Please click on the Save button after all settings have been entered and disconnect the network cable. Never shut

down the power of the camera until the IP camera is able to connect to the wireless network.

The LAN IP address will disappear on the window of IP Camera Tool when the camera is configuring a wireless
connection. Wait about 1 minute, the camera should obtain a wireless connection, and the LAN IP of the camera will
show again on the window of the IP Camera Tool. The IP address may have changed after the camera receives a wireless
connection; we recommend setting a static local IP address if this IP address changes by right clicking the camera in IP
Camera Tools, setting a static IP, and pushing OK (see Figure3.35/3.36).

Congratulations! You have set up the wireless connection of the camera successfully.

NOTE:

If you fail to make a wireless connection, please refer to your seller or contact us directly for assistance.

4.3.3 PPPoE

If you are using a PPPoE connection, enable it and enter the User Name and Password for your PPPoE account.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




www.foscam.com

The maximurm length of the user name is 20, support numbers, letters and symbols @ .

§7-

aE*passsgﬂrd The maximum password length is 12, including numbers, letters and symbaols ~ | @ #* (
s S [ S

Note:Once you save your settings, the camera will restart.

Figure 4.24

4.3.4 DDNS

FOSCAM camera has embedded a unique DDNS domain name when producing, and you can directly use the domain
name, you can also use the third party domain name.

FOSCAM domain name

Here take cp4911.myfoscam.org for example. Go to option of DDNS on the Settings->Network panel, you can see the

domain name.

DDNS

Enable DDNS [

Manufacturer's DDNS

( DDNS
Manufacturer's DDNS I I [ Restore DDNS to factory ]
Third Party DDNS
| Hone ~|
Figure 4.25

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname cp4911.myfoscam.org and HTTP Port no. 8000 for example, the accessing link of the camera via
internet would be http://cp4911.myfoscam.org:8000

Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use Manufacturer’s
DDNS again , here click this button and start Manufacturer’s DDNS Service.

Third Party Domain Name Settings
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User can also use third part DDNS, such as www.no-ip.com. ,www. 3322.com
Here take www.no-ip.com for example :
@ Step 1 Go to the website www.no-ip.com to create a free hostname

Firstly: Login on www.no-ip.com and click No-IP Free to register.

Managed DNS

No-IP Plus, The complete managed DNS Solution

Easy 10 uso intertace Compiete control over your doman
FREE dynamc DNS update dient. 7 Indudes 50 hoatalsub domains

“Sign Ut Moee tato

@' Click here to register
Register Your Domain

Outsource your $ Configure your

hostname 1o point ’ mall service P routsr 1o work with L PM
10 your dynamec I aominests alion o~ lha 2 com server mordorng
v echatng seovatc fakreer

Ran u mal server oven if

your EP Booes
Stay Connected

SFae

Figure 4.26
Please register an account step by step according to instructions on_ www.ne-ip.com

After registration, please login your email which used to register. You will receive an email from website, please click
the link to activate your ACCOUNT as indicated in email.

Secondly: Login the link with the registered username and password to create your domain name.
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Home ‘Download Services ' Support . Company
User Login

Client Login

Login with the registeredly
username and password

Home # Client Login

Email: ‘ Upgrade your No-IP account
to unlock many

Password: \ features

N

Forget your password? No problem, Click Here Maximize uptime and add
to your existing

If you are not currently a registered user of No-IP.com DNS infrastructure.
and would like to be for FREE, 1 rasanewuser

Figure 4.27

P

N
Mol nkhidnicy @ Your No-IP
\ —/-) for your mail server?

Last Login: 2012-04-04 21:40:56 PDT from IP 65.49.14.58

Cuixiang, welcome to your No-IP!

) — You have successfully logged into No-IP's member section. To start using No-IP's services select an icon below or choose
{2417 Server Monitoring an item from the navigation above
7 and Failover

""Click here for more info

et @ @ &

Support Center

Basic Traubleshooting Manage Domains Add Domain Refer Friend
Click Add a Host to create a
domain name

+

+

Guide
+ Support Ticket
+ ContactUs

Get Connected + Own a domain name? A Your No-IP Alerts

You do not have any notices at this time

-\ ﬁ = You Use your own domain name with our DNS system Add
A = / i  or read more ici ’
%,cxur dormain name riow of read mote for,pricing and Check this spot for important information regarding your
B account such as expiring services and trouble tickets
Figure 4.28

Please create the domain name step by step according to instructions on www.no-ip.com

Step 2 DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from_www.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.
Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.



Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as DDNS
domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS settings effective.
Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and check if
the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try to redo the

settings.

NOTE :
If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party DDNS and

the Foscam Domain Name cannot work at the same time, the last time you configured will take effect.

@ Do port forwarding within the router

Example: The camera’s LAN IP address is http://192.168.8.100:2000

Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the router, and goes to Applications &

Gaming->Single Port Forwarding.

Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed as below.

Wireless-N Home Router

Applications &

Gaming Setup Wireless Security Access Restrictions ; Administration

Singie Port Forwarding | Fort Range Forwardng | Port Range Triggerng |

Singie Port Forwarding

Application Name ‘ External Port [ Internal Port '”P(otpcq{: ToIP Address
(lone I8 = ‘ = | - 1621858
None ‘ : 1921638
: Fill the HTTP Port no. of the | R
None 1821686
camera on the column of
none o External Port and Internal Port+ 1521688
tone ) | o | - | —  |1s21ese
Hitp | L2see 2000 ) | |8otn &) | 192 1888100 ~+» Fill the LAN IP of the camera
esia |/s200 | le2c0 || | |Botn sl | 192168 sheoo L) | | here,justinput the last section+
! : | [aan 831 | 492 1888
- Fill the Media Port no. of the
Assign a name || camera on the column of
as you like here . External Port and Internal Port .
Figure 4.29

® Use domain name to access the camera via internet
After the port forwarding is finished, you can use the domain name+ http no. to access the camera via internet. Take
hostname ycxgwp.no-ip.info and http no. 2000for example, the accessing link of the camera via internet would be http://

yexgwp.no-ip.info:2000
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4.3.5 UPnP

UPnP

Enable UPnP Tes B

Figure 4.30
The default UPnP status is closed. You can enable UPnP, then the camera’s software will be configured for port
forwarding. Back to the “Device Status” panel, you can see the UPnP status:

Device Status

~ Disabled

| Disable

Success htlp:/aa2022 myfoscam, org 8000
Success

» m

Figure 4.31
The camera’s software will be configured for port forwarding. There may be issues with your routers security settings,
and sometimes may error. We recommend you configure port forwarding manually on your router (Figure 4.30).

4.3.6 Port

This camera supports HTTP Port / HTTPS Port/ ONVIF Port. HTTP Port is used to access the camera remotely.
HTTP port : By default, the HTTP is set to 88. Also, they can be assigned with another port number between 1 and
65535. But make sure they can not be conflict with other existing ports like 25, 21.

.I-as

443 ]

s |

Figure 4.32

Another way to change the HTTP port no.

Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on the IP address,
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and click on "Network Configuration”, this brings up the network configuration box as shown in Figure 4.34 and 4.35.

B2 IP Camera Tool

Camera name IP Address Dewice ID Dewice type

Bazic Properties
Network Configuration
Upgrade Firmware
Refresh Camera List
Flush &rp Buffer
About TP Camera Tool

Select which camera
you’d like to change the
port for, and right click .

Figure 4.33

FIP §a.me1;angL anonvmous Network. .. EJ

Camera name ice ID Device type
[~ Obtain IF from OHCP =zerwer
(= [ 41F19804% H
IF addre=s 182 168 . 1 .110
Subnet Mask 255 255 255 . 0
Gateway 192 168 . 1 . 1 |
|
DIHS Serwver 182 165 .1 .1
Http Fort +[ MOdlfy the Http Port . ]
Uzer !admin r’
Fasawomd feeedd 1| Enter the Username and
password, click OK.
ok | Cancel |
Hote: After changing the configuration
device will automatically restart

Figure 4.34

Step 2: Enter the username and password of the Administrator (default username is admin with a blank password), and
click “OK” to apply changes.

Step 3: Wait around 10 seconds, you’ll see that the camera’s LAN IP address has changed. In our example it was
changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN IP address is now fixed at a
static IP address of http://192.168.8.102:2000. This IP address will not change even if the camera is powered off and
back on, the camera will remain on this LAN IP address. This is very important that a static LAN IP address is set, or
you may have problems later with remote access and seeing the camera remotely if the camera loses power and
reconnects on a different LAN IP address. Make sure you set a static LAN IP address!

L IP Camera Tool

Camera name IF Address Device ID Dewice type
SANONYROUS Http://192.168,1.110:88 0084 1F193804% H
Figure 4.35
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NOTE: If the camera cannot be accessed, please make sure the port forwarding is succeed.

HTTPS port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port.
Sometimes you need to add the url to the Trusted Sites,

Open Internet Explorer if it is not already opened. Click on Tools, then click Internet Options.

Next, click the Security tab, then click the Trusted sites button.

Internet Options

Connections | Programs Jr Advanced
General | Security | Privaey | Content

Select a zone to view or change security settings.

C§J®

Internet  Localintranet Jifiaceias

ki
This zone contains websites that you =

trust not to damage your computer or
your files,
You have websites in this zone,

~Security level for this zone -

| |

Custom
Custom settings.
-To change the settings, click Custom level,
-To use the recommended settings, click Default level,

[ customlevel... ][ Defaultievel | |

| Resetal zones to default level ]

(® [ ®e ][ =A® |
Figure 4.36

ONVIF port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number between 1
and 65535(except 0 and 65534). But make sure they can not be conflict with other existing ports.

4.3.7 Mail Settings

If you want the camera to send emails when motion has been detected, here Mail will need to be configured.
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Enable [#] 5

smtp.gmail.com l

& |

SRR

[STARTTLS ~|
G-Mail only supports TLS at Port 485 and STARTILS at Port 587 or 25.

Yes @

cuiyao93@gmail.com 2

I cuiyaod3@gmail.com I——> 3

yaoyao@163.com

—— 4

Fourtn Recenver

Figure 4.37
1----- SMTP Server/ Port /Transport Layer Security Enter SMTP server for sender. SMTP port is usually set as 25.
Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually is None. If you use
Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be set to 465 or 25 or 587,
which port you choose should be decided by which Transport Layer Security you select.
2-—-—-SMTP Username/ password: ID account and password of the sender email address
3----- Sender E-mail Mailbox for sender must support SMTP
4----- Receiver Mailbox for receiver need not support SMTP, you can set 4 receivers
5----- Save Click Save to take effect
6---—-- Test  Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.
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Enable [7]

| smtp.gmail.com |

2 |
|STARTTLS v
G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25.
| No @

| yaoyao@amail.com

| ssesesese

Test result . ]

| yaoyao@gmail.com

|
I
|
| yaoyao@163.com |
|
|
|

Figure 4.38

If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test mail.

IPCamera SMTP test mail i

#4 A : foscam IPCamera <yaocuixiang@163.com>
Bt 8 : 2012598 138 (EXAM) £49:50
Wik At 411678364 <411678364@qqg.com>

This is a test mail send by your IPCamera

thigEE L : foscam IPCamera

Figure 4.39
If the test fails with one of the following errors after clicking Test, verify that the information you entered is correct and
again select Test .
1) Cannot connect to the server
2) Network Error. Please try later
3) Server Error
4) Incorrect user or password
5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try again
6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server
7) The message is denied by the server. Maybe because of the anti-spam privacy of the server
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8) The server does not support the authentication mode used by the device

4.3.8 FTP Settings

If you want to upload record images to your FTP server, you can set FTP Settings.

ftp://192. 168. 8. 150
Example:ftp://192.168.1.103/dir

The maximum length of the address is 127, does not support the character 8. =

21

[PORT ~|

|yao cuixiang |

The maximum length of the user name is B3, support numbers, letters and symbols _ @

-

The maximum password length is 63, does not support the character & =

t‘Success I

Figure 4.40

ftp://ftp. mgenseal. com I
Example:ftp://192.168.1.103/dir

The maximum length of the address is 127, does not support the character & =

21 |
|PORT ~|
Ideot estge l
Username The maximum length of the user name is 63, support numbers, letters and symbals _ @
o, #
esseessee |

The maximum password length is 63, does not support the character & =

Success |

Figure 4.41

FTP server: If your FTP server is located on the LAN, you can set as Figure 4.41.
If you have an FTP server which you can access on the internet, you can set as Figure 4.42.
Port: Default is port 21. If changed, external FTP client program must change the server connection port accordingly.
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FTP Mode: Here supports two modes: PORT and PASV.
Username/password: The FTP account and password.
Click Save to take effect.

Click Test to see if FTP has been successfully configured.

4.3.9 P2P

Access the camera by smart phone (Android or iOS operating system)
First of all, you need to open the P2P function of the camera at “Settings-->Network-->P2P.”

Figure 4.1

Search and install Foscam Viewer on Google Play and App Store for for Android and iOS devices.
If you want to know more details of the iOS APP or Android APP, see the iOS App User Manual or Android App
User Manual.

4.4 Video

This section allows you to configure Video stream settings, On screen display and Snapshot settings.

4.4.1 Video Settings

There are two ways to set the stream video settings. They are main stream video settings and sub stream
video settings.
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| Status ) : e 5
: — —Video Settings
| Basic Settings )
| Netwark J Save Refresh
| Video ) Main stream video settings
: / -
L—————' Stream Type 0 M
On Screen Display :
) Resalution T20P v
Privacy Zone
Snapshat Settings Bit Rate 2N ¥
IR LED Schedule Frame Rate 30 v
| Alarm _ ) Key Frame Interval 30 v]
| Record )
Sub stream video settings
| PTZ )
:L il J Stream Type 0 v
| System ) Resolution VGA(640%480) v
Bit Rate
Frame Rate
Key Frame Interval

Figure 4.42

Stream type: There are four types to identify different streams you have set.

Resolution: The camera supports multiple types, For example: 960P, 720P, VGA. The higher the resolution is,
the clearer video will become. But the code flux will become larger too, and it will take up more bandwidth.
(Different models support different specific types. )

Bit rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit
rate is large, that will lead to video can not play well.

Frame rate: Note that a larger frame size takes up more bandwidth. When the video format is 50Hz, the
maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame rate is 30 fps. You should
lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you can achieve
fluently video.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

4.4.2 On Screen Display

This page is used to add timestamp and device name on the video.
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/ -~ PN
{ On Screen Display >

Figure 4.43
Display Timestamp: There are two options: Yes or NO. Select Yes and you can see the system date on the video,
Display Camera Name: There are two options: Yes or NO. Select Yes and you can see the device name on the video,

4.4.3 Privacy Zone

This page is used to add privacy zone on the video.

Privacy Zone

ﬁfﬁwﬁﬁw&xﬁm& | Yes @

Figure 4.44
There are two options: Yes or NO. Select Yes, then click “Set Privacy Zone” and draw a privacy area on the video, the

privacy area will be black on the video.
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Figure 4.45
Click OK button and return to the Privacy Zone page, click Save to take effect.
Back to the surveillance window, you can see the privacy area as the following picture:

v O v O s ~Ouitdoor Waterproof IP.Camera-

N110514, Q2. 22

= N - -
L

L O

= |

g
el

TSR | 9
®®®

Figure 4.46

4.4.4 Snapshot Settings

On this page you can set the snapshot pictures’ image quality and the storage path.
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Snapshot Settings
[ Manual snap Quality [ Mediun v/
Enable timing to capture
( Snapshot Settings | 7| | Captureinterval 2 ](1'.555359)
@) Schedule
Al 00 /01 /02 03 0405 06 07 08 03 10 11 121314 1516 17 /18 19 202122 23
MON
TUE
WED
THU
FRI
SAT
SUN

Figure 4.47

Image Quality: Low, Middle and High. The higher the quality, the picture will be clearer.
Alarm Pictures Save Path: FTP. If you have done FTP and Alarm settings, when alarming, the camera will snap
pictures to the FTP automatically.
Enable timing to capture
To enable capture interval, follow the steps below:
1 Select Enable timing to capture
2 Capture interval:The interval time between two captures.
3 Select the capture time
® Capture anytime
Click the black button up the MON, you will see all time range turn red. When something moving in the detection
area at anytime, the camera will capture.
® Specify an capture schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all column of
TUE turns to red, that means during Tuesday whole day, the camera will capture.
® Press the left mouse and drag it on the time boxes, you can select the serial area,
4 Click Save button to take effect.

4.4.5 IR LED Schedule

On this page you can set the schedule time for switching IR LED lights. When parameter Mode is set to the
Schedule on the Live Video window, At these schedule time, the IR LED lights will be turned off.
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IR LED Schedule

From o

Figure 4.48

4.4.6 Lens Distortion Correction

On this page you can set the distortion correction. There are three options: Low, Medium, High.

Lens Distortion Correction

| Low
N

Recommend "low" option of the lens is less than or equal to 4mm; "medium” and "high” option for greater than or equal to

6mm lens

Figure 4.49

If you replace the lens, the image has found distortion, uneven and so on, you can modify the Select The
Distortion Correction Parameter to calibration images.

4.5 Alarm

4.5.1 Motion Detection

IP Camera supports Motion Detection Alarm, when the motion has been detected, it will send emails or
upload images to FTP.

Shenzhen Foscam Intelligent Technology Co., Limited
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Motion Detection

2 23|

Figure 4.50

To enable motion detection, follow the steps below:

1 Enable Motion detection

2 Sensitivity---- It supports three modes: Low, Middle and High. The higher the sensitivity, the camera will be more
easily alarmed. Select one motion sensitivity.

3 Trigger interval--- The interval time between two motion detections. Here supports
5s/6s/7s/8s/9s/10s/11s/12s/13s/14s/15s. Select one interval time.

4 Select the alarm indicators

When the motion has been detected, the alarm status will turn to Detect alarm.

Delect-al_arm

Disable

Disable

Success

Connected to:foscam-wifi

. off

Figure 4.51
There are three alarm indicators:

A Camera Sound and PC Sound
If the camera has connected with a speaker or other audio output device, if you select Camera Sound or PC
Sound, when the motion has been detected, the people around the camera will hear beep alarm sound.

Shenzhen Foscam Intelligent Technology Co., Limited
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B Send E-mail
If you want to receive alarm emails when motion is detected, you must select Send E-mail and set Mail
Settings first. The alarm email cannot contain the alarm picture if you have not selected Take Snapshot.

C Take Snapshot

If you select this checkbox, when the motion has been detected, the camera will snap the live view window as
a still picture and load it to the FTP. Make sure you have set FTP and set FTP as the storage path in
Video->Snapshot settings panel.

If you select Send Email, at the same time the picture will be send to you as an attachment.

Time interval: The interval time between two pictures.

D 10 Output

If 10 alarm is triggered and IO alarm output device will always alarm (sound alarm is issued a warning sound,
alarm lights in flash etc.). Click "Clear 10 alarm output" , the alarm output device will stop alarming. If IO alarm
is triggered again after alarm interval, 10 alarm output device will be restart.

5 Set detect area
Click set detect area and it pop up a window, then you can draw the detection area. Click Back button after
settings. When something moving in the detection area, the camera will alarm.

ot -10-22

03: 16218 14 X

.......

TS S——

T

R
QXXX
el

Figure 4.52

6 Alarm Schedule
(@O Alarm anytime when motion is detected
Click the black button up the MON, you will see all time range turn red. When something moving in the detection area at

anytime, the camera will alarm.
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4.6 Record

4.6.1 Storage Location

On this page you can change the manually recording storage path, the default storage path is C:\IPCamRecord.
Storage Location

s o e -
Recording Location [FTP =
AR A el D:vipe |

Recording Location is used for alarm recordings and schedule recordings.
The local recording must be stored in local storage. The default Windows storage location is “c:\PCamRecord”. The default Mac

OS storage location is "/IPCamRecord".If you madify the path on other Foscam cameras, this default storage location will be

modified accordingly.
Figure 4.61
Recording Location : FTP.

Local Recording Location: For Windows OS, the manual recording path is C:/ [IPCamRecord, you can change another
one. For MAC OS, the manual recording path is: / [PCamRecord.

4.6.2 Alarm Record

E,nable Pre-Recard [7]
ez e 3
Figure 4.62

4.6.3 Local Alarm Location

On this page you can enable local alarm record, and select the local alarm record time.

Local Alarm Record

En-hlo Local Al Rmd.

| [ !

Figure 4.63
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4.6.4 Schedule Recording

®  [fyour recording Location is FTP, on the page you can configure the schedule record.

Scheduled Recording To FTP

] |
() Eot Schedued Recorang
ar [00101102709 04105 06 07 08109 101192013 94115 16117 18,19 20 21 223
_Tue : i 1
WED i 1 i
_THUY ;
FRa
»——-%I—.——. -l.« pond oo pongards. - & p ouhrned P o P S ORI T TR RS SN Sy A . e B == oY '-u—y‘-
Cson (001 T TR T U T T A T

Scheduled recording only suppors SD cand of FTP server.
Scheduled recording will stop wiile atanm recording beging,  and go on automatically after i ends

Figure 4.64
You can select the main stream or sub stream from the drop-down.
You can set the store path of the recording file on the Storage Location page.

Stream: You can select the main stream or sub stream from the drop-down.
You can set the store path of the recording file on the Storage Location page.

Click Save button to take effect.
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4.8 Firewall

This section explains how to control the access permission by checking the client PC’s IP addresses. It is composed of
the following columns: Block access from these IP addresses and Only allow access from these IP addresses.

IP Filtering

|
I
1P Address % ]
l

Figure 4.67

Enable firewall, If you select Only allow access from these IP addresses and fill in 8 IP addresses at most, only those
clients whose IP addresses listed in the Only allow access from these IP addresses can access the Network Camera. If
you select Block access from these IP addresses, only those clients whose IP addresses are in the IP list cannot access the

Network Camera.

Click Save to take effect.
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4.9 System

In this panel, you can back up/restore your camera settings, upgrade the firmware to the latest version, restore the camera

to default settings and reboot the device.

4.9.1 Back-up& Restore

Click Backup to save all the parameters you have set. These parameters will be stored in a bin file for future use.

Click Browse and select the parameters file you have stored, then click Submit to restore the restore the parameters.

Backup is used to save your current settings. It is recommended to backup your configuration before modifying or

upgrading firmware.

Settings can be restored by uploading the backup file.

Path: | ((Browse... ]  Submit

Note:

1. All current settings will be lost when importing a configuration file. If an incorrect file is loaded, the camera may stop
working correctly.

2. Keep the power on during this process, or you may damage your camera. Your camera will reboot automatically once

restoration is completed.

Figure 4.68

4.9.2 System Upgrade

Click Browse, choose the correct bin file( System firmware or Web Ul) and then click System upgrade.
Don’t shut down the power during upgrade. After upgrading, you can see the upgrade result.

| I[ Erowse... | Systamu raﬂe

Upgrade Result I I

Figure 4.69
If you want to verify the firmware version of you camera, please go to Device Status-> Device Information Page to
check.

Upgrade Firmware by IP Camera Tool

Double click the IP Camera Tool shot icon E, select the Camera IP that you want to upgrade the firmware. Then

Shenzhen Foscam Intelligent Technology Co., Limited
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select Upgrade Firmware and enter the username and password, choose the firmware file, and upgrade.

Camera name IP Address Device ID Device type

Basic Properties
Network Configuration

Refresh Camera List
Flush Arp Buffer
About IP Camera Tool

Figure 4.70

vice ID Device type

anonvmous Upgrad. . . 'z|

341FI19804¥

User Iadmin
Password |

1
iUpzrade System Firmware |

'

Enter the User name and
password .

| Upgrade Web UL I

0K |

Note: After firmware upgrade the
device will automatically restart.

Figure 4.71

CAUTION: If your camera works well with the current firmware, we recommend not upgrading. Please don’t upgrade
the firmware unnecessarily. Your camera may be damaged if misconfigured during an upgrade.

NOTE:

1) Don’t upgrade the firmware through the web Ul in WAN, or else the upgrade may be failed.

2) Please ensure you have download the correct firmware package for your camera before upgrading. Read the upgrade
documentation (readme.txt file) in the upgrade package before you upgrade.

3) Upon downloading the firmware check the sizes of the .bin files. They must match the size in the readme.txt file. If
not, please download the firmware again until the sizes are the same. Your camera will not function correctly if a
corrupt .bin file is used.

4) Normally, only Device WEB Ul need to be upgrade, please do not try to upgrade the Device Firmware.

5) Never shut down the power of the camera during upgrade until the IP camera restart and get connected.

6) After upgrade successfully, please clear the cache of browser, uninstall the old plugin and re-install it, then reset the
camera to the default factory settings before using the camera.
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4.9.3 Factory Reset

Click Factory Reset button and all parameters will return to factory settings if selected.
The default administrator username is admin with a blank password.

Factory Reset Click this button to hard reset the camera to its default factory settings.

Figure 4.72

4.9.4 Reboot

Click Reboot to reboot the camera. This is similar to unplugging the power to the camera.

Click this button to reboot your camera.

Figure 4.73

5 Operation Example

5.1 Motion Detection

Scene

Assume that user A use Foscam IP camera FI9804W. He wants to configure the motion detection alarm. when the motion

has been detected, it will send emails or upload images to FTP.

Procedure

1. Choose Alarm > Motion Detection. The Motion Detection page appears. Configure the motion detection alarm

parameters, as shown in figure 5.1.
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Figure 5.1

2. If you select the Send E-mail on the Motion Detection page, then you need to configure the mail message.
Choose Alarm > Motion Detection. The Motion Detection page appears. Configure the mail parameters, as shown in
figure 5.2.

Mail Seitings :
TP Server amip gman com ]
SMTP R % i
STARTTLS

Tty s TS P 5 e SYARTICE  Pon 6 or 2. Hotmad el
“suppons STARTTLS ai Port 887 o 25

flres ¥

{ostgarmait com

1astiamall com
[ §
! l
Figure 5.2

3. If you select the Take Snapshot on the Motion Detection page, you need to configure the capture settings and FTP
storage path.

Choose Video > Snapshot Settings. The Snapshot Settings window appears. Configure the parameters, as shown in
figure 5.3.
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Figure 5.3

Choose Network > FTP Settings. The FTP Settings page appears. Configure the parameters, as shown in figure 5.4.

suppart the charactor & =

FTP Settings
Cp://192, 168. 8. 150
xample fp//192.160.1.103/dir
| maximum kngth of the addeess s 127, doos nol
Port. o ]
FTP Moce [FoT |
I [ysocuixiang |
@}fﬁ?ﬁi I’[M meximurm Jength of the user name is 63, supportfiumbers, felters and symbols _ €
_ o
| aenes ssssssses

The maximum password longth o B3, doos not suppost the charactor & =

Succis

]

Figure 5.4

5.2 Modify the Camera Name and Time on the video

Scene

Assume that user A need to modify the camera name and time upper left corner of the video.

Procedure

1. Choose Basic Setting > Camera Name. The Camera Name page appears. Configure the parameters, as shown in

figure 5.5.
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Iﬂ anonymous| I

The maximum Device Name length is 20, support English, numbers, letters and symbols

Figure 5.5
2. Choose Basic Setting > Camera Time. The Camera Time page appears. Configure the parameters, as shown in

figure 5.6.

| wmin | @y @y B@3-
[ YYrr-ae-nn -

| 12=hour i
[0 9 Mo

Figure 5.6

6 Phone APPs

FOSCAM provides APP for Android and iOS system, which helps to view and listen to your world anywhere......
anytime. Search and install Foscam Viewer on Google Play for Android devices, search and install Foscam

Viewer on APP Store for iOS devices.
If you would like to read more details on the Android APP or iOS APP, Please refer to the Android APP User

Manual or 10S App User Manual.
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7 APPENDIX

7.1 Frequently Asked Questions

NOTE: Any questions you would meet, please check Network connections firstly. Check the working status revealed
by the indicators on the network server, hub, exchange and network card. If abnormal, check the network connections.

7.1.1 How to download and install the ActiveX for Firefox users

For the first time login the camera, it may prompt you to download plugin .

Click here to download
the plugin.

el

Stream [ Main stream

Language |English ¥

Figure 7.1

Drag the download file to Firefox web page and it will prompt you to Install it.
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Software Installation
ﬁ Install add-ons only from authors whom you trust.
‘Malicious software can damage your computer or violate your privacy,

You have asked to instalthe following tem:

nplpcam {Author not verifed)
file:{{G: {Documents%20and%205ettings/huangHl/Desktop/plugins. xpi

Click Install Now .

Figure 7.2

Reboot the Firefox after the plugin installation is successfully completely, then relogin the camera again, you can see the

surveillance window

NOTE: If you could not view living video after running the ActiveX, only a red cross n in the center of the
video or just a black screen. Please change another port number to try.

Make sure all firewall or antivirus software on your computer does not block the active download and installation. If you
are unable to run the ActiveX control, try shutting down the firewall or antivirus program.

7.1.2 How to download and install the ActiveX for Google Chrome users

For the first time login the camera, it will prompt you to download the ActiveX.
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Password |

Stream |Main stream

Language  |English

Figure 7.3

Download the plugin and drag it to the Extensions page of Google Chrome.

| il
l_— New tad Q1
A .A e - New wandow Crel
'.M, 2 @ New Incogritn wendow Il ST
o - Bockmarks L
G2 Copy Paste
- wow + @

Quied

QNeF

. '

crlin

Figure7.4

Click Add button to install the Plugins.
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Click Add button to install
the plugin .

Figure 7.5

Reboot the browser and re-login the camera, you will see the surveillance window.

7.1.3 | have forgotten the administrator password

To reset the administrator password, you had better unplug the network cable firstly. After that, press and hold down the
RESET BUTTON about 5 seconds. Releasing the reset button, the password will turn to the factory default.
Default administrator username/password: admin with blank password

7.1.4 Subnet doesn’t match

Check whether your ip camera in the same subnet of your computer. The step is Control Panel -- Network Connections
-- Dbclick Local Area Connections -- Choose General -- Properties.(Figure 4.23/4.24) Check subnet mask, IP address
and gateways. When you set IP address please make sure they are in the same subnet. Otherwise you can't access camera.

7.1.5 Camera can not record

Camera can not record when I click Record button or I can’t change the manually record path.
When you use Windows7 or Vista, you may be not able to do manually record or change the record path because of the
security settings of computer.
There are two ways to resolve this problem:
1 Please add the camera as a trusted site to resolve this issue. The steps are
IE browser--Tool--Internet Properties--Security--Trusted sites--Sites--Add

2 Open IE browser, then right click, select “Run as administrator”

7.1.6 No Pictures Problems
The video streaming is transmitted by the ActiveX controller. If ActiveX controller isn’t installed correctly you will see
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no video image. You can resolve this problem by this way:

Download ActiveX controller and set the safety property of IE in the PC when you view it first time: IE
browser--Tool--Internet Proper--Security--Custom Level--ActiveX control and Plug-ins. Three options of front should be
set to be “Enable”, The ActiveX programs read by the computer will be stored. As follows:

Enable: Download unsigned ActiveX controls

Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plug-ins

Gesierd | SOrity | Brivecy | Conterh | Connections | Pregrams | Advanced |

Sciect & mone M o o change seculy sattings,

e & 7

Local ntranat Tnsted dtes Red
L

Securily Settings - Inlerne! fone

Internet

a Ths zone s Far Irkemnek wehstes,
oxcept these kted n tosted and
resmcted zonns,

[ Secuky byel forths 20m0
Alowed l=vels for this zone: Medim to Hich
~ - M™edum-high
o | - Agprooriana for most websites
! -onmpts befare dowrlcading pmru:

uw»dmmummolsmfmbe

,_Qj Aun Aty cartrols and plugins

(cuomsve... | | i O s sl ;gaﬂ

Rasat J'W *Takas effect after you restart Inkemet Explorer

Restessmetiogs

[ oot s g aes -

lml[wl

Figure 7.6
If you allow the ActiveX running, but still could not see living video. Please change another port number to try. Don’t
use port 8000.
HTTP Port 88 |
Media Port | e |
HTTPS Port ‘ |443 l

Figure 7.7

NOTE: Make sure that your firewall or anti-virus software does not block the camera or ActiveX. If you could not see
video, please shut down firewall or anti-virus software to try again.

7.1.7 Can’t access IP camera in internet

There are some reasons:

1 ActiveX controller is not installed correctly
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2 The port which camera used is blocked by Firewall or Anti-virus software. Please change another port number and try
again. (Figure6.7)
3 Port forwarding is not successful(Figure4.30)

Check these settings and make sure they are correct.

7.1.8 UPnP always failed

UPnP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router’s security settings. So we
recommend you do port forwarding manually. You can view your camera in internet successfully after you do port
forwarding manually in your router.

7.1.9 Camera can not connect wireless

If your camera could not connect wireless after you set wireless settings and plug out the cable. Please check whether
your settings are correct or not.

Normally, camera can’t connect wireless mainly because of wrong settings.

Make sure broadcast your SSID; use the same encryption for router and camera.

7.1.10 Remove the plug-in

Remove the plug-in from IE

If you need to remove the plug-in from IE, please open an IE page.

Go to Tools-->Manage Add-ons-->Show All add-ons-->then find the ocxIPcam Control, double click to remove
it.

Camera will prompt you to install the latest one when next logging.

(Do not login your camera during the deleting, or the plug-in won't removed caused it is running.)
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Remove the plug-in on Safari

Figure 7.8

If you need to remove the plug-in from Safari, please open a Finder window.
From the Finder menu bar click Go ---> Go to Folder
Copy then paste the following:

Library/Internet Plug-Ins

Click Go then move to the Internet Plug-Ins.

Find the fsiIPCam.bundle file, and delete it.
Camera will prompt you to install the latest one when next logging.

Mmrym . Internet Plug-ins =
) L)) A o ] | @ | (&-] Q
* DEVICES 38 system Printers VLC Plugin.plugin ¥ Previ
B * yser" S MacBook” W Library " :_ Preferences SnagitSafa  webplugin
Wl IPCamRecord (L3 PreferencePanes Silverlight plugin
£ iDisk o fostar & eent QuickTima Plugin.plugin
[ foscamRecord (4 POF Services Quartz Co....webplugin
SHARED & Developer (3 Mozilla iPhotoPhotocast. plugin :l
¥ PLACES Wl Applications (53 Modem Scripts LY E e :
K Desirop B i Logs " Opon With >
A\ Appiications wd (RN PN [ LaunchDaemons H P
Documents Wl Users i LaunchAgents M Show Package Contents
{i.‘ user Ll Keychains n Move to Trash
bl Xeyboard Layouts » R
' SEARCH FOM L0 Java i Get Info
) Teday 3 iTunes ¢ Compress "fsiPCam.bundle”
= Yesterday (L Internet Plug-ins » W N Burn *fsiPCam.bundle” to Disc..
1 Past Week i Input Methods Duplicate
(3 All Images il Image Capture Make Alias
(&8 A1l Movies — :_-'-’P':'“ Quick Look “fsiPCam,bundle”
v Google
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Figure7.9

Remove the plug-in from Chrome

Show View Options

Label
X = -

If you need to remove the plug-in from Google Chrome, please open a new tab.
Click Customize and Control Google Chrome, then go to Tools ---> Extensions.
Find the IPCAM extension, and click the junk icon to remove it.

Camera will prompt you to install the latest one when next logging.
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Figure 7.10

Remove the plug-in from Firefox

If you need to remove the plug-in from Firefox, please open a new tab.
Click the Firefox icon on the top right, then go to Add-ons.

Find the nplpcam 2.0.1.x, and click the Remove button to delete it.
Please follow a restart to take the change effect.

Camera will prompt you to install the latest one when next logging.

s | 3. Restart your Firefox
B Plugins. 4. Login your camera later to reload the latest plug-in version

Figure 7.11
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7.2 Default Parameters

Default network Parameters

IP address: obtain dynamically

Subnet mask: obtain dynamically

Gateway: obtain dynamically

DDNS: Embedded FOSCAM DDNS Service

Username and password

Default admin username:

7.3 Specification

admin with a blank password

ITEMS FI9803W
Image Sensor Sensor High Definition Color CMOS Sensor
Display Resolution 1.0 Megapixels
Min. [llumination 0 Lux (With IR Illuminator)
Lens Type Glass Lens
focal length f: 4mm(option 2.8mm,6mm,8mm)
Lens Aperture F1.2
Angle of View 70°
Image Compression H.264
Image Frame Rate 30fps(60Hz), 25fps(50Hz), downward adjustable
Resolution 720P(1280 x 720), VGA(640 x 480), QVGA(320 x 240)
Stream dual stream
Video Image adjustment The hue, brightness, contrast, saturation, sharpness are
adjustable
Flip image flip and mirror
Infrared mode Automatic or manual
Night visibility Infrared lamp array, night vision range up to 20 meters
Ethernet One 10/100Mbps RJ45 port
Wireless IEEE 802.11b/g/n  (FI9803W only)
Remote Access P2P DDNS
Network Network Protocol IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS,
UPnP, RTSP, ONVIF
Operating System Microsoft Windows 2000/XP, Vista, 7;
Mac OS
System ) . -
Requirements Browser Mlcr'osoft.IE6 and above version or compatible browser;
Mozilla Firefox;
Google Chrome;
Apple Safari.
Motion Detection Alarm via E-Mail, upload alarm snapshot to FTP
Other Features Privacy Block Set privacy area manually
User Accounts Three levels user role
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Firewall

Supports IP Filtering

Reset Reset button is available
Power Supply DC 12V/1.0A
Power Power Consumption 5.5 Watts (Max.)
Dimension(mm) 153(L)x 92(W)x 86(H)
Physical Gross Weight 696g
Net Weight 380g
Operating Temperature -20°C ~55°C  (-4°F ~ 131°F)
Operating Humidity 20% ~ 85% non-condensing
Storage Temperature -20°C ~ 60°C  (-4°F ~ 140°F)
Environment Storage Humidity 0% ~ 90% non-condensing
Certification CE, FCC, RoHS
Warranty Limited 2-year warranty

83



www.foscam.com

7.4 CE

CE Mark Warning

C€

This is a Class A product.

7.5 WARRANTY

ShenZhen FOSCAM Intelligent Technology Limited.("FOSCAM") values your business and always attempts to provide
you the very best of service.

No limited hardware warranty is provided by FOSCAM unless your FOSCAM product ("product") was purchased from
an authorized distributor or authorized reseller. Distributors may sell products to resellers who then sell products to end
users. No warranty service is provided unless the product is returned to an authorized return center in the region where
the product was first shipped by FOSCAM or to the point-of-purchase, which may have regional specific warranty
implications.

If you purchase your FOSCAM product from online store, please contact the point-of-purchase and ask for
return/replacement/repair service.

Hardware Warranty Information
FOSCAM provide 2-year limited warranty for naked product and 6-month limited warranty for accessories.
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Limited Hardware Warranty
FOSCAM products are warranted to be free from manufacturing defects in materials and workmanship starting from the

shipping date of FOSCAM.

This limited hardware warranty does not cover:

Software, including the software added to the products through our factory-integration system, software that
included in the CD,etc.

Usage that is not in accordance with product instructions.

Failure to follow the product instructions.

Abuse firmware upgrade without the authorized technician’s guidance.

Normal wear and tear.

Return Procedures

Please read FOSCAM warranty policy & policy of your reseller first before sending items back to
point-of-purchase.

Customer must first contact point-of-purchase to obtain a Return Merchandise Authorization (RMA) number before
returning the product. If the product you received is suspected to be defective and the product warranty has not
expired, The RMA number will allow your reseller to track your return much easier and help them expedite
processing your request.

After receiving your RMA case number, pack the item(s) very well with the original box and all the original
accessories included such as power adapters, brackets, cables, manuals, and driver CD disks.

Write your RMA number and the return reason (the problem of the product) on the warranty card along with the
complete package to send them back.

Replacement Services

If customers ask for replacement service, please contact point-of-purchase and follow their policy.

Our technicians will inspect all items returned for replacement requests. If the retuned product is found in working
order, we will return the same item received. However customers shall be responsible for all shipping & handling
charges incurred for getting the units back to customers.

If returned products are found defective, we will replace the product and assume the shipping cost for sending back
the replacement unit to customers.

If for any reason, we are unable to provide a replacement of the original returned item(s). You will have a choice for
a “Substitute” item at the same equal value.

We do not provide exchange and replacement due to normal hardware upgrade according the market after 14 days
after the product is delivered.

Our technicians will test the product before send out the replacement, any other demand for more than two times
replacement for the same product during replacement limit will be rejected.

Replaced products are warranted from the balance of the former warranty period.

Warranty Forfeiture

Warranty is void if purchase from unauthorized distributor or reseller.

Warranty is void if trade-mark, serial tags, product stickers have been removed, altered or tampered with.
Warranty is void for mishandling, improper use, or defacing the product.

Abuse firmware upgrade without the authorized technician’s guidance.

Warranty is void for physical damage, altered, either internally or externally, improper or inadequate packaging

when returned for RMA purposes.
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Warranty is void if damage has resulted from accident, dismantle, abuse, or service or modification by someone
other than the appointed vendor, souse, fission or the spare part has been over the period of warranty.

Warranty is void if product is damaged due to improper working environment or operation. (For example, improper
temperature, humidity, unusual physical or electrical stress or interference, failure or fluctuation of electrical power,
static electricity, using wrong power adapter, etc.)

Warranty is void if damaged by the use of parts not manufactured or sold by FOSCAM.

Damage caused by improper installation of third-party products.

Warranty is void if damaged for irresistible cause, such as earthquake, fire, lightning, flood, etc.

Product beyond limited warranty.

Shipping Fee

If products are defective or damaged under normal use or operation in the replacement limit, distributors or resellers
are responsible for the shipping cost the product back to customers, customers should assume the shipping cost send
the product to the point-of-purchase.

During replacement limit, if customers ask for replacement due to the product does not fit for customer’s personal
expectation, customers should responsible for both shipping fee.

Customers shall be responsible for both shipping fee if their product beyond the replacement limit but still in

warranty limit.

Repair Service Out Of Warranty

FOSCAM provide extra repair service for product that out of warranty, it is chargeable. The total fee contains
device cost and service fee. Device cost (including accessories) is the standard uniform price provide by FOSCAM.
Different region may have different service fee, please contact the point-of-purchase to confirm that before you ask
for this service.

Our technicians will quote the total price after detect the product, If customers refused to repair after the quotation,
customers need pay for the test fee, $3.5/hour. If agree with the quotation, test will be free.

Repaired product out of warranty will obtains 3-month warranty from the date of the product back to customers.

Limitation of Liability

FOSCAM is not responsible for other extra warranty or commitment promised by resellers, if your reseller
promised some extra commitment or warranty; please ask for written documents to protect your rights and interests.
FOSCAM does not offer refunds under any circumstances. Please contact the point-of-purchase and follow their
refund/return policy.

FOSCAM shall not be liable under any circumstances for any consequential, incidental, special or exemplary
damages arising out of or in any connection with this agreement or the products, including but not limited to lost
profits, or any claim based on indemnity or contribution, or the failure of any limited or exclusive remedy to
achieve its essential purpose or otherwise. Purchaser's exclusive remedy, as against FOSCAM, shall be the repair or
replacement of defective parts. If FOSCAM lists a product on its website specification in error or that is no longer

available for any reason, FOSCAM reserves the right to explain it without incurring any liability.

All rights reserved. FOSCAM and the FOSCAM logo are trademarks of ShenZhen FOSCAM Intelligent
Technology Limited., registered in the U.S. and other countries.
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8 OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IPCAM network camera is enjoyable and easy to use, you may experience
some issues or have questions that this User’s Guide has not answered.

If you have problem with FOSCAM IP camera, please first contact FOSCAM reseller for solving the problems. If our
reseller cannot provide service, please contact our service department: tech@foscam.com .

FCC Caution:

Any Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an

uncontrolled environment .This equipment should be installed and operated with
minimum distance 20cm between the radiator& your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

Note: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment.This equipment generates,uses,and can radiate radio frequency energy and,if not
installed and used in accordance with the instruction manual,may cause harmful interferece to
radio communications.Operation of this equipment in a residential area is likely to cause
harmful interference in which case the user will be required to correct the interference at his

own expense.
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