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1 Overviews

FOSCAM Outdoor HD IP Camera is an integrated wireless IP Camera with a color CMOS sensor enabling
viewing in High Definition resolution.It combines a high quality digital video camera, with a powerful web server,
to bring clear video to your desktop from anywhere on your local network or over the Internet.

FI9803P V2 support the industry-standard H.264 compression technology, drastically reducing file sizes and
conserving valuable network bandwidth.

The IPCAM is based on the TCP/IP standard. There is a WEB server inside which could support Internet
Explorer. Therefore the management and maintenance of your device is simplified by using the network to
achieve the remote configuration and start-up.

The camera is designed for outdoor surveillance applications such as courtyards, supermarket, and school.
Controlling the IPCAM and managing images are simplified by using the provided web interface across the

network utilizing wireless connectivity.

FOSCAM provides Phone APPs for Android and iPhone users, please search Foscam Viewer and install it
through Google Play or APP Store, then you can view your camera directly as a computer.

1.1 Key Features

2

Standard H.264 video compression algorithm to satisfy the transmission of high definition video in narrow
bandwidth network

1.0 Mega-Pixel

Supports IE/Firefox/Google/Safari browser or any other standard browsers

Supports WEP,WPA and WPA2 Encryption

Wi-Fi compliant with wireless standards IEEE 802.11b/g/n

IR night vision , Range:20m

Supports image snapshot

Supports dual-stream

Supports IR-Cut and the filter change automatically

Embedded FOSCAM DDNS(dynamic domain name service) Service

Supports remote viewing & record from anywhere anytime

Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

Supporting Third Party Domain name

Providing Phone APPs for Android and iPhone users

Supports multiple network protocols: HTTP /HTTPS/ RTSP/ TCP /IP /UDP /FTP /DHCP /DDNS /
UPNP/ONVIF

Providing Central Management Software to manage or monitor multi-cameras

L 2R 2R 2R X 2R 2R 2K 2R 2R 2R 2% 2R 2K IR 2
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1.2 Read Before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the Network Camera is installed, please carefully read and follow the instructions in the Quick
Installation Guide to avoid damage due to faulty assembly and installation. This also ensures the product is
used properly as intended.

1.3 Packing Contents

o IPCAMx1 e CDx1

e Wi-Fi Antennax1 o Quick Installation Guide x1
e DC Power Supplyx1 e Warranty Cardx1

e Mounting bracketx1 o Network Cablex1

1.4 Physical Description

1.4.1 Front Panel

Figure 1.1
1 WIFI Antenna: Wireless Antenna
2 Infrared Lamp Array
3 LENS: CMOS sensor with fixed focus lens
4 Induction IC

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




1.4.2 Interface

Figure 1.2

1 LAN
10/100M adaptive Ethernet interface. Through this interface, IPCAM can be connected with various network
devices, such as hub, router, etc.

2 Reset button
Press and hold on the reset button for 5 seconds. Releasing the reset button, the password will back to the
factory default administrator password. The default administrator user is admin with no password.

3 Power Interface
Connect the external power adapter, request for 12V/2A or 12V/1A power.

4 Audio output interface:
The jack is used to plug external output device such as loud speaker directly. Here microphone cannot directly
insert to the interface, it must connect to adapter first.

5 Audio input interface:
The jack is used to plug external input device such as sound pick up device directly. Here microphone cannot
directly insert to the interface, it must connect to adapter first.
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1.4.3 Bottom View

There are up to two labels located at the bottom of the camera, this is an important feature of original Foscam
cameras. If your camera does not have labels, it may be a clone. Cloned Foscam cameras can not use original
firmware and are not eligible for warranty or technical services.

1.5 The different features between the models involved

Differences
Model Wireless PoE (Power over Alarm in / out RS 485 P2pP
Ethernet)
FI9803P V2 N x x x N

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




2 Accessing the Network Camera

This chapter explains how to access the network camera through web browsers and RTSP players.

2.1 Access the Camera in LAN

This camera support HTTP and HTTPS protocols, so here will allow you to use HTTP and HTTPS port No.
(1) Http:// LAN IP + Http Port No.

Double click the IP Camera Tool icon and it should find the camera’s IP address automatically after you plug in
the network cable.

X IP Camera Tool D‘E‘@

Camera name IP Address Device ID Device type
ANONYROUS Http://192.168.1.110:88 00841F19804¥ H
Figure 2.1

Double click the IP address of the camera; your default browser will open to the camera login page.

(2) Https:// LAN IP + Https Port no.

The default Https port no. is 443. You can use the url to access the camera: https:// LAN IP + HTTPS port.
Go to Settings - Network - Port panel , you can see and change the https port no.

Save Refresh
HTTP Port 88
HTTPS Port 443
ONVIF Port 65533

Figure 2.2

2.2 Access the Camera in WAN

2.2.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When you
have finished connecting the camera using the LAN IP address and port forwarding, you can access the
camera directly from the Internet using the WAN IP address and port number.



How to Obtain the WAN IP address from a public website ?

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.The
webpage at this address will show you the current WAN [P.

/= What Is My ® Address - Shows Your IP Address - Windows Internet Fxplorer = |
w whatisnip. com v o X B Pl
btk Ferles  Tods  Heb & -

Favortes | g3 @9 + B Freerotnal @

W twhat Is My 32 Address - Shows Your IP Address I M - Page = Safety = Tods~ @~
i o [ rorm ] ereeosr | ioocr ] macemmenn] | §[8] A

WIMI

What Is My IP Address - WhatIsMyIP.com

Your IP Address Is: Lamet]
183.37.28.254 .

Whats My IP
Address?

160GB SATA HDD

Figure 2.3

Access your IP Camera from the Internet

You can access the IP Camera from the Internet (remote access). Enter the WAN IP address and port number
in your standard browser. For example, you would enter http:// 183.37.28.254:85

NOTE :
Make sure port forwarding is successful. You can do port forwarding two ways.

1. Login to your router to enable the “UPNP” function. You can then login to the camera as administrator,
choose Network, and then choose UPnP to enable UPnP. Make sure that the status of UPnP reads “UPnP
Successful” on the Device Status page.

2. Do port (HTTP port) forwarding manually.

If your router has a Virtual Server, it can do port forwarding. Add the camera’s LAN IP and port which you had
set earlier to your router’s port forwarding settings.

NOTE: If you plug the camera into a router, it will have a dynamic IP address and you need to set DDNS
service settings to view it remotely.

Step 1: Enter the username and password of the Administrator , and click “OK” to apply changes.

Step 2: Wait around 10 seconds, you'll see that the camera’s LAN IP address has changed. In our example it
was changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN IP address is
now fixed at a static IP address of http://192.168.8.102:2000. This IP address will not change even if the
camera is powered off and back on, the camera will remain on this LAN IP address. This is very important that
a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!
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2.2.2 Dynamic IP Addresses

DDNS is a service that allows your IP Camera, especially when assigned with a dynamic IP address, to have a
fixed host and domain name. This means that even though your WAN IP address is constantly changing, you
will have a fixed hostname you can use to access your cameras at all times. You can access the camera
directly from the Internet using the hostname and port number.

What is the HTTP Port no.?

1) Default HTTP Port is 88

All cameras have the default HTTP port of 88. For example, if the LAN IP link of the camera is
http://192.168.8.102:88, this means that the camera’s HTTP port is 88. You can change port 88 to another port
if you'd like such as 2000 or 8090, which will not be conflict with other existing ports like 25, 21,10000.Here you
can set the port no. between 1 and 65535.

2) Change the default http no.88 to another one.

How to assign a different HTTP Port No. and fixed the LAN IP of the camera by the IP
Camera Tool?

Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on the IP
address, and click on "Network Configuration”, this brings up the network configuration box as shown in Figure
2.4 and 2.5.

2 IP Camera Tool

Camera name IP Address Device ID Device type

énon ous Http : 3
Basic Properties

Network Configuration
Upgrade Firmware
Refresh Camera List

Flush Arp Buffer .
About TP Caneia Toal Select which camera

you’d like to change the
port for, and right click .

Figure 2.4



: [ = 'S¢ l
anonvmous Network. = @ !Em
Camera name ice ID Device type
[” Obtain IP from DHCP server
41F19804¥ H
IP Address 192 168 . 1 .110
Subnet Mask 255 .255 .255 . 0
Gateway 192:7188.. 17 .51
DNS Server 192 168 . 1 . 1
p
Http Port 83 »> Modify the Http Port. ]
User |admin ; I
Password e ™| Enter the Username and
T Cancel | L password, click OK .
Note: After changing the configuration
device will automatically restart.

Figure 2.5
Step 2: Modify the Http Port and enter the username and password of the Administrator , and click “OK” to
apply changes.

Step 3: Wait around 10 seconds, you’ |l see that the camera’ s LAN IP address has changed. Also, the LAN
IP address is now fixed at a static IP address of http://192.168.1.110:88. This IP address will not change even if
the camera is powered off and back on, the camera will remain on this LAN IP address. This is very important
that a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

X IP Camera Tool D‘E’@

Camera name IP Address Device ID Device type
:ANONYROUS Http://192.168.1.110:88 00841F19804¥ H
Figure 2.6

What is Port forwarding?

If you have never done port forwarding before, you can open and view the following link to understand the
basic concept. Port forwarding allows for outside connections to access a specific device on your network from
anywhere in the world. Every router automatically blocks any incoming connections for safety purposes. Using
port forwarding, you are telling your router to allow a connection through a certain port (you can think of it as a
gateway) into your router. You set this port to a specific device, in our case an IP Camera, so it can be
accessed from anywhere in the world.

Click this link to learn more about port forwarding: http://portforward.com/help/portforwarding.htm

How do we configure Port Forwarding ?

For this section, we will be using an example:
Let’s say the camera’s LAN IP address is http://192.168.8.100:2000

Step 1: Login to the router, and go to your router’s port forwarding or port triggering menu. Sometimes this is
also under the name of Virtual Server or NAT.
Using the Linksys brand router as an example, we would log into the router, and go to the Applications

10


http://portforward.com/help/portforwarding.htm
http://192.168.8.100:2000

& Gaming menu. We would then click on the “Single Port Forwarding” sub-menu.

Step 2: Create a new column using the LAN IP address & HTTP Port of the camera within the router as shown
below, then push OK or Submit to save your settings:

Wireless-N Home Router WRT120N

Applications &

Applications &

Caming Administration

Gaming Setup Wireless Security Access Restrictions

Single Port Forwarding § Port Range Forwarding | Port Range Triggering | DMZ |

Single Port Forwarding

Application Name External Port [ Internal Port I Protocol ToIP Address |Enabled
[None ] ' ' 152.168.8 O
"“cne v Fill the HTTP Port of the 192.153.3,1 0
— camera in the columns of =
| None v External Port and Internal 192.168.8 (| O
| None |32 Port. Example: 2000 192&55'@ 0
None | — 92.168.8) | e . .
“—-in'—::' T 192108 Sj | O Fill in this section with the
Foscam Cam ! ] [[2000 2000 __[] | [Both VJ 192.168.‘.1‘00 ] I'_> LAN IP of the camera; we
1 } \ | | [Both (] | 192.168.8] would Ienter “100” for our
7 ; example.
| Both & 92.168.8)
Assign a name for the port ‘ ‘ = ‘ 21008, || E
forward setting here .
Figure 2.7

First method :

Use the embedded DDNS to access the camera via the Internet

Each Foscam camera has an embedded unique DDNS domain name, the format of this domain name is
xxxxxx.myfoscam.org. On the bottom of the camera, you can see the domain name sticker with this
information on it.

For example, we can use cp4911.myfoscam.org. In the camera, click Settings at the top, click “Network” on
the left, then click “DDNS” to get to the DDNS settings page. Here you can see the unique domain name of
your camera.

DDNS
Save Refres_h
Enable DDNS [v]
Manufacturer's DDNS
Manufacturer's DDNS pd911. myfoscam.org ‘ [ Restore DDNS to factory ]

Third Party DDNS

DDNS Server 'Naone v

Domain l

Figure 2.8

Now you can use “http://Domain name + HTTP Port” to access the camera via the Internet.
Take hostname cp4911.myfoscam.org and HTTP Port of 2000 for example, the URL link to access the camera
via the Internet would be http:// test09.myfoscam.org:2000.

11



Second method :
Use the Third party DDNS to access the camera via the Internet

Step 1, Please go to the third party DDNS website(such as www.no-ip.com) to create a free hostname.
Step 2, DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from
WWW.ho-ip.com
Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as
DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hosthame, user name, and password, and
try to redo the settings.

NOTE :

If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party
DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will take
effect.

2.3 Using the VLC player

This camera supports RTSP streaming, here you can view the camera using VLC player.

RTSP URL rtsp:// [user name][:password]@IP:HTTP port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.

IP: WAN or LAN IP address.

Videostream:Here support three modes: videoMain, videoSub and audio. When the network speed is bad,
here you had better select videoSub. If you select audio, you can only hear the sound but cannot see the
video.

For example:

IP: 192.168.1.11
HTTP Port number: 88
User name: admin
Password: 123
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Here | can enter one of the following URLs in the VLC.

1. rtsp://admin:123@192.168.1.11:88/videoMain
2. rtsp:// @192.168.1.11:88/videoMain

3. rtsp://:123@192.168.1.11:88/videoMain

4. rtsp://admin@192.168.1.11:88/videoMain

Open the VLC, and go to Media(Open Network Stream option, then enter the URL into VLC.

i & VIC media player
U= Playback Audio
[¥] openFi...

[¥] Advanced OpenFi...
(Z3 Open Eolder...

(=) Open Disc...

[ Open uetwgrk Stream...

Open Capttie Device...

Open Location from dlipboard
Recent Media

Save Playlist to File...

Convert / Save...
(te1) Streaming...

XK Quit

o as B

Video

\L\ ;ﬂuluﬂ\ @[551.'“1 \2;\5:

Tools View Help
Ctrl+0
Ctrl+Shift+0
Ctrl+F

Ctrl+D

Ctrl+C

Ctrl+v

Ctrl+Y

Ctrl4+R
Ctrl+S

ctrl+Q

]| AsEees |

& Open Nedia

[ File '_J Disc = Hetwork

Hetwork Protocol

Please enter a network URL:

Figure 2.9

?X

Capture Device

| rtsp:/fadmin:123@192. 168. 1. 11:88/videoMain I v

D Show more options

T

(oo P e ]

Figure 2.10
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Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time

preview.
 RTSP authentication 2 X

Flease enter a walid login name and a password.

User name ladmin |

Password [..... |

| Ok || Cancel |

Figure 2.11

M wemw B @ X O |

93,38, 15. 011 & (1o | 8pm=

Figure 2.12

If you cannot play the video in the VLC player, please check the port mapping. You can read Quick Installation
Guide about How to configure port forwarding.

NOTE:
If you modify the camera’s username or password, you had better reboot the camera, or else the new

username and password cannot take effect when you enter the authentication in the VLC.

2.4 IP camera connection to the server

Device supports ONVIF 2.2.1 protocol,You can easily access the NVR with ONVIF or server with ONVIF.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




3 Surveillance Software GUI

Please refer to the Quick Installation Guide if you install the camera at first time. After finishing quick
installation, you can take time to learn the operation of the software.

3.1 Login Window

Username  |admin
1
Password
Stream | Main stream vi| 2
Language | English vl 3
.Login._ | 4

Figure 3.1

Section1 Enter the Username and password
The default administrator username is admin with no password, please change the password at first using and
prevent unauthorized users login the camera.

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera form
LAN, here you can select Main stream. If you want to access the camera from Internet, here we recommend
sub stream.

Note: When the network bandwidth is bad you’d better select Sub Stream and the video will be more fluent.

Section3 Select the language
You can select the language you need by clicking on the language dropdown list.

Section4 login the camera
Click “Login” button.

NOTE:
When setting up your camera for the first time, it will request that you modify the default username and/or
password if both are still set to default. Input the new username and password, click "Modify" to complete the
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modification. You will now use the new username and password to login the camera in the future.

Username  admin

Security Level

Confirm the password

Figure 3.2

After logging in for the first time, you will go to “Setup Wizard”automatically. Here you can set the basic
parameters of camera, such as camera name, camera time, wireless settings, IP configuration.

Setup Wizard

( Setup Wizard )

Setup Wizard

Follow the guide to set your camera, click "Next" to start.
Please click the menu on the left for more settings.

Figure 3.3
Device Name: You could give name for your camera.
Setup Wizard
anonymous
Camera Name The maximum Device Name length is 20, support English, numbers, letters and symbols

Figure 3.4

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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System Time: Select the time zone you need to set the date, time,format, etc.

Setup Wizard
Time Zone |(GMT) Greenwich mean time; London, Lisbon,
Sync with NTP server V)
NTP Server time_nist.gov
12 29 IRl P
Date Format 'YYYY-MM-DD
Time Format | 12-hour
use DST
| Previous || Next |
Figure 3.5

Wireless networks: Click “Scan”, find the SSID of your wireless router, select and enter the password.

Setup Wizard

Wireless Network List 1 S 05 CAM-docdey
SSID(Network Name) Encryption Quality Encryption | |WPAWPA 2
Tenda_373678 WPAWPA2 a 3| Password | eeseseend |
dlink-chenchen2.4G WPAWPA2 il The maximum password length is 63, including
TP_LINK_TEST WPA2 it numbers, letters andsymbols :
2

Figure 3.6

IP: Set IP address of the camera. You could choose to obtain an IP automatically or set the IP address
according to your needs.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




Setup Wizard
Step 4 of 4 - IP Configuration

Obtain IP From DHCP

Note:Once you save your settings. the camera will restart.
Previous ||| Finish

Figure 3.7

NOTE:
It needs about 1 minute to connect the camera to your router.

3.2 Surveillance Window

EQ LiveVideo O/p Settings

2013-10-21 04:15:36

Cruise
IR LED Lights
Cq_IFrVAdjustment

Figure 3.8
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Section1 FOSCAM Logo/ LiveVideo / Settings buttons
F@SCAM. roscamLoco

@ LiveVideo ) ) ) ) ) )
. Path to surveillance window. Click this button and back to the surveillance window

O/O Settings

Path to Administrator Control Panel, Click it, and it will lead to Administrator Control Panel and
do advanced settings.

Section2 Multi-Device Window

BO of o

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same time. You
can add other cameras in multi-camera panel.

FOSCAM... w7 © evieo - B setings m— Outdoor Waterproof IP-Camera

] -
P b 2 y

Figure 3.9
Section3 Mode/ Stream / Mirror/ Flip buttons
Mode
1) 50Hz --------- Indoor surveillance (Region: Europe, China)
2) 60Hz --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor Mode------ Outdoor surveillance

Stream
The default stream supports multiple modes, For example: 0/720P/30fps/2M meanings: Stream type no. /
Resolution / Maximum frame rate/ Bit rate. (Different models support different specific mode. )

1) Stream type no. : The number is used to identify the stream type.
2) Resolution
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The lowest resolution is QVGA. The bigger the resolution, the better of the image quality is. If you are
accessing the camera via internet and want to get more fluent video streaming, please select resolution VGA.
3) Maximum frame rate

When the video format is 50Hz, the maximum frame rate is 25 fps. When the video format is 60Hz, the
maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally, when the
frame rate above 15, you can achieve fluently video.

4) Bit rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration should
combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is large, that will
lead to video cannot play well.

You can reset the stream type on “Settings-> Video-> Video Settings” panel.

Video Settings

Main stream video settings

Stream Type. [o ~]
Resolutian [720p ~
Bit Rate [on ~|
Frame Rate [30 vl
Key Frame Interval [30 ~|

Sub stream video settings

Stream Type 0 ~

Resolution (VG4 (640+430) ~|

Bit Rate [512x ]

Frame Rate [15 ~|

Key Frame Interval [45 ]
Figure 3.10

Section4  Pan/Tilt Control( FI9803P V2 haven't this section)
When via RS485 interface to connect an external PTZ device, you can use this feature.

1 Up control button, 2--—-- Down control button,

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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3 Left control button, 4 Right control button,

Click this button and go to center

Section5 Cruise settings ( FI9803P V2 haven't this section)
If via RS485 interface to connect an external PT device, you can use this feature.

The default cruise tracks have two types: Vertical and Horizontal.

Vertical: The camera will rotate from up to down.
Horizontal: The camera will rotate from left to right.

: Start cruise. E: Stop cruise.

If you want to define or change the cruise trace, please go to Settings—» PTZ— Preset Settings panel.

How to do cruise?

Firstly: Select one track in the track drop-down list

Vertical

Select one of these ]

—

Secondly: Click Start cruise button, the camera will cruise following the predefined path.

Thirdly: Click stop button and finish cruising.
Section6 IR LED Lights

Auto
. Sc hgdu!e _

Click Infra led and there are three modes to adjust the infrared led: Auto, Manual and Schedule.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




Auto: Select it and the camera will adjust the infra led (on or off) automatically.
Manual: Select it and turn off the infra led manually.

Schedule: Select it and the IR led light will be off at the schedule period. If you want to define or change the IR
led lights schedule time, please go to Settings—Video—IR LED Schedule page.

Section7 Image quality settings
In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

. Color Adjust )
@ [}—— 50
' B 20
0 G———- 54
@ [—— 50
b [———— 20
~ Default

Section8 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings ---Basic settings---Camera name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings ---Basic settings---Camera time panel and adjust the device time.

Go to Settings ---Video---On Screen Display panel, you can add or no add OSD.

Section9 Play/Stop/ Talk/Audio/ Snap/ Record/ Full screen button

1. 2 3 4
1------ Play Click it to play the video of the camera
2-—-- Stop Click it to stop the video of the camera

3------ Talk: Click the button and the icon will become to [O] then talk to the microphone that connected

with PC, people around the camera can hear your voice if the camera has connected with audio output device.
Click the icon again and stop talking.

the camera has connected with other audio input device through the Audio Input port of the camera, Click the
icon again and stop audio.

5----- Snap: Click it to make snapshot and it pop up a window which picture you snapshot, right click in the
window and save the picture to anywhere you want.

Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the storage path:
Go to Settings- >Record-> Storage Location panel.
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7 === Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

Onscreen Mouse Control

Right click the mouse and you can adjust the screen ration, full screen and Zoom up.

v Keep ration

Full Screen

Zoom up

Figure 3.11
Keep ration: Select it and the camera will adjust the size of live window based on the computer monitor
automatically.

Sometimes there is a black border around the video, please select Keep ration to get a better visual quality.

FOSCAM 7 © uevieo g s Outdoor-WaterproofIP-Camera

e Outdoor Mode v
tream 0/ 720P) 30fpsi M v
O Flip

Cruise

IR LED Lights
Calor Adjustment )

Figure 3.12
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Full Screen: Select it and Click it to make full-screen, press ESC and exit full-screen.
Zoom up/down: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view
back to original size.

Keep ration

¥ Full Screen
Screen PTZ

Zoom up

Zoom down

Figure 3.13

NOTES:
1 This camera don’t support Pan/Tilt function, so here cann’t allow to use Screen PTZ.
2 For Mac OS, the plugin cannot support Onscreen Mouse function, so you cannot allow to use it.
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4 Advanced Camera Settings

Click the button “Settings”, goes to Administrator Control Panel to make advanced camera settings.

4.1 Setup Wizard

The way to set it,you could refer to section 3.1.

[[ Setup Wizard JJ ! e
| Status ) Setup Wizard - Start

|  Basic Settings A

| Network ) Follow the guide to set your camera, click "Next" to start.
L Video ) Please click the menu on the left for more settings.

| Alarm )

Figure 4.1

4.2 Device Status

Device Status contains four columns: Device Information, Device Status, Session Status and Log, it will show
you various information about your camera.

4.2.1 Device Information

Device Information

Refresh
Camera Model FI9803P V2
Camera Name anonymous
Camera ID 0000000000AA
Camera Time 2014/08/08 15:04:50
System Firmware Version 1.4.1.10
Application Firmware Version 2141116
Plug-In Version 3.1.05

Figure 4.2
Camera Model: The model of the device.

Camera Name: The Device Name is a unique name that you can give to your device to help you identify it.
Click Basic Settings and go to Device Name panel where you can change your camera name. The default
device name is anonymous.
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Camera ID: Display the MAC address of your camera. For example Device ID is 008414350787, the same
MAC ID sticker is found at the bottom of the camera.

Camera Time: The system time of the device. Click Basic Settings and go to Camera Time panel and adjust
the time.

System Firmware version: Display the System Firmware version of your camera.
App Firmware version: Display the application firmware version of your camera.

Plug-in version: Display the plug-in version of your camera

4.2.2 Device Status

On this page you can see device status such as Alarm status, NTP/DDNS status, WIFI status and so on.

Refresh
Alarm Status Disabled
NTP Status Disable
DDNS Status Disable
UPNP Status Success
WiFi Status Not connected
IR LED Status Off

Figure 4.3

4.2.3 Session status

Session status will display who and which IP is visiting the camera now.

Session status

Refresh

User name IP address

admin 192.168.1.102

admin 218.17.160.187
Figure 4.4
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4.2.4 Log

The log record shows who and which IP address accessed or logout the camera and when.

Pages:50 <<123>> _\ Go
NO. | Time User IP Log \
1 2014-01-09 14:12:35 root 127.0.0.1 V Detected mt)t{on alarm

Click the page number and go to the ]e"""ﬁb(‘a'a"“

corresponding page to see more logs . "'°“°'\"a"“
T 20 2 K =855 off line \

5 2014-01-09 14:11:1 [ .
Fill in one page number, click Go button

and go to the corresponding page .

6 2014-01-09 14:11:1

7 2014-01-09 14:10:49

8 | 2014-01-0914:1028 | root 127.0.0.1 Detected motion alarm

9 2014-01-09 14:09:41 root 127.0.0.1 Detected motion alarm

10 | 2014-01-0914:08:31 | root 127.0.0.1 Detected motion alarm
Figure 4.5

Reboot the camera and clear the log records.

4.3 Basic Settings

This section allows you to configure your Camera Name, Camera Time, Mail, User Accounts and Multi-Device.

4.3.1 Camera Name

Default alias is anonymous. You can define a name for your camera here such as apple. Click Save to save
your changes. The alias name cannot contain special characters.

Camera Name anonymous

Figure 4.6

4.3.2 Camera Time

This section allows you to configure the settings of the internal system clocks for your camera.

Shenzhen Foscam Intelligent Technology Co., Limited
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| Status ) i
— -Camera Time
| Basic Settings 1
Camera Name Save Refresh
Time Zone (GMT +08:00) Beijing, Singapore, Taipei v
User Accounts
Multi-Camera
—_— Sync with NTP server [
L Network "
| Video )
L Alarm "
2014-1-15 | 11 [ 2c Y 15 Ol ant B
\_Record ) PC Time
L PTZ J Sync with PC
\__ Firewall J Date Format YYYY-MH-DD v
L ZySien J Time Format 12-hour v
use DST ¥
Ahead Of Time 0 v| Minute
Figure 4.7

Time Zone: Select the time zone for your region from the drop-down menu.

Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server.
Choose the one that is closest to your camera.

Sync with PC: Select this option to synchronize the date and time of the Network Camera with your computer.
Manually: The administrator can enter the date and time manually. Please select the date and time format.
use DST: Select the use DST, then select the daylight saving time from the drop-down menu.

Click Save button to submit your settings.

NOTE: If the power supply of camera is disconnect, you need set the camera’s time again.

4.3.3 User Accounts

Here you can create users and set privilege, visitor, operator or administrator. The default administrator
user accounts are admin with a blank password.

Status
> : / User Accounts
|  Basic Settings )
Camera Name ReiiEsh
Camera Time NO Username Privilege Username
V -
[ ] 1 foscam Administrator Privilege Visitor E}
Multi-Camera
2 Change username
| Network )
— 3 Change password
| Video )
| Alarm A 4
| Record J 5
| Firewall ) 6
| System ) .
8
Figure 4.8

How to change the password?
Firstly, select the account which you want to change the password, then select “Change password”, enter the
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old password and the new password, lastly click modify to take effect.

User Accounts
NO. Usermname Privilege Username  foscam
OO ™ " i
2 New password
3 Security Level
4 Confirm the password
5 Privilege | Administrator [~]
6 Change usemname
7 [¥] change password
= oy |

The maximum username length is 20, including numbers, letters and symbols _ - @ $ *
The maximum password length is 12, including numbers, letters and symbols ~1 @ #% ~* () _+{}:"<>?2"-;"\,./

Figure 4.9

How to add account ?
Select one blank column, then enter the new user name, password and privilege, last click Add to take effect.
You can see the new added account on the Account list.

User Accounts
NO. Username Privilege Username  test
1 foscam Administrator Password  eeeeeseee |
3 Confirm the password XL
4 Priviege | Visitor ~
5 hange username
6 hange password
7
8

The maximum username length is 20, including numbers, letters and symbols _ - @ $ *
The maximum password length is 12, including numbers, letters and symbols ~ 1@ #% ** () _+{}:"|<>?2"-;"\../

Figure 4.10

Shenzhen Foscam Intelligent Technology Co., Limited
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User Accounts

Refresh
NO. Username Privilege Username  test
1 foscam Administrator Privilege
3 [l change password
4
5
6
7
8
The maximum username length is 20, including numbers, letters and symbols _ - @ $ *
The maximum password length is 12, including numbers, letters and symbols ~ 1@ # %~ * () _+{}:"|<>?"-;"\ ./

Figure 4.11
Delete: Select the account which you want to delete, then click Delete button to take effect.

NOTE:

The default administrator account cannot be deleted, but you can add other administrator users.

4.3.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the
main device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do
multi-cams settings, you need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if
there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This
page you can both add FOSCAM MJPEG and H.264 series cameras to the first camera and view
multi-surveillance screen on one window.

Add cameras in LAN

In Multi-Device Settings page, you can see all devices searched in LAN. The 1st Device is the default one. You
can add more cameras in the list in LAN for monitoring. The camera’s software supports up to 9 IP Cameras
online simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the Alias, Host and
Http Port will be filled in the boxes below automatically. Enter the correct username and password then click
Add. Add more cameras in the same way.
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Multi-Camera
F19821P(172.16.0.94) ' -
Cameras On LAN 1111(172.16.1.71) =
() Al & (]
lanonymous(172.16.0.179) Ve Refresh I F
The 1st Camera This Camera v
The 2nd Camera None . . .
I—' 1 Click it, camera model, alias,
CameraModel | [H264 | host and HTTP Port will be =
CameraName | anonymous | fijlled in the following boxes
Host | 172160174 automatically .
HTTPPort | &0
MediaPort | 80 I
Username I admin
Password \
3 Click Add to take effect. |e—(aw))  Dekt |
2 Enter the User name and [
The 3rd Camera None
password of the 2nd camera . |-
The 4th Camera None X
Figure 4.12

Camera Model: Our Company produces two series cameras: MJPEG and H.264. Here will show you which
series the camera belongs to.

anonymous(192.168.11.193)
FISE21W for ebuyer (192.168.11.241
c On LAN anonymous(192.168.11.203)
Amarazy,. anonymous(192.168.11.243)
_Refresh
The 1st Camera This Camera
The 2nd Camera anonymous(192.168.11.203)
The 3rd Camera FI9821%V for ebuyer (192.168.11.241)
4th Camer anonymous(192.168.11.203)
The 5th Camera None
The Bth Camera None
The 7th Camera MNone
The 8t r None
The Sth Camera None
Note: If you want to access your camera remotely, make sure you are able to access it seperately through a browser.

Figure 4.13

Back to Surveillance Windows, and click Four Windows option, you will see four cameras you added.
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FOSCAM Q} vevideo | T Settngs Outdoor Waterproof IP Camera
BEGED -
1 Clxmnﬁrhinde v . A e —

0/ 720P/ 3008/ M v
L] Flip

Figure 4.14

F@SCAM 02 LiveVideo O/U Settings

D)

Outdoor Mode N
0/ 720P 30fps/ 2M &
L1 Mimor ) Flip

Figure 4.15

Add cameras in WAN

If you want to view all cameras via the internet(remote computer), you will need to add them using DDNS

domain name. Firstly, make sure all of the cameras you added can be accessed through the internet. (Read
How to configure DDNS settings in chapter 4.4.4)

Login to the first camera using a DDNS domain name and port.
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ot wmaT) Device status
Sy~ N
| BescSewy  Record stats Nt in mconding
- -y ira g status Make sure each camera you need add
T

could login with DDNS name and port .
\.

Figure 4.16

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS domain name, port
number. Enter user name and password and then choose Add.

FIBB21W for ebuyer (192.168.11.241)
anonymous{i92 163.11.243)
Camneras On LAN anonymous(192.168.11.203)
The 1st Camera This Camera =
Tade L anonymous{192.168.11.203)
Camera Mod.lJ v 1

Mo~
| e ——

Host i[ camera.no-ip.info
HTTP Port [ 601 T
Media Port llin
Username | admin
>4
Password I[
The 3rd Camera None 5
The 4th Camera None
Figure 4.17

1--e- The camera model: MJ or H264.
2----- The 2nd camera’s name

Shenzhen Foscam Intelligent Technology Co., Limited
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3 Fill in the 2nd camera’s DDNS host not LAN IP

4 ---- Enter the 2nd camera’s user name and password

5---- Click Add button and to take effect

NOTE: Here the Host must be entered as the second camera’s DDNS domain name, not its LAN IP.

apple(192.168.13.102)
mycamera(192.168.13.108)
Device List in LAN ;f,gggﬂﬂ%} (51%;.3;';80?1)3.106)
The 1st Device This Device
The 2nd Device apple(camera.no-ip.info)
The 3r ice ipcam(test01.foscam.org)
The 4th Device mycamera(owlejww. no-ip.infa)
The 5th Device None
The Bth Device MNone
The 7th Device None
The Sth Devic None
The Sth Device None
Attention: If you want to access the device from internet, be sure the host and port that you set can be accessed from

internet.
Figure 4.18

Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera’s DDNS domain name and port to view all the
cameras via internet.
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v (O evces - T settngs utdoor Waterproof IP Camera

TATH -
o =2 g

.‘OAI}!Ijno( Mode v Ja 4 - - - 4

\ |0/ 720P! 30003/ M v

Color Adjustmenl

Figure 4.19

4.4 Network

This section will allow you to configure your camera’s IP, PPOE, DDNS, Wireless Settings, UPnP, Port, Mail
Settings and FTP Settings.

4.4.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same
subnet of your router or computer.

RS j —IP Configuration

) Save Refresh

Basic Settings
_ Netwark

| 4 Obtain IP From DHCP [

IP Address 172, 16.0. 249 |
Subnet Mask |255. 265. 0. 0 |
Gateway 10. 0.0.0 ‘
ettings Primary DNS Server }U. 0.0.0 ‘
ettings Secondary DNS Server U 0.0.0 ‘

.

Note:Once you save your settings, the camera will restart.

Figure 4.20

Changing settings here is the same as using the IP Camera Tool.
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It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If
you don’'t know the subnet mask, gateway and DNS server, you can check your computer’s local area

connection as follows:

Control Panel--Network Connections--Local Area Connections --Choose Support--Details.

“», Network Connections

File Edit View Favorites Tools Advanced

eBackf @ ~ [& pSearch @Folders 'v

Help

Address | € Network Connections

@l LAN or High-Speed Internet

#]

Network Tasks

Local Area Connection
Connected, Firewalled
Realtek RTLE139/810x Fa

Create a new
connection

Set up a home or small
office network

@ Change Windows
Firewall settings

@ Disable this network
device

\ Repair this connection
®[} Rename this connection

&) View status of this
connection

[#) change settings of this
connection

Other Places

[ Control Panel

&J My Network Places
(5} My Documents

g My Computer

Details

-4~ Local Area Connection Status

| General| Support |

S e
.~ Connection status y
ﬂ Address Type: Assigned by DHCP ‘
‘ IP Address: 192.168.0.50
Subnet Mask: 255.255.255.0

Default Gateway: 192.168.0.1

Click here

Windows did not detect problems with this
connection. If you cannot connect, click
Repair.

Local Area Connectio

Figure 4.

“» Network Connections
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File Edit View Favorites Tools Advanced Help k
e Back ~ @ v ﬁ p Search @- Folders v
Address G MNetwork Connections
A LAN or High-Speed Internet -L- Local Area Connection Status

Network Tasks A r

s localfrea Connection: Network Connection Details

Create a new Connected, Firewalled

¥ Network Connection Details:

1 Set the same Subnet Mask and Propetty | Value

€ Physical Address 00-E0-D0-00-23-01

i IP Address 192.168.0.50
! gateway of the camera with your | [Padfes Tl
PC Default Gateway 192.168.0.1
g - DHCP Server 192.168.0.1
— o | Lease Obtained 2010-7-2317:20:44
(= Lease Expires 2010-7-2319:20:44
i There are two DNS servers . You | |[*"*%" i
. WINS Server
4 can set any of them . Same with
gateway is also OK ..

1]

@ Control Panel

&3 My Network Places L]

() My Documents

i My Computer

Details @

Local Area Connection

Figure 4.22
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If you don’t know the DNS server, you can use the same settings as the Default Gateway.

4.4.2 Wireless Settings

Step 1: Choose “Settings” on the top of the camera interface, and go to the “Network” panel on the left side of
the screen, then click “Wireless Settings.”

Click the Scan button and the camera will detect all wireless networks around the area. It should also display
your router in the list.

Save Refresh
SSID
Wireless Network List
Encryption None v
SSID{Network Name) Encryption Quality
Net-HKkWe WPA l Click the Scan button
to search for wireless
airhET-free Unencrypt g
i - networks.
wingate WPAZ Ll
Y _CPAT WPA Ll
MERCURY_MW150R WPA2 i
V_CPA2 WPA Ll
foscam WEP ot
uniQtab WPAZ Wil
foscam-wifi WPAZ «iff
cisco WPAZ ol

Pages2 12 Click the Page number to see other wireless

networks devices if there are more than 10.

Figure 4.23
Step 2: Click the SSID (name of your router) in the list, the corresponding information related to your network,
such as the name and the encryption, will be filled into the relevant fields automatically.

You will only need to fill in the password of your network. Make sure that the SSID, Encryption and the
password you filled in are exactly the same for your router.
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Save Refresh

31D cisco
Wireless Network List —
Encryption |WPA2 -
SSID(Network Name) Encryption Quality - 2 Enter the
Password (esssscssse
ChinaNet-HkWe WPA il = password of
) your router .
airNET-free Unencrypt Ll
wingate WPAZ il
W _CPA1 WPA il
MERCURY_MW150R WPAD i
V_CPA2 WPA il
foscam WEP il
uhitab WPAD _'“ 1 Click the SSID of your router
and the relevant information
foscam-wifi WRAZ it ) fi . i
will be filled in the fields
DTN | cutomaticaly,
Figure 4.24

Step 3: Please click on the Save button after all settings have been entered and disconnect the network cable.
Never shut down the power of the camera until the IP camera is able to connect to the wireless network.

The LAN IP address will disappear on the window of IP Camera Tool when the camera is configuring a wireless
connection. Wait about 1 minute, the camera should obtain a wireless connection, and the LAN IP of the
camera will show again on the window of the IP Camera Tool. The IP address may have changed after the
camera receives a wireless connection; we recommend setting a static local IP address if this IP address
changes by right clicking the camera in IP Camera Tools, setting a static IP, and pushing OK .

Congratulations! You have set up the wireless connection of the camera successfully.

NOTE :
If you fail to make a wireless connection, please refer to your seller or contact us directly for
assistance.

4.4.3 DDNS

FOSCAM camera has embedded a unique DDNS domain name when producing, and you can directly use the
domain name, you can also use the third party domain name.

FOSCAM domain name

Here take cp4911.myfoscam.org for example. Go to option of DDNS on the Settings->Network panel, you
can see the domain name.
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K Status )
: A —DDNS
I Basic Settings )
. Network J Save Refresh
IP Configuration Enable DDNS
l ,PPPOE l Manufacturer's DDNS
{ DDk v
Manufacturer's DDNS ‘ [ Restore DDNS to factory
UPnP
Port
Mail Settings Third Party DDNS
- FTP Settings DDNS Server None v/
i )
g:.L Video J Dormain
[l Alarm )
Figure 4.25

Now you can use http:// Domain name + HTTP Port to access the camera via internet.

Take hostname cp4911.myfoscam.org and HTTP Port no. 8000 for example, the accessing link of the camera
via internet would be http://cp4911.myfoscam.org:8000

Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use
Manufacturer’s DDNS again , here click this button and start Manufacturer’s DDNS Service.

Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com. ,www. 3322.com
Here take www.no-ip.com for example :

@ Step 1 Go to the website www.no-ip.com to create a free hostname
Firstly: Login on www.no-ip.com and click No-IP Free to register.

@noip

Managed DNS

No-IP Plus, The complete managed DNS Solution

Home Download Services Support Company

User Login

Easy to use interface. +/ Complete control over your domain.

# FREE dynamic DNS update client. +/ Includes 50 hosts/sub domains.

“Signi.l'p’i TR y “ Additional Services
kl % No-IP Enhancec

- Upgrade your No-IP account
I to unlock many
features.

rrou 4 C
515 Register Your Domai

W No-IP Backup DNS
Maximize uptime and add
to your existing
DNS infrastructure.
- Create a FREE QOutsource your ) 4 Configure your
) hostname to point ) | ’ mail service / # router to work with e No-IP Monitoring
/ to your dynamic IP administration ‘=4 No-IP.com server monitoring
/ * including automatic failover.

e what over 12+ million users
are talking about c
Try us for FREE! pam and virus filtering!

As low as $19.95 per year.

Our DDNS is included in many
hardware routers
We'll help you get started.

Figure 4.26

@ Mail Ref
Run a mail server even if
your ISP blocks

Stay Connected

Nf@7T
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http://www.no-ip.com
http://www.no-ip.com

Please register an account step by step according to instructions on_www.no-ip.com

After registration, please login your email which used to register. You will receive an email from website, please

click the link to activate your ACCOUNT as indicated in email.

Secondly: Login the link with the registered username and password to create your domain name.

Download Services Support Company
User Login

Client Login

Home * Client Login Login with the registeredi
username and password
(Login |
Additional Services
% No-IP Enh

Email: l Upgrade your No-IP account
to unlock many

Password: [ features.

“Login |
LECHE L4
Forget your password? No problem, Click Here Maximize uptime and add

to your existing
DNS infrastructure.

If you are not currently a registered user of No-IP.com,

and would like to be for FREE, reqister as a new user.
e N

Figure 4.27
Hosts/Redirects DNS Hosting Domain Registration Mail SSL Certificates Monitoring Backup DNS
N
Y Need redundancy & Your No-IP
-‘—/-'J for your mail server?
Click here for more info | Cuixiang, welcome to your No-IP! Last Login: 2012-04-04 21:40:56 PDT from IP 65.49.14.58

= You have successfully logged into No-IP's member section. To start using No-IP's senvices select an icon below or choose
7~ 2417 Server Monitoring an item from the navigation above
and Failover

" Click here for more info

2 Need Help? Q %‘ 5

+ Support Center
Basic Troubleshooting Manage Domains Add Domain Refer Friend

Guide Click Add a Host to create a

-

+

-

Support Ticket = -
Contact Us FROM domain name N
$15 Find a Domain Name | [ com ¥

Get Connected + Own a domain name? A Your No-IP Alerts

You do not have any notices at this time

-~ | ) You Use your own domain name with our DNS system. Add
O S your domain name now or read more for pricing and ; ; ; ;
? fead more for pricing Check this spot for important information regarding your
catures account such as expiring services and trouble tickets
Home AP s = Terms Se e Privacy P Bl
Figure 4.28

Please create the domain name step by step according to instructions on www.no-ip.com
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Step 2 DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from
WWW.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as
DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try to
redo the settings.

NOTE :

If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party
DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will take
effect.

@ Do port forwarding within the router

Example: The camera’s LAN IP address is http://192.168.8.100:2000

Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue

Server on some brands of router). Take Linksys brand router as an example, Login the router, and goes to
Applications & Gaming->Single Port Forwarding.

Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed
as below.

Wireless-N Home Router

Applications &

Gaming Setup Wireless Security Access Restrictions ”G ) ..

Single Port Forwarding l Port Range Forwarding l Port Range Triggering I DMZ l

Administration

Application Name [ External Port | Internal Port | Protocol | TolP Address |Enabled|
None W - 192168.3 [ O
None - 192.188.8 D
Fill the HTTP Port no. of the FER |
None M : - 182.168.8 O
camera on the column of
{one { External Port and Internal Port« 192.188.8 O
None v T — | 1821688 O
dia Lzoeo | | 12000 1| | [0t ) | 152.168.8f100 M| Fill the LAN IP of the camera
Media [[s200 5200 | Both %! | 192,185 ak100 here, justinput the last section+
i v Bath W1 | 192 168.8
- Fill the Media Port no. of the
Assign a name || camera on the column of
as you like here . External Port and Internal Port .
Figure 4.29
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® Use domain name to access the camera via internet
After the port forwarding is finished, you can use the domain name+ http no. to access the camera via
internet. Take hostname ycxgwp.no-ip.info and http no. 2000for example, the accessing link of the camera via

internet would be http:// yexgwp.no-ip.info:2000

4.4.4 UPnP

| Status )
| Basic Settings )
| Netwark )

IP Configuration

PPPOE

DDNS

—UPNP-

Enable UPnP

Save Refresh

Yes v

Figure 4.30

The default UPnP status is closed. You can enable UPnP, then the camera’s software will be configured for
port forwarding. Back to the “Device Status” panel, you can see the UPnP status:

Device Status

Alarm Status

NTP Status
DONS Status

UPnP Status

IR LED Status

Refresh

Disabled
Disable

Success hitp #/aa2022 myfoscam. org 8000

Success

Off

Figure 4.31

The camera’s software will be configured for port forwarding. There may be issues with your routers security
settings, and sometimes may error. We recommend you configure port forwarding manually on your router .

4.4.5 Port

This camera supports HTTP Port / HTTPS Port/ ONVIF Port. HTTP Port is used to access the camera

remotely.

HTTP port : By default, the HTTP is set to 88. Also, they can be assigned with another port number between 1
and 65535. But make sure they can not be conflict with other existing ports like 25, 21.
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Status )

Basic Settings Port
Network
HTTP Port
HTTPS Port
' ONVIF Port
/

= |

1443 ‘

i888 ‘

Figure 4.32

Another way to change the HTTP port no.
Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on the IP
address, and click on "Network Configuration”, this brings up the network configuration box as shown in Figure

4.34 and 4.35.

£ IP Camera Tool

Camera name

o0&

Device type

IP Address

Device ID

N ) 3 00841FI9804¥ H
Basic Properties

Network Configuration
Upgrade Firmware
Refresh Camera List
Flush Arp Buffer
About IP Camera Tool|

Select which camera
you’d like to change the
port for, and right click .

Z IP Camera Tool

Camera name

| anonyvmous Network. . . @

Figure 4.33

ice ID Device type

[~ Obtain IP from DHCP server

41F19804¥ H

IP Address 192 168 . 1 110 |

[255 255 255 . 0 |

Subnet Mask

Gateway 192 168 . 1 . 1

DNS Server 1925188 . 18 .4 \
Http Port —b[ MOdIfy the Http Port . ]
User ladmin (
Password [retcnoen] »| Enter the Username and

[ x| Cancel | L password, click OK.

Note: After changing the configuration
device will automatically restart.

Figure 4.34

Step 2: Enter the username and password of the Administrator (default username is admin with a blank
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password), and click “OK” to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera’s LAN IP address has changed. In our example it
was changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN IP address is
now fixed at a static IP address of http://192.168.8.102:2000. This IP address will not change even if the
camera is powered off and back on, the camera will remain on this LAN IP address. This is very important that
a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

2 IP Camera Tool

Camera name IP Address Device ID Device type
anonymous Http://192.168.1.110:88 00841F19804¥ H
Figure 4.35

NOTE: If the camera cannot be accessed, please make sure the port forwarding is succeed.
HTTPS port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port.

ONVIF port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number
between 1 and 65535(except 0 and 65534). But make sure they can not be conflict with other existing ports.

4.4.6 Mail Settings

If you want the camera to send emails when motion has been detected, here Mail will need to be configured.

Save Refresh

Enable 5
SMTP Server smtp.gmail.com
SMTP Port 25

, —_— 1

STARTTLS v |
Transport Layer Security :

G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25.

Need Authentication Yes v
SMTP Username cﬁiyadgé@gmail.com — 2
SMTP Password ssssssssssses —— 6
Sender E-mail | cuiyao93@gmail.com |——> 3
First Receiver yaoyao@163.com |
Second Receiver ) 4
Third Receiver
Fourth Receiver
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Figure 4.36
1----- SMTP Server/ Port /Transport Layer Security Enter SMTP server for sender. SMTP port is usually
set as 25. Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually
is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be
set to 465 or 25 or 587, which port you choose should be decided by which Transport Layer Security you
select.
2-----SMTP Username/ password: |ID account and password of the sender email address
3----- Sender E-mail Mailbox for sender must support SMTP
4--mv Receiver Mailbox for receiver need not support SMTP, you can set 4 receivers
5----- Save Click Save to take effect
6----- Test Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.

Save Refresh

Enable
SMTP Server smtp.gmail.com
SMTP Port 25
Transport Layer Security STA_RWLS b

G-Mail only supports TLS at Port 465 and STARTTLS at Port 587 or 25.
Need Authentication No v
SMTP Username yaoyao@gmail.com
SMTP Passward sssssssss | Test | [ ‘ |—_> Test result . ]
Sender E-mail yaoyao@gmail.com
First Receiver yaoyao@163.com

Second Receiver
Third Receiver

Fourth Receiver

Figure 4.37

If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test
mail.

If the test fails with one of the following errors after clicking Test, verify that the information you entered is
correct and again select Test .

1) Cannot connect to the server

2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try
again

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server
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8) The server does not support the authentication mode used by the device

4.4.7 FTP Settings

If you want to upload record images to your FTP server, you can set FTP Settings.

£tp://192. 168. 8. 150 |

FTP Server Example:ftp:/192.168.1.103/dir

The maximum length of the address is 127, does not support the character & =

Port 21 |
FTP Mode 'PORT v
|yaocuixiang |
Username The maximum length of the user name is 63, support numbers, letters and symbaols _ @
§*-, . #I
o eseesssee |

The maximum password length is 63, does not support the character & =

|Z Success |

Figure 4.38

|ftp://ftp.mgensea1. com |
FTP Server Example:ftp://192.168.1.103/dir

The maximum length of the address is 127, does not support the character & =

Port 21 |
FTP Mode [PORT ~|
|deotestge |
Username The maximum length of the user name is 63, support numbers, letters and symbols _ @
-, #I
S assword LYY YT |

The maximum password length is 63, does not support the character & =

Test ! Success l

Figure 4.39

FTP server: If your FTP server is located on the LAN, you can set as Figure 4.40.

If you have an FTP server which you can access on the internet, you can set as Figure 4.41.

Port: Default is port 21. If changed, external FTP client program must change the server connection port
accordingly.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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FTP Mode: Here supports two modes: PORT and PASV.
Username/password: The FTP account and password.
Click Save to take effect.

Click Test to see if FTP has been successfully configured.

4.4.8 P2P

Access the camera by smart phone (Android or iOS operating system)
First of all, you need to open the P2P function of the camera at “Settings-->Network-->P2P.”

[ uD | FLGTEW? YGEUVINPMURAT ‘

| Enable P2P [ |

[ P2P Part I 29184 ‘
Figure 4.40

Search and install Foscam Viewer on Google Play and App Store for for Android and iOS devices.
If you want to know more details of the iOS APP or Android APP, see the iOS App User Manual or Android App
User Manual.

4.5 Video

This section allows you to configure Video stream settings, On screen display and Snapshot settings.

4.5.1 Video Settings

There are two ways to set the stream video settings. They are main stream video settings and sub stream
video settings.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




| Setup Wizard " B id . .
Vig ettings
[ Stanus ) Ideo Settings
. . — S Refresh
| Basic Settings ) v e
| Network ) Main stream video settings
| Video ) Stream Type 0 [~]
/
L_—I Resolution 720P [~]
On Screen Display
Bit Rate 2M -
Privacy Zone D
Snhapshot Settings Frame Rate 30 [+]
IR LED Schedule Key Frame Interval 30 E]
Lens Distartion Correction e oble bittate Yes E}
K Az J Sub stream video settings
Record
S J Stream Type 0 E}
| Firewall )
Resolution *
| System ) LIt} VGA(B40%450) =]
Bit Rate 512K
Frame Rate 15
Key Frame Interval 45
Figure 4.41

Stream type: There are four types to identify different streams you have set.

Resolution: The camera supports multiple types, For example: 960P, 720P, VGA. The higher the resolution is,
the clearer video will become. But the code flux will become larger too, and it will take up more bandwidth.
(Different models support different specific types. )

Bit rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit
rate is large, that will lead to video can not play well.

Frame rate: Note that a larger frame size takes up more bandwidth. When the video format is 50Hz, the
maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame rate is 30 fps. You should
lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you can achieve
fluently video.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

Variable bitrate: Select the Bit rate type to constant or variable.

4.5.2 On Screen Display

This page is used to add timestamp and device name on the video.
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? Dlsplay Tirtié'stamﬁ | Yes @

: ‘Display Camera Name [Yes v
( On Screen Display )i —

Figure 4.42
Display Timestamp: There are two options: Yes or NO. Select Yes and you can see the system date on the
video.
Display Camera Name: There are two options: Yes or NO. Select Yes and you can see the device hame on
the video.

4.5.3 Snapshot Settings

On this page you can set the snapshot pictures’ image quality and the storage path.

Snhapshot Settings

Manual snap Quality [Mediun ~|

Alarm Pictures Save To [FTP v]

Enable timing to capture

Capture interval 2 (1-B55355)

@ Schedule

0001|0203 [04]05|06|07|08[{09 10|11 |12|13|14]|15[16]17 [18]19|20}21 |22 |23

Figure 4.43

Image Quality: Low, Middle and High. The higher the quality, the picture will be clearer.

Alarm Pictures Save Path: FTP. If you have done FTP and Alarm settings, when alarming, the camera will
snap pictures to the FTP automatically.

Enable timing to capture

To enable capture interval, follow the steps below:

1 Select Enable timing to capture

2 Capture interval:The interval time between two captures.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




3 Select the capture time
® Capture anytime

Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will capture.
® Specify an capture schedule

Click the week day words, the corresponding column will be selected. For example, click TUE, the all
column of TUE turns to red, that means during Tuesday whole day, the camera will capture.
® Press the left mouse and drag it on the time boxes, you can select the serial area,
4 Click Save button to take effect.

4.5.4 IR LED Schedule

On this page you can set the schedule time for switching IR LED lights. When parameter Mode is set to the
Schedule on the Live Video window, At these schedule time, the IR LED lights will be turned off.

IR LED Schedule
Save Refresh
IR LED Schedule

From [00[~[(00[~] To [00[~]{00[~]

Add

Set the close time

Figure 4.44

4.5.5 Lens Distortion Correction

On this page you can set the distortion correction. There are three options: Low, Medium, High.

Lens Distortion Correction
Save Refresh

Select The Distortion Correction Parameter Low ¥

Recommend "low" option of the lens is less than or equal to 4mm; "medium” and "high" option for greater than or equal to

6mm lens

Figure 4.45

If you replace the lens, the image has found distortion, uneven and so on, you can modify the Select The
Distortion Correction Parameter to calibration images.
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