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Gentlemen:

FCCID: Y7A-P24486
IC: 10226A-P24486
Model: GVPU, Part Number P24486

Please be advised that the product is manufactured and labeled for worldwide
use. For clarification, this means that the unit will not transmit on any channel
that is not approved for use in the United States as well as member countries of
the International Telecommunication Union. The product’s configuration file
will be programmed to operate at the factory to use WLAN functionality of the
chipset only on these specific channels:

Channels 1 -11, 2412-2462 MHz 802.11b mode
Channels 1 - 11, 2412-2462 MHz 802.11g mode
Channels 1 - 11, 2412-2462 MHz 802.11n mode (20 MHz channel)

Channels 12 and 13 are not utilized in this device and locked out at the factory.
Ad-hoc and other peer to peer modes are disabled on these channels.

U-NII-1: Channels 36 - 48, 5180-5240 MHz 802.11a

U-NII-1: Channels 36 - 48, 5180-5240 MHz 802.11n 802.11n (20 MHz channel)
U-NII-3: Channels 149-165, 5745-5825 MHz 802.11a

U-NII-3: Channels 149-165, 5745-5825 MHz 802.11n (20 MHz channel)

Channels 52-140, 5260-5700 MHz are not utilized in this device and locked out
at the factory. Ad-hoc and other peer to peer modes are disabled on these
channels.

Kindly refer to the following page for response to questions outlined in FCC KDB
594280 D02.

The only configuration changes that can be made are selection of a different Wi-
Fi channel (from the approved list of channels). The selection of a different
channel is only done by approved personnel and the port is password protected.
All systems will ship to customers set to a default channel in 802.11n mode.

The device drivers, approved channels, and RF characteristics when
programmed into the configuration file will not be accessible and cannot be

changed by the end user in accordance with FCC KDB 594280 D01 and D02.

Sincerely,

oy Tf



SOFTYWARE SECURITY DESCRIPTION

Response

1. Describe how any softw arelfirmw are update will be obtained, downloaded, and installed.

Saftw are updates are only provided by the original equipment manufacturer via USE drive, Thesze
updates are managed by onboard softw are such that no user intervention is required or allowed in the
upgrade procesz. Softw are uparades are not available on 2w public website ar file server.

2. Describe all the radia frequency parameters that are madified by any softw arelfirmw are without any
hardw are changes. fre these parameters in some way limited, such that, it will not exceed the
autharized parameters?

All softw are upgrades affect application and platform softw are anly. Thew da nat affect firmw are or
configuration files that could madify the BF characterstics. The configuration files are set to not utilize

channels 52-140 in the UMI-Z band.

3. Are there any authentication pratocols in place to ensure that the source of the softw arelfirmw are iz

Applications are signed with the same certificate key as the platform operating sustem. Only applications

Genersl legitimate? If so, describe in details; if not, explain haw the softw are is secured from modification. with thiz key willwork. The OEM controls this key.
Dezcription - - - - - -
L i . i . Our softw are upgrade manager ensures that anly files with appropriate credentials and sequential version
4. Are there any verification pratocols in place to ensure that the saftw arelfirmw are iz legitimate 7 I so, . -
o i numbers are allowed o be installed on the sustem. |t also verifieds the embedded checksum to ensure
dezcribe in details. ) )
that the file has not been tampered with,
5. Describe, if ary, encruption methods used. Mo encruption is used in the core softw are ar softw are upgrade process,
B. For a device that can be configured as a master and client [with active or passive scanning), explain
how the device ensures compliance for each mode? In particular if the device acts as masterin some | Mot applicable to this unit,
bard of operation and client in anather; how is compliance ensured in each band of operation™
Firmw are changes can only be made at build time. The source code is controlled by the OEM and only
1. How are unauthorized softw areffirmw are changes prevented? builtin-house. Mo firmw are changes affecting RF characterstics can be made by unautharized
personnel. Checksums are used to verifu file uplaads befare praceszing a proposed update.
2. |z it possible for third parties to load device drivers that could madify the BF parameters, country of
F_‘ P o ) ) Y .p Y Device drivers can be only loaded through a maintenance port on the unit,. This part has
Third-F operation ar ather parameters which impact device compliance? If so, desoribe procedures to ensure ) ) )
ird=Harty usernamelpassword credentials on it to prevent unauthorized access,

fcess Cantral

that anly approved drivers are loaded.

3. Explain if any third parties have the capability to operate a US sold device on any other regulatory
domain, frequencies, or in any manner that iz in viclation of the cerification.

Gogo as the OEM does nat allow any third parties to operate or modify the device contrary ta itz
certificatian.

d. ‘what prevents third parties from loading non-US verzions of the softw arelfirmw are on the device

Laading firmw are to contral BF characteristios requires root access and access to the maintenance part,

5. For madular devices, describe how authentication is achiewed when used with different hosts.

Mot applicable ta this unit.

SOFTWARE CONFIGURATION DESCRIPTION

UZER
COMFIGURATION
GUIDE

1. Tawhom iz the Ul accessible? [Prafessional installer, end user, ather. ]

Userinterface is accessible only ta a professional installer [aircraft mechanic)

al'what parameters are view able to the profezsional installerend-user?

Turning "iFi On and OFF is view able by installer

bl'what parameters are accessible or modifiable to the professional installer?

Turning "wiFi On and OFF iz view able by installer

il fire the parameters in same w ay limited, 50 that the installers will nat enter parameters that enceed
thasze authaorized?

Mo parameters are view able or zettable that could excesd those autharized.

il What controlz exist that the user cannot operate the device outzide itz authorization inthe U.S.7

Mo parameters are view able or settable that could erceed thoze authorized.

] \w'hat canfiguration options are available to the end-user?

MNa configuration options are available ta the end-uszer that affect the BF characteristios of the unit,

i] Are the parameters in some w ay limited, 50 that the installers will nat enter parameters that exceed
those authorized?y

MNa configuration options are view able or settable that could exceed thoze authorized.

il ‘what contrals exist that the uzer cannat aperate the device autside itz autharization in the .5, 7

MNa configuration options are view able or settable that could enceed thoze authorized.

dl s the country code factory set? Can it be changed in the 1Y

Country code is factary set. |t cannot be changed inthe userinterface.

il If 0, what controls exist to ensure that the device can only operate within its authorization inthe 15,7

Mot applicable ta this unit.

el 'what are the default parameters when the device is restaned?

The unit defaults to worldwide frequency availability to ensure it operates withn its intended function.

Z. Can the radio be caorfigured in bridge ar mesh made [ ues, an attestation may be required. Further
information is available in KODB Publication 305462 D02,

MNat applicable to this unit.

3. For a device that can be configured 2= 2 master and client [with active or passive scanningLif this iz
user configurable, describe what controls exist, within the I, to enzure compliance far 2ach made. If
the device acts as a master in some bands and client in others, how is this configured ta ensure

MNat applicable to this unit,

d. For a device that can be configured as different types of access points, such as point-to-point or
paint-to-multipoint, and use different tupes of antennas, describe what controls exist v ensure
compliance with applizable limits and the proper antenna is used far 2ach mode of operation. [See

Mot applicable vo this unit,




