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1 Introduction

This document provides Critical Infrastructure Monitoring Application (CIMA) administrators and
operators with the following information:

m  CIMA account configuration and maintenance.
m  Ultra-Link Processing™ (ULP) end device commissioning and configuration with CIMA.

Application-specific information is provided in supplemental documentation. The following
supplements are available for CIMA 1.01:

m  CIMA Software Installation Guide

m  EMS Operator Guide

m  ULP CIMA Supplement: Obstruction Lighting Guide

m  ULP CIMA Supplement: Overhead Fault Circuit Indicator

m  ULP CIMA Supplement: RMU Light Wiring Guide

This document does not provide the following information:

m  Gateway hardware or software installation.

m  CIMA hardware or software installation.

m  Element Management System (EMS) hardware or software installation.

Node physical installation of software and hardware. It is assumed that network components are
installed and ready to use.
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2 ULP Network and CIMA Overview

2.1 ULP Network Overview

m  The On-Ramp Wireless Ultra-Link Processing™ (ULP) technology network monitors critical
infrastructure devices for territories with wide areas of coverage. A network deployment
contains many Access Points (APs) that are geographically distributed in specified territories.
The APs create a wireless network to monitor end devices

The ULP network provides several advantages for wide-area sensor networking, such as:

m  Enabling both powered and battery-operated Transmission and Distribution Smart and
Remote Monitoring applications.

m  The network is deployed in an infrastructure efficient star topology and operates at -142

dBm receive sensitivity.This level provides a 40dB link budget advantage over competitive
technologies.

m  When combined with a unique, multiple access scheme, the network can service hundreds
of thousands of sensors on a single network.

m  The network is deployed in above-ground, pad-mount, and below-ground applications.

m  The link budget advantage allows a ULP system to reliably operate in the unlicensed 2.4 GHz
ISM band, which eliminates spectrum and recurring data service charges.

m  The link budget advantage also provides utility companies with a network that meets the
performance and security requirements of their critical infrastructure.

The following figure illustrates the functional overview of the ULP network and provides
example applications.
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Figure 1. Functional Overview of the ULP Network
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2.2 CIMA Overview

CIMA formats and passes application data from the Gateway to various databases. Application
data can then be formatted and passed to an operating and maintenance system or data
warehouse to enable a collection of data analytics.

A web-based User Interface (Ul) enables application operators to view, list, and sort application
data. The operator can also view application-level alarms using CIMA.

NOTE: Operators can use the On-Ramp Wireless EMS for network-level controls and alarms.
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3 Operating CIMA

The following sections describe how to use the CIMA application.

3.1 Logging in to CIMA

Use the following steps to log in to CIMA:

3.2

1. Open a web browser, and type:

http://<ip address of the CIMA server or DNS name>:8080/cima

2. From the Source drop-down list, select company Domain or Local Account.
Installations typically use the Active Directory.

m]

Active Directory use is enabled during CIMA installation.
For additional information on information on Active Directory setup, see the CIMA
Software Installation Guide.

If the drop-down list is not visible, the Active Directory configuration is not set up. Log in
with local account access using an account created in Maintaining an Active Directory
Account.

3. Inthe UserlD field, type the user ID for the account.

NOTE: Use the Active Directory account UserlD when logging in to CIMA through the

company Domain. If the company Domain is not active, use an account created in
Maintaining an Active Directory Account.

4. Inthe Password field, type the password for this account.

NOTE: Use the Active Directory account UserlD when logging in to CIMA through the

company Domain. If the company Domain is not active, use an account created in
Maintaining an Active Directory Account.

If you have forgotten your password or require assistance, contact On-Ramp
Wireless Customer Support.

5. Click Login.

Maintaining an Active Directory Account

For systems that use Active Directory for CIMA account maintenance, account creation and
editing functions are usually controlled by the Information Technology (IT) group responsible for
Active Directory account maintenance. The only exceptions are defined in Section 3.2.1 Editing
an Active Directory Account.
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3.2.1 Editing an Active Directory Account
Use the following steps to edit a user account:
1. Loginto CIMA as an administrator or the account holder.
2. Click the Config = Users tabs.
3. Highlight to select the account to edit.
4

Edit the profile information.

NOTE: For Active Directory accounts, only the local administrator or user can modify the
profile section of an account. The corporate IT group responsible for Active Directory
account maintenance must change all of the account information in the security
section.

5. Click Save.

3.3 Maintaining a Local Account and Roles

CIMA contains the following types of roles for user accounts:
m  Administrator

m  Operator

m  Guest

When a user account role is created in the CIMA system, it is created with an admin, operator,
or a guest role. These role types apply to both Local Accounts and Active Directory-enabled
systems.

m  When configuring Local Accounts, the Local Account administrator creates and maintains
the users and their assigned roles.

m  When using Active Directory, the IT group is responsible for setting up CIMA accounts.
Accounts are created according to role type (admin, operator, or guest) and are mapped to
the Active Directory.

For additional information, see the CIMA Software Installation Guide.

3.3.1 Administrator Role

For first-time CIMA installations that do not use Active Directory controlled logins, the
Administrator (admin) account is the only account available. This admin account only manages
users created in Local Accounts. If using Active Directory, user maintenance is handled by the IT
group. For Local Account login, the default UserlID is admin, and the default password is onramp.

The administrator role has complete control over the CIMA configuration, operation, and local
account administration. For security, this is the equivalent to a root account for the application.
When using Active Directory, the IT group that controls the Active Directory also controls the
creation of users. If this is the first time that a local system administrator logs in to the CIMA
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system, the system administrator should change the default account password for the local
default admin user.

The following steps are recommended for proper password maintenance:
1. Change the default password for the default local admin user account.

2. Create user accounts for all other CIMA operators that have access to the system and do not
regularly use the default admin account for day-to-day operations when using Local
Accounts.

3. For day-to-day operations in the CIMA system, it is recommended that the administrator
create users with the operator role.

3.3.2 Operator Role

The operator role allows operators to use CIMA for day-to-day operations. This is the default
security type role for an operator. Users with the operator role can only view information and
data for device types they have access to. When the administrator creates an Operator account,
they must choose the expected application types that the operator will need to view. For
example, a user with the operator role can edit application details and change a device to
maintenance mode, as described in Section 3.4.3, Using Maintenance Mode.

The operator role does not allow the following CIMA functions:
m  Adding and deleting a Gateway
m  Adding and deleting users

3.3.3 Guest Role

The guest role is a read-only account. It displays a read-only view for specific types of data to
facilitate demonstrations. Guest account users cannot use the guest role to configure system
parameters or change user account information.

NOTE: When logging in to CIMA, the tabs displayed are different for each account type. For
example, when logging on to CIMA with an administrator role, additional tabs are
displayed that are not available when using a Guest role, which is read-only.

3.3.4 Adding a Local User

Use the following steps to add a CIMA local user:

1. From the login page, log in with an administrator account.
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2. Click the Config tab.

onRRme O
0 Dgvices reponed alen state as of Jun 1, 2011 100£9:09 POT Alarms  List Gateway mﬁi
Users _Admin__Status__Sofiware
User Login ke admin
First Name: Administrator
Last Narme:
Emai:
Password:
Confirm Password:
Default View Data Type: - Nong - >
Default Time Zone(GHT offset: US Faciic =]
Display Node ID: [m]
Enable Google Maps: O

3. Click Users > Add User.

4. Complete the user information.

I-mn—ﬁ
@ Security

User Login Id:
First Name:
Last Name:
Email:
Password:

Confirm Password:

Default View Data Type: [ Neone - E
Default Time Zone(GMT offset): _GMT | :I
Display Node ID: O
Enable Google Maps: O

NOTE: In addition to the login information, email address, and password configuration,
admin users can set up account attributes for each user, as follows:

o Default View Data Type
CIMA supports multiple end device applications. Users are typically only
concerned with a particular application. This field defines the default view that
CIMA displays for the user when they log in to use CIMA.
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o Time Zone
Choose the time zone to use for the display from the Default Time Zone (GMT
offset) drop-down list.

o Display Node ID
Used for CIMA to display the Node ID for the operator. Select the DisplayNode
ID check box for the On-Ramp Wireless ULP Node ID.

o Enable Google Maps
Do not select the Enable Google™ Maps check box.
For information about using Google Maps for geospatial display, consult your
On-Ramp Wireless representative.

5. Click the Security tab.

w

To assign a role to the user, drag the role name from ‘Available Roles’ onto ‘Assigned Role’
list box. A user with no role is disabled from logging in

Assigned Role Available Roles
Admin

Guest
Operator

To assign data types to a person, drag type names from ‘Available Data Types' to ‘Assigned

Data Types’
Assigned Data Types Available Data Types
| [FAA Light
FC
Smart Meter
SysMon

6. Select one role from the list of Available Roles and drag and drop it to the Assigned Roles
section.

7. Select Available Data Types and drag and drop them to Assigned Data Types.

NOTE: If the user has access to multiple data types, such as rights for an administrator or
other privileged user, drag multiple Available Data Types to Assigned Data Types.

8. Click Save.

3.3.5 Editing a Local User Account

Use the following steps to edit a user account:

On-Ramp Wireless Confidential and Proprietary 8 010-0046-00 Rev. E



ULP CIMA Operator Guide Operating CIMA

Click the Config = Users tabs.
Highlight to an account name to select it for editing.

Modify the profile and security information as needed.

Ll e

Click Save.

3.4 Configuring CIMA

To configure CIMA, ensure that the ULP network is running and under control of the EMS, as
described in the EMS Operator Guide.

Use the following steps to configure CIMA:
1. Loginasadmin.
2. Add a Gateway, as shown in Section 3.4.1, Adding a Gateway.

3. Configure the default missed interval alert timeouts.

3.4.1 Adding a Gateway

Use the following steps to add a Gateway to CIMA:
1. From the login page, click the Gateway tab.
2. Click Add Gateway.

NOTE: If this is the first time adding a Gateway to CIMA, the dialog is blank.

| Add Gateway Ix]

Please enter the following details to add a Gateway to the system.

HosUIP address: |
Control Port: 4021
Data Port: 3025
Active Data Collection: [+
Use S5L Connection:  [+]

Description:

3. Inthe Host IP address field, type the IP address or DNS name of the Gateway for the system.

4. Inthe Control Port field, the default value is 4021.
Do not change this value.

5. In the Data Port field, the default value is 3025.
Do not change this value.

6. Select the Active Data Collection check box.

7. Select the Use SSL Connection check box.
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8. Optional: In the Description field, type a description for the Gateway. The description can be
any user-specific information, such as the physical location or internal name for the
Gateway.

9. Click Add.

10. Confirm the new Gateway information.

3.4.2 Configuring CIMA Administrator Email

CIMA runs on a workstation server that uses facilities to assist CIMA system administrators in
monitoring the health of the CIMA server hardware and the software outside of end-user
applications.

Email monitors the general health of the CIMA server hardware and software.
Use the following steps to configure the CIMA email alarm:

1. Loginto CIMA as Admin.

NOTE: The Admin page enables all data applications to be configured. In this section, only
CIMA administration settings are described. Do not change settings not related to
this configuration.

2. From the login page, click the Config > Admin tabs.

oNRAMP O
24 Devices reported alert state as of May 16, 2011 17:08.55 POT

Aarms _ List _Gateway

Define the base url that will be used on html links within email notifications{ example for this site - http-//bota-cima:8080/cima ),

Base URL for email links:

Define maximum number of minutes to elapse without recaiving a message before sending alarm status cn FAA Light unit,

FAA Max Status Interval: 120

Define maximum numbar of MINUTES 1o elapse Without recaiving a messaga before sending alamm Status on Fault Circuit INdicataa(FCI) unit

FCIMax Status Interval: 1470

To create new application data type, enter name and id and click Save. Types agged using this metnod will Rave limited functionality, o uplink MESsage Parsing of A1arm PIOCESSING Will bé Performad, raw Rax format view of uplink
messages will be available on the node detail view

Hew: Application Data Type Name: Hew Data Type I0:

Define the api key(s) that will be used when launching Google Maps View. Any changes here will require other users to relogin for changes to take effect

Google Maps API Key: » Advanced

Define emails to the system, type email address in text box then click ‘Add Email button. Select an item from Motification Types' and drag emails from left to right to raceive emails for that chosan type. To remave email from notification,
select a type from Netification Types' and drag emails any where off the listing box

System Emails: | Agd eman | Wotification Types: | -- Please Select v

patrick singleq@onrampireless.com

=
. ionoes b s oatick singiergbenc ey fact Denciond cmianan 12 € 18§ Gulg E17 for ULE suster 2

NOTE: Ensure that the SMTP/SMS configuration settings for the CIMA installer are
preconfigured in the CIMA properties configuration file. The properties file is
located in the following directory:
<cimaserver>:/opt/onramp apps/cima config.properties
For additional information, see the CIMA Software Installation Guide.

3. Add email addresses to receive automated alerts from CIMA when general CIMA health alarms
occur.

On-Ramp Wireless Confidential and Proprietary 10 010-0046-00 Rev. E



ULP CIMA Operator Guide Operating CIMA

3.4.2.1 Adding Email Addresses to CIMA for the First Time

If this is the first time adding email addresses to CIMA, complete the following steps:
1. In the System Emails field, enter the email address.

2. Click Add Email.
The email address is added to the list of available emails.

3. There are two CIMA health alarm classes shown below. Select each alarm from the
Notification Types drop-down list. Each CIMA health alarm can be configured to notify a
different list of email recipients.

= Gateway Health Alarm

This alarm group generates an email from CIMA when CIMA detects an issue
communicating with the Gateway.

= Message Processing Health Alarm

This alarm group generates an email only when there is a performance issue when
processing database entries.

4. Dragthe email address that was added to the Notification Types box.

Define emails to t
selectaty

system, type email address in text box

click *Add Emaif button. Select an item from ‘Notification Types' and drag emails from left to right to
Notification Types' and drag emails any where o

off the listing box

receive emails for that chosen type. To remove email from notification,

System Emails: m Motification Types: | Gateway Health Alam v

urivan flores@onrampwireless.com

5. Click Save.

6. Repeat the above steps for each general health alarm type.

——

24 Devices reporied alertstate 35 of Liay 16, 201117.08.55 FOT

at will be used on himi links within email notifications{ examgle for this site - hitp://bota-cima-8080icima )

Define maximum number of minutes o elapse without receiving a message befora sending alarm status on FAA Light unit
FAR Mox Status Interval 120

recaiving a message before sending alam StatS o

Ingieator(FCI) unit

click ‘Save’. Types agded using U ve limited functic

Iy, 1o Uplink message parsing or alarm processing Wil be Performes, raw hex format view of UpAnk

Hew Data Type 10: > Curent App Types
Define 1he api keyis) that wil be used when faunching Geegle Maps iew. Ay changes hers wil rBQquire cther Users Lo relogin for Changes 1o take sffect
Googie Maps API Key: > advanceg

Define emails 1o the system, type emall address in text box then Click ‘/Add Email button, Select an item from Notification Types’ and drag emails from Ieft to right to receive emails for that chosen type. To remave emall fram notification,
select a type from N Types' ang drag emails any where off the listing box

System Emails: @ Notification Types: | - Ploase Select - ¥

o crn tigie Dopctoy <ocane 128 181 bk 817t UiP aaien 120

7. Ensure that the CIMA installer has already configured the SMTP/SMS settings in the CIMA
properties configuration file. The properties file is located in the following directory:

<cimaserver>:/opt/onramp apps/cima config.properties

For additional information about the configuration file, see the CIMA Software Installation
Guide.
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3.4.3 Using Maintenance Mode

When devices are initially listed in CIMA, they are in maintenance mode by default. When the
device is in maintenance mode, fault notifications for the devices are not sent to the specified
email recipients. The purpose of maintenance mode is not to burden users with fault
notifications when the device is not yet in deployed the ULP network for operation. When a
device is in maintenance mode, the state of the device in the device list or alarm list shows a

wrench symbol inside the state icon:

4_47”0_\
o 2 4 Devices reported alert state as of Aug 29, 2011 16:30:34 GMT

List Gateway Config Logoff

Data Type: | Al - [=]  search:

Alarm Summary

Tie Line Circuit:

Tower:
0x0001053 @ TimeoutExcesded  FAALight  Manufacturer
Model:
Device ID:  0xD0010530
Tie Line Circuit:
Tower.
FAALight  Manufacturer:
Model:
Device ID:  OXDDO10597

@ inMaintenance

0001059 Using Battery

Tie Line Circuit:
Tower:
MOO‘IDG&. Timeout Excaeded  FAA Light Manufacturer:
Model:
Device 1D: 0xD0010352
Tie Line Circuit:
Tower:
0‘.!00001053. Timeout Exceeded  FAA Light Manufacturer:
Model:

Device 10: 0x0001053a

m Aute Refresh: Off 3 data as of Aug 29 16:30:04 GMT @ Lijst Map

Aug 29, 2011 10:37:20 GMT

Aug 29, 2011 1002636 GMT

Aug 29, 2011 10:12:00 GMT

Aug 27, 2011 01:17:00 GMT

4 Total rows “—101'1”

logaed in as:admin <reiease 1.2.5.17.4 build 848 for ULP sysiem 1.2»

The device attributes panel displays the Device ID and the current mode, as shown below.

_

Uplink Hex Downlink

Device ID: 0x00010597
Mode:

FAA Light attributes:
Tie Line Circuit

Tower

Manufacturer

Model

Latitude

Longitude

Maintenance ] Will not send email for fault notifications.

Update device Afltributes and click "Save'. Use ‘Delete’ to remove the device from display.

oo o
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3.4.3.1 Switching to Operational Mode
Use the following steps to switch a device from Maintenance Mode to Operational Mode:

1. When a device is ready for network operation, the Operator should change the mode from
Maintenance to Operational in the drop-down menu from the Device Attributes pane.

Lmnmn—ﬁﬂ

Uplink Hex Downlink
Device ID: 0X00010597 =
Mode: Operational El Email for fault notification will be sent if it is configured.
FAA Light attributes:
Tie Line Circuit
Tower -
Manufacturer |
Model -
Latitude
Longitude
lLDda!e device Attributes and click ‘Save’, Use ‘Delete’ to remove the device from displ_ﬁr,
o]
2. Click Save.

A fault notification is sent to the specified email address for the device fault condition. The
device state icon is changed to the normal state when the message is sent.

On-Ramp Wireless Confidential and Proprietary 13 010-0046-00 Rev. E



Appendix A Email Alert Examples

The following example shows an email alert generated by the CIMA system. Each email
identifies the following information:

m Device information, as entered into CIMA for the device

m  Short description of the alarm

m  Time stamp for the message

m  Manufacturing details regarding the item being monitored

The following example email highlights a failure on a Dialight 810 RED LED light at structure D12
that is exhibiting a 24 hour charging system alert.

From
To

(&
Subject

ALERT

Obstruction light at STRUCTURE D12 has the following waming condition
More than 24 hours have passed since last change of night/day

The message wa:
Obstruction Light Datails
Tie Line Circuit: D2345
Tower D12

Manufacturer. Dialight
Model 810 Red LED

CIMA At [donotreply Gonrampirgless.con] sent: Tue 11/2/2000 230 PM

Obstruction Light Status Waming Message

Il

eived at 11/02/2010 02 29 23 Pacific Daylight Time
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Appendix B New Devices

CIMA release 1.0.1 supports SysMon, ULP Tracker applications, and FCl and RMU FAA
obstruction light applications. Over time, the system may add new device types. CIMA facilitates
the early prototyping of new device types while application alarming and packet parsing are in
development. For corresponding configurations that must be made in the EMS for newly-added
device types, see the EMS Operator Guide.

Use the following steps to add a new device type to CIMA:
1. Loginto CIMA with an administrator account.

2. Click the Config = Admin tab.

oNRAMe O
0 Devices reponed alen state as of May 17, 2011 162914 FDT

Define the base url that will be used on htmi links within email notifications{ example for this site - http://bota-cima 8080/cima )
Base URL for email links:

Define maximum number of minutes o elapse without receiving @ message before sending alam status on FAA Light unit

FAA Max Status Interval 120

Define maximum number of minutes to elapse without receiving a message before sending alann status on Fault Gircuit Indicator{FCI) unit

FCIMax Status Interval: 1470

To create new application data type, enter name and id and click ‘Save”. Types added using this method will have limited functio
messages will be ava the node detail view

ty. no uplink message parsing or alanm processing will be performed, raw hex format view of uplink

New Application Data Type Name: New Data Type 102 > ent App Tvpes
Define the api ey(s) that will be used when launching Google Maps View. Any changes here will require other users 1o relogin for changes to take effect

Googie Maps API Key: » Agvanced

Define emails to the system, type email address in text box then click "Add Email button. Select an item from Notification Types' and drag emails from left to right to receive emails for that chosen type. To remove email from notification,

select a type from ‘Notification Types' and orag emalls any where off the listing box

System Emails: Notification Types: |- Please Select - |

lpaged i ax:patrick snqisriitac.orw [Actie Drectory] <reisase 1.2.5.15.1 bukd 517 for ULP systam |

3. Inthe New Application Data Type Name field, enter a description.

NOTE: Contact On-Ramp Wireless for additional information about how to obtain a
permanent application type or to be assigned a new data type ID.

4. Enter the New Data Type ID.

NOTE: This is the same data type created in CIMA for this application.

5. Click Save.

6. After completing this step and the corresponding EMS configuration, CIMA displays data
from the new data type. The payload is displayed in hexadecimal format until a new release
supports the new application.
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Appendix C Abbreviations and Terms

Table 1. Abbreviations and Terms

Abbreviation/Term Definition

AP Access Point. The ULP network component geographically deployed
over a territory.

CIMA Critical Infrastructure Monitoring Application. The network component
that passes data from the Gateway to the associated upstream
databases.

FAA Federal Aviation Administration

Gateway The network appliance that provides a single entry point into the back
office for the ULP network. A Gateway talks upstream to the EMS and
CIMA. It talks downstream to multiple APs.

EMS Element Management System. The network component that provides a
concise view of the ULP network for controls and alarms.

Node The generic term used interchangeably with end point device.

ORW On-Ramp Wireless

RMU Remote Monitoring Unit. The end device that monitors Federal Aviation
Administration (FAA) obstruction lights.

SMS SMS Short Message Server

SMTP Simple Mail Transfer Protocol

ul User Interface

ULP Ultra-Link Processing. On-Ramp Wireless proprietary wireless
communication technology.
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