


WINNF-TS-0122 TEST REPORT Report No. : FGON1618

11
1.2
1.3
1.4

21
2.2

2.4
25

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

3.10
3.11
3.12
3.13
3.14

3.15
3.16
3.17
3.18
3.19
3.20
3.21
3.22
3.23
3.24
3.25
3.26
3.27
3.28
4

5

6

Table of Contents

LCT=T T = L B ToE Y of T o) (T ] H PP PPPRPN 8
Product Feature of EQUIDMENT UNUEE TEST ...ooiiiiiiiiiiiiieee ettt e e e e st e e e e e e snbnn e e eeeeeeaas 8
F oot T o 1= PO PPPRNE 8
YU o] oTo] A =Lo [U1] 010 1 T=T o | APPSR 8
LI o o T (o] o HO SO OPPPPPPT TP 9
MeasuremMeENt ENVIFONIMENT .......oiii et e e e e e s s s b bbb e e e e e e e s e nbb b b e e e aesannnbnnreeeeeeenan 10
(0] gl 11 o] g I =TS A O TP 10
IS A @e] 1o U] = U1 o o ST PPPPPTNE 11
1T [0 F=T o PO PSPPI 12
PrOtOCOI TESE PrOCEUUIE........ciiieee ettt et e e oo s e bbbt et e e e s s e et bbb et e e e e e s abe b e e eeeeeeannbnneeeeeeeanan 12
Time Test for Getting Grant PrOCEUUIE .........c.uiiiiiie ettt e e s e e e e e e s st e e e e e e e s s antaaeeeaeeeeasnnnes 12
TEST RESUIL OF PrOTOCOI ... ettt h et e et e e s ea b et e e bne e e e ebb e e e e anreeeaanes 13
WINNF.FT.C.REG.5 - Single-Step registration for CBSD with CPI signed data............ccccccceeeiviiiiiiiienieeniins 13
WINNF.FT.C.REG.8 - Missing Required parameters (responseCode 102).........cceeuuiuurriieieeeriiiiiiireeeeeee e 14
WINNF.FT.C.REG.10 - Pending registration (responseCode 200).........c.ccciiuririreeeeeeiiiiiriieeeeeesssinnrreeeseesssnnnes 15
WINNF.FT.C.REG.12 - Invalid parameter (reSponseCode 103) ........uuuiieiiiiiiiiiiiieeeeeiiiiiiieeeeeeessssnriseeesessssnnnnes 16
WINNF.FT.C.REG.14 - Blacklisted CBSD (responseCode 10L1) .......ccuuieiiiiiiiuiiiiieeeeeiiiiiieeeeeeesssniiieeeeseesssnnnes 17
WINNF.FT.C.REG.16 - Unsupported SAS protocol version (responseCode 100) .........cccceevvvereeriiererninneennnns 18
WINNF.FT.C.REG.18 - Group Error (responseCode 201)........ccccuuiiiiieeeeiiiiiiiiiieeeeessiitvreee e e e e ssnnrreeeeaeesssnnees 19
WINNF.FT.C.GRA.1 - Unsuccessful Grant responseCode=400 (INTERFERENCE) .............ccccccuuiivvieeeniiiinnnns 20
WINNF.FT.C.GRA.2 - Unsuccessful Grant responseCode=401 (GRANT_CONFLICT).......ccceevvvrrvreeeerinnninnnn 21
WINNF.FT.C.HBT.1 - Heartbeat Success Case (first Heartbeat RESPONSE) .......cccevviiiiiiiiiiiiiiiiiiiieee e 22
WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER).........ccccvvttiieiiiiiiiiiieee e criiiieee e e 24
WINNF.FT.C.HBT.4 - Heartbeat responseCode=500 (TERMINATED_GRANT) ......cocciiiiiiiieiiiiiiiieeeee e 25

WINNF.FT.C.HBT.5 - Heartbeat responseCode=501 (SUSPENDED_GRANT) in First Heartbeat Response. 26
WINNF.FT.C.HBT.6 - Heartbeat responseCode=501 (SUSPENDED_GRANT) in Subsequent Heartbeat

RS PO <. e 27
WINNF.FT.C.HBT.7 - Heartbeat responseCode=502 (UNSYNC_OP_PARAM) .......cccoiiiiiieiiiiiiiiiieeee e 28
WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)...........ccccvveeiiiiiiiiiie s 29
WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent Heartbeat) ... 30
WINNF.FT.C.HBT.11 - Successful Grant Renewal in Heartbeat Test Case...........cccceiviiiieiiiiiee e 31
WINNF.FT.C.RLQ.1 - Successful ReliNQUISHIMENT............uuiiiiiii it 33
WINNF.FT.C.RLQ.3 - Unsuccessful Relinquishment, responseCode=102 ............ccceeurrrrrieeeeiriiiinirieeeeeesnninnns 34
WINNF.FT.C.DRG.1 - SUCCESSTUl DEregiStration ..........c.uviiiiiieiiiiiiieee ettt e s 35
WINNF.FT.C.DRG.3 - Deregistration reSponS@COUE=102 ........cccuurririeeeeiiiiiiiiieeeeeessiiirreeeeeeeessnnnseeeeesssssnssnnes 36
WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and SAS Test Harness...........ccccccevvveeenee. 37
WINNF.FT.C.SCS.2 - TLS failure due to revoked CertifiCate ...........cccceiriiriieiiiiie e 38
WINNF.FT.C.SCS.3 - TLS failure due to expired Server CertifiCate ............cccocvreeiriieeeiiiiie e 39
WINNF.FT.C.SCS.4 - TLS failure when SAS Test Harness certificate is issued by an unknown CA............... 40
WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test Harness is corrupted ..........cccccceeeeeeinnnnnee, 41
WINNF.PT.C.HBT - UUT RF Transmit POWer MEaSUIEMENT ..........ccuutiirurieeaiiieeenreee et essnrer e e e 42
Test Result of Time Test for Getting Grant....... ... e snnnnnnnnnes 45
Test Equipment and Calibration Data .........c..uueiiieeiiiiiiiiiiiee e e e e e e s s e eaaaeesaasnareaeaeeassnanes 46
MeEASUIEMENT UNCEITAINTY .....eiiiiiiiie ettt ettt e e bt e e s a b et e e skt e e e e st b e e e s an b et e e aaneeeeannreeeennreeens 47

Appendix A. RF Measurement Plots

Appendix B. Wireshark Plots
Appendix C. CRL and OCSP Verify Plots

Appendix D. Time Test for Getting Grant

Appendix E. Test Photos
Photographs of EUT v01

TEL : 886-3-656-9065 Page Number . 2 0of 47

FAX : 886-3-656-9085 Issued Date . Feb. 04, 2021
Report Template No.: CB-A18_4 Verl.0 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FGON1618

History of this test report

Report No. Version Description Issued Date
FGON1618 01 Initial issue of report Feb. 04, 2021
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WINNF-TS-0122 TEST REPORT

Report No. : FGON1618

Protocol Test Summary

Summary of Test Result

Report | Ref Std. Required : Result
Clause | Clause CBSD | DP for Cert. Test Case ID Test Case Title (PASS/FAIL) Remark
- 6.1.4.1.1 X - C1 WINNF.FT.C.REG.1 Multi-Step registration N/A -
- |61412| - | x| c1 |wNNFFTDREG2 |Domain Proxy Multi-Step NA |-
registration
) ) Single-Step registration for )
6.1.4.1.3 X Cc2 WINNF.FT.C.REG.3 Category A CBSD N/A
Domain Proxy Single-Step
- 6.1.4.1.4 - X Cc2 WINNF.FT.D.REG.4 |registration for Cat A N/A -
CBSD
Single-Step registration for
3.1 6.1.4.1.5 X - C3 WINNF.FT.C.REG.5 |CBSD with CPI signed PASS Note3
data
Domain Proxy Single-Step
- 6.1.4.1.6 - X C3 WINNF.FT.D.REG.6 |registration for CBSD with N/A -
CPI signed data
Registration due to change of an
- 6.1.4.1.7 X X Cc6 WINNF.FT.C.REG.7 installation parameter N/A -
) Missing Required parameters )
3.2 6.1.4.2.1 X M WINNF.FT.C.REG.8 (responseCode 102) PASS
Domain Proxy Missing Required
- 6.1.4.2.2 - X M WINNF.FT.D.REG.9 |parameters N/A -
(responseCode 102)
Pending registration
3.3 6.1.4.2.3 X - M WINNF.FT.C.REG.10 (responseCode 200) PASS -
Domain Proxy Pending
- 6.1.4.2.4 - X M WINNF.FT.D.REG.11 |registration (responseCode N/A -
200)
Invalid parameter
3.4 6.1.4.2.5 X - M WINNF.FT.C.REG.12 (responseCode 103) PASS -
) ) DomainProxy Invalidparameters )
6.1.4.2.6 X M WINNF.FT.D.REG.13 (responseCode 103) N/A
Blacklisted CBSD
35 6.1.4.2.7 X - M WINNF.FT.C.REG.14 (responseCode 101) PASS -
) 6.14.2.8 ) X M WINNE.ET D.REG.15 Domain Proxy Blacklisted CBSD N/A )
(responseCode 101)
36 |61429| X | - M |WINNFFT.CREG.16 |UnSupportedSASprotocolversion PASS |-
(responseCode100)
Domain Proxy Unsupported
- 6.1.4.2.10 - X M WINNF.FT.D.REG.17 | SAS protocol version N/A -
responseCode 100)
3.7 [614211| X | - M | WINNF.FT.CRREG.18 %g;p Error (responseCode PASS |-
Domain Proxy Group Error
- 6.1.4.2.12 - X M WINNF.FT.D.REG.19 (responseCode 201) N/A -
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WINNF-TS-0122 TEST REPORT

Report No. : FGON1618

- |61431 C2  |WINNFFT.CREG20 |Category A CBSD location NA |-
Update
Unsuccessful Grant
3.8 6.3.4.2.1 M WINNF.FT.C.GRA.1 |responseCode=400 PASS -
(INTERFERENCE)
Unsuccessful Grant
3.9 6.3.4.2.2 M WINNF.FT.C.GRA.2 |responseCode=401 PASS -
(GRANT_CONFLICT)
Heartbeat Success Case
3.10 | 6.4.41.1 M WINNF.FT.C.HBT.1 (first Heartbeat Response) PASS -
Domain Proxy Heartbeat
- 6.4.4.1.2 M WINNF.FT.D.HBT.2 |Success Case N/A -
(first Heartbeat Response)
Heartbeat responseCode=105
311 |(6.4.4.21 M WINNF.FT.C.HBT.3 (DEREGISTER) PASS -
Heartbeat responseCode=500
3.12 | 6.44.2.2 M WINNF.FT.C.HBT .4 (TERMINATED_GRANT) PASS -
Heartbeat responseCode=501
3.13 | 6.4.4.23 M WINNF.FT.C.HBT.5 |(SUSPENDED_GRANT) PASS -
in First Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) )
3.14 | 6.44.24 M WINNF.FT.C.HBT.6 in Subsequent Heartbeat PASS
Response
Heartbeat responseCode=502
3.15 | 6.4.4.25 M WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) PASS -
Domain Proxy Heartbeat
- 6.4.4.2.6 M WINNF.FT.D.HBT.8 |responseCode=500 N/A -
(TEMINATED_GRANT)
Heartbeat Response Absent
3.16 | 6.4.4.3.1 M WINNF.FT.C.HBT.9 (First Heartbeat) PASS -
Heartbeat Response Absent
3.17 | 6.4.4.3.2 M WINNF.FT.C.HBT.10 (Subsequent Heartbeat) PASS -
SuccessfulGrantRenewalin
3.18 | 6.4.4.4.1 (0] WINNF.FT.C.HBT.11 HeartbeatTestCase PASS -
) Registration Response contains )
6.5.4.2.1 Cc4 WINNF.FT.C.MES.1 measReportConfig N/A
Domain Proxy Registration
- 6.5.4.2.2 Cc4 WINNF.FT.D.MES.2 | Response contains N/A -
measReportConfig
Grant Response contains
- 6.5.4.2.3 C5 WINNF.FT.C.MES.3 measReportConfig N/A -
- | 65424 C5  |WINNF.FT.C.MES.4 | Heartbeat Response contains NA |-
measReportConfig
Domain Proxy Heartbeat
- 6.5.4.2.5 C5 WINNF.FT.D.MES.5 | Response contains N/A -
measReportConfig
3.19 | 6.6.4.1.1 M WINNF.FT.C.RLQ.1 | Successful Relinquishment PASS -
Domain Proxy Successful
- 6.6.4.1.2 M WINNF.FT.D.RLQ.2 Relinquishment N/A -
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Report No. : FGON1618

3.20 | 6.64.2.1 X - O

WINNF.FT.C.RLQ.3

Unsuccessful Relinquishment,
responseCode=102

PASS

- 6.6.4.2.2 - X @)

WINNF.FT.D.RLQ.4

Domain Proxy Unsuccessful
Relinquishment,
responseCode=102

N/A

- 6.6.4.3.1 X - O

WINNF.FT.C.RLQ.5

Unsuccessful Relinquishment,
responseCode=103

N/A

- 6.6.4.3.2 - X @)

WINNF.FT.D.RLQ.6

Domain Proxy Unsuccessful
Relinquishment,
responseCode=103

N/A

321 | 67411 X - M

WINNF.FT.C.DRG.1

Successful Deregistration

PASS

- 6.7.4.1.2 - X M

WINNF.FT.D.DRG.2

Domain Proxy Successful
Deregistration

N/A

3.22 | 6.74.21 X - o

WINNF.FT.C.DRG.3

Deregistration
responseCode=102

PASS

- 6.7.4.2.2 - X o

WINNF.FT.D.DRG.4

Domain Proxy Deregistration
responseCode=102

N/A

- 6.7.4.3.1 X X O

WINNF.FT.C.DRG.5

Deregistration
responseCode=103

N/A

3.23 | 6.84.11 X X M

WINNF.FT.C.SCS.1

Successful TLS connection
between UUT and SAS Test
Harness

PASS

Note3

3.24 | 68421 X X M

WINNF.FT.C.SCS.2

TLS failure due to revoked
certificate

PASS

Note3

3.25 | 6.84.22 X X M

WINNF.FT.C.SCS.3

TLS failure due to expired server
certificate

PASS

Note3

3.26 | 6.8.4.23 X X M

WINNF.FT.C.SCS.4

TLSfailurewhenSASTestHarness
certificateisissue
by unknown CA

PASS

Note3

3.27 | 6.8.4.24 X X M

WINNF.FT.C.SCS.5

TLS failure when certificate at
the SAS Test
Harness is corrupted

PASS

Note3

328 | 71411 X X M

WINNF.PT.C.HBT

UUT RF Transmit Power
Measurement

PASS

Notel:
+ M: Mandatory for certification
+ O: Optional. Not required for certification.

+ C: Conditional. Mandatory if CBSD supports relevant functionality.
Note2: The unit under test type is CBSD without Domain Proxy and Conditional Test Case Definitions are C3.
Note3: The single-step registration tests are using waiver test cases since the device does not support sensing capabili.

Time Test for Getting Grant Summary

Trail Time limit Monitoring time Measured result Verdict |Remark
1 1 second 10 seconds 0.008 second PASS -
TEL : 886-3-656-9065 Page Number 6 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

Declaration of Conformity:
The test results with all measurement uncertainty excluded are presented in accordance with the regulation limits
or requirements declared by manufacturers.

Comments and Explanations:

The declared of product specification for EUT presented in the report are provided by the manufacturer, and the
manufacturer takes all the responsibilities for the accuracy of product specification.

Reviewed by: Sam Chen

Report Producer: Viola Huang
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WINNF-TS-0122 TEST REPORT

Report No. : FGON1618

1 General Description
1.1 Product Feature of Equipment Under Test

Product Feature of Equipment Under Test

EUT Type CPE-CBSD
Power Type From PoE
Category of EUT [] Category A

X] Category B
Professional Installation X Yes

[] No
EUT in Test ID [] EUT with Domain Proxy

X EUT without Domain Proxy
CBSD Hardware Version V1.0
CBSD Software Version V1.5.0.P0.2576 Build on: Jan 11 2021
CBSD Firmware Version 0.3.4.0

Note: The above information was declared by manufacturer.
1.2 Accessories
N/A

1.3 Support Equipment

Support Equipment

No. Equipment Brand Name Model Name FCC ID
A WLAN AP Netgear R7500 PY314300288
B Switch Panasonic Switch-S9GPWR N/A
C Notebook (BTS SAS) DELL E4300 N/A
D Notebook (CPE SAS) DELL E4300 N/A
E Desktop PC (EPC) Shuttle XH110G N/A
F | Base Transceiver Station Ruckus Q410 S9GQ410US01
G Notebook DELL E4300 N/A
H PoE GOSPELL G0720-240-100 N/A
TEL : 886-3-656-9065 Page Number . 8 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

1.4 Testing Location

Testing Location

[] [HWAYA |ADD : No. 52, Huaya 1st Rd., Guishan Dist., Taoyuan City, Taiwan (R.O.C.)
TEL : 886-3-327-3456 FAX : 886-3-327-0973
X |JHUBEI ADD : No.8, Ln. 724, Bo’ai St., Zhubei City, Hsinchu County 302, Taiwan (R.O.C.)
TEL : 886-3-656-9065 FAX : 886-3-656-9085
Test Condition | Test Site No. | Test Engineer | Test Environment (°C / %) Test Date
RF Conducted THO1-CB Jeff Wu 22-23.4 | 56-57 Jan. 25, 2021 ~ Jan. 26, 2021

Test site Designation No. TW0006 with FCC.
Test site registered number IC 4086D with Industry Canada.

TEL : 886-3-656-9065 Page Number ;9 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

2 Measurement Environment
Measurement Environment Information
Test Harness version 1.0.0.3
Operating System Microsoft Windows 7
TLS version 1.2
Python 2.7.16
2.1 Conditional Test Case
[]| C1 |Mandatory for UUT which supports multi-step registration message
Mandatory for UUT which supports single-step registration with no CPI-signed data in the registration
[]| C2 |message. By definition, this is a subset of Category A devices which determine all registration
information, including location, without CPI intervention.
Mandatory for UUT which supports single-step registration containing CPI-signed data in the
b | cs registration message.
Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement report
L1 ca type.
1| €5 |Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement report type.
01! cs Mandatory for UUT which supports parameter change being made at the UUT and prior to sending a
deregistration.

Notel: The above information was declared by manufacturer.

Note2: The PoE is for measurement only, would not be marketed.

PoE information as below:

Power Brand Model
PoE GOSPELL G0720-240-100
TEL : 886-3-656-9065 Page Number : 10 of 47
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2.2 Test Configuration

Test configuration without Domain Proxy Test configuration with Domain Proxy
TEL : 886-3-656-9065 Page Number 11 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

2.3 Standards

[n.1]. FCC KDB 940660 D02 CPE-CBSD Handshake Procedures v02
[n.2]. WINNF-TS-0122 Version 1.0.1, “Conformance and Performance Test Technical Specification; CBSD/DP as
Unit Under Test (UUT)”

2.4 Protocol test Procedure

The test cases for SAS<->CBSD protocol in [n.2] apply for CPE-CBSD device type. Following the [n.1], when
running the test cases in [n.2] for CPE-CBSD device type, verify that

1. CPE-CBSD can begin transmitting its RF only after receiving radio signal from its compatible BTS-CBSD.

2. For all CPE-CBSD RF transmissions, the CPE-CBSD UUT radio frequency range and bandwidth are less or
equal to the frequency range and bandwidth of its compatible BTS-CBSD.

3. Judging the last execution step appearing in [n.2] with “User data traffics” instead of “RF transmission.”

2.5 Time Test for Getting Grant Procedure

Use the WinnForum SAS Harness run test case WINNF.FT.C.GRA.1. Without answering the last question in
WINNF.FT.C.GRA.1 will keep UUT’s grant request being rejected, then measure the time.

TEL : 886-3-656-9065 Page Number 1 12 of 47
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WINNF-TS-0122 TEST REPORT

Report No. : FGON1618

3 Test Result of Protocol
3.1 WINNFFT.C.REG.S - Single-Step registration for CBSD with CPI
signed data
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
1 Authentication with SAS Test Harness
UUT is in the Unregistered state
Allofthe required and REG-Conditional parameters shallbe configured
and CPI signature provided
CBSD sends Registration request to the SAS Test Harness:
e Therequireduserld,fccldandcbsdSerialNumberandREG- Conditional
chsdCategory, airinterface, measCapability and cpiSignatureData
registration parameters shallbe sentfrom the CBSDand conformto
2 properformatandacceptable PASS --
ranges.
e Any optional registration parameters that may be included in the
message shallbe verifiedthatthey conformto proper
format and are within acceptable ranges.
e SASTestHarnesssendsaCBSDRegistrationResponseas follows:
3 — Cbsdld=C _ _
— measReportConfig shall not be included.
— responseCode =0
After completion of step 3, SAS Test Harness does not provide any
4 positiveresponse(responseCode=0)tofurtherrequestmessages from the -- --
UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3 iscomplete. Thisistheendofthetest. Verify: PASS -
e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065
FAX : 886-3-656-9085
Report Template No.: CB-A18_4 Verl.0

Page Number 1 13 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.2 WINNFFT.C.REG.8 - Missing Required parameters (responseCode
102)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does notinclude cbsdld
— responseCode =R

After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number : 14 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.3 WINNFFT.C.REG.10 - Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does notinclude cbhsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarness does notprovideany positive
4 response(responseCode=200)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number : 15 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.4 WINNFRFT.C.REG.12 - Invalid parameter (responseCode 103)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does notinclude cbhsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=103)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number ;16 of 47
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WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.5 WINNFFT.C.REG.14 - Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does notinclude cbhsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=101)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.6 WINNFRFT.C.REG.16 - Unsupported SAS protocol version
(responseCode 100)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and B B
Authentication with SAS Test Harness
e UUT s inthe Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 — SASresponse does notinclude cbsdld - ”
— responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=100)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e CPE-CBSD UUT shall not transmit user traffic
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3.7 WINNFFT.C.REG.18 - Group Error (responseCode 201)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT s inthe Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

— SASresponse does notinclude cbhsdld
— responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=201)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.8 WINNFFT.C.GRA.1 - Unsuccessful Grant responseCode=400
(INTERFERENCE)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdld=C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R
After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e CPE-CBSD UUT shall not transmit user traffic
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3.9 WINNFFT.C.GRA.2 - Unsuccessful Grant responseCode=401
(GRANT_CONFLICT)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS TestHarness, with -- --
cbsdld=C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R
Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=401)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065
FAX : 886-3-656-9085
Report Template No.: CB-A18_4 Verl.0

Page Number ;21 of 47
Issued Date . Feb. 04, 2021
Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.10 WINNFFT.C.HBT.1 - Heartbeat Success Case (first Heartbeat

Response)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfullywith SAS Test Harness, with -- --
chsdld=C
UUT sends a message:
2 e Ifmessageistype SpectrumInquiry Request,gotostep3,or - -

e |fmessageistype GrantRequest, gotostep 5

UUT sends Spectrum Inquiry Request. Validate:

3 e cbsdld =C PASS --
e ListoffrequencyRange objectssentby UUT arewithinthe
CBRS frequency range

SAS TestHarness sends a Spectrum Inquiry Response message, including
the followingparameters:

4 e cbsdld =C - -
e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sends Grant Request message. Validate:

e cbsdld =C
e maxEIRPisatorbelowthe limitappropriate forCBSD category _
5 . PASS
as defined by Part 96

e operationFrequencyRange,F,sentbyUUTisavalidrange
within the CBRS band

SAS Test Harness sends a Grant Response message, including the parameters:
e cbsdld =C

6 e grantld=G=avalid grantID -- --

e grantExpireTime=UTCtimegreaterthandurationofthetest

e responseCode =0

UUT sends a first Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

7 e chsdld =C PASS -
e grantld =G
e operationState =“GRANTED”

SAS TestHarness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
8 e grantld=G - h
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
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ForfurtherHeartbeat Requestmessages sentfrom UUT after completion
ofstep8,validatemessageissentwithinlatest specified
heartbeatinterval, and:

e cbsdld =C
e grantld=G
e operationState =“AUTHORIZED"

9 and SAS Test Harness responds with a Heartbeat Response message including PASS -
the following parameters:
e cbsdld =C
e grantld =G
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
Monitorthe RF outputofthe UUT from start oftestuntil UUT
transmission commences. Verify:
10 e UUTdoesnottransmitatanytimepriortocompletion of the first PASS _

heartbeatresponse

e UUTtransmitsafterstep8iscomplete,anditstransmission
is limited to within the bandwidth range F.
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3.11 WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED state andistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correctly, including:
2 e cbsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
3 e chsdld=C
e grantld=G - -
e transmitExpireTime=T=CurrentUTCtime
e responseCode=105(DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the RF output of the UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T + 60 .
5 PASS
seconds) of
completion of step 3
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3.12 WINNF.FT.C.HBT.4 - Heartbeat responseCode=500
(TERMINATED_GRANT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

e UUThasregisteredsuccessfullywithSAS TestHarness

e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 e cbsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
3 e chsdld=C
e grantld=G - -
e transmitExpireTime=T=currentUTCtime
o responseCode=500(TERMINATED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the RF output of the UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T + 60 .
5 PASS
seconds) of
completion of step 3
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3.13 WINNF.FT.C.HBT.5 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in First Heartbeat Response

# Test Execution Steps Results

Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinGRANTED, butnotAUTHORIZED state (i.e.hasnot
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

2 e cbsdld =C PASS -
e grantld=G
e operationState ="GRANTED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C

e grantld =G

e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any
further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:

e cbsdid =C
e grantld=G
5 e operationState ="GRANTED” PASS --

B. UUT sends a Relinquishment request message. Ensure message
is correctly formatted with parameters:

e cbdsld =C

e grantld =G
Monitor the RF output of the UUT. Verify:

e UUT does not transmit at any time
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3.14 WINNF.FT.C.HBT.6 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in Subsequent Heartbeat Response

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinAUTHORIZED state andistransmittingwithinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C PASS
e grantld=G
e operationState =“AUTHORIZED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C
3 e grantld=G ” -
e transmitExpireTime =T = current UTC time
e responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
e cbsdld =C
e grantld =G
e operationState =“GRANTED”
5 B. UUT sends a Relinquishment Request message. Ensure message PASS -
is correctly formatted withparameters:
e chdsld =C
e grantld =G
Monitor the RF output of the UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T +60
seconds) of
completion of step 3
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3.15 WINNFFT.C.HBT.7 - Heartbeat responseCode=502
(UNSYNC_OP_PARAM)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:

2 e cbsdid=C PASS -
e grantld =G
e operationState ="AUTHORIZED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

3 e chsdld=C
e grantld=G - -
e transmitExpireTime=T =CurrentUTC Time
e responseCode = 502 (UNSYNC_OP_PARAM)
After completion of step 3, SAS Test Harness shall notallow any further
4 - -
grants to the UUT.
Monitor the SAS-CBSD interface. Verify:
e UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chdsld=C
5 O grantld=G PASS -
Monitorthe RFoutputofthe UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T+60)
seconds of
completion of step 3.
TEL : 886-3-656-9065 Page Number : 28 of 47
FAX : 886-3-656-9085 Issued Date . Feb. 04, 2021

Report Template No.: CB-A18_4 Verl.0 Report Version : 01



WINNF-TS-0122 TEST REPORT

Report No. : FGON1618

3.16 WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)

# Test Execution Steps Results
Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinGRANTED, butnotAUTHORIZED state (i.e. has not
performed its first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdid=C PASS -
e grantld =G
e operationState ="GRANTED”
3 After completion of Step 2, SAS TestHarness does notrespondto any _ _
furthermessagesfromUUT tosimulateloss of network connection
Monitorthe RFoutputofthe UUT from start oftestto 60 seconds after step 3.
Verify:
4 . . . PASS -
e Atanytimeduringthetest, UUT shallnottransmiton RF
interface
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3.17 WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent
Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTIisinAUTHORIZED state andistransmitting withinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C

e grantld =G

e operationState ="AUTHORIZED”

PASS --

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C

3 e grantld=G - ”
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0

4 After completion of Step 3, SAS Test Harness does not respondto any _ _

further messages fromUUT

Monitor the RF output of the UUT. Verify:

e UUT shallstopalltransmission on RF interface within
5 . - i PASS
(transmitExpireTime+60seconds), usingthe
transmitExpireTime sent in Step 3.
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3.18 WINNF.FT.C.HBT.11 - Successful Grant Renewal in Heartbeat Test

Case
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywith SAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantisfor frequency range F, power P
1 e UUTisinAUTHORIZED stateandistransmittingwithinthe grant - -
bandwidth F on RF interface.
e Granthasthe following parameters atthe start of the test:
O grantExpireTime=UTCtime equaltotime at start of test + 300
seconds =Tgrant_expire
O transmitExpireTime=UTCtime equaltotime at startof test + 200
seconds
O heartbeatinterval = 60 seconds
UUT sends a Heartbeat Request message.
2 If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else - -
go to Step 3.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:
3 e chsdld =C PASS -
e grantld =G
e operationState ="AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the
following parameters:
e chsdld=C
4 e grantld =G - -
e transmitExpireTime=current UTC +200seconds
e grantExpireTime=sameas Step 1
e responseCode =0
5 Go to Step 2 -- --
Verify Heartbeat Request message is sentwithin the latest specified
heartbeatinterval, and is formatted correctly, including:
e cbsdld =C
6 e grantld =G PASS -
e operationState ="AUTHORIZED”
e grantRenew =TRUE
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SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
7 e grantld =G - -
e grantExpireTime=UTC time setfarinthe future

e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0

ContinuetorespondtoanysubsquentHeartbeatRequestfromCBSD with
Heartbeat Response with the following parameters:

e cbhsdid =C
8 e grantld=G N -
e transmitExpireTime =same as Step 7
e responseCode =0
Monitor RFtransmissionof UUT fromstartoftestuntil Tgrant_expire
9 +60 seconds and ensure UUT continuesto transmit throughout the time PASS --
period.
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3.19 WINNFFT.C.RLQ.1 - Successful Relinquishment

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -
e UUT hasreceived avalid grantwith grantld=G
e UUTisin Grant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertorelinquishUUT Grantfromthe SAS TestHarness

UUT sends a Relinquishment Request message. Verify message contains all

required parameters properly formatted, and specifically:

2 e chsdld =C PASS -

e grantld =G

SASTestHarnessshallapprovetherequestwithaRelinquishment Response
message with parameters:

3 — cbsdld =C - -
— grantld =G
— responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request -- --
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTshallstop RFtransmissionatanytime betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
reguest
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3.20 WINNF.FT.C.RLQ.3 - Unsuccessful Relinquishment,
responseCode=102

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C -- --

e UUT hasreceived avalid grantwith grantld=G

e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
InvoketriggertoRelinquishUUT Grantfromthe SAS TestHarness
UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:
e chsdld =C

e grantld =G
SAS Test Harness shall send a Relinquishment Response message with parameters:
e cbsdld =C
e Nograntld

e responseCode =R
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.
Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

5 e UUTstoppedRFtransmission atanytime betweentriggering the PASS -
relinquishmentand UUT sendingtherelinquishment
reqguest
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3.21 WINNF.FT.C.DRG.1 - Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -
e UUT hasreceived avalid grantwith grantld=G

e UUTisin Grant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives
Relinquishment response with responseCode=0

UUT sends Deregistration Requestto SAS TestHarness with chsdld=
C

SASTestHarnessshallapprovetherequestwithaDeregistration Response
message with parameters:

e chsdld =C
e responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
5 response (responseCode=0) to further request -- --
messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step4discomplete. Thisistheendofthetest. Verify:

e UUTstoppedRFtransmissionat any time between triggering
6 the deregistration and either A OR B occurs: PASS -

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.22 WINNF.FT.C.DRG.3 - Deregistration responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e  UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness
e UUT hassuccessfully registered with SAS TestHarness, with
1 cbsdld=C - -
e UUT hasreceived avalid grantwith grantld=G
e UUTisinGrant State AUTHORIZED and is actively

transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS TestHarness with cbsdld= _ _
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nochsdld - -

e responseCode =102

After completion of step 3, SAS Test Harness will not provide any positive
5 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RFoutputofthe UUT fromstartoftestuntil60seconds after Step4is
complete. Thisisthe end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering
6 the deregistration and either AOR B occurs: PASS --

A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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3.23 WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and
SAS Test Harness

# Test Execution Steps Results

e  UUT shall start CBSD-SAS communication with the security procedure

e The UUT shall establish a TLS handshake with the SAS Test Harness
1 using configured certificate. PASS --

e Configurethe SAS TestHarnessto acceptthe security
procedure and establish the connection

e Make sure that Mutual authentication happens between UUT and
the SAS Test Harness.

e MakesurethatUUT uses TLSv1.2
e Makesurethatciphersuitesfromoneofthefollowing is

selected,
2 e TLS RSA_WITH_AES 128 GCM_SHA256 PASS -
e TLS _RSA _WITH_AES 256 _GCM_SHA384
e TLS ECDHE_ECDSA WITH AES 128 GCM_SHA256
e TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384

e TLS ECDHE_RSA_WITH_AES_128 GCM_SHA256

Asuccessfulregistrationisaccomplishedusingoneofthetest cases described in
section 6.1.4.1, depending on CBSD capalbility.

3 e UUTsendsaregistrationrequesttothe SAS TestHarnessand the SAS PASS -
TestHarness sendsaRegistration Response with
responseCode = 0 and chsdld.

Monitor the RF output of the UUT from start of test until 60 secondsafter
4 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number : 37 of 47
FAX : 886-3-656-9085 Issued Date . Feb. 04, 2021
Report Template No.: CB-A18_4 Verl.0 Report Version : 01



WINNF-TS-0122 TEST REPORT Report No. : FGON1618

3.24 WINNF.FT.C.SCS.2 - TLS failure due to revoked certificate

# Test Execution Steps Results
e UUTshallstartCBSD-SAScommunicationwiththesecurit
1 y PASS -
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythevalidity ofthe server certificate. PASS -
e Make surethat Mutual authentication does not happen

between UUT and the SAS Test Harness.
3 UUT may retry for the security procedure which shall fail PASS --
SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.25 WINNFRFT.C.SCS.3 - TLS failure due to expired server certificate

# Test Execution Steps Results
e UUTshallstartCBSD-SAScommunicationwiththesecurit
1 y PASS -
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythe validity oftheserver certificate. PASS -
e Make surethat Mutual authentication does not happen

between UUT and the SAS Test Harness.
3 UUT may retry for the security procedure which shall fail. PASS --
SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.26 WINNF.FT.C.SCS.4 - TLS failure when SAS Test Harness certificate is
issued by an unknown CA

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS -
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythe validity ofthe server certificate PASS -
e Make surethat Mutual authentication does not happen

between UUT and the SAS Test Harness.
3 UUT may retry for the security procedure which shall fail. PASS --
SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.27 WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test
Harness is corrupted

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS -
procedures
e MakesurethatUUTuses TLS v1.2for security establishment.
e Make sure UUT selectsthe correct cipher suite.
2 e UUTshalluse CRLor OCSPtoverifythe validity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.28 WINNF.PT.C.HBT - UUT RF Transmit Power Measurement

Iltems Parameters

Maximum rated power (EIRP, dBm/MHz) 37dBm/MHz

Transmit dynamic range (EIRP, dBm/MHz)  [1dB increments from 27 dBm/MHz to 37 dBm/MHz (11 steps)

Occupied bandwidth (OBW) 10MHz
maxEirp values 37 dBm/MHz
C
2
D
3
A 17 ; — 1 — E
5
F % % EUT — 6 — G

Spectrum

Iltem | Connection |Shielded | Length
1 RJ-45 cable No 1.5m
2 RJ-45 cable No 1.5m
3 RJ-45 cable No 1.5m
4 RJ-45 cable No 1.5m
5 RJ-45 cable No 1.5m
6 RJ-45 cable No 1.5m

Note: To ensure EUT transmits with full power across the Bandwidth during the on duration of duty cycle, EUT is

running maximum traffic during the test.
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Spectrum Analyzer Setting Parameters
Center Frequency 3655MHz
Frequency Span 20MHz
RBW / VBW 1MHz / 3MHz
Channel Power Meas Bandwidth 10MHz
Sweep Time ims

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e  UUT has successfully completed SAS Discovery and
Authentication withthe SAS TestHarness

e UUT hasregistered withthe SAS, with CBSD ID=C

e UUT hasasingle valid grant G with parameters {lowFrequency
= FL, highFrequency = FH, maxEirp = Pj}, with grant in

AUTHORIZED state, and grantExpireTime set to a value far past the

duration of this test case

Note:inorderfortheUUTtorequestagrantwiththeparameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to
provide appropriate guidance in the availableChannel object ofthespectruminquiry
responsemessage,andtheoperationParam objectofthegrantresponsemessage.
Alternately,theUUTvendor may providethe abilitytosetthose parametersonthe

UUTsothat
the UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat
Request/Response cycles, which continues untilthe otherteststeps are
complete. Messaging for each cycle is as follows:
e UUT sends Heartbeat Request, including:
O chsdld =C
O grantld =G
e  SAS Test Harness responds with Heartbeat
Response, including:
cbsdld =C
grantld =G
transmitExpireTime=currentUTCtime +200seconds
responseCode =0

O0O0O0O0
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Tester performs power measurement on RF interface(s) of UUT, and verifiesit
complies with the maxEirp setting, Pi. The RF measurement methodisoutofscope
ofthisdocument, butmayinclude additional configurationofthe UUT,asrequired,
tofulfiltherequirementsofthe power measurement method.

3 PASS -
Note:itmayberequiredforthevendortoprovideamethodor configurationto
bringthe UUTtoamodewhichisrequiredbythe measurement methodology. Any
such mode is vendor-specific and
dependsuponUUTbehaviorandthemeasurementmethodology.

Conducted PSD

Bandwidth | Antenna Gain maxEirp |Grant maxEirp

Frequency Port 1 Result
(MHz) (dBi) (dBm/MHz) (dBm/MHz) (dBm/MHz)

3655MHz 10 16 8.824 24.82 37 PASS
3655MHz 10 16 3.019 19.02 32 PASS
3655MHz 10 16 -4.543 11.46 27 PASS
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4 Test Result of Time Test for Getting Grant

Refer as Appendix D
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5 Test Equipment and Calibration Data

Instrument Brand Model No. Serial No. Characteristics Calibration Calibration Remark
Date Due Date
. . Conducted
Signal analyzer | Keysight N9020A MY55400138 | 10 Hz up t0.26.5 GHz | Jan. 13, 2021 | Jan. 12,2022 | o ooy
RF Cable-high |  Woken RGA02 | High Cable-06 | 1GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 goggf%%‘;'
RF Cable-high |  Woken RG402 | High Cable-07 | 1GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 goggf‘é%‘;'
RF Cable-high Woken RG402 High Cable-08 | 1GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 (CToggf_%%‘;
RF Cable-high Woken RG402 High Cable-09 | 1 GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 (CToggf_CCteB‘;
RF Cable-high Woken RG402 High Cable-10 | 1 GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 (CTO}j‘gf_CCteB‘;
RF Cable-high Woken RG402 High Cable-30 | 1 GHz-26.5GHz | Oct. 05,2020 | Oct. 04, 2021 gl'oHng]l.J%eB(;
RF Power Divider | Woken 4 Way THO1-DV-01 1GHz ~ 6GHz Oct. 05, 2020 | Oct. 04, 2021 goggf_cct%‘;
RF Power Divider | Woken 2 Way THO1-DV-02 1GHz ~ 6GHz Oct. 05, 2020 | Oct. 04, 2021 goﬁgf_%%‘;'
Note: Calibration Interval of instruments listed above is one year.
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6 Measurement Uncertainty

Test ltems

Uncertainty

Remark

Conducted Emission

2.4 dB

Confidence levels of 95%
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RF measurement plot for WINNF.PT.C.HBT Test Case ID
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RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp 37
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RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp 32
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RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp 27
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Wireshark Plots for WINNF.FT.C.SCS.1 Test Case ID
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Wireshark Plots for WINNF.FT.C.SCS.2 Test Case ID
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Wireshark Plots for WINNF.FT.C.SCS.3 Test Case ID
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Wireshark Plots for WINNF.FT.C.SCS.4 Test Case ID
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Wireshark Plots for WINNF.FT.C.SCS.5 Test Case ID
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CRL and OCSP Verify Plots for WINNF.FT.C.SCS.2 Test Case ID

M 2

- x
Ele Edit View Go Capture Analyze Statistics Telephony Wirelsss Tools Help
An: 0 I BREcec=giE[Eaaan
[ Jipaddr = 182 168.1 8 & hip [X] -]+
Mo Time Source Destination Protacal Length  Info

1922 164.924806  192.168.1.8 192.168.1.5 HTTP [ 484IGET fcrlserver.crl HTTP/1.8
:.: 1925 165.084093  192.168.1.5 192.168.1.8 HTTP 1195 HTTP/1.1 200 OK

Frame 1922: 184 bytes on wire (832 bits), 184 bytes captured (832 bits) on interface \Device\NPF_{49FF91AB-1282-41A6-98F2-2ACBBB4377D5}, id @
Ethernet II, Src: Shuttle d6:79:2e (8@:ee:73:d6:79:2e), Dst: Dell cb:86:b8 (@@:26:bI:cb:86:b8)

Internet Protocol Version 4, Src: 192.168.1.8, Dst: 192.168.1.5

Transmission Control Protocol, Src Port: 42995, Dst Port: 8@, Seq: 1, Ack: 1, Len: 58

GET /crlserver.crl HTTP/1.8\r\n

Host: 192.168.1.5\r\n

\r\n

[Full request URI: http://192.168.1.5/crlserver.crl]
[HTTP request 1/1]

[Response in frame: 1925]

() 7 Hypertext Transfer Protocol hitp), 50 byte(s) Packets: 6434 - Displayed: 2 (0.0%) - Drapped: 0 (0.0%) Profile: Default
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Time Test for Getting Grant Plots

Appendix D

1 second within any 10-second period

Spectrum Analyzer

Calculated Result

The sum of On Time (aggregated time from marker 1 to 2): 0.008s < 1s = PASS
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Test Photos Appendix E

1. Photographs of Test Configuration

— THE END——
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