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1. BLE Module Spec

1.1 Overview
— This module performs the function of connecting the locks by Passtech with BLE 4.1 or its

more recent versions.

1.2 Composition

1. GND

2. VCC 3.3

1. TXD
2. RXD
3. SWDIO
4. SWVLK
5. BLE_ON
6. I0_OUT
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1.3 Specification

- Operating Frequency : 2.4~2.4835Ghz
-93dBm sensitivity in Bluetooth® low energy mode : BLE 4.1

250 kbps, 1 Mbps, 2 Mbps supported data rates
TX Power -20 to +4 dBm in 4 dB steps
RSSI (1 dB resolution)

- ARM® Cortex™-MO0 32 bit processor

- 256 kB embedded flash program memory

- 16 kB RAM

- Serial Wire Debug (SWD)

- Operation Voltage DC 3.3V

- UART 38400bps Interface

- Wake up I/0 2EA

1.4 Communication Protocol And Packet
1) Data Flow

- Advertising Start

Mobile Phone Front Main
Wake up
i "M" + "I" + locker ID
— "M" + "I" + locker ID
ADV start with locker ID

- Card Registration

Mobile Phone Front Main
m' + 't + phone sm -
S ACK/NAK (BCC)
"m" +'r' + phone sm ——
e "M" + 'R' + Card Data
——— "M+ 'R + Card Data
ACK/NAK -
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- BLE Phone use

--“

m' + 'i' + phone srn

ACK/NAK (BCO)
"m" + 'i' + phone srn
“M" + 'O - Card Data
request cmd
"M" + 'O' - Card Data

request cmd
ACK/NAK ——
Mobile Phone Front Main
m' + "o" + Card Data —— ACK/NAK ——
—— "m"+ ‘0" + Card Data ——

e "M" + "O" + OK/NG + Locker

— "M" + "O" + OK/NG + Locker
ACK/NAK —=—

2) Packet Format

0x02(1) | DATALEN(1) | CMD(1) DATA(LEN) 0x03(1) | OxHH(1)

STX (1) 1 0x02

LEN (1) : 0x00~0xFF

CMD (1) : Command Code
DATA (LEN) : Data

ETX (1) - 0x03

BCC (1) : STX ~ ETX 7}A] ~ (Exclusive OR) Value
3) IC Control Command
- ADVERTISING START

CMD (1) : I
TEXT
CMD (1) TERMINAL ID(5)

NORMAL MODE : TERMINAL ID = LOCKER ID
REGISTER MODE : TERMINAL ID = "REGIS"
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- BLE CHIP POWER ON/OFF

CMD (1) : P
TEXT
CMD (1) STATE (1)

STATE (1) - ON "1" OFF "2"

- BLE SETTING CMD

CMD (D) : S
TEXT
CMD (1) S&F () STATE (1)
FH A

STATE (1) - T (stop)

4) Card Data Command
- CARD REGISTER REQUEST

CMD (1) : R
TET CIPHERTEXT T8I
from to | Assign Locker ID | G 0 lockerin o reseved
71E 0l (487, Z N2 ke Al 9 5 &
(1) e | T . pp— tE Ol g2 | EAEYe) | ASAZYT) |ADED|  KEYBED) m

- CARD DATA RESPONSE
CMD (1) : o
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TEXT

CIPHERTEXT

TEXT

(| EAA%06 | HEHAZR

712 G0/5 (48+2)

Z Ag%te)

71E Al2%7#)

ADE2)

KEY B(6°2)

reseved

B

- CARD REGISTER RESPONSE
CMD (1) : r

TEXT

CMD (1)

= Al2lE(16)

- CARD DATA REQUEST
CMD (1) : O

TEXT

J

CMD (1)

0x20 (14)

TEXT

CMD (1)

OK/NG (2)

Locker ID (5)

0x20 (7)
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FCC compliance Information

FCC Information to User

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one of the following measures:

» Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

» Consult the dealer or an experienced radio/TV technician for help.

Caution
Modifications not expressly approved by the party responsible for compliance could void the user’s authority

to operate the equipment.

FCC Compliance Information : This device complies with Part 15 of the FCC Rules. Operation is subject to

the following two conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation

Including interference that may cause undesired operation. Modifications not expressly approved by the

manufacturer could void the user’s authority To operated the equipment under FCC rules. To satisfy FCC

exterior labeling requirements, the following text must be placed on the exterior of the end product.
Contains Transmitter Module FCC ID : W6YBLE100

CAUTION : This device and its antenna(s) must not be co-located or operated in conjunction with any other

antenna or transmitter. End users cannot modify this transmitter device. Any unauthorized modification could

void the user’s authority to operate this device.

IMPORTANT NOTE:

FCC RF Radiation Exposure Statement:

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 centimeters between the
radiator and your body.This transmitter must not be co—located or operating in conjunction with any other

antenna or transmitter.
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This device is intended only for OEM integrators under the following conditions:

1)The transmitter module may not be co—located with any other transmitter or antenna,

2)OEM shall not supply any tool or info to the end—user regarding to Regulatory Domain change.

As long as 2 conditions above are met, further transmitter test will not be required. However, the OEM
integrator is still responsible for testing their end—product for any additional compliance requirements

required with this module installed (for example, digital device emissions, PC peripheral requirements, etc.).

IMPORTANT NOTE: In the event that these conditions can not be met (for example certain laptop
configurations or co—location with another transmitter), then the FCC authorization is no longer considered
valid and the FCC ID can not be used on the final product. In these circumstances, the OEM integrator will
be responsible for re—evaluating the end product (including the transmitter) and obtaining a separate FCC
authorization.

Manual Information To the End User The OEM integrator has to be aware not to provide information to the
end user regarding how to install or remove this RF module in the user’s manual of the end product which
integrates this module. The end user manual shall include all required regulatory information/warning as
show in this manual.
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