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1 Introduction

With the Universal Bluetooth Smart Card Reader, Apriva introduces mobile smart card
readers to the Pocket PC platform with secure, wireless technology. This document
covers the installation, paring and operation of the Apriva Smart Card Readers, models
BT100 and BT200. Most questions regarding the Apriva Readers are covered in this
manual, but the user can contact Apriva Customer Support should they have any further
questions or problems.

Email: SCRSupport@Apriva.com
Phone: 866-277-9478
Fax: 480-421-1211

1.1 Background

DoD PKI enablement requires the use of Smart Cards and card readers. Mobile Smart
Card readers present many barriers to PKI enablement. The Apriva readers support
Smart Card operations with a unique design.

Apriva designed the Universal Bluetooth Smart Card Reader to address a number of
real-world, operational requirements:

1. Provide strong security to mitigate all Bluetooth security threat vectors,
including enforced lockdown of all normal Bluetooth services in the handheld.

2. Usable without complex configuration and setup procedures.

3. Include a FIPS 140-2 Level 3 crypto module to encrypt all wireless links.

4. No requirement for a cable connection except for occasional tethered pairing
operations and charging.

5. Rechargeable battery life up to a month with normal use.
6. Stowable in a briefcase or purse and still able to operate at full speed.

7. Assure zero RF emissions when the card is removed and trusted firmware
loaded.

8. Include a high quality soft landing card reading mechanism to limit connection
pad abrasions on the BT100.

9. Reader cases available to support wearable lanyard configuration.

10. Reader designed to also function as a USB Notebook Smart Card Reader
when necessary to avoid bringing two readers on trips in support of a notebook
and a PDA.

1.2 Operational Warning and Conditions

In accordance with FCC and IC requirements, the Apriva Smart Card Reader operation
is subject to the following two conditions: (1) this device may not cause interference,
and (2) this device must accept any interference, including interference that may cause
undesired operation of the device. Any changes or modifications to the device not
expressly approved by Apriva voids the user’s authority to operate the reader.
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2 Operations

The Apriva BT100 and BT200 are designed for easy plug and play operation. After the
initial tethered pairing with your device, operation of the reader is as simple as inserting
a Smart Card.

Users only have five operational concerns:

1. Charging the unit’s internal, rechargeable Li-ion+ battery when required using the
jack labeled PC.

2. Performing a one time tethered pairing to connect the card reader to a given device
and begin secure wireless operations using the jack labeled PDA.

3. Inserting a Smart Card to turn on the BT100 and begin normal S/MIME email or
other operations. The BT200 has an ON/OFF switch to enable leaving the card in the
reader.

4. Removing the Smart Card to turn the BT100/200 off ensures zero RF emissions.
Turning off the BT200 with the switch also ensures zero RF emissions.

5. The Smart Card Reader should be kept within 25 feet of the handheld unit. Effective
Bluetooth distances will vary depending on wall materials.

Tethered USB connections to a handheld should be used only for pairing
Note | or emergency power for the PDA. Per the USB specification, up to 500ma
can be drawn from the BT100/200 to the handheld to charge the
handheld’s battery. In other words, if the handheld unit’s battery is low, it
can materially affect the BT100/200 battery life if the USB connection is sustained
beyond the quick pairing operation.

--". »
Figure 1 — BT100 and BT200 Universal Bluetooth® Smart Card Reader
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2.1 Pairing

Before the reader can be used with a device, a passkey exchange procedure must be
performed. For optimum security, only a tethered connection using the USB cable is
supported for this pairing. Ad-hoc pairing via Bluetooth can be performed after the initial
exchange. Each passkey exchange generates new RSA keys for the link between the
reader and handheld devices. The RSA keys are used to authenticate the devices to
each other and protect the exchange of session keys while providing strong AES-256
encryption.

To pair with the Sensa Secure Mobile Email System for the first time after a Sensa
client installation, use the following steps:

1. Install the Sensa client on the PDA by running the appropriate .CAB file. After
the install, the handheld will software reset and the Sensa Guard data-at-rest PIN
pad will be displayed. Sensa Guard is now configured for a tethered, USB pairing
process.

2. Connect the BT100/200 to the handheld with the USB cable and supplied
adapter. Make sure you are using the PDA jack on the BT100/BT200.

3. Insert your Smart Card (Press the ON/OFF switch on the BT200) and enter
your Smart Card PIN to unlock the handheld unit.

4. On the handheld, open the Start menu and select the Programs shortcut.
Locate and run the Sensa Ultility program.

A. Select the Smart Card Reader button.

Change Certificate |

Deactivate Sensa

I

I |
| Update Sensa |
| Network Test |
I |

Smart Card Reader

Figure 2 — Selecting Smart Card Reader Button

B. Select USB (the default) and then the Pair button. The tethered pairing
operation will take 40-60 seconds to complete.
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Apriva Smart Card Reader

Reader Connection — 8

@i
O sluetecth

Mote: You must pair with a USE
connection before using Blustooth,

I Test Connection |

Connection | Details | Power | version
Refresh [=E]

Figure 3 — Selecting USB and Pairing Button

C. Upon display of a “Pairing Complete” message, select OK to close the
message box and select the connection method Bluetooth.

Do not remove the cable or Smart Card until the hourglass disappears. If
Note you do, you will have to repeat the pairing process for proper transition to
Bluetooth operations.

/ 4 | settings @, ¥ ¢ / ¢ | settings © T ¢ bk
Apriva Smart Card Reader Apriva Smart Card Reader
Reader Connection Reader Connection
{uss
Bluetooth Pairing f @) Bluetocth| [ Par |
Pairing cornplete, You may Mote: You must pair with a USE
now Use Bluetooth to connection before wsing Bluetooth.
connect to your reader,
| | Test Connection |
Connection | Details | Power | Yersion Cﬂnnecl:innl Details i Power |\p‘er$1m
Refresh E Refresh =

Figure 4 — Pairing Complete and Bluetooth Connection Selection

D. Disconnect the USB cable.

E. The reader is now ready for wireless operations. When a Smart Card
is inserted and the reader is turned on, the reader will be available for
Bluetooth operation.
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Note There are no RF emissions once the Smart Card is removed. This is also
true when the BT200 is turned off with the ON/OFF switch.

2.2 Testing the Smart Card Reader

The Smart Card Reader button within the Sensa Utility program takes you to the
control panel where you can verify the operational status. The Test Connection button
tests the basic USB or Bluetooth communications with the Smart Card Reader as well
as the internal reader components. If all components do not indicate “Pass,” the Smart
Card Reader must be replaced.

/g |settings T 2 ¥ 4 Bk g |settings T Y ¢

Apriva Smart Card Reader Apriva Smart Card Reader Apriva Smart Card Reader

Reader Connection Reader Connection Reader Connectian

Cuse
@®) Bluetooth Bluetooth Pairing
Note: You must pair with a USE @ Please make sure reader is ;
: ; Connection to smart card
connection before using Blustooth, attached and powered on reader i working,

before pairing,

Connecl:innl Details IPower |Vars|m Connection | Details | Pawer | “ersion ConnEcliDnl Details fPawer |Version
Refresh B Refresh B Refresh =)

ure 5 — Smart Card Reader Test Buttons and Resu

There are three additional tabs at the bottom of control panel. “Details” and “Power” will
display miscellaneous reader information, and the “Version” tab will display the current
reader firmware version and a method to update it from an Apriva supplied .bin file.

Apriva Smart Card Reader Apriva Smart Card Reader Apriva Smart Card Reader
Reader Infa Battery Level
Copyright!  Zopyright (c) 1999-2007 AP| [ 7%, 4004 mY
Version: v03.21.02 14-Feb-2007
Serial #: 38-0000005

Reader Diagnostics

Low prgrm:  Pass  Bluetooth: Pass
High prarm:  Pass  HSM: Pass
Prarms linked: Pass

Reader Firmweare Signatures

Signatures:

[ Werify Signatures |

Reader
Vetsion: v03.21,02 14-Feb-2007

| Update

Connection | Detais | Power [ version | Connection | Details | Power | version Connectian | Detais | Power [ version
8 et

Fiure 6 — Smart Card Re Test Buttons and Results
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2.3 Security Impact

After installing Sensa on a handheld, all normal Bluetooth services are actively policed
and disabled to pass Government security validations. In other words, Bluetooth
earpieces, discovery, file transfer, etc. will cease to operate after Sensa is installed.
These services can not be re-installed or enabled. The convenience of secure, wireless
Smart Card Reader operations would not be possible without these lockdowns.

2.4 LED Indicator Summary

Figure 7 summarizes all of the available status indicators. The primary purpose of the
LED indicators is to provide visual clues for the battery status.

Action

LED Indicator

Meaning

When card is first
inserted (initial 4
seconds)

Solid GREEN

Battery over 75% charged,
ready for card operations

Flashing GREEN every 4
seconds

Battery between 25% and
75%, ready for card
operations

Solid RED

Battery less than 25%
charged, user should
charge immediately

Card Inserted 4 or more
seconds

Flashing GREEN every 4
seconds

Battery over 25% charged,
ready for card operations

Flashing RED every 4
seconds

Battery less than 25%
charged, ready for limited
card operations, user
should charge

Flashing GREEN or RED
every 1 second

Connection between device
unit and reader is
established, ready for card
operations

PC/ USB Cable Solid GREEN Reader is in charging state,

Connected no card operations are
possible

Card/Charge Cable GREEN and RED flash The reader is powered off

Removed once and transmitting zero RF

emissions

Figure 7 — LED Indicator Summary
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If the BT100/200 LED indicators are not illuminated after turning the power
Note | button on, this means the reader will need to be charged. Charge the
reader for at least 1 hour. The user will need to insert a Smart Card to
view the LED indicators and verify the reader has been charged.

2.5 Emergency Battery Operations

The BT100/200 can be used to charge the handheld’s battery in an emergency. Simply
attach the USB cable between the BT100/200 PDA jack the handheld — the same as for
tethered pairing. This could enable an important last call on the handheld when the
handheld’s battery is extremely low. This will of course, substantially reduce the
reader’s battery life since up to 500ma can be drawn by the handheld.

3 Maintenance

Storage of the BT100/200 can be in a purse, briefcase, or on a lanyard as long as it is
within close proximity of the handheld. If you store the BT100/200 in a purse or
briefcase, make sure it is reasonably secure and will not be crushed. The plastic case is
designed for good strength; however, care is suggested.

3.1 Checking the Battery

Insert a Smart Card and observe the LED indicator lights (see Figure 7 under the LED
Indicator Summary section of this document). A green LED for a few seconds indicates
a battery with a good charge. A solid red LED indicates that the battery charge is low.
With a low charge, the reader may still be used, but should be recharged within the next
few days. The battery should last at least a month with typical operations.

The Control Panel can display the battery voltage. For example 4004mv =
Note 4.004 volts. A fully charged Li-ion+ battery will measure between 4.1 and
4.2 volts.

3.2 Charging the Battery

Using the supplied cable, insert the Mini-B USB plug into the Smart Card Reader jack
labeled PC. Connect the other end to a notebook/desktop with a USB port. The green
LED will light continuously with occasional quick flashes to indicate the Smart Card
Reader is charging.

The internal Lithium lon battery charger works as follows:

1. A fast charge mode is in effect until the battery reaches an 80% charge state.
2. After 80%, the battery is charged with a slow rate of charge.

Use the following guidelines for charging the reader:

e From 0% to 100% - 2 hours
e From 0% to 80% - 1 hour
e From 80% to 100% - 1 hour
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Note | All reader operations are disabled while charging. You must remove the
charge cable and insert a Smart Card to continue normal operations.

3.3 Updating Firmware

The Sensa Utility program supports Smart Card Reader software updates in the field.
Factory exchanges are not required should a firmware update be required.

If the reader was previously paired with a handheld unit, the pairing is not affected by
the software update process — no re-paring is required. You must, however, switch the
reader connection to USB before performing the software update and then switch it
back to Bluetooth to continue normal operations. If you are operating the Smart Card
Reader in a tethered-only mode, you do not have to anything since you are already in a
USB connection mode.

1. Connect the BT100/200 to the handheld with the USB cable and supplied
adapter. Insert a Smart Card to ensure the reader is powered on.

2. On the handheld, run the Sensa Ultility program using the Programs shortcut.
A. Select the Smart Card Reader button.
B. Select USB reader connection button.

3. Select the Version tab. Then, select the Update button.
o 1:16 ok

Apriva Smart Card Reader

rDriver
Version: 01,0517

rReader
Version: »03,30,02 04-Mar-2008
|Jpdate

Connection | Dietails | Power | Version

Refresh

Figure 8 — Firmware.pdate

A. Select the desired firmware update file using the standard file browser.
Please note that the version ID is embedded in the file name. The file is
validated before the update begins to protect the operation. Select the Yes
button to begin the firmware update.
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B. A successful update message is displayed when the BT100/200 is
ready for normal operations.

4 Terms and Conditions

This publication is proprietary of Apriva and is intended solely for use by Apriva
customers. This publication may not be reproduced or distributed for any purpose
without the written permission of Apriva.

The information Apriva furnished in this publication is believed to be accurate and
reliable. However, Apriva assumes no responsibility for its use, and reserves the right to
make changes to the publication at any time without notice. This document applies to
Apriva products and supporting software.

Trademarks
Apriva and Apriva logo’s are registered trademarks of Apriva.

Apriva has attempted throughout this publication to distinguish proprietary trademarks
from descriptive terms by following the capitalization style the manufacturer uses. Every
effort is made to supply complete and correct information. Any error in identifying or
reflection any proprietary marks or notices are inadvertent and unintentional.

Important Legal Information

THIS DOCUMENT CONTAINS IMPORTANT TERMS AND CONDITIONS
REGARDING THE ACCOMPANYING APRIVA PRODUCT. YOUR USE OF THE
PRODUCT SHALL IRREVOCABLY INDICATE YOUR ACCEPTANCE OF THE
ENCLOSED TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO THE
ENCLOSED TERMS AND CONDITIONS, PROMPTLY RETURN THE PRODUCT TO
THE PLACE OF PURCHASE FOR A FULL REFUND. ALL RETURNED PRODUCTS
MUST BE IN NEW CONDITION, IN THE ORIGINAL PACKAGING.

APRIVA provides the original purchaser (“Purchaser”) of the product with the following
non-transferable License and Limited Warranty:

License

The firmware (software embedded in and provided with the product) is licensed to
Purchaser, not sold. Purchaser is granted a non-transferable, non-exclusive license to
use the firmware solely in connection with Purchaser’s use of the Product. Purchaser
understands and agrees that it is not permitted to distribute the firmware in any form, or
to use the firmware except as it is embedded in the non-volatile memory component(s)
of the Product. Purchaser agrees that it shall not allow any third party to attempt to
reverse engineer, de-compile, or disassemble the firmware for any reason.

Limited Warranty

APRIVA warrants to Purchaser that the Product will be free from material defects in
workmanship and materials for a period of one (1) year from the date the Product was
first purchased (“Warranty Period”). During the Warranty Period and upon proof of
purchase of the Product by Purchaser, APRIVA, at its option, will either repair or replace
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the Product without charge for either parts or labor. If the Product is repaired or
replaced during the Warranty Period, the Warranty Period will still expire one (1) year
from the date of original purchase of the Product.

This Limited Warranty does not apply to normal wear and tear, and does not cover
repair or replacement of any Product damaged by misuse, accident, abuse, neglect,
misapplication, physical damage to the Product, or defects due to repairs or
modifications made by anyone other than APRIVA or APRIVA’s authorized service
representative. This Limited Warranty does not apply to any peripheral equipment or
items other than the Product itself, nor does it apply when the malfunction results from
the use of this Product in conjunction with accessories other than Research in Motion or
other approved ancillary or peripheral equipment. Finally, APRIVA will have no
obligations hereunder where it is determined by APRIVA that there is no defect in the
Product itself.

To obtain warranty service, Purchaser must return the Product to APRIVA at the
address below, transportation & insurance pre-paid.

APRIVAISS, LLC
6900 East Camelback Road, Suite 750
Scottsdale, Arizona 85251

Exclusive Remedy; Disclaimer: REPAIR OR REPLACEMENT OF THE PRODUCT
AS PROVIDED UNDER THIS LIMITED WARRANTY IS THE SOLE AND EXCLUSIVE
REMEDY PROVIDED TO PURCHASER. THIS LIMITED WARRANTY IS IN LIEU OF
ALL OTHER WARRANTIES, STATUTORY, EXPRESSED OR IMPLIED, INCLUDING
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR USE OF PURPOSE, AND/OR TITLE/NON-INFRINGEMENT.
RESEARCH IN MOTION CORPORATION AND APRIVA’S OTHER LICENSORS AND
VENDORS DO NOT MAKE ANY EXPRESS OR IMPLIED WARRANTIES OR
CONDITIONS IN RELATION TO APRIVA’S PRODUCT, INCLUDING WITHOUT
LIMITATION ANY WARRANTY OR CONDITION OF FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. APRIVA AND ITS LICENSORS,
DISTRIBUTORS, AGENTS, AND VENDORS SHALL IN NO EVENT BE LIABLE TO
PURCHASER FOR ANY DAMAGES PURCHASER SUFFERS OR INCURS
INCLUDING, BUT NOT LIMITED TO, GENERAL, DIRECT, INDIRECT, SPECIAL,
CONSEQUENTIAL, EXEMPLARY, PUNITIVE OR INCIDENTAL DAMAGES,
DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS
OF BUSINESS INFORMATION OR ANY OTHER DAMAGE ARISING FROM OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THE PRODUCT. IN NO
EVENT SHALL LIABILITY OF APRIVA AND ITS LICENSORS, DISTRIBUTORS,
AGENTS, AND VENDORS TO PURCHASER EXCEED THE PURCHASE PRICE OF
THE PRODUCT, THE COST OF REPAIRS, OR THE COST OF PLACING THE
PRODUCT, WHICHEVER IS LESSER.

PURCHASER HEREBY WAIVES AND FOREVER RELEASES ANY CLAIMS IT MAY
NOW OR IN THE FUTURE HAVE AGAINST APRIVA’'S LICENSORS, DISTRIBUTORS,
AGENTS, AND VENDORS RELATING IN ANY WAY TO THE PRODUCTS. ALL SUCH
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ENTITIES SHALL HAVE NO LIABILITY OR OBLIGATION WHATSOEVER TO
PURCHASER IN CONNECTION WITH THE PRODUCTS.

This limited warranty gives Purchaser specific legal rights. However, some states may
not allow the exclusive of limitation or incidental or consequential damages nor allow
limitations on how long an implied warranty lasts, not allow provisions that permit the
warranty to be voided. Thus, the above limitations or exclusions may not apply to
Purchaser.

Choice of Law and Venue: This Limited Warranty is to be construed under the laws of
the State of Arizona, without giving effect to the conflict of law principles thereof. The
United Nations Convention on the International Sales of Goods do not apply to this
Limited Warranty. The parties agree that all actions or proceedings arising in connection
with this Agreement shall be tried and litigated exclusively in the state or federal (if
permitted by law and a party elects to file an action in federal court) courts located in
Phoenix, Arizona. This choice of venue is intended by the parties to be mandatory and
not permissive in nature, and to preclude the possibility of litigation between the parties
with respect to, or arising out of, this Agreement in any jurisdiction other than that
specified in this Section.

Entire Agreement: This agreement contains the entire agreement between the parties
with respect to the subject matter of this agreement, and it supersedes all other prior
and contemporary agreements, understandings, and commitments between the parties
with respect to the subject matter of this agreement.

Copyright © 2009

Apriva ISS, LLC
6900 East Camelback Road, Suite 750
Scottsdale, AZ 85251 USA

Customer Support: 866-277-9478
Corporate Telephone: 480-421-1210
Corporate Fax: 480-421-1211
Corporate Website: www.apriva.com
Copyright © 2003 — 2009 by Apriva
Printed in the United States of America
All rights reserved.
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