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the limits for a Class A digital device, pursuamftart 15 of the FCC Rules. These limits
are designed to limit interference when the equmme used in a commercial

environment. The related equipment generates, asdsadiates radio frequency energy
and if not installed and used in accordance with #ipecification may cause harmful
interference with radio communications. Operatioa residential area is likely to result
in interference in which case the user will be megito correct the interference at his
expense.

It is the responsibility on an OEM to obtain cectition to operate per FCC Part 15
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FCC RF RADIATION EXPOSURE STATEMENT :
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NOTE

Part 15.21
Changes or modifications not expressly approved by the
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authority to operate the equipment.

NOTE: The manufacturer is not responsible for any radio
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RFID UHF Short Range Controller (RF2400)

SCOPE

This document is a detailed technical specification the RFID UHF Short Range
Controller (RF2400). It provides a comprehensiesadiption of the hardware with
detailed design notes and a complete functionatrg#®n of the product. This
document is containsroprietary and confidentiainformation and isiot intended to be
used as an end user’'s manual.
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RFID UHF Short Range Controller (RF2400)

REFERENCE DOCUMENTS

The following documents form part of this specifioa to the extent specified herein. In
the event of a conflict between the requirementthisf specification and the associated
product drawings, referenced documents or firmwatangs, the drawings, documents
and listings shall take precedence.

3.1 SPECIFICATIONS & REQUIREMENTS

MIT Auto-ID Center — Operational Specification UHF Radio Frequency Identification (RFID) SysterRart I.
Class 1 UHF Devices - May 29, 2002

MIT Auto-ID Center — Technical Report - 860MHz—93Bl¥l Class 1 Radio Frequency Identification Tag Radio
Frequency & Logical Communication Interface Speaifion Candidate Recommendation, Version 1.0.1 veNiber
14, 2002

EPC™ Radio-Frequency ldentity Protocols Class-1e&aion-2 UHF RFID Protocol for Communications 608
MHz — 960 MHz Version 1.0.9 — January 31, 2005

FCC - Title 47 Part 15.247 — Operation within ttaatls 902-928MHz, 2400-2483.5 MHz, and 5725-5850 MHz

3.2 REFERENCE MATERIAL
Texas Instrument — TMS320F2808 Data Manual — SPBI$230ctober 2003-Revised June 2006

Chipcon AS / Texas Instrument — CC1070 Single Cloyw Power RF Transmitter for Narrowband Systems —
SWRS043 - Rev 1.3

Chipcon AS — ANO14 Frequency Hopping Systems (R8y-12002-03-20
Hittite Microwave Corporation — HMC545 GaAs MMIC BF Switch, DC-3 GHz — V00.0905

Triquint Semiconductor — TQM7M4006 - 3V Quad-Ban8NB850/GSM900/DCS/PCS Power Amplifier Module Data
Sheet-Revision E — February 22, 2006

Mini-Circuits — ADE-2 — Surface Mount Frequency Mix_evel 7 (LO Power +7dBm) 5 to 1000MHz REV. D. —
M102713, RVN/TD/CP/AM 070412

Linear Technology — LT6231 — 215MHz, Rail-to-Raili#put, 1.1nV/H?, 3.5mA Op Amp Family — sn623012
623012fs

Analog Devices — ADG723 — CMOS, Low Voltag®€) Hual SPST Switch — Rev B - C00045-0-2/07(B)
Analog Devices — ADG823 - <@ 1.8V to 5.5V, Dual SPST Switch — REV.0 — C0285&/02(0)
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RFID UHF Short Range Controller (RF2400)

OVERVIEW

The RF2400 RFID Controller is a low cost impleméota of a UHF RFID reader
designed specifically for short range applicatioi$e Controller has been designed to
read, write, and verify EPC Class 1 and Generakidags, is implemented as a single
electronics module and requires a separate antéReter to Figure 4-1)

Pa Fiar
Aampiifer

30dBm Antenna

Salmer

Drestional
Coupler

Fhage
Control

Fmston Impasiance
ol Waleh & Fitar

Figure 4-1  RF2400 Block Diagram
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RFID UHF Short Range Controller (RF2400)

4.1 DSP PROCESSOR

The heart of the RF controller is a 100 MIPS DSRcpssor. The processor
communicates with the host over an RS232 interfisoeg a media independent protocol.
Message packets from the host direct all RF2400ereaperations and upon completion
the processor sends a response packet.

The processor is interfaced to a highly integraiedle chip UHF transmitter/VCO over
an SPI bus which provides the RF carrier and FnecuéHopping Spread Spectrum
(FHSS) signaling. Using a PWM the processor esthbf the gain of a RF amplifier and
amplitude shift keys (ASK) modulates the carriershytching this signal on/off.

The processor demodulates the backscatter sigmaldrtag using a high-pass filter and a
FET switch to remove the DC component from the aigind samples the output of the
base-band amplifier using a 12-bit A/D input. Tgrecessor phase locks to the signal,
synchronizes to clock edges, and follows the awesignal level/gain to properly decode
the data.

Additionally, the processor controls an opticalsarto identify the presence of a tag to
implement auto interrogation. A scheme involvingdulation of the sensor emitter and
demodulation of the reflected signal is used aseans to suppress ambient light and
improve the reliability of the sensor. The sensmut can be configured as a switch
input and used to manually trigger reads.

Finally, the processor drives several LEDs to iathc power, activity and error
conditions as well as a speaker to attract usentan.

4.2 TRANSMITTER CIRCUITRY

An integrated single chip transmitter is used andtlled by the DSP processor to
produce the RF carrier required to communicate witdHF RFID tag. Additionally,
this component incorporates the necessary circttrimplement Frequency Hopping
Spread Spectrum (FHSS) signaling for noisy enviremis and to meet agency spectral
requirements. To enhance speed of operation, tlugsmitter/VCO includes dual sets of
frequency control registers to allow overlappedfrency configuration during operation.
UHF frequency is synthesized from an inexpensivgstat using a programmable
fractional divider to achieve high resolution asddeal for narrow band applications. An
external loop filter is provided to meet the stabition requirements imposed by FHSS.

A power splitter is used to divide the VCO outpait fise as both a local oscillator and
RF carrier. An LC phase shifter between the splitind mixer is used to select the in-
phase and 90 degree phase components providingchamem to compensate for the
phase of the received signal

A 2-watt GSM Power Amplifier is used to boost the Barrier and is adjustable from
0dBm (1mW) to 24dBm (250mW). The amplifier is dgwd for low cost cellular phone
applications and requires only a few external pofilring components. Output power
is adjusted using a voltage control input from B processor. A PWM output sets the
voltage which is filtered by a 2-pole Sallen-Keyvipass filter. The filtered voltage is

Ensyc - CONFIDENTIAL - MARCH 30,2008
Technologies RGE 8 11:56:13AM



RFID UHF Short Range Controller (RF2400)

switched to the power amplifier through two indeghemt time constants. This shaping
meets EP®" and FCC requirements reducing transmit spurs loyralting the on and
off rate of the power amplifier. The output of thmplifier is connected to the antenna
using a PCB implemented directional coupler withB8tbupling loss and directivity
between 25dB and 30dB. A LC PI filter couples theput of the filter to the antenna
filtering any harmonic components.

4.3 RECEIVER CIRCUITRY

Tag backscatter is coupled to a precision mixanftbe directional coupler. The output

of the mixer is coupled to the receiver circuitiging an impedance matching amplifier.
An acquisition switched high-pass filter removes BC component before applying the
signal to the 34dB base-band amplifier/800KHz filte&rhe amplified signal is sampled

by the DSP using a 12-bit A/D input. The DSP pssce tracks the average value of the
signal; phase locks to the signal, and synchrortizeke clock edges in order to decode
the data.

4.4 USER INTERFACE

The RF2400 reader is interfaced to the host usingR&232 serial connection.
Commands and responses are communicated usingtgacKehe protocol includes
commands to configure and status the reader asawelbmmands to program and read
tags. Several LED outputs and an integrated spgakeide user feedback of power,
activity and error conditions. A separate optisahsor interface allows to processor to
sense presence of a tag providing a means to @tetoagate the tag

4.5 POWER REGULATION

The RF2400 reader is powered from a single 5Svoligrosource and requires only 900
mA to provide 24dBm(250mW) of RF power. Main 5 tvpbwer is converted to 4.2
volts by a Li-lon battery charger. This can chaegge optional battery for portable
operations. The 4.2V power is used directly byRitepower amplifier but also feeds the
3.3volt low noise RF power and 1.8 volt processwewoltage LDO regulators.

4.6 BATTERY OPERATION

An optional 3.7V 3200mA/hr Li-lon battery can beeddor remote operation. A battery
charging circuit maintains the battery voltage testw 4.0 and 4.1V. In order to extend
battery life and prevent overheating and the pddgilof explosion, both the battery and

charging circuit include protection circuitry. Atidnally, firmware monitors the charge

state and shuts down the charger when the batémly charged.

While operating on battery, steps have been takeeduce the operating current in order
to extend the operational time between charges.rmbiiby the processor runs at
100MHz, which is required while accessing tags. ewldle, the processor clock is
decreased to 20 MHz, greatly reducing the requstecent.
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FUNCTIONAL DESCRIPTION

The RF2400 reader is a radio frequency identifica{RFID) communication interface

designed specifically for short range application¥he reader interfaces to a host
processor with an industry standard RS232 or opli&/SB interface adapter using a
media independent protocol. The RF2400 reader astgppghe reader commanded
functionality required for both the Auto-ID Cent€fassl and Gen 2 Tags operating in
the frequency range of 860MHz-960MHz.

5.1 HOST PROTOCOL

This section describes the format and commandshirmi-directional communication
between the RF2400 reader and the host includimgnm@nd codes, parameters, and
response data.

Commands are divided into several code groups:

00 -1F setting and retrieving RF2400 reader patersie

20 -3F reader-to-tag modulation commands thatnetisingle response message
40 - 4F reader-to-tag modulation commands thattresa tag-list response

50 — 5F tag programming commands

60...6F setting and retrieving RF2400 reader conéiion data

DO - DF loading RF2400 firmware code

FO — FF reserved for managing a tag list

The following section describes the binary protofml serial communication between
the host and the RF2400 Module. This protocol edim independent and can be
implemented using RS232, USB, or other serial fates

5.1.1 Message Format

Messages encapsulate commands from the host gpohses from the RF2400 reader
that are sent as packets over the serial inteldatgeen the host and the RF2400 reader.
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5.1.1.1 Message Packet Format

Messages between the host and reader are binaypdekets, consisting of a message
payload encapsulated with two bytes preceding aegsage[pLE|[som]) and two bytes
completing any messagelE]eom]). All communications are initiated by the host.
(Refer to Figure 5-1 and Table 5-1)

Note: ITEMS IN PARENTHESIS (...) ARE NOT REQUIRED FOR ALL MESSAGES.

[DLE] [SOM] | [Payload] | [DLE] | [EOM]

Figure 5-1  Message Packet Format

[DLE] Data Link Escape token; 0x10

[SOM] Start of Message token; 0x01

[EOM] End of Message token; 0x02

Table 5-1 Message Encapsulation Characters

In order to avoid ambiguities, if a data value in the pag is aDLE (0x10)character theDLE (0x10) is
repeated as the message packet is formed.

5.1.1.2 Host-to-Reader Payload

The host to reader payload includes a sessionifidatibn [SessionID], a target reader
number [Reader#], a command to executgCommand], optional command data
(CommandData), followed by a two byte CR@Rc-cciTT16]. (Refer to Figure 5-2 and
Table 5-2)

[SessionID] [Reader#] [Command] (CommandData) [CRC-CCITT-16]

Figure 5-2  Host to Reader Payload Format
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5.1.1.3 Reader-to-Host Payload

The reader to host payload includes a sessionifidatibn [SessionID], a target reader
number [Reader#], the command execute(tommandEcho], type of communication
[CommCode], Optional response datResponseData), followed by a two byte CRE@Rc-

ccitT16). (Refer to Figure 5-3, Table 5-2 and Table 5-3)

[SessionID] [Reader#]

[CommandEcho] [CommCode] (ResponseData) [CRC-CCITT16]

Figure 5-3  Reader to Host Payload Format

Payload

Field

[SessionID]

Single-byte value. Every command gets a new number defined by the host.
Every response matches the session ID of the initiating command. Normal
session IDs can range from 0x01 to OXFF. A SessionID of 0x00 in a
command message forces the reader to repeat the previous response. This
feature allows the Host to request the previous response in case of a
communication error.

[Reader # ]

Single-byte value. In a Host command, a Reader # of 0x00 indicates that the
command is addressed to all readers. A Reader will reply to commands only
if its internal RDRNUM matches or if a command is addressed to all readers
The factory default reader number is OxFF.

[Command]
[CommandEcho]

Single-byte value. Defines the command to be executed or has been
executed (refer to section 5.1.2 for details).

(CommandData)

Variable length value specifying command parameters (refer to the section
5.1.2 for details)

[CommCode]

Single-byte value. Indicates the type of message or error. CommType < 0x80
indicates that a valid command was received. CommType >= 0x80 indicates
that an error occurred, either in the command format, parameters, or in the
execution of the command. (refer to Table 5-3 for details)

(ResponseData)

Contains a variable number of bytes (including none) (refer to section 5.1.1.4
for details).

[CRC-CCITT16]

Two bytes of CRC-CCITT16 polynomial (XA16+X"12+X"5+1) seed OxFFFF.
The CRC is calculated over all data from Session ID to Response Data
inclusive. DLE packetization is not included into the CRC. The CRC is sent
MSB first, LSB last.

Table 5-2 Command/Response Payload Fields
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RFID UHF Short Range Controller (RF2400)

CommcCode
0x00 MSGOK Success
0x01 STARTINV Starting inventory message
0x02 TAGINV Tag Data inventory message
0x03 ENDINV Ending inventory message
0x04 STARTLIST Starting list dump
0x05 RECLIST List dump data record
0x06 ENDLIST End of list dump
0x07 STARTDIAG Starting diagnostic message
0x08 DIAGDATA Diagnostic data message
0x09 ENDDIAG End of diagnostic message
0x0A UPLOADOK Upload line success
0x0B UPLOADEND Upload complete
0x0C SUSPEND Reader entering suspend state
0x0D RESUME Reader resuming from suspend state
0x40 NO PASSW Kill password is locked, can’t be read
0x41 LOCKNPW EPC locked but Kill password not set because locked
0x81 UNKLEN Unknown message length
0x82 UNKVAL Unknown value
0x83 UNKCMD Unknown command
0x84 UNKTAGCMD Unknown or disabled tag command
0x85 OVRERR Overflow error on directed list entry
0x86 NOTAG No tag to read or program
0x87 ERASEFAIL Erase failure
0x88 PROGFAIL Program data verification error
0x89 TAGLOCK Tag is locked, cannot program error
0x8A KILLFAIL Kill failure
0x8B LOCKFAIL Lock attempt failure
0x8C DATASIZE Tag data memory size mismatch
0x8D HWERR Hardware error
O0X8E LISTFULL List for directed inventory is full
0x8F UPLOADERR Upload line contained an error
0x90 UPLOADINV Command invalid for bootloader
0x91 UPLOADCRC Upload Program Memory CRC Error
0x92 NVFAIL EEPROM error
0x93 RESV Reserved
0x94 RESV Reserved
0x95 UNKIDLEN Unknown ID Length
0x96 TAGLOST Tag lost after earlier communication
0x97 TAGNXM Addressed word doesn't exist
0x98 LOGFULL EEPROM ID storage is full
Table 5-3 Communication Codes
CommCode < 0x80 indicates a successful operation, Comnm&o@g80 indicates an error condition of
some kind.
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5.1.1.4 Response Data Formats

The following sub-sections detail specific respodata formats

5.1.1.4.1 Simple Command Response

The RF2400 reader responds to a simple command effample getting a reader
parameter) with the specified number of bytes.

5.1.1.4.2 Low-Level Command Response

In response to a tag-related low-level command sis€bet Tag ID. The Response Data
is sent to the Host in the following format (Refilerf~igure 5-4 and Table 5-4)

[TagDecodeStatus] [Antenna#] (TagDatalLength) (TagData)

Figure 5-4  Low-Level Command Response

Low-Level
Field
[TagDecodeStatus] Single-byte value indicating status of data acquisition by a low-level command
0x00 — Good ID
0x01 — No tag
0x02 — Collision
0x03 — CRC Error (returned for Get Tag ID only)
Bit4 — Kill password is locked
Bit5 — Access password is locked
[Antenna # ] Single-byte value indicating the Antenna number used for the current air

interface transaction. The only valid value for the RF2400 is 0x00

(TagDatalLength) Length of Tag Data in bytes
Included for TagDecodeStatus of 0x00 "GoodID and 0x03 "CRC Error" only

(TagData) Variable length defined by TagDatalLength. Data is sent MSB first ending with
the LSB of the last byte.
Included for TagDecodeStatus of 0x00 "GoodID and 0x03 "CRC Error" only

Table 5-4 Low-Level Response Fields

5.1.1.4.3 Error Response

The RF2400 reader responds to every host commaghewhen a communication error

is detected. If a reader detects a CRC Error host payload, the message will be
ignored. However, if the host detects a CRC Eitanay request the previous response
by sending a packet with[sessionID] oOf zero.

If the host payload is less than four bytes longuding the two bytes of CRC (no
Reader# or Command) the reader will ignore the aggss If the payload is four bytes
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long including the two bytes of CRC (no Commantgg, teader will respond with a 0x81
UNKLEN “unknown message lengtipommcCode].

5.1.2 Reader Commands

The RF2400 controller responds to numerous commasitgy the media independent
format described in paragraph 5.1. These commprwdde a mechanism to configure
(Sed the reader as well as retriev@e) reader status. The reader will respond t&atl
commands with an echo qbBessionID], [Reader#], [CommandEcho], and [CommCode]
followed by a two byte CR@Rc-cciTT16] as described in paragraph 5.1.1.3. The reader
will respond to allGet commands with an echo HessionID], [Reader#], [CommandEcho],
[CommCode] and a variable lengtiResponseData) field followed by a two byte CRERc-
ccITT16)] as described in paragraphs 5.1.1.3 and 5.1.1.4.

Any command may result infgommcCode] of one of the following: MSGOK, UNKLEN,

UNKVAL, and UNKCMD as defined in Table 5-1. Otheossiblecodes are identified in
the description of the specific command. If the2BRB0 has been initialized into its
integral bootloader firmware, there will be no resge to host reader commands

5.1.2.1 Get Firmware Version (0x00)

The Reader will reply with five (5) bytes specifgihocalization Code, Reader Type,
and Firmware Version Number. Response data isery hex format.

The localization code and the reader type are d@tane non-volatile memory and
automatically configured for USA (0x01) operatiom ¢he initial firmware upload.
Subsequent firmware updates preserve the existinfigtiration in non-volatile memory.

Command Command Data Response Date
Code . . - .
Size Valid Values Size Valid Values
0x00 0 Bytes - 5 Byte 1st Byte -- Localization Code
0x01 -- USA
0x02 -- Japan
0x03 - E.U.

2nd Byte -- Reader Type
0x09 — RF1200 Reader
0x0A — RF2400 Reader

3rd Byte -- 0x00

4th Byte -- Major Revision #

5th Byte -- Minor Revision #

Table 5-5 Get Firmware Version

COMMAND DLE SOM SeslD Rd# Cmd CRCH CRCL DLE EOM
10 01 01 FF 00 54 oc 10 02

RESPONSE DLE SOM SesID Rdr## Echo Mtype Local Rtype Nused FverH FverL CRCH CRCL DLE EOM
10 01 01 FF 00 00 01 09 00 00 0A 75 A8 10 02

Get Firmware Version Example

Note: this example reflects firmware version V0.10

Ensyc - CONFIDENTIAL - MARCH 30,2008
Technologies RGE 16 11:56:13AM



RFID UHF Short Range Controller (RF2400)

5.1.2.2 Set Baud Rate (0x03)

This command will only accept O thru 5 as validadélds. The reader will respond to
the command at the old baud rate before changititgetoew rate. The updated baud rate
will be stored in non-volatile memory replacing fw@vious value.The factory default
setting is 19,200 baud using 8 data bits, no pagtyd one stop bit.

If the user inadvertently sets the baud rate toratesupported by the host, a hardware
reset is provided. Disconnect power from the bpacsnect pins 1 to 2 of the 11 pin
connector, re-connect power. The EEPROM will lseté¢o defaults (19,200 baud).

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x03 1 Bytes Baud Rate 0 Byte
0x00 9,600

0x01 19,200 (default)
0x02 38,400
0x03 57,600
0x04 115,200

Table 5-6 Set Baud Rate

5.1.2.3 Set 10 Port Value (0x05)

Sets or clears specified output port pins. Poag st LSB corresponding to physical port
0 and are bitmapped toward the MSB. The RF 240Qvinabi- directional 10 ports. Bits
in the send data with no corresponding physical wdr be ignored. Additionally, since
the RF2400 10 ports are bi-directional, the valud e ignored in the case of the
corresponding port pin defined as input. A bitueabf 1 in the send data will cause the
corresponding port to be driven high. A bit vabfed will cause the corresponding port
pin to be pulled low. A Get Reader Hardware Infatiora command can be issued to
determine the number and type of output ports abll The Set Bi-Directional 1/0
DDR and Get Bi-Directional /0 DDR commands mayused to setup and determine
the I/O port configuration.

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x05 1 Bytes 0x00 -- OxFF 0 Byte

Table 5-7 Set 10 Port Value

COMMAND DLE SOM SeslID Rdr# Cmd Data CRCH CRCL DLE EOM
10 01 01 FF 05 01 F8 26 10 02

RESPONSE DLE SOM SesID Rdr# Echo Mtype CRCH CRCL DE EOM
10 01 01 FF 05 00 E8 07 10 02

Set IO Port Value Example
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5.1.2.4 Get IO Port Value (0x06)

This command returns the current state of the ipput pins. Response data is a bitmap
with the LSB corresponding to physical port 0. TR&2400 reader has two bi-
directional ports and will return a 0 bit value fall remaining bit positions.
Additionally, since the RF2400 10 ports are bi-ditenal, any port defined as an output
will return the current level of the IO port. A G®&eader Hardware Information
command can be issued to request the hardwaregooation. The Set Bi-Directional
I/O DDR and Get Bi-Directional I/O DDR commands mbg used to setup and
determine the 1/O port configuration.

Command Command Data Response Date
Code . ) ) )
Size Valid Values Size Valid Values
0x06 0 Bytes -- 1 Byte 0x00 -- OxFF

Table 5-8 Get IO Port Value

COMMAND DLE SOM SeslD Rd# Cmd CRCH CRCL DLE EOM
10 01 01 FF 06 34 CA 10 02

RESPONSE DLE SOM SesID Rdr# Echo Mtype Data CRCH CRBRL DLE EOM
10 01 01 FF 06 00 01 17 OF 10 02

Get IO Port Value Example

Note: this example assumes that the SET 10 PattSaiBi-Directional I/O DDR examples have been exectitst

5.1.2.5 Get Reader Status (0x0OF)

This command returns operating status informatromfthe reader. The sensor status
returns the state of the optical sensor indicathegy presence of a tag for subsequent
RFID interrogation.

Command Command Data Response Date
Code

Size Valid Values Size Valid Values

0x00 General Status

O0XOF 1 Bytes 1 Byte 0x01 Tag Present (Reflection)
0x10 Get Sensor Status

Table 5-9 Get Reader Status

Note: When getting general status, if the EEPRO#/i$ full, the Mtype returned will be
0x98 (LOGFULL).

COMMAND DLE SOM SeslD Rdr# Cmd Sub Rpt CRCH CRCL DLE EOM
10 01 01 FF OF 10 10 3D F7 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype Data CRCH CRL DLE EOM
10 01 01 FF OF 00 01 BF 73 10 02

Get Sensor Status Exampléwith reflection)
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5.1.2.6 Get Reader Hardware Information (Ox11)

The Get Reader Hardware Information command prevalenechanism for the host to
identify various aspects of the hardware. CommBada values are used to select
specific parameters.

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
1 Byte 0x01 — Get Bidirectional ports (1) 1 Byte Bitmap:
bit 0 -- port 0
bit 1 -- port 1
bit N — port N

0= not-existent -- 1= exists

1 Byte 0x02 — Get Flags 1 Byte Bitmap
Bit 0 = ignore host command CRC

1 Byte 0x05 — Get Reader Type (1) 1 Byte Reader Type
0x09 -- Single RFID Reader

1 Byte 0x06 — Localization Code (1) 1 Byte Localization Code
0x01 -- USA
0x02 -- Japan
0x03 -- E.U.
1 Byte 0x07 — Radio Type (1) 1 Byte Upper Nibble -- # of Antennas

0x0X -- One Antenna

Lower Nibble — Frequency Band
0xX1 -- 868MHz
0xX2 -- 915MHz

0x11 0xX3 -- 950MHz

1 Byte 0x11 -- Tag Class 1 Byte Bitmap:
bit 0 — Class1
bit 1 — Gen2

1 Byte 0x17 — Paper Sensor Trigger 1 Byte Bitmap:

bit 0 — enabled

bit 1 — O=reflection, 1=no reflection
bit 3 — persistent

Bit 4 — use switch instead of sensor
Bit 5 — store ID in EEPROM

1 Byte 0x18 — Get TagID & Raw ID Retries 1 Byte TagID & Raw ID -- # of Retries
0x00 — OxFF

1 Byte 0x20 — Get Tx power step 0 2 Bytes Tx power

1 Byte 0x21 — Get Tx power step 1 2 Bytes Tx power

1 Byte 0x22 — Get Tx power step 2 2 Bytes Tx power

1 Byte 0x23 — Get Tx power step 3 2 Bytes Tx power

1 Byte 0x24 — Get Receive threshold 1 Byte Receive threshold

Table 5-10 Get Reader Hardware Information

(1) These commands are not currently implemented (unknowe Magsage Type returned)
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5.1.2.7 Set Reader Hardware Information (0x13)

The Set Reader Hardware Information command prgvaenechanism for the host to
establish various aspects of the hardware. Comnizatd values are used to select
specific parameters.

Command Command Data Response Date
Code - : . -
Size Byte Valid Values Size Valid Values
2 Byte 1st 0x02 — Set Flags 0 Bytes
2nd Bitmap

Bit 0 — set to ignore host cmd CRC

1 Byte 1st 0x06 — Localization Code (2) 1 Byte Reader Type
0x09 -- Single RFID Reader

1 Byte 1st 0x07 — Radio Type (2) 1 Byte Upper Nibble -- # of Antennas
0x0X -- One Antenna

Lower Nibble — Frequency Band
0xX1 -- 868MHz
0xX2 -- 915MHz
0xX3 -- 950MHz

2 Bytes 1st 0x11 — Tag Class 0 Bytes
2nd Bitmap:
bit 0 — Class1
bit 1 — Gen2

Both set = auto detect

2 Bytes 1st 0x17 — Paper Sensor Trigger 0 Bytes
ox13 2nd Pstrs Bitmap:
bit 0 — enable

bit 1 — 0= reflection, 1= no reflection
bit 2 — is ignored

bit 3 — persistent

bit 4 — use switch instead of sensor
bit 5 — Store ID in EEPROM

2 Bytes 1st 0x18 — Set TagID & Raw ID Retries 0 Bytes Def = 7--
2nd # Retries

3 Bytes 1st 0x20 — Set Tx power step 0 0 Bytes
2,3 Tx power

3 Bytes 1st 0x21 — Set Tx power step 1 0 Bytes
2,3 Tx power

3 Bytes 1st 0x22 — Set Tx power step 2 0 Bytes
2,3 Tx power

3 Bytes 1st 0x23 — Set Tx power step 3 0 Bytes
2,3 Tx power

2 Bytes 1st 0x24 — Set Receive Threshold 0 Bytes

2nd Threshold [102 (0x66) = 75mV]

Table 5-11  Set Reader Hardware Information

(2) These commands are not yet implemented (unknown value Mé@sgagesturned)

COMMAND DLE SOM SeslID Rdr# Cmd Sub Data CRCH CRCL DLE EOM
10 01 01 FF 13 02 01 5E 62 10 02
RESPONSE DLE SOM SeslD Rdr# Echo Mtype CRCH CRCL DIEE EOM
10 01 01 FF 13 00 XX XX 10 02

Set Reader Hardware Examplelf§jnore CRC)
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5.1.2.7.1 Paper Sensor Triggered Read

The paper sensor triggered read (PSTR) mode caethgp and enabled using the “Set
Hardware Information” command, sub-command Ox17his Tmode is used to enable
automatic tag reading based on the state of thigabpeflection sensor. Using this
command, triggered reading can be enabled or didabkt to operate in host or service
port mode, based on reflection or no reflection seicko persist over power cycling. The
triggered read stat@gtrs) is set using the data byte following the sub-c@anch The bit
definitions forpstrs follow:

Bit0 enables or disables triggered reads where a one (1) exlitaggered read is
enabled and a zero (0) indicates disabled.

Bit1 indicates which optical state is used to trigger a relagkavone (1) triggers the
read on a no reflection and a zero (0) triggers the read on r&flectihis bit is
ignored when a switch is used in place of the optical sensdribset to a 1)

Bit2 isreserved and is ignoredsgd internally to indicate host vs SP mjode

Bit3  establishes if the state persists over power cycles vehere (1) indicates the
state persists over a power cycle and a zero (0) indicates thaathalees not
persist.

Bit4 setto one (1) indicates a switch is used instealdeo$eénsor for triggering. When

) the switch contacts are closed the state is triggered. o
Bit5 determines whether the ID data are returned or storeaerd\ (0) indicates to

return the ID data immediately, while a one (1) causes the ddta stored in
EEPROM for future retrieval. Refer to the “Dump ID Data” comchaBad
reads are not stored in EEPROM

When the PSTR mode is enabled using this host comintiae triggered read tag data are
sent as a Binary packet in host mode or saved PREEM.

When storing to EEPROM, only good reads are stoMhen the EEPROM log is full
(496 records), the PSTR function is terminated. eAor message is sent to the host with
the Mtype set to 0x98 (LOGFULL).

Note: To use a switch in place of the paper sensive between J3 pins 1 and 2.
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5.1.2.8 Set Bi-Directional I/O DDR (0x16)

The data byte of this command defines the two t@afional ports on the RF2400 as
either inputs or outputs. The command data is damenon-volatile memory and

preserves the port definition through power intptians. The LSB of the data byte
controls port 0 and bit 1 controls port 1. A logice defines a port as an input while a

logic zero defines a port as an output. The fgctiafault for the control byte is OxFF
setting both IO pins as inputs

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x16 1 Byte Bitmap: 0 Bytes
0 = output
1 = input

Table 5-12  Set Bi-Directional 1/O DDR

COMMAND DLE SOM SeslID Rdr# Cmd Data CRCH CRCL DLE EOM
10 01 01 FF 16 02 D2 76 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype CRCH CRCL DIEE EOM
10 01 01 FF 16 00 F2 34 10 02

Set Bi-Directional I/O DDR Example

Note: SetBi-Directional I/O DDR must be executed for thedi@ to be valid. This example Sets port 0 as antiapd port
1 as an output

5.1.2.9 Get Bi-Directional I/O DDR (0x17)
This command returns the data byte defining theitgetional 10 ports

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x17 0 Bytes = 1 Byte Bitmap:
0 = output
1 = input

Table 5-13  Get Bi-Directional /O DDR

COMMAND DLE SOM SeslID Rdr# Cmd CRCH CRCL DLE EOM
10 01 01 FF 17 36 DA 10 02

RESPONSE DLE SOM SeslD Rdr# Echo Mtype Data CRCH CEBRL DLE EOM
10 01 01 FF 17 00 02 89 67 10 02

Get Bi-Directional /0O DDR Example

Note: this example assumes that theBdbirectional I/O DDR has been executed.
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5.1.3 Tag Commands
Tag type commands result in the RF2400 reader sgndommands to a tag by
modulating the RF carrier. Tags may respond byutatithg the RF backscatter.

5.1.3.1 Sleep Tag (0x21)
This command issues an air interface SLEEP commau(d) ..

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x21 0 Bytes = 0 Bytes

Table 5-14  Sleep Tag

(3) This command is not yet implemented (unknown value Messgge returned)

5.1.3.2 Get Tag ID (0x24)

This low-level command issues the required airrfatee commands to acquire one tag
ID. CRC checking is enforced and a Good ID TagddecStatus is only available if the

CRC is validated. An ID response is only returieda Good ID Decode status and
begins with two bytes of CRC followed by eitherlgigr twelve bytes of ID data. The

LOCK and KILL fields are not included in the tagsp®nse data.

Class 1 tags are interrogated for both 64-bit abwhi® standards. The CRC is initially
calculated over the first eight bytes and over wedbytes if the eight byte calculation
fails. The Tag Data Length indicator identifiesigfhCRC evaluated correctly

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x24 0 Bytes = N Bytes Tag Type Specific

Table 5-15 Get Tag ID

COMMAND DLE SOM SeslID Rdr# Cmd CRCH CRCL DLE EOM
10 01 01 FF 24 30 EA 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype Tsts Ant#  Le tCRCH tCRCL
10 01 01 FF 24 00 00 00 OE 89 7C
TAG ID CRCH CRCL DLE EOM
01 02 03 04 05 06 07 08 09 0A oB oc E6 16 10 02

Get Tag ID Example

Note: this example assumes that the Program Tample has been executed and both commands exdttusiocess.
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5.1.3.3 Auto Get Tag ID (0x26)

This low-level command issues the required ainrfatee commands to repeatedly acquire
tag IDs. A response message is sent for each tteadlprmat of which is identical to the
Get Tag ID command. A delay may be introduced betwreads in 10ms increments.
The Dly byte follows the Cmd byte. Each read witte delay of 0 consumes
approximately 43mS. The operation repeats indefyniuntil any other command is
executed.

A flag byte (FIg) allows setting options as follaws

Bit 0 = 1Enables retries.
Bit 1 = 1Store ID in EEPROM vs. send to host.

The retry count is set with the “Set Reader Haréwaformation” command, Set Tag ID
& Raw ID retries with a default value of 7. Witatries enabled and a count of 7 and no
tag present, a total of 16 reads are done whidides 8 for each of the two RF phases.
This consumes 688 mS plus any delay count. If alatss detect is enabled, this time is
doubled. Auto Class Detect should be disabledT8e2 for Gen2.

When storing to EEPROM, only good reads are stoMhen the EEPROM log is full
(496 records), the Auto Get Tag ID function is texated. A message is sent to the host
with the Mtype set to 0x98 (LOGFULL).

CRC checking is enforced and a Good ID Tag DecadeiSis only available if the CRC
is validated. An ID response is only returned doood ID Decode status and begins
with two bytes of CRC followed by either eight erelve bytes of ID data. The LOCK
and KILL fields are not included in the tag respodata.

Class 1 tags are interrogated for both 64-bit abwhi® standards. The CRC is initially
calculated over the first eight bytes and over vwdbytes if the eight byte calculation
fails. The Tag Data Length indicator identifiesigfhCRC evaluated correctly

Command Command Data Response Date
Code

Size Valid Values Size Valid Values

1% Byte--Delay in 10mS 0x00 to OxFF-

0x26 2B 2 BB N B Tag Type Specifi
X es es al e Specific
yes 1 Bit 0 = 1 enable retries y < e =

..... Bit 1 = 1 store IDs in EEPROM

Table 5-16  Auto Get Tag ID

COMMAND DLE SOM SeslID Rdr# Cmd Dly Flg CRCH CRCL DLE EOM
10 01 01 FF 26 25 01 72 8D 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype Tsts Ant#  Le tCRCH tCRCL
10 01 01 FF 26 00 00 00 OE 89 7C
TAG ID CRCH CRCL DLE EOM

01 02 03 04 05 06 07 08 09 0A 0B oc 1E Al 10 02

Auto Get Tag ID Example

Note: this example assumes that the Program Tample has been executed and both commands exdttusiocess.
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5.1.3.4 Dump ID Data (0x28)

This command returns ID data that has been stor&EPROM.

The Length byte indicates the number of record®torn (max 16). An internal pointer
tracks records sent so that a repeat of this cordroan fetch the next group of records.
The data dump will stop when a zeroed record iDemered (end of stored data). A
response is sent with the length indicating the lmemof records that were returned.

The imbedded EEPROM (8Kx8) can store 496 entries.

Command Command Data Response Date
Code

Size Valid Values Size Valid Values

1% Byte—Subcmd
0x01 Dump after reset pointer
0x02 Dump using current pointer
0x03 Get number of records

0x28 2 Bytes 2 Bytes Number of records H/L byte
y stored y y
0x04 Clear all records
2" Byte— Length in records 0x00 to
0x10
Table 5-17  Dump ID Data Command
COMMAND DLE SOM SeslD Rd# Cmd Sub Len CRCH CRCL DLE EOM
10 01 01 FF 28 01 01 E7 23 10 02
RESPONSE DLE SOM SeslD Rdr# Echo Mtype SeqH Seql# dn  tCRCH tCRCL

10 01 01 FF 02 00 00 00 OE 89 7C

TAG ID CRCH CRCL DLE EOM

01 02 03 04 05 06 07 08 09 0A 0B oc 85 71 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype LenH LenL CRH RPT CRCL DLE EOM
10 01 01 FF 28 00 00 01 10 10 64 10 02

Dump ID Data Example (Single Record)

Note: at least one record must have been previatshgd in memory using SP mode
Paper Sensor Triggered Read

The Dump Record indicates the stored record numb®eqH/SeqlL. The Echo byte
indicates which command stored this record asvidlo

0x01 SP_ART SP mode Auto Read Tag
0x02 SP_PSTR SP mode Paper Sensor Triggered Read
0x11 H_PSTR Host mode Paper Sensor Triggered Read
0x26 H_AUTO Host mode Auto Get Tag ID
Ensyc - CONFIDENTIAL - MARCH 30,2008
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5.1.3.5 Get Raw Tag ID (0x3E)

This low-level command issues the required airrfat®e commands to acquire one tag
ID without CRC checking. Response data varies in lengthsaspecific to tag class.

Class 1 tags return a tag data length of 12 orTlée response begins with two bytes of
CRC followed by either eight or twelve bytes of EWpne byte kill code and ends with a
one byte lock code.

Gen 2 returns a tag ID length of 22. The respdresgins with two bytes of CRC

followed by twelve bytes of ID, a four byte kill gsword, and a four byte access
password. Although the Gen2 specification defileegy EPC codes the RF2400 only
supports a 96-bit EPC. IF the kill password isdreaite locked the password will be

returned as zeros@¢te: an all zero kill password is illegal

The Tag Decode Status provides success or faitatessfor the command in addition to
other status indicators. If the command was ssfekkits 0-3 will all be zero. A binary
code of three in these bits indicates a CRC erfar. a Class 1 tag, if Bits 4 & 5 are both
set, the tag is locked. For a Gen 2 tag, if Bih 4he Tag Decode status is set, the Kill
Password is locked and if Bit 5 in the Tag Decod¢us is set, the Access Password is
locked.

Command Command Data Response Date
Code

Size Valid Values Size Valid Values

12/16 Bytes | Class 1 Tag
CRC (2-bytes)
....ID (8 or 12 bytes)
Kill Code (1-byte)
Lock Code (1-byte)
OX3E 0 Bytes
22 Bytes Class 2 Tag
CRC (2-bytes)
ID (12-bytes)
Kill Password (4-bytes)
Access Password (4-bytes)

Table 5-18 Get Raw Tag ID

COMMAND DLE SOM SeslD Rd# Cmd CRCH CRCL DLE EOM
10 01 01 FF 3E 83 91 10 02

RESPONSE DLE SOM SeslID Rdr# Echo Mtype Tsts Ant# Lie tCRCH tCRCL
10 01 01 FF 3E 00 00 00 16 89 7C
TAG ID
01 02 03 04 05 06 07 08 09 0A 0B oC
Kill Password Access Password CRCH CRCL DLE E®
00 00 00 00 00 00 00 00 86 21 10 02

Get Raw Tag ID (Gen2) Example

Note: this example assumes that the Program Tample has been executed and both commands exattugiocess.
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5.1.3.6 Program Tag (0x50)

The Program Tag command writes data to the tag The command includes: four
control parameters and the ID data. The firstehparametersfiod tag retries erase
retries, andprogram retries)establish retry counters for detecting the presearia tag,
erasing the tag and finally programming the tagpe RF2400 only supports tags written
in 96 bit format. Correspondingly, the only valld lengthis twelve (0x0C) and must
match the number of ID data bytes in the commahthe Tag is Class 1, A CRCRC-
CCITT-16) is generated for the 96-bits of ID data and progned into the first two bytes
in tag memory followed by the ID data. This commhatoes not write the LOCK or
KILL bytes.

If successful, a MSGOK will be returned otherwiseearor code indicating the failure
will be returned. Error codescdmmCode) include HWERR, UNKTAGCMD,
UNKIDLEN NOTAG, ERASEFAIL, PROGFAIL, TAGLOST, and AGLOCK. If the
Mtype field in the response is non-zero, an erras bccurred, and the tag must be
considered invalid.

Command Command Data Response Date
Code ) ) ) .
Size Valid Values Size Valid Values
0x50 16 Bytes 1% Byte—Find Tag retries 0x00-OxFF 0 Bytes

2" Byte--Erase retries 0x00-OxFF
31 Byte--Program retries 0x00-OxFF
4™ Byte—ID Length 0x0C

5™ -16™ Bytes—ID Data (12 Bytes)

Table 5-19  Program Tag

COMMAND DLE SOM SeslID Rd# Cmd Xrty Erty Wrty Len
10 01 01 FF 50 7 7 7 ocC
Tag ID CRCH CRCL DLE EOM
01 02 03 04 05 06 07 08 09 0A 0B oc 84 33 10 02
RESPONSE DLE SOM SeslID Rdr# Echo Mtype CRCH CRCL DIE EOM
10 01 01 FF 50 00 5D 39 10 02

Program Tag Example

Note: this example assumes that the command tesesuccessfully.
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5.1.3.7 Erase Tag (0x51)

The Erase Tag command erases and verifies thedagmperly erased. The command

begins with a tag search which repeats up to thenghumber ofind tag retriesor until

a valid tag is found. Subsequently, the Erase canams iterated up to the number of

times defined byrase retriesor until the erase is verified. A Class 1 tagvigten with

both the CRC and ID data set to zero. A Gen2gagritten with only the ID data set to
zero since the CRC is calculated by the tag. Aessful operation is determined if the
tag ID is erased to all zeros for both Class 1@ad2 tags and in addition the CRC is set

to zero for a Class 1 tag.

If successful a MSGOK will be returned otherwiseearor code indicating the failure

will be returned. Error code€dmmcCode) include HWERR, UNKTAGCMD, NOTAG,
ERASEFAIL, TAGLOST, and TAGLOCK.

Command Command Data Response Date
Code Size Valid Values Size Valid Values
0x51 2 Bytes 1% Byte—Find Tag Retries 0x00- 0 Bytes
OXFF
2" Byte--Erase retries 0x00-OxFF
Table 5-20 Erase Tag
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5.1.3.8 Kill Tag (0x52)

This command permanently erases or deactivateyveniftes that all tag data has been
erased or will no longer respond to or execute @eadmmands. The command begins
with a tag search which repeats up to the givenbmuroffind tag retriesor until a valid

tag is found. Subsequently, the Kill functionterated up to the number of times defined
by kill retries or until the Kill is verified. The RF2400 only [gports tags written in 96
bit format thus the only valitD lengthis twelve (OxOC). For Class 1 tags the calculated
CRC (Rc-ccITT-16) along with the providedlD data andkill code must match the
corresponding tag data for the kill operation tonptete. For a Gen2 tag the 4-byte Kill
password mush match the tags kill password. Aessgfal operation is determined if all
tag data has been erased or the tag will no lomgponds to reader commands.

If successful a MSGOK will be returned otherwiseearor code indicating the failure
will be returned. Error code€dmmcCode) include HWERR, UNKTAGCMD, NOTAG,
DATASIZE, TAGLOST, TAGLOCK and KILLFAIL.

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x50 19 Bytes 1% Byte—FindTag Retries 0x00-0xFF 0 Bytes

2" Byte--Kill retries 0x00-OXFF
3 Byte—ID Length 0x0C
4" -15™ Bytes
Class 1 -- 12-bytes ID Data
Gen2 -- Ignored
16" -19™ Bytes
Class 1 (first byte only)
KILL code
0x00-0xFF
Gen2 (all four bytes)
kill password
0x00000000 — OxFFFFFFFF

Table 5-21  Kill Tag
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5.1.3.9 Lock Tag (0x53)

The LOCK command sets and verifies the kdhgcode. For Class 1 tags tHeck code
[OxAS5] is also verified (Gen 2 has no lock codd@)his establishes the tdgll code and
locks the tag preventing any further modificatidrtle tag ID, or CRC. The command
begins with a tag search which repeats up to thenghumber ofind tag retriesor until

a valid tag is found. Subsequently, the Lock comanig iterated up the number lotk
retriesor for Class 1 until the tag read response cansisonly the CRC followed by the
12 bytes of Tag ID data indicating LOCK is verifietNote the kill code and lock code
are not backscattered on locked Class 1 tager Gen 2 tags after the kill password is
written both the EPC and kill password are locked the tag response indicates success
or failure which verifies the LOCKNote the kill password is not backscattered onéddck
Gen2 tags. Since The RF2400 only supports tags writtenGr#® format, the only valid
ID lengthis twelve (0xOC). Additionally, the lock commamdll only function on tags
previously written in a 96-bit format having an IEN of 12 bytes. A successful
operation is determined if LOCK is verified.

If successful a MSGOK will be returned otherwiseearor code indicating the failure
will be returned. Error code€dmmcCode) include HWERR, UNKTAGCMD, NOTAG,
DATASIZE, TAGLOST, TAGLOCK, and LOCKFAIL.

Command Command Data Response Date
Code . . - .
Size Valid Values Size Valid Values
0x50 7 Bytes 1 Byte—Tag Retries 0x00-0xFF 0 Bytes

2" Byte--Lock attempts 0x01-OxFF
3" Byte-- ID Length 0XOC
4" _ 7" Bytes
Class 1 (first byte only)
KILL code
0x00-0xFF
Gen2 (all four bytes)
kill password
0x00000000 — OXFFFFFFFF

Table 5-22  Lock Tag
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5.1.3.10Program Tag Init (0x54)

This variant of the Program Tag command writes 0£8@ the PC (protocol control)
field, and then continues to write data to thelfag This sets up an un-initialized tag for
a 96 bit EPC. The command includes: four contewbmeters and the ID data. The first
three parameterdifd tag retries erase retries,and program retries)establish retry
counters for detecting the presence of a tag,regabke tag and finally programming the
tag. The RF2400 only supports tags written in @@domat. Correspondingly, the only
valid ID length is twelve (0xOC) and must match the number of Hdadbytes in the
command. If the Tag is Class 1, A CRERC-CCITT-16) is generated for the 96-bits of
ID data and programmed into the first two bytesaigy memory followed by the ID data.
This command does not write the LOCK or KILL bytes.

If successful a MSGOK will be returned otherwiseearor code indicating the failure
will be returned. Error codescdmmCode) include HWERR, UNKTAGCMD,
UNKIDLEN NOTAG, ERASEFAIL, PROGFAIL, TAGLOST, and AGLOCK. If the
Mtype field in the response is non-zero, an erras bccurred, and the tag must be
considered invalid.

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x54 16 Bytes 1% Byte—Find Tag retries 0x00-0XFF 0 Bytes

2" Byte--Erase retries 0x00-OxFF
3 Byte--Program retries 0x00-OxFF
4" Byte—ID Length 0x0C

5" -16™ Bytes—ID Data (12 Bytes)

Table 5-23  Program Tag Init

COMMAND DLE SOM SesID Rdr# Cmd Xrty Erty Wrty Len

10 01 01 FF 54 7 7 7 ocC

Tag ID CRCH CRCL DLE EOM

01 02 03 04 05 06 07 08 09 0A 0B oc 2D 84 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype CRCH CRCL DE EOM

10 01 01 EE 54 00 81 F9 10 02

Program Tag Init Example

Note: this example assumes that the command tesesuccessfully.
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5.1.3.11LockG2 (0X55)

The LOCKG2 command is specifically used with Genags. It allows locking of
individual passwords and memory banks. The lockisttor a password or memory bank
can be Perma-locked (making it permanently unchesige The command begins with
a tag search which repeats up to the given nunfd@rdtag retriesor until a valid tag is
found. Subsequently, the Lock command is iteratedhe number ofock retries The
Data Length of 8 indicates that following are 4ébpiccess Password, 2 byte Mask and 2
byte Action field. The Access Password suppliegtnmoatch that of the tag’s otherwise
the command will fail with a TAGLOST response. ali Access Password has not been
written to the tag, it defaults to 00000000.

Note: If the access password is not zero, tagewntill be done from the OPEN state,
not the SECURED state. There are 2 methods timbeaused to write. First: a locked
tag may be unlocked by clearing the PWD bit using LOCKG2 command before
attempting to write, Second: Enter the accesswaasiswith the Access command to
cause transition from OPEN to SECURED state fodseand writes. The LOCKG2
command does transition from OPEN to SECURED usiegsupplied password.

If the tag’s access password is zero, the tag revters the OPEN state, but goes directly
to the SECURED state.

Use the Write Tag Memory command to write passwaodthe tag. Refer to section
5.4.1.

If successful a MSGOK will be returned otherwiseearor code indicating the failure
will be returned. Error code€dmmcCode) include HWERR, UNKTAGCMD, NOTAG,
DATASIZE, TAGLOST, TAGLOCK, and LOCKFAIL.

Command Command Data Response Date
Code . . . .
Size Valid Values Size Valid Values
0x55 11 Bytes 1% Byte—Tag Retries 0x00-0xFF 0 Bytes

2" Byte--Lock attempts 0x01-OxFF
3 Byte-- Data Length 0x08

4" _ 7" Bytes—Access Password
8" — 9" Bytes—10 bit Mask

10™ — 11" Bytes—10 bit Action

Table 5-24  LockG2

COMMAND DLE SOM SesID Rdr# Cmd Xrty Erty Len
10 01 01 FF 55 07 07 08
Access Password MaskH MaskL ActionH ActiolRCH CRCL DLE EOM
01 02 03 04 00 20 00 20 2F 4E 10 02
RESPONSE DLE SOM SesID Rdr# Echo Mtype CRCH CRCL DE EOM

10 01 01 FF 55 00 B6 Cc9 10 02

LockG2 Example (Lock EPC)

Note: this example assumes that the command tesesuccessfully.
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Lock contains two 10 bit fields, a mask and acteach sent as two bytes with the upper
6 bits of the high byte not used. The high byits(b5-8) is sent first.

Kill Access User

password password memory

bit 15-10 9 8 7 6 5 4 3 2 1 0

mask Sk_ip/ Sk_ip/ Sk_ip/ Skjp/ Skjp/ Skjp/ Skjp/ Skjp/ Skjp/ Skjp/
write write write write write write write write write | write
Pwd Perma | Pwd Perma | Pwd Perma | Pwd Perma Pwd Perma

action Read/ lock Read/ lock write lock write lock write lock
write write

Table 5-25  Lock bit usage

Bit function is as follows:
Mask = 0: Ignore the associated action field atdin the current lock setting..
Mask = 1: Implement the associated action field everwrite the current lock
setting.
Action = 0: Deassert lock for the associated field
Action = 1: Assert lock or perma-lock for assoethfield.

Note: Perma-lock bits, once asserted, cannot beskréed.

Pwd-write Perma- | Description
lock
0 Bank is writable from either the OPEN or SECURED state.
0 1 Bank is permanently writable from either the OPEN or SECURED state.
1 0 Bank is writeable from the SECURED state but not from the OPEN state.
1 Bank is not writable from any state.
Pwd- Description
read/write
0 Password is readable and writeable from either the OPEN state or the SECURED state.
0 1 Password is permanently readable and writeable from either the OPEN or the SECURED
state.
1 0 Password is writeable from the SECURED state but not from the OPEN state.
1 1 Password is not readable or writable from any state.

Table 5-26  Lock action field functionality
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5.1.3.12Access G2 (0x56)

The Access command allows entry of an Access pasdsiwocommunication with GEN
2 Tags. This command does not communicate withaitpe

If the tag’s access password is zero, the tag ravers the OPEN state, but goes directly
to the SECURED state and this command is not needed

If the tag’s access password is non-zero, the tégr®the OPEN state. The password
entered with this command is used to bring thettathe SECURED state, allowing
writes to an area that is non-perma locked.

Command

Command Data

Response Date

Code

Size Valid Values Size

Valid Values

0x56

1% Byte—Data Length 0x04
2" — 5" Byts-- Access Password

5 Bytes

0 Bytes

Table 5-27

COMMAND

RESPONSE

AccessG2

DLE SOM SeslID Rdr# Cmd Len
10 01 01 FF 56 04
Access Password CRCH CRCL DLE
01 02 03 67 6C 10

EOM
04 02
DLE
10

SOM
01

SesID  Rdr#
01 FF

Echo
56

Mtype CRCH CRCL DIE
00 EF 99 10

AccessG2 Example

EOM
02
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5.1.3.13Read Tag Memory (0x57)

The Read Tag Memory command allows an interrogatoead from 1 to 16 words from
a Tag’'s Reserved, EPC, TID or User memory. Reagl Nlamory has the following
fields:

» Bank- Bits 7,6 of Extent select Reserve, EPC, TIDUser memory.
* Length- Bits 5-0 of Extent indicates the number of byttesvrite.
* Address- Indicates the word offset within the bank.

For Tag memory layout information please see Tabi@

Although the length is specified in bytes (countdeb transferred across the serial
interface), the Tag memory is accessed in wordse [€ngth supplied must be even or
else an error is returned. The maximum length supd is 16 bytes (8 words). If a
larger number is requested, an error will be retdrnThe maximum address supported is
16383 (14 bits). If a write is attempted to anaanet supported by the Tag, an error is
returned. The Read Tag Memory command is only @deg for Gen2 tags.

If successful, a MSGOK response is returned, otisenan error response is given with
the Message Type (CommCode) indicating the failuRnssible CommCodes include
NOTAG, TAGLOST, TAGLOCK, TAGNXM, UNKCMD, and UNKVAL

Command Command Data Response Date
Code . . - .
Size Valid Values Size Valid Values
0x57 3 Bytes 1% Byte—Extent (bank/length) 0-16 Bytes Read Data--

2"/3" Byte—Word Address H/L

Table 5-28 Read Tag Memory

COMMAND DLE SOM SesID Rdr# Cmd Extent AdrH AdrL CRC H CRCL DLE EOM
10 01 01 FF 57 04 00 02 A7 89 10 02
RESPONSE DLE SOM SeslD Rdr# Echo Mtype Tsts Ant#  Le
10 01 01 FF 57 00 00 00 04
TAG data CRCH CRCL DLE EOM

01 02 03 04 FE 75 10 02

Read Tag Memory Example (read access password)
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5.1.3.14Write Tag Memory (0x58)

The Write Tag Memory command allows an interrogadowrite from 1 to 8 words to a
Tag's Reserved, EPC, TID or User memory. Write Tagmory has the following
fields:

» Bank- Bits 7,6 of Extent select Reserve, EPC, TIDUUser memory.
* Length- Bits 5-0 of Extent indicates the number of byttesvrite.

* Address- Indicates the word offset within the bank.

» Data- Up to 16 bytes (8 words) to be written.

For Tag memory layout information please see Taui@

Although the length is specified in bytes (countgeb transferred across the serial
interface), the Tag memory is accessed in wordse [€ngth supplied must be even or
else an error is returned. The maximum length supd is 16 bytes (8 words). If a
larger number is requested, an error will be retdrnThe maximum address supported is
16383 (14 bits). If a write is attempted to anaan@t supported by the Tag, an error is
returned. The Write Tag Memory command is onlypsuted for Gen2 tags.

If successful, a MSGOK response is returned, otlsenan error response is given with
the Message Type (CommCode) indicating the failuRnssible CommCodes include
NOTAG, TAGLOST, TAGLOCK, TAGNXM, UNKCMD, and UNKVAL

Command Command Data Response Date
Code ) ) ) )
Size Valid Values Size Valid Values
0x58 4-19 Bytes | 1% Byte—Extent (bank/length) 0 Bytes

2"/3 Byte—Word Address H/L
3"_19" Bytes—Data

Table 5-29  Write Tag Memory

COMMAND DLE SOM SeslID Rdr# Cmd Extent AdrH AdrL Dat a CRCH CRCL DLE EOM
10 01 01 FF 58 04 00 02 01 02 03 04 7B 20 10 02

RESPONSE DLE SOM SesID Rdr# Echo Mtype CRCH CRCL DE EOM
10 01 01 FF 58 00 F4 98 10 02

Write Tag Memory Example (write access password)
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5.2 SERVICE PORT COMMANDS

In addition to the binary message format, the RBZlfpports an ASCII communication
mode providing a service menu using the existing323nterface. The RF2400 powers
up accepting binary messages as described in segtloabove and posts a single line
message containing the current version of the fanew To activate the service menu, it
is necessary to send the proper token lead-in sequfLE][SMR]) as shown in Table
5-30. Two sets of commands are available; standard protected provide user and
factory/service personnel associated command amfijcoation menus.

[DLE] | Data Link Escape token; 0x10 ("p)

[SMR] | Service mode token; 0x04 (~d)

Table 5-30  Service Port Lead-in sequence

5.2.1 Standard Commands

Standard commands are available to all users andi@umented in this specification.
These commands provide a means to test the basiatam of the reader and to
configure several operating parameteidote all operating parameters can be returned
to the factory defaults by installing the jumperaid powering cycling the board.

5.2.1.1 Baud Rate(baud)command

The baud rateb@ud) command allows the user to reconfigure the RS28#face baud
rate. There are six baud rates available rangimg 8,600 baud to 115200 baud. Baud
rates are represented using a single decimal p&eafem 0 to 5: baud 0 = 9600, baud 1
= 19200, baud 2 = 38400, baud 3 =57600, and baadL25200,. The default RS232
configuration is 19,200 baud using 8 data bitgpp &it, and no parity. The current baud
rate is read using theaud <CR>and is displayed as a 0-4. A new baud rate ictzle
usingbaud=r<CR> where n represents the rate selected from 0-4& clilrent baud rate
remains in effect until the new rate has been edtand the command line displays the
command prompt.

5.2.1.2 Transmit Power Step(Txp[0-3]) command

The transmit power stepxp[0-3]) command is used to set the four transmit powegrsste
used toaccessa tag. The RF2400 reader always starts at the stowewer and
successively increases the power level until advig is found. Each transmit power
step is represented using a single decimal pararfreta O to 3. The power level at a
particular power step is read using thp[0-3]<CR> command. The associated power
levels are represented by a decimal number from@D0 and represent the approximate
power levels shown in Table 5-31. A new transmavel is established using
txp[0-3]=n<CR> where n is a decimal number from 0 to 600. Upompmetion the
command prompt is displayed.
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Note the power level settings are limited by fagtorinimum and maximum transmit
power configuration

180 -10.1 249
190 -4.7 261
200 -1.0 271
220 3.9 289
250 8.3 320
300 fIES! 384
350 16.5 459
400 19.1 533
450 21.2 618
500 23.0 700
550 24.6 795
600 25.8 872

Table 5-31  Transmit Power Level

Note: average current input to the RF2400 is limited36rBA for the USB version. A super capacitor is
used to provide more current for a short period of timele&ing a power level greater then 350 for USB
configurations or 600 for the standard board with fRE Carrier on continuous will exceed power limits
and reset the board. During normal operation capacitancth@épower supply meets short term current
requirements

5.2.1.3 Receive Threshold ixt) command

The Receive Threshol@fxt) command allows the receive threshold to be adjuiie
testing. A decimal parameter represents an A/Dhtauith a scale factor of 0.732 mV
per count. A value of 6 represents 4.4mV at the édnverter or -68dBm at the antenna
input. This command affects two separate thresholthe parameter is used directly to
set the signal detect threshold which by defaulitSsor 10.98mV or -60dBm at the
antenna input. The receive threshold parametscated by a factor of 5 to set the data
high/low detection levels which by default is 32196 mV above or below the average
signal level. Thext is executed usingkt=n<CR>where n is a decimal value from 4 to
64. Upon completion the command prompt is displaye

5.2.1.4 Phase(phs)command

The Phaséphs) command is used to configure receiver phase oRi2400. Because
of the controller architecture, signal nulls eXiased carrier frequency and tag to antenna
spacing. Selecting the opposite phase will mow rihll, allowing this tag to be read.
By default, automatic phase control is selected. the retry scheme, if an error is
encountered in selecting a tag, the opposite plzasged first before stepping the Tx
power or hopping. If a successful read is accashplil following the phase switch, this
phase setting is saved on a per-channel basis.coBmands that have a “Find Tag
Retries”, this must be set to at least one. HoweiW® phase retries are not counted
toward the command’s retry count.

The phs command is executed by typimis =n<CR> where n is a decimal setting. A
value for n equal to 0 or 1 forces either of the tphases while a 2 toggles to the
opposite phase. Any of these three settings disadlito phase switching and are used
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mainly for debug. Uning n equal to 10 sets autasghswitching on retries and is the
default. Using N equal to 20 initializes the phase channel table to all 0's while n
equal to 21 initializes the phase per channel tablall 1's. Executing theeedef
command initializes the phase per channel tablaltd’s (as well as setting all of the
EEPROM variables to factory defaults). Both theagh setting and phase table are
stored in EEPROM and restored on power-up. Bytistaiwith the phase that last
resulted in a good read for a channel, many rewié#se eliminated, providing the tag
distance is constant. Upon completion the comnpaiachpt is displayed.

5.2.1.5 Tag Class(tc) command

The tag clasftc) command is used to configure the reader for eah@lass 1 tags, Gen 2
tags or optionally to automatically identify thgtalass. When auto is selected the reader
attempts to initially read a Gen2 class tag anerdfte retry scheme has been exhausted
will attempt to read a Class 1 tag. This optionl witend the time to read a tag and
should be used with an understanding of this linuta The current tag class can be read

using thetC<CR>command or set usiril@=N<CR>, where n is a number from 0x1 to Ox3.
The value 0x1 indicates Class 1, a 0x2 represeat® @nd a 0x3 represents Auto class.
Upon completion the command prompt is displayed.

5.2.1.6 Read Retry(rrty) command

The read retryrrty) command is used to establish the number of retisesl for either
the Get ID or Get Raw ID host commands. A retrysists of a read attempt at the next
power level defined by the transmit power step caman(refer to 5.2.1.2). Every fourth
retry includes a hop to a channel at least 8 cHaraweay and lowers to power level back
to the level defined by thep0O<CR>command. The value is persistent and is maintiaine
when the board is power cycled. The default vadu& Therrty command is executed
usingrrty=nnn<CR>where nnn is a value from 0-255 decimggresenting the number of
retries. Upon completion the command prompt ipldiged.

5.2.1.7 Read Tag(rt) command

The read tagrt) command is used to initiate a single tag readrgdteat the currenixp
power level without retries. Each execution of theommand first selects a different
random channel from the configured frequency tathien attempts to read the tag. If
hopping has been disabled (Protected Commandit tbemmand will not select a new
channel and will always use the same channel. mheommand is executed using
rt<CrR>. Results of a successful read attempt for a AlassGENZ2 tag are displayed on
the command line as fourteen bytes of tag data:bytes EPEfollowed by the ID length
(64 or 99, the CRC ¢RC nnn and channel number (Chnnlnsuccessful read attempts
result with an error code detailing the naturehaf tead failure as shown in Table 5-37.
Upon completion, the command prompt is displayed.

5.2.1.8 Read Loop(rl) command

The read loopr{) command is used to initiate an iterattvte&eommand. Each iteration of
thert command operates at a different random channet) ffe configured frequency
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table. If hopping has been disabled (Protected r@andl) all tag reads will use the same
channel. Thel command is executed usimigCR> using a default loop interval of %2
second oml=nn<CR> where nn represents the loop time interval ifsl@f a second.
Results of a successful read attempt for a Class GEN2 tag are displayed on the
command line as fourteen bytes of tag date-bftes EPEfollowed by the ID lengthe4

or 96), the CRC ¢€RC nnn) and channel number (ChnnlJnsuccessful read attempts
result with an error code detailing the naturehaf tead failure as shown in Table 5-37.
Entering a<CR> will terminate the command. Upon completion, teenmand prompt is
displayed.

5.2.1.9 Sequential Loop(sl) command

The read loopgl) command is used to initiate an iterattteommand. Each iteration of
the rt command operates at the next sequential chanoeh, tihe configured frequency
table. If hopping has been disabled (Protected iGandl) all tag reads will use the same
channel. Thesl command is executed usist:CR> using a default loop interval of %2
second orsl=nn<CR> where nn represents the loop time interval i#sldf a second.
Results of a successful read attempt for a Class GEN2 tag are displayed on the
command line as fourteen bytes of tag date-bftes EPEfollowed by the ID lengthe4

or 96), the CRC €RC nnn) and channel number (Chnn)lJnsuccessful read attempts
result with an error code detailing the naturehaf tead failure as shown in Table 5-37.
Entering a<CR> will terminate the command. Upon completion, teenmand prompt is
displayed.

5.2.1.10Write Tag (wt) command

The write tag \Wt) command is used to initiate a single tag writerafit at txp0 level
(plus 50) without retries. Hopping is not used &owrite operation thugt commands
will use the same channel. Thd command is executed usingi<CR> to write the
default tag ID 0f0123456789ABCDEF0123456a3F to write a specific tag ID using
wt=nnnnnnnnnnnnnnnnnNNNNNNN<CR> where n is one of 24 hex characters
representing the tag EPC code (missing charactergeao filled). For Class 1 tags the
CRC is calculated and appended to the data pribetiag written to the tag. For Gen2
tags CRC operations are handled by the Tag. USilags 1 tags there is no error
checking for the write command and the tag musehbd after being written to verify the
operation was completed successfully. Gen2 tagdgge a response to a write operation
indicating success or failure. Upon completior, tommand prompt is displayed.

5.2.1.11Lock Tag (It) command

The lock tag If) command is used to establish the kill code an#l tbhe tag to prevent
further modification of the tag 1D, or CRC. Thecommand will only operate on tags
written in 96 bit format The It command is executed usinj=nn<CR> or
[t=nnnnnnnn<CR>where nn is the hexadecimal representation okitheode for Class1
tags and nnnnnnnn is a hexadecimal representatiarst(be non-zero) of the Kkill
password for Gen2 tags. Class 1 tags provide syorese to this command while Gen2
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tags respond with a success or failure status wikigmovided in the host response. To
verify the tag was properly locked the tag showdréad to confirm the read response
consists of only the CRC followed by the 12 byteSag ID data. Upon completion, the
command prompt is displayed.

5.2.1.12Lock Tag G2 (I12) command

The lock tag G2 (12) command is specifically usathwen 2 tags. It allows locking of
individual passwords and memory banks. The lockistior a password or memory bank
can be Perma-locked (making it permanently unchaplgge The command requires 8
bytes of parameters (16 hex character), 4 byte #cBassword, 2 byte Mask and 2 byte
Action field. [2=xxxxxxxxyyyyzzzz The Access Pasaw supplied must match that of
the tag's otherwise the command will fail with a N&G response. If an Access
Password has not been written to the tag, it desfanl00000000.

Refer to the host LOCKG2 command section 5.1.3ot further information.

5.2.1.13Access (apw)

The Access (apw) command allows entry of an Acpassword for communication with
GEN 2 Tags. This command does not communicate tivithiag.

If the tag’s access password is zero, the tag ravers the OPEN state, but goes directly
to the SECURED state and this command is not needed

If the tag’s access password is non-zero, the tagrethe OPEN state. The password
entered with this command is used with tag reads antes to bring the tag to the
SECURED state, allowing writes to an area thabis-perma-locked.

5.2.1.14Kill Tag (kt) command

The kill tag kt) command permanently erases the tag data or datadithe tag so it will
no longer respond to or execute reader commants.kffcommand attempts to kill the
last tag read eliminating the need to enter a Baput requires a kill code that matches
the tag kill code The command will only operate on tags writte®@bit format Thekt
command is executed usingt=nn<CR> or kt=nnnnnnnn<CR> where nn is the
hexadecimal representation of the kill code for s€la tags and nnnnnnnn is a
hexadecimal representation (must be non-zero)eokithpassword for Gen2 tags. Class
1 tags provide no response to this command while2Gags respond with a success or
failure status which is provided in the host regmon To verify the tag was properly
killed the tag should be read to confirm the reasponse consists of all zeros or the tag
will no longer responds to reader commands. Upmnptetion, the command prompt is
displayed.

5.2.1.15Quiet Tag (t) command

The quiet tag(qt) command can be used to temporarily prevent a Clatsg from
responding to tag commands. The tag enters tlep slate where it no longer responds
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reader commands except the talk command or thasfmrse mode limit times out.
Before using this command a read tagnust be executed to capture the tag ID. Ghe
is executed bygt<CrR>. Upon completion, the command prompt is displayed.

5.2.1.16Erase Tag(et) command

The erase tagef) command is used to erase tag data. If the tagtifocked, the IDdata
is erased to zeros for both Class 1 and Gen2 tadditionally, the CRC, Kill Code, and
Lock bytes are erased to zero in Class 1 tagsppidg is not used for an erase operation
thuset commands will always use the same channel. efllsemmand is executed using
etCR>. Upon completion, the command prompt is displayed.

5.2.1.17Paper Sensor Triggered Readpstr) command

The paper sensor triggered rgadtr) command is used to enable automatic tag reading
based on the state of the optical reflection senslsing this command, triggered reading
can be enabled or disabled, set to operate in twoservice port mode, based on
reflection or no reflection and set to persist gwewer cycling. The triggered read state
(pstrs) can be read usipgtr<CR>command or set usin@str=n<CR>where n (pstrs) is a
value from 0x0-0Ox3F. The bit definitions for pstodow:

Bit0O  enables or disables triggered reads where a one (1) eslitiggered read is
enabled and a zero (0) indicates disabled.

Bit1 indicates which optical state is used to trigger a relagkavone (1) triggers the
read on a no reflection and a zero (0) triggers the read on rflectihis bit is
ignored when a switch is used in place of the optical sensdri®iset to a 1)

Bit2 isreserved and is ignoredséd internally to indicate host vs SP mode

Bit3  establishes if the state persists over power cycles vehere (1) indicates the
state persists over a power cycle and a zero (0) indicates thaathalees not
persist.

Bit4 setto one (1) indicates a switch is used instealdeo$énsor for triggering. When

) the switch contacts are closed the state is triggered. o
Bit5 determines whether the ID data are returned or storeaerd\ (0) indicates to

return the ID data immediately, while a one (1) causes the ddta stored in
EEPROM for future retrieval. Refer to the “Dump ID Data” comchaBad
reads are not stored in EEPROM

When enabled using thestr command, with bit 5 = 0O, triggered read tag datasant as
ASCII in service port mode.

When storing to EEPROM, only good reads are stoMhen the EEPROM log is full
(496 records), thpstr function is terminated. An error message is stiie service port
(error 43).

Note: To use a switch in place of the paper sensive between J3 pins 1 and 2.

5.2.1.18Paper Sensoi(ps) command
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The paper sensopg) command is used to monitor the output of the aptieflection
sensor for debug purposes. Usingpseommand, the sensor is polled and A/D readings
are displayed as a decimal number from 0 to 409his number is the difference in
output between the sensor LED driven and not. fiitmaber is followed by a zero
indicating no reflection or a one to indicate ttiedre is an object in the optical path. The
ps command is executed usim<CR> and continues until &CR> is sent. Upon
completion, the command prompt is displayed.

5.2.1.19Paper Sensor Thresholdpst) command

The Paper Sensor Threshdjust) command sets the trigger point for sensing ratiact
This number represents the sensor A/D readingrdiffee between the emitter LED on
and off. A Hysteresis of 200 is used, that is,eoreflection is triggered, the value must
drop 200 before reflection status is reset. Vahtles are from 250 to 4000. Thst
command is executed usimgt=r<CR> where n is a decimal value from 250 to 4000.
Use theps command to monitor and determine the thresholdiired for a particular
paper and ink. Upon completion, the command pramgisplayed.

5.2.1.20Auto Read Tag(art) command

The auto read ta@rt) command continuously polls for a tag and when agsdgund and
different from the last tag read, the tag dataerg & service port mode to be displayed or
stored in EEPROM. Bit 0 of a parameter byte deiteesn whether the ID data are
returned or stored. Thert command is executed usiag=n<CR>where n represents a
hexadecimal value. A zero indicates to return lfbedata immediately, while a one
causes the data to be stored in EEPROM for futetréeval (refer to the Dump ID Data
command section 5.2.1.21).

When storing to EEPROM, only good reads are stoMhen the EEPROM log is full
(496 records), the auto read tag function is teateid. An error message is sent to the
service port (error 43).

This command is illegal gstr mode is enabled and an illegal response will belaysd.
Entering a<CR> or any other command will terminate tlat command. Upon
completion, the command prompt is displayed.
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5.2.1.21Dump ID Data (did) command

This dump id datddid) command returns ID data that has been stored PREEV. A

16 bit parameter is required. The upper byte ef plarameter indicates how many
records to return and the lower byte is a sub camtmaAn internal pointer can be
optionally initialized to the first record and isad and tracks records. Subsequent
commands can fetch the next group of records. ddie dump will stop whenever a
zeroed record is encountered (end of stored ddtag. EEPROM (8Kx8) can store up to
496 entries. Thelid command is executed usigigd=nnmnkxCR> where nn represents
the number of records and mm represents the subaathin hexadecimal.

The lower parameter byte contains a sub-commaiallag/s:

Reset pointer and dump.
Dump from pointer.

Get number of records stored.
Clear all.

A OWNPE

5.2.1.22Program Flash (pf) command

The program flashpf) command invokes the serial port boot loader. [Bader is used
to download a firmware upgrade and program the cae into flash memory. Until the
upload sequence is initiated by the host, no chasmgeade to flash memory and the
command can be aborted by power cycling the cdatrolThe host software includes
extensive error checking to confirm that the cdigrofirmware is updated correctly.
When the download completes the controller is aegiarted with the new firmware.
The pf command is executed usipkCR>. A response messag®&ASHis displayed on
the command line. When the operation is complet the firmware is restarted, the
initial power-up message “RF2400 Ver xx” is disgdy

5.2.1.23Speaker Test(st) command

The speaker tesst) command beeps the speaker continuously using aecend tone
followed by a one second interval. This commandsisful to debug the speaker circuit
operation. Thest command is executed usirgkCR> and continues untikCR> is
executed. Upon completion, the command prompisiglalyed.
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5.2.1.24Beep(beep)command

The beefgbeep)command is used to establish the operation of pkealser. The speaker
can operate as a function of read activity, basethe optical trigger, or be completely
disabled. Thébeep)command is executed usibgep=nwhere n is a bit mapped value
from 0-7. A value of 0 disables the speaker.

bit 0 selects tag activity beep

bit 1 selects the optical trigger beep
bit 2 selects error beep.

The current beep setting can be read usingl¥@@pRCcr> command. Activity and
triggered read beeps use a frequency of 1500Hzwid error beep uses 750Hz. Upon
completion, the command prompt is displayed.

5.2.1.25Set EEPROM Defaults(eedef)command

The set EEPROM defaul{sedef)command is used to rewrite the EEPROM to the facto
defaults. Theeedefcommand is executed usimgdef<CR> Whenever the RF2400
firmware is updated it is recommended to execugedbmmand to insure the EEPROM
has the appropriate settings. Upon completionctimemand prompt is displayed.

5.2.1.26Read EEPROM (ree) command

The read EEPROMree) command reads and displays eight (8) consecutivatibns
from a user provided starting location. Tie® command is executed usimge=nnnn
where nnnn represents the hexadecimal startingeasidrom 0x0000 to Ox1FF8. This
command is provided for debug purposes only. Ugmmpletion, the command prompt
is displayed.

5.2.1.27No initial message ijoim) command

The no initial messagéoim) command can be used to enable or disable the RF240
initial power up message. By default, followingws-up, the RF2400 sends an
identifying message out the serial port “RF2400 nem” where n.nn is the firmware
revision. This message may confuse connected R$232 equipment. Th&oim
command is executed usimpim=n where n is al to disable or & to enable the
message. This setting is preserved in EEPROM.nldpmpletion, the command prompt
is displayed.

Ensyc - CONFIDENTIAL - MARCH 30,2008
Technologies RGE 45 11:56:13AM



RFID UHF Short Range Controller (RF2400)

5.2.1.28Diagnostic di) command

The diagnosti¢di) command is used to verify controller functionalityproduction. The
diagnostics are executed usiligCR>. A set of tests are run in order. If any testsfaihe
failed test number and an error code are displayggon completion, the command
prompt is displayed.

Diagnostic Test Summary

Test1: The two I/O ports are tested to insure that thay loe individually set
and cleared. If failure, error code 0x80 indicagwoblem with port 0, and 0x81
indicates port 1 failed.

Test2: Test the photo paper sensor circuit. The testfex connects all 4
leads together. This connects the LED driver # ahm pull-up resistor and to
the amplifier input. The diagnostic turns the LBBver on and off and checks
the output of the amplifier through the A/D coneert The amplifier output is
checked at less than 0.25V and more than 2.9V.aildré is indicated by error
code 0x83.

Test3: The VCO (voltage controlled oscillator) is tested. First,
communication between the microcontroller and ti&O\Mis verified. If fail, and
error code of 0x30 is displayed.

The VCO is tested to insure that the PLL can lockhannels 1, 25, and 48. If
lock is not detected, an error code of 0x31 isleiggd.

Test4: Test the read electronics offset voltage for nanih65V. A failure
with error code of 0x85 indicates that the offseltage was outside of the range
of 1.4V to 1.8V. Another possible error code tbah be encountered here or in
the following test is 0x50 , indicating A/D convertime-out.

Test5:  This test attempts to transmit data while monitgithe receive circuit.
The received signal for this test is caused by feeaon from the tag while
transmitting a modulated signal. The tag is plaaed non-ideal distance from
the antenna to insure some reflection.

The received signal is tested for an average lee®leen 0.5 and 2.5V. This also
insures that the circuitry has not driven to eittier ground of 3.3V rail. A failure
here is indicated by error code 0x86.

This test also checks for a P-P (peak-to-peak)asighat least 0.25V with error
code of 0x87 used to indicate a failure.

Test 6: The final test attempts to read the tag. If sssfid, the tag ID and
CRC are displayed, followed by the word passedssite error codes are 0x20
no tag, or 0x21 tag lost.
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Diagnostic Error Code Summary

0x20 No Tag detected (read tag fail)
0x21 Tag Lost (read tag fail)

0x30 Chipcon VCO communication fail
0x31 VCO PLL won't lock.

0x50 A/D converter time-out

0x80 Port O fall

0x81 Port 1 fail

0x82 Paper Sensor circuit fall

0x85 Read Offset out-of-range

0x86 Read Average signal out-of-range
0x86 Read signal P-P voltage too low

Additional diagnostic information can be displayedssist in the diagnosis of problems.
The diagnostic display can be executed usiirgi<CR> displaying A/D results from the
diagnostics.

ofs=2379 174
min=1935 141
max=2901 212
P-P=966 70
dtxp=250

For the f' 4 lines, the T number following the equal sign is the measured A/
count and the second number is the reading comvésteoltage in hundredths of
a volt. Dtxp is a relative Tx power level whichfallts to 250.

The acceptable ranges are:
ofs 1912-2459 (1.4-1.8V)

aver 683-3415(1.5-2.5V)
P-P greater than 966(0.25V)
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5.2.1.29Ignore CRC (icrc) command

The ignore CRQicrc) command is used for debug and testing. This camdndisables
CRC checking of host commands and eliminates tled t@ manually calculate the CRC
when using a generic serial port program for compation in host mode. Thierc
command is executed usingrc<CR>  Upon completion, the command prompt is
displayed.

5.2.1.30EXxit (exit) command

The exit exit) command is used to exit service port mode andmesthe media
independent binary command protocol. Exé¢ command is executed usiagit<CR>.

5.2.1.31Display menu(??) command

The display menu??) command is used to display the standard servidecoommands
for reference. The?? command is executed usir’<CR>. Upon completion, the
command prompt is displayed.
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5.2.1.32Standard command summary
The following table summarizes the standard semparé commands.

baud riw Yes 0-4 1 Read or set baud rate (see Table 5-6)
txp0 riw Yes 0-999 215 Tx power step (limit between min-max)
txpl riw Yes 0-999 275 Tx power step (limit between min-max)
txp2 riw Yes 0-999 335 Tx power step (limit between min-max)
txp3 riw Yes 0-999 400 Tx power step (limit between min-max)
rxt riw Yes 0-255 15=(11mV) Read threshold x 0.732mV

phs riw Yes 0x20 0x10 0, 1, 2=tgl, 0x10=auto, 0x20=init

tc riw Yes 1-3 2 Tag Class (1=Class1, 2=Gen2, 3= Auto)
rrty riw Yes 0-255 7 Get ID & Get Raw ID retries

rt e No na na Read tag ID

rl ep No 0-255 5 Read loop (Random) (delay in 1/10 sec)
sl ep No 0-255 5 Sequential loop (delay in 1/10 sec)

wt ep No sﬁar:zx 0123456789ABCDEF01234567| Write tag ID (missing chars are zero filled)
It e No 0x00-0xFF | 0x00 Lock Tag

12 e No 8 bytes na Lock Tag GEN 2

kt e No 0x00-OxFF | 0x00 Kill Tag

qt e No Na na Quiet Class 1Tag, must rt first to get ID
et e No na na Erase tag

pstr riw Programmable| 0x0-0x1F na Paper Sensor Triggered Read

ps e No na na Paper sensor displays A/D and 0/1(hit)
pst riw Yes 250-4000 400 Paper Sensor threshold

art e No flags 0x00 Auto Read Tag (1=store)

did e No Len/sub 0x0000 Dump ID data

pf e No na na Program flash (invokes serial boot mode
st e No na na Speaker Test

e 5 VS o s Ei?%gﬁgtﬁﬁ?yflgittr?:?)rigger, bit2=Error
eedef e No na na Set EEPROM to Factory Defaults

ree e No na na Read EEPROM

noim riw Yes 0/1 0 1 = no initial message at power-up

di ep No d na Diagnostic, =d-display numeric results
icrc w No na off Ignore host cmd CRC (for debug only)
exit e No na na Exit SP mode to host mode

?? e No na na Display menu

Table 5-32  Service Port Commands - Standard
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5.2.2 Protected Commands

The protected commands are for test and setup blfigd service technicians. They
allow setting of parameters for transmit power,rated hopping and frequency selection.
Additionally, the PLL frequency synthesizer intdrmegisters can be accessed. These
settings can affect the legal operation of the and are only available to manufacturing
and service personnel. These commands are hidurordy active when the proper
password has been entered using the password camman

5.2.2.1 Password(pw)command

The passwordpfv) command is used to enable the protected servitceepmmands. The
pw command is entered usipgv=n<CR>where n is a decimal number from 0 to 65535.
If you require access to the protected commandstacb Ensyc Technologies or your
local service representative for the password. Gdeed may be power cycled to disable
the protected commands or enter an invalid passe@dpw=0000. Upon completion,
the command prompt is displayed.

5.2.2.2 Transmit power (txp) command

The transmit powertXp) command is used to set or read the output trangaviter.
Using txp<CR> will display the current transmit power level sgjtas a decimal number
from 0 to 600. Usingxp=n<CR>where n is a decimal number from 0 to 600 will thet
current transmit power level. This setting is hiwited by the maximum and minimum
transmit power limits. Upon completion, the commhgsrompt is displayed. Power
cycling the board or exiting the SP mode will retuhe transmit power level to the
defaulttxp[0] setting. Upon completion, the command prompispldyed.

5.2.2.3 Maximum transmit power (txpmax)command

The maximum transmit powetxpmax) command is used to set or read the maximum
allowed output transmit power. UsitgpmaxCR> will display the maximum transmit
power level setting as a decimal number from 00. 6Usingtxpmax=r<CR>where n is

a decimal number from O to 600 will set the maximwamsmit power level (refer to
Table 5-31  Transmit Power Level). Additionallyyatransmit power step setting
greater then the maximum limit will be set to thaximum limit and a message “adjust
steps” is displayed. Upon completion, the commannpt is displayed.

5.2.2.4 Minimum transmit power (txpmin) command

The minimum transmit powertxpmin) command is used to set or read the minimum
allowed output transmit power. Usitgpmin<CR> will display the minimum transmit
power level setting as a decimal number from 0. 6Usingtxpmin=n<CR>where n is

a decimal number from 0 to 600 will set the minimtn@ansmit power level (refer to
Table 5-31  Transmit Power Level). Additionallyyamansmit power step setting less
then the maximum limit will be set to the minimuimit and a message “adjust steps” is
displayed. Upon completion, the command promgigplayed.
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5.2.2.5 Channel seleci{chan)command

The channel selectifan) command is used to set or read the active chammaber.
The chan commandchan<CRr> will display the active transmit channel as a oetdi
number from 0 to 49 anchan=n<CR>where n is a decimal number from 0 to 49 will set
the active channel. Upon completion the commamel deturns to the command prompt.
Refer to Table 5-33 for a complete listing of chalsrand associated frequencies. Upon

completion, the command prompt is display@ie: with hopping enabled the read command
selects the next random channel prior to the reading the Tagoperate on a single channel disable
hopping (refer to section 5.2.2.6). Also hidden chanb@l& 51 (password protected) provide a means to
select 860MHZ and 960MHz respectively for diagnostic p@Ros

0 902.75 25 915.25
1 903.25 26 915.75
2 903.75 27 916.25
3 904.25 28 916.75
4 904.75 29 917.25
5 905.25 30 917.75
6 905.75 31 918.25
7 906.25 32 918.75
8 906.75 33 919.25
9 907.25 34 919.75
10 907.75 35 920.25
11 908.25 36 920.75
12 908.75 37 921.25
13 909.25 38 921.75
14 909.75 39 922.25
15 910.25 40 922.75
16 910.75 41 923.25
17 911.25 42 923.75
18 911.75 43 924.25
19 912.25 44 924.75
20 G275 45 925.25
21 913.25 46 925175
22 913.75 47 926.25
23 914.25 48 926.75
24 914.75 49 927.25

Table 5-33  RF2400 USA Hopping Table

Table 5-34 RF2400 E.U. Hopping TabléBD

Table 5-35 RF2400 Japan Hopping TabléBD
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5.2.2.6 Hop (hop)command

The hop flop) command is used to enable or disable frequencpihgp Using thenop
commandhop<CR> will display the current hop state where a ondcats hopping is
enabled. The hop commahdp=0<CR>will disable frequency hopping arbp=1<CR>
will enable frequency hoppingJpon completion, the command prompt is displayed.

5.2.2.7 Gen2 Read ¢2r) command

The Gen2 Readg2r) command allows reading any memory area of the Gag2 A
required 16 bit parameter defines the area to re&its 15-12 select the bank, bits 11-8
specify the length in words, bits 7-0 select thedvaddress within the bank (refer to the
Table 5-42 — Memory Map). If any part of the respee area is not supported by the tag,
an error 26 (TAGNXM) is returned. If any part tietarea is read-locked, an error 25
(TAGLOCKED) is returned. If the command is sucdelssthe requested data are
displayed. They2r is executed using2r=nnnn<CR>where nnnn is the hexadecimal
representation of the 16 bit paramet&or exampleg2r=2200reads the 12 words of
TID memory. This command is only supported for GEMags. Upon completion, the
command prompt is displayed.

5.2.2.8 Gen2 Write (g2w) command

The Gen2 Writgg2w) command allows up to 8 words to written to any rogmarea of
the Gen2 tag. The required parameter specifieslale to write in hexadecimal. The
command must be preceded bgza command selecting the bank, length and addrdss. |
any part of the requested area is not supportethéyag, an error 26 (TAGNXM) is
returned. If any part of the area is write-locked,error 25 (TAGLOCKED) is returned.
The g2w is executed usingg2w=n...n<CR> where n...n is the hexadecimal
representation of the data to be written from 82ocharacters. This command is only
supported for GEN 2 tags. Upon successful congrietthe command prompt is
displayed.

5.2.2.9 Transmit zeros (t0) command

The transmit zerog@®) command is used to enable the transmit carrierirgedmittently
modulate the carrier with zeros. The carrier iséd on and modulated with a 50 percent
duty cycle with a modulation period of 1ms. Zemyg transmitted at a frequency of
approximately 70KHz where the carrier is modulated1/8 of the cell time. Thé0
command is executed usiti@CR>. Entering a<CR> will terminate the command. Upon
completion, the command prompt is displayed.
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5.2.2.10Transmit ones(t1) command

The transmit onegX) command is used to enable the transmit carrierisedmittently
modulate the carrier with ones. The carrier isé¢dron and modulated with a 50 percent
duty cycle with a modulation period of 1ms. Ones wansmitted at a frequency of
approximately 70KHz where the carrier is modulated 3/8 of the cell time. Thél
command is executed usitikCR>. Entering a<CR> will terminate the command. Upon
completion, the command prompt is displayed.

5.2.2.11Transmit alternating (ta) command

The transmit alternatingtd) command is used to enable the transmit carrier and
intermittently modulate the carrier with alterngtiones and zeros. The carrier is turned
on and modulated with a 50 percent duty cycle witmodulation period of 1ms. Ones
are transmitted at a frequency of approximately H@Kvhere the carrier is modulated for
3/8 of the cell time. Zeros are transmitted ategjdiency of approximately 70KHz where
the carrier is modulated for 1/8 of the cell tim&he ta command is executed using
ta<CR>. Entering a<CR> will terminate the command. Upon completion, doenmand
prompt is displayed.

5.2.2.12Transmit random (tr) command

The transmit randomtr) command is used to enable the transmit carrier and
intermittently modulate the carrier with random alat The carrier is turned on and
modulated with a 50 percent duty cycle with a matiah period of 1ms. Data are
transmitted at a frequency of approximately 70KHzeve the carrier is modulated for
3/8 of the cell time for a data one and 1/8 of ted time for a data zero. The
command is executed usitigzCR>. Entering a<CR> will terminate the command. Upon
completion, the command prompt is displayed.

5.2.2.13Transmit data (td) command

The transmit datatd) command is used to enable the transmit carrierigtedmittently
modulate the carrier with the data parameter. ddmeier is turned on and modulated
with a 50 percent duty cycle with a modulation pdrof 1ms. The 16 bit parameter
represents 2 transmitted cell times. The carsi@nifor ones, off for zeros. For example,
80EOh sends a zero (modulated 1/8 of the cell tene)a one (modulated 3/8 of the cell
time) Thetd command is executed usitd=nnnn<CR>where nnnn is the hexadecimal
representation of the 16 bit parametdtntering a<CR> will terminate the command.
Upon completion, the command prompt is displayed.

Ensyc - CONFIDENTIAL - MARCH 30,2008
Technologies RGE 53 11:56:13AM



RFID UHF Short Range Controller (RF2400)

5.2.2.14Carrier on (con) command

The transmitter oncpn) command is used to turn on the un-modulated trarcamrier.
The con command is executed usiogn <CR>. Upon completion, the command prompt
is displayed.

5.2.2.15Carrier off (coff) command

The transmitter off doff) command is used to turn off the transmit carri@he coff
command is executed usirgpff <CR>. Upon completion, the command prompt is
displayed.

5.2.2.16Localization (local) command

The localization lpcal) command is used to configure the controller patarsefor
operation under various jurisdictions. UsirlgcalCR> will display the current
localization code setting as a decimal number fiota ? where 1 = USA, 2 = E.U., and
3 =Japan. Usindpcal=n<CR> where n is a decimal number from 1 to ? will det t
localization code. Upon completion, the command prompt is displayed.

Note currently only the 1= USA Localization is sagpd
5.2.2.17Chipcon register read(ccr) command

The Chipcon register readdr) command is used to display the contents of theesddd
Chipcon register. Thecr commandccr AAXX<CR>, where AA is the hexadecimal
register address and XX is hexadecimal dummy daild,display the contents of the
register on the command line as two hexadecimaisdixDD following an equals sign.
Upon completion, the command prompt is displayed.

5.2.2.18Chipcon register write (ccw)command

The Chipcon register writec¢w) command is used to set the contents of the adzitess
Chipcon register. Thecw commandccw AADD<CR>, where AA is the hexadecimal
register address and DD is hexadecimal data, vaflay the contents of the register on
the command line as two hexadecimal digits OxDDofwing an equals sign. Upon
completion, the command prompt is displayed.
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5.2.2.19Protected command summary
The following table summarizes the protected serpiart commands

pw w No 0-65535 na Password, in decimal

txp riw No 0-999 215 Tx power in decimal

txpmax riw Yes 0-999 500 Tx power max limit

txpmin riw Yes 0-999 180 Tx power min limit

chan riw No 0-49 30 Frequency (channel) in decimal

hop riw No 0/1 1=hop Hop flag

g2r ep No 0-FFFFh na Bank(4bits), len (4bits), adr (8bbits)

g2w ep No 0-FFFFh Na Write data word (uses extent from g2r)

to e No na na Continuous send Os (1/8 cell)

t1 e No na na Continuous send 1s (3/8 cell)

ta e No na na Alternating 1s & Os

tr e No na na Random Data ( pattern for FCC testing)
td ep No 0-FFFFh Na Continuous send parameter

con e No na Carrier on, unmodulated

coff e No na off Carrier disabled

local riw Yes 1-3 1 Localization code

ccw w No Adr/data Write ChipCon regs (AADD) hex adr/data
ccr w No Adr/data Read ChipCon regs (AAXX) hex adr/don’t care
cci e No na na ChipCon init (as done at power-up)

Table 5-36  Service Port Commands - Protected

For r or etypes, enter command with <cr> to read or execute. Wtypes enter command followed by
“=parameter<cr>"to write. For r/w or eptypes, enter command with <cr> to read or execute , enter
command followed by “=parameter<cr>" to write or execute withrameters.
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5.2.3 Service port error codes

Several error codes are presented in service podem These include errors that the
firmware identifies when initializing and errors cemintered when executing specific
service port commands. These errors are liste@biels-37.

10 Host command invalid

11 Host command CRC error

12 Host command length error

20 No Tag Found — (timeout on sync character)

21 Invalid Tag ID Length — (error during tag read cgiem)

22 CRC Error —(calculated CRC doesn’t match the ta@€CR

23 Tag response handle mismatch (Gen2 only)

24 Tag returned (Gen2 only)

25 Tag command failed — Tag is locked (Gen2 only)

26 Tag memory address non-existent (Gen2 only)

27 Write verify fail

30 Bad CCRegister Access—(register doesn’t respomdsponds with incorrect datd)
31 VCO not locked — (The VCO isn’t locked to the respeel frequency)
32 No Backscatter — (The receiver didn’t detect angkbeatter signal)
40 EEPROM Timeout — (EEPROM bad or missing)

41 EEPROM bad status

42 EEPROM checksum error

43 EEPROM log full

50 ADC timeout

80 Diagnostic Port0 fail

81 Diagnostic Port1 fail

82 Diagnostic read offset out-of-bounds

83 Diagnostic read average out-of-bounds

84 Diagnostic read P-P out-of-bounds

Table 5-37  Service Port Error Codes
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5.3 RADIO FREQUENCY INTERFACE

The RF2400 controller is designed to communicatld Wwdth Auto-ID Class 1 and Class
1 Gen 2 tags operating in the frequency range 6VB&2-960MHz. The controller can
be configured to automatically detect the tag tgpéixed to a specific type. The Fixed
configuration has the advantage of acceleratingratipms eliminating retries to
determine tag type. This dual functionality prasdcompatibility with existing
technology while providing support for next genenattags. The radio frequency (RF)
interface and Reader protocol are based on a rétalks” first passive RFID system
using half-duplex communication.

5.3.1 Auto-ID Class 1

The RF2400 reader incorporates an Auto-ID Clasg-1c&mmunication interface and
Reader functionality. Data symbols communicatetiveen the reader and the tag
include a binary zero (0), a binary one (1), a,nald punctuation. The encoding and
modulation of these symbols and protocols folloe MIT Auto-ID Center — Technical
Report - 860MHz-930MHz Class 1 Radio Frequency tifleation Tag Radio
Frequency & Logical Communication Interface Spesaifion Candidate
Recommendation, Version 1.0.1 — November 14, 2002

The RF2400 reader initiates all communications \ligh Class 1 tags which occur in a
half-duplex manner. Class 1 tags communicate ubsckscatter modulation. This
communication only occurs when directed by a prypelecoded and interpreted
command emitted from a Reader.

5.3.1.1 Class 1 Reader-Tag RF communications

The RF2400 communicates with the Class 1 tags ummglitude shift keying (ASK).
The modulation operates at 90% nominally. Shapeging is employed to control
modulation rise and fall times in order to more idap roll off sideband energy.
Modulation parameters for North American operatio® summarized in Table 5-38

Parameter Description Value
To Master Clock Interval 14.25 us
Totol Master Clock Interval Tolerance <0.1%
1/TO Data Rate 70.18 Kbps
Tfwhmo Half Width Binary 0 (1/8 TO0) 1.78 us
Tfwhm1l Half Width Binary 1 (3/8 TO0) 5.34 us
Mod Modulation Depth 90%
DMod Modulation Depth Variation 5%

Tf Fall Time 300 ns typ.
Tr Rise Time 300 ns typ.
Ripple Ripple <10%

Table 5-38 Class 1 Reader-Tag Modulation Parametsr
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The Reader data modulation incorporates a pulsthwitheme to represent logical bits O
and logical bits 1. A logical O is representedabgell time of 1/8 TO (see Figure 5-5).A
logical 1 is represented by a cell time of 3/8 $6g Figure 5-5).

Clk low
(Data“o™ [*¥8To

Figure 5-5 Class 1 Reader Modulation Timing for Baary 0

A logical 1 is represented by a cell time of 3/8($6e Figure 5-6).

T,

Clk low
[Data “1™)

Figure 5-6  Class 1 Reader Modulation Timing for Bimary 1

5.3.1.2 Class 1 Tag-Reader RF communications

The Tag communicates to the Reader by backscatidulation of the continuous wave
(CW) carrier supplied by the Reader. This is aiKASodulation and is typically 10% or
less of the signal amplitude based on nominal tadiacross-sections. The Tag to
Reader bit cell time is %2 TO resulting in a nomidata rate twice the data rate from the
Reader to the Tag. However, this rate will vargmthe response as much as 25% as the
Tag power level changes. Tag the Reader paranfetekrth America are summarized

in Table 5-39.

Parameter Description Value

To Master Clock Interval 14.25 us
Ttagbitcell Tag to Reader Bit Cell Interval T0O/2 7.13 us

Tag Data Rate Tag to Reader Nominal Data Rate 2/T0 140.35 Kbps

Table 5-39  Class 1 Tag-Reader Communication Pararess
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Tag modulation uses a four interval bit cell enogditechnique. Two transitions
represent a binary 0 and four transitions represdmmary 1 (see Figure 5-7).

1 Bit Cell

Figure 5-7  Class 1 Tag to Reader Encoding

532 Class1-Gen?2

The RF2400 incorporates a Classl Gen 2 RF comntiomnciaterface compatible with
the new generation of GEN 2 tags. Gen 2 supparish more robust then Class 1 tags
providing enhanced features and improvements wettursty and the mechanisms to
handle large populations of tags. Encoding, mdawiaand protocols follow the EPC™
Radio-Frequency Identity Protocols Class-1 Genema? UHF RFID Protocol for
Communications at 860 MHz — 930 MHz Version 1.0.3aruary 31, 2005

5.3.2.1 Gen 2 Reader-Tag RF communications

The RF2400 communicates with the Gen 2 tags usmglitude shift keying (ASK).
Modulation operates at 90% nominally and shapedin{eys employed to control
modulation rise and fall times. Communicationsaestn the Reader and Tags is based
on a reference time interval defined as a Tari Wwhecthe duration of a data 0. Fixed
format is used for all communications. Modulatioargmeters for North American
operation are summarized in Table 5-40
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Parameter Description Value
Tari Reference Time Interval 12.5 us
Ttol Reference Interval Tolerance <0.1%
1/(2Tari) Data Rate 40 Kbps
PW RF Pulse Width (Tari/2) 3.125 us
Mod Modulation Depth 90%
DMod Modulation Depth Variation 5%

Tf Fall Time 300 ns typ.
Tr Rise Time 300 ns typ.
Ripple Ripple <10%

Table 5-40 Gen 2 Reader-Tag Modulation Parameters

Data is transmitted using Pulse Interval ModulatRiE encoding. A fixed pulse width
of % Tari is used for both logic 0 and logic 1 daits. A data zero is represented by
positioning this pulse at the last half of thetfifari interval. A data 1 is represented by
positioning the pulse at the last half of the selcoari interval (refer to Figure 5-8).

Tari 0.5 Tari < x < Tari

¢ -
PW PW

e

data-0

data-1 | | | |

Figure 5-8  Gen 2 Reader to Tag PIE Encoding

5.3.2.2 Gen 2 Tag-Reader RF communications

The Tag communicates to the Reader by backscatidulation of the continuous wave
(CW) carrier supplied by the Reader. This is alKASodulation and is typically 10% or
less of the signal amplitude based on nominal tadiacross-sections. The Tag to
Reader bit cell time is %2 Tari resulting in a noatidata rate twice the data rate from the
Reader to the Tag. However, this rate will vargmthe response as much as 25% as the
Tag power level changes. Tag the Reader paranfetekrth America are summarized

in Table 5-41
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Parameter Description Value

Tari Master Clock Interval 8 us
Tag Data Rate Tag to Reader Nominal Data Rate 1/Tari 125 Kbps

Table 5-41  Gen 2Tag-Reader Communication Parameter

The Reader determines the TAG encoding scheme atad ate with Querycommand.
The RF2400 always selects FMO encoding. Using BMBinary O is represented by a
transition mid bit cell and a binary 1 is represenby no transitions within the cell (refer
to Figure 5-9)

FMO Symbols

o L o ]
[

Figure 5-9  Gen2 Tag to Reader Encoding
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5.4 LOGICAL STRUCTURES AND DATA CONTENT

5.4.1 Gen 2 Tag Structures and Data content

The Gen 2 tag memory is logically separated intr fmanks. Each bank may contain
zero or more memory words. The memory map follows.

xxh User [15:0]

11 User
00h User [N:N-15] OFh

10 TID 10h TID [15:0] 1Fh
00h TID [31:16] OFh
xxh EPC [15:0]

01 EPC 20h EPC [N:N-15] 2Fh
10h PC [15:0] 1Fh
00h CRC-16 [15:0] OFh
30h Access Password [15:0] 3Fh

00 Reserved 20h Access Password [31:16] 2Fh
10h Kill Password [15:0] 1Fh
00h Kill Password [31:16] OFh

Table 5-42  Class 1 Gen 2 Memory Map

User Memory is for user specific data storage. This regiohag vendor specific.

TID memory contains an 8 bit allocation class identifier, amfdrmation to describe any
custom capabilities of the Tag. The TID may ineual Tag mask-designer identified,
Tag model number, Tag serial number, etc

EPC memory contains a CRC16 to protect the EPC, a ProtocaitrGb(PC) field to
describe the length of the EPC, and the EPC (HEeiirProduct Code). The RF2400
currently supports an EPC of 12 bytes.

Reserved memory contains the kill and access passwords. The Hef@un-
programmed) value of the both passwords is zeram Ikerrogator can use the Kill
password once to kill a Tag and render it silerteéhfter. The access password, if non-
zero shall require the interrogator to issue thessword before transitioning to the
secured state.
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5.5 AUTONOMOUS OPERATION

The RF2400 includes functionality to support remai#onomous operation. The
controller is easily configured to read tags renyot@isconnected from the host
communication port) saving tag ID data to EEPROMilevioperating under battery
power. Functions supported include:

Paper Sensor Triggered Read (Host mode). Refer to sectiorv3.1.2
Paper Sensor Triggered Read (Service Port mode). Refer to eetibrd7
Auto Get Tag ID (Host mode). Refer to section 5.1.3.3

Auto Read Tag (Service Port mode). Refer to section 5.2.1.20

The onboard EEPROM log is sized to store up tolBGcords. Each record stores the
complete EPC ID (up to 96 bits), the tag CRC, #gth of the EPC, as well as the
function used to store the ID. Once the log id fall 496 locations written), the
operational function will be terminated and a mgsss immediately sent to the host
communication port; however, if the communicatiamtps disconnected at that time the
message will be lost. When connected to the conuation port, the host can
interrogate the reader using the “Get Reader Staturemand (refer to section 5.1.2.5)
with the data byte set to 0x00. If the log is ftile response will return a message type
of 0x98 (log full). The host can download the stbiD data and clear the log using the
“Dump ID Data” command (refer to section 5.1.3.4).

If operating in service port mode, when the hostnextion is established using the
“"PAD” protocol, and the log is full, a messageri&r43” will be sent. The ID data can
be retrieved and the log cleared usingditecommand (refer to section 5.2.1.21).

Ensyc - CONFIDENTIAL - MARCH 30,2008
Technologies RGE 63 11:56:13AM






RFID UHF Short Range Controller (RF2400)

HARDWARE DESCRIPTION

The RFID controller (RF2400) is interfaced to atim®cessor with an industry standard
RS232 interface (or optional USB adapter) using edim independent protocol. The
reader is designed around a Texas Instrument TMSZIB low cost DSP used to
communicate with the host and control all RFID smait and receive operations. The
DSP provides a wide selection of memory includid® Kbytes of Flash, 2 Kbytes of
OTP ROM, 8 Kbytes of Boot ROM Peripherals include to four Hardware PWM
outputs, six 32-bit timers, six 16-bit timers, fosPl modules, two SCI communication
ports, two eCAN modules, sixteen channels of 12-AD&hd 35 individually
programmable GPIO pins. To limit cost, the majoat the RFID reader functionality is
implemented in the DSP firmware. Combined with 28-Bit security Key/Lock this
provides a mechanism to deter theft of the RFIBliettual property (IP).

A low cost highly integrated VCO, operating overe tlfrequency range 860MHz-

960MHz, is used to create the RF carrier signal ander DSP control provides the

frequency hopping spread spectrum (FHSS) mechamsatcordance with FCC part

15.247. A power splitter divides the VCO outpubithe RF carrier and a local reference
signal used to demodulate the RFID backscatteatigh single chip 2-watt GSM Power

Amplifier boosts the RF carrier necessary for @éacommunication and is adjustable
from 0dBm (1mW) to 24dBm (250mW). The amplifiertput is coupled to the antenna
with an integral directional coupler to reduce tinansmitter signal coupled to the

receiver section.

The output of the directional coupler applies tleelscatter signal directly to an RF
mixer. Using the local reference signal from tlwavpr splitter, a selectable LC phase
delay is used to directly convert the in-phase wadyature components of backscatter
signal from the RFID tag to baseband. A low-paBEdiRer removes any high frequency
products of the mixer. This filter output is agalito a high-pass network coupled with a
synchronized FET switch to remove any DC componekhisally a base-band amplifier
boosts the signal to a level compatible with thePCehalog input. The processor phase
locks to the signal, synchronizes to the clock edgiacks the average signal level, and
decodes the data stream for presentation to the hos
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6.1 HOST COMMUNICATION INTERFACE

The RF2400 reader is interfaced to the host usnigdustry standard RS232 or optional
TTL serial interface. Populating the controllethwii4 L1g andces, ce4,c67, cednterfaces
the DSP media independent serial protocol to ingustandard RS232 signal levels.
Optionally, removing the RS232 components and mmg component®i1s and c71

provides a TTL compatible signal level.

The seirgkrface offers no hardware or

software flow control and only communicates using serial transmit and receive data
lines. Baud rate defaults to 19,200 k-baud usigbtedata bits and one stop bit. The
baud rate can be reconfigured using host commands.

RS232 Serial Interface

C69

L10 ~~~10uH
1

u14
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10\1/ 13 vee sw 2
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1uF 16V
) 10v . cap I 1
= 9 PS
=D MODE
HSERTX
3 RSDO [3 g TIN TouT i HSERRX
3 RSRXD < <} ROUT RIN P73
VEE/PAD
GND i 0 TNS526
[TC2801CDE  ——1uF
+—-oun
N Tov TN525
1
=
TTL Serial Interface
u1s V3
L lA*{>—lY 6
216w vee 2
3 2A‘|>—2Y 4
—_— cn
;43LVC2Gl7 e
' 23
=
Figure 6-1  Host Interface
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6.2 DSP PROCESSOR

The heart of the RF controller is a 100 MIPS DSécpssor. The processor includes a
crystal oscillator which runs at 20MHz, set by atteenal crystal. An integral PLL
boosts the frequency to 100MHz. During tag commatndn, the processor must run at
100MHz to achieve the timing required. When nanhownicating with a tag, firmware
decreases the operating frequency to 20MHz to ceaespower. As the operating
frequency is changed, internal dividers, timers] Hre baud rate generator are adjusted
to maintain correct operation.

The processor has hardware for serial communicatioluding UART, fC, and SPI.
The UART is used for host communication througheaternal RS232 translator or
buffered TTL interface. Th&C controller interfaces to an external EEPROM. TSR
interfaces are implemented, one communicates WwehCtipcon VCO, the other is used
to serialize the transmitted data, it's clockingugpplied by an integral PWM.

An integrated 12 bit A/D converter samples therexgived data after pre-conditioning.
The processor firmware then decodes the data witaitking frequency and amplitude
variations. The A/D also monitors board voltageels to insure proper operation and to
control charging of an optional battery.

Several PWMs are used for transmit power leveirggtbeeper sound generation, and
transmit data gating.

General purpose I/0O ports control various transmd receive functions, LED indicators,
and 2 software controlled external 1/0 ports.

6.3 EEPROM

An EEPROM memory is used to permanently store redusettings and tag ID data.
The EEPROM interfaces with the processor over’@nbus. Parameters stored include
such items a Tx power, Rx thresholds, host commtings, etc. A large area is used to
store tag IDs for portable data gathering whilegwrtnected to a host computer.

The EEPROM currently used is 64kbits or 8Kx8. Railrg is the EEPROM map:

0-1F parameters

40-77 phase table, entry per channel
78-79 store pointer for ID storage
80-9F demo data

100-1FFF ID storage 16 bytes each for 496 entries
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6.4 TRANSMITTER/VCO

The Transmitter/VCO is implemented using a Chip€&@1070 Single Chip Low Power
RF Transmitter. This component interfaces to treeg@ssor using an SPI interface and
incorporates the necessary circuitry to implemeaefiency Hopping Spread Spectrum
(FHSS) signaling for noisy environments and to naggtncy spectral requirements. To
enhance speed of operation, the Transmitter/VCdes dual sets of frequency control
registers to allow overlapped frequency configeratiuring operation. UHF frequency
is synthesized from an inexpensive 14.7456MHz afysiing a programmable fractional
divider to achieve high resolution which is ideak fnarrow band applications. An
external loop filter is provided to meet the stailion requirements imposed by FHSS.
The VCO circuitry with associated filtering can tenfigured to operate over the range
from 850MHZ to 960MHz. Although the CC1070 provsdenodulation control, for
purposes of flexibility and to provide more contadlvarious modulation schemes these
features are not used. The output power of the \i€@djustable from -30dBm to
+7dBm. The output is coupled through an impedamzdching which attenuates
harmonic components and matches the combined pametifier and mixer circuitry
impedance to maximize VCO output power.

6.5 POWER SPLITTER

The power splitter is asymmetric dividing the povirem the VCO to the RF amplifier
and mixer. The mixer requires ample signal to cedtonversion loss as compared to the
minimal input requirements of the RF amplifier. eThircuit is implemented using an
inductor and two capacitors.

6.6 POWER AMPLIFIER

The RF power amplifier is based on the Triquint TQW#006 Quad Band Power

Amplifier Module. This device is a low cost ampif designed for the cellular phone
market providing and efficient low cost solutiort.he amplifier is controlled using a

voltage controlled input to both set the output pownd provide a versatile means to
amplitude modulate the carrier.

6.7 PA MODULATION

The Processor directly modulates the carrier witKAmodulation using the voltage
controlled input of the RF Power Amplifier. A pexsor PWM output is filtered using a
2-pole Sallen-Key low pass filter providing the weéqd control voltage. This voltage is
configurable and establishes the output power ®RR2400. Using two low resistance
analog SPST switches the power amplifier contrdtiage input is switched between zero
and this reference voltage using shaped key devendore rapidly roll off sideband
energy.
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6.8 DIRECTIONAL COUPLER/RF FILTER

The output of the power amplifier is coupled to #rgenna using a PCB implemented
directional coupler with 8dB coupling loss and direity between 25dB and 30dB. This
implementation provides a very low cost alternativhile providing the necessary
transmitter/Receiver isolation. The output of theection coupler is connected to the
antenna using a simple pi filter to further attdeudaarmonic components.

6.9 SELECTABLE LC PHASE DELAY/MIXER

The output of the VCO is connected to the mixengs selectable phase delay with a
nominal 90 degree phase difference. This circualsp provides additional impedance
matching to provide the strong signal required g mixer to reduce conversion loss.
The selectable delay provides a unique low costtienl to compensate for receiver nulls
related to frequency and the tag to antenna spatisigpg a passive mixer the received
signal is converter directly to baseband.

6.10BASE-BAND AMPLIFIER

The output of the mixer is coupled with an impedan@atching circuit to an acquisition
switched high-pass filter to remove the large D@ ponent. The output of this filter is
applied to the 34dB base-band amplifier which ipooates 800 KHz low-pass filter
limiting the bandwidth of the amplified signal.
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6.11 GENERAL PURPOSE DIGITAL I/O PORT

The RF2400 provides two bi-directional 10 ports géhcan be independently configured
through software as an input or output port. Thesds are buffered and include a
protection circuit allowing an input signal rang®rh 0 to 7volts. A low level is

represented by any input signal less then 0.3V lagh level any signal greater then
2.3volts. A 6.8K on-board resistor is providedpull up the inputs to 3.3volts. An
output low level output voltage is 0.36V at 8mA anbigh level output voltage is 2.58V
at -4mA. The 10 ports are available on the Digi@IConnector (J2)
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" Qe
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1,2,3 TN517

5
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Figure 6-2

Digital 1/0 Port
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6.12DIGITAL I/O INTERFACE

The RF1200 incorporates two LED drivers for powed activity indication. On board
LEDs are in parallel with outputs providing bothboard and remote indicators Two
maintenance jumpers provide a means to independiemtle a serial boot operation for
firmware update and to reset the controller to flogtory defaults. These signals in
addition to the two 10 ports are available on thgital I0 Connector (J2).

J2

J_D TN514
3 FDEFAULT# <L }

0 515
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~|o|o|o|~|o|ur| s |w|N
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0O TN518
LEL +—0 TN520
+3V3
+3v3
u16 A\ D2
1 2 R43 150R Sy
s acmEDE > 1T e I ¢ VWizs Activity
LX0B03GW
216D vee P2 123
3 4 D3
3 PWRLED# [ > > 2A‘|>°—2Y 7 1 \\K 2 R44_ p A LSOR Power
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LX0B03GW
123 = c72 123
100nF
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Figure 6-3  Digital I/O Interface
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6.13BUZZER CIRCUIT

A magnetic buzzer is used to provide audible inghceof reader or paper sensor trigger
activity. Functionality and settings are configlitbrough the service port. The sound is

generated by the microcontroller using a PWM ougpuplified by Q2 to directly drive
the buzzer.

D1 MMBD4148
3

4 S1
3 X
2
3
x—

3 -
0 TNS12 €SS-14D20
- 3
R27
3 SOUND [>> < 1 Q2

c54
330R o MMBT3904 ~ 39pF

3 3

AY|

Figure 6-4  Buzzer Circuit

6.14OPTICAL SENSOR INTERFACE

The RF2400 supports an optional optical sensor wban be configured to trigger read
operations on either a presence or absence okflexted light. The sensor emitter is
modulated by the processor as a means to reducefféets of ambient light and the
difference in the sensor output is a measure ofctheled signal. The threshold is
adjustable to compensate for different materideogifvity. Optionally, the circuitry can
be configured to use an external mechanical switicere a contact closure from pins 1
& 2 of J3 indicates a triggered state. The sestie is also available to host software.
All the necessary signals are available on connd&o

Paper Sensor +4v2
for reference only
NOT ON BOARD

R46
75R0
RED ZU1 VHT 123

3 2 232 33

N * 1

4 * NN 1 2

BLk o 3 O TN523
O TN524

OPB732W
123 | 1,2,3
-
[D—J =
3 BSS138
3 SNSLED o 123

N 7 +—O TN504
ot i————{ > > SNSRD 3

INIRIIN

OPA2354
4123

Molex
87439-0400

D

Figure 6-5  Optical Sensor Interface
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6.15POWER REGULATORS

The 5 volt input power is converted to 4.2 voltsebyi-lon battery charger circuit U12.

This circuit provides main system power and carrgdan optional battery for portable
operations. For the USB option, a super capadstawvailable and supplies extra power
during transmit operations which is not typicallyadable from the USB interface. R42
sets the current limit to 550mA for the USB versiand 1000mA for the externally

powered versions. The main 4.2 volt source alsweps the RF power amplifier.

+4. 2V Supply
R40 e [>>> CHRGMON 3
L css
1onF
123 +av2
ér o1z = {0 s
L9 AAAALO0HM 4 3
o vee BAT T
5 - == |2 €60 R511
PROG wree 1uF C52 + C51 +i C534 10K
2 owmcen 5> e ot iy mr T . s
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AT Al & Val U8 o a2 -0 back of board
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1.21K = 1000 nA
WH1
RA2-1 R42:2 +
1K21 K21 L—@© BAT
12 3 WireHole
WH2
L@ e
WireHole

Figure 6-6  Main Power 4.2V Regulator

Two low drop-out (LDO) regulators provide the reguai power for various digital and
analog circuits. U13 supplies +1.8V power to firecessor core and Ull supplies
+3.3V power for the processor I/O and additionadtoaller circuitry.
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Figure 6-7  +3.3V and +1.8V Regulator
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SPECIFICATIONS

7.1 ELECTRICAL SPECIFICATIONS

7.1.1 RF Interface
RF output Frequency Range
Transmit Power Range
Receiver Sensitivity

7.1.2 Communications Interface
Serial Interface Baud Rate
Digital 1/0

7.1.3 Power Supply
Power Supply Voltage

860Mhz — 960 MHz
0.1mW - 500mW
-68dBm

9600, 19200, 38400, 7605200 baud
TTL I/O levels

4 .5Vdc - 5.5Vdc

Supply Current 1.25A max
Current Consumption
Average: 350mA
Peak: 750mA
Power Dissipation
Average: 1.75Watts
Peak: 3.75Watts
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7.1.4 Battery (optional)

Type Polymer Lithium-ion
Battery Voltage Nominal 3.7Vdc

Battery Voltage range 2.7Vdc — 4.2Vvdc
Capacity 3200mAh

Note: A protection circuit in the battery preventsrging beyond 4.2V and discharging
below 2.75. Additionally, there is short circurbpection at 3A.

7.2 ENVIRONMENTAL SPECIFICATIONS

Operation Temperature Range -20°C to 50°C (-4°Z2a%F)
Storage Temperature -40°C to 80°C (-40°F to 176°F)
Relative Humidity 5% to 80% non-condensing

7.3 MECHANICAL SPECIFICATIONS

Size 2.12x3.36 x0.25in
(53.87 x 85.37 x 6.35mm)
Mounting #4-thru hole (4plcs) 1.85x 3.08in
(46.86 x 78.36mm)
Weight 0.8 0z (239)
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7.4 1/0 CONNECTORS

J4 — Power/Serial 10 Connector Mating connector — Molex 87439-0500
Pin Signal Description
1 +5V System power +5Vdc £10%, 1.25A max
2 +5 RTN +5Vdc Ground
3 Signal GND Serial /0 Ground Reference
4 Host RX Serial Host Receiver (RS232 or optionBL)l
5 Host TX Serial Host Transmitter (RS232 or optioRBL)

Note: Rx/Tx are from the RF2400 perspective.

J3 — Optical Sensor Connector Mating connector — Molex 87439-0400
Pin Signal Description
1 SensPwr 4.2V power for Opto transistor (100ohrieseesistor)
2 SensSgnl Optical signal input from Optical ReeefEmitter)
3 LED Rtn LED power return (LED Cathode) (Pulsed)
4 LEDpwr LED Power +4.2V (LED Anode)
J2 — Digital 10 Connector Mating connector — Molex 87439-1100
Pin Signal Description
1 Default Factory Default Jumper Option — (jumpepin 2)
2 GND Reference ground for Jumper options
3 SerBoot Force Serial Boot Jumper Option- (juntpegin 2)
4 3.3V Source power for external LED (Series 156 ahsistor)
5 Port0 Bi-directional Digital IO Port0
6 GND Reference ground for Digital 10 Ports
7 Portl Bi-directional Digital 10 Portl
8 ActLedPwr Activity LED power (3.3V with series @8hm)
9 ActLedRtn Activity LED return (Buffered Driver)
10 PwrLedPwr Power LED power (3.3V with series 150
11 PwrLedRtn Power LED return (Buffered Driver)
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Figure 7-1 RF2400 Mechanical Assembly
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