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1.0.Introduction

The ACR3x Mobile Card Reader serves as an interface for the communication between a mobile
device and a magnetic stripe card or smart card. Different types of cards have different
communication protocols which, in most cases, prevent direct communication between a card and a
mobile device.The ACR3x Mobile Card Reader establishes a uniform interface from the mobile device
to the card. By taking care of the card’s particulars, it releases the computer software programmer
from being responsible with the operations’ technical details, which in many cases, are not relevant to
the implementation of the card system.

This document contains information regarding the installation and workflow of demo included in the
Android™ and iOS library of the ACR3x Mobile Card Reader.
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2.0.Installing the demo application

21. ForiOS

1. Download the device library from the link below:

http://acs.com.hk/en/products/227/acr31-swipe-card-reader/.

About Us Media Canter

Smart Cards

Smart Cards & Smart Card Operating
systoms

PC-Linked Smart Card Readars
Mobile Card Readers

ACR3

ACR38U-ND
Smart Card  Fingerprint Readers
Smart Card Roaders with PIN-pad
Contactiess Readers

PC-Linked Readers with Mass
Storage

Dynamic Password Genarators

Softwars Development Kits

Knowiadgabase

Investor Relations. Carears Contact Us.

Smart Card Readers. Sorvices Solutions Support Store

ACR31 Swipe Card Reader

ACR31 Swipe Card Reader

\
COCETIETIET |

Drivers for ACR31

[ ReioswoOote [Ovorn _______[oSswpert | Verwion | _FlleSiae| Notes |

USB Interface

27-Aug-2013  ANDROID Library (Beta} Android 2.3 and above 1005 35k8

23-Aug-2013 108 Library (Bota) 105 5.0 and above 1002 seaka L

BAE | X

Advanced Card Systems Ltd.
@ Card &Rs-ader'le(hnologuzys )

2. Using XCode application, open the AudioJackDemo.xcodeproj.

eno (1 Audic)ackDemo .
] Bl om =[] a] @ ]
FAVORITES

= All My Files ) ) _— o h

@ AirDrop . L J 2 —

o Applications | acsicon_s7x57.pn  ACSicon_114x114. Audiojack AudiojackDemo

ﬁ Desktop g9 png odepro|

3. Transfer the AudioJackDemo.xcodeproj to your mobile device by choosing your mobile device

and then clicking the play button.

Note: Make sure that your mobile device is connected to your computer.

800

’ . | ﬁ*’.wicﬁ:“m}ﬂﬂdkimme

"D QASE=EB=B
¥ ' target, 105 SDK 7.0

%] ACSlcon_114x114.png
w| ACSlcon_37x57.png

» || Audiclack

k|| AudiclackDemo

» | Frameworks

» | Products

| mm
i

=

4 » | [ AudiclackDemo

A AudiojackDemo +

¥ Ildentity
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2.2. For Android™

1. Connect your mobile device to the computer.

Bl Galaxy Nexus

=

Gl\_}_jv LQ_! ~ Computer = Galaxy Nexus +

i Favorites Internal Storage

= I
B Desktop W~ 12.5GE free of 13.3GB
4. Downloads

=i Recent Places

2. In the internal storage of your device, create a folder where the ACR31 Android demo will be

placed.
= Internal Storage
@Uv '_ + Computer = Galaxy Mexus = Internal Storage - - m
Organize -
@ Documents ;I
J’ Music .mmsyscache .rhmsoft Alarms
File folder File folder File folder
[E5] Pictures
E Videos
Android burstlyImageCache DCIM
File folder File folder File folder
1% Computer
B i :
= Local Disk {C:) Download Lazylist Maovies
(— DATA (D:) File folder File folder File folder
Music Notifications Pictures
File: folder File: folder File: folder
Podcasts Ringtones tmp
File: folder File: folder File: folder

3. Download the ACR31 Android library from the link below:
http://www.acs.com.hk/index.php?pid=product&prod sections=0&id=ACR31

‘ader - Windows Internet Explorer

m.hk/index. php2pid aprod_ser d=ACR31 O=|[% % = acr31swipe CardResder X

Investor Relations | Online Store | Careers | Sitemap | FAQs | EziE | i
@ Advanced Card Systems Ltd.
Card & Reader Technologies E

| Home About Us Products & Services Solutions ‘Support & Downloads Media Center Knowledgebase Contact Us

Products & Services Select Product : K]l
| Product Families

Smart Cards & Smart Card Operafing Systems. ‘

PC-Linked Smart Card Readers ) ACR31 Swipe Card Reader

Mobile Gard Readers

Smart Card/Fingerprint Readers

Smart Card Readers with PIN-pad
Contactiess Readers

PC-Linked Readers with Mass Storage

[oven | e | o | e s | s LSS
Dynamic Password Generators

Automatic Fare Collection (AFC) Readers

Drivers for ACR31
Softwrare Development Kils [Relcase Date] -
[ESESREE | I e = N | M == | sl | s |
LES = USB Interface
11-Jul2013  ANDROID Library (Beta Android23and 1004  456KB =]
above
06-May-2013 OS Library (Befa) 0S50 andabove 1001  55TKE al
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Copy the AudioJackDemo.apk file from the downloaded ACR31 Android library into the
previously created folder.

A
(;k\ ,-‘l'| .= Computer » Galaxy Mexus - Internal Storage = Temp

Organize ~

. AudioJackDemo
AP File
115 KB

Disconnect your mobile device from the computer, and then locate the AudioJackDemo.apk
using a file manager application.

APPS WIDGETS

L —
‘!

3D Carousel

ACS DESFire
View Demo

ACS DESFire ACS Smart
Balance

Reader Biz Card

% = <«
B & B C

ACS-Medical

AndroidDBCo
Practitioner

AndroidGridL
nnection

ayout

Azaret
Android

Angry Birds

Browser Calculator

———

oL

Camera CarouselDem Clock customlistvie
o

@ & =&

Customlistvi

Downloads
ewActivity

File Manager
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6. Tap the AudioJackDemo.apk file to start the installation process.

mntfsdeard/Temp =

i Bl

W apk
Fab 18, 2074 14:317 | -nw

7. Complete the action using Package Installer.

Lomplete action u Sin g
fe[ Package installer

S‘:'" Verify and install

Use by default for this action.
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8. A prompt will ask for hardware control access. Tap Install to proceed.

® AJDemo

Do you want to install this application?

Allow this application to
+« Hardware controls

9. Once the installation is complete, you may now open the AJ Demo application.

® AJDemo

+" Application installed

ACR3x — User Manual

Version 1.00
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3.0.Using the application with ACR31 mobile card reader

This section provides a simple step-by-step procedure on how to use the ACR31 mobile card reader
with a magnetic stripe card using the AudioJack demo application.

3.1. Using a magnetic stripe card
1. Connect the ACR31 to the audio port of your mobile device.

Note: Make sure that the volume is set to its maximum level to allow communication between
the ACR31 reader and your mobile device.

Open the AJ Demo application.
The reader is in sleep mode by default. Tap Reset to wake up the reader.

Note: By default, the reader will enter sleep mode if there is no operation after 4 seconds.

Resetting the reader,,

Page 9 of 34

ACR3x — User Manual info@acs.com.hk
Version 1.00

www.acs.com.hk




aCS

Advanced Card Systems Ltd.
Card & Reader Technologies

4. Swipe your magnetic stripe card to the reader. The reader and card details will be displayed

on the screen.

- )
wl AJ Demo

Swipe count
1

Battery status
Full

Data received

230087 650 C1 FB 3B 32 65 20 4F 77 BC 44 69

70 AE 56 51 B1 4E 2F 23 29 14 60 F9 50 EA 44

50 CH FA DA B1 54 DF 34 4C 90 A3 31 97 5C AE
93 00 AA 15 1A B0 16 C9 B2 3B 30 97 AS OB T3
A5 3C BT AE CE 20 D& A3 9E 50 56 94 0B E6 AG
OEE4 A4 TF 95 18 AD 41 2ZECD 91 E9 B2 C3 B
T5 39 4E 29 26 5% OF 0D 94 89 27 EB FB 18 BB

2007 F& 34 TD CaA DE EE 79 DE 46 71 A0 76 BB
JEOSEASTDFER VIFI GOFB 2D 94 0007 16

18 DA A6 ({Checksum OK)

Key serial number

TRACK 1

JISZ data

5. Tap About reader to know more about the firmware version, battery status and sleep

timeout.

- . .
w! AJ Demo CLEAR

DEVICE

About reader
Reader ID
Cryptographic keys
DUKPT setup

IcC

PICC

Reset

ACR3x — User Manual

Version 1.00

Page 10 of 34

info@acs.com.hk
www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

3.1.1. Getting the firmware version
To get the reader’s firmware version:

1. Go to About reader, and then tap Get firmware version.

-
@l About reader

Firmware version
ACRZ1 V2,20

Battery level

Sleep timeout
FUNCTION

Get firmware version

Get status

Set sleep timeout
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3.1.2. Getting the battery status
To get the battery status:

1. Go to About reader, and then tap Get status.

-
@l About reader

Firmware version
ACRZ1 VZ.20

Battery level
.00V - 2.09v

Sleep timeout
4 gecs

FUNCTION

Get firmware version

Get status

Set sleep timeout

ACR3x — User Manual

Version 1.00
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3.1.3. Setting the sleep timeout

To set the sleep timeout:

1. Go to About reader, and then tap Sleep timeout.

2. Enter a value between 4 and 20, and then tap OK.

Sleep timeout

Enter the value between 4 and 20:

ACR3x — User Manual

Version 1.00
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3.1.3.1. Customizing ID
To change the Custom ID:
1. Go to Reader ID, and then tap Set custom ID.

2. Type in your preferred ID text, and then tap OK.

Custom ID

Enter the text (maximum 10
characters):

ACR3x — User Manual

Version 1.00

Page 14 of 34

info@acs.com.hk
www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

3.1.3.2. Getting the Device ID
To get the Device ID:

1. Go to Reader ID, and then tap Get device ID.

118! Reader ID

Custom ID
acs_01

Device ID
64 99 82 50 05 FD 29 24

FUNCTION

Get custom ID
Set custom ID

Get device ID

ACR3x — User Manual

Version 1.00
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3.1.3.3. Changing the master key
To change the master key:

1. Go to Cryptographic keys, and then tap Master key.

& Cryptographic keys

MNew master key
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Master key
00 00 00 00 00 00 00 D0 00 00 00 00 00 00 00 00

AES key
4E 61 74 63 61 6E 2E 4C 69 20 54 65 64 &4 79 20

FUNCTION

Set master key

Set AES key

Use default key

2. Type in your preferred value (in hexadecimal format), and then tap OK.

Master key

00 00 00 00 00 00 00 00 00 00 00
00000000 22

Cancel

123456
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3. To set the keys back to its default value, tap Use default key.

1] Cryptographic keys

Mew master key
0000 00 G0 00 00 00 00 00 G0 00 00 00 00 00 00

Master key
061 00 G0 640 00 00 00 D0 00 00 00 00 00 00 60 22

AES key
4E &1 74 68 A1 6E 2E 4C 69 20 54 65 b4 &4 T4 20

FUNCTION

Set master key

Set AES key

Use default key
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3.1.3.4. Changing the AES key
To change the AES key:
1. Go to Cryptographic keys, and then tap AES Key.

& Cryptographic keys

MNew master key
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Master key
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

AES key
4E 61 74 68 61 BE 2E 4C 69 20 54 65 64 64 79 20

FUNCTION

Set master key

Set AES key

Use default key

2. Type in your preferred value (in hexadecimal format), and then tap OK.

AES key

4E 61 74 68 61 6E 2E 4C 60 20 54
656464 TOFF

Cancel

21 k= kel BE fo! UER NN O
+ zxcvbnmaea

123
e 18

ACR3x — User Manual

Version 1.00
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3. To set the keys back to its default state, tap Use default key.

i Cryptographic keys

New master key
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Master key
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 22

AES key
4E 61 74 68 61 6E 2E 4C 69 20 54 65 64 64 79 FF

FUNCTION

Set master key

Set AES key

Use default key
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4.0.Using the application with ACR32 mobile card reader

This section provides a simple step-by-step procedure on how to use the ACR32 mobile card reader
with various card types using the AudioJack demo application.

4.1. Using a magnetic stripe card

For instructions on how to use a magnetic stripe card with ACR32, please refer to Section 3.1 of this
document.

4.2. Using a contact smart card (ICC)
1. Connect the ACR32 to the audio port of your mobile device.

Note: Make sure that the volume is set to its maximum level to allow communication between
the ACR32 reader and your mobile device.

2. Tap ICC to explore the functions of a contact smart card.

- )
wl AJ Demo

DEVICE

About reader
Reader ID
Cryptographic keys
DUKPT setup

cC

PICC

Reset
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4.2.1. Changing the timeout setting
To change the timeout setting of the reader:
1. Go to ICC, and then tap Wait timeout.

ATR

FPower action

Warm resel

Wait timeout

10000 m=

PROTOCOL

T=0 [+
T=1 W

Active protocol

APDL

Command APDU
00 &4 00 00 02

2. Type in your preferred value, and then tap OK.

Wait timeout

1009

Cancel
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4.2.2. Getting the ATR
To get the ATR of the card:
1. GotolCC.

2. Tap Reset, and then tap Power to wake up the smart card.

3500

Control command
ED 00 00 18 FF

Control response
FUNCTION

Reset
Power

Set protocol
Transmit

Control

ACR3x — User Manual

Version 1.00
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Insert the smart card to the ACR32 to display the ATR.

ATR

SEBETT 000041 01 38 04 00 03 00 00 00 OO0 00 01
o0 oo

Power action
Cold reset

Wait timeout

10000 ms

PROTOCOL

T=0 4
T=1 4

Active protocol

AFDL

Cormmand ARPDLU
80 14 00 00 08

ACR3x — User Manual

Version 1.00
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4.2.3. Transmitting command APDU
To send message to the card:
1. GotolCC.
2. Under APDU, tap Command APDU.
3. Type in the command (in hexadecimal format), and then tap OK.

Note: For the list of APDU commands, please refer to the Reference Manual of the card in
use.

Command APDU

8014000008

asdfghjk.|I

+t zxcvhbnmaea

Page 24 of 34
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4. Tap Reset, and then tap Power to wake up the smart card.

3500

Control command
ED 040 00 18 FF

Control response

FUNCTION

Reset
Power

Set protocol
Transmit

Control

5. Under Function, tap Transmit to execute the APDU command. The reponse will be
displayed under Response APDU.

APDL

Command APDU
B0 14 00 00 08

Response APDLU
47 DF 99 1C 94 34 BA 44 5000

DEVICE CONTROL

Control code
3500

Control command
EO 00 00 18 FF

Control response

FUNCTION

Feset
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42.4. Executing a command
To send message to the reader:
1. GotoICC, and then tap Control Command.
2. Type in the command (in hexadecimal format), and then tap OK.

Note: For a list of APDU commands, please refer to the Reference Manual of ACR32 mobile
card reader.

3500

Contral command
ED 00 00 18 FF

Control response
E1 0000 00 14 41 43 52 33 32 5F 41 31 5F 49 43 43
56 30 2E 30 31 ZE 30 33

FUNCTION

Reset
FPower

Set protocol
Transmit

Control
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3. Tap Reset, and then tap Power to wake up the smart card.

3500

Control command
ED 00 00 13 FF

Control response
FUNCTION

Reset
Power

Set protocol
Transmit

Control

4. Tap Control to execute the APDU command. The reponse will be displayed under Control
Response.

3500

Control command
ED 040 00 18 FF

Control response

FUNCTION

Reset
Power

Set protocol
Transmit

Control
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5.0.Using the application with ACR35 mobile card reader

This section provides a simple step-by-step procedure on how to use the ACR35 mobile card reader
with various card types using the AudioJack demo application.

5.1. Using a magnetic stripe card

For instructions on how to use a magnetic stripe card with ACR35, please refer to Section 3.1 of this
document.

5.2. Using a contactless smart card (PICC)
1. Connect the ACR35 to the audio port of your mobile device.

Note: Make sure that the volume is set to its maximum level to allow communication between
the ACR31 reader and your mobile device.

2. Tap PICC to explore the functions of a contactless smart card.

- .
wl AJ Demo

DEVICE

About reader
Reader ID
Cryptographic keys
DUKPT setup

Icc

PICC

Reset
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5.21. Changing the timeout setting

Timeout is the value of response time (in seconds) before a card starts to poll. To change the timeout
setting of the reader:

1. Go to PICC, and then tap Timeout.

ATR

Timeout
1 5acs

Card type
&F

Command AFDLU
00 &4 00 00 08

Response AFDLU

BF configuration

07 B85 85 85 85 85 BS B5 85 69 69 69 69 69 69 69 69
IFIF

FUNETION

Reset

2. Type in a value between 1 to 5, and then tap OK.

Timeout

Cancel

as @ & A

a 9
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5.2.2. Getting the ATR
To get the ATR of the card:
1. Goto PICC.

2. Tap Reset, and then tap Power ON to power up the reader.

Command APDLU
FF 24 00 00 00

Response AFDU
o 0o

RF cenfiguration

07 B5 85 85 85 85 B5 B5 85 69 69 69 69 69 60 69 69
3F 3F

FUNCTION

Reset
Power OM
Power OFF

Transmit

Page 30 of 34
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3. Quickly tap the contactless smart card to the ACR35 to display the ATR of the card.

ATR

3B 8F B0 01 80 4F OC AD 00 00 03 06 03 00 07 00 00
00 00 &4

Timeout
10 5665

Card type
BF

Command APDLU
FF C4 00 00 00

Response APDU

RF configuration
07 B5 85 45 85 85 BS B5 85 £0 69 69 69 B0 60 60 &0

IF3F
FUNCTION

Reset
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5.2.3. Transmitting command APDU
To send message to the card:
1. Go to PICC, and then tap Command APDU.
2. Type in the command (in hexadecimal), and then tap OK.

Note: For a list of APDU commands, please refer to the Reference Manual of the card in use.

Command APDU

FF CA 0000 DO

Cancel
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3. Tap Reset, and then tap Power ON to wake up the reader and start polling.

Command APDU
FF CA 00 00 00

Response AFDU
ag oo

RF configuration
07 B5 85 85 85 85 85 B5 85 50 69 69 69 69 69 60 69
3F 3F

FLUNCTION

Reset
Power OM
Power OFF

Transmmit

4. Tap Transmit, and then quickly tap the contactless smart card to the ACR35 to send the
APDU command. The response will be displayed under Response APDU.

Command AFDU
FF G4 00 00 00

Response AFDU
ag oo

RF configuration

07 B5 85 85 A5 B5 B85 B5 85 60 69 69 69 69 69 60 69
3F 3F

FUNCTION

Reset
Power ON
Power OFF

Transmit
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5.24. Configuring radio frequency
The RF Configuration sets the antenna setting parameter. For more information, please contact ACS.

FCC Caution:

Any Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference

received, including interference that may cause undesired operation.

Android is a trademark of Google Inc.
Page 34 of 34
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