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User Manual
WIRELESS IP CAMERA

/I.f)\Soluﬁons



This is a 1/2.7" Mega-Pixel CMOS Sensor IP camera with
a built-in web server. The user can view real-time video
via |E browser. It supports H.264, and M-JPEG video
compression, providing smooth and high video quality.
The video can be stored in Micro $D card and playback
remotely.

With a wuser friendly interface, it is an easy-to-use IP
camera for security applications.

Inside the folder ‘Topics’ vou wil find the
documentation related with this IP Camera. You can
click on ‘Read More' for directly opening the file
regarding the topic you would like fo read.

Adobe Acrobat is recommended.

. Warnings, Cautions and Copyright Read More

Il. Product Specifications Read More

Product features, spec table and pictures.



~

lll. Product Installation

A. Monitor Settings Read Mare

Monitor Configuration

B. Hardware Installation Read More

IP Camera Hardware Installation, Connectors

C. IP Assignment Read Mare

IP Scanner, Change IP address, Login

D. Install ActiveX Control Read Maore

ActiveX installation and troubleshooting

IV. Live Video Read Maore

Live View intedoce funclions



V. Camera Configuration

Configuration functions description

A.

C-

System

Language, User Management, System Update

Network Read More
IP Settings, RTSP, ONVIF, Bonjour, LLTD, HTTP & HTTPS, SNMP,

Access List, QoS, IEEE 802.1x, PPPoE & DDNS, FTP, SAMBA

A / V Settings Read More

Image Setting. Video Setting, Resolution, Audio

Event List

Event Setting, Motion Detection, Tampering Detection,
Record Time Setting. Schedule, Log List, SD card playback &

Management



VIIl. Factory Default

Steps for resetting the IP Camera to factory default.

IX. Universal Password Read Mare

Steps for using universal password.

X. Package Contents

X1. Micro SD Card Compatibility (Optional)

List of Micro 5D cards compatible with this IP Camera
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Warnings, Cautions and Copyright

WARNING

TO REDUCE THE RISK OF FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE THIS PRODUCT
TO RAIN OR MISTURE.

DO NOT INSERT ANY METALLIC OBJECT THROUGH VENTILATION GRILLS.

CAUTION

RISK OF ELECTRIC SHOCK

DO NOT OPEN

CAUTION : TO REDUCE THE RISK OF ELECTRIC SHOCK.
DO NOT REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.

REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

COPYRIGHT

THE TRADEMARKS MENTIONED IN THE MANUAL ARE LEGALLY REGISTERED TO THEIR
RESPECTIVE COMPANIES.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference,
and (2) this device must accept any interference received, including interference
that may cause undesired operation.

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator & your body.
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Product specification

Main Features:

HD 1080P Real Time

Digital Noise Reduction
Digital Wide Dynamic Range
H.264/ M-JPEG Compression
IR LED Built

Support 2-way Audio

Micro SD Card Backup
Wireless

Support iPhone/iPad/Android
Dual Streaming

SDK for Software Integration

Free Bundle 36 ch Recording Software

Hardware
CPU

RAM

Flash

Image Sensor

Multimedia SoC

128 MB

16 MB

1/ 2.7” Mega-Pixel CMOS sensor
Color : 0.1 Lux (AGC ON)

Sensitivity B/ W: 0.05 Lux (AGC ON)

Lens Type 2.8mm

View Angle 102°(H), 59°(V)

ICR Mechanism IR cut Filter
Input : Microphone built-in

Audio Output : Speaker built-in

Support 2-way audio
DC 5V power supply

Power Consumption

Max: 4.0 W

Operating Temperature

0°C~45°C

Dimensions (@) 68.1mm x (H)111.6mm
Weight 100g

IR LEDs

LEDs 4 LEDs

IR distance 5m
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Network

Network Protocol

IPv6, IPv4, HTTP, HTTPS, SSL, TLS , DNS , ICMP, IGMP,
ARP, RTSP/RTP/RTCP, TCP/IP, UDP, FTP, PPPoE, DHCP,
DDNS, NTP, UPnP, 3GPP, SAMBA, Bonjour

System

Video Resolution

1920x1080@30fps,1280x720@30fps, 640x480@30fps,
320x240@30fps

Brightness, Contrast, Hue, Sharpness, AGC, Shutter

Video Adjust Time, Sense-Up, D-WDR, Flip, Mirror, Day&Night
Adjustable, De-noise , LDC

Features Motion Detection, Privacy Mask, Anti Fog, Corridor
Mode, Push Video , P2P(Optional)

Dual Streaming Yes

Image Snapshot Yes

Full Screen Monitoring Yes

Privacy Mask

Yes, 3 different areas

Compression Format

H.264/ M-JPEG

Video Bitrates Adjust

CBR, VBR

Motion Detection

Yes, 3 Different Areas

Triggered Action

Mail, FTP, Save to SD card, SAMBA

Pre/ Post Alarm

Yes, configurable

Security

Password protection, HTTPS encrypted data
transmission,

Firmware Upgrade

HTTP mode, can be upgraded remotely

Simultaneous Connection | Upto 10

Wireless

Wireless 802.11 b/g/n

Security WEP,WPA-PSK,WPA2-PSK

Micro SD Card Management (Optional)

Recording Trigger

Motion Detection, IP check, Schedule

Video Format AVI, JPEG
Video Playback Yes
Delete Files Yes

Web Browsing Requirement

0S

Windows 7, 8, 10 ,XP, Microsoft IE 6.0 or above

Mobile Support

iOS 8 or above, Android 4.4.2 or above.

Hardware Suggested

Intel Dual Core 2.8G,RAM, 4GB, Graphic card: 128MB
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1. Right-Click on the desktop. Select Properties

Arrange Icons By P
Refresh

Dacke

Save As Scheme...
Graphics Options ~ »
Display Modes >

New >

Properti

2. Change color quality to highest: 32bit.

Display Properties E]@

| Themes | Desktop | Screen Saver | Appearance | Settings ]

Display:
Plug and Play Monitor on Intel(R) 82915G/GV/310GL Express Chipset
F anily
Screen resolution Color gualit
Less 4+ More ! Highest (32 bit) v I
1024 by 768 pixels [ BN B ]

[Troubleshoot... ] [ Advanced ]

L 0K “ Cancel ] Apply
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Hardware Installation

345

[ ]
@572

1116
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1. Angle Adjustment
You may be able to adjust the angle of the camera in various directions
when you are to install the MicroSD card or connect it to the adaptor.

v v <&

Please refer to the image below.

2. Connector Instruction
The camera connectors are as below. Connect the power and the Ethernet
cable with the camera, and set it according to your network environment.

SD card slot
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IP Assighment

The camera does not work with RJ45 cable, therefore the user has to establish the
wireless connection via a router which shares the same LAN as the desktop
computer. The wireless network can be set up using SSID to perform the remote
operation.

1. Once the camera is switched on, use the mobile device or tablet computer
to search for SSID through Wi-Fi and establish a connection. As the image
demonstrates below, the SSID name of the camera is IPCAM111113, which
is derived from the term “IP CAM”, with 111113 being the last 6 digits of
the MAC address of the device, hence the SSID name IPCAM111113.

iPad = 3:58 PM 79% W

Settings Wi-Fi

Wi-Fi |
Apple ID, iCloud, iTunes & App St... pu
v IPCAMT113 a = (0

. CHOOSE A NETWORK...
Airplane Mode

DrayTek = G)

elppa a = (D)
Bluetooth b
_MIS a =
. pp— w a = ()
Notifications B L

Enter the default password “12345678” for accessing the SSID. Once the
connection has been successfully established, open the IPmotion APP, click on
New Device, and click on WiFi icon as framed in the image below.

rr 3150 P01 2 ®
Home IP CAM & | <PCAM

IP Address Status

EasyLink ID

Title

Account

Password

Push Video

Resoluation

=e o 4 E

Views New Device LAN Search Events List m




cCAMERA

)

The same SSID name will be displayed in the WiFi interface which you have just
entered. Click on the SSID and enter its account name and password. (Account:
admin / Password: admin)

FF12:02

<IP CAM

<IP CAM

Refresh Device Login

Cancel Submit

UUID : IP_Camera

E 123 @ 123 B
You will be asked to select the router which has been found online. Click on the

router which you would like to be connected with, key-in the password for the
router, and click on Submit.

ipad & 4514 PM

<IP CAM

] K 415 PM

<IP CAM

Setting Wifi

Cancel Submit

Setting Wifi

Cancel Submit

Cancel

Sales4

= O]
Take the image below as the reference. Open the setting of the mobile device or
tablet computer, and select the same WiFi service which shares the same
connection of the camera.
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iPad = 4:24 PM 73% E )

Settings Wi-Fi

Wi-Fi O

v Sales4 a

Apple ID, iCloud, iTunes & App St...

D))
©

. CHOOSE A NETWORK...
Airplane Mode

: elppa a =
= | Wi-Fi Sales4 @

MIS a8 =
Bluetooth Off - @

P e R et A e - —
Now the camera is ready to be operated remotely from a desktop computer.

NEWIIS
View Connection Settings

Flight mode

Off

Connections

li’;l Connection

Wi-Fi

off

a5 mm

NHCMS S 5

= [
Click the 82! icon at the right corner of the menu bar. The setup menu will pop up
from the right.

Wi-Fi

On

|||| Sales4
|

Turn on the Wi-Fi option by clicking on the bar with a mouse-click.
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Select the same server that operates the wireless connection. In this case,
the Sales4 is the aimed server.

On

.II“ Sales4

Connect automatically

Click on Connect to allow the Wi-Fi connection to be established.

(o] IPSCanner V2.12 = =
Device lists: & Static
Server Name IP Address e
1P _Camera 192.168,001.200 ® DD
Hame IP_Canera
IF 132 168 1 200

Hetmask 255 255 255 1}
Gateway 192 168 1 254
DHS 1 168 95 1 1
DHS 2 168 95 192 1

Portl a0
HaC 00:0F:0D:2%:64:8C

v
Search Device

To Change Device Name, IP address, and Gateway:
1.5elect the device on the left side.

2.Change network parameter on the right side.
3.Press Submit button.

4.Press “Search Device” to re-search again. Exit
5.Double click the device to open it.

Execute IP Scanner, click on Search Device to find the expected IP camera or
simply open an |IE browser and enter the IP address of the IP camera which
you would like to connect to.
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Windows Security ﬂ

iexplore
The server 192.168.1, 200 is asking for your username and password, The
server reports that it is from IP_Camera.

Warning: Your username and password will be sent using basic
authentication on a connection that isn't secure,

“JEEFI"IEI"I'IE |

|Pas:w-:ru:| |

[ ] Remember my credentials

Cancel

A security window will pop up requiring the default Username & Password.
Key-in admin for both columns to enter the camera operational page on IE
browser.

Please see further wireless connection options at chapter Network.


file:///C:/Users/hank_jhan/Desktop/問題/8JMD認證說明書%20+%20警語/Network.pdf
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Install ActiveX control

1. For users of IE 6.0 or above:

When viewing the camera video for the first time via IE, the browser will ask you to

install the ActiveX component.

Choose ‘Allow’,

This web page wants to run the following add-on: ‘'WATCH_16R ActiveX Contrel Medule' from © VIDEO SURVEILLANCE ', What's the risk? : X

Then choose ‘Install’.

This website wants to install the following add-on: "WATCH_16R.cab’ from 'VIDEO SURVEILLANCE SVSTEM COMPANY'.  What's the risk? x

Start installing the ActiveX component.

Do you want to install this software?

@ Mame: WATCH_16R.cab
Publisher: VIDED SURVEILLANCE SYSTEM COMPANY

EI More options Install | | Don't Install

# While files from the Internet can be useful, this file type can potentially harm
your computer. Only install software from publishers you trust. What's the risk?

If the installation fails, please check the security settings in the IE browser.

J—
"'I
Go to Start-Up Menu on the lower left corner of the Windows, select

un =m0 . ‘-/ Internet Options
Control Panel - then Double-click on | ™ to access

to Internet Properties settings.
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Starting from Internet Properties, proceeding step A and B:

A. Security = Custom Level = Security Settings = Download unsigned

ActiveX controls = Enable or Prompt (recommended).

B. Security = Custom Level = Security Settings = Initialize and script

ActiveX controls not marked as safe > Enable or Prompt

(recommended).
1

General |Sec|..|ri1:|,I I Privacy I Content | Connections I Programs I Advanoed|

Home page
B To create home page tabs, type each address on its own line.

=

Use current Use default | ‘ Use new tab

Start-up

Start with tabs from the last session
® Start with home page

Tabs
Change how webpages are displayed in tabs.
Browsing history

Delete temparary files, histary, cookies, saved passwords and web
form information.

Delete browsing history on exit

| Delete... | ‘ Settings |

Appearance

Colours H Languages || Fonts || Accessibility |

| General | Security | privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & v O

Local intranet  Trusted sites  Restricted
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dlick Default level.

Enable Protected Mode (requires restarting Internet Explarer)

| Custom level... || Default level |

| Reset all zones to default level

| OK. | | Cancel | | Apply

Settings

I!IA Display video and animation on & webpage that does not use ~
(® Disahle
() Enable
li Download signed ActiveX controls
() Disable
() Enable {not secure)
® Prompt (recommended)
l:" Download unsigned ActiveX controls
() Disable (recommended)
() Enable {not secure)
®
|!'4 Initialise and script ActiveX controls not marked as safe for =
(®) Disable {recommended)
() Enable {not secure)
() Prompt

&) Ak allnn annravad damsine beooes Aeua withek eeamnt T
£
*Takes effect after you've restarted your computer
Reset custom settings
Resetto:  [wedium high (default) v| | Reset. |
| OK | | Cancel |

Settings

Reset custom settings

Resetto: [ edium-high (default) v | meset.. |

|#| Initialise and seript ActiveX controls not marked as safe for 1 &
() Disable {recommended)
() Enable (not secure)
®

|!I. Only allow approved domains to use ActiveX without prompt
() Disahle
(@) Enable

|!'. Run ActiveX controls and plug-ins

() Administrator approved

() Disable

(®) Enable

O Prompt

Run anti-malware software on ActiveX controls

() Disahle

(@ Enable

a1 Srvink Artoa¥ cmmtrele markad eafa fae cevintina®

< >

L]

*Takes effect after you've restarted your computer

| oK. | | Cancel |
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When popup the following dialogue box, click Yes.

|@ Are you sure you want to change the settings for this zone?
)
"\ =

Yes Mo

2. You can choose another way:

Go to: IE->Tools - Internet Options... - Security Tab = Trusted sites - Add the IP
address and click OK.

In the site list you can key one single IP address or a LAN address. For example, if you
add 192.168.21.*, all the IP address under 21.* on the LAN will be regarded as trusted

sites.

Internet Options m

| General| Security |F'r|vac:y || Cantent | Connections | Pragiams | Advanced|

Select a'\wWeb content zone to specify itz zecurity settings.

® SO
Intemet Localintraflet  Tiusted sites  B&Ehi
iters

Trusted
i ?
o ] Trustéd sites Dﬁ

trust nat b

data. You can add and remove Web sites from this zone, Al Web sites
Security level fd in this zone will use the zone's security settings.

Custq Add s Wweb site ko the zone:
Cus|
o

: hitp:#192.163.40.150]
-To
Web sites:

Remaove

[CIrequire server verification (https:) For all sites in this zone

[ ok ] [ Cancel
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2. To Non-IE Web Browser Users

If you use Firefox or Google chrome to access the IP camera but fails to watch the live
video, please follow the steps to install necessary tools:
(The following pictures are based on chrome.)

a. You may see the prompt message as the picture below. Click the link:

Firstly, please install Microsoft Visual C++ 2010 Redistributable Package (x86).

;n'stlv pleaze install Microsoft Wisual T4+ 2010 Eedistributable Package (=560,

@ease click here to downlead the mstallation program which does not suppoert TE browser,

After finish downloading, dizable the browser and implement the program by manual

default [v] Streaming 1 [v] chatting: [ Online Visitor : 3 Relay out: CoN @ OFF

The link will conduct you to the Microsoft official site where you can download the

tools. Please select the language and click download.

BB Microsoft Visual C++ 2010 Redistributable Package
B (xs6)
Quick links The Microsoft Visual C++ 2010 Redistributable Package installs runtime components of
+ Overview Visual C++ Libraries required to run applications developed with Visual C++ on a
4 System requirements computer that does not have Visual C++ 2010 installed.
¥ Instructions
4 Additional information . .
Quick details
Version: P Date published: 4122010
Change language: English [
Looking for support? Hilenase Size
Vit he icroson st e
Support site now >
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In the pop-up window, please tick the first and the third file as the picture below.
Click Next to download both Microsoft .NET Framework 4 Client Profile (Web
Installer) and Microsoft Visual C++ 2010 Redistributable Package (x64).

May we also suggest

Here are some additional downloads to enhance your experience with Microsoft products

File name Size
kE/ Microsoft NET Framework 4 Client Profile (Web Installer) 868 KB @
Microsoft

The Microsoft NET Framework 4 web installer package
downloads and installs the .NET Framework components
required to run on the target machine architecture and 05, An
Internet connection is required during the installation. The
Client Profile is used to run most client applications that target
the .NET Framework 4.

O Kinect for Windows SDK v1.0 226.8 MB 0

The Kinect for Windows SDK enables developers to create
applications that support gesture and voice recognition, using
Kinect sensor technology on computers running Windows 7,
Windows § developer preview (desktop apps only), and
Windows Embedded-based devices.

‘E/ Microsoft Visual C+ + 2010 Redistributable Package [x64) 5.5 MB @
Microsoft  The Microsoft Visual C++ 2010 Redistributable Package installs
runtime components of Visual C++ Libraries required to run
applications developed with Visual C++ on a computer that
does not have Visual C++ 2010 installed.

After finishing downloading, execute the two files respectively to install them. The

windows may ask you to reboot the PC when the installation is finished.

@ voredist 36 exe ~ % dofetFxd] Clent stopexe 7

b. Then, click the second link Please click here to download the installation program

which does not support IE browser to download Setup ActiveX.
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After finishing downloading, execute the files to install ActiveX. Then restart the

browser.

™ Setuphctivel exe =

c. If you execute the steps above but still cannot see live video normally, please try

the following solution:

Search for the file np_hoem_x.dll in your system disk. For Windows XP users, please
go to Start - Search - Search for All files and folders and key-in np_hoem_x.dlIl.
For Windows 7 users, please use the search bar on the top-right of the Windows

Explorer.

5-_JE‘

I -
@L,@j v Search Results in Computer - ‘I ap_hosn_xdl

| File Edit View Tools Help
Date modified:  Size:
Organize v Save search

Searches might be slow in non-indexed locations: E\. Chek to add to mdex.. X

i Favorites
M Desktop
& Downloads earch again i

2| Recent Places = Libranes B Custom... @ Intemet

Delete all the files named np_hoem_x.dll. They're the ActiveX control tools installed
in your computer, but the old version of ActiveX might not be compatible with the
new version of the browser. Therefore, they need to be deleted in order to install the

latest ActiveX control.
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@ . - ¥ Search Results in Computer ¥ ~ | 45 [l TRESTEELY " ’
File Edit View Tools Help
Organize v Save search E v O @
Searches might be slow in non-indexed locations: I, Click to add to index... X
i Favorites & np_hoem_x.dil Date modified: 2011/8/8 T4 12:43
B Desktop = H:\Program Files\Mozilla Firefort\plugins Size: 126 KB
il
‘ Dovinloads & np_haem_xdll Date modifisd: 2011/8/8 T4 1243
dil Recieot Places = H:\Users\bell_huang\AppData\ Local\Google! Chrome\Application’plugins Size: 126 KB
23 Libraries & np_hoem_x.dil Date modified: 2011/8/8 T4 12:43
e = H\Windows\System32\WebWatch2 Sze: 126 KB
14| Documents
& Music & np_haem_x.dll Dat= modified: 2011/6/17 T4 1208
5] Pictures “1 H\Windows\System32 S22 126 KB
3
B videos
earch again in
 rre— o Licraries || Custom.. @ Interner  [o] File Contents

Start your web browser, and repeat the step 2-b: Download the installation program

which does not support IE browser to download and install ActiveX.

;n'stlv please install Microsoft Visual O+ 2010 Eedistnbutable Package (86

ease click here to download the mstallaton program which does not support TE browser,

After finish downloading, disable the browser and implement the program by manal.

default [+ Streaming 1 [+ Chatting: [J online Visitor : 3 Relay out: ' oN @ OFF
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Live Video

Start an IE browser, type the IP address of the IP camera in the address field. It will
show the following dialogue box. Key-in the user name: admin and password: admin.

Windows Security “

iexplore

The server 192.168.1, 200 is asking for your username and password, The
server reports that it is from IP_Camera.

Warning: Your username and password will be sent using basic
authentication on a connection that isn't secure,

“JSEFHEFI"IE ]

| Password |

[] Rernember my credentials

Cancel

When the IP Camera is successfully connected it shows the following interface.

g‘anF L

R

i

:
=
|

A

2014jSEPj22 12:30:13 Size:1920x1080 -

/) [defauit V] 5 [Streaming 1 V| (5 Chatting: O 7 Oniine Visitor : 1
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Get into the administration page.

Video Snapshot.

Show the system time, video resolution, and video refreshing rate.
Adjust image: 1/2x, 1x, 2x.

Streaming source: If the streaming 2 is closed, this function will not be
displayed.

Tick on Chatting for enabling two-way audio.

Shows how many people are connected to this IP camera.

Right-Click the mouse on the video, a menu will pop up.
Snapshot
Record Start
Mute
Full Screen
Zoom

FrameBufmSec 3 Auto

Maormal

. Snapshot: Save a JPEG picture.

Record Start: Record the video in the local PC. It will ask where to save
the video. To stop recording, right-click again and Select Record Stop.
The video format is AVI. Use Microsoft Media Player to play the recorded
file.

. Mute: Turn-off the audio. Click again to turn on it.
. Full Screen: Full-screen mode.

. Zoom: Enable the zoom-in and zoom-out functions. First, select Enable

digital zoom option within the pop-up dialogue box and then drag and
drop the bar to adjust the zoom factors.

Zoom Factor : 183 %

|
I
100% 400%
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6. Frame Buffm Sec: T This function aims to build a temporary buffer to
accumulate several video frames in a LAN network environment. It can
make video streaming smooth when the network speed is slow.

Select Auto to allow this function automatically help fix the streaming
performance whenever the video happens to be lagging.

Select Normal to play the video data based on the current network
streaming performance. (Note: the lagging of the video displayed will not
be seen as a result of the actual video data)
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to get into the administration page. Click to go back to the live

Server Information

Click

video page.

MAC Address: 00:11:11:11:11:13

Server Name: [ status Bar

LED Indicator: ® oN () OFF

Language : @' English ':::' =g C‘ [opzan s ':::' French
"::' Russian 'f::' Italian '(::' Spanish ':::' German
’::' Portuguese ‘:::‘ Polish ':::' Japanese

0OSD Setting
Time Stamp: ) Enabled (®) pisabled
Time Setting
Server Time:  2015/0/24 15:46:33 Time Zone: GMT+08:00
Date Format: @ yyimmidd ) mmiddlyy ) ddimmiyy

Network Time Zone:
D Enable Daylight Saving:
O nTe:
Update : EHDM
Time shitt: [0 |Minutes [-1440.1440]

) synchronize with PC's time

AJV Setting Date : 2017/719
Time : 15:29:43
) Manual

Date : 017719

Time :

®) The date and time remain the same

]

I. System Information

a. Server Information

Set up the camera name, language, and the camera time.
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Server Information
MAC Address:  00:0F-0D:-27-4A-4B

Server Name: IP_Camera | [ 5tatus Bar

LED Indicator: ' oN () OFF

Language : (@ English O Ry O fER ) French
) Russian ) Halian O Spanish ) German
O Portuguese ) polish ) Japanese

1. Server Name: This is the Camera name. This name will be shown on

the IP Scanner.
2. LED Indicator: Turn on/off the LED indicator on the camera.

3. Language: English and other languages can be selected. When a
language preference is selected, the following dialogue box will pop up

to confirm the change.

Message from webpage

0 Are you sure you want to change language?

] Cancel

b. OSD Setting

Select a position where the date & time stamp / text are displayed on

the screen.

OSD Setting
Time Stamp: (O Enabled  ® Disabled
Text: () Enabled (® Disabled

0SD_Display g



file:///C:/Users/hank_jhan/a14234L7BK02_V1.0_160302/Applications/IP%20Scanner
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Click Text Edit for editing the OSD content, including text size and
transparency. Click the |Upgrade| button to apply the settings.

Text Edit
Text [osD_pisplay |
Size
Transparency

Time Setting

Select between NTP, Synchronize with PC’s time, Manual, The date

and time remain the same for setting the server time.

Time Setting
Server Time: 2015/7/28 12:43:57 Time Zone: GMT+08:00
Date Format: ® yyimmiad O mmiddryy ) ddimmiyy
Time Zone: [ GMT+08:00 |
Enable Daylight Saving:
Month Day of Week Time
DST Start~ [Mar | [2nd v| [Sun |
DST End: [Nov v [1st v] [Sun w]|

O NTP:

NTP Server : |pu:no|.ntp.org |
Update : Hour
Time Shift : Dinutes [-1440..1440]

'C:' Synchronize with PC's time

Date : [20157128 |

Time : [11:23:41 |
© manual

Date : [2015/7/28 |

Time : [11:14:29 |

'@' The date and time remain the same
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Il. User Management

User Management
Anonymous User Login

COyes @no
Universal Password (differs by IP Address)

® yves O no
Add User
Username: | |
Password: | |
Confirm: | |
User List
Usemame User Group Modify Remove
admin Adminigtrator — Edit 0 om0
guest Guest

The IP Camera supports three different users: administrator, general, and
anonymous user.

1. Anonymous User Login

Select Yes for allowing access to watch live video of the IP camera without
having to enter username and password. Yet when entering the
configuration page of the IP camera, the system will do otherwise. Select
No for requiring a username and login to access the camera.

2. Universal Password

Select Yes for allowing login to this IP camera by universal password.
Please refer to Universal Password chapter for more explanations.
Select No for disabling universal password.

3. Add user

Type the user name and password, then click Add/Set. The guest user
can only browse live video page and is not allowed to enter the
configuration page. Click “Edit” or “Remove” in the user list to modify

them. The system will ask you to key-in the password in the pop-up
window before you edit the user information.




cAMERA

fip

lll. System update

System Update
Firmware Upgrade
Firmware Version: VE1.0.20.8

Mew Firmware: Browse...
Reboot System
Start
Factory Default
Start

Setting Management

Right click the mouse button on Setting Download and

Save As a File: then select Save As to save current system's setting in
the PC.

Mew Setting File: Browse...
Upgrade

a. To update the firmware online, click Browse... to select the firmware.

Then click Upgrade to proceed.
b. Reboot system: re-start the IP camera

C. Factory default: delete all the settings of this IP camera.

d. Setting Management: The user can download the current settings to PC,

or upgrade from previous saved settings.

1. Settings download

Right-click the mouse button on Setting Download > Select Save
AS... to save current IP Camera settings in PC - Select saving

directory - Save

2. Upgrade from previous settings

Browse > search previous settings = open = upgrade > Settings

update confirm = click index.html. for returning to the main page.
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Click
video page.

to get into the administration page. Click to go back to the live

Server Information
MAC Address: |00:11:41:11:11:13

Server Name: [ status Bar

LED Indicator: ® oN () OFF
Language : English O ZREYX O P ' French
) Russian ) Htalian O spanish O German
O Portuguese ':::' Polish 'C:' Japanese
0SD Setting
Time Stamp: ) Enabled (®) Disabled
Time Setting
Server Time: 2015110124 18:46:33 Time Zone: GMT+08:00
Date Format: ® yyimmidd O mmiddlyy O ddimmiyy

Hetwork Time Zone:
D Enable Daylight Saving:
O wre:
Update : EIHour
Time Shift: [0 |Minutes [-1440.4440]

(O synchronize with PC's time

AlV Setting Date : 20177119
Time : 15:29:43
© manual

Date : 201779

':i:' The date and time remain the same
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I. 1P Settings

IP Assignment

The IP Camera supports DHCP and static IP.

IP Setting
IP Assignment

DHCP
@ Static
IP Address: 192.168.1.200|
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.254
DNS 0: 168.95.1.1
DNS 1: 168.95.192.1

a. DHCP: The IP Camera will get all the network parameters automatically.

b. Static IP: Type-in the IP address subnet mask, gateway, and DNS.

IPv6 Assignment
IPvh Assignment

IPvi Enabled:
Manually setup the IPvh address:

IPvi Address/Prefix:
64
IPvG Gateway:
IPvG DHS:
DHCPvE: O Enabled  © Disabled
IPvi Address:

fef0:20f i fe00:2844d
Enable DHCPv6 to configure the following IPv6 address settings:

€ Manually setup the IPv6 address: Key-in the Address, Gateway, and
DNS.

€ DHCPv6: If you have a DHCPv6 server, enable it to assign the IPv6
automatically. The assigned IP address will be displayed beside the
column.
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€ Automatically generated IPv6 Address: Indicates a virtual IPv6
address generated automatically by the IP camera. This virtual IPv6
address cannot be used on WAN.

To use IPv6 address to access the IP camera, open the web browser, and key-
in the [IPv6 address] in the address bar. The [ ] parentheses mark is
necessary.

e -

23 hitp/[feB0-20F dfAe23.051c]/

a. Port Assignment: The user might need to assign a different port to avoid
conflicts when setting up the IP.

Port Assignment
Web Page Port: 80
HTTPS Port: 443

b. Web Page Port: setup the web page connecting port and video
transmitting port (Default: 80)

c. HTTPs Port: setup the https port(Default: 443)

UPnP
uPnP

UPhP: ®Enabled O Disabled
UPhP Port Forwarding: O Enabled  ® Disabled
External Weh Port: 80

External HTTPS Port: | 443

External RTSP Port; hh4

This IP camera supports UPnP, if this service is enabled on your computer, the
camera will automatically be detected and a new icon will be added to My
Network Places.

UPnP Port Forwarding : Enable UPnP Port Forwarding for accessing the IP
Camera from the Internet; this option allows the IP Camera to open ports on
the router automatically so that video streams can be sent out from a LAN.
There are three external ports for being set: Web Port, Http Port and RTSP
port. To utilize of this feature, make sure that your router supports UPnP and

L T T T —
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Please follow the procedure to activate UPnP:
<Approach 1>
i open the Control Panel from the Start Menu
ii. Select Add/Remove Programs

iii. Select Add/Remove Windows Components and open Networking
Services section

iv. Click Details and select UPnP to setup the service.
V. The IP device icon will be added to My Network Places.
Vi. The user may double click the IP device icon to access IE browser

<Approach 2>

i Open My Network Space

ii. Click Show icons for networked UPnP devices in the tasks column on
the left of the page.

iii. Windows might ask your confirmation for enabling the components.
Click Yes.

g My Network Places

Fle Edit Wiew Favorites Tools Help ax
@Back - @I % 7 P ) search || Folders  [T27)~ Norton Antivirus 8 =

Network Tasks _ Local Network

Add a network place . N
£ & e oy B Scommaisr
& View network connections ler B DA

) Set up a home or small
~ office network
ey K Samuer

by
2 Set up a wireless network l’/
~a
for a home or small office peri e

%, Viewworkaraun.computers
e ——
{ _@_ Show icons for networked Y 7 Maeslinn e Bt Somsse
Mo UPNP devices o l’/ LB DA
———_ —

e ——— ==Y

»

Other Places

{& Desktop
W My Computer
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iv. Now the IP device is displayed under the LAN. Double-click the icon to
access the camera via web browser. To disable the UPnP, click Hide
icons for networked UPnP devices in the tasks column.

k- My Network Places X
File Edit View Favorikes Tools  Help ‘?"

- £ ) % )
@Back \,J ? 7 Search Folders Morton Ankivirus

Metwork Tasks kS _ Local Network

of Add anetwork place

- > Lamesr o Wil Comn
& View netwark connections

ot IF_Camera 156

3 set up a home or small

7 office netwark.

\_':,], Sek up a wireless netwark IP_fpeed_Dome
for a home or small office

.i’.‘i Wiy wnrkoraun momputers ;

gﬁ_ Hide icans for netwaorked - fup PR A T R
UPRP devices = s

Other Places @ IP_Camera 151
(& Desktop ' '

~ s o By S e
- e

IP_fpeed _Dome

IP_Zpeed _Dome

PO O O e e

d e IF_Camera-112 Jackson_ 838
D My Documents
) Shared Documents ! )
"-;é Frinters and Faxes @ IP_Speed_Dome Jackson_83M
Details
RTSP Setting
RTSP Setting
RTSP Server: ®Enabled O Disabled
RTSP Authentication: | Disable v |
RTSP Port : Hh4
RTP Start Port: 5000 [1024..9997]
RTP End port: 9000 [1027..10000]

If you have a media player that supports RTSP protocol, you can use it to
receive video streaming from the IP camera. The RTSP address can be set for
two streamings respectively.

i RTSP Server: enable or disable

Disable means everyone who knows your camera IP Address can link to
your camera via RTSP. No username & password required.
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Under Basic and Digest authentication mode, the camera asks for a

username and password before allows access.

The password is transmitted as a clear text under basic mode, which

provides a lower level of security than under digest mode.

Make sure your media player supports the authentication schemes.

RTSP Port: setup port for RTSP transmitting (Default: 554)

RTP Start and End Port: in RTSP mode, you can use TCP and UDP for

connecting. TCP connection uses RTSP Port (554). UDP connection uses

RTP Start and

End Port.

Multicast Setting (Based on the RTSP Server)

Streaming 1:
IP Address:

Port:
TTL:

Streaming 2:
IP Address:

Port:
TTL:

Multicast is a bandwidth conservation technology. This function allows

234.5.6.78

6000
15

234.5.6.79

6001
15

Multicast Setting (Based on the RTSP Server)

[224.3.1.0 ~ 239.255.255.255]
[1 -~ 65535]
[1~ 255]

[224.3.1.0 ~ 239.255.255.253]
[1 -~ 65535]
[1~255]

several users to share the same packet sent from the IP camera.

For using Multicast, appoint here an IP Address and port. TTL means the life
time of packet, the larger the value is, the more users can receive the packet.

For using Multicast, be sure to enable the function Force Multicast RTP via
RTSP in your media player. Then key in the RTSP path of your camera:

rtsp ://( IP address)/ to receive the multicast.

ONVIF

ONVIF
ONVIF: @vz.omt02 - Owvior Oisabled
Security: O Enabled (® pisabled
RTSP Keepalive: ®@Enabled O Disabled
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Choose your ONVIF version and settings.

Under ONVIF connection, the video will be transmitted by RTSP. Be sure
to enable the RTSP server in IP setting, otherwise the IP Camera will not
be able to receive the video via ONVIF.

Security:

By selecting Disable, the username and password are not required for
accessing the camera via ONVIF. By selecting Enable the username and
password are necessary.

RTSP Keepalive:

When the function is enabled, the camera checks once in a while if the
user who is connected to the camera via ONVIF is still connected. If the
connection has been broken the camera will stop transmitting video to

the user.
Bonjour
Bonjour
Bonjour: ) Enabled ® pisabled
Bonjour Hame; IP_Camera €0 00:0F:0D:00:28:4D

This function allows Apple systems to connect to this IP camera. On Bonjour
Name key-in the name here.

The web browser Safari also has a Bonjour function. Tick Include Bonjour in
the bookmark setting, for the IP camera to appear under the bonjour
category. Click the icon to connect to the IP camera.

The Bonjour function on Safari browser doesn't support HTTPS protocol. If on
the camera you select https, the camera will appear on Safari's bookmarks

but it cannot be accessed.

Take as a reference to the following image:
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© Booaats N NEX

P + | @ http:ihviw apple comistartpage! ¢ | [Qr Google O~ (2~ [ %

]z Apple A% Vehoo!STE  Googe 1B YouTube $EEERI HBE~v #F9v Show Menu Bar
Hide Bookmarks Bar ~ Ctr4+Shift+ B
COLLECTIONS

Show Status Bar
(L History

Customize Toolbar-+
18] Bookmarks Bar

History
Downloads CttAlt+L
Private Browsing***

Reset Safari-*

l‘ ’E‘ ‘ @ = IZ & 08 v Block Pop-Up Windows CtiltShifttK

General Appearsnce 'Bookmarks —Tabs RSS  AutoFill Security Advanced

Bookmarks

BOOKMARKS
[ 8 ESAREHER

Bookmarks bar: [] Include Bonjour Help

Include Top Sites Reror Bz Aol
Bookmarks menw: [V] Include bookmarks bar
[ Include Bonjour

Collections{T] Include Bonjour)

About Safari

Bookmark

€3 About Bonjour

7 AXIS P3301 - D0408C9FABGY
HNV3H22D1NSH1-0007D8101732

IP_Camera@00:0F.0D:00:20:25

ns4600-651171 : Firefly Media Sexver
ns4600-651171 : SmartStor NS4600
$F TCAM-7x00(432)_001C63AE0038
%7 Zavio-001BFE03B8F3

LLTD

LLTD {Link Layer Topology Discovery)
LLTD: *'Enabled Disabled

If your PC supports LLTD, enable this function for allowing checking the
connection status, properties, and device location (IP address) in the network
map.

If the computer is running Windows Vista or Windows 7, you can find LLTD
through the path:

Control Panel - Network and Internet - Network and Sharing Center -
Click See full map.

Metwork map of | RIS -
L ?
RO _TEST2 Linkncean
£ - .
L -
St car ) —
rsd600-651171 Sawitch Giatevany

i

By

'I""f"" ‘--_'-.e:'
o Switch

[F_Carmera




fip

cAMERA

Advanced

Https (Hypertext Transfer Protocol Secure)

When the users access cameras via Https protocol, the transmitted
information will be encrypted, increasing the security level.

Connection Types

Hitp&Htps
Hitp
Https

Hitp&Htips

Select the connection type:

e Http: the user can access the camera via the Http path but cannot
access it via the Https path.

e Https: the user can access the camera via the Https path but cannot
access it via the Http path.

e Http & Https: Both the Http and Https path can be used to access the
camera. When you change the connection type settings, it may cause
connection error or disconnection error if you switch the protocol
directly. Therefore, Http & Https mode is necessary.

If you want to change from Http to Https, please switch to Http & Https
mode first, and then switch to Https mode and vice versa.

The Https protocol has a verifying mechanism. When the user access a
website via Https, the browser will check the certificate of that domain
and verify its trustiness and security.

Certificate generation process:

Remove installed Approach 1 h p
certificate (if any) Tu.rn the request _te a trus_te

third-party to verify and sign

Install a
Generate a signed certificate
> certificate request
I Generate a
Approach 2 self-signed certificate
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e Remove the existing certificate: Before you generate a new certificate,
please remove the installed one. Select the Http connection type and
click Remove. If a dialog box pops up to ask you to confirm, click Yes.

| Https Setting
Created Request
Subject:
Date:
Content
Instalied Certificate
Subject:
Date:
Content
» Connection Types
Http v

¢ Created Request: Fill-in the following form and click apply.
Https Setting

Create Request
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

Apply |

o After generating a certificate request, if you choose to turn it and
verified by a trusted third-party, click Content and copy all the request
content.
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Created Request Certificate Reguest:
Subject: |C=TW, ST=, L=, 0=, OU=, CN= Data:
Version: 0 (0x0)
Date:  [2012/Sep/25 08:49:23 Subject: C=TW
Subij t Public K Info:
Jec aic eV nro

Public Key Algorithm: rsaEncryption
Public-Key: (1024 hit)
Modulus:

20:a8:55:82:02:05:be:74:15
Exponent: 45537 (0x10001)
Attributes:
a0: 00
Signature Algorithm: shalWithRSAEncryption

00:b8:cbh:17:£7:b6:14:5d:92:99:
09:2a:ad:a6:50:39:5a:3c:09:10:
coiel:b2:7c:29:3e:dl:e7:15: c4:
08:£8:71:53:a23:43:0h:2c:1a:20:
72:c8:be:87:35:3f:c7: fe:17:8E:
33:3c:%a:28:3b:31:46:dB: c7:26:
aa:h0:al:75:6a:f9:02:ca:cB:be:
ch:h0:95:1e:63:80:£6:07:éc:cf:

9h:4c:13:01:ce:10: 2a:he:30:22:£2:10:e7: 48:
c9:ae:5a:£4:76:ch: 7d: £8:6c:21:e3:a5:9b: 45:
23:ce:7a:90:9c:90:h5:a7:41:36: 2c:c4:£4:34:
0d-22.d3:2d-2h:d1-N4:7-RR-0r-AA-Ad-30: =T

19:

55:
afi-

52:
12a:
el:
rafl-ah

152:7c
rad: 3¢
rde: at
176:h:
1 2d: ak

12a:74
:38: 4e

98: 5¢
ha: 7z
d0: 9z

e According to the certificate source, there are two ways to install the
certificate:

If you had sent the certificate request for signing and receiving a signed
certificate, click browse and find the certificate file in your computer.
Click Apply to install it.

If you choose to generate a self-signed certificate, fill-in the following
forms and set the validity day, click Apply to finish installed it.
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Install Signed Certificate
Signed Certificate: )‘IJE ‘

Create Self-Signed Certificate
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

Validity: Days

| Apply |

After finishing the installation, click on Content to call out and check the
certificate content.
Installed Certificate

Subject: | C=AC , ST=, L=, 0=, 0U=, CN=name

Date: Oct 4 08:35:29 2012 GMT

Conternt

To use Https to access the camera, open your browser, and key-in
https:// (IP address)/ in the address bar. Now your data will be
transmitted via encrypted communications. The browser will check your
certificate status. It might show the following warning message:

The site's security certificate is not trusted!

You attempted to reach 60.251.82.60, but the server presented a cedificate issued by an entity that is
not trusted by your computer's operating system. This may mean that the server has generated its own
security credentials, which Google Chrome cannot rely on for identity information, or an attacker may
be trying to intercept your communications.

You should not procead, especially if you have never seen this waming before for this site

(Proceed anyway | [Back to safety |

P Help ma understand

Meaning that certificate is self-signed or signed by a distrusted
institution. Click Proceed anyway to return to the camera page.

b. SNMP (Simple Network Management Protocol)

1. SNMPvl or SNMPv2: write the name of both Write
Community and Read Community.
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SHMP Setting
LIsnmpv1  [¥]sSNmPvzc
Write Community: write
Read Community: public

SNMP

2. SNMPv3: Set the Security Name, Authentication Type,

Authentication

Password, Encryption Type, Encryption

Password of Write mode and Read mode.

SHMPv3

Write Security Name:
Authentication Type:
Authentication Password:
Encryption Type:
Encryption Password:
Read Security Name:
Authentication Type:
Authentication Password:
Encryption Type:

Encryption Password:

write
@Mp5 O SHA

public
®mps O sHA

3. Enable SNMPv1/SNMPv2 Trap for detecting the Trap server.
Please set what event needs to be detected.

SHMPviiv2e Trap

Trap Address:
Trap Community:

Trap Event:

public
Cold Start Warm Start Link Up

Authentication Failed 50 Detect

e Cold Start: The camera starts up or reboots.

e Setting changed: The SNMP settings have been

changed.

e Network Disconnected: The network connection is broken down

(The camera will send trap messages after the network is
connected again).

e V3 Authentication Failed: A SNMPv3 user account tries to get

authentication but failed. (Due to incorrect password or
community)
¢ SD Insert / Remove: A Micro SD card is inserted or

removed.
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c. Access list:

Enable IP address filter for setting the IP addresses which allows or
denies this camera. There are two options: single and range.

AR
IP ADDRESS FILTER Setting
Enable ip address filter
IPvd Setting:
@ allow O deny
single ~ address:
single
IPv4 List:
[o. [1p Address Filter Action
’1_ remove
2 | | remove
3_ remove
.
s
s | [_remove |
]’_ remove
s
»
’F| | remove
D Allow admin ip address always access this device
Admin ip address:

lll. PPPoE & DDNS

PPPoE Setting
OEnabled & Disabled

Username: ' |

Password: l ’
Send mail after dialed

[[Jenabled
Subject: PPPOE From IPcam \ [ Apply |

a. PPPoE: Select Enabled to use PPPoE. Key-in the the Username and
password for ADSL connection.

Send mail after dialed: When connected to the internet, the camera will
send a mail to a specific mail account.
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b. DDNS (camddns example):

DDNS
DDNS Setting
(JEnabled (% Disabled

Provider: ddns.camddns.com +

Username:

Schedule Update: 1440 Minutes
State

Idle

Apply

Hote:

1. Schedule Update: Feature of DDHS schedule update is designed for
IP products which installed behind the ICS or HAT devices. Update
range from every 5 (minutes) to 5000 (minutes) and 0 remain to
off.

2.Please note that the hostname will be blocked by ynDHS.org if
schedule update is more than once every 5 minutes to 60 minutes.
In general, schedule update in every 144 minutes is
recommended.

Enable this service

® Key-in the username.

® |P schedule update. Default: 5 minutes
® Click Apply.

DDNS Status

(1)
(2)
(3)

(4)

(5)

(6)

Updating: Information update
Idle: Stop service

DDNS registration successful, can now log by
http://<username>.ddns.camddns.com: Register successfully.

Update Failed, the name is already registered: The user name has
already been used. Please change it.

Update Failed; please check your internet connection: Network
connection failed.

Update Failed, please check the account information you provided:
The server, user name, and password may be wrong.

Server Settings

There are three server types available: Email, FTP and SAMBA. Select the
item for display detailed configuration options. You can configure either one
or all of them.
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To send out the video via mail of FTP, please set up the configuration first.
Server Settings

Mail Setting

Login Method: Account -

Mail Server:

Username:

Password:

Sender's Mail:

Receiver's Mail:

Bcc Mail:

Mail Port: 25 {Default 25)

Secure Connect: TLS SSL
[Test]

FTP Setting
Samba (Network storage)

| Apply |

FTP
To send out the video via mail of FTP, please set up the configuration.

ETP Setting
FTP Server:

Username:

Password:

Port: 2

Path: i

Mode: PORT ~

Create the folder: Yes ~ (ex:Path/20100115/121032m.avi)
|Test|

Samba
Select this option to send the media files via a neighbor network when an
event is triggered.

Samba (Network storage)

Location: (ex:\\Nas_ip\folder)

Workgroup:
Username:
Password:

Create the folder: Yes ~ (ex:Path/20100115/121032m.avi)

| Test |

Click Apply to save the setting, then use Test button to test the server
connection. A message box will tell you OK! if it works, and a test document
will be created in the location.
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If the test failed, check the sharing setting of your location folder. The folder
properties must be shared and the permissions must be Full Control as the

picture.
General Sharing | Security I Share Permissions |
(™7 “You can share this folder among other users on your
U network. To enable sharing for this folder, click Share this et | Pt
falder. ﬁ Everyone
Remove |
d | iz folder
€% Share this folder 7 J
Share name: I.-‘\-Z'."f Share
Comment; [ .
Permizzions: Allow Deny
Uszer limit: % Mawimum allowed O
Al I _'; Uszers O
O
To zet permissions for how uzers access thiz P |
falder owver the netwark, click Permissions.
To configure settings for Offline access to Each
this shared folder, click Caching. __ Coching_|
0K Cancel Apply 0Ok, I Cancel Lpply

V. Wireless Setting (Optional): Support 802.11 b/g/n

This function allows user to set up the IP camera wireless network connection.
Wireless Setting

Status of Wireless Networks

[ssID |[Mode |[security |[signal Strength
[H |[Infrastructure|[WPA2P SK/AES |E3
(IPCAM |[Infrastructure| WPA2ZP SKIAES |[45
[onoo0000D000 |[Infrastructure|[(WPA2P SKIAES |[26
R |[Infrastructure| WPA1WPAZPSKIAES |57
[T |[Infrastructure| WPA2P SKIAES |[28
[TEST |[Infrastructure|[WPA1WPA2P SKITKIPAES|[44
le |[Infrastructure| WPA1WPA2P SKITKIPAE 5|26
6 |[Infrastructure| WPA2P SK/TKIPAES |[28
D |[Infrastructure||WPA1WPA2P SKITKIPAES|26

Wireless Setting
MAC Address: 00:0F:0D:2A:15:E4

Mode:
Operation Mode:
SsID: IH | [H v

Security: WPAZ-PSK

a. Status of Wireless Networks
The camera scans and shows the SSID, Mode, Security, and Signal strength of
the wireless network.
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b. Wireless Setting

Wireless Setting
MAC Address: 00:0D:F0:64:27:AC
Mode: Ad-hoc fv]

Operation Mode: | Auto [+ |

SSID: Default

Domain: FCC (1~11Ch} [+ ]
Channel; 6 [+

Security: None [v]

Mode: Infrastructure mode is used to link to the wireless router. Ad-hoc
mode is used to link to the PC directly.

Domain and Channel options appear only in the Ad-hoc mode.

Ad-hoc is a short term derived from wireless ad hoc network, known as
WANET. This type of network is only established temporarily, and does not
rely on a pre-existing network through a router or Wireless Access Point.

How to connect to an ad-hoc Wi-Fi network in Windows 8.1

To make the Ad-hoc mode available, follow the steps below. This is done
manually. Note that this demonstration applies to Windows 8.1 since the
Windows 8.1 system no longer shows Ad-hoc network in the Wi-Fi list.

The following example is based on another type of IP camera.

Go to “Control Panel”, then “Network and Internet”.

Adjust your computer's settings View by: Category ¥
il  System and Security User Accounts and Family Safety
- \9 Review your computer's status # Change account type
! Save backup copies of your files with File B Set up Family Safety for any user
History -
Find and fix preblems Appearance and Personalisation
w Change the theme
w,_  Network and Internet Change desktop background
M View network status and tasks Adjust screen resolution
- Choose homegroup and sharing options

Clock, Language and Region
Add a language

Change input methods

Change date, time or number formats

1—3
@ Ease of Access
[ |
..‘\_.l/l

/ Hardware and Sound

%‘ View devices and printers
Add a device

Adjust commoenly used mobility settings

{..

Programs Let Windows suggest settings

Optimise visual display

iF- i
Y

Uninstall a program

Click on "Network and Sharing Center".
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Centrol Panel H z
ontrel Fanelniome A& Network and Sharing Center
--}_ View network status and tasks | Connectto a network | View network computers and devices

Systern and Security

e Network and Internet Q% HomeGroup

Hardware and Sound Choose homegroup and sharing options

Programs b, Internet Options

User Accounts and Family —| Changeyour homepage | Manage browser add-ons | Delete browsing histery and cockies

Safety

Appearance and
Personalisation

Clock, Language and Region

Ease of Access

Click "Set up a new connection or network".

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing S4ED/wireless 3
settings Private network

Access type: Internet
HomeGroup: Available to join
Connections: gl Wi-Fi (84ED/wireless)

Change your networking settings

I‘f."ﬁ- Set up a new connection or network I
up & broadband, dial-up or connection, or set up a router or access point,

@ Troubleshoot problems

Diagnose and repair network problems or get troublesheoting information,

In the pop-up window, double click "Manually connect to a wireless network".

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

| Setup a new network
-, et up a new router or access point.

Connect to a hidden network or create a new wireless profile

Ei Manually connect to a wireless network
-

o+

L Connect to a workplace
. Set up a dial-up or VPN connection to your workplace,

Enter the SSID of the ad-hoc network (as shown by "netsh wlan show
networks") into the "Network name" field.

Configure security settings accordingly.
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Enter information for the wireless network that you want to add

Metwoaork name: B4ED/wireless

Security type: WEP v

Encrypticn type: EP

Security Key: (A2 2111113} [+ Hide characters

ID Start this connection autamaticall}rl Do not check this

[] Connect even if the netwerk is not broadcasting

Warning: If you select this option, your computer's privacy might be at nisk.

Cancel

Make sure that "Start this connection automatically" is unchecked, click
"Next", then "Close"

Open the search window (Windows key+Q) and search for “cmd”

Run the command to open up a new window.

E Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.76881
Kc» 2013 Microsoft Corporation. All rights reserved.

szersseystemd 2>

Enter the messages below.
1. > netsh wlan set profileparameter <ssid> connectiontype=ibss
2. > netsh wlan connect <ssid>
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N Administrator: Command Prompt

Gz dndos endZinetzh ulan prof ileparameter ULAN-FS connectiontype=ibss

Profile "WLAN-FE" on interface "Wi-Fi 11" wpdated successfully.

Now Ad-hoc mode is available after the IP settings completion.

General

You can get IP settings assigned automatically if your netwerk supports
this capability, Otherwise, you need to ask vour network administrator
for the appropriate IF settings.

() Obtain an IP address automatically

(@) Use the following IP address:

IF address: 192 . 168 . 1 . 65

Subnet mask: 255,255,255, 0

Default gateway: 192 . 168 . 1 . 254
Obtain DMS server addre

Obtz sz automatica

(@) Use the following DNS server addresses:

Preferred DMS server: 192 . 168, 1 . 2
Alternative DNS server:

[] validate settings upon exit Advanced. ..

K Cancel

® SSID: The ID of the wireless network service.

® Domain: The wireless network standards are different in each region.
Please select the wireless standard of you location. FCC is the American
standard. ETSI is the European standard. JP is the Japanese standard.
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® Channel: Assign a channel for the camera in order to avoid interference.

®  Security: Select WEP, WPA-PSK, or WPA2-PSK according to your wireless
router settings.

a. WEP Setting

VWEP Setting
Authentication: | Shared Key [+
Encryption: 64 bit [v|
Hey Type: HEX v {10 character max)
Hey 1: O
Hey 2; ®
Key 3: O
Key 4: O

Authentication: Open System or Shared Key, according to your wireless router.

Encryption: The option determines the length of the key password. In HEX type,
10 characters are allowed if you select 64 bit; 26 characters are allowed if you
select 128bit; In ASCII type, 5 characters are allowed if you select 64 bit; 13
characters are allowed if you select 128bit.

Key Type: In HEX type, the key password can only be hexadecimal numbers. In
ASCIl type, the key password can be any letter and number. (Capital and
lowercase letters are regarded as different.)

Key 1~4: Enter the key password according to your wireless router setting. The
length and type must be consistent with the settings above.

b. WPA-PSK/ WPA2-PSK Setting

WPA-PSK Setting
Encryption THIP |+

Pre-Shared Key. | 23133690 (ASCH format, 8~63)

Encryption: TKIP or AES, according to your wireless router.

Pre-Shared Key: Key-in the key password according to your wireless router
settings. Any letters and numbers are allowed. (Capital and lowercase letters
are regarded as different.)
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c. WPS
WPS (Wi-Fi Protected Setup) is an interface standard that allows users to
easily establish wireless network, and be free from complicated security
setting.

Please follow the steps for starting WPS. The menu and usage of every
router may be different from the sample pictures.

Set up SSID and pre-shared key on your wireless router. WPS only supports
WPA/WPA2 security. Do not select WEP security. Plug on the power adapter to
the IP camera.

Once the wireless connection of the camera has been established with the PC,
enter the wireless setting page, and check if the SSID of your wireless router is
listed in Status of Wireless Networks. If yes, continue toward next step, no
other wireless settings are needed.

Access your router, and press the Connect button of the PBC (Push Button
Configuration) setting page on your router. Then use any hard & tiny little stick
to reach the WPS button within the hole where there is a word “Reset” right
under. The green light inside the camera at the back will start flashing.

There e two ways 20 add wiroless device to your wirokess retwork
-PIN (Personyl ideradcaton Number )

POC M&Mmtonzatm)
PN
pleace erter the PIN fom your wirsless Gavice and cick the below ‘Connect” Button
PeC

ploase press the push button on your wieless device aod dick the below ‘Connect’ Button within 120 seconds

(prav] | Conmact

Button on Router

When it finally stops flashing and lights constantly, it means the WPS
connection is successful. Refresh the wireless setting page on the camera; you
will see that the security settings have been already automatically completed.

Meanwhile you might see a message on your router page to inform you the
connection is OK.

If the light finally stops flashing but the lights are off, it means the WPS
connection failed.

Check your wireless router setting, and make sure the SSID of the wireless
router is found by the camera and listed in Status of Wireless Networks.
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Click to get into the administration page. Click to go back to the live

Server Information

video page.

MAC Address: |00:11:41:11:11:13

Server Name: [ status Bar

LED Indicator: ® on () OFF

Language : (O] English O E=Egr O EEP3 ) French
O Russian O Italian O Spanish O German
O Portuguese O Polish O Japanese

0SD Setting
Time Stamp: () Enabled (®) pisabled

Time Setting
Server Time: 2015/10/24 18:46:33 Time Zone: GMT+08:00

Date Format: @ yyimmidd ) mmiddlyy ) ddimmiyy
Time Zone: GMT+08:00

D Enable Daylight Saving:

O wre:
Update : EHEM
Time Shift: [0 |Minutes [1440..1440]

O Synchronize with PC's time

AJV Setting Date : 2017/7119
Time : 5:20:43
O Manual

Date : 2017719

Time :

@) The date and time remain the same

g
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1. Image Setting

Privacy Mask

Image Setting

Brightness:
Contrast: ﬂ
b
Saturation: J
Sharpness:

AGC: C |8x WV

Shutter Time: d

D-WDR: e [1(Low) Vv

Lens Distortion Correction: f

Video Orientation: 9 [rip [Imirror
Day & Night: h | Light Sensor Mode v
White Balance: i

Denoise: j 3o Default

Please refer to the details below for image settings:

a. For security and privacy purposes, there are three areas that can be set
up for privacy. Click the Area button first, and then drag an area on the
above image. Remember to save your settings. The masked area will not
be shown on both live view and recording image.

b. Brightness, Contrast, Hue, Saturation, Sharpness can be adjusted here.
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AGC: The sensitivity of the camera can be adjusted to the environmental
lighting. By enabling this function the camera will get brighter images on
low light, but the level of noise may also increase. The available values are:
16x, 24x, 32x, 48x.

. Shutter Time: Choose the location of your camera or a fixed shutter time.

The shorter the shutter time is the less light the camera receives and the
image becomes darker.
Note: When you select a number in Shutter Time, the shutter time will vary in a

range and be controlled by camera automatically. The following table shows the
shutter time options and corresponding range.

D-WDR: This function enables the camera to reduce the contrast in the view
to avoid dark zones as a result of over and under exposure. If the Input
resolution is 30fps, the default value is fixed on ENABLED. The available values
are: OFF, 1,2,3,4,5,6,7,8

If the D-WDR is enabled the values for bright, dark and contrast can be
adjusted.

Lens Distortion Correction: Straight the curves in the borders of the image

caused by the lens angles. The available values are: OFF, 1, 2, 3,4,5,6, 7,8, 9,
10.

Video Orientation: Flip or mirror the image.

. Day & Night: The camera can detect the light level of the environment. If you

choose Light Sensor Mode, the image will be turned black and white at night
in order to keep a clear image. Under Times Mode the switch time of
Color/Black and white will be according to the given time. You can also control
it by choosing Color or B/W.

White Balance: There are 6 modes which can be assigned for different

lighting sources:
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® AUTO - Continuously adjusts camera color balance according to any change of
color temperatures and lightings.

®  Manual —Adjust color balance with Red Gain & Blue Gain values.

j- Denoise: This function is able to filter the noise and blur from the image and
show a clearer view. You can set the values for 3D filters.

2. Video Setting

Yideo Setting
Video System: A

Video System: NTSC or PAL

The IP Camera provides three types of streaming settings:

a. Streaming 1 & 2 Basic Mode:

Streaming 1 Setting
(®) Basic Mode ) Advanced Mode
Resolution:
Profile:
uaty:
Video Frame Rate:
Video Format: H.264
RTSP Path: | | exrtsp:llIP_Address/  Audio:G.711

1. 1920x1080@30fps,1280x720@30fps, 640x480@30fps, 320x240@30fps

2. Profile: Chose between Main or Baseline

3. Quality: There are 5 levels. Best/ High/ Standard/ Medium/ Low
The higher the quality is, the bigger the file size becomes. Not good for Internet
transmission.

4. Video Frame Rate (5~30 FPS): The video refreshing rate per second.
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5. Video Format: H.264 or JPEG

6. RTSP Path: RTSP output name

b. Streaming 1 & 2 Advanced Mode:

Streaming 1 Setting
(_) Basic Mode ®) Advanced Mode
Resolution:
Profile:
am.;e Control @®cer (O cCvBR
Video Quantitative: T W
Video Bitrate:
Video Frame Rate:
GOP Size: GOP =15
Video Format: H.264
RTSP Path: | | exrtsp://IP_Address/  Audio:G.711

1. 1920x1080@30fps,1280x720@30fps, 640x480@30fps, 320x240@30fps

2. Profile: Chose between Main or Baseline

3. Bitrate Control Mode: There are CBR (Constant Bit Rate) and CVBR

(Constrained Variable Bit Rate)

® CBR
Video Bitrate Limit: (32Kbps~8Mbps)
The higher the CBR is, the better the video quality is.

® CVBR
Video Quantitative: 1(Low) ~10(High)

The higher the compression rate, the lower the picture quality is; vice versa. Avoid

image breaking up or lagging by setting the bandwidth limit for CVBR streaming.

4. Video Frame Rate (5~30 FPS): The video refreshing rate per second.

5. GOP Size (1, 1/2, 2) X FPS: "Group of Pictures". The higher the GOP is,

the better the quality is.

6. Video Format: H.264 or JPEG
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7. RTSP Path: RTSP output connecting path

c. Snapshot Setting:

Snapshot Setting

Quaity
Select the snapshot image quality from 1(Low) ~10(High).

3. Audio

The IP Camera supports 2-way audio. The user can send audio from the IP
Camera built-in microphone to the remote PC; the user can also send audio
from remote PC to IP Camera’s external speaker.

a. Audio from local PC to IP Camera: Click on the icon and mark “chatting”
in the Live View browser page. Note that the audio will not be smooth when the
SD card is being recorded.

Chatting: | M Online Visitor : 1

b. IP Camera to PC (Audio from IP camera built-in microphone to local PC): Select

Enable to start this function & you also can select the audio type.

Audio
IP Camera to PC
® Enabled () Disabled
Audio Type: |G.711 (64Kbps) W |
Adjust Volume

Mic-In:

Audio-Out:

Cc. Adjust Volume: When both Chatting (in live mode) and Audio Out are on, the
built-in microphone may be automatically shut down to avoid echoing effects.




cAMERA

Event List

o

to get into the administration page. Click to go back to the live

Server Information
MAC Address: 00:11:41:41:41:13

Server Name: [ status Bar

LED Indicator: ®on O oFF

Language : @ English o oA d O [ohzaah s O French
O Russian O Italian O Spanish O German
O Portuguese O Polish O Japanese

Click

video page.

05D Setting
Time Stamp: ) Enabled ® Disabled
Time Setting
Server Time: 2015/10/24 18:46:33 Time Zone: GMT+08:00

Date Format:  ® yyimmidd ) mmiddlyy ' dedimmiyy
Hetwork Time Zone:
D Enable Daylight Saving:
O wrP:
Update : ElHour
Time shitt: [0 |Minutes [-1440.1440]

O Synchronize with PC's time

AJV Setting Date :
ime
) Manual
Dot
i

® The date and time remain the same

]

The IP Camera provides multiple event settings.
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1. Event Setting

a. Motion Detection

Sensitivity:
[ Area 1: L JE-mail LIFrP [Jout1 [ ]saveto SDcard [ | samba

[ Area 2: L] E-mail LIJFre [Jout1 [l save to sD card [] samba

[ Area 3: L Jemail LIFTP [loutt []saveto SDcard (| Samba

Subject: |IF' Camera Warning! |

Interval: a period of time between every two motions detected.

[ ] Based on the schedule

To enable motion detection, tick Area 1/2/3. Click Area 1/2/3 in Area Setting,
and draw an area on the preview screen. When motion is detected in the area,
the word Motion! will be displayed on the live screen. The camera will send
video or snapshot to specific mail addresses, trigger the output device, or save
video to FTP/ Micro SD card/ Samba.

By selecting save to SD card, the video or snapshot will be saved to the Micro
SD card. Also, by ticking E-mail/ FTP/ Samba on the Log option, the motion
detection log will be sent to E-mail/ FTP/ Samba simultaneously.

eSubject: Type in the message you would receive when motion is
detected. The default message is “IP Camera Warning!”.

e|nterval: For example, when selecting 10 sec, once the motion is
detected and the action is triggered, it cannot be triggered again

within 10 seconds.

eBased on the schedule: When the option box is ticked, only during the

selected schedule time the motion detection is enabled.

b. Record File

Record File
File Format: AV File{with Record Time Setting) _v:i
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When an event occurs, the IP camera will record a video clip or take snapshot,
and then send to mail/ FTP/ Samba. Select the file format to be saved.

o AVI File (with Record Time Setting): Save AVI video file. The video length is
according to the value set in Record Time Setting.

¢ JPEG File (Single File with Interval Setting): Save single JPEG picture file

when the event occurs.

¢ JPEG Files (with Record Time Setting): Only when selecting "JPEG" in
streaming 1 video format of Video Setting, this option can be enabled. Select

this option to save several JPEG picture files. The successive picture files
cover a period of time according to the value set in Record Time Setting.

Record Time Setting

Record Time Setting

Pre Alarm: 5sec v/ Post Alarm: 5sec v/

When an event occurs, the IP camera can record a video clip or take a
snapshot, and then send it via mail/ FTP/ Samba. Select the video recording
length before and after the event is detected.

hread: [ema Clrp Cloutt MSaveto SDcard [ Samba
Subject: wanim!
Interval: | 10:sec v 2 eriod of time between every two motions detected.
) Basedonthe schedlle™
Record File )
File Format AVAFlewith Record Time Setin) v
Rocord T St g, —
Predam: | | §sec v| Post Mlarme| §sec v

10 sec:

MOTION! ===MOHON, MOTION!

5 sec.
Record 5 sec. before motion This motion will not be recorded  Record 5 sec. before motion

and 5 sec. after motionto SD card  pecyase it's in the interval and 5 sec. after motion to SD card
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d. Network IP Check:

Network IP Check

IP Check: I Enabled @ Disabled
IP Address: www.google.com
Interval: 30 secE

[T connection failed four times. Reboot IP Camera.

Check failed:
[Tl save to 5D card

After enabling IP Check, the IP camera can check if the network server is
connecting. If the IP camera checking failed, the image will be recorded to the
SD card.

2. Schedule

a. Schedule: Tick the grids on the calendar to manage the time of your schedule
to automatically record video files, or take snapshots.

. With schedule setup.

b. Snapshot & Record:

e Record: After completing the Schedule, the camera data will be recorded according
to the schedule made from the calendar. Be aware that SD cards may fail in time
for being recorded too long.

You may set up how much you would like the SD card memory to be used in order to
estimate when it is a right time to swap for a new one.

Record
®) saveto SDcard (_ Disabled

Record Memory:
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eSnapshot: After enabling the snapshot function; the user can select the storage
position of the snapshot file, the interval time of the snapshot and the reserved
file name of the snapshot.

N
[}

Record @ Snapzhot ' ' Close

Snapshot
(Enabled ® Disabled
Snapshot: [l e-mait LIFrp [ save to sD card [ ] samba
Interval: [0 |second(s) [1..50000]

File Name: | Snapshot |

Interval: Users can set the interval between two snapshots.
File Name: Enter the file name of your snapshot file.

®Restart IP_ Camera Automatically: Set up the time for IP camera to restart
automatically after ticking Restart to enable access.
Restart IP Camera Automatically

W] Restart |Everyweek | [Sunday  v| [00:00 v|

3. Log List

. leglist
System Logs

Logs
Motion Detection Logs

Loas
All Logs

Loas

Sort by System Logs and Motion Detection Logs. In addition, System Logs won’t
lose data due to power failure.
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All Log
<System= [ 2014/11/25 17:56:16 ] 192.168.23.65 login by admin.
<System= [ 2014/11/25 17:42:31 ] 192.168.23.65 login by admin.

<Motion Detection= [ 2014/11/25 17:32:28 | Area 3 Motion Detection.
=Motion Detection= [ 2014/11/25 17:32:28 ] Area 2 Motion Detection.
=Motion Detection= [ 2014/11/25 17:32:28 ] Area 1 Motion Detection.
<Motion Detection= [ 2014/11/25 17:15:49 ] Area 3 Mofion Detection.
=Motion Detection= [ 2014/11725 17:18:49 ] Area 2 Motion Detection.
<Motion Detection= [ 2014/11725 17:13:41 ] Area 3 Motion Detecfion.

4. SD Card
Please Insert the Micro SD card before use it. Make sure to push the Micro
SD card into the slot completely.

a. Playback

20171107 20171108 20171109

20171109
5D Card: << 9273M { 30416M >>

SD Management
Auto Deletion: Keep 1/ 2/ 3/ 4...days)

Format SD Card |
It only support FAT32 format for SD card over 64G Please format 5D card

into FAT32 before installation

Click the date under the Playback title and a list of files will pop up.
For example, if the date 2017/11/07 is clicked, all the events happened within
that time frame will then appear in a list like the one below.
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2017111107

Time Video Event Type [ ]
21:46:01 Motion Detection ]
21:46:24 Motion Detection ]
21:47:14 Motion Detection ]
21:55:15 Motion Detection ]
21:55:27 Motion Detection ]
21:56:13 Motion Detection ]
21:56:24 Motion Detection ]
21:56:56 Vs ]
21 o'clock Schedule Snapshot ]
22:02:45 Vs ]

The enlisted files under Video category are files representing events.

There are 3 types of file formats, and each is different for its own Event Type.
Notice how the file name formations under the Video category represent the
time when a file is created. For instance, the file name “214601m.avi” means
the video is recorded at 21:46:01 today, m means Motion Detection, and avi
represents the file format.

Click on the file name to open the file.

For avi files, you need Microsoft Media Player which is supposedly
built-in in your PC. The default Username & Password for playing the video
file are both admin.

Enter Metwork Password

Type your username and password.
Connecting to 192.168.11.131

Realm: For SD card

Username: | admin

Password: ""'l

[]Save this password in your password list

The server uses Basic authentication, which means that the method used
to send your username and password to the server may not be secure,
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Clicking on an IVS file (such as 215655i) will bring out a pop-up window
suggesting an IVS event captured as snapshots as the one below:

p://192.168.11.131:8052/jpeg_show.html|

21:56:53 21:56:54

Clicking on any title that is labeled with “time unit” (such as 21 o’clock) at the
end will bring out a pop-up window indicating the snapshot taken as scheduled
in Schedule mode and enabled in Snapshot mode.



Click the icon to delete any file bymarking on the checkbox under the Del
category with a mouse click.

b. Record

The recording mode is enabled after Record is set in Schedule mode.

Take the schedule calendar below for example, the grids coloured in green
between 3~12 are scheduled to start recording from 3 o’clock to 12 o’clock
from Monday to Thursday.

. With schedule setup.
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Once the recording mode is on, the video data recorded will be found and
labelled as 2017/11/09.

Record

20171109
5D Card: << 9273M / 30416M >>

Click on 2017/11/09 to enter the next page where all files recorded on that
date are enlisted.

2017/11/09

Time Video Event Type []
03:00:00 Record ]
04:00:00 Record ]
05:00:00 Record ]
06:00:00 Record ]
07:00:00 Record ]
08:00:00 Record ]
09:00:00 Record |
10:00:00 Record ]
11:00:00 Record ]
12:00:00 Record ]

Click on any video title to open Microsoft Media Player (supposedly
already built-in in your PC) and play the video file. Key-in admin for
both Username & Password to get permission to view the video.

Enter Network Password

Type your username and password.
Connecting to 192.168.11.131

Realm: For 5D card
Username: | admin

Password: bt

[] Save this password in your password list

e Y The server uses Basic authentication, which means that the method used
'0‘ to send your usernarme and password to the server may not be secure.
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The number at the bottom indicates the distributive law of the current SD
Card memory which is divided and assigned to different types of recording
purposes. The left side shows how much memory is still available, and the
right side shows how much the total memory is.

Record

I 5D Card: << 9273M /[ 30416M >>I

If the memory of the SD card is over 128G, 70% of the memory will be used
for scheduled recording, and 30% will be used for event recording.

20171109

If the memory of the SD card is below 128G, 50% of the memory will be used
for scheduled recording, and 50% will be used for event recording.

Click the icon to delete any file by marking on the checkbox under the
Del category with a mouse click.

SD Management

SD Management

Auto Deletion: [OFf  “|Keep 1/ 2/ 3/ 4...days)

Format SD Card |
It only support FAT32 format for 5D card over 64 Please format 5D card

into FAT32 before installation

cl. Auto Deletion: Choosing “The 1st day” means the recoding file will be kept
for one day. Example: It is five o’clock now. Choose “The 1st day”. The files will be
kept from five o’clock yesterday to five o’clock today. The oldest file will be deleted if
the Micro SD card is full.

Note : The use of the SD card will slightly affect the operation of the IP
Camera, such as affecting the frame rate of the video.

c2. Format SD Card: Click the icon to process the SD Card formatting into
FAT32 format. Be cautious that since it only supports FAT format for SD Card
over 64G, please format SD Card into FAT32 before installation.

SD Card Files
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d1. Downloading the Files: For both Playback and Record mode, after entering a

date data to see the Video and Event Type, right-click on a title under the Video list,
and choose “Save Target As...” from its pop-up window to start downloading the file.

d2. Linking the Files: For both Playback and Record mode, find the

Open

Open in new tab
Open in new window
Save target as..

Print target

Copy shortcut
Paste

link at the right corner of the bottom after entering a date data to see the Video and
Event Type. Click on the link, a window will pop up.

File

®®| & http://192.168.11.131:8052/5D_list.txt

£~

Edit

View

Favourites Tools  Help

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

F19l
F19l
F19l
F19l
F19l
F19l
F19l
F19l
F192
F192
F192
F192
F192

68,
68,
68,
68,
68,
68,
68,
68,
168,
168,
168,
168,
168,

31
31
31
31
31
31
31
31
31
31
31
31
31

BO52/aw1/20171107/21480 1, avi
BO52/av1/20171107/214624m, avi
BO52/aw1/20171107/214714m. avi
BO52/aw1/20171107/21551 5m. avi
BO52/aw1/20171107/21552 T, avi
BO52/aw1/20171107/2156]1 3m. avi
BO52/aw1/20171107/215624m, avi
BO52/awl/20171107/21568551/ 215653, Tpg
8052/ av1/20171107/2156551/215654 . Tpg

18052/ avwl 20171107/ 2156551/2156855, jpg

8052/ av1/20171107/ 21 0c]l ock/ 2150385 . Jpg
8052/ av1/20171107/ 21 0c]l ock/ 2150485 . Jpg

180527 avwl 20171107/ 21 oclock/ 2150565 . jpz

You may copy any of the protocol provided in the window and paste it on a web
browser as a URL address to look at each file.

d3. Copy to PC: You can insert the Micro SD card to the PC and read the files directly,
or use FlashGet instead to download the files from the IP camera. (In this way you do
not need to pull out the Micro SD card from the camera.) To use FlashGet for
downloading image and video data from the Micro SD card, please follow the
steps:

Enter data list and right-click “

the link list to PC.

" select “save target as...” then save
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Time Video Event Type O Openinnentab
02:47:11 0247 11m.avi Motion Detection [y 4 S—
ST
17:18:30 171830m.avi Motion Detection O B e €
17:18:32 171832m.avi Motion Detection O
17:18:33 171833m.avi Motion Detection_, ) Copy
\ Files link daily. [Jj  Copyshorteut

Open FlashGet, select "File"-> "Import" = "Import list", and find the link list file
you just saved. The file name may be called “SD_list”.

| Elle Edit View Mansge Tools Help ‘me m
New Download.... F4 & - - =
444 batch downlosd.. | emtuE: G Am Mozrm 8 |G
Open Torrent... Ct+O ~ ‘@ Google Chrome =] o

™ H.264_DVR_Quick_installation_Guide_al1633RK4D14_111206
[ HLC-1NCO1
=) HOEM_BTYPE_VB1.0.27_20120727_220146

Fi: E
File  Enter

Open destination directory Ctl+Enter

g 3 PInstallesENG ¢ {5 Windows wEs
4 Kiwi Application Monitor =] R EE
(] [ (2]
w®E®Q: oo GE)

EITABAY(D): |4 Files (5% [v] [ BE |

Lmport it... Gkl

Process Web Page File... Ctel+ W
|

iii.  FlashGet will show you the link list, and you can tick the files you want to copy to
your PC. Give the directory path in the new download window, and remember to
enable "Login to Server": key in the IP Camera username and password.

Select URL & [au new download (%]
Notice: Only selected URL(s) will be added to job list. Right click mouse to customize. URL: | http://192.168.1.71/avi/20120810/02471 Lm avi ]
Referrer: I ‘
Title URL
024710mavi  hitp:/192.168.1.71/avif20120810/02471 Im avi Category: |{z Dowalosded vl
830mavi  hitp:#192.168.1.71/av1/20120810/171830m avi = -
171832mavi  hitp#192.168.1 71 /avit20120810/171832m avi Save to: fc-‘E??'ﬂmds [v] (Bover ]
H171833mavi  htpi#192.168.1.71/avii20120810/1 71833 m avi Rename: | 024711mavi | [0s2 Comment
[“ILogin to Server: ) [¥] Ensble Sharelzl
Usemname:  admin []Open the File fter Download
Possvord: | PpRKK ] Threads From main site ‘5 B
A Start
8 Immediatel v
<] i Bl §
(Aiviop | Sk )
Opt. MorkHighlight | [ Chooe | [ OK ] [ Cencel | ‘
Save as default
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iv.  Click OK to start download.

FlashGet
File Edit View Manage Tools Help
= o : : :
EE;Q &E‘A e ¢ | Software |v|
New 1 I Dir. Opt.  Home "
HgshGet -§ | Name Size Completed Percent Elapsed Left Speed
&} Download b 171830mavi 237M [ 0% ] 000010 23586K
# g Downloaded b 171832mavi 216M [ 0% ] 000009
18 Deleted b 1718%mavi 1)< — —

e FlashGet is free software that can be downloaded from FlashGet official
website. The example above is based on FlashGet ver.1.9.6.
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Factory Default

If you forget your password, please follow the steps to set back the IP Camera
to its default value.

* Keep the power through while it is already switched on.

* Use any hard & tiny little stick to reach into the hole where there is a
word “Reset” right under. Press and hold the button within as
demonstrated in the picture below.

* It will take around 5 seconds to boot the camera.

* Release the button when the camera finishes booting.

* Re-login the camera using the default IP (http://192.168.1.200), and user
name: admin, password: admin.
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Universal Password

If you forgot the password of your IP camera, you can reset the camera to factory

default, or follow the procedure below to generate a universal password.

Note: Universal password will be valid only when you enable the function in User

Management.

1. First, you need to know the IP address and MAC address of your IP camera.

You can use IP Scanner to scan the LAN, and see the IP address and MAC

address on the side column.

- oEN

S7CD_Meeting Room
S3CDH_Meeting Room
T9HQ-1F

192.168.070.066
192.168.070.070
192.168.099.100

Qo IPSCanner V2,12
Device Lists & Static
Server Name ] IP Address I Lo -
DHCF
192.168.070.064
IP_Camera 192.168.021.069 H{ﬂAdl]er 5 :'[;p o
CHBA-16DE 192.168.001.072 -
TIKQ-1F 192.168.099.101 IF | 192 168 1 242

MHetmask | 265 25§ 25§ ]
Gateway | 192 168 1 264

DHS 1 | 168 95 1 1
pns 2 [ 168 95 192 1
partl AJAC 80

(0F:0D: 28:49:41

NVYR-16 192.168.200.220
IP_Camera 192.168.066.220
IP_Camera 192.168.066.235
NVR-25 192.168.200.210
IP_Camera 192.168.040.112
2222 192.168.011.083 ~

‘Scanand find the camera

| Search Device |

To Change Device Name, IP address, and Gateway:
1. Select the device on the left side.

2. Change network parameter on the right side.

3. Press Submit button.

4. Press Search Device to re-search again.

5. Double click the device to open it.

Submit I

Exit I
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Or, if you already know the IP address of camera: Open the web browser, key in
http:// (IP address) /GetIPMAC.cgi and press enter. The IP address and MAC

address will be displayed on browser.

@ & http://192.168.1.242/GetlPMAC cgi P~

ip=19,168.1.242
mac=00:0f:0d:27:ba: Th

2. Locate the .html file named Universal Password_V1.1 in the Universal

Password from the Applications folders in CD-ROM. Open it with a web

e Uriversl Pazword _V1 |
Chooime HTML Docooent
10 kR

3. The camera IP address and MAC address will be displayed automatically in

browser.

both IP Address and MAC columns.

192.165.1.200

00:0F0d:11:22:33

encoder

After clicking on encoder, a set of username and password will appear.

The universal username and password are generated from the IP address and
MAC address you key-in, so if you change the camera IP address the universal

password changes, too.
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4. Take the generated username and password. Use them to log into the

camera.

Windows Security ﬂ

iexplore
The server 192,168.1. 200 is asking for your username and password, The
server reports that it is from IP_Camera,

Warning: Your username and password will be sent using basic
authentication on a connection that isn't secure,

|Bo23FB |

[ ] Rernember my credentials

Cancel

5. Now you can login as administrator. Turn to User Management page. The use
of universal password does not affect the previous user setting, so the
administrator account password does not change until you edit it. Please click

Edit to give a new administrator password.
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jor 24 I

System

Network

AV Setting

@ User_Setting - Internet Explorer - O | x |
| @ aboutblank |
o vsersew
Usemame: lal:lrrlin—]

Password: [

. —

o] |o)

Passwora;| T
Confirm:
Add/Set
User List
Username User Group Modify Remove
admin Administrator Edit fl @ -——




i

CcCAMERA

Package Contents

IP Camera

Quick Installation Guide CcD Screw Package

N

¢ The CD includes user manual and software tools
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Micro SD Card Compatibility (optional)

The following are the recommended Micro SD Cards:

Transcend SDHC class4 16GB

SD class4 16GB

SDHC class4 32GB

SD class4 32GB

SD class6 4GB

SDHC class6 4GB

SD class6 8GB

SDHC class6 8GB

SD class6 16GB

SDHC class6 16GB

SDHC class10 4GB

SDHC class10 8GB

SDHC class10 16GB

SDHC class 10 Max. 64GB

SanDisk SDHC class4 8GB

SDHC class4 16GB

SDHC class4 32GB

SDHC class10 Max. 128GB




