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device is restricted to indoor used only to reduce any potential for harmful interference 
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FCC Statement in User’s Manual (for calss B)
FCC Section 15.105
“Federal Communications Commission (FCC) Statement”
This equipment has been tested and found to comply with the limits for a lass B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:
-- Reorient or relocate the receiving antenna.
-- Increase the separation between the equipment and receiver.
-- Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for help.
FCC Part 15.19 Caution:
1. This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:
(1) this device may not cause harmful interference and
(2) this device must accept any interference received, including interference that
may cause undesired operation
2. This device and its antenna(s) must not be co-located or operating in conjunction with any
other antenna or transmitter.
3. Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user authority to operate the equipment.
IMPORTANT NOTE:
FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with

minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

The antennas used for this transmitter must be installed to provide a separation
distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.
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Chapter 1 Introduction

1.1 Hardware Features

Ttem Specification

Key Components .

Main Processor. Realtek RTL3198 (600MHz ).,
Flash . 3Mbytes Serial Flash.,
RAM. 64l dbytes DDR2.

Realtek RTLI192CE 2.4G 2T2R..

Wireless Chip..
P Realtek RTL3192DE. 2.4(/5GHz dual-band 2T2E..

Communication Interfaces .

WAN Port . 1 x 10100/ 1000 Ibps RI45 with aute MDIMDIX .

LAN Port.. 4 = 10/100/10000Ibps BJ43 with zute MDIMDIX .

USE Port. USE 2.0 host port x2.,

Wireless - IEEE 302.11a b/g/n 3(2.4GHz concurrent 3003000 bps .
Others .

Wirelesz Antenna . Externzl 5dBix2.

Transmission Power.. 802.11g: 16:2dBm (@ nomal temp. range.,

202.11n (2. 4GHz): 14£24dBm @ normezl temp. range.,
302.11n (3GHz): 2121dBm & normal temp. range.,

802112 TYP. -70dBm @ 10% PER..
802.11b : TYP. -83dBm @ 8%PER.,
802.11g TYP. -70dBm @ 10°%PER..
802.11n: TYP. -61dBm @ 10%PER..

Receive Sensitivity .

Reboot button / Reset button - 1s2c iz for reboot ;10 3203 15 for
Button - reset to default configuration.,
WPS button — WPS connection -

Operation Requirement - ] o ) o )
Operating Humidity 1095 to 85%: Non-Condensing

Storage Humidity 3% to 90% Non-Condensing

Power Supply . Power Adepter DC12V/2A.
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1.2 Product Appearance

il il

WPs
Button

Power Status WAN LANI-LAN4 S5GHz 2.4GHz WPS

L X LT Jo

1 WAN  Ant

LED Indicator Status Description:
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LED Function Colors Status Description

On.. System i3 ready to work.

1. Power iz being 2pplied and system

Power.. System status. Green. |Blinking., ]
- boot i progress.,
120ms .
2. Beset or fumware upgrade m progress.
Elinkmg.,
WPs. WES status .. Green . WEPS function in progress ..
120ms .
) N Blmkmg . \Wireless T/Rx activity for 2.4GHz
24AGHz. |Wireless activity. Green..
30ms .. band .
Elinkmg.,
SGHz. Wirsless activity.. Green . Wireless Ty Bx actrvity for 3GHz band .
S0ms .
Cn. 10000 bps Ethermnet iz connectad .

Green - | Blinking
= |1000hdbps Ethemet Ta/Bx activity .

WANx1. |WAN port activity.

Cn. 10/1000bps Ethemet is connectad..

Green - | Blinking
= (10 100Mbps Ethemet Ty Fx activity .

Cn. 1000 Ibps Ethemet iz connectad .

Green . |Blinking .
10000 bps Ethemet Ty Bx activity..

LANx 4. [LAN port zctivity.

On., 10/ 100Mbps Ethemet is connectad..

(Green . Blinking

10/100Mbps Ethernet TxFx activity..
120ms . F L i
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Chapter 2 System and Network Setup

The GS293d is an easy to setup and wireless device for various application and environment,
especially for large installs such as hotels, offices space, warehouses, hot-spots and more.

To begin with GS293d, you must have the following minimum system requirements. If your
system can’t correspond to the following requirements, you might get some unknown troubles
on your system.

A Internet Account for XDSL/Cable Modem, or 3G.
A One Ethernet (10/100/1000 mbps) network interface card.

A TCP/IP and at least one web browser software installed (E.g.: Internet Explorer 6.0,
Netscape Navigator 7.x, Apple Safari 2.03 or higher version).

A Atlease one 802.11g (54Mbps) or one 802.11b (11Mbps) wireless adapter for wireless
mobile clients.

A Recommended OS: WinXP, Visata or Win7 / Linux.

2.1 Build Network Connection

Administrator can manage the settings for WAN, LAN, Wireless Network, NTP, password,
User Accounts, Firewall, etc.

Please confirm the network environment or the purpose before setting this product.

2.1.1 Router Mode

Switch to router mode through web GUI when the first setup.

o= 1
AR
o )
0 Ot L., =
- o T S . ' Y -
E'l:_ 1 - i
- : N . . ' Holsbook  eiae”  SmartPhone
B ' ——) |
Bl ¥DSLICabe '
B e B Wik B Modem .
= : ] |
lal t
S o . G
e PE 2] P
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2.1.2 AP Mode

Switch to AP mode, if a router is already set at the house, and you want to make the wireless
LAN communication.

£ ooeration Moz ' Houter:
g2 [P Config
Wireless 5 AP
NA|
Fircwall
Sysiem Maragement O Viiki AP:

Lug & Siulus

21.3 Wi-Fi AP Mode

Switch to WiFi AP Mode when you connect to the internet wirelessly through PC and wireless
device without wireless LAN function equipped.

Huder
;  Coerabon Meds
s Ot Butlon Sclup

AT

Firewall

Systemn Maragement
I ) % Etrtus

2.2 Connecting GS293d
Prepare the followings before the connection:

A PC or Notebook for setup

A Ethernet cable or 3G modem
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Long Range
Wireless Router

Username :

Password :

1. Make sure you are under “Router Mode”.

2. Connect GS293d to xDSL/ Cable modem with the Ethernet cable, WAN to LAN.

3. Turn on your Computer.

2.3 Network setup

After the network connection is built, the next step is setup the router with proper network
parameters, so it can work properly in your network environment. Before you connect to the
wireless router and start configuration procedures, your computer must be able to get an IP
address from the wireless router automatically (use dynamic IP address). If it's set to use
static IP address, or you’re unsure, please follow the below instructions to configure your
computer with dynamic IP address:

If the operating system of your computer is....

Windows 2000 - please go to section 2.3.1
Windows XP - please go to section 2.3.2
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Windows Vista/Win7 - please go to section 2.3.3

2.3.1 Windows 2000

Click “Start” button (it should be located at lower-left corner of your computer), then click
control panel. Double-click Network and Dial-up Connections icon, double click Local Area
Connection, and Local Area Connection Properties window will appear. Select “Internet
Protocol (TCP/IP)”, then click “Properties”.

Local Area Connection Properties _ |

General l

Connect using:
I B3 Realtek RTLB02S(AS) PCI Ethernet Adapter

Components checked are used by this connection:

V! [ Client for Microsoft Networks
A il and Pinkor Ehawngfgr Microsolt Networks

v
L 13
sl

Instell. | Uninstal -,'J Properties

¥

.
.
il L T T Ty punt®

— Description
Transmission Control Protocol/ntemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

¥ Show icon in taskbar when connected

ok | concel |

1. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Internet Protocol (TCP/IP) Properties 3 2l x]

General I

‘You can get P settings assigned automatically if your network supports
this capahbility. Dtherwise, you need to ask your network. administrator for
the appropriate |P settings.

TEEEEsEEEsEEEsEsEEEEEEEEEEEEEEEEEEEEEEEEEREES
' @ Obtain an IP address automatically E
oo =l 8Pt PP Bt :
P &ddress
Subret mas

Default gateway

¢~ | Elbiay DNG Servier sckiress = lmalicaly
B R T R SO, - SUTOT MIUI————

http://www.sapido.com.tw/ 12 User Manual v1.0.0




2.3.2 Windows XP

1. Click “Start” button (it should be located at lower-left corner of your computer), then
click control panel. Double-click Network and Internet Connections icon, click Network
Connections, then double-click Local Area Connection, Local Area Connection Status
window will appear, and then click “Properties”.

-4 Local Area Connection Properties E|Ei

General | Authentication | Advanced

Connect using:

| B9 AMD PCNET Famly P Ethernet Ad ‘

This connection uses the following items:

2 5 Client for Microsoft Networks
v B File et PTIAfE S Haring for Microsoft Networks
vl QoS Packet Scheduler *s

.
L]
. .s
ALETFFFFrTT L

. .. ..
Description e T el
Transmission Control Protocol/Internet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected netwarks.

[] Show icon in natification area when connected
Notify me when this connection has limited or no connectivity

[ ok |[ cancel |

2. Select “Obtain an IP address automatically” and “Obtain DNS server address
automatically”, then click “OK”.

Internet Protocol (TCP/IP) Properties

General | Altenate Configuration

You can get [P settings assigned automatically if your network. suppoits
this capability. Dthensmse, you need to ask your netwaork administiator for
the appropriate [P settings.

2 (%) (blain an |P add s :
-

(5) Ublain DNS server addiess automaticaly

Obtain
(2 Usg the folowing DS server addresses,
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2.3.3 Windows Vista / Windows 7

1. Click “Start” button (it should be located at lower-left corner of your computer), then

click control panel. Click View Network Status and Tasks, and then click Manage Network

Connections. Right-click Local Area Network, then select “Properties”. Local Area

Connection Properties window will appear, select “Internet Protocol Version 4 (TCP / IPv4)”,

and then click “Properties”.

Networking |
Connect using
| £¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

1 ™ Ciert for Microsoft Networks
] JBlGoS Packet Scheduler
Wl = File and Prigter Sharing for Microsoft Netwerks
oot & L Pemet Protocol Version & (TCP /Y8 sa,
SRS i Frotocs| Verson 4 (107174 I8
o W = s lsnkalayar Jopology Dissoweny Wep MO Driver
¥ -2 Link-Layer Topology Discovery Respondd

nstal.. | instal - & Properties

Desecnption rersrgwwnwet®
Transmission Control Protocol/intemiet Protocel. The defautt

wide area network protocol that provides communication

across diverse interconnected networks.

ok | cace |

2. Select “Obtain an IP address automatically” and “Obtain DNS server address

automatically”, then click “OK”.
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scol Version 4 (TCP/IPwd) Properties x|
General INIHnatE Configuration I

You can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

M ENEEENEEEEEEEEEEEENEEEEEEESEEESSEEEEEEEEg

IF address

Default gateway: . A :
:--‘----i----------------nl.ull EEEEEEEEEEEEEy
[ i -
-

+ % Obtain DNS server address automatically -
| ‘-Ef'ﬂls'eﬁﬁéﬁnlohﬁﬂsiérﬂ&'al""""""""'"'“

Advanced... I

samay
ant —LFo

e

*a, at=

e e

T T

2.4 Router IP Address Lookup

After the IP address setup was completed, please clicks “start” — “run” at the bottom-lower
corner of your desktop:

E‘ home user

é Internet J My Documents

Internst Exploeer

(3 contrat pane
e windows Mada Player

Set Program Access and
Doaf s
:3 Winderws Messenger ‘__# Prirters and Faxes
@ Toidr Windoies WP ﬂ_}] Help and Suppart

ﬂ Files and Settings Trarsfer ,—J Search
Wizard
-

@l Log Cff @l Tum OFf Computer

All Pragrams |

Input “cmd”, and then click “OK”.
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Run ElE]

Tvpe the name of & program, Folder, document, or
Inkernet resource, and Windows wil open it For you.

Oper: | emdl -

Ok Cancel H Browese, .,

Input “ipconfig”, then press “Enter” key. Please check the IP address followed by “Default
Gateway” (In this example, the gateway IP address of router is 192.168.1.1)

CzsDocuments and Settingssdemoripconfig

Windows 1F Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS
IF Add

Subnet M

Default G

C:sDocuments and Settingssdemo?

NOTE: If the IP address of Gateway is not displayed, or the address followed by ‘IP Address’ begins with
“169.x.x.x", please recheck network connection between your computer and router, and / or go to the
beginning of this chapter, to recheck every step of network setup procedure.

241 Loginto Web GUI

After your computer obtained an IP address from wireless router, please start your web
browser, and input the IP address of the wireless router in address bar, and the following
message should be shown. Please click “admin” to login the GS293d.

ff Login - Windows Internet Explorer

IE. hitp:#¥192.168.1 1 fad min asp

Enter the User name and Password in to the blank and then Click Login. The default values
for User Name and Password are admin (all in lowercase letters).
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Long Range
Wireless Router

N Power Saving Broadband Router

Username :

Password :
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Ef

Qne Sudon faup
IP Config
Wireless

Systern Management
Log and Status

L
L
-5
]
=
-
-
-
=
L
L
L
L

Network Config

Tt ipxs shows e Garreat statm 2od some bedc yetinm of the devico,

Uptime ka3 3emc Ty
Firmrare Verdes X7 TS VLT BOS
Wirelezx Caafiaration

AP

14 EH: (BHE

3.55 S@=v@sr_Bouwtas 04317F

Diuakbiesd
Qa0 o 818621
Q
Foo=d [P
192 16811
Pl ol
192 16811
Eaahdsd
LRk e Bt o |
Gratting TP freem DHCP sarves_
0000
000
LLa e ]
Awio Seich
1Rs
CHT
KO DETECT HADPATUMTS
DEVICE!

UEE A Coafinration

USE Tvpe Ssorags

Name PQI

Difeaie] 3100

[F®)

USE B Coafizuration

UEB Trpe Trini

Name EP3CN

Adodel 2100

UZE Tvpe WabCzm

Name Milicrosoft

Part FE0

UEE D Coafinration

USE Tvpe Wbz

Fame Lagitach

Part BEL
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Chapter 3 Internet Connection

This Chapter describes how to setup GS293d to the internet. The GS293d is delivered with
the following factory default parameters.

Default IP address: 192.168.1.1 (Router Mode)
192.168.1.254 (AP Mode)
192.168.1.254 (WiFi AP Mode)

Default IP subnet mask: 255.255.255.0

Web login user name: admin

Web login password: admin

3.1 Plug and Play

The GS293d supports four types of Internet connection method: 3G modem card, wire or
wireless connection via xDSL/Cable modem. Just connect the 3G modem card or Ethernet
cable to GS293d, the router will recognize it automatically.

3.1.1 Smart Phone /iPhone Internet sharing plug and play

With GS293d, you can build an instant 802.11n wireless broadband sharing environment with
your iPhone, Windows Mobile or Google smart phone. During the time you can still answer
calls, send SMS and charge your phone.

Step 1. Connect iPhone/Smart phone with
GS293d via USB cable. Smartphone

Converslon cable
(Data Exchanging)
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Step 2. Select “USB Tethering” as connection
type.

Step 3. Click on “Done”.

Step 4. Wait few seconds for pairing. When
WAN LED on, the Internet is ready to Smartphone
access. ' !

* 9 0 . [

LY
L]
.

v

WAN LED On

Note: 1. iPhone:
(1) Due to difference in 3G service bundled in various carriers, please check your 3G service
supports Internet tethering.
(2) Enable Internet Tethering on iPhone 3GS / iPhone 4, and set up the screen lock to never
to prevent the sharing is interrupted unexpected by the iPhone screen lock feature.
2. Google Android Phone: please turn on "USB modem mode” when connecting router.
3. Window Mobile Phone: please enable “USB to PC” function.

3.2 Router Mode- Using as a broadband router
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1. Open a Web browser, and enter http://192.168.1.1 (Default Gateway) into the blank.

A Cannot find server - Microsoft Intern

File Edit “iew Favorites Tools  Help

Q- @ ® &G S

Address http:/f192. 165,11 login. asp|

2. Enter the User name and Password into the blank and then click Login. The default
values for User Name and Password are admin (all in lowercase letters).

Long Range
Wireless Router

Username :

Password :

3.2.1  WAN Interface- Ethernet Port

The WAN access type is depended on the service that you contract with the provider. The
GS293d provides five selections for the WAN access type, Static IP, DHCP Client, PPPoE,
PPTP and L2TP. Check with your ISP if you don’t know the WAN type.

& Router
i Operation Mode WAN Setup
Ei One Button Setup
& IP Config This page is used to configure the interface for Interet network. Here you may change the interface to Ethernet
G wan port, 3.6G usb dongle or Wireless by click the item value of WAN interface.
b Lan S
G Dons WAN Interface: Ethernet port «
Wireless :
WAN Access Type: Static IP

NAT
Firewall IP Address:
System Management

Log & Status
Logout Default Gateway:

Subnet Mask:

3.21.1 Static IP
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Select WAN under the IP Config menu, and choose Ethernet Port for the WAN Interface. Its
associated setting will show up.

WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethernet port,
3.5G USB dongle or Wireless by click the item value of WAN interface

WAN Interface: Ethernet Pot | =]

WAN Access Type: |Static P =]

IF Address: 172111
Subnet Mask: 255255 2550
Defanlt Gateway: 172.1.1.254

MTU Size: 1500 (1400- 1500 bytes)

DNS 1:

DNS I:

DNS 3:
Backup select: 3.5G Backup [~ |

Backup of connection, check connecton in every 3 Tmiies.
Service: UMTSHSPAHSDPAHSUPA El
Connect Speed: @ Auto Switch (0 2.5G2.75G only © 0 3G/3.5G
only

SIM PIN: | Mone
Retype SIM PIN:
APN: internet
Username:
Password:

PHOMNE MNumber: =0g#
Clone MAC
Address:

|#/ Enable IGMP Proxy
[l Enable Ping Access on WAN

¥ Enable Web Server Access on WAN

(00000000000

[ Apply Change | | Reset |

Item Description

WAN Access Type Select “Static IP”

IP Address Enter the IP address which is provided by your ISP.
Subnet Mask Please enter the Subnet Mask address

Default Gateway Input ISP Default Gateway Address, .
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DNS Input DNS information which is provided by your ISP

Backup select Select 3G as a back up solution or none.

Clone Mac Address Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.

3.2.1.2 DHCP Client

WAN Setup

This page is used to configure the interface for Infernet network. Here you may change the interface to Ethernet port,
3.5G USB dongle or Wireless by click the item valus of WAN interface

WAN Interface: Ethernet Port E

WAN Access Tvpe: |DHCP Client| = |

Host Name: default
MTU Size: 1492 (1400-1492 bytes)

2 Attain DNS Automatically

Set DNS Manoalh-

DNS 1:

DNS 2:

DINS 3:
Backup select: 3.5G Backup ]

Backup of connection, check connection in every 3 ks

Service: UMTS/HSPAHSDPAHSUPA El
Conmect Speed: ,::;mu Switch 2 5G2.75G only U 3G3.5G
SIM PIN: | Mone
Retype SIM PIN:
APMN: internet
Usermame:
Password:

PHOME Number: =g
Clone MAC
Address:

|#/ Enable IGMP Proxy
[7] Enable Ping Access on WAN
¥ Enable Web Server Access on WAN

(00000000000

[ Apply Change | [ Reset |

Item Description
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WAN Access Type Select "DHCP Client"

Host Name You can keep the default as the host name, or input a specific
name if required by your ISP.

DNS Select Attain DNS Automatically. Or select Set DNS Manually,

if you want to specify the DNS, and enter the DNS provided by your
ISP in DNS 12 3.

Backup select

Select 3G as a back up solution or none.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset

Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.

3.2.1.3 PPPoE

WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethernet port,
3.5G USB dongle or Wireless by click the item value of WAN interface

WAN Interface: Ethernet Port [ = |

WAN Access Type: FPFPFoE

User Name:
Password:

Service Name:

B Contmuous
Connection Type:
Disconnect
Idle Time: 5
MTU Size: 1452

@ Attain DNS Aotomatically
Set DINES Manuwally

DNS1:
DMNS 2

DNES 3:

http://www.sapido.com.tw/
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Backup select: 3.5G Backup x|

Backup of connection, check connechion in every 3

mmmktes

Service: UMTSHSPAHSDPAHSUPA [« |

Connect Speed: c:l:mu Swirch 102 5G2. 756 only 0 3G3.5G
SIM PIM: + Maone

Retype SIM PIM:

APN: internet

Username:

Password:

PHOMNE Number: =og

Clone MAC
Address:

#| Emable IGMF Froxy

000000000000

| Enable Ping Access on WAN

' Enable Web Server Access on WAN

[ Apply Change | | Resel |

Item Description

WAN Access Type Select "PPPoE"

User Name Input your user name provided by your ISP.  If you don’t know,
please check with your ISP.

Password Input the password provided by your ISP.

Service Name

Input the service name provided by your ISP.

Connection Type

Three types for select: Continues, Connect on Demand, and
Manual.

DNS

Select Attain DNS Automatically. Or select Set DNS Manually,
if you want to specify the DNS, and enter the DNS provided by your
ISPin DNS 12 3.

Backup select

Select 3G as a back up solution or none.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset

Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.
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3.21.4 PPTP

WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethemet port,
356G USE dongle or Wirekess by cick the tem value of WAN inteface

WAN Interface; Ethemnet Pot  [=]
WAN Access Type: | PPTP [=]
Address Mode: ¥ Dynamic ) Static
:;::';E 172111
User Mame:
Password:
MTU Size: 1460 (1400-1460 bytes)

| Enable MPPE Encrption
|0 Enmable MPPC Compression

2 Attain DNS Automatically

Set DNS Manually

NS 1z

DXNS 2.

DNS 3:
Backup select: 3.56G Backup [ =

Backup of connection, check connection in every 3 MUmItes.

Service: UMTSHSPAHSDPAHSUPA [ x|
Connoct Spaed: ;t:\um Swatch 253G TG enly 0 3G3.56
SIM PIN: ¥ None
Retype SIM PIN:
APN: internet
Username:
Password:

PHOME Number: o3

Clone MAC
Address:

¥ FEnable IGMP Proxy
Enable Ping Access on WAN
¥ FEnable Web Server Access on WAN

000000000000

Apply Change | | Reset |

Item Description

WAN Access Type Select "PPTP"

Server IP Address Input your server IP address provided by your ISP. If you don’t
know, please check with your ISP.
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User Name Input PPTP account provided by your ISP.

Password Input the password provided by your ISP.

DNS Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISPin DNS 12 3.

Backup select Select 3G as a back up solution or none.

Clone Mac Address Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.

3.21.5 L2TP
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WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethemet port,

1.5G USE dongle or Wireless by click the |

fem value of WAaN ineface

WAN Interface: Ethemet Pot [ ]

WAN Access Type: | LETP El

Address Mode: @ Drvnannse Static

Server P
Address/iHost 172111
Name:

Uszer Name:
Password:
MTU Size: 1460 (

@ Attain DNS Automatically
D 8et DNS Manually

1400-1460 bytes)

NS 1:

DINS 2:

NS 3:
Backup select: 356 Backup [ ¥ |

Backup of connection, check connection in every 3 minutes
Service: UMTSHSPAHSDPAHSUPA =]
3 B 3 e ) =

Connect Speed: q::;m Switch ©2 562756 only 0 335G
SIM PIN: 4 Mons
Retype SIM PIN:
APN: internet
Username:
Password:

PHOMNE Mumber: oo
Clone MAC
Address:

[¥ Enmable IGMP Proxy

[[] Enmable Ping Access on WAN

[#] Enable Web Server Access on WAN

000000000000

[Apply Change | [ Reset|

Item

Description

WAN Access Type

Select "PPTP"

Server IP Address / Host
Name

Input your server IP address or Host Name provided by your ISP.
If you don’t know, please check with your ISP.

User Name Input PPTP account provided by your ISP.
Password Input the password provided by your ISP.
DNS

Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISPin DNS 12 3.
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Backup select

Select 3G as a back up solution or none.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset

Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.

3.2.1.6 Advance function

Item

Description

MTU

Maximum Transmission Unit. Usually provide by computer
operation systems (OS). Advanced users can set it manually.

Request MPPE Encryption

Microsoft Point-to-Point Encryption (MPPE) provides data security
for the PPTP connection that is between the VPN client and VPN
server.

Enable IGMP Proxy

Enable IGMP Proxy to provide the service for IP hosts and
adjacent multicast routers to establish multicast group
memberships.

Enable Ping Access on
WAN

Enable Ping Access on WAN will make WAN |P address
response to any ping request from Internet users. However, it is
also a comma way for hacker to ping public WAN IP address, to
see is there any WAN IP address available.

Enable Web Server Access
on WAN

This option is to enable Web Server Access function on WAN.

3.2.2 WAN Interface- 3G USB dongle

Select WAN under the IP Config menu, and choose 3G usb dongle for the WAN Interface.
Its associated setting will show as below.
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WAN Setup

This page is used to configure the interface for Internet network. Here you may change the interface to Ethemet port,
3.5G USE dongle or Wirgless by ciick the item value of WAN inteiface

WAN Interface: 355 ush dongle Z

Servicae: UMTEHEPAHSDPAHSUPA E

Connect Speed: @ Auto Switch
S1M PIN:

Retype SIM PIN:

APN: internet
Username:

Password:

PHOMNE Number: 98

2 Artain DNS Automatically
Set DNS Manuvally

DXN51:
DNS2:
DNS3:

Clone MNAC
Address:

@ Always
Dial on demand

QOGOO0GCD000

2502756 ooty 0 3G35G only

# Moae

Idle 3 {0--60 Alinutes, if input 0 or B0 mput.it will set to

Always mode)
Manual  Connect Cisconnect
#| Enable IGMP Proxy
Enable Ping Access on WAN
+ Enable Web Server Access on WAN

Apply Change | | Reset

Item

Description

APN (Access Point Name)

Enter the access point name. If you do not know the setting
information for APN, check with your 3G service provider.

User Name

Enter the User Name supplied by the provider.

Password

Enter the password supplied by the provider.

Phone Number

Enter the subscribing access point's phone number.

DNS

Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISPin DNS 12 3.

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Always / Dial on demand

If your 3G USB adapter is a pay-as-you-go plan base, select “Dial
on demand” and disconnect the connection when you don't use the
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internet.

Enable IGMP Proxy Enable IGMP Proxy to provide the service for IP hosts and
adjacent multicast routers to establish multicast group
memberships.

Enable Ping Access on Enable Ping Access on WAN will make WAN IP address

WAN response to any ping request from Internet users. However, it is
also a comma way for hacker to ping public WAN IP address, to
see is there any WAN IP address available.

Enable Web Server Access | This option is to enable Web Server Access function on WAN.
on WAN

Apply Change Click “Finish” to complete the setting

Rebooting this product is started. Please wait for a while.

Change setting successfully!

Syatem iz configuring, after 19 seconds....

3.2.3 WAN Interface- Wireless

Select WAN under the IP Config menu, and choose wireless for the WAN Interface. Its
associated setting will show as below.
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WAN Setup

This page is used to configura the interface for Intemet network. Here you may change the interface to Ethemet por,
3.5G USBE dongle or Wireless by chick the iterm value of WAN interface.

WAN Interface: wireless (=]
. ssib  BSSID  Chammel  Type  Enmcrypt Signal Select
3
I+4G_GR 00:1£1£d5:a0-78 BGN) AP no 64
3
GR-1733 B0-1£02:15:d8:14 ([BG+N) AP oo 28
| Refresh |
Encryption: Nane E|
WAN Access Type: DHCP Client El
Host Name: default
MTU Size: 1492 (1400-1452 bytes)
@ Attain DNS Aotomatically
Set DNS Manually
DNS 1:
DNS 2
DNS 3:
Clone MAC
address: 000000000000
+ Enable IGMP Proxy
Enable Ping Access on WAN
#1 Enahle Web Server Access on WAN
Apply Change | [ Reset
Item Description
Refresh You can see a list of available Wireless networks. Select the
preferred one.
Encryption type Select the Encryption type form the drop-down list.
WAN Access Type Select Static IP, DHCP, PPPoE, PPTP or L2TP.
DNS Select Attain DNS Automatically. Or select Set DNS Manually, if
you want to specify the DNS, and enter the DNS provided by your
ISP in DNS 1 2 3.
Clone Mac Address Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"
Apply Change & Reset Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.
3.3 AP Mode-Using as a Access Point
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Make sure to shift the mode into AP Mode.

= Rotrer

3 Operation Mode

3]

- You can setup diferent modes to LAKN and WLAN interface for MAT and bridging function.

o Wireless

B NAT 0 Router: In this made, the desice is supposed to connect ta intemet via ADSL/Cable

& Firewall Modem. The MAT is enabled and PCs in LAN ports share the sama IP ta ISP

& Systern Management through Wﬁ.hl port and Wl'-alass..Tha EUI‘II‘IBE-“.I.:M type can be satup in VWAN

pE— - page by using PPPOE, DHCP client, PPTE client or static IP

i | g & Status

Ol Logout @ AP: In this mode, all athernet ports and wireless intarface ara bridged together and
MAT function is disabled. All the WAN related function and firewall are not
supportead.

 WIFi AP: In this mode, all ethernet ports and wireless interface are bridged together and
MAT function is disabled. All the WAN related function and firewall are not
supporiad.
| Aply Change | | Reset |

When this product is used as an access point, the IP address has to be changed. The
default IP under AP mode is 192.168.1.254.

1. Open a Web browser, and enter http://192.168.1.254 (Default Gateway) into the
blank.

¢/~ Login - Windows Internet Explozrer

"@ @" < [ @] hitp:#192.168.1 254/ min.asp
] - .

2. Enter the User name and Password in to the blank and then Click Login. The default
values for User Name and Password are admin (all in lowercase letters).

Long Range
Wireless Router

N Power Saving Broadband Router

Usernamse :

Password :

Select LAN under the IP Config menu
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LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your
Access Pomt. Here vou may change the setting for IP address, subnet mask, DHCP, ete..

IF Address: 192.168.1.1
Subpet Mask: 265 2552560
Default Gateway: 0.0.0:0
DHCP: Client =

25 - o 200
DHCP Client Range: 192 168.1.100 192 168.1.200

Show Client

DHCP Lease Time: 480 {1 ~ 10080 mmutes)
Static DHCP: Set Static DHCP

Device Name: SARIDOD GR-1733

802.1d Spanning Dicabied TJ

Tree: -

Clone MAC Address: | 000000000000

 Apply Change | | Reset |

Item Description

Device Name Input a name for this router.

IP Address The default IP address is 192.168.1.254

Subnet Mask Enter the Subnet Mask address

Default Gateway Enter the Default Gateway address for LAN interfaces

DHCP Select DHCP type: Client, Disable, or Server under different
environment.

DHCP Client Range When enable DHCP server, you can fill in the start and end IP
address; client will be assigned an IP address from the range.

802.1d Spanning Tree Disable or Enable the 802.1d Spanning Tree Protocol (STP)

Clone Mac Address Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset Click on Apply Change to save the setting date, or you may click

on Reset to clear all the input data.

3.4 WiFi AP Mode- Using as a Network Converter

Make sure to shift the mode into WiFi AP Mode.
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= AF

E izt :iriﬂi Ml D Peratl an M Dde
B OneButton Setup
& |P Config “You can setup diferant modes to LAN and WLAN intarface for MAT and bridging function.
O Lan
| Wirele © Router: In this made, the device is suppased to connect ta intemet via ADSLICable
Systern Management Modem. The MAT is enabled and PCs in LAN ports share the same P 1o ISP
& |og & Status through YWal port or Wiralass. The connection type can be satup in WAN
oo ..-nut : page by using PPPOE, DHCP client, PPTP client or static IP
AP In this mode. all atherned ports and wireless interface ana bridged togethar and
MAT function is disablad. All the VWARN related function and firewsall are nat
supporied.
@ WWiFi AP: In this mode, all athernet ports and wireless interface ane bridged together and
MAT function is disabled. All the WAN related function and firewall are nat
supporiad.

The default gateway is http://192.168.1.254 and for User Name and Password are admin
(all in lowercase letters). Click Login to enter.

Long Range
Wireless Router

N Power Saving Broadband Router
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LAN Interface Setup

This page is used to configure the parameters for local area network which connects to the LAN port of your
Access Pomt. Here vou may change the setting for IP address, subnet mask, DHCP, ete..

IP Address: 182.168.11
Subnet Mask: 255 255 2550
Default Gateway: 0.0.0:0
DHCP: Client [« |
e - BB 00
DHCP Client Range: 192 168.1.100 192 168.1.200
Show Client
DHCP Lease Time: 480 {1 ~ 10080 mmutes)
Static DHCP: Set Static DHCP
Device Name: SARIDOD GR-1733
802.1d Spanning —
Tree: Disabled T]
Clone MAC Address: | 000000000000
 Apply Change | | Reset |
Item Description

Device Name

Input a name for this router.

IP Address

The default IP address is 192.168.1.254

Subnet Mask

Enter the Subnet Mask address

Default Gateway

Enter the Default Gateway address for LAN interfaces

DHCP

Select DHCP type: Client, Disable, or Server under different
environment.

DHCP Client Range

When enable DHCP server, you can fill in the start and end IP
address; client will be assigned an IP address from the range.

802.1d Spanning Tree

Disable or Enable the 802.1d Spanning Tree Protocol (STP)

Clone Mac Address

Some ISPs require MAC address registration. In this case, enter
the MAC address registered to the provider to "Clone MAC
Address"

Apply Change & Reset

Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.
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Chapter 4 Wireless Setup

41 Wireless Setup

There are two ways to setup wireless LAN with GS293d. You can use either way to setup
Wireless LAN.

411 Setup Wireless LAN by WPS button

You can setup wireless LAN easily by using the WPS button if both WLAN router and the
WLAN adapter (client) are WPS supported. Before starting the setup, please check the
things below:

A Get ready for Internet connection with GS293d

A The WLAN adapter is finished installation and plug in your computer/ laptop.

There are two ways to setup a wireless LAN between GS293d and your wireless adapter:
1.  Setup with WPS button, if your wireless adapter has a physical WPS button.

(1) Press the WPS button from GS293d and wait for Wireless/WPS LED light changed
into orange.

(2) Press the WPS button from the adapter until the setup window shows up.

(3) Open a web browser to check the internet connection.

F Internet
Internet Explorer

(4) Setup without WPS button if you wireless adapter has only virtual WPS function.

(5) Open Wireless adapter utility.

(6) Press the WPS button (A) from GS293d
and wait for Wireless/WPS LED light (B)
changed into orange.
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(7) Back to the WLAN adapter utility and click
its “PBC” (C) button.

[= Wireless Diility
Refresh(B)  View(¥) About(d)

= MyComputer | General | Profile || Available Network | Advanced | Statvs | Statistics | Wi-Fi Protect Setup |
<2 802.1 1n wireless U3

Wi-Fi Protected Setup (WPS)

An easy and secure setup solution for Wi-Fi network

Pin Input Config (PIN)
After pushing the PIM button.Please enter the PIN code into your
AP,

PIN Code : 40336930

Pin Input Config (PIN)

Push Button

After pushing the PEC button.Please push the phiysical button on
your AP or visual button on the WPS config page.

[ ’ Push Button Config (PBC) ] ]
< | =
Shiowy Tray Icon [] Disable Adapter -Cluse
[ Radio off [ windows Zero Config -
Ready

The utility will start searching the destination connection.

(8) Confirm the information form the Utility
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Wirsloss ity
RelfreihE) Vew () Bboutid)

I
= o MyCompure Genenl | Pogde || Avadible Network | Stams | Siloties | Wi Protect Setus |
< 800 11n Wiznlon

Status: Associsted Tni
Speticl: T 19500 Mo R 300 Mbod
Type: Infastiucture

Ercryption: Rlone Tu-20.6%, Tota:20.69%
S50 GR-ITI3

unk Quatty: (RERRRRRNRRRNRRRRNDRRNHRRRRNONN 100

abwiork Accress:

MAC Address: O0cS0:18:67:89:12
P acdrass: 192,158, 1.150
Subnet Mask:  255.255.255.0

Gatenway: 192.188.1.1

Rty 1P
£ *
Shaower Tray 1oom Dzl Aclaphen -_,1.@9
E Faloy Off a
|Ready NUR

(9) After completes the WPS setup. Please confirm that it can be connected to the
Internet.

| Note: The setup image might be some differences when using other branded Adapter.

41.2 Wireless Basic Setup from Web GUI

The Wireless Basic Settings include Band, Mode, SSID, Channel Number and other wireless

settings.
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= Roufer
Operation Mode

B
c Cine Button Setup
B TCP/IP Settings

O BandMode

= wlan1(5GHz)
Basic Settings
Advanced Seffings
Security

Access Control

3
3
3
3
3
3

J Basic Seftings
] Adwvanced Settings
i Security
i Access Control
i WPs
O Schedule
1 NAT
1 Firewall
1 Server Setup
I System Management
' Log & Status
i Help
Logout
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Dnsablc Wirclcss LAN Intcrfacc

Band- IGHz(A) -
Mode: AP

Network Type: Infrsmctue
S5ID: 11N_Rooter 04215
Channcl Width: ANHr -
Control Sidcband: Uppx -
Channcl Number: a4 -
Broadcast S3ID: Dizablod w
WhNM:

Data Rate: Ao w

Associated Clicnts: |

Show Actve Clionis |

Emnablc Mac Clonc (Singlc Ethernct Clicnt)

Enablc Univcrsal Bopeater Modc (Acting as AP and clicnt simultancouly)

SSID of Extended Intorface:

[ Apply Changes ] |Rr.5-:|

Item

Description

Disable Wireless LAN
Interface

Turn off the wireless service.

2.4G Band Select the frequency. It has 6 options: 2.4 GHz
(B/G/N/B+G/G+N/B+G+N).
5G Band Select the frequency. It has 3 options: 5 GHz (A/ N / A+N).
Mode Select the mode. It has 3 modes to select: (AP, Client,).
Multiple AP
* In Wi-Fi AP mode only support Client mode.
SSID Service Set identifier, users can define to any or keep as default.

Channel Width

Please select the channel width, it has 3 options: Auto ~ 20MHZ,
and 40MHZ.

Control Sideband

Enable this function will control your router use lower or upper
channel.

2.4G Channel Number

Please select the channel; it has Auto, 1, 2~11 or 13 options.

5G Channel Number

Please select the channel; it has Auto,
36,40,44,48,52,56,60,64,100,104,108,112,116,120,124,128,132,1
36,140,149,153,157,161,165.

Broadband SSID

User may choose to enable Broadcast SSID or not.

Data Rate

Please select the data transmission rate.

Associate Clients

Check the AP connectors and the Wireless connecting status.
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Enable MAC Clone Clone the MAC address for ISP to identify.
(Single Ethernet Client)

Enable Universal Repeater | Allow to equip with the wireless way conjunction upper level,
Mode (Acting as AP and provide the bottom layer user link in wireless and wired way in the
Client simultaneously) meantime.

(The IP that bottom layer obtains is from upper level.) Please also
check Section 4.1.2.2

SSID of Extended Interface | While linking the upper level device in wireless way, you can set
SSID to give the bottom layer user search.

Apply Change & Reset Click on Apply Change to save the setting date, or you may click
on Reset to clear all the input data.

* Under WiFi AP Mode, there are 2 options of Network type: Infrastructure or Ad hoc. Select
Infrastructure if connecting to a wireless router or access point. Select Ad hoc if connecting directly to

another wireless adapter.

4.1.2.1 Multiple APs

The GS293d can support several SSIDs (wireless LAN group). It can be used as if there are
multiple wireless LAN access points with one product. Each SSID could be set with different
data rate, WMM and access type.

Multiple APs

This page shows and updates the wireless setting for multiple APs.

[¥] | 2.4 GHz (B+G+N Multiple_APA1 Auto  ~ | Enabled Enabled LAN+WAN -~ Show

Multiple AP2 | Auto v |Enabled v |Enabled - || LAN+WAN =
Multiple AP3 | Auto + | Enabled + |Enabled LAN+WAN -

Multiple AP4 | Auto ~ | Enabled - |Enabled || LAN+WAN -

APZ 2.4 GHz (B+G+N

) -
) -
AP3 24 GHz (B+G+N) ~
) -

AP4 2.4 GHz (B+G+N

[ Apply Change ] [Reset]

Item Description

Enable Enable or disable the service.

Band Select the frequency.

SSID Enter the SSID

Data Rate Select the data transmission rate.

Access Enable this function can let clients use two access types:
a. LAN+WAN: the client can access to the Internet and access in the
router’'s GUI.
b. WAN: the client can only access to the Internet.
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Active Client List Display the properties of the client which is connecting successfully.

Apply Change & Reset Click on Apply Change to save the setting date, or you may click on
Reset to clear all the input data.

4.1.2.2 Enable Universal Repeater Mode

The router can act as Station and AP at the same time. It can use Station function to connect
to a Root AP and use AP function to service all wireless stations within its coverage.

WAN
_ ) . -
m 3 E ' '_ = |s¢-
xDSLICable £ u
Modem Wireless Router Notebook ) S E'SE:E‘? Smart Phone
Standard Wireless Range Wireless Range with Repeater

Example: When users enable the Universal Repeater to connect to the upper level device,
please fill in the upper level devicells channel and SSID. Click on Apply Changes to

save the settings.
(Please disable the DHCP service first)

Channel Number: & ||
Broadcast SSID:  Enabled |+ |

WAIM: Enabled -

Data Rate: Auto EI
Associated Show Active Glients |
Clients:

Enable Mac Clone (Single Ethernet Client)
4] Enable Universal Repeater Mode (Acting as AP and client

simultaneouly)

SSID of Extended Interface: E_GR-1733

ﬂEEll" Chﬂ”gﬂ ( Reset]

Users can use the Network Configuration page to check the information about “Wireless

Repeater Interface Configuration”.
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4.2 Wireless Security Setup

Mode AP

Band S 3Hz (L4

SEID 11N_Broadband_Router 0d21ff
Channel Nomber 11

Encryption Dizabled

MAC Address 00:e0:4c:81:86:21

Aszsociated Clients 1]

Mode AP

Band 2.4 (3Hz (W)

S8ID 11M_Broadband_Router 0d21fF
Channel Number 11

Encryption Dvzabled.

MAC Address 00:e0:4c:81:86:21

Aszsociated Clients 1]

Here users define the security type and level of the wireless network. Selecting different
methods provides different levels of security. Please note that using any encryption may
cause a significant degradation of data throughput on the wireless link. There are five
Encryption types supported: “None”, “WEP”, “WPA (TKIP)”, "WPA2(AES)”, and “WPA2 Mixed".
Enabling WEP can protect your data from eavesdroppers. If you do not need this feature,
select “None” to skip the following setting.

= Router
B Operation Mode
E ©One Button Setup
[P Config
= Wireless
Basic Settings

Advanced Setting Select SSID:  Root AP - GR-1733[=|  |Apply Change | | Reset |

Wireless Security Setup

This page allows vou setup the wireless security. Turn on WEP or WPA by using Encryption Key
armv unanthorized access to vour wireless network.

Access Control
WDS settings Encryption:
WPS

Disable

802.1x WEP
-
NAT Authentication: | WPA
i Firewall WPAZ
] Sfﬁtem HEI'IEQEITI‘EI'I WPA-Mixed

1.  Encryption- WEP Key

(1) Set WEP Key: This section provides 64bit and 128bit WEP encryptions and two
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different shared key formats (ASCII and Hex) for wireless network.

Wireless Security Setup

This page allows you setup the wireless security. Tum on WEP or WPA by using Encryption Keys could prevent
amy unauthorized access to vour wireless network.

Select SSID: |Root AP - GR-1733[w|  [Apply Change| [Reset]

Encrvption: WEP El

302.1x

Authentication:

Anthentication: Cpen Svstem © Shared Kev @ Auto
Key Length: Gi4-bit El

Key Format: Hex (10 characters) i' |

Encryption Kay:  |swwemwwres

(2) 802.1x Authentication
It is a safety system by using authentication to protect your wireless network.
Encryption- WPA (WPA, WPA2, and WPA2 Mixed), WPA Authentication Mode

(1) Enterprise (RADIUS): Please fill in the RADIUS server Port, IP Address, and
Password

Wireless Security Setup

This page allows you setup the wireless security, Tum on WEP or WPA by using Encryption Keys could prevent
any wauthorized access to vour wireless network

Select $SID: | Root AP - GR-1733 x| [Apply Change | | Reset|

Encryvption: WRA El

Aunthentication @ Enterprise (RADIUS) ' Personal (Pre-
Mode: Shared Key)

WPA Cipher Suite: | | TEIP FIAES

RADIUS Server

IP Address:

RADIUS Server
Port: 1812

BADIUS Server
Passwond:

(2) Personal (Pre-Shared Key): Pre-Shared Key type is ASCII Code; the length is
between 8 to 63 characters. If the key type is Hex, the key length is 64 characters.
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Wireless Security Setup

This page allows vou setup the wireless security. Tumn on WEP or WPA by using Encrvption Kevs could prevent

any unauthonzed access to vour wireless network

Select $8ID: | Rool AP - GR-1723[=]  [Apply Change | |Reset
Encryption: WPa z
Autheatication Enterprise (RADIUS) @ Personal (Pre-
Mode: Shared Key)
WPA Cipher Suite: TKIP #IAES
Pre-Shared Key Fassphrase =]
Format: —
Pre-Shared Key:

(3) Apply Change & Reset: Click on ‘Apply Changes’ to save setting data. Or click

‘Reset’ to reset all the input data.

4.3 Wireless Access Control

Access Control allows user to block or allow wireless clients to access this router. Users can
select the access control mode, then add a new MAC address with a simple comment and
click on “Apply Change” to save the new addition. To delete a MAC address, select its

corresponding checkbox under the Select column and click on “Delete Selected” button.

Wireless Access Control

If vou choose "Allowed Listed', only those clients whose wireless MAC addresses are in the
access control hist will be able to connect to vour Access Pomnt. When Deny Listed' 1s
selected, these wireless clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: Disable =

MAC Address: Comment:

Apply Change l [ Reset ]

Current Access Control List:

~ MACAddress  Comment  Select

Take the wireless card as the example.

(1) Please select Deny Listed in Wireless Access Control Mode first, and then fill in the MAC
address what you plan to block in the MAC Address field. Click Apply Changes to save the

setting.
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Wireless Access Control

If vou choose "Allowed Listed', only those clients whose wireless MAC addresses are in the
access control ist will be able to connect to your Access Point. When Deny Listed is
selected, these wireless clients on the hist will not be able to connect the Access Point.

Wireless Access Control Mode: Deny Listed ~

MAC Address: 0018F8638A54 Comment:

[ Apply Change ] [Reset]

Current Access Control List:

.~ MACAddress  Commemt  Select
Delete Selected Delete A

(2) The MAC address what you set will be displayed on the Current Access Control List.

Wireless Access Control

If you choose "Allowed Listed, only those clients whose wireless MAC addresses are in the
access control list will be able to connect to your Access Point. When Deny Listed' is
selected, these wireless clients on the list will not be able to connect the Access Point.

Wireless Access Control Mode: Deny Listed ~

MAC Address: Comment:

Apply Change ] [ Reset ]

Current Access Control List:

00:18:48:63:8a:34 F]

[ Delete Selected ] ’ DeleteAIIl [Resetl

(3) The wireless client will be denied by the wireless router.
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Chapter 5 Router Mode Security Setup

This section contains configurations for the GS293d’s advanced functions such as: virtual
server, DMZ, and Firewall to provide your network under a security environment.

51 NAT
5.1.1 Virtual Server

The Virtual Server feature allows users to create Virtual Servers by re-directing a particular
range of service port numbers (from the WAN port) to a particular LAN IP address.

Enable Port Forwarding: @ Enabled () Disabled
IP Address:

Protocol: Both -

Public Fort Range: L

Frivate Port Range: L

Comment:

Add

Current Filter Table:

[ Delete Selected | | Delete All | | Reset|

Item Description

Enable Port Forwarding Select to enable Port Forwarding service or not.

IP Address Specify the IP address which receives the incoming packets.
Protocol Select the protocol type.

Public Port Range Enter the port number, for example 80-80.

Private Port Range Enter the port number, for example 20-22.

Comment Add comments for this port forwarding rule.

Add Click on Add to enable the settings.

Current Port Forwarding It will display all port forwarding regulation you made.

Table

Delete Selected & Delete | Click Delete Selected will delete the selected item. Click Delete All
All will delete all items in this table.

Reset Click Reset to cancel.

Please find the following figure to know that what the virtual server is. The web server is
located on 192.168.1.100, forwarding port is 80, and type is TCP+UDP.
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5.1.2 Virtual DMZ

The DMZ feature allows one local user to be exposed to the Internet for special-purpose
applications like Internet gaming or videoconferencing. When enabled, this feature opens all
ports to a single station and hence renders that system exposed to intrusion from outside.
The port forwarding feature is more secure because it only opens the ports required by that
application.

Virtual DMZ

A Demilitarized Zone is used to provide Internst services without sacrificing unauthorized access to its
local private netwark. Typically, the DMZ host contains devices accessible to Internet traffic, such as
Web (HTTP ) servers, FTP servers, SMTP (e-mail} servers and DNS servers.

Enable DMZ
DMZ Host IP Address:

[ Apply Changes | | Reset |

Item Description

Enable DMZ It will enable the DMZ service if you select it.

DMZ Host IP Address Please enter the specific IP address for DMZ host.

Apply Changes & Reset Click on Apply Changes to save the setting data. Or you may click
on Reset to clear all the input data.

5.2 Firewall
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Operation Mode
One Button Setup
TCPIP Settings
Wireless

NAT

Firewall

Port Filtering

IP Filtering
MAC Filtering
URL Filtering
Qos
Denial-of-Servic
VLAN

3]
3
3]
3]
3]
3]
9]

B Server Setup

m System Management
B |og & Status

L/ Heip

C Logout

5.2.1 Port Filtering

When enabled packets are denied access to Internet/filtered based on their port address.

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.

Enable Port Filtering

Port Range: - Protocol: Both » | Comment:
Both

[ Apply Changes ] [Resetl

Current Filter Table:

| Delete Selected | | Delete All | [Reset ]

Item Description

Enable Port Filtering Select Enable Port Filtering to filter ports.

Port Range Enter the port number that needs to be filtered.
Protocol Please select the protocol type of the port.
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