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The Essentials

Secure your Network

Register at https://support.fortinet.com for the latest threat protection updates

WiFi
@ Connect to the default fortinet wireless network
@ Open a browser to https://192.168.1.99

LAN

@ Connect Port 1to an Ethernet port or USB-RJ45 Ethernet adapter on
your computer using the provided Ethernet cable
@ Open a browser to https://192.168.1.99

CLI
@ Connect a console cable (not included) to the Console Port
@ Open a Terminal app using 9600-8-N-1

Default Logins

https://192.168.1.99 o=, SSID: fortinet
Username: admin & Password: fortinet
Password: leave blank FortiWFi

Fortinet Documents Library

For getting started documentation, admin guides, up-to-date hardware
manuals and reference resources, visit https://docs.fortinet.com/

FortiGate Cloud

Experience simplified cloud provisioning, security analytics, remote access,
hosted log retention and reporting at https://fortigate.forticloud.com

@ FortiExplorer Go

Rapidly provision, deploy and manage your Fortinet Security Fabric Platform,
free on iOS and Android: https://docs.fortinet.com/product/fortiexplorer-go/

| GETITON 7 Download on the
‘ ® Google Play @& App Store

Package Contents

FortiWiFi 70G Series
FWF-70G, FWF-71G

1x FortiWiFi Device 1x QuickStart Guide
1x AC Power Cable 1x DC Power Adapter

1x Ethernet Cable 3x Antennas


https://support.fortinet.com
https://docs.fortinet.com/
https://192.168.1.99
https://192.168.1.99
https://docs.fortinet.com/product/fortiexplorer-go/
https://play.google.com/store/apps/details?id=com.fortinet.fortiexplorergo
https://apps.apple.com/us/app/fortiexplorer-go/id6446510040

Setup

(" FortiExplorer Go CLI

GETITON | Speed (default): 9600

® Google Play ‘ Data bits: 8

t its: 1

@ USB Console Cable E op bits |
s Download on the gy, (available for purchase) = arity: one
. App Store - Flow Control: ~ None

Console Port

Install Enable Follow the on-screen %

FortiExplorer Go Bluetooth instructions

GUI FortiGate Cloud

Login to https://fortigate.forticloud.com using your Fortinet Credentials, then
click Add FortiGate and enter the Cloudkey

https://192.168.7.99
Sername: admin
o Password

S
LTS
<52
RS s
—~ '@;z::z#

If Static IP: 192.168.1.1/24

Internet

- Ethernet Cable
Port 1

WAN port

Ethernet Cable


https://play.google.com/store/apps/details?id=com.fortinet.fortiexplorergo
https://apps.apple.com/us/app/fortiexplorer-go/id6446510040
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0 BLE /RESET Press to enable BLE; press and hold for system reset during STATUS reset window @ Ethernet Ports
M Blue: BLE on LINK/ACT SPEED
ItFlashing Blue: BLE in discovery B Green: Connected B Green: 1 Gbps

M Off: BLE off

@) SIGNED FIRMWARE BIOS Security Level
Controlled by Signed Firmware Switch, see Admin Guide at https://docs.fortinet.com

B High: Unsigned firmware blocked (default)
B Low: Unsigned firmware allowed with a warning

© PwR

M Green: Power detected
W Off: Power not detected

STATUS

W Green: Operating normally

It Flashing Green: Reset window
W Off: Device is off

HA

W Green: HA enabled (normal)
- HA enabled (failover)

W Off: HA disabled

WIFI

M Green: WiFiis on

It Flashing Green: WiFi activity
W Off: WiFiis off

't Flashing Green: Data activity
M Off: Not connected

@ BLE Antenna

: 100 Mbps
W Off: 10 Mbps or not connected
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€ SIGNED FIRMWARE Switch
@ Power Input 12V DC, 100-240V AC, 50/60Hz adapter

€ CONSOLE Port (RJ45) CLI management
USB 3.0 Port (USB A)

@ Ports (10x RJ45) WAN1, WAN2, FortiLink A& B, 6, 5, 4, 3,2, 1

@ Antenna Connector (3x SMA)
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Cautions and Warnings

Environmental specifications
Ambient operating temperature: 0°C to 40°C
Refer to specific Product Model Data Sheet for Environmental Specifications (Operating Temperature, Storage Temperature, Humidity, and Altitude)

Référez a la Fiche Technique de ce produit pour les caractéristiques environnementales (Température de fonctionnement, température de stockage,
humidité et I'altitude).

Safety

Battery — Risk of explosion if the battery is replaced by an incorrect type. Do not dispose of batteries in a fire. They may explode. Dispose of used
batteries according to your local regulations. IMPORTANT: Switzerland: Annex 4.10 of SR814.013 applies to batteries.

Batterie - Risque d'explosion si la batterie est remplacée par un type incorrect. Ne jetez pas les batteries au feu. lls peuvent exploser. Jetez les piles
usagées conformément aux réglementations locales. IMPORTANT: Suisse: I'annexe 4.10 de SR814.013 s'appliquent aux batteries.
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CAUTION:

There is a danger of explosion if a battery is incorrect replaced. Replace only with the same or equivalent type.
Dispose batteries of according to the manufacturer’s instructions.

Disposing a battery into fire, a hot oven, mechanically crushing, or cutting it can result in an explosion.

Leaving a battery in an extremely hot environment can result in leakage of flammable liquid, gas, or an explosion.

If a battery is subjected to extremely low air pressure, it may result in leakage of flammable liquid, gas, or an explosion.

WARNUNG:
Lithium-Batterie Achtung: Explosionsgefahr bei fehlerhafter Batteriewechsel. Ersetzen Sie nur den gleichen oder gleichwertigen Typ. Batterien geméB
den Anweisungen des Herstellers entsorgen.

Beseitigung einer BATTERIE in Feuer oder einen heiBen Ofen oder mechanisches Zerkleinern oder Schneiden einer BATTERIE, die zu einer
EXPLOSION fiihren kann

Verlassen einer BATTERIE in einer extrem hohen Umgebungstemperatur, die zu einer EXPLOSION oder zum Austreten von brennbarer Fliissigkeit oder
Gas flihren kann

Eine BATTERIE, die einem extrem niedrigen Luftdruck ausgesetzt ist, der zu einer EXPLOSION oder zum Austreten von brennbarer Fliissigkeit oder
Gas flihren kann.

Grounding — To prevent damage to your equipment, connections that enter from outside the building should pass through a lightning / surge
protector, and be properly grounded. Use an electrostatic discharge workstation (ESD) and/or wear an anti-static wrist strap while you work. In addition
to the grounding terminal of the plug, on the back panel, there is another, separate terminal for earthing.

Mise a la terre — Pour éviter d’'endommager votre matériel, assurez-vous que les branchements qui entrent a partir de I'extérieur du batiment passent
par un parafoudre / parasurtenseur et sont correctement mis a la terre. Utilisez un poste de travail de décharge électrostatique (ESD) et / ou portez

un bracelet anti-statique lorsque vous travaillez. Ce produit posséde une borne de mise a la terre qui est prévu a I'arriére du produit, & ceci s'ajoute la
mise & la terre de la prise.

This product has a separate protective earthing terminal provided on the back of the product in addition to the grounding terminal of the attachment
plug. This separate protective earthing terminal must be permanently connected to earth with a green with yellow stripe conductor minimum size # 20
AWG and the connection is to be installed by a qualified service personnel.

Ce produit a une borne de mise a la terre séparé sur le dos de I'appareil, en plus de la borne de mise a la terre de la fiche de raccordement. Cette
borne de mise & la terre séparée doit étre connecté en permanence a la terre avec un conducteur vert avec la taille bande jaune de minimum # 20
AWG et la connexion doit étre installé par un personnel qualifié.

This product is intended to be supplied by a Listed pluggable A via Class | external power supply adapter by means of a power cord connected to a
socket-outlet with earthing connection.

Ce produit est destiné a étre alimenté par un adaptateur d’alimentation externe de classe | par I'intermédiaire d’un cordon d'alimentation enfichable de
classe A qui doit étre branché a une prise de courant avec terre.

Regulatory Notices

Federal Communication Commission (FCC) - USA

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and
(2) this device must accept any interference received; including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in residential installation. This equipment generates, uses, and can
radiate radio frequency energy, and if it is not installed and used in accordance with the instruction manual, it may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

WARNING: Any changes or modifications to this unit not expressly approved by the party responsible for compliance could void the user’s authority
to operate the equipment

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20cm between the radiator and your body. This transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.

This device meets all the other requirements specified in Part 15E, Section 15.407 of the FCC Rules.

Innovation, Science and Economic Development (ISED) — Canada
This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme & la norme NMB-003 du Canada.
This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and Economic Development Canada’s licence-
exempt RSS(s). Operation is subject to the following two conditions:
1. This device may not cause interference.
2. This device must accept any interference, including interference that may cause undesired operation of the device.
L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d’Innovation, Sciences et Développement
économique Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes:

1. L'appareil ne doit pas produire de brouillage;
2. L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d’en compromettre le fonctionnement.

For product available in the USA/Canada market, only channel 1~11 can be operated. Selection of other channels is not possible.

Pour les produits disponibles aux Etats-Unis / Canada du marché, seul le canal 1 a 11 peuvent étre exploités. Sélection d’autres canaux n’est pas
possible.

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20cm between the radiator & your body.

Cet équipement est conforme aux limites d’exposition aux rayonnements ISED établies pour un environnement non contrélé. Cet équipement doit étre
installé et utilisé avec un minimum de 20cm de distance entre la source de rayonnement et votre corps.

The maximum antenna gain permitted for devices in the band 5725-5850 MHz shall be such that the equipment still complies with the e.i.r.p. limits
specified for point-to-point and non-point-to-point operation as appropriate.

Le gain maximal d’antenne permis (pour les dispositifs utilisant la bande 5725-5850 MHz)
doit se conformer a la limite de p.i.r.e. spécifiée pour I'exploitation point a point et non point & point, selon le cas.

The maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz shall comply with the e.i.r.p. limit; and

Le gain maximal d’antenne permis pour les dispositifs utilisant les bandes 5250-5350 MHz et 5470-5725 MHz doit se conformer a la limite de p.i.re.;

The worst-case tilt angle(s) necessary to remain compliant with the e.i.r.p. elevation mask requirement set forth in Section 6.2.2(3) shall be clearly
indicated.

Les pires angles d'inclinaison nécessaires pour rester conforme a I'exigence de la p.i.r.e. applicable au masque d’élévation, et énoncée a la section
6.2.2 3), doivent étre clairement indiqués.

Caution: The device for the band 5150-5250 MHz is only for indoor usage to reduce potential for harmful interference to co-channel mobile satellite
systems.

Attention: Le dispositif de la bande 5150-5250 MHz est réservé a un usage intérieur afin de réduire I'interférence nuisible potentielle aux systemes
mobiles par satellite co-canal.

Caution: The maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz shall comply with the e.i.r.p. limit; and
the maximum antenna gain permitted for devices in the band 5725-5825 MHz shall comply with the e.i.r.p. limits specified for point-to-point and non
point-to-point operation as appropriate.

Attention: Le gain maximal d’antenne permis pour les dispositifs utilisant les bandes 5 250-5 350 MHz et 5 470-5 725 MHz doit se conformer a la
limite de p.i.r.e.; le gain maximal d’antenne permis (pour les dispositifs utilisant la bande 5 725-5 825 MHz) doit se conformer a la limite de p.i.r.e.
spécifiée pour I'exploitation point & point et non point & point, selon le cas.

This device has been designed to operate with an antenna having a maximum gain of 3.24 dBi for 2.4GHz and 3.27 dBi for 5GHz. Antenna having a
higher gain is strictly prohibited per regulations of ISED. The required antenna impedance is 50 ohms.

1
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Under ISED regulations, this radio transmitter may only operate using an antenna of a type and maximum (or lesser) gain approved for the transmitter
by ISED. To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the equivalent isotopically
radiated power (e.i.r.p.) is not more than that necessary for successful communication.

Ce dispositif a été congu pour fonctionner avec une antenne ayant un gain maximal de 3.24 dBi pour 2,4 GHz et 3.27 dBi pour 5GHz. Une antenne
ayant un gain supérieur sont strictement interdites par la réglementation d’ISED. L'impédance d’antenne requise est de 50 ohms.

Conformément a la réglementation d’ISED, cet émetteur radio peut fonctionner seulement avec une antenne d’'un type et d’un gain maximal (ou
inférieur) approuvé pour I'émetteur par ISED. Dans le but de réduire les risques de brouillage radioélectrique aux autres utilisateurs, il faut choisir le type
d’antenne et son gain de sorte que la puissance isotrope rayonnée équivalente (p.i.r.e.) ne dépasse pas I'intensité nécessaire a I'établissement d’une
communication réussie.

This radio transmitter (IC: 7280B-240604) has been approved by ISED to operate with the antenna types listed below with the maximum permissible
gain and required antenna impedance for each antenna type indicated. Antenna types not included in this list, having a gain greater than the maximum
gain indicated for that type, are strictly prohibited for use with this device.

Le présent émetteur radio (IC: 7280B-240604) a été approuvé par ISED pour fonctionner avec les types d'antenne énumérés ci-dessous et ayant
un gain admissible maximal et I'impédance requise pour chaque type d’antenne. Les types d’antenne non inclus dans cette liste, ou dont le gain est
supérieur au gain maximal indiqué, sont strictement interdits pour I'exploitation de I'émetteur.

This device and it's antennas(s) must not be co-located or operating in conjunction with any other antenna or transmitter except in accordance with IC
multi-transmitter product procedures.

Cet appareil et son antenne (s) ne doit pas étre co-localisés ou fonctionnement en association avec une autre antenne ou transmetteur.

Gain (dBi)
Antenna Manutacturer Model Antenna Type Connector
o 2.4 GHz 5GHz
1 'WIESON TECHNOLOGIES CO., LTD. ‘ARY118-0047-001-00 Dipole SMA 3.24 dBi 3.27 dBi
2 'WIESON TECHNOLOGIES CO.,, LTD. ARY118-0047-001-00 Dipole SMA 3.24 dBi 3.27 dBi
3 WIESON TECHNOLOGIES CO., LTD. ARY118-0047-001-00 Dipole swA 324 0Bi 327 dBi
4 JOYMAX ELECTRONICS CO., LTD. IHF-2120MPX8-WO18 Monopole I-PEXMHF1 153 B for BLE

Note: The EUT has three external antennas.
IMPORTANT: The device must be professionally installed and must use the supplied antenna.

Professional Installation Instruction

1. Installation personnel

This product is designed for specific application and needs to be installed by qualified personnel who has RF and related rule knowledge. The general
user shall not attempt to install or change the settings.

2. Installation location

The product shall be installed at a location where the radiating antenna can be kept 20cm from nearby person in normal operation condition to meet
Regulatory RF exposure requirement. The installation applies to indoor location.

3. External antenna(s)

Use only the antenna(s) that have been approved by the manufacturer. The non-approved antenna(s) may produce unwanted spurious or excessive RF
transmitting power that may lead to the violation of FCC/ISED limit and is prohibited.

4. Warning

Please carefully select the installation position and ensure that the final output power does not exceed the limit set forth in relevant rules. The violation
of the rule could lead to serious federal penalty.

Instructions d’installation professionnelle

1. Installation

Ce produit est congu pour un usage spécifique et doit étre installé par un personnel qualifi¢ maitrisant les radiofréquences et regle similaires.
Lutilisateur ne doit pas tenter d'installer ou de modifier les parameétres.

2. Emplacement d’installation

En usage normal, afin de respecter les exigences réglementaires concernant I'exposition aux radiofréguences, ce produit doit étre installe de facon a
respecter une distance de 20cm entre I'antenne émettrice et. Linstallation s’applique aux emplacements intérieur.

3. Antenne externe (s)

Utiliser uniguement I'antenne (s) approuvées par le fabricant. L'utilisation d’autres antennes peut conduire a un niveau de rayonnement essentiel ou
non essentiel dépassant les niveaux limites définis par FCC/ISED, ce qui est interdit.

4. Avertissement

Choisir avec soin la position d’installation et s’assurer que la puissance de sortie ne dépasse pas les limites en vigueur. La violation de cette regle peut
conduire a de sérieuses pénalités fédérales.

European Conformity (CE) - EU

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take
adequate measures.

q3

The product transmits within the frequency ranges and less than or equal to the power listed below:
2402-2480MHz less than 20dBm

2412-2472MHz less than 20dBm

5180-5240MHz less than 23dBm

5260-5320MHz less than 23dBm *

5500-5700MHz less than 30dBm *

5725-5825MHz less than 14dBm

Note: * Only with DFS bands certification.

This equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

Simplified EU Declaration of Conformity

This declaration is only valid for Fortinet products (including combinations of software, firmware and hardware) provided by Fortinet or Fortinet’s
authorized partners to the end-customer directly for use within the EU or countries that have implemented the EU Directives and/or spectrum
regulation. Any Fortinet products not obtained directly from Fortinet or Fortinet’s authorized partners may not comply with EU Directives and Fortinet
makes no assurances for such products.

Bunrapcku
Toaut npoaykT e & croTeeTcTame ¢ AvpekTusa 2014/53/EC
Cesky

Tento produkt je v souladu se smémici 2014/53/EU.

Dansk
Dette produkt er i overensstemmelse med direktiv 2014/53/EU.

Deutsch
Dieses Produkt entspricht der Richtlinie 2014/53/EU.

Eesti
See toode vastab direktiivile 2014/53/EL.

English
This product is in compliance with Directive 2014/53/EU.
Espariol

Este producto cumple con la Directiva 2014/53/UE.

EAAViKr}
To TIPOidV QUTS GUHOP@UVETaI PE TN OBNyia 2014/53/EE.

Frangais
Ce produit est conforme & la Directive 2014/53/UE.
Hrvatski

Ovaj proizvod je u skladu s Direktivom 2014/53/EU.
Italiano

Questo prodotto & conforme alla Direttiva 2014/53/EU.
Latviski

Sis produkts atbilst Direktivai 2014/53/ES.

Lietuviy

Sis gaminys atitinka direktyva 2014/53/ES.

Malti
Dan il-prodott huwa konformi mad-Direttiva 2014/53/UE.

Magyar

Ez a termék megfelel a 2014/53/EU iranyelvnek.

Nederlands

Dit product is in overeenstemming met Richtlijn 2014/53/EU.

Norsk
Dette produktet er i samsvar med direktiv 2014/53/EU.

Polski
Ten produkt jest zgodny z dyrektywa 2014/53/UE.

Portugués
Este produto esta em conformidade com a Diretiva 2014/53/UE.

Rumunski
Acest produs este in conformitate cu Directiva 2014/53/UE.

Slovensky )
Tento produkt je v stlade so smernicou 2014/53/EU.

Slovensko
Ta izdelek je v skladu z Direktivo 2014/53/EU.

Suomi
Tama tuote on direktiivin 2014/53/EU mukainen.

Svenska
Denna produkt dverensstammer med direktiv 2014/53/EU,

Note: The full Declaration of Conformity for this product is available in the link below:
https://site.fortinet.com/ProductRegulatory/EU

The device is restricted to indoor use only when operating in the 5150 to 5350 MHz frequency range in the following countries:

AT |BE |BG |HR [CY |CZ |DK

EE [FI_|FR |DE [EL |HU [IE
IT_[LV [LT [LU [MT |NL [PL
PT

RO | SK |sI ES |SE

Compliance with 2014/53/EU Radio Equipment Directive (RED)

In accordance with Article 10.8(a) and 10.8(b) of the RED, the following table provides information on the frequency bands used and the maximum RF
transmit power of the product for sale in the EU:

Frequency Range (MHz) Transmit Power (dBm)

BLE 2402-2480MHz
WLAN 2412-2472MHz
WLAN 5180-5240MHz
WLAN 5260-5320MHz
WLAN 5500-5700MHz
WLAN 5745-5825MHz

less than 20dBm (EIRP)
less than 20dBm (EIRP)
less than 23dBm (EIRP)
less than 23dBm (EIRP)
less than 30dBm (EIRP)
less than 14dBm (EIRP)
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UK Conformity Assessed (UKCA) - United Kingdom

The product transmits within the frequency ranges and less than or equal to the power listed below:
2402-2480MHz less than 20dBm

2412-2472MHz less than 20dBm

5180-5240MHz less than 23dBm

5260-5320MHz less than 23dBm *

5500-5700MHz less than 30dBm *

5725-5825MHz less than 14dBm

Note: * Only with DFS bands certification.
This equipment should be installed and operated with minimum distance 20cm between the radiator & your body.
This product is in compliance with Statutory Instrument 1206 Radio Equipment Regulations 2017

The full Declaration of Conformity for this product is available in the link below:
https://site.fortinet.com/ProductRegulatory/UK

The device is restricted to indoor use only when operating in the 5150 to 5350 MHz frequency range in the following countries:

E UK (NI)

15
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