7.3 Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname,
allowing your computer to be more easily accessible from various locations on the Internet.

Typically, when you connect to the Internet, your service provider assigns an unused IP address
from a pool of IP addresses, and this address is used only for the duration of a specific
connection. Dynamically assigning addresses extends the usable pool of available IP addresses,
whilst maintaining a constant domain name.

Each time the IP address provided by your ISP changes, the DNS database will change
‘dynamically’ to reflect the change in IP address. In this way, even though a domain name’s IP
address will change often, your domain name will still be accessible to other hosts.

To be able to use the Dynamic DNS feature you must open a DDNS account, free of
charge, at http://www.dyndns.org/account/create.html. When applying for an account,
you will need to specify a user name and password. Please have them readily available
when customizing the CAP’s DDNS support. For more information regarding Dynamic
DNS, please refer to http://www.dyndns.org.

E}; Dynamic DMNS

Connection to Update: Mane |

[~ Offline

Gtatua: Mot Upclatec)

User Mamne: |

Faszwoard: |

Host Mame: |

[ wildeard

Iail Exchanger: |

[~ Backup M
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7.3.1 Using Dynamic DNS

e 1. Click the 'DDNS’ icon in the ’Advanced’ screen of the Management Con

sole. The DDNS table will appear.

e 2. Specify the Dynamic DNS parameters:

Connection to Update:

Offilne

User Name

Host Name

Wildcard

Mail Exchanger

Backup MX

Select the connection to which you would like to couple the
Dynamic DNS service.

Select the "Offline’ checkbox if the host is not currently
online, and you need to let people know who try to use the
host.

Enter your Dyndns user name.
Enter a subdomain name, and select a suffix from the do-

main combo-box to define your host name.

Select the 'Wildcard’ checkbox if you want anything-
here.yourhost.dyndns.org to work (ie. to make things like
www.yourhost.dyndns.org work).

Enter your mail exchange server address, to redirect all e-
mails arriving at your Dyndns address to your mail server.

Select this check box to designate the mail exchange
server to be a backup server.

7.4 DHCP - Managing IP Address Distribution

Your gateway’s DHCP server makes it possible to easily add computers that are configured as
DHCP clients to the enterprise network. It provides a mechanism for allocating IP addresses to
these hosts and for delivering network configuration parameters to them.

A client (host) sends out a broadcast message on the LAN requesting an IP address for itself.
The DHCP server then checks its list of available addresses and leases a local IP address to the
host for a specific period of time and simultaneously designates this IP address as ‘taken’. At this
point the host is configured with an IP address for the duration of the lease.

The host can choose to renew an expiring lease or let it expire. If it chooses to renew a lease
then it will also receive current information about network services, as it did with the original
lease. This allows it to update its network configuration to reflect any changes that may have
occurred since it first connected to the network. If the host wishes to terminate a lease before its
expiration it can send a release message to the DHCP server, which will then make the IP

address available for use by others.
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The CAP’s DHCP server:

. Displays a list of all DHCP hosts devices connected to The CAP

. Defines the range of IP addresses that can be allocated in the LAN

. Defines the length of time for which dynamic IP addresses are allocated

. Provides the above configurations for each LAN device and can be configured and

enabled/disabled separately for each LAN device

. Can assign a static lease to a LAN PC so that it receives the same IP address each time
it connects to the network, even if this IP address is within the range of addresses that
the DHCP server may assign to other computers

. Provides the DNS server with the host name and IP address of each PC that is
connected to the LAN

7.4.1 DHCP Server Summary

To view a summary of the services currently being provided by the DHCP server, click the 'IP
Address Distribution’ icon in the 'Advanced’ screen of the Management Console. The ‘IP
Address Distribution’ screen will appear.

You can view the status of your DHCP Server here for all available interfaces on the CAP.

E@P IP Address Distribution

Name Service Subnet Mask Dynamic IP Range Action
LAN Bridge DHCP Server 255.255.255.0 192.168.1.1 - 192.168.1.244
WAN Ethernet Disabled

 Cloze ' Connection List ’

Select/ the connection 'Name’ check-box to view the status of DHCP services on this interface
(ie. ‘LAN Bridge’)
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Enable/disable the DHCP server for a device.

Service

IP Address Distribution:

DHCP Server

Start IF Address:

End IP Address:

Subnet Mask:

WINS Server IP Address:
Lease Time In Minutes:

[#] Provide Host Name If Not Specified by Client

E[l? DHCP Settings for LAN Bridge

DHCP Server &3

192 (168 |1 .1
192 | (168 |[1 . 244
255 ||255 ||295 |[[O

60

X Cancel

» OK J T Aoply

Note that if a device is listed as 'Disabled” in the Status column then DHCP
services are not being provided to hosts connected to the network through
that device. This means that the gateway will not assign IP addresses to these
computers—useful if you wish to work with static IP addresses only.

P 1P Address Distribution

Hame Service Subnet Mask Dynamic IP Range Action
Wishl Ethernet Disahled
LAM Ethernet DHCF Server 255.255.255.0 182.168.1.1 - 18216531 244
LAM Ethernet 2 DHCF Server 255:255.255.0 182.168.2.1 - 182 1653.2.244 _
Connection List ‘
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7.4.2 Editing DHCP Server Settings

To edit the DHCP server settings for a device:

1. Click the ’Edit’ button in the Action column. The DHCP Settings for this device will appear.

2. Choose whether to enable or disable the DHCP server for this device. This can also be done
on the 'DHCP Server Summary’ screen.

3. Complete the following fields:

. IP Address Range (Start and End): Determines the number of hosts that may
be connected to the network in this subnet. ‘Start’ specifies the first IP address
that may be assigned in this subnet and ‘End’ specifies the last IP address in the
range.

. Subnet Mask: A mask used to determine what subnet an IP address belongs
to. An example of a subnet mask value is 255.255.0.0.

. Lease Time: Each device will be assigned an IP address by the DHCP server
for a limited time (‘Lease Time’) when it connects to the network. When the lease
expires the server will determine if the computer has disconnected from the
network. If it has, then the server may reassign this IP address to a newly-
connected computer. This feature ensures that IP addresses that are not in use
will become available for other computers on the network.

. WINS Server IP Address: You can define a relay server / WINS Server,
allowing LAN clients to access Windows services over the WAN.

. Provide host name if not specified by client: If the DHCP client does not
have a host name, the gateway will assign the client a default name.

Click the 'OK’ button to save your changes.

7.4.3 DHCP Connections

To view a list of computers currently recognized by the DHCP server click the ’Connection List’
button that appears at the bottom of the 'DHCP Server Summary’ screen. The 'DHCP
Connections’ screen will be displayed.

n[_[? DHCP Connections

P Physical Lease Connection z
REiEaes Address Address Type Name SELE LETEn
Richard 192.168.1.2 00:20:fc:aS:e0:bb | Dynamic | _AN Ethernet Active BB E_E\
New Static =1
Connection =
& Close '
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To edit the properties for a static connection:

e Click the 'Edit’ button that appears in the Action column. The 'DHCP Connection Settings’
screen will appear.

To define a new connection with a fixed IP address:

1. Click the 'New Static Connection’ button that appears on top of the 'DHCP Connections’
screen. The 'DHCP Connection Settings’ screen will appear.

i[l? DHCFP Connection Settings

Host Mame: |
IP &ddress: I_I_I_I_
MALC Address: rl_l_l_l_l-

‘ (03 ' i Cancel '

2. Enter a host name for this connection.
3. Enter the fixed IP address that you would like to have assigned to the computer.

4. Enter the MAC address of the computer’s network card.

-ﬂ? DHCP Connection Settings

Host Mame: | britney. home: kiftech. con
IF Address: 192 fie8 |1 2
MAC Address: 00 :0a  dfed GO0 dffa o7

5. Click the 'OK’ button to save your changes.
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Note: A device’s fixed IP address is actually assigned to the specific net-
work card’s (NIC} MAC address installed on the LAN computer. If you
replace this network card then you must update the device’s entry in
the DHCP Connections list with the new network card’s MAC address.

To remove a host from the table:

o Click the 'Delete’ button that appears in the Action column.

7.5 Network Objects

Network Objects is a method of abstractly defining a set of LAN hosts. Defining such a group can
assist when configuring system rules. For example, network objects can be used when
configuring the CAP’s security filtering settings such as IP address filtering, host name filtering or
MAC address filtering.

You can use network objects in order to apply security rules based on host names instead of IP
addresses. This may be useful, since IP addresses change from time to time. Moreover, it is
possible to define network objects according to MAC addresses, making rule application even
more low-level.

To define a network object:

1. Click the 'Advanced’ icon on the side-bar.

2. Click the 'Network Objects’ icon — the 'Network Objects’ screen will appear.

1l Network Objects

I‘|_L,1£J

A Metwork Object is a set of host names or IP addresses. Security rules can be applied to a distinct LAN subset using Metwork Objects.

Network Object Items Action
New Entry =%

& Close ’

3. Click the 'New Entry’ link — the 'Network Object’ screen will appear.
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4. Specify a name for the network object in the 'Description’ field.

E_EJE! Network Object

Metwork Object

Description: Metwork Object
Items

Item Action
MNew Entry =y

o 0K X _Canu:et ’

5. Click the 'New Entry’ link — the 'ltem’ screen will appear.

6. Select the type of network object type from the 'Network Object Type’ combo-box:

« |P Address
« MAC Address
¢ Host Name

j‘g’ Item

Metwork Object Type: IP Address [

IP Address: 0 D |0 0

‘ OK ‘ X Cancel )

7. Specify the appropriate description for the network object type.

8. Press the 'OK’ button.
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7.6 Routing

The Routing control available under the ‘Advanced’ section of the management interface allows
you to add, edit and delete routing rules from the Routing Table.

7.6.1 Managing Routing Table Rules

You can access the routing table rules by clicking the 'Routing’ icon from the 'Advanced’ screen.
The ’Routing’ screen will appear.

Y Routing

Routing Table

Name Destination Gateway Netmask Metric Status Action
LAMN Ethernet 192.168.2.3 192.168.1.1 255.255.255.255 20 Appliec By
Mew Route =

Routing Protocols

[T Routing Information Protocol (RIP)

¥ Multicasting

‘ O ' X Cancel '

When adding a routing rule, you need to specify:

. Device: Select the network device.

. Destination: The destination is the destination host, subnet address, network address,
or default route. The destination for a default route is 0.0.0.0.

. Netmask: The network mask is used in conjunction with the destination to determine
when a route is used.

. Gateway: Enter the gateway’s IP address.
. Metric: A measurement of the preference of a route. Typically, the lowest metric is the

most preferred route. If multiple routes exist to a given destination network, the route with
the lowest metric is used.
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¢ : ’ Route Settings

Name: [LAN Bthemet =]

Destination: [192  [168 .|2 K
Netmask: [255 [ 255 |f255 |[255
Gateway: 1.2 Jiee f1 [1

Metric: |2[I-

‘ Ok ’ X Cancel ’

7.6.2 Multicasting

The CAP provides support for IGMP multicasting, which allows hosts connected to a network to
be updated whenever an important change occurs in the network. A multicast is simply a
message that is sent simultaneously to a pre-defined group of recipients. When you join a
multicast group you will receive all messages addressed to the group, much like what happens
when an e-mail message is sent to a mailing list.

IGMP multicasting enables UPnP capabilities over wireless networks and may also be useful
when connected to the Internet through a router. When an application running on a computer in
the enterprise network sends out a request to join a multicast group, the CAP intercepts and
processes the request.

If The CAP is set to 'Minimum Security’ no further action is required.

However, if The CAP is set to 'Typical Security’ or ’Maximum Security’ you must add the
group’s IP address to the CAP’s "Multicast Groups’ screen. This will allow incoming
messages addressed to the group to pass through the Firewall and on to the correct LAN
computer.

1. Click the ’Routing’ icon in the ’Advanced’ screen.
2. Select the 'Multicast Groups Management’ check-box.
3. Press the 'OK’ button.
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7.7 Managing & Defining Users

You can add, edit and delete users on the CAP. These users could be system administrators
capable of accessing the CAP’s management interface, or they could be PPTP clients with their
login credentials stored on the CAP. When adding a user, you need to specify the following

parameters:

. Full Name: The remote user’s full name.

. User Name: The name a remote user will use to access your enterprise network.

. New Password: Type a new password for the remote user. If you do not want to change

the remote user’s password leave this field empty.

. Retype New Password: If a new password was assigned, type it again to verify
correctness.
. Permissions: Select the remote user’s privileges on your enterprise network.

- Remote Access by PPTP Grants access with no system modification privileges.

- Administrator Privileges Grants remote system setting modification via web-
based management or telnet.

ﬁ User Settings

Full Marmne: |

General

Iser Mame case sensifive):

l
Mese Pagsword: |
Fetyoe Mew Fasszword: |

[~ Administrator Privileges

Ferlaainc: [ Remote Access by PPTP
E-Mail Configure Mail Server
Address: l

Systern Motify Lewvel: Mone |

Security Natify Level: Mane i |

Note: Changing any of the user parameters will prompt the connection associated with the
user to terminate. For changes to take effect you should activate the connection manually after
modifying user parameters.
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7.7.1 Email Notification

You can use email notification to receive indications of system events for a pre-defined severity
classification. The available types of events are 'System’ or ’Security’ events. The available
severity of events are 'Error’, 'Warning’ and ’Information’. If the ’Information’ level is selected the
user will receive notification of 'Information’, 'Warning’ and 'Error’ events. If the 'Warning’ level is
selected the user will receive notification of 'Warning’ and 'Error’ events etc.

To configure email notification for a specific user:

. First make sure you have configured an outgoing mail server in 'System Settings’. A click
on the 'Configure Mail Server’ link will display the 'System Settings’ page were you can
configure the outgoing mail server.

. Enter the user’s email address in the ’Address’ field in the ’Email’ section.

. Select the 'System’ and ’Security’ notification levels in the *System Notify Level’ and
"Security Notify Level’ combo boxes respectively.

7.8 RADIUS

For 802.1x client authentication to work over the LAN, either the CAP must have static entries for
every LAN client to be authenticated through its LAN, or it must consult a RADIUS (Remote
Authentication Dial-in User Service) server for authenticating users.

The RADIUS server verifies the client’s credentials to determine whether the device is authorized
to connect to the LAN. If the RADIUS server accepts the client, the server responds by
exchanging data with the CAP, including security keys for subsequent encrypted sessions.

To configure the RADIUS authentication mechanism, perform the following:

1. Click the 'RADIUS’ icon in the ’Advanced’ screen of the Management Console. The RADIUS
screen will appear.

Specify the following parameters: RADIUS Client Select this check-box to enable RADIUS client
authentication.

e ServerlP Type in the RADIUS server’s IP address.
e Server Port Type in the RADIUS server’s port.
e Shared Secret Type in your shared secret.
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7.9 Date & Time

To configure date, time and daylight savings time settings perform the
following:

1. Click the '‘Date and Time' icon in the ’Advanced’ screen of the Management Console. The
‘Date & Time’ settings screen will be displayed.

2. Select the local time zone from the pull-down menu. The CAP can automatically detect
daylight saving setting for selected time zones. If the daylight saving settings for your time zone
are not automatically detected, the following fields will be displayed:

e Enabled Select this check box to enable daylight saving time.
o Start Date and time when daylight saving starts.

e End Date and time when daylight saving ends.

o Offset Daylight saving time offset.

3. If you want the gateway to perform an automatic time update, perform the following:
» Select the 'Enabled’ checkbox under the 'Automatic Time Update’ section.

» Select the protocol to be used to perform the time update by selecting wither the "Time
of Day’ or 'Network Time Protocol’ radio button.

» Specify how often to perform the update in the 'Update Every’ field.

* You can define time server addresses by pressing the 'New Entry’ link on the bottom
of the 'Automatic Time Update’ section.
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L3 Date and Time

Localization

Local Time: Mar 31, 2005 20:16:38

Time Zone: GMT ({GMT+00:00) “

Daylight Saving Time

[]Enabled

Start: Mar % || 28 |» | 00 : DD
End: Oct (% || 28 |» | D1 : DD
Offset: &0 Minutes

Automatic Time Update

Enabled
I Q Time Of Day (TOD)
(¥} Network Time Protocol (NTF)

Update Every: 24 Hours

Time Server Action
time.nist.gowv
New Entry E
Status: Got time update from server, Last Update: Thu Mar 31 16:11:06 2005

Prez=s the Refresh button to update the status.

7.10 Scheduler Rules

Scheduler rules are used for limiting the application of Firewall rules to specific time periods,
specified in days and hours.

To define a Rule:

1. Click the ’Advanced’ icon on the side-bar.

2. Click the 'Scheduler Rules’ icon — the 'Scheduler Rules’ screen will appear.
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e
£y Scheduler Rules

Name Settings Status Action
schedule 1 Mon and Tue between 10:00-15:00 Inactive & 5
New Scheduler Entry ="

& Close ' Refresh ‘

3. Click the 'New Scheduler Entry’ link — the Scheduler Rule Edit’ screen will appear.

@_E Scheduler Rule Edit

Name: [cheduler Ruls

Rule Activity Settings
(%) Rule will be active at the scheduled time.

0 Rule will be inactive at the scheduled time.

Time Segments Action

New Time Segment Entry ==

S DK ; X Cancel '

4. Specify a name for the rule in the 'Name’ field.

5. Specify if the rule will be active/inactive during the designated time period, by selecting the
appropriate 'Rule Activity Settings’ check-box.

6. Click the 'New Time Segment Entry’ link to define the time segment to which the rule will apply
J Select active/inactive days of the week.

. Click the 'New Time Segment Entry’ to define an active/inactive hourly range.
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Time Segment Edit

Days of Week
[ 1Monday
[JTuesday
] wednesday
[]Thursday
[ Friday
[saturday

[Jsunday

Hours range

Start End Action
New
Time E
Segment
Entry

‘ (0]4 ‘ X Cancel ‘

Hour Range Edit

Start time: :
End time: :

‘ Ok ‘ X Cancel ‘

7. Press the 'OK’ button.
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7.11 Point-to-Point Tunneling Protocol (PPTP)

To access the PPTP settings click the PPTP icon from the 'Advanced’ screen. The ’Advanced
PPTP Settings’ screen will appear.

This screen enables you to configure:

. The remote users that will be granted access to your enterprise network.

. The IP address range an authorized remote user can use when accessing your
enterprise network.

. Advanced PPTP client/server connection settings.

%% Point-to-Point Tunneling Protocol (PPTP)

Server

[~ Enabled

ﬁ Users

Remote Address Range

Start: 192 |fie8 |1 []155

End: f1.2 |Jies |1 |fo54

Connections
Name Status Action

Connection Wizard B

‘ Ok ’ X Cancﬁl ' Ad:ancﬁd == '

7.11.1 Managing Remote Users

Select the 'Users’ link to define and manage remote users. You can add, edit and
delete users. When adding a user, you need to specify the following parameters:

. Full Name: The remote user’s full name.
. User Name: The name a remote user will use to access your enterprise net
work.
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. New Password: Type a new password for the remote user. If you do not
want to change the remote user’s password, leave this field empty.

. Retype New Password: If a new password was assigned, type it again to
verify correctness.

. Permissions: Select the remote user’s privileges on your enterprise network.

e Remote Access by PPTP: Grants access with no system modification privileges.

e Administrator Privileges: Grants remote system setting modification via web-
based management or telnet.

ﬁ User Settings

General

Full Marne:

Lser Mame (case sensitive).

Mew Password:

Fetype Mew Password:

[T Administrator Privileges

e [T Remote Access by PPTP
E-Mal Configure Mail Server
Address; |

Systern Motify Level: Mone =

Security Motify Level: Mone |

7.11.2 Email Notification

You can use email notification to receive indications of system events for a pre-defined severity

classification. The available types of events are 'System’ or 'Security’ events. The available
severity of events are 'Error’, "'Warning’ and ’'Information’. If the ’Information’ level is selected th

e

user will receive notification of 'Information’, 'Warning’ and 'Error’ events. If the 'Warning’ level is

selected the user will receive notification of 'Warning’ and 'Error’ events etc.

August 3, 2005

Converged Access Point

110



To configure email notification for a specific user:

. First make sure you have configured an outgoing mail server in 'System
Settings’. A click on the '‘Configure Mail Server’ link will display the
'System Settings’ page were you can configure the outgoing mail server.

. Enter the user’s email address in the 'Address’ field in the 'Email’ section.

. Select the 'System’ and ’Security’ notification levels in the *System Notify
Level’ and 'Security Notify Level’ combo boxes respectively.

ﬁ User Settings

General

Full Name: |Simon Jones
User Name: |siones
Mew Masswaord: I- Ty
Retype New Password: |uuuu

[T Administrator Privileges
Permissions:
[¥ Remote Access by PPTP

E-Mail Configure SMTP Mail Server

Address: |=i@hotmail.com

o DK X Cancel )
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7.11.3 Advanced PPTP Server Settings

To configure advanced PPTP server settings press the ’Advanced’ button on the PPTP screen.
The 'Advanced PPTP Settings’ screen will appear.

%:P?i Point-to-Point Tunneling Protocol (PPTP)

Server

[]Enabled

EUSEFS

Remote Address Range

Start: 192 168 |1 . 245

End: 192|168 |1 . 254

Connections

Name Status Action

New Connection ==

S OK 3 T Apoly X Cancel Advanced == 4

This screen enables you to configure the following:

. Enabled: Enable or disable the PPTP server.

. Maximum Idle Time to Disconnect: Specify the amount of idle time (during which no
data is sent or received) that should elapse before the gateway disconnects a PPTP
connection.

. Force User Security: Select whether PPTP will use authentication, encryption, or both.

. Allowed Authentication Algorithms: Select the algorithms the server may use when

authenticating its clients.

. Allowed Encryption Algorithms: Select the algorithms the server may use when
encrypting data.

. Remote Address Range: Specify the range of IP addresses remote users can use to
access your enterprise network.

Note: Please note that the client settings must be in tune with the server settings.
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%\% Point-to-Point Tunneling Protocol (PPTP)

Server

[]Enabled

EUsers

Max Idle Time to Disconnect in Seconds: 1200

[#] Authentication Required

[Jepar

[]cHAaP
MS-CHAP
MS-CHAP w2

Allowed Authentication Algorithms:

Encryption Required

MPPE-40

Allowed Encryption Algorithms:
MPPE-128

MPPE Encryption Mode: Stateless w

Remote Address Range

Start: 192|163 (1 . 245

End: 192 ||168 (|1 | 254
Connections

Name Status Action
MNew Connection 2=

7.11.4 Advanced PPTP Client Settings

The PPTP connections are displayed in the 'Advanced PPTP Settings’ screen.

To configure advanced PPTP client and server settings perform the
following steps:

1. Press a specific connection’s 'Edit’ button. The 'Connection Summary’ screen will appear.
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MName:

Device Name:
Status:

MNetwork:
Connection Type:
Uszer Name:
Received Packets:
Sent Packets:

Time Span:

EJ Bill's PPTP connx Properties

Dizable '

Bill's PPTP conrx

ppp200
Cannecting...
WAN

VPN PFTF

f

0

0

55:28:05

o O ' !AEEI: ' X Cancel ' Sattinis ‘

2. Press the 'Settings’ button. The 'Advanced PPTP Client Settings’ screen will appear, enabling
you to configure the following advanced PPTP client settings:

PPP Settings

Host Name:

Login User Name:

Login Password:

.

PPP Authentication:

PPP Encryption:

* Routing:

The host name of your PPTP server.
Your user name.

Your password.

Idle Time Before Hanging Up: The period of idle time (during which no data is

sent or received) that should elapse before the
gateway disconnects the PPTP client
connection.

Select the authentication algorithms your gate
way may use when negotiating with a PPTP
server. Select all the check-boxes if no
information is available about the server’s
authentication methods.

Select the encryption algorithms your gateway
may use when negotiating with a PPTP server.
Select all the check boxes if no information is
available about the server’s encryption methods.

Define the connection’s routing rules.
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* DNS Server: Select whether the PPTP client should obtain a
DNS server address automatically. If not,
configure the DNS server’s |IP address.

e Internet Connection Firewall: Select this check-box to include the PPTP client

connection as a network interface monitored by
the CAP’s Firewall.

ﬁ’ Configure Bill's PPTP connx

General

Device Name: ppp200

Status: Disconnected
Schedule: Always w
Network: WAN
Connection Type: BN PFTP

MTU: Automatic v | 1460
PPP

Host Name or IP Address of Destination: f11.1

|:| On Demand (will attempt to connect only when packets are sent)

Time Between Reconnect Attempts: 30 Seconds
PPP Authentication

Login User Name [case sensitive): f

Login Password: LTI IITI Y

[] Support Unencrypted Password (PAP)

[]Support Challenge Handshake Authentication (CHAP)

Support Maximum Strength Encryption {128 Bit Keys)

MPPE Encryption Mode: Stateless

Internet Protocol Cbtain an |P Address Astomatically

[] override Subnet Mask: 0 [0 |0 |0

DNS Server Obtain DNS Server Address Automatically
Routing Basic W

Internet Connection Firewall []Enabled

o OK J 1 _Appl J X Cancel '
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7.15 Simple Network Management Protocol (SNMP)

SNMP enables network management systems to remotely configure and monitor the CAP.
Your Internet service provider (ISP) may use SNMP in order to identify and resolve technical
problems.

7.15.1 Configuring the CAP’s SNMP Agent

Technical information regarding the properties of the CAP’s SNMP manager and agent should
be provided by your system administrator or Managed Service Provider.

To configure the CAP’s SNMP agent perform the following:

1. Click the 'SNMP’ icon in the 'Advanced’ screen of the Management Console. The SNMP
screen will appear.

2. Specify the following SNMP parameters, as provided by your Internet service provider:
e SNMP Trusted Peer: The IP address, or subnet of addresses, that identify which remote

management stations are allowed to perform SNMP operations on the CAP.

o Read-only/Write Community Names: SNMP community strings are passwords used in
SNMP messages between the management system and the CAP. A read-only community
allows the manager to monitor the CAP. A read-write community allows the manager to
both monitor and configure the CAP.

e SNMP Traps: Messages sent by the CAP to a remote management station, in order
to notify the manager about the occurrence of important events or serious conditions.
The CAP supports both SNMP version 1 and SNMP version 2c traps.

f? Simple Network Management Protocol

Enable SNMP Agent

Read-0Only Community Name: public

Read-Write Community Name: private

Trusted Peer A.rry Address [+
SNMP Traps

[]Enabled

LOK ) T Apply ) (X cancel
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7.16 MAC Cloning

A MAC address is the numeric code that identifies a device on a network, such as your external
cable/DSL modem or a PC network card. Your service provider may ask you to supply the MAC
address of your PC, external modem, or both.

When replacing an external modem with the CAP (a future capability), you can simplify the instal-
lation process by copying the MAC address of your existing PC to the CAP. In such a case, you
do not need to delay the setup process by informing your service provider of newly installed
equipment.

@ MAC Cloning

Set MAC of Device: WAN Ethernet

[00 40 :ff& % [Ta :Joa
Clane Mz MAC Address )

To Physical Address:

‘ Ok ‘ X Cancel ’

Configuring MAC Cloning:

1. Click the 'MAC Cloning’ icon in the 'Advanced’ screen of the Management Console. The
MAC Cloning screen will appear.

2. Enter the physical MAC address to be cloned.

3. Press ‘OK..

Note: If you want the CAP to clone your PC’s MAC address, press the ‘Clone My
MAC Address’ button, then press ‘OK”
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7.17 Diagnostics

The Diagnostics screen can assist you in testing network connectivity. This feature will enable
you to ping (ICMP echo) an IP address and view statistics such as the number of packets
transmitted and received, round trip time and success status.

7.17.1 Diagnosing Network Connectivity

To diagnose network connectivity perform the following steps:

1. Click the ’Diagnostics’ icon from the 'Advanced’ screen in the management console. The
‘Diagnostics’ screen will appear.

2. Enter the IP address to be tested in the 'Destination’ field.
3. Press the 'Go’ button under the 'Ping’ section.

4. In a few seconds, diagnostics statistics will be displayed. If no new information is displayed,
press the 'Refresh’ button.

ﬁ Diagnostics
Ping (ICMP Echo)

Destination: | Go ’

MNumber of pings: 4

Status:

Press the Refresh button to update the status.

& Close 4 Refresh 4

7.18 Remote Administration

In its default state, the CAP blocks all external (WAN side) users from connecting to or
communicating with it. Therefore the system is safe from hackers who may try to intrude on the
network and damage it. However, you may wish to enable certain services that grant remote
users administrative privileges in your network.
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7.18.1 Configuring Remote Administration Services

1. Click the 'Remote Administration’ icon in the ’Advanced’ screen of the Management Console.
The Remote Administration screen will appear.

2. Select the check-boxes next to the service names that you wish to enable.

3. Press the 'OK’ button.

% Remote Administration

& Attention

Allowing remote administration to OpenRG is a security risk.

Allow Incoming Access to the Telnet Server

[~ Using Primary Telnet Port (23)
[T Using Secondary Telnet Port (3023)

[~ Using Secure Telnet over S5L Port (992)

Allow Incoming Access to the Web-Management

¥ Using Primary HTTP Port (20)

™ Using Secondary HTTP Port (8080)

[T Using Primary HTTPS Port (443)

™ Using Secondary HTTPS Port (8443)

Allow SNMP Control and Diagnostic Requests

[~ Allow Incoming SNMP Requests

Diagnostc Tools

[+ Allow Incoming ICMP Echo Requests (e.q. pings and ICMP traceroute queries)

[ allow Incoming UDP Traceroute Queries
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7.19 Restoring Default Settings

You may sometimes wish to restore the CAP’s factory default settings. This may happen, for
example, when you wish to build a new network from the beginning, or when you cannot recall
changes made to the network and wish to go back to the default configuration.

To restore default settings:

1. Click the 'Restore Defaults’ icon in the 'Advanced’ screen of the Management Console. The
'Restore Defaults’ screen will be displayed.

2. Click the 'OK’ button to restore the CAP’s factory default settings.

3‘ Restore Defaults

& Attention

The following items will be set to default:

+« User Defined Settings
s Network Connections (All connected DHCP clients will need to request new IP addresses)

Also, OpenRG will have to reboot.

Are you sure you want to restore OpenRG manufacturer defaults?

& QK r X Cancel

Note: All Web-based management settings and parameters, not only those in the
Advanced section, will be restored to their default values. This includes the
administrator password; a user-specified password will no longer be valid.

7.20 Restart

To restart the CAP:

1. Click the 'Restart’ icon in the ’Advanced’ screen of the Management Console. The 'Restart’
screen will be displayed.

2. Click the 'OK’ button to restart the CAP. This may take up to one minute.

To reenter the Management Console after restarting the gateway click the browser’s 'Refresh’
button.
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7.21 Saving, Restoring & Resetting the CAP Configuration

You can review technical system information regarding the CAP, such as the firmware version,
when it was created, and the CAP’s current configuration file.

To view technical information regarding the CAP:

4. Click the 'Technical Info’ icon in the ’Advanced’ screen of the Management Console. The
"Technical Information’ screen will appear.

\_{r) Technical Information

Version: 1.2.0.0.1

Platform: CAP-1000-E-0A&-W
Compilation Time: Fri Mar 18 2005 14:28:35
Tag: MNtag-1_2_0_0_1
Compilation Flags: DIST=GTWVRTD100G_CAI

& Close ' Cc-nfiﬁuration File '
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2. Click the 'Configuration File’ button to view the complete contents of the CAP’s configuration

file.

\1«) Configuration File

(rg_conf
(dewr
(br0

)

)
{br0

)
)

(rip

(eth0
(stp(l))

{type (DEV_IF BRIDGE) )
(logical network(2))
(is_sync (1))
(enabled (1))
(enzlaved
{ixp0
(stp (1))

(stp (1))

(route_lewvel (1))
{metric(4))
(1s_auto_mtu(l))
(1s_trusted(l))
(has_1ip (1))
(is_dn=_neg (1))

[

| £

5. Click the 'Save Configuration File’ to save a copy of the configuration file to your PC.

k\i]j Configuration File

(rg_conf
(dev
(bro

(i

)
ey

)
[§5:

)
)

(type (DEV_IF BRIDGE))
(logical network(2))
(is_sync(l))

[ enaljg )
{ens File Download fg|

:‘) ‘fou are downloading the file:
-

index.cgi from 199.103.141.140

Would you like to open the file or save it to your computer?

[_ Open ][ Save ][ Cancel ] [ Mare Info

Always ask before opening this type of file

i

(routE_Tover o]
(metric(4))
(is_auto_mtu(l))
(is_trusted(l))
(has_ip(1))
(is_dn=_neg(l))

[
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Click the ‘Load Configuration File’ to load a configuration file and restart the CAP. Hit the

‘Browse’ button to select a configuration file from your PC.

U Load Configuration File

Browse to locate the file, then press OK to begin the canfiguration file loading process.

Choose file

Loak in

2

My Recent
Documents

=
[
Desktop

A,
L
My Documents

=
i

Wy Computer
Mty Metwaorl
Flaces

|[ Browse... |

X Cancel ‘ ‘ Ok ‘

; | (E Desktop = E-
BM\; Documents Ia JUMGO Training
d My Computer @Luwrie Reports
J My Network Places [T Misc stuff
2l Adobe Reader 7.0 ICMNew Folder
@Eﬂﬁereal [ Techy stuff

& InterActual Player
EPRealPlayer

BCAP Images
ElCAF‘ Questionnaires
ICICAP User Docs

) temp

IaTraining Presentations
BTW‘I’EIE::Dm response
@h‘erizun RFF response

E Analog gateway stuff 101

IC3ICP contacts @CAF‘ and QoSWorks working toc
ICiCustomer Q's B CAP Codecs

|)Expenses ﬁCAF‘ Codecs rev A

|E|iu:u:-ns @CAF‘ User Doc_wersion 1_2 rew
|5 1deaCom_Vodavi

5 ?
File name: |C;’-‘-.F' j Open

Files of type: |All Files (*7) Ea Cancel
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7.22 Tunneling IP V6 Inside of IP V4

You can configure the CAP to tunnel IP version 6 traffic inside of an IP version 4 packet.
To enable IP V6 tunneling:
e Click on ‘Advanced’, then click on IPV6 icon

e Check the ‘Enabled’ box and then click ‘OK’

IPvE IPV6

[]Enabled

‘“ﬁ ‘ 'ﬁﬂal: ’ XE:.aEc:e ) Refrﬁu ‘
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8.0 System Monitoring

The System Monitoring screen displays important system information, including:

* Key network device parameters
* Network traffic statistics

e QoS statistics

* The system log

* The amount of time that has passed since the CAP was last started

Click on ‘System Monitoring’ to access the monitoring screens
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8.1 Monitoring Connections

Click the 'System Monitoring’ icon in the left sidebar to display a table summarizing the
monitored connection data.

2. Click the 'Refresh’ button to update the display, or press the ’Automatic Refresh’ button to
constantly update the displayed parameters.

ﬂ System Monitoring

Mame LAN Bridge WAN Ethernet LAN Ethernet Bill's PPTP connx
Device Name bro ixpl ixp0 ppp200
Status Connected Connected Connected (No IP Address As=igned) Disconnected
Metwaork LAM WAN LAM WANMN
Underlying Device LAM Ethernet
Connection Type Bridge Ethernet Ethernet WPN PPTP
MAC Address 00:01:ac:00:01:fb 00:01:ac:00:01:fa 00:01:ac:00:01:fb
IP Address 192.168.1.1 199.103.141.140
Subnet Mask 255.255.255.0 255.255.255.0
Default Gateway 199.103.141.1
DNS Server 199.103.141.105
IP Address Distribution DHCP Server Disabled Disabled
User Name test f
Encryption Dizabled Dizabled Dizabled
Received Packets 63318 184393 34320 0
Sent Packets 109231 14978 109234 0
Time Span 56:43:49 56:43:49 06:43:49 56:43:49
B LUANLELENIY b
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8.2 Traffic Statistics

The CAP is constantly monitoring traffic within the local network and between the local network
and the Internet. You can view up-to-the-second statistical information about data received from
and transmitted to the Internet (WAN) and about data received from and transmitted to computers
in the local network (LAN).

ﬂ System Monitoring

Name LAN Bridge WAN Ethernet LAN Ethernet Bill's PFTF connx
Device Name br0 ixpl ixp0 ppp200
Status Connected Connected Connected (No IP Address Assigned) Disconnected
Metwork LAN WAN LAN WAN
Underlying Device LAN Ethernet

Connection Type Bridge Ethernet Ethernet VPN FETE

IP Address 192.168.1.1 199.103.141.140

Received Packets 63318 184741 34320 0

Sent Packets 109434 15033 109437 1]

Received Bytes 6326314 21248705 3614740 i)

Sent Bytes 12138699 14235297 12970013 1]

Receive Errors ] ] ] 0

Receive Drops 0 0 0 0

Time Span 56:50:36 56:50:36 56:50:36 56:50:36

Sl Close ) pumsticRefreshOn ) Refresh )
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8.3 QoS Traffic

The QoS Traffic report displays statistics specific to Links and configured Classes on the CAP.

e LTt E P -
ﬂ System Monitoring
Home
Quick Setup .
WAMN-=LAN (Interface : brO) LAM- =W aN (Interface : ixpl)
Configured Measured Configured Measured
Mztwork Connections band- .t pkts  total total awg DPand- puec pkts  4otal total av
Class width kbps per 9 width kbps per a
kbps kbps o) bytes pkts kbps kbps kbps o] bytes pkts kbps
Link 1544 1544 1] 1] 86 1 1] 1544 1544 14 2 535151 g03 1]
Security
default 100 101 1] 1] 86 1 1] 100 101 14 2 5351581 g03 1]
woice 176 176 1] 1] 1] 1] 1] 176 176 1] 1] o o 1]
Quality of Service datal 300 00 u] u] i} i 1] 300 [1uln] i} i i} 1] u]
Entisirie S Aot Motes: The measured "avg kbps" is calculated on 15 minutes period
Spam
Aduwanced
Systermn Monitoring
Logout
August 3, 2005 Converged Access Point 128




8.4 System Log

Press the 'System’ button to display the amount of time that has passed since the system was
last started.

A System Monitoring

S Close ) L Cartod ) Refresh )

Press the Refresh button to update the status.

Time Event E_I‘f;;';— Details
;1036531 22:40:46 fc\:gstem Meszage daemon.debug syslog: sock_socket: created fd 3 for ip 0.0.0.0 port 0
Mar 31 22:40:28 System s daemon.warn route: Failed to remove route to dst(132.163.4.9) dewv(ixpl) gw(0xc7678d01) net(255.255.255.255) by IOCTL
2005 Log g No such process
Mar 31 22:40:28 System e daemon.warn route: Failed to remove route to dst(128.107.241.185) dev(ixpl) gw(0xc7678d01) net(255.255.255.255) by
2005 Log g IOCTL: No such process
ar :40: ystem aemon.warn route: Failed to remove route to dst(64.102.255. ev(ixpl) gw(0xc ne .255.255. Y
Mar 31 22:40:28 Syst — d te: Failed t te to dst(54.102.255.44) dev(ixpl) gw(0xc7678d01) net(255.255.255.255) b
2005 Log g IOCTL: No such process
Mar 31 22:40:16 System . S
2005 Wog Message daemon.info Stopped pid=3736
21035531 22:40:16 E;c’;tern Mes=sage user.notice syslog: fatal[open_callmgr:pptp.c:222]: Call manager exited with error 256
;1;5531 BT f;!gstem Message user.notice syslog: fatal[callmgr_main:pptp_callmgr.c:149]: Could not open control connection to 0.0.0.0
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8.5 System Up Time

Press the 'System’ button to display the amount of time that has passed since the system was
last started.

? System Monitoring

System Has Been Up For: 57 hours, 0 minutes
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9.0

Firmware Upgrade

There are two ways to upgrade the system software:

1. Upgrading from the Internet — automatically retrieve an updated system software file.

2. Upgrading from a local computer — use an update system software file located on a local
disc drive.

The following are instructions for each of these methods.

9.1 Upgrading From the Internet

The Remote Update mechanism makes it easy to perform a software upgrade. E1ach day, the
system automatically checks to see if there is a newer software version available.

If an upgrade is available, the "Upgrade’ screen will be displayed upon logging into the
Management Console. If no upgrade is available the Network Map will appear, as usual.

To learn if an upgrade is available, click the '"CAP Firmware Upgrade’ button from the ’Advanced’
screen. You will be informed whether an upgrade is available, and if not, be opted to choose an
image file from which to upgrade The CAP.
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If an upgrade is available:

e To upgrade click the 'Yes’ button.

The CAP must be connected to the Internet in order to communicate with the Remote Update

server. Those CAP will check each time the system restarts and at 24-hour intervals thereafter.

To wait and upgrade later, do one of the following:

e Click the 'No’ button. The system will continue to perform its daily checks for the availability

of a software update as scheduled, and will notify you the next time you log into the
Management Console.

o Move to another screen by clicking an icon in the left sidebar. Return to the 'Upgrade’ screen

at a later time by clicking the '"CAP Firmware Upgrade’ icon in the ’Advanced’ screen.

9.2 Upgrading From a Local Computer

To upgrade The CAP using a file that you have previously downloaded

from the Internet or received on CD:

1. When you receive notification that a new software version of is available, retrieve the file as

instructed and store it on a computer in the enterprise network.

2. Open the Management Console from this same computer and click the '"CAP Firmware
Upgrade’ icon that appears in the 'Advanced’ screen.

3. Click the 'Browse’ button. A dialog box will appear. Choose the file to upload to The CAP
and click Open.

4. Click the ’OK’ button that appears at the bottom of the 'Upgrade’ screen. The file will be
uploaded to The CAP.

5. After the file has been transferred to the CAP its validity will be verified and you will be asked

to confirm that you wish to upgrade the CAP with this new file.

6. Click 'Yes’ to confirm. The upgrade process will begin and should take no longer than one

minute to complete.

7. Atthe conclusion of the upgrade process, the CAP will automatically reboot. The new
software version of will be running, and your custom configurations and settings will be
maintained.
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U CAP Firmware Upgrade

Current Version: 1.2.0.0.1
Upgrade From the Internet:

= - -
4@ | Automatic Check Disabled b |

Check at URL | |

Check Now ‘

Internet Version: No new version available

Force UEHrade )

Upgrade From a Computer in the Network:

% Select an updated CAP firmware file from a computer's hard drive or CD on the network
=

UHHrade Mow )

Fress the Refresh button to update the status.

‘DK ‘ !Aaalx ‘ X Cancel ‘ Refresh ‘

g Please wait, system is now being upgraded...

& Attention

If the page does not refresh autormatically in a minute,
please press the Login buttan.

\ Lnﬁin ’
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10.0 Analog Voice Gateway Configuration

The CAP’s Voice over IP (VolP) support allows you to connect multiple phones over a single
broadband connection, providing the benefits and quality of digital voice. Further, the CAP enables you
to place and receive calls over the Internet using a standard telephone set connected to CAP. This
section describes how to configure the CAP’s Analog Voice Gateway functionality.

Voice Gateway / Analog Telephony Adapter (ATA)

Physical Setup
» Connect a WAN port with the appropriate network cable to your network.
» Connect a POTS telephone to one of the available voice ports.
» Connect CAP to the power supply.
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10.1 Configuring VolP — ATA

Click on “Voice Over IP” on the CAP’s web management GUI, will show you up to 3
configuration tabs, depending on the VolP protocol that will be implemented to support
the analog voice gateway functionality.

10.1.1 The “IP Telephony” Tab

-’@‘;‘: Voice Over IP

Dialing Parameters

Dialing Timeout D Seconds
Phone Number Size: Digits
VoIP Signalling Protocol
Send DTMF Out-Of-Band

SIP Transport Protocol:
SIP Port:
[Juse SIP Proxy

Media Streaming Parameters

Media Port:
Type Of Service (Hex):
Priority:
Codecs

'U
I
o
=
i
f=4
[
]
(=24
=]
3
=
3
m

Supported Codecs

[¥]G.711, 64kbps, u-Law 30 v
[¥]G.711, 64kbps, A-Law 30 ¥
[¥]5.728, Bkbps 10 (v
[¥]G.723, 5.3/6.3kbps 10
[¥]G.722, 64kbps 10
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Dialing Parameters

Dialing Timeout - This value defines the maximum allowed time of inactivity
between dialed digits, in seconds. If this limit is exceeded, the dialing process
will time out and you will hear a warning tone. When you work with a proxy or
gatekeeper, the number you have dialed before the dialing process has timed out
will be sent to the proxy/gate-keeper as the user ID to be called. This is useful
for calling a remote party without creating an entry in the phone book (assuming
the remote party is registered with the proxy/gatekeeper).

Phone Number Size - This is the maximum length of shortcut numbers that you
can enter and the maximum number of digits that you can dial.

VolP Gateway Signaling Protocol

You can choose between SIP, H.323 and MGCP. Different subsets of parameters will
become visible with each of these choices. NOTE: To make the relevant parameters
visible, the screen will be refreshed. However, to apply the change of protocol you must
click either 'OK’ (this will apply the change and the main CAP screen will be displayed)
or ’Apply’ (this will apply the changes and the same screen will be displayed).

SIP Parameters:

Media Port - Defines the port to use for voice transport (RTP).

SIP Transport Protocol - The underlying transport protocol to be used for SIP
signaling -either TCP or UDP.

SIP Port - The number of port to be used for SIP signaling (TCP)
Use SIP Proxy - Register the user with a SIP proxy, thus allowing other parties
to call the user through this proxy. When this item is checked, the following fields

become visible:

SIP Proxy Address - The IP address of the proxy, in dotted number
notation.

SIP Proxy User Name - The login name used for authentication with this
proxy.

SIP Proxy Password - The password used for authentication with this
proxy.
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H.323 Parameters:

Use Fast Start - Use the fast start connect method, which may result in quicker
connection establishment, depending on the remote party’s settings. NOTE:
Microsoft NetMeeting does not support this option, so in order to inter-operate
with Microsoft NetMeeting this option must be disabled.

Q.931 Signaling Port - Number of port to use for Q.931 signaling (H.323 call
signaling is based upon Q.931)

Register with a Gatekeeper - Register the user with a gatekeeper, thus allow-
ing other parties to call the user through this gatekeeper. When this item is
checked, the following fields become visible:

Gatekeeper Address - The IP address of the gatekeeper, in dotted
number notation.

Gatekeeper Port - The port on which the gatekeeper is listening for
connections.

MGCP Parameters:

Media Gateway Controller Address - The IP address of the MGC (MGCP
server), in dotted number notation.

Media Gateway Controller Port - The port on which the MGC is listening for
connections.

Media Gateway Port - The port which CAP will use for MGCP connections.

Codecs

The ’IP Telephony’ tab contains a list of supported audio codecs, with check boxes next
to them. Each codec defines a method of relaying the voice data. Different codecs have
different characteristics such as data compression and voice quality. For example,
G.723 is a codec which uses compression that is effective where bandwidth is limited,
but its voice quality is not as good compared to other codecs such as G.711.

Note that you can have all the codecs checked or just some of them, but at least one of
the codecs must be checked, or else you will not be able to make a call. When you start
a call to a remote party, your available codecs are compared against the remote party’s
to determine which codec will be used. If there is no codec that both parties have made
available, the call attempt will fail. If more than one codec is common to both parties,
you cannot force which of the common codecs that were found will be used by the
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remote party’s client. If you do wish to force the use of a specific codec, leave only that
codec checked.

10.1.2 The “Phone Settings” tab

Line User ID Description Action
1 71 John LaBlanc
2 72 Jerry Niven =2
3 73 Randy Lancaster =
4 74 Kenneth Shoreline =

o DK ! Appl X Cancel '

The screen shot above shows the different configuration parameters:

e Line: A telephone portin CAP to which you can connect a POTS telephone. You
can manage which telephone is operational by marking the check-box next to it.

o User ID: This telephone’s VolP user ID, used for identification to initiate and accept
calls.

o Description: A free text description for you to conveniently identify which telephone
is connected to which port.
Before starting to make phone calls, you need to configure each line’s parameters.

Using “Line 1” as an example:

Click the “edit” icon under the “Action” column for line 1, the “Line Settings” screen
will appear.
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Specify the “User ID” and “Description” for this line number and click “OK”.

@3 Line Settings

Line Mumber: 1

User ID: |?1 |

Send Caller ID

Description: |J0hn LaBlanc |

5 OK ] X Cancel

Send Caller ID - This option, which is checked by default, controls whether your user ID
is sent when you call a remote party. If it is unchecked, the remote party will not receive
your identification.

Configure as many of the line settings as needed. The Description will be useful later on
when defining speed dial settings in the address book.

10.1.3 Creating and editing Speed Dial and the Address Book

Click the “Speed Dial” tab. Note: the screen shot below already has speed dial numbers
configured. On initial configuration, only the “New Entry” choice will be visible.

Speed Dial User ID IP Address or Host Name Action
13 73 (Randy Lancaster) Local Line
11 71 (John LaBlanc) Lecal Line
12 72 (Jerry Niven) Local Line
14 74 (Kenneth Shoreling) Local Line _ ==
New Entry =]
-l

Add a new speed dial phone book entry using the following:

o Select “New Entry”
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e Assign a Speed Dial number (a shortcut number which you will dial to call this

remote party). Example- Speed Dial: 11

e Select what type of call will be made when the speed dial is used.

@; Speed Dial Settings

Speed Dial:

Destination: ]
Pro
Direct Call

S OK X Cancel )

Proxy — Call destination will be resolved by a defined SIP Proxy

Local Line — Call is local within the defined user IDs in CAP

Direct Call - Call is defined by a remote party’s IP address, either as a domain name or
in numbers and dots notation. This can be the address of party’s gateway or the address

of the proxy/gatekeeper at which this party is registered.

The Speed Dial entries will be displayed under the “Speed Dial” tab. This acts as a
Speed Dial Address Book and displays the option to create new entries.

To delete an existing Speed Dial entry, click the delete icon on this entry’s line in the
“Action” column.

To edit an existing phone book entry, click the edit icon on this entry’s line in the “Action”
column.

10.1.4 Telephony Features

Placing a Call:

1. Pick up the handset on the POTS telephone.
2. Call the remote party by dialing the number you configured in the phone
book.
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Call Hold:
To place the remote party on hold, do the following:

1. Press “Flash”.

2. Press “1”.

3. The phone will sound a dial-tone. At this point you can initiate a second call by dialing
another party’s number. To cancel the hold state and resume the previous phone call, press
“Flash”.

Call Transfer With Consultation:

To transfer an existing call (B) to a third party (C):

1. Press “Flash”.
2. Press “2”.
Party B will now be placed on hold, and you will hear a dial tone.

3. Dial party C’s shortcut number (You can engage in conversation).

4. Press “Flash” to complete the transfer -you will hear a warning tone, B and C are now
talking to each other.

3-Way Conference:

To extend an existing call (B) into a 3-way conference by bringing in an additional party
(C):

1. Press “Flash”.
2. Press “33”.
Party B will now be placed on hold and you will hear a dial tone.

3. Dial party C’s shortcut number (You can engage in conversation).
4. Press “Flash” to join both C and B to a single conference.
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11.0 Glossary

100Base-T Also known as Fast Ethernet, an Ethernet cable standard with a data
transfer rate of up to 100 Mbps.

10Base-T An older Ethernet cable standard with a data transfer rate of up to 10
Mbps.
802.11, 802.11b A family of IEEE (Institute of Electrical and Electronics Engineers)-

defined specifications for wireless networks. Includes the 802.11b stan-
dard, which supports high-speed (up to 11 Mbps) wireless data trans-

mission.

802.3 The IEEE (Institute of Electrical and Electronics Engineers -defined
specification that describes the characteristics of Ethernet (wired) con-
nections.

Access point A device that exchanges data between computers on a network. An

access point typically does not have any Firewall or NAT capabilities.

Ad hoc network A solely wireless computer-to-computer network. Unlike an infrastructure
network, an ad hoc network does not include a gateway router.

Adapter Also known as a network interface card (NIC). An expansion card or
other device used to provide network access to a computer, printer, or
other device.

Administrator A person responsible for planning, configuring, and managing the day-to-
day operation of a computer network. The duties of an administrator
include installing new workstations and other devices, adding and
removing individuals from the list of authorized users, archiving files,
overseeing password protection and other security measures, monitoring
usage of shared resources, and handling malfunctioning equipment.

Authentication The process of identifying an individual, usually based on a username
and password. In security systems, authentication is distinct from
authorization, which is the process of giving individuals access to system
objects based on their identity. Authentication merely ensures that the
individual is who he or she claims to be, but says nothing about the
access rights of the individual.

Bandwidth The amount of information, or size of file, that can be sent through a
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Bridge

Broadband connection

Broadband modem

Broadcast

Bus

Cable modem

CAT 5 cable

Channel

CHAP

Client

Client/server network

Computer name

Crossover cable

DHCP

network connection at one time. A connection with more bandwidth can
transfer information more quickly.

A device that forwards packets of information from one segment of a
network to another. A bridge forwards only those packets necessary for
communication between the segments.

A high-speed connection, typically 256 Kbps or faster. Broadband
services include cable modems and DSL.

A device that enables a broadband connection to access the Internet.
The two most common types of broadband modems are cable modems,
which rely on cable television infrastructure, and DSL modems, which
rely on telephone lines operating at DSL speeds.

Broadcasting sends a message to everyone on the network whereas
multicasting sends a message to a select list of recipients.

A set of hardware lines used for data transfer among the components of
a computer system. A bus essentially allows different parts of the system
to share data. For example, a bus connects the disk-drive controller,
memory, and input/output ports to the microprocessor.

A device that enables a broadband connection to access the Internet.
Cable modems rely on cable television infrastructure, in other words, the
data travels on the same lines as you cable television.

Abbreviation for Category 5 cable. A type of Ethernet cable that has a
maximum data rate of 100 Mbps.

A path or link through which information passes between two devices.

Challenge Handshake Authentication Protocol, a type of authentication in
which the authentication agent (typically a network server) sends the
client program a random value that is used only once and an ID value.
The sender and peer must share a pre-defined secret.

Any computer or program that connects to, or requests the services of,
another computer or program on a network. For a local area network or
the Internet, a client is a computer that uses shared network resources
provided by a server.

A network of two or more computers that rely on a central server to
mediate the connections or provide additional system resources. This
dependence on a server differentiating a client/server network from a
peer-to-peer network.

A name that uniquely identifies a computer on the network so that all its
shared resources can be accessed by other computers on the network.
One computer name cannot be the same as any other computer or
domain name on the network.

A type of cable that facilitates network communications. A crossover
cable is a cable that is used to interconnect two computers by crossing
over (reversing) their respective pin contacts.

Acronym for ‘Dynamic Host Configuration Protocol’. A TCP/IP protocol
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Dial-up connection

DMz

DNS

Domain

Domain name

Driver

DSL

DSL modem

Duplex

Dynamic IP address

Edge computer

Encryption

that automatically assigns temporary IP addresses to computers on a
local area network (LAN). The CAP supports the use of DHCP. You can
use DHCP to share one Internet connection with multiple computers on a
network.

An Internet connection of limited duration that uses a public telephone
network rather than a dedicated circuit or some other type of private
network.

Acronym for ‘demilitarized zone’'. A collection of devices and subnets
placed between a private network and the Internet to help protect the
private network from unauthorized Internet users.

Acronym for ‘Domain Name System’. A data query service chiefly used
on the Internet for translating host names into Internet addresses. The
DNS database maps DNS domain names to IP addresses, so that users
can locate computers and services through user-friendly names.

In a networked computer environment, a collection of computers that
share a common domain database and security policy. A domain is
administered as a unit with common rules and procedures, and each
domain has a unique name.

An address of a network connection that identifies the owner of that
address in a hierarchical format: server.organization.type. For example,
www.whitehouse.gov identifies the Web server at the White House,
which is part of the U.S. government.

Within a networking context, a device that mediates communication
between a computer and a network adapter installed on that computer.

Acronym for ‘Digital Subscriber Line’. A constant, high-speed digital
connection to the Internet that uses standard copper telephone wires.

A device that enables a broadband connection to access the Internet.
DSL modems rely on telephone lines that operate at DSL speeds.

A mode of connection. Full-duplex transmission allows for the simul-
taneous transfer of information between the sender and the receiver.
Half-duplex transmission allows for the transfer of information in only one
direction at a time.

The IP address assigned (using the DHCP protocol) to a device that
requires it. A dynamic IP address can also be assigned to a gateway or
router by an ISP.

The computer on a network that connects the network to the Internet.
Other devices on the network connect to this computer. The computer
running the most current, reliable operating system is the best choice to
designate as the edge computer.

The translation of data into a secret code. Encryption is the most
effective way to achieve data security. To read an encrypted file, you
must have access to a secret key or password that enables you to de-
crypt it.
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Ethernet

Ethernet cable

Firewall

Firmware

Flash memory

FTP

Gateway

Gateway address

Hexadecimal

Host name

Hub

IEEE

A networking standard that uses cables to provide network access.
Ethernet is the most widely-installed technology to connect computers
together.

A type of cable that facilitates network communications. An Ethernet
cable comes in a couple of flavors. there is twisted pair, and coax
Ethernet cables. Each of these allow data to travel at 10Mbit per second.

A security system that helps protect a network from external threats,
such as hacker attacks, originating outside the network. A hardware
Firewall is a connection routing device that has specific data checking
settings and that helps protect all of the devices connected to it.

Software information stored in nonvolatile memory on a device.

A type of memory that does not lose data when power is removed from
it. Flash memory is commonly used as a supplement to or replacement
for hard disks in portable computers. In this context, flash memory either
is built in to the unit or, more commonly, is available as a PC Card that
can be plugged in to a PCMCIA slot.

Acronym for ‘File Transfer Protocol’. The standard Internet protocol for
downloading, or transferring, files from one computer to another.

A device that acts as a central point for networked devices, receives
transmitted messages, and forwards them. The CAP can link many
computers on a single network, and can share an encrypted Internet
connection with wired and wireless devices.

The IP address you use when you make a connection outside your
immediate network.

A numbering system that uses 16 rather than 10 as the base for
representing numbers. It is therefore referred to as a base-16 numbering
system. The hexadecimal system uses the digits 0 through 9 and the
letters A through F (uppercase or lowercase) to represent the decimal
numbers 0 through 15. For example, the hexadecimal letter D represents
the decimal number 13. One hexadecimal digit is equivalent to 4 bits,
and 1 byte can be expressed by two hexadecimal digits.

The DNS name of a device on a network, used to simplify the process of
locating computers on a network.

A device that has multiple ports and that serves as a central connection
point for communication lines from all devices on a network. When data
arrives at one port, it is copied to the other ports.

Acronym for ‘Institute of Electrical and Electronics Engineers’. A society
of engineering and electronics professionals that develops standards for
the electrical, electronics, computer engineering, and science-related
industries. The IEEE (Eye-triple-E) is a non-profit, technical professional
association of more than 377,000 individual members in 150 countries.
The full name is the Institute of Electrical and Electronics Engineers, Inc.,
although the organization is most popularly known and referred to by the
letters I-E-E-E.
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Infrastructure network

Internet domain

Intranet

IP address

A network configuration in which wireless devices connect to a wireless
access point (such as The CAP) instead of connecting to each other
directly.

In a networked computer environment, a collection of computers that
share a common domain database and security policy. A domain is
administered as a unit with common rules and procedures, and each
domain has a unique name.

A network within an organization that uses Internet technologies (such a
Web browser for viewing information) and protocols (such as TCP/IP),
but is available only to certain people, such as employees of a company.
Also called a private network. Some intranets offer access to the
Internet, but such connections are directed through a Firewall.

Acronym for ‘Internet Protocol’. The protocol within TCP/IP that is used
to send data between computers over the Internet. More specifically, this
protocol governs the routing of data messages, which are transmitted in
smaller components called packets.

Acronym for ‘Internet Protocol’ address. IP is the protocol within TCP/IP
that is used to send data between computers over the Internet. An IP
address is an assigned number used to identify a computer that is
connected to a network through TCP/IP. An IP address consists of four
numbers (each of which can be no greater than 255) separated by
periods, such as 192.168.1.1.

ISO/OSI reference model

ISP

Kbps

LAN

Abbreviation for International Organization for Standardization Open
Systems Interconnection reference model. An architecture that
standardizes levels of service and types of interaction for computers that
exchange information through a communications network. The ISO/OSI
reference model separates computer-to-computer communications into
seven protocol layers, or levels; each builds on and relies on the
standards contained in the levels below it. The lowest of the seven layers
deals solely with hardware links; the highest deals with software
interactions at the program level. It is a fundamental blueprint designed
to help guide the creation of hardware and software for networks.

Acronym for ‘Internet service provider’. A company that provides in-
dividuals or companies access to the Internet.

Abbreviation of ‘kilobits per second’. Data transfer speed, as through a
modem or on a network, measured in multiples of 1,000 bits per second.

Acronym for ‘local area network’. A group of computers and other
devices dispersed over a relatively limited area (for example, a building)
and connected by a communications link that enables any device to
interact with any other on the network.

MAC address Abbreviation for ‘media access control’ address. The address that is used for

MAC layer

communication between network adapters on the same subnet. Each
network adapter is manufactured with its own unique MAC address.

Abbreviation for ‘media access control’ layer. The lower of two sub layers
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Mapping

Mbps

Modem

MPPE

Multicast

NAT

Network

Network adapter

Network name

Network printer

Packet

PAP

PC Card

PCI

that make up the data-link layer in the ISO/OSI reference model. The
MAC layer manages access to the physical network, so a protocol like
Ethernet works at this layer.

A process that allows one computer to communicate with a resource
located on another computer on the network. For example, if you want to
access a folder that resides on another computer, you map to that folder,
as long as the computer that holds the folder has been configured to
share it.

Abbreviation of ‘megabits per second’. A unit of bandwidth measurement
that defines the speed at which information can be transferred through a
network or Ethernet cable. One megabyte is roughly equivalent to eight
megabits.

A device that transmits and receives information between computers.

Microsoft Point to Point Encryption (MPPE) is a means of representing
Point to Point Protocol (PPP) packets in an encrypted form.

To transmit a single message to a select group of recipients. A simple
example of multicasting is sending an e-mail message to a mailing list.
Teleconferencing and videoconferencing also use multicasting, but
require more robust protocols and networks.

Acronym for ‘network address translation’. The process of converting
between IP addresses used within a private network and Internet IP
addresses. NAT enables all of the computers on a network to share one
IP address.

A collection of two or more computers that are connected to each other
through wired or wireless means. These computers can share access to
the Internet and the use of files, printers, and other equipment.

Also known as a ‘network interface card’ (NIC). An expansion card or
other device used to provide network access to a computer, printer, or
other device.

The single name of a grouping of computers that are linked together to
form a network.

A printer that is not connected directly to a computer, but is instead
connected directly to a network through a wired or wireless connection.

A unit of information transmitted as a whole from one device to another
on a network.

Password Authentication Protocol, the most basic form of authentication,
in which a user’'s name and password are transmitted over a network
and compared to a table of name-password pairs. Typically, the
passwords stored in the table are encrypted. The Basic Authentication
feature built into the HTTP protocol uses PAP.

A peripheral device that adds memory, mass storage, modem capability,
or other networking services to portable computers.

Acronym for ‘Peripheral Component Interconnect’. A specific bus type
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PCI card

PCI expansion slot

PCMCIA

Peer-to-peer network

PING

Plug and Play

Port

PPPOE

PPTP

PPTP

Profile

Protocol

Resource

Restore factory defaults

designed to be used with devices that have high bandwidth require-
ments.

A card designed to fit into a PCI expansion slot in a personal computer.
PCI cards provide additional functionality; for example, two types of PCI
cards are video adapters and network interface cards. See PCI.

A connection socket designed to accommodate PCI cards.

Acronym for ‘Personal Computer Memory Card International As-
sociation’. A non-profit organization of manufacturers and vendors
formed to promote a common technical standard for PC Card-based
peripherals and the slot designed to hold them, primarily on portable
computers and intelligent electronic devices.

A network of two or more computers that communicate without using a
central server. This lack of reliance on a server differentiates a peer-to-
peer network from a client/server network.

A protocol for testing whether a particular computer is connected to the
Internet by sending a packet to the computer’s IP address and waiting for
a response.

A set of specifications that allows a computer to automatically detect and
configure various peripheral devices, such as monitors, modems, and
printers.

A physical connection through which data is transferred between a
computer and other devices (such as a monitor, modem, or printer), a
network, or another computer. Also, a software channel for network
communications.

Acronym for ‘Point-to-Point Protocol over Ethernet’. A specification for
connecting users on an Ethernet network to the Internet by using a
broadband connection (typically through a DSL modem).

IP Security, a set of protocols developed to support secure exchange of
packets at the IP layer. IPsec has been deployed widely to implement
Virtual Private Networks (VPNs).

Point-to-Point Tunneling Protocol, a technology for creating Virtual Pri-
vate Networks (VPNs). Because the Internet is essentially an open net-
work, the Point-to-Point Tunneling Protocol (PPTP) is used to ensure
that messages transmitted from one VPN node to another are secure.
With PPTP, users can dial in to their corporate network via the Internet.

A computer-based record that contains an individual network’s software
settings and identification information.

A set of rules that computers use to communicate with each other over a
network.

Any type of hardware (such as a modem or printer) or software (such as
an application, file, or game) that users can share on a network.
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RJ-11 connector

RJ-45 connector

Server

Shared folder

Shared printer

Sharing

SNTP

SSID

Static IP address

Straight-through cable

Subnet

Subnet mask

Switch

Switched network

Switching

The term used to describe the process of erasing your base station’s
current settings to restore factory settings. You accomplish this by
pressing the Reset button and holding it for five or more seconds. Note
that this is different from resetting the base station.

An attachment used to join a telephone line to a device such as a
modem or the external telephone lines.

An attachment found on the ends of all Ethernet cables that connects
Ethernet (wired) cables to other devices and computers

A computer that provides shared resources, such as storage space or
processing power, to network users.

A folder (on a computer) that has been made available for other people
to use on a network.

A printer (connected to a computer) that has been made available for
other people to use on a network.

To make the resources associated with one computer available to users
of other computers on a network.

Acronym for ‘Simple Network Time Protocol’. A protocol that enables
client computers to synchronize their clocks with a time server over the
Internet.

Acronym for ‘Service Set Identifier’, also known as a wireless network
name. An SSID value uniquely identifies your network and is case sen-
sitive.

A permanent Internet address of a computer (assigned by an ISP).

A type of cable that facilitates network communications. An Ethernet
cable comes in a couple of flavors. There is twisted pair, and coax
Ethernet cables. Each of these allow data to travel at 10Mbit per second.
Unlike the Crossover cable, straight-through cable has the same order of
pin contacts on each end-plug of the cable.

A distinct network that forms part of a larger computer network. Subnets
are connected through routers and can use a shared network address to
connect to the Internet.

Typically, a subnet may represent all the machines at one geographic
location, in one building, or on the same local area network (LAN).
Having an organization’s network divided into subnets allows it to be
connected to the Internet with a single shared network address. Similar
in form to an IP address and typically provided by an ISP. An example of
a subnet mask value is 255.255.0.0.

A central device that functions similarly to a hub, forwarding packets to
specific ports rather than broadcasting every packet to every port. A
switch is more efficient when used on a high-volume network.

A communications network that uses switching to establish a connection
between parties.
A communications method that uses temporary rather than permanent
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TCP/IP

Throughput

usSB

USB adapter

USB connector

USB port
UTP

Virtual server

VPN

WAN

Wi-Fi

Wireless

Wireless access point

connections to establish a link or to route information between two
parties. In computer networks, message switching and packet switching
allow any two parties to exchange information. Messages are routed
(switched) through intermediary stations that together serve to connect
the sender and the receiver.

Acronym for ‘Transmission Control Protocol/Internet Protocol’. A
networking protocol that allows computers to communicate across in-
terconnected networks and the Internet. Every computer on the Internet
communicates by using TCP/IP.

The data transfer rate of a network, measured as the number of kilobytes
per second transmitted.

Acronym for ‘universal serial bus’. USB (Universal Serial Bus) is a plug-
and-play interface between a computer and add-on devices (such as
audio players, joysticks, keyboards, telephones, scanners, and printers).
With USB, a new device can be added to your computer without having
to add an adapter card or even having to turn the computer off.

A device that connects to a USB port.

The plug end of the USB cable that is connected to a USB port. It is
about half an inch wide, rectangular and somewhat flat.

A rectangular slot in a computer into which a USB connector is inserted.

Acronym for ‘unshielded twisted pair’. A cable that contains one or more
twisted pairs of wires without additional shielding. It's more flexible and
takes less space than a shielded twisted pair (STP) cable, but has less
bandwidth.

One of multiple Web sites running on the same server, each with a
uniqgue domain name and IP address.

A Virtual Private Network (VPN) is a private Network that makes use of
the public telecommunication infrastructure, maintaining privacy through
the use of a tunneling Protocol and security procedures.

Acronym for ‘wide area network’. A geographically widespread network
that might include many linked local area networks.

A term commonly used to mean the wireless 802.11b standard.

Refers to technology that connects computers without the use of wires
and cables. Wireless devices use radio transmission to connect
computers on a network to one another. Radio signals can be transmit-
ted through walls, ceilings, and floors, so you can connect computers
that are in different rooms in the house without physically attaching them
to one another.

A device that exchanges data between wireless computers or between
wireless computers and wired computers on a network.

Wireless network name The single name of a grouping of computers that are linked together to

form a network.
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Wireless security A wireless network encryption mechanism that helps to protect data
transmitted over wireless networks.

WLAN Acronym for wireless local area network. A network that exclusively
relies on wireless technology for device connections.
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