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Lise the horeypod feature carefully as it could interfere with legitimmate 5510 and
prevent clients from associating to another available network,

S510 Management

This window allows you te manage 5510 (create, edit and delete), assign security
parameters and VLAMs on a per 5510 basis, and configure the Web Page Redirect
functionality.

e S0l Eraffic limits [ uaage schedulle

Conflgure paramebers ) e Coniflgure ancryption/authernticallon
Configure RADJUS server

Figrare 137, 5510 Mansgemenit
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Procediire for Managing 55I0=2

Mew 551D Name: To create a now 5510, enter a new 5510 name to the lett
of the Create button {Figure 137), then dick Create. The 5510 name may
only consist of the characters A-Z, a-z, -9, dash, and underscore. You
may create up to 16 S510s.

SSID List (top of page)

q

S5ID: Shows all currently assigred 5510s. When you creale a new S50,
the S50 narme appears n this table. Click any 55100 im this list to select it

Omi: Check this box to acHvate this SSI0 or clear it to desctivate it

Brdcast: Check this box to make the selected 5510 visible to all clients on
the network, Although the Wireless Array will not broadcast 55105 that
arg hidden, clients can still associate to a hidden 5510 if 'I:he}" krowr the
551D name to connect o it Clear this box if you do not want this S5I0 to
e wisible on the nebeock.

Band: Chonse which wireless band the SSIT will be beaconed on. Select
gither 5 CHz==802.11an, 2.4 CHz==802.11bgn ar Both.

VLAN ID f Number: From the pull-down list, select a VLAN that you
wamnt this traffic to be forwarded to on the wired network. Select numeric
to enter the number of a previowsly defined VLAN in the Mumber feld
{see “VLAM:" on page 19%), This siep is optional.
Dof: (Optional) Select a walue in this field for QoS (Caality of Service)
pricrity fltering, The Cab value must be ane of the following:
De=The lowest (oS priocity setting, where (JoS makes its best effort
at filtering and prioritizing data, vides and waolce traffic without

compeomising the performance of the network. Use this setting in
emvironments whene teaffic prioritization is not a concern,

Te=Medium, with QoS pricritization aggregated across all traffic
types.
2—High, normally used o glve prioeity to video traffic
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3—The highest CoS priority setting, normally uzed to glve prioeity to
vodce traffic,
The QoS setting yvou define here will prioritize wireless traffic for this
55110 gver other 5110 traffic, as described in “Understanding (oS Priority
o the Wireless Array” on page 244, The default value for this field iz 2,

i DHCP Pool: If you want to associate an internal DIHCTE pool to this 5510,
choose the pool from the pull=down list. Aninternal DHCP pool must be
created before it can be assigned. To create an internal DHCF pool, go to
"DHCT Server” on page 197.

4. Filter Ligt: If you wish to apply a set a filters to this 5510 traffic, select
the desired Filter List. See “Filters™ on page 344,

10. Authentication: The following authentication options ase available:
Open: This option provides no  authentication and is not
recommended.

RADIUS MAC: Use: an external BEADIUS server to aulthenticale
slations onte the wireless network, based on the user's MAC address.
Accounting for these stations s performed accoeding to the
accounting options that you have configured specifically for this 5510
or globally (see Step 12 below),

-.a If this 551D is en a VLAN, the VLAN mus! have managemeni turned en in
order e pass CHAP suthenbicalion challenges fromm the client station fo The
RADHLS serper

802.1x Authenticates stations onto the wireless network via a
EADIUS server using 302.1x with EAP. The RADIUS server can be
internal (provided by the Wireleas Arrav) or external.

11, Encryptiom: From the pull-down list, choose the encrypiion that will be
Tequired=—specific to this SG[0e—gither Mone, WEF, WPA, WPAZ or
WPA-Both, The MNonme option provides no security and is mot
recommended; WPAZ provides the best practice Wi-Fi security.
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Each 5510 supports anly one encryphion type at 2 Hme (except that WEA
and WPAZ are both supported on an S50 if you select WEA-Both), If you
meed to support other encryption types, vou must define additional
551D, The encryption standard used with WA or WPAZ is selected im
the Security>Clobal Settings window (page 230), For an overview of the
security options, see “Security Planning™ on page 46 and “Understanding
Security™ on page 2R,

XN model Arraus conreot wse e 551D=specific WEP keys specified in #is

step, They can only wse the global WEP keys specified i the Glodal

Settings windetr.

2 Global: Check the checkbox if you want this SSID to use the security

settings established at the global level (refer to “Global Settings" on
page 230} Clear the checkbox #f you want the settings established here to
take precedence. Additional sectons will be displaved to allow vou to
configure encryption, RADIUS, and EADIUS accounting settings. The
WPA Configuration encryplion sellings have the same paramelers as
those described im “Procedure for Configuring Network Security™ on
page 231, The external BADIUS and accounting settings are configuned in
the same way as for an external RADIUS server (see “Procedure for
Configuring an External RAIMUS Server” on page 235). Motz that
external EADIUS servers may be specified using [P addresses or domain
names,
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i - l e e B et -

— Gt Encryption
— Configure Radius, Accounting

' Roaming: Por this 55103, select whether to enable fast roarning between

1APs or Arrays at LI&L3 (Layer I and Layer 3}, at L2 (Layer 2 only), or
disable roaming (OFf). Yoo may only select fast roaming at Layers 2 and 3
if this has been selected in Global Settings (IAF). See “Understanding Fast
Roaming” on page 273,

.. WPE (Web Page Redirect): Check the checkbox to enable the Web Page
Redirect functionality, or clear it to disable this option. If enabled, WFE
configuration felds will be displayed under the SSI1 Limits section. This
feature may be used to provide an alternate mode of authentication, or to
sAmply display a splash screen when a user first associates to the wireless
network, After that, it can (optionally) redirect the user to an aliernate
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UEL. For exampls, zome wireless dewices and users may not have a
correctly configured 802.1x (RATIUS) supplicant, Thilizimg WPR's Web-
based login, wsers may be aothenticated withowt using am S02.1x
supplicant. See “Web Page Redirect Configuration Settings” on page 155
for details of WPE usage and configuration.

E When wueing WPE, it @2 particularly imporkanl fo adhere to the S50
manng restrichions debarled in Step 1,

15, Fallback: Metwork Assurance checks network connectivity for the Array.
When Metwork Assurance detects a failuee, perhaps doe to 2 bad link or
WIS failure, if Fallzack is sef to Disable the Array will aufomatically
disable this 8510, This will disassociate current clients, and prevent new
clients from associating. Since the Array's network connectivity has
failed, this gives clients a chanee to connect to other, operational part: of
the wireless network. Mo changes are made fo WDS configuration. Ses
Step a on page 225 for more information on Metwork Assurance.

The: lower part of the window confains 2 few sections of additional seitings to
comfigure for the currently selected 5510, depending on the values chosen for the
“HSID Limits™ an page 254

“Web Page Redirect Configuration Settings” on page 255

“WPA Configuration SetWings"™ on page 159

“RAIDNUS Configuration Settings” on page 260

S5IT) Limits
See “Group Limits” on page 263 for a discussion of the interaction of SSID limits
and growp limits. To eliminate confusion, we recommend that you configure one
st of limits or the other, but not bath.

¢ Stations: Enter the maximum number of stations allowed on this SS1D.

This step is optional. Mote that the [AP: - Global Settings window alzo
has a station limit option-—Max Station Association per IAP If both

254 Configuring tha Wiralass Amray



Wireless Arcay m

station limits are set, both will be enforced. As soon as elther Llimit =
reached, no new stations can associate unt] some other station has
terminated its association

17, Overall Traffic Choose Unlimited if you do not want to place a
resiricton on the traffic for this 5510, or enler a value in the Packets/Sec
field b force a teaffic restriction.

i Traffic per Station: Choose Unlimited f Vo do not wank o ]:Ilm:: a
restriction on the traffic per station for thiz 53510, or enter a value in the
Packets/Sec feld or the Kbps feld to force a traffic restriction. If vou set
both values, the Areay will enforce the lmit it reaches first.

9. Days Active: Choose Everyday if you want this 5510 to be active svery
day of the week, or select only the specific days that vou want thas 5510 to
ke active. Days that are not checked are considered to be the inactve
daye.

2. Time Active: Choose Always if vou want this 5510 active without
interruption, or enter values in the Time On and Time OFF fields to limit
the time that this 5510 is active.

1. To delete 5510, click their Delete buttons.

11 Click Save changes to flash i you wizh o make veour changes
[PermareTt.

Web Fape Redirect Configuration Settings

If you enable WPR, the 5510 Management window displays additional fields that
must be configured. For example configurations and complete examples, please
see the Xirmus Web Page Bediret Applicetion Note in the Xirms Brsouree Cenfer

If emabled, WI'E displays a splash or login page when a user associates to the
wiraless network and opens a browser to any URL (provided the URL does not
point to a resource directly on the wser’s maching). The user-requested UEL is
captured, the user’s browser is redirected to the splash or login page, and then the
browser is redirected either to your specified landing page, if any, or elze back to
the captured URL. The landing page may be specified for 2 user group as well.
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Sep “Group Management” on page 266, Note that if you change the manageenent
HTTPS port, WPE uses that port, too. See "HTTPS" on page 124,
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Fagure L3, WT'K Interral Splash Fage Fields (53510 Management)

Mote that when users roam bebween Arrays, their WPE Authentication will
follow: them so that re-authentication is nat required.

You may select among five different modes for use of the Web Page Redirect
feature, each displaving a different set of parameters that must be entered.

= Internal Login page
This option displays a login page (reslding on the Array) instead of the
first user-requested URL. There is an upload function that allows you to
replace the default login page, if you wish., Please see "Web Page
Redirect” on page 368 for more information,

T set up internal legin, ==t Server to Internal Login, Set HTTPS to On
for a secure login, or select O to wse HTTE. You may also customnize the
login page writh logo and background images and header and foober text.
See “Customizing an Internal Login or Splash page” on page 158,

The uger name and password are obtained by the login page, and

authentication occurs according fo your configured authentication
information  (starting with Step 10 on pagel5] above). These
authentication parameters are configured as described i “Procedure for
Configuring Memwork Security™ on page 231
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After authentication, the browser (3 redirecied back to the captured URL.
If you want the user redirected to a specific landing page instead, erter its
address in Landing Page URL,

a Fotk the Intermal Login and External Login eptions of WPR perform
aulhentication using vour configured RADILS servers.

#  Internal Splath page

This option displays a splash page imstead of the first wser-requested
UEL. The splash page files reside on the Armay, Mote that there is an
upload function that allows you to replace the default splash page, if vou
wish. Please see “Web Page Redirect” on page 365 for more information.
You may also customize the splash page with loge and backgrownd
images and header and footer text. See "Customizing an Internal Login or
Splash page” on page 258,

T use an internal splash page, sel Server to Internal Splash. Enter a
valug in the Timeout field to define how many ssconds the splash screen
J'sd.ispla!.'u.l bEEnretlmanuu!,m.mhdHﬂﬂtuPrEvmtﬂm]uﬁefﬂm
Hming out automatically. After the splach page, the user is redirected to
the captured URL. If vou want the user redisected to a specific landing
page instead, enter its address in Landing Page URL.

*  External Login page
This option redirects the user te a login page on an external web server
for authentication, instead of the first wser-requested URL. Login
information (user mame and password) must be obtained by that page,
and returned to the Armay for authentication,

Authentication occcurs  asccording  to your configpured RADIUS
information. These parameters are configured a3 described in “Procedure
for Configuring Metwork Security”™ on page 231, except that the RADILS
Authentication Type i5 selected here, as described below, After
authentication, the browser is redirected back to the captured UEL. If you
want the user redirected to a specific landing page instead, enter its
address in Landing Page URL.

Canfiguring the Wirelass Array 257



m Wireless Array

To set up external login page uszape, sat Server to External Login Enter
the URL of the external web server in Kedireet URL, and enter that
server’s shared secret in Hedirect Secrel,

Select the RADIUS Authentication Type. This is the protocel used for
aulhentication of users, CHAF or PAPF (the default).

PAP (Password Authentication Protocol), is a simple protocol. PAP
transmnits  ASCIl passwords over the network “in the clear”
(unencrypled) and is therefone considered insecure.
CHAF (Challenge-Handchake Authentication Protocol) iz a more
secure Frotocol, The login reguest is sent using a one-way hash
function.

External Splash page

This option displayvs a splash page instead of the first user-reguested

URL. The splash page files reside on an external web server,

T 2ot up external splash page wsage, set Server io External Splash. Enter
the UEL of the external web server in Kedirect URL, and enter that
server's shared secret in Redirect Secret.

After the splash page, the user is redirected to the captured URL. If you
want the user redirected to a specific landing page instead, enter its
address in Landing Page URL.

Landing Page Only
This option redirects the user to a specific landing page. If vou select this
option, enter the desired address in Landing Page URL.

Customdzing an Internal Login or Splash page
You may customize these pages with a logo and/or background image, and
header and for footer text, as shown below in Figure 140
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Figure 140 Castomizng an Intemal Login or Splash Fage

©  Backpground Image=—specify an optional jpe,. gif. or prg file to display in
the background of the page. Other customizations (logo, header, footer)
will ewerlay the background, so that it will not be visible in those areas.

*  Logo Image—specify an optional jpg; gif, or prg file to display at the top
of the page.

= Header Text File=——specify an optional .t file to display at the top of the
page (beneath the logo, if any),

*  Footer Text File—speciiy an optional .txt file to display at the bottom of
the page.

WPA Configuration Settings

If vou set Emeryption for this 5510 to one of the WPA selectons (Step 11 on
page 251} and vou did not check the Glabkal checkbox (Step 12, this section will
be displayed. The WPA Configuration encryption settings have the same
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pararmeters a8 those described in “Procedure for Configuring Metwork Security”
on page 231

RADIUS Configuration Settings

The RATNLIS settings section will be displayed if vou set Authentication (Step 10
on page 251) to RADIUS MAC and vou did not check the Glebal checkbox (Step
12}, This means that you wish to set up a RADIUS server to be used for this
particular 3510, If Global iz checked, then the sscurity settings (including the
RADIUS server, if any) established at the global level are used instead (see

“Global Settings" on page 230].

The RADIUS and acopunting settings are configured in the same way as for an
external RADIUS server {see “Procedure for Configuring an External EADIUS
Server” on page 235).

See Alse

DHCP Server

External Radius

Gilobal Settings (LAF)

Imternal Radius

Suacu:ri.l]r F‘|:mn:in5

5510

Understanding Qob Priority on the Wireless Array
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Active APs

By defawlt, when a mew 5510 i= created, that 5510 is active on all 1APs, This
windoer allows you to specify which [APs will offer that 55112 Put differently,
vou can specify which 5505 are active on each [AP

This feature 5 useful in conjuncton with WD5S. You may wuse this window to
confipure the WDS link LAPs so that only the WS link 5510 are active on therr.
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Figure 1dl. Sesting Active LAl per SSID

Procedure for Specifying Active [APs

2

S5ITX: For a given 5510 row, check off the JAPs on which that SSIT is to
e active. Lincheck any 1APs which should net offer that SSI0.

All TAPs: This button, m the last column, may be wsed to desyy this 5510
on all IAPs. Click again to activate the 5510 on all TAT's,

All 551Ds: Thiz button, in the bottom row, may be used o activate all
551Dk on this IAF. Click again to deny all 5510 on this [AF.

Teggle All: This button, on the lower left, may be used to deny all S5IDs
on all ITAPs. Click again to activate all 55103 on all LA s,

Chick Save changes to flash if you wish to make yvour changes
Permanemnk,
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Per5S810 Access Control List

This window allows vou to enable or dizable the use of the perS5I0 Access
Control List {&CL), which controls whether a station with a particular MAC
address may associate to this S50, You may create access control list entries and
delete existing entries, and control the type of List.

There is one ACL per 5510, and you may select whether its type is an Allow List
or & Deny List, or whether use of this list is disabled. You may create up to 1000
eniries per 55100,

There iz also a global ACL {see "Access Control List” on page 227). If the same

MAC address is listed in both the global ACL and in an 55I0s ACL, and if either
ACL would deny that station access to that 5510, then access will be demied
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Figure T4Z Fer-S5000 Acreis Contral Lis

Procedure for Configuring Access Contrel Lists
1. S5Ix Salact the 5510 whose ACL you wish to manage.

Access Contrel List Type: Select Dizabled to dizable uze of the Access
Control List for this 5510, or select the ACL type—either Allow List or
Deny List

Allew List Only allows the listed MAC addresses to associate to
the Array. All others are denied.

[ ]
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+  Deny List Denbes the listed MAC addresses permission to
associate to the Array. All others are allowed.

e I addition fo these bists, other outhmbication methods (for
example, RADNUS) are stll enforced for users.

1. MAC Address: If you wanl 1o add a MAC address to the ACL, snter the
miew MAC address here, then click the Add button. The MAC address is
added to the ACL. You may wse a wildcard (*) for ore or more digits bo
match a range of addresses. Delete: You may delete selected MAC
addresses from this list by clicking their Delete buttons.

L. Delete All: This button, on the upper left, may be used to delete all the
MAC entries in an ACL.

Click Save changes to flash if you wish to make your changes
permanent.
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Groups

This is a statusonly window that allows you to review user (e, wireless client)
Group assignments. It inclodes the group name, Radivs 1D, Device ID, VLAN [Ds
and (oS parameters and roaming laver defined for each group, and DHCF pools
and web page redirect information defined for the group. You may cick on a
group’s name to jump to the edit page for the group, There are no configuration
options avallable on this page, but f you are experiencing problems or reviewing
Eroup mansgemenl pararmelers, vou may wanl 1o prinl this page lor voor records.
The Limits section of this window shows any limitations configured for your
defined groups. For example, this window shows the current state of a group
{enabled or disabled), how much group and per-station traffle 12 allowed, Hme on
and tieme off, and days on and off.

For mformation to help you understand groups, see Understanding Groups
below, For an in-depth discession, please see the Xirrug User Groups Application
Nate in the Xreriis Hesodires Cenfer
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Figrare 143, Groups
Understanding Groups

User groups allow administrators to assign specific network parameters to users
{wireless clients) through EADIUS privileges rather than having to map users to
an S50 tailored for that set of privileges. Groups provide flexible control over
user privileges without the need to create large numbers of 5510w,
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A proup allows you to define a set of parameter values to be applied to selected
users, For example, you might defime the user group Students, and set its VLAN,
security parameters, web page redirect (WPR), and traffic limits When a new user
is created, you can apply all of these settings just by making the user a member of
the group, The group allows you to apply a uniform configuration to a set of users
Im additicn, you can nestrict the group so that it only applies its settings to group
members who are connecting wsing a specific device type, such as ifad or phone.
Thus, you could define a group named Student-Phone with Device 1D set to
Fheone, and set the group’s VLAN Number to 100. This group’s settings will only
be applied to group members who connect wsing a phone, and they will all use
VLAN 100. Mute that settings for the group in the RADIUS server will override
any seitings on this WMMI page.

Almast all of the parameters that can be set for a group are the same as 5510
paramieters. This allows you o configure features at the user group level, rather
than for an entice SSI0. ]':I:].rnu set parameter valwes for an 5[0, and then sater
different values for the same parameters for a user groug, the user group values

have prierity (i.e, group settings will override S5[D settings).

Group names ate case-sensitive and can comtain up to 32 alpharameric characters
{do not include spaces when defining Groups).

Using Groups
User accounls are wsed to aulheaticate wireless cients thal wanl lo associate Lo
the Array. These accounts are established in one of two ways, using the Security>
Internal Radius window or the Secarity> External Radius window. In either
case, you may select o wser group fur the wser, and that user growp’s settings will
apply to the user:

®  Internal Badius—when you add or medify a user enfry, select 3 wser
group to which the wser will belong,

»  External Eadius=—when you add or modify a user account, specify the
Radius 1D for the user group to which the user will belong. This must be
the same Radius [Ty that was entered in the Group Management window,
When the user is authentcated, the external Radius server will send the
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Radiusz [D to the Array. This will allow the Array to ldentify the group to
wihich the wser belongs.

External Radius

Internal Radius

5510s

Undsrstanding QoS Priority on the Wireless Array
Web Page Redirect Configuration Settings
Understanding Fast Boaming

Group Management
This window allows you to manage groups (create, edit and delete), ascign usage
limits and other parameters on a per group basis, and confipure the Web Page
Redirect functionality.
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Figure 144, Larowp Managenssend

Procedure for Managing Gronps
1. Mew Group Name: To creale 3 hew group, snler 3 new gRoUD hane fext
b the Create button, then click Create, You may create up to 16 groups,

To configure and enable this group, procesd with the following steps.

:, Group: This column lists currently defined groups. When you create 3
new group, the group name appears in this list. Click on any group to
select it, and then proceed to modity it as desired.
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Enabled: Check this box to enable thiz group or leave it blank to disable
it When a group is disabled, users that are members of the group will
behave as if the group did not exist, Tn other words, the options
configured for the S50 will apply to the users, rather than the options
configured for the group,

Eadius ID: Enter & unique Radius [0 for the group, to be used on an
external Radius server When adding a wser account to the external
server, this Badius D value should be entered for the user. When the user
iz authenticated, Radius sends this value to the Array, This tells the Array
that the user is a member of the group having this Radius 1D

Dheviee ID: You may select a dewice type from this drop-down list, for
example, Motebook, phone, iFhone, or Andreid. This allows you to
apply the group settings only if a sfation authenticates as a user that is a
member of the group and the station’s device type matches Device 1D,
Select nene if you do not want to consider the device type. If you have 2
Radius ID you should not enter a Device 1D

VLAN ID: (Optional) From the pull-down list, select 2 VLAN for this
user's traffic o use, Select numeric and enter the number of 3 previoushy
defimed VLAN {see “VLAMNsY on Page 199). This user ;l'l:lup"a. VAN
settings supersede Dhynamic VLAN settings (which are passed to the
Array by the Radius server). To aveld confusion, we recommend that you
avold specilying the VLAN for 4 user in two places.
oS Priarity: (Optional} Select a value in this field for QoS (Caality of
Service) priority filtering. The QoS value must be one of the following:
(==The lowest QoS priority setting, where QoS makes its best effort
at filtering and prioritizing data, video and veice traffic without
compromising the performance of the network. Use this setting in
environments whene traffic prigritization is not a concern.
l=Medium; Qo5 prioritization s aggregated across all traffic types.
Z=—=High, noremally used to give priority to video traffic
3==The highest QoS priority setting, normally used to give priority to
virce traffic,
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The Qo5 setting you define here will priortizs wireless traffic for this
group versus other traffic, as described in “Understanding ChoS Priosiby
o e Wireless Array™ on page 244, The default valwe for this field is 2,

DHCP Peel: (Optional) To associate an internal DHCF pool to this group,
salect Ll from the pull-down list. Only one pool may be assigned. An
imternal DHCP poal must be created before it can be assigned. To create &
DHCF pool, go to "DHCT Server”™ on page 197,

Filter List: (Optiomal) If you wish to apply 2 set of filters to this weer
group’s traffic, select the desired Filter List. See “Fillters” on page 3.

0. Xirrus Koaming (Optional) For this growp, select roaming behavior.
Select L2ELS to enable fast roaming between LAP: or Arrays at Layer 2
and Layer 3. If you select L2, then roaming wses Layer 2 only. You may
only select fast roaming at Layers 2 and 3 if this has been selected in
Global Settings {IAP). You may select O to dizable fast roaming. See
"Understanding Fast Roaming”™ on page 273.

I. WPR (Web Fage Redirect): (Optional) Check this box if you wish to
enable the Web Page Bedirect functionality. This will open a Web Page
Redirect details secton in the window, where vour WFPR parameters may
b entered. Thiz festure may be used to display a eplazh acreen when a
user first associates to the wireless network. After that, it can (optionally)
redirect the user to an altermate UIRL. See “Web Page Redirect
Configuration Settings™ on page 255 for defsils of WPE usage and
configuration. Note that the Group Management window only allows
you to set up an Internal Splash page and 2 Landing Page URL The
authentication options that are offered on the 5510 Management page are
nok offered here. Since the group membership of a user is provided to the
Array by a Radius server, this means the wser has already been
aulhenticated.

Group Limits

The Limnits sectiom allows youa to limit the traffic or cormection times allowed for
this user group, Mote that the IAPs==Clobal Settings window and the 5510
management windows also have options o limit the number of stations, limit
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traffic, and for limit conmection times. 1f limits are set in moee than ene place, all

#  As goon as any station limit is reached, no new stations can associate until
sorme other station has terminated its asspcation.

@ Aszscon as any traffic limit is reached, it is enforced.

®  If any commection date/time restriction applies, it is enforoed.
You can picture this as a logical AND of all restrictions. For example, suppose that
a station’s 5510 is available MTWTE between 5:00am and 5:00pm, and the User

Group iz available MWE between 600am and 800pm, then the station will be
allowed om MW between S0, and S00pm,

To eliminate confusion, we recommend that you configure one set of limits or the
other, bt nok btk

.. Stations; Enter the maximum number of stations allowed on this group.
The defaulf is 1536,

i Dwerall Traffie: Check the Unlimited checkbox if you do not want to
place a restriction on the traffic for this group, or enter a value in the
Packets/Sec field and make mare that the Unlimited box is unchecked to
force a traffic restriction.

I Traffie per Station: Check the Unlimited checkiex if you do not wank bo
place & restriction on the traffic per station for this group, or enfer a value
im the Packets/Sec or Kbps Aeld and make sure that the Unlimited box is
unchecked to force a traffic restriction,

Drays Active: Choose Everyday if you want this group to be active every
day of the week, or sslect only the specific days that you want this group
to ke active. Days that are not checked are considered to be the inactive
days.

16. Time Actve: Choose Always If you want this group active without
Interruplion, or enter valwes im the Time On and Timve OFf felds to limil
the time that group mernbers may associate,

un

7. To delete an entry, click its Delete button
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15 Click Save changes te f{lash i you wizh to make your changes

permanent.

See Alsp

DHCP Server
External Radius
[nternal Radias
Security Planning
5510
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IAPs

This stetus-only window summarizes the stabes of the Integrated Access Points
{radios). For aach IAP, it shows whether it is up or down, the channel and wireless
mode, the antenna that it is currently using, its cell size and transmit and receive
poves, how many weers (stations) are currently associated to it, whether it is past
of a WDS link, and its MAC address.
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Pigure 145, 1AFs

The Channel column displaye some status information that is not found
elsewhere: the source of a channel settimg. (Figure 146) 1If you set a chanmel
manually {(via [AF Settings), it will be labeled as manual next to the chanmel
rumber (Figure 146), IF an autochanne] operation changed a channel, then it is
labeled as aate. If the channel s set to the current factory default setting, the
source will be default This column also shows whether the charnel selection is
locked, or whether the [AF was automatically switched to this channel because
the Array detected the signature of radar in operstion on 3 condflichng channel
(see also, Step 8 on page T8I).

There are no configuration options in this window, but if vou are experiencing
problems or simply reviewing the LTAP assignmients, you may print this window
for yvour records. Click any IAP name to open the associated configuration page.
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Tagure 146. Sourre of Channel Setting

Arrays have a last roarning feature, allowing them to maintain sessions for
applications such as veice, even while users cross boundaries bebween Arrays.
Fast roaming is set up in the Global Settings (LAF) window and is discussed in:
&  “Understanding Fast Roaming™ on page I73
[APe are configured using the following windows:
“1AF Settings" an page 274
“Global Settings (1APY” on page 280
*Global Settings .11an” on page 293
“Global Settings 11bgn” on page 298
“Global Settings . 1In" en page 304
"Advanced RF Settings™ on page 313
“LED Setting=" on page 334
“DSCEF Mappings™ an page 335
“Roaming Assist” on page 336

Ser Al

LAP Statistics Summary
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Understanding Fast Reaming

T munintain sessions for real-tirne data traffic, such as voice and video, users moust
be able to mainfain the same [P address through the entire session. With
traditicnal networks, if o user crosses VILAN or subnet boundaries (i.e., roaming
between domains), a new [P address must be aobiained.

Mobile wireless users are likely to cross multiple roaming domains during a
single session (especially wireless users of YolP phones). Layer 3 roaming allows
A user to maintain the same [F address through an entire real-lime data session.
The user may be arsociated to any of the VLANE defined an the Array. The Layer
3 session is maintzined by establishing a tunnel back to the originating Array. You
should decide whether or not to use Layer 3 roaming based on your wired
network design. Layer 3 roaming incurs extra overhead and may result in
additianal traffle delays.

Fast Roaming is configured on bwo pages. To enable the fast roaming options that
you want to make available on your Array, see Step 2B to Step 30 in “Global
Settings (LAF)” an page 280, To choose which of the enabled optons are used by
an 5510 or Group, see “Procedure for Managing 550" on page 250 (Step 13) or
“Procedure for Managing Groups” on page 266.
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AP Settings

This window allows you to enable/dwakle 1AFs, define the wireless mode for
each TAP, specify the channel to be used and the cell size for each TAP. lock the
channel selection, establish transmit/receive parameters, select antermins, and
reset channels, Buttons at the bottom of the list allow you to Reset Channels,
Enable All IAPs, or Disable All LAPs. When finizhed, click Save changes to flash
if you wish to make vour changes permanent.
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Figrare 147, IAF Settngs

ou may also access this window by clicking on the Array image at the lower left
of the WM window=—click the orange Xirrus logo in the center of the Array. See
“User Interface™ on page BE,

Procedure for Aute Configuring [APs

You can aute-configure channel and cell size of radics by clicking on the Aatoe
Configure button: on the relevant WMI page {aute configuration only applies to
enabled radics):

For all radios, goto “Advanced EF Settings" on page 313.

For all 802.11a settings, po to “Glebal Settings 1lan” on page 293,

For all 802.11bg settings, go to “Global Settings .11bgn”™ on page 298

For all 302.11n settings, go to “Global Settings . 11n" on page 304.
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Procedure for Manually Configuring [APs

In the Enabled colummn, check the box for an IAP to enable it, or uncheck
the box if you want to disable the LAF.

In the Band columnn, select the wireless band for this TAF fromm the choices
available in the pull-down menu, either L4GHz or 5 GHz Choosing the
BGHz band will automatically select an adjacent channel for bonding. If
the band displayed is aute, the Band is about o be changed based on a
new Channel selection that you made that requires the change.

One of the TAP: must Be set to monitor mode o support Spectmum
Analyzer, Radio Assurance (loopback testing), and Intrusion Detection
features.

v For XNI6 Ay anly—

The XN1& allotes up to 12 [APs to opevafr as 5 GHz==802.1Tan radios
concurrently rsing inlernal antennaz. Do not 20t Mode e 5 GHz jor more
than 12 1APs urless yon are using external antennas, Please contact Kirrus
Ceustomer Support for details,

1. In the WiFi Meode column, select the JEEE B02.11 wireless mode (or
combination] that you want to allow on this AP, The drop-dewn List will
only display the appropriate choices for the selected Band. For example,
the 5 GHz band allows vou to select an, a-only, or n-only, while 24CHz
also includes 80211k and 802.11g choices. When you select a WiFi Mode
for an IAF, your selection in the Channel colurmn will ke checked to
ensure that it is a valid choice for that WiFi Mode.

By selecting appropriate WiFl Modes for the radics on your Arrays, you
can greatly improve wireless network performance. Por example, if you
have 02.11b and &02.11n stations using the sarme TAF, throughput on that
radio is reduced greatly for the 802.11n stations. By supporting 802,11k
stations only on selected radios in your netwark, the rest of your 30211
or 1In radies: will have greatly improved performance. Take care to
ensure that your nebwork provides adequate coverage for the types of
stations that you nesd to suppaort
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In the Channel column, select the channe! you want this IAP o use from
the chanmels available in the pull-down list, The list shows the channels
available for the TAP selected (dependimg om which band the TAP is
using). Channels that are showmn in color indicate conditions that you
meed to keep in mind;

RED—Usage iz not recommended, for example, because of overlap
with neighboring radios.

YELLOW==The channel has less than gptimum separation (seme
:Il,-p'-l:: af :l'lﬂ:l’]ﬂP' with m:i;H:uﬁn; radigs].

GREAY—The chanrel i3 already in wse.

The channels that are available for assignment o an LAP will differ,
depending on the country of operation. If Coundry is set to United Stabes
in the Global S:I.'l'i.nE:: {IAF) window, then 71 channels are available to
B2 11an radios.

As seeradated by FOCAC L, Arvaye conbinually sean for signadures of
rader. If siuch a signature iz detected, the Areay will swibch operation from
confTicking channels o new ones, The Areay will switch back be fhe eriginal
chanrel after 30 mimstes if the channel @5 dear If @ radie was furned of
becanse there roere no auailable chiarorels mot affeched by radar, B Array will
o bring that radie back wp after 20 pdnutes if that chamel i3 dlear. The 30
minute tome frame complies with FOUAC regulations.

The Bond column works tesether with the channel bonding options
selected on the Global Settings 11n page, Also see the discussion of
B02.11n bonding in “Channel Bonding™ on page 39.

Channel number—If a channel number appears, then this channel is
already bonded to the listed channel

O nost bond his chanmiel o ansther chanmel.

O Bond this channel bo an adjacent channel, The bonded channel
is selected automatically by the Areay based on the Channel {Step 3L
The choice of banded channel is static—fixed once the selection is
made,
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+1—Bond this channel to the next higher channel number Auto
Charne]l bonding does not apply. This option is enly available for
sorne of the chanmels.
l==Bond thiz channel to the next lower chanmel number. Auto
Channel bending does not apply Thiz option is only available for
some of the channels.
Click the Lock check box if vou want to lock in your channel selection 2o
that an autocharmel operation (see Advanced BF Seitings) can’t change it.

£ In the Cell Size column, select auto to allow the optimal cell size to be
autormatically computed (see also, “RF Power & Sensitivity” on page 316)
To zet the cell size yoursell, choose either small, medium, large, or max bo
use the desired pre-configured cell size, or choose manual to define the
wirgless cell size manually. If you choose Marual, you must specify the
transmit and receive power=—in dfi=—in the Tx dBm (transmif) and Rx
dBm (recsive) fields. The default is max. If you select 2 value other than
auto, the coll sire will mot be affected b}rne{l wre auh::nnﬁ;mh. Mote
that wltrs lew power Tx dBm setfings are possible. Values from -15dE to

5dB are provided specifically to hely in high density 24 GHz
environments,

When other Arrays are within listening range of this one, setting cell sizes
to Aute allows the Array to change cell sizes so that coverage bebween
cells is maintained. Each cell size b oplimized to lmit interference
between sectors of other Arrays on the same channel. This eliminates the
nieed for a network administrator to manually une the size of each cell
when installing mualtiple Arrays. In the event that an Array or a radio
goes offline, an adjacent Array can increase its cell size to help
compensate.

The number of wsers and their applications are major drivers of
bandwidth requirements. The network architect must acoount for the
nurmiber of upers within the Arvay's cell diameter, Ina large office, or if
multiple Arrays are in use, you may choose Small cells to achieve a
higher data rate, since walls and other objects will not define the cells
maturally.
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Foer addittenal infarmation about cell sizes, po to “Coverage and Capacity
Plarning” on page 28,

If you are using W5 to provide backhaul over an extended distance, use
WDS Dist. (Miles) to prevent tmeout problems associated with long
lransrmbssion lemes. Sel the approximale distance in miles between this
[AF and the connmected Array in this column. This increases the waitl Hme
for frame transmission accordimgly.

In the Antenna Select column, chooss the antenna you want this radic to
use from the pull-down List, The list of available antennas will be different
{or no chotces will be avallable), depending on the Array model and on
thie wireless mode you selected for the TAT

If desired, enter a description for thas LAF in the Description field.
You may reset all of the enabled [AP: by clicking the Reset Chanmels

button at the bottom of the list. A message will inform you that all
enabled radios have been faken down and brought back up.
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- Buttons at the bottom of the list allow you to Enable All IAPs or Disable

All TAPs.

L Click Save changes to flash if you wish to make your changes

permanemt.

Coverage and Capacity Planning
Global Settings (TAF)
Global Settings 11an
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Global Settings 11bgn
Global Settings. . 11n

TAPs
AT Statistics Surnmary

LED Settings
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This wirdew allows you b establish global [AP setingsz. Global [AP settings
imclude enabling or disabling all LAPs (regardless of thelr operating mode), and
chamging settings for beacoms, station management, and adwvanced traffic
optmizatior—including multicast processing, load balancing, and roaming.
Changes you make on this page are applied to all LAPs, without exception.

Procedure for Configuring Global IAP Settings

ey Some of the features belots, such as Load Balmsing, are only angilable if the
Array's license includes the Xirrus Advanced RF Performance Manager
(RPM). If @ settong is sovevailable (grawed out), then your beense does mof
eitpport the feature. See “About Livensing and Upyrndes” on pge 361.

Country: This is a display-only value. Once a country has been set, it may
nok be changed.

The charmels that are available for assignment fo an IAP will differ,
depending on the country of operation. If Country is set to United States,
then 21 chanmels are available for 802.11a/n.

Ii e country iz displayed, the chanmnel 2et defaults bo channels and power
lewels that are legal worldwide=—this set only includes the lower eight 5
i=Hz chanmels,

1. 1TAP Ceniral: Click on the Enable All IAPs button to enable all [AFs for
this Array, or click on the Disable All IAPs bution to disable all TAPs.

Shert Retries: This sets the maximum number of transmission attempts
for a frame, the length of which is less than or equal to the RTS Threshold,
before a failure conditian s indicated. The default value iz 7. Enter & new
value (1 to 128) in the Short Ketry Limit field if vou want to increase or
decrease this attnbute,

I. Long Retries: This sets the macimum number of transmission attempts
fur a frame, the length of which iz greater than the KTS Threshold, before
a fadhare condition is indicated. The default value i2 4. Enter a new value
{1 te 128} in the Long Retry Limit feld if you want to increase or decrease
this attribute,
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‘Wi-Fi Alllance Bade: Set this On if you need Array behavior to conform
completely o Wi-Fi Alliance standards. This mode is normally set o OFF.

Beacon Configuration

Beacen Interval: When the Array sends a beacon, it includes with it a
beacon interval, which specifies the period of time before it will send the
beacon again. Enter the desired value in the Beacom Interval field,
between 3 oand 1000 Eusecs. A Kusec i 1000 micreseconds =
1 millisecond. The value vou enter here 1s applied to all TAPs.

DTIM Period: A DTIM (Delivery Traffic Indication Message) is a signal
sent as part of a keacon by the Array to a client device in sleep mode,
alerting the device to broadcast traffic awaiting delivery. The DTIM
Period is a multiple of the Beacon Interval, and it determines how often
DTIMs are sent out. By default, the DTIM period is 1, which means that it
is the sarne as the beacon interval. Enter the desired multiple, betwesn 1
amd 255, The value yvou enter here is applisd to all IAP:,

802.11h Beacon Support This option enables beacons on all of the
Array's radios to conforen to 30211k requirements, supporting dynamic
frequency selection (DES) and transemit power control (TPC) to satisfy
regulatory requirements for operation in Europe.

WM Power Save: Click On fo enable Wireless: Multimedia Power Save
support, as defined in IEEER)Z.11e. This oplion saves power and
increases batlery lfe by allowing the client device to doze bebween
packets to save power, while the Array buffers downlink frames. The
default setting is Omn.

I WM ACM Video: Click On to enable Wirsless Mulimedia Admission

Contral for vides trafflc. When admission control for video 2 enabled, the
Array evaluate: a video request from a client device against the netwaork
load and channel conditiens. If the metwork bs ot congested, [t accepts
the request and grants the client the enedivem e for its traffic stream
Otherwise, it mejects the request. Some clents comtain sufficient
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Station

intelligerce to decide to efther delay the traffic sivearn, associate with a
different AP, or establish a best-effort teaffic strearn outside the operation
of Wh{M-Admission Control. The default setting iz OFf,

WhiM ACM Vaoice: Click On to enable Wireless Multimedia Admission
Conlrol for vodee calls. When admisslon contral for volice 5 enabled, the
Array evaluates a voice request from a client device against the network
load and channel conditions. If the metwork i not congested, it accepts
the request and grants the client the medium time for its call. Othereise,
it rejects the request, Some dients condain sufficient intelligence to decide
to cither delay the traffic stream, associate with a different AT, or establish
a best-effort traffic stream outside the operation of WMM-Admission
Control. The default setting is OFff.

Management

Station Re-Authenticalion Period: This specifies an interval (in seconds)
for station reauthentications, This is the minirom time period between
station awthentication atbemnpts, enforoed by the Array, This feabure is part
af the Xirres Advanced EF Security Manager (RSM).

» Station Timeout Perlod: Specify a teme (in 2econds) n this field to define

the timeout period for station associations.

| Max Station Association per Array: Thiz option allows: vou o define

howr many station associations are allowed per Array (up o 1280 stations
per Array). Mole that the Max Station Association per IAF limit (below)
may not be exceeded. IF you have an unlicensed Array, this value is set to
1, which sirnply allows you bo test the ability to connect to the Array.

Max Station Assodiation per IAP: This defines how many station
assoclations are allowed per [AP MNote that the S5ID4==55I0
Management window alse has a station limit option—Statlen Limit
(page 254). 1f both station limits are set, both will be enforced. As soon 2
either limit is reached, no new statioms can associate until some other
stafion has terminated its association
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17. Block Inter-Station Traffic: This option allows vou to bleck or allow

16, Max Phenes per LAF: This cption allews yvou to contrel the maxirum

number of phones that are alleowed per TAF The default is set to a
maximam of 16 but you can redwce this nomber, as desired. Enfer a valug
im this field betwsen § (no phones allowed ) and 16,

This admiiesion contrel fealiere appiies enly to Spectraling phomes. I does nal
apply to all VoIP phoses a0 general

traffic between wireless clients that are associated to the Array. Choose
either Yes (bo block traffic) cr Mo (to allow raffic).

i Allew Over Air Management: Chooss Yes to enable management of the

Array via the JAPs, or choose Mo (recommended) to dizable this feature.

Advanced Traffie Oplimization

9 Multicast Processing: This sets how multicast traffic is handled.

Multicast traffic can be received by a nurnber of subscribing stations at
the same time, thus saving a great deal of bandwidth, In some of the
optians below, the Array uses IGCMP snooping to determine the stations
that are subscribed to the multicast traffic. IGMP (Intemet Group
Management Protocol) i= used to establish and manage the membership
of rulticast groups.
Multicast hansdling options are only applicable to fraffic transmitted from
the Array fo wireless stations. Select one of the following options:
Send multicasts unmedified. This is useful when multicast is not
necded because no video or audio streaming is required or when it is
used only for discovering services in the network. Some situations
where you might use this option are:
+  for compatibility with ordinary operstion, Le, there s no
opfimization er modification of multicast traffic,
if you hawe an application where many subscribers need to seo
the multicast—a large emough number that it would be less
efficient to convert to unicast and better just to zend out multicast
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even though it must be sent out at the speed of the slowest
connectind station,
An example of a situation that might benefit from the use of this
made is ghosting all the laptops in a clagsroom using multcast. One
multcast stream at, say, & Mbps i probably more efficient than thirty
unscast streams.

The mext three options convert multicast to unicast. Packets are sent
directly fo the stations at the best possible data rates. This approach
::i!;l'riﬁm'll'l}' improves e i.]uaL'il.-,r af the vaoice and wideo multicast
streams.

Convert to unicast and send unicast packets to all stations, This
may be useful in link-local multicast situations.

Convert to wunicast, snoop IGMF and only send to stations
subscribed (send as multicast if no subscription). This oplon ks
useful when you need to siream vodce of video multicast traffic to all
slations, but some stations are capable of subacribing to muwltcast
groups while other stations are not. The stations that do not subscribe
will not bemefit from conversion to unicast; their video or voice
quality may be compromised.

Convert to unicast, snoop IGME and only send to stations
subseribed (don't send packet i no subseripton). Thiz option i
uwseful im well controlled environments when you need o sineam
vipice or video multicast traffic only to stations that are capable of
subscribing te multicast groups and there is ne need for the rest of the
siations to receive the data stream,

1. Multicast Exclude: This is a list of multicast [P addresses that will not be

subject to multicast-to-unicast conversion. This list is useful on networks
whera applications such as those using multicast Domain Mame Sysiem
(M5} are i use. For example, Apple Bomjour finds local metwork
devices such as printers or gther computers using mI NS, By default, the
list confains the IPvd multicast address for Apple Bonjour miliNS
224.0.0.251.
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To add a new [P address to the list, type it in the top field and click the
Add button bo its right. You raay only enter TP addeesse se—tnst names ane
mik allowed. This is because mDM5 is a link local multicast address, amd
does not requira IGMP to the gateway,

T rernove an enlry, select [ in the list and cdick Delete. To remove all
entries from the list, click Reset

Multicast I'wrm‘rdins

Multicast Porwarding is a Xirrus feature that forwards selected moulticast
traffic between wired VLANs and wireless 551Ds. For example, Apple
devices use mDMNS to advertise and find services, using local network
multicasts that are not routed. This creates an issue when you are wsing
Apple devices on the Wireless LAN, and have other devices that provide
services connected on the wired infrastructure in a different VILAN, for
example, printers and AppleTV devices. One way to address this issue ke
to set up multicast forwarding between the wireless S50 ardd the wired
VLAM, This requires the wired VLAM to be trunked to the Array. Onoe
configured correctly, NS traffic will be forwarded from the specified
wireless network(s) to the specified wired VLANs and vice-versa, subjoect
to any mDNS service filtering defined (Step 23).

Use multicast forwarding together with mualticast VLAM forwarding
(Step 22) and DS filtering (Step 13) to make services available across
VLANS as follows:

In Multicast Forwarding Addresses, emter a Hst of multicast
addresses that you want forwarded, for example, 22400251 (the
multicast address for Bomjour).
Im Mulbcast VLAN Forwarding, enter a hist of YILAN: that
participate in the multicast 'ana:ﬂ.ing.
In MDNS Filter, specify the mIDMS service types that are allowed to
be forwarded.
If you leave this field blank, then there is wo filter, and mNE
packets for all service bypes are pacsed.

286
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+  If you enter service types, then this actz as an allow fltes, and
mDNE packers are passed only for the lsted serpice fupes.

Mote that mDNS filtering may be used to filter the mDNS packet

types that are forwarded within the same VLAN. Also, in conjunction

with multicast forwarding, it may be used to flter the mDNS packet

types that are forwarded across configured VLIANS.

After you have entered these settings, when multicast packets arrive from
the wired network from one of the Multicast Forwarding Addresses on
any VLAMN specified in Multicast VLAN Forwarding, they are forwarded
to the L'urrl,-_l-]:!um:li:lE wirsless S5[D for that VAN .

Multicast packets coming in from the wireless network on an S510 tied to
one of the specified YVLAN: and matching ome of the Multicast
'Fum:rdi'ng Addresses are forwarded to the :p:l;iﬁ:l:l VL0LAM: on the
wirsd network.

Mo modifications are made to the forwarded packets = they are just
forwarded between specified VIANs and associated SS10s.

-E E Xirries :Erm:;fy recnmimerids bhe u.wnf:".-'l'ﬂ:"-.'j F:T}mf',"-r:P El}u?hmunng
msclipeast fordarding. Only allew reguired services do be foruerded.

Cargfully momiter resulls, a5 formarding may floed yeur pefwork wilh
multicast traffic. Experience has shown Bowjour devices to be very chatiy.
Also node Heat since this is link [ocal multicest traffic, i will be sent fo roery
wired port i the VIAN, as IGMP snooping dors aod work with lovk lozal
macltrcast addresses,

To specify Multicast Forwarding Addresses: enter each [P address in the
top firld and click the Add button o its ri.s;'hl. You may I;|-I'l]1|l' enter [Pyd
multicast addresses - hoat names are not allowed. To remove an entry,
salect it in the list and click Delete. To remove all entries from the lst,
click Reset.
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12 Multeast VLAN Forwarding: This 12 a list of V0LARNs that participate in
the multicast forwarding. Please see the description of multicast
forwarding in Step 21 abowe.

E The VLAN: you enter must ke explicitfly defined (see "VLANE" on

page 199) iy order to parficipate in multicast forwarding. In fact, Be Array
dizcards F.:.':hm'.sﬁ'um l.lll:d'gﬁr:l:d' VELANE

To add a new VLAN fo the list, enter its number or name in the top field
and click the Add button to its right. You may enter multiple VLANs at
once, separated by a space. To remove an entry, select it in the list and
click Delete. To remove all entries from the list, click Rezet.

These VLAMNs must be trunked to the Array from the TAM switch, and b
defined on the Array, See “VLAN Management” on page 201 and “55I0
Management”™ on page 249,

a Mede that Malticgst Fernarding and mDNS Filtering capabilities also mork

if both devices are wareless. For ecample, lef's say that AppleTV & uwsing
unreless fo comsect to an 5510 that 2 aeseciated with VLAN 56, and the
wiireless clist 10 on an S50 that i aeseciated with VAN 58 Norsally the
wirelesa cliend wonld wof be able bo use Bovijour bo dizppmer the AppleTV
berawse they are on separate VIANs Bud of yvou add 224.0.0.251 te the
Multicast Forwarding Addresses, then add VIAN: 56 and 58 bo fhe
Multicast VLAN Forwarding fist, them the wireless cliemnt will be able to
dizcomer the A;up{.z]"l.-". In this some scenario you could add .-‘._pp!-r]"l.-" to the
MDNS Filter list g0 that only MDNE packets for the AppleTV sermice fype
weidld be foroaerded betueen VIANS 56 and 58.

Node that all the VLANS that you add fo this list do nod haoe fo be associgted
urth 55100, As an example, sy that AppleTV is on fhe wwired metavork en
VILAN 56, whkale the toireless deoied 5 commecksd fo g S50 Fhat iz
assoctated fo VLAN 58, In thix case, VLAN 56 and 54 need to .E'r.s!qﬁnral' an
the Array but only VLAN 58 needs to be mizociated fo a 5510,

2BE
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15 MDNS Filter: There are many different types of services that may be
specified i multicast query and response packets. The mDMNS Alters let
wou restrict forwarding, so that multicast packets are forwarded only for
the services that you explicitly specify. This list may be used to restrict the
amount of Apple Bonjour multicast traffic forwarding, For example, you
may restrict forwarding to just AppleTV and printing services. Please see
the description of multicast forwarding in Step 71 above.

The MIDNS Filter operates as follows:

If wou leave this field blank, then there s se flter, and mDN3
packels for all service bypes are passed.
If you enter service types. then this acts as an allow filter, and
mIING packets are passed only for the listed service fupes.
To add an mDNS packet type to the list of packets that may be forwarded,
select it from the drop-down list in the lop feld and click the Add button
te its right The drop-down list cffers packet types such as AirTunes,
Apple-TV, iChat, iFhote, iTunes, iTunes-Home-Sharing. Intermet-
Printing. Mobile-Device-5ync, and Secure-Telnet,

For example, to allow mirsoring of an iPad on an Apple-TV, select Apple-
TV.

You may define your own type if you do not see the service vou want in
the drop-down list. Simply enter the mDONS servics name that vou would
like to allow through Custom mDMS packed types must be prefixed with
an underscore, g, _airvidesserver

To remove an entry, select it in the list and dick Delete. To remowve 2l
entries from the list, click Reset.

4. Broadcast Raies: This changes the rates of broadcast traffic semt by the
Array (including beacons). When set to Optimized, cach broadcast or
multicast packet that is transmitied on cach radio is sent ak the lowest
tranzmit rate used by any client aszociated to that radio at that time. This
results in each IAP broadcasting at the highest Array TX data rake that can
be heard by all assoclated stations, improving systern performance. The
rate ks delermired dynamically to ensure the best broadeast femullicast
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performance possible. The benefit s dramatic. Consider a properly
designed network (having -T0db or better everywhere), where virtually
every client should have a B4Mbps connection. Tn this case, broadcasts
and multicasts will all go out at 54Mbps v, the standard rate. Thuas, with
broadcast rate optimization on, broadcasts and multicasts use between
2% and 107 of the bandwidth that they would in Standard mode.

When set to Standard (the default), broadcasts are sent out at the lowest
basic rate only=—Gt Mbps for 5GHz clients, or 1 Mbps for 24GHz clients.
The option you select here is applicd to all TAPs.

Load Balancing: The Xirmus Wireleas Areay supports an automatic load
balancing feature designed bo distribute wireless stations across multple
radios rather than having stations associate to the closest radios with the
strongest signal strength, as they normally would, In wireless netwaorks,
the station decides fo which radio it will associate, The Array cannot
actually force load balancing, however the Array can “encourage”
=tations to associate in a more uniform fashion across all of the radios of
the Areay. Thiz option enables or dizables active load balancing between
the Array LAF:. Por an in-depth discussion, see the Xirmes Station Load
Balancing Application Nebe in the Xirrs Besouree Cester,

If you zelect On and an AP iz overloaded, that LAF will zend an “AP
Full”™ message in response to Probe, Association, or Authenbcstion
requests. This prevents determined clients from forcing their way onlo
overloaded 1APs. Mote that soeme cllents are so determined to associate to
a particular TAF that they will ot try 1o associate to ancther [TAP, and thus
they never get on the network,

Choose Off to disable load balancing,.

.. ARF Filtering: Address Resolution Protocol finds the MAC address of 2

device with a given IP address by sending out a broadcast message
rexquesting this mformation. ARP filtering allows you to reduce the
proliferation of ARF messages by restricting how they are forwarded
across the network

You may select from the following options for handling ARP requests:
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Off: ARP filering bs disabled. ARKP requestz are broadcast to radios
that have stations associated to them

Pass-thra: The Array forwards the ARP request. It passes along only
ARP messages that target the stations that are associated to it This is
the: diefault valoe,

Proxy: The Array replies on behall of the stations that are associated
o it The ARF request is not broadcast to the stations,

Mot that the Array has a broadcast optimization feature that is always on
(it is not l:l;ll'l.'l"ii'l.lm'hl-l:]-. Broadcast optimization restricts all broadeast
packets (not just ARP broadcasts) fo only those radios that need to
forward them. For instanes, if a broadeast comes in fram VLARN 10, and
there are fo VLAN 10 users an a radio, then that radio will not semd ot
that broadcast. This increases available air time for other traffic.

IPwE Filtering: this setting allows blocking of IPvé traffic which may be a
concen for [T managers. The Xirmus Array currently bridges [Pve traffic.
Set [Pvi fillering On if you wish to prevent the forwarding of [Pve
packets through the Array in both directions=—wired network to wireless
and wireless network to wired. The default is Cif,

Xirrus Roaming Laver: Select whether to enable roaming capabilities
between JAP: or Arrays at Layer 2 and 3, or at Layer 2 only. Depending
ot your wired network, you may wish to allow fast poaming at Tayer 3.
This may resull in delayed teaffic,

Xirrus Roaming Mode: This feature utilizes the Xirrus Roaming Protocol
(XRP) ensuring fast and seamless roaming capabilities between [AP: or
Arrays at Layer 2 and Layer 3 (as specifled in Step 300, while maintaining
security. Fast roaming eliminates long delays for re-authentication, thus
supporting time-sensitive applications such as Voice over Wi-Fi (see
“"Understanding Fast Roaming” on page 273 for a discossion of this
feature). XEF uses a discovery process to identify other Xirmus Arrays as
fast roaming targets. This process has teo modes:

Broadcast—ithe Array uses a broadeast techmigue o discover other

Arrays that may be targets for fast roaming,
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Tunneled —in this Layer 3 technique, fast roaming targel Arrays
st be explicitly specified.
To enable fast roaming, choose Broadcast or Tunneled, and set additional
fast roaming attributes (Step 30). To disable fast roaming, choose OFf. If
vou enable Fast Reaming, the following ports cannet be blocked:

Port 22610—reserved for Layer 2 roaming using UDP to share PMK
information betwesn Arrays.
Porte 15000 to 179%9——reserved for Layer 3 roaming (bunneling
bebween subnets).

I Share Roaming Infe With: Three options allow your Array to share
roaming information with all Arrays; just with those that are within
range; or with specifically targeted Arrays. Choose either All, In Range
or Target Only, respectively.

Xirrus Roaming Targets: If yvou chose Target Only, wse this option to
add target MAC addresses. Enter the MAC address of each target
Array, then click on Add (add as many targets as you like). To find a
target’s MAC address, open the Array Info window on the target
Array and lock for LAP MAC Range, then use the starting address of
this range.

T delete a target, select it from the list, then click Delete.

Coverage and Capacity Planning
Global Settings 11an

Global Settings 11bgn

Global Settings .11n

Advanced RF Settings

IAPs

[AP Statistics Surnmary

LELY Settings

[AP Settings
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Global Settings J1an

This window allows vou to establish glokal 302,118 [AP settings. These settings
include defining which $02.11a data rates are supported, enabling or disabling all
E02.11an 1APs, autg-configuration of channel allocations for all #02.11an TAPs,
and specifying the fragmentation and ETS thresholds for all 802.17an [APs.
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Fagure 14% Clobal Settings 1lan

Procedure for Configuring Global 802.11an IAP Settings
802.11a Data Rates: The Array allows you to define which data rates are
supported for all 80211an radios. Select {or desslect) data rates by
clicking in the corresponding Supported and Basic data rate check boxes.
Basic Rate—a wireleas statiom (client) must support this rate in order
o associate,
. hppﬂﬂi Fatpmmdata rates that can be uzed to tranamit to clisnts,
2. Data Kate Presets: The Wireless Array can optimize your B02.11a data
rates automatically, based on range or throughpuat, Click Optiovize Range
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o optimize data pates based on range, or click Optimire Threughput to
optimize data rates based on throughput. The Kestore Defaults button

willl take you hack to the factory default rate settings,

B02.11a [AF Cantrol: Click Enable 802.11a IAPs to enable all 802 11an
1APs for this Array, or click Disable 8302.11a LAPs lo disable all 302 11an
LaPs.

Sope of the feabures Below, such gz Aste Cenfigure for Cell Size and
Channel Configuration, are enly available if the Arvay's lHoense includes the
Xirrus Advanced RF Performance Manager (RPM). If o sefting is
urrrailoble {grayed out), then your license does not support the fonture
Please see “Abowt Licensing nand Upgrades™ on page 361.

Channel Configaration: Click Auwte Configare to instruct the Array to
determine the best channel allocation settings for cach BIZ.11an LAF and
select the channel sutomatically, based on changes in the environment.
This i= the recommended method for 8012 112 channel allocation {s=e “TF
Spectrum Management” on page 318).

Click Factery Defaults if vou wish to instruct the Array to return all 1APs
to their factory preset channels. As of release 8.3, Arrays no longer all use
the same factory preset values for channel assignments. Instead, if the
Array has been deploved for a while and already has data from the
spectrum analyzer and Xirrus Roaming Prolocol about channel usage on
nelghboring arrays, it performs a quick auto channel wsing that
information (without doing a full RF scan) to make an intelligent choice
of channel assignments. If the Array has been rebooted and has no saved
configuration or is just being deployed for the first time, it has no prior
data about its BF envirenmment, In this case, it will pick a set of compatible
charnel assignments af randm.

i e XE-500 amed XE-TOO Serdes Arrays, the Factory Defanlts buttor
will mot restore inpl do meonchor miode. You will meed o restore this setling
manally. Also, pou may nead lo sef Thmeshare Mode apain - aee "EF
Moriter” o page 314,
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The following optons may be salecied for aubo configuration:

Men-Radar: give preference to channels that are not required to use
dynamic frequency selection (DFS) to aveid communicating in the
samne frequency range as some radar (also see Step & on page 257).

Channels Required (0 Use DFS Radar Avoidance in LUSA

36-+40 Non-radar 116+120 DFS required
EERE Mor-radar 114+128 DOF5S required
52+56 DFS required 132+136 DFS required
B4 DF5 required 1494153 Mon-radar

100+104 DFS required 157+161 MWon-radar
108+112 [F5 required

Megotiate: negotiate air-time with other Areays before performing a
full soan.

Full Scam- perform a full traffic scan on all channels on all [APs to
determing the best channel allocation.

Include WDS: autcrmatically assign SGHz to WD client links,

‘EE\_ To use fhe Aule Cell Size J"rn'h-u':. Hhe J'bﬂnl!u.m_g additional settings are
reipicirad:
RF Momitor Mode naist be furned On. See “RF Mowiter” on page 314
Ohte off the radics sst be in mondbar mode with fhe default RedBin sebling

of <95, and all otbey IAPs that weill wse Awbo Call must have Cell Size et fo
avte, Sre “Procedure for Mannally Configuring IAPs"” en page 275,

7. Bet Cell Size: Cell Size may be set globally for all 02 11an IAPs to Aate,
Large, Medium, Small, or Max using the buttons.
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For an overview of BF power and cell size settings, please see “RF Power
ke Sensitivity” on page 316, "Capacity and Cell Sizes” on page 30, and
“Fine Tuming Cell Sizes™ on page 31,

i Auto Cell Periad (seconds): You may et up aute-configuration to run
periodically, readjusting optmal cell slzes jor the current conditions.
Enter a mumber of seconds to specify how aften aute-configuration will
rurn. If vou select Wone, then auto-configuration of cell sizimg will not be
Tun periedically. You do not need bo run Auto Cell often unless there ane a
Iot of changes in the environment. IF the BF enwironment is changing
often, running Auto Cell every twenty-four howrs (86400 seconds) should
ke sutficient). The default value is Nane.

Auto Cell Size Overlap (%) Enter the percentage of cell overlap that will
be allpwied when the Array is determining automatic cell sizes. For 100%.
overlap, the power is adjusted such that neighboring Asrays that hear
each other best will hear each other at -FdB. For (%% overlap, that number
iz A04E. The default valus ix 50°%.

Aute Cell Min Cell Size: Use this setting if you wish to set the minimmumn
oell size that Auto Cell may assign. The values are Default, Large,
Medium, or Small.

Anto Cell Min Tx Power (dBm): Enter the minimum transmit povwer that
the Array can assign to a radio when adjusting sutomatic cell sizes. The
default value is 10,

0. Aute Cell Configuration: Click this button o instruct the Array lo
determine and set the best cell size for each 802.11an TAF whose Cell Size
iz amte on the [AF Sellings window, based on changes im the
envirorimment, This is the recommended method for setting cell size. You
may look at the Tx and FEx values on the TAP Seitings window to view the
oell size sottings that were applied.

I. Fragmentation Threshald: This iz the maximum size for directed data
packets transmitted over the 802 11an radio, Larger frarmes fragment inbo
sgveral packets, their maximum siee defined by the value you enter here,
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Smaller fragmentation numbers can help to “squesze”™ packets through in
nmolsy environments. Enter the desired Fragmentation Threshold value in
this field, Betwesn 256 and 2346,

12, KTS Threshold: The RTS (Reguest To Send) Threshold specifiss the
packel size. Packels larger than the ET5 threshold will wse CT5/RTS prioe
te transmitting the packet—useful for larger packets to help ensure the
success of their transmission. Enter a value bebween 1 and 2347,

a

¢ Alsw
Coverage and Capacity Planning
Global Settings (LAF)
Global Settings . 11bgn
Global Settings .11n
IAPs
AT Statistics Surnemary
Advanced BF Settings
LA Settings
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Global Settings .11bgn
This windew allows vou to establish global 802, 11b/ g IAF settings. These settings
include defining which 802,110 and 302.11g data rates are supported, enabling or
disabling all 802.11b/ g IAPs, auto-configuring §02.11b/g IAP charmel allocations,
and specifying the fragmentation and BTS thresholds for all 802.11b/g IAPs.
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Sortte of the feahures belom, such a2 Asbe Cenfiguere for Cell Size amid
Channel Configuration, are only aoailable if the Array’c lcense includes the

Xirrus Advasced RF Performmsice Masager (RPM) IF o selling is
unarailable {grayed ount), Hen your lomse does pod support fhe fembure,
Please see “Abowt Licensing and Upgrades™ on page 301,
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Proceduire for Configuring Glebal 802110/ [AP Settings

$02.11g Data Rates: The Array allows you to define which data rates are
supported for all 802.11g radios. Select (or deselect) 11g data rates by
clicking in the corresponding Supperted and Basic data rate check boxes.

Basic Rate=—a wireless station (client) must support this rate in
order o associate,

Supported Rate——data rates that can be used to transmit bo
clents,

I BOL11E Dwata Rates: This task is similar to Step 1, bur these data rates
apply only to 802, 11b LAPS,

Drata Rate Presets: The Wireless Array can optimize your 802.11b/g data
rates automatically, based on range or throughput, Click Optiovize Range
button to optimize data rates based on ramge, or click on the Oplimize
Threughput fo optimize data rafes based on throughput BRestore
Defaults will take you back to the factory default rate settings.

I BOL1Ikfg IAP Comtrel: Click Emable All 30211k/g IAPs to enable all
80211k g TAPs for this Array, or click Disable All 802.1ib/g IAPs to
disable them.,

Channel Configuration: Click Aute Configure to instruct the Array to
determine the best channel allocation settings for each 50211k g TAF and
select the channel automatically, based on changes in the ervironment.
This is the recommended method for chanmel allocaton (see “EF
Spectrum Management” on page 118),

Click Factory Defaults if vou wish to instruct the Array to return all JAPs
to their factory preset channels. Az of releaze 6.3, Arrays no longer all use
the same factory preset valwes for channel assignments. Instead, if the
Array has been deploved for a while and already has data from the
spectrum analyzer and Xirrus Roaming Protocol about channel wsage on
neighboring arrays, it performs a quick auto charnmel wsing that
information (without doing a full EF scan) to make an intelligent choice
of channel assignments, If the Array has been rebooted and has no saved
configuration or i3 just being deployed for the first Hime, it has no prior
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data about itz BF environmendt. [n this case, it will pick a set of compatible
charmel assignments at random.

E. O the XE-500 and XR-1000 Series Arvays, the Factory Defaults bubten

E,

will ot restore tapd do weoribor mode. You will meed bo restore this sething
mamually. Also, you may need to set Timeshare Mode again - see “RF
Sorfbar® on page 314.

The following options may be selected for aube configuration:

Megotiate: negotiate air-time with other Arrays before performing a
full scan.

Full Scam: perform a full fraffic scan on all channels on all TAPE to
determine the best channel allocation.

Nen-Radar: give preference to channels without radar-detect. See
table in “Procedure for Configuring Global 802 11an JAF Setlings" on

page 293,
Include WDS: automatically assign SCHz to WS client links.

To use the Aube Cell Size feabure, the folloswimng additional sellings are
requrred:

RF Mesiter Mode st be furned On, S# “RI Mowiter” or page 314
i of the rodios wrst be in moniter mode with the defoult RxdBw setting

of =95, and all other [APs that el wese Awtn Cell vt lrve Cell Size st fo
aute, Zee “Procedure for Mannally Configrering LAPs"™ on page 275,

Set Cell Size/ Autoconfigure: Cell Size may be set globally for all
BOL11be/g IAPSs to auto, large, medium, small, or max wsing the drop
down menu.

For an averview of BF power and cell size settings, please see “EF Power
& Sensitivity” on page 316, "Capacity and Cell Sizes™ on page 30, and
"Fine Tuning Cell Sizes™ on page 31,
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Aute Cell Period (zeconds): You may set up auto-configuration o run
periodically, readjusting optimal cell sizes for the current conditions.
Enter a number of secomds to specify how often auto-configuration will
mun. If you select None, then auto-configuration of cell sizimg will not be
mun perisdically. You do not need to run Avio Cell often unless there are 3
lot of changes in the environment. If the BF environment is changing
often, running Aute Cell every twenty-four howrs (86400 seconds) should
b sulficient). The default value is Nane.

Auto Cell Size Overlap (%) Enter the percentage of cell overlap that will
be allowed when the Array is determining automatic cell sizes. For 100%
overlap, the power is adjusted such that neighboring Arravs that hear
each other best will hear each other at -Ad B For (PG |:|'|.'|:1:]a.1:|, that riumiser
iz S0AE. The default value b= 500

Aute Cell Min Cell Size: Use this setting if you wish to set the minimum
cell size that Auto Cell may assign. The values are Default, Large,
Medium, or Small.

0. Awbe Cell Min Tx Power (dBm): Enter the minimam transmit povwer that

the Array can assign to a radio when adjusting automatic cell sizes. The
default walue is 100

Auto Cell Configaration: Click Awute Configure to instruct the Array to
determine and set the best cell size for each enabled 80211k /g TAF whose
Cell Size is auto on the JAD" Settings window, based on changes in the
envirgnment. This is the recommended method for setting cell size. You
may look at the Tx and Rx values on the [AP Settings window to view the
cell size settings that were applied.

. 0211g Only: Choose On to restrict use to 502.11g mode only. In this

mide, no 812,115 rates are transmitted . Stations that only support 802,116
will not be able to associate,

L 8ar11g Protection: You should select Aute CTS or Aute RETS to provide

autoraatic protection for all 302.11g radics in mived networks (80211
band g). You may select OFf to dizable this feature, but this is not
recommended. Protection allows B02.11g stations to share an [AP with
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older, slowers 802 11k stations. Protection avelds collisions by preventng
BOXL11E and BO211g stations from transmitting simultaneously. When
Agte CTS or Auto BTS is enabled and any B02.11h statiom is associated to
the TAF, additional frames are sent to gain access to the winaless netwiork,

Auto CTS requires 802 11g staticns to send a slow Clear To Send
frame that lecks out other stations. Automatic profection reduces
E02.11g throuwghput when 80211k stations are present=—Auto CTH
adds less overhead than Auto ETS, The default value is Aato CTS,

With Auto KT5, 302.11g stations reserve the windess media wsing a
Eequest To Send /Clear To Send cycle. This mode is useful when you
have dispersed nodes [t was originally used s 502116 only
roekwrorks b0 avedd collisions from “hidden nodes” —nodes that aee 2o
widely dispersed that they can hear the Array, but not each other,

When there are no 11b stations associated and an auto-protection mode is

enabled, the Array will not send the extra frames, thus avoiding
unnecessary overhead.

$0211g Slot Choose At fo instruct the Array to manage the 802.11g
slof times automatically, or choose Short Only, Xirrus recommends using
Auato for this setting, I::!.]!I::;i:ll]].":il: E02 11k devices are: PTesenE.

o BO211k Preamble: The preamble contains information that the Array and

client devices need when sending and receiving packets. All compliant
BML11k systems have to support the long preamble. A short preamble
improves the efficiency of a nefwork’s throughput when transmitting
special data, such as voice, YoIP (Moice-over [I*) and streaming video.
Select Auto to instruct the Array to manage the preamble {long and short)
automatically, or choose Long Only.

Fragmentation Threshold: Thiz is the maximum size for directed data
packets ransmitted over the 802.11b/g IAP. Larger frames fragment into
several packets, their maxirooam size defined by the value you enter here,
Enter the desired Fragmentation Threshald value, between 256 and 2346

302
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17. KIS Threshold: The ETS (Request To Send) Threshold specifies the
packet size. Packets larger than the BTS threshold will wse CTS/BTS prior
to transmitting the packet=—useful for larger packets to help ensure the
surcess of their transmission, Enter a value betwean 1 and 2347,

See Alse

Coverage and Capacity Planning
Global Settingz (TAF)

Global Ssttings .11an

Global Settings .11n
Advanced BF Settings

LED Settings

LA Settings

[AP Statistics Summary
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Global Settings .11n

This window allows you to establish global 802.11n [AF settings. These settings
include enabling or disabling 502.11n mode for the entire Array, specifying the
rumber of franemit and receive chains {data stream) wsed for spatial
multipbexing, setting a short or standard guard interval, auto-configuring channel
bonding, and specifying whether auto-configured channel bonding will be static
of dynamic.

Before changing your settings for 302.11n, please read the discussion in “TEEE
B2 11n I:l:'plnjl'rrq'rl.‘t Comsideratione" on page 35.
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Figure 151, Glebal Settings 11n
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Procedure for Configuring Global $02.11n IAP Seftings

-a E02. 11w operation is allowed only f the Array's lcense inclndes this farture.
Please see “Abowut Licensing and Upgrades™ on page 361

B02.11n Data Rates: The Array allows you to define which data rates are
supported for all 502 11n radios. Select (or deselect) 11n data rates by
clicking im the corresponding Supported and Basie data rale check boxes.

Basic Rabe=—a witeless station (client) must support this rate in
order tu associate.

*  Supporied Kate=——data rates that can be used to framseail o
cliemits,

1. 80211n Mode: Select Enabled to allow the Array to operate in S02.11n
made. Uze of thiz mode is controlled by the Array’s license key. The key
must include 502110 capability, or you will ot be able to enable this
misde. See "License” on page 107 to view the features supporied by vour
licenze key Contact Xirrus Customer support for questions aboul your
licenee.

i3 youL select DHeabled, then BIZ2.110 operation is dizabled on the .hn'a}r.
Por XMW Arraye, 1APs abgnl though abgnd will operate in 802.11abg
mode; the 302 11a/m [AP2 will operate in 502 11a mode.

TX Chains: Select the number of separate data streams transmitted by the
antennas of sach LAF The default is 3. See “Multiple Data Strearmise—

Spatial Multiplexing” on page 38.

4. RX Chains: Select the number of separate data streams received by the
antennas of each IAP. This number should be greater than or equal to TX
Chains. The default 58 3 Sep “Hu]l'i.]:lll,- Data S'I'rl::um.s—ﬁ]:ul'ial
Multiplexing” on page 38

Cuard interwal: Szlect Short o increase the data transmissien rake by
decreasing wait infervals in signal transmission. Select Long to use the
standard interval. The default iz Short. See “Short Guard Interval” on
page 40.
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Aute boend 5 GHz channels: Select Enabled to uze Channel Boading on
5GHz channels and awbornatically select the best channels for bonding.
The default is Enabled. See "Charnel Bonding” on page 39

5 GHz channel bonding: Select Dynamic to have auto-configuration for
bonded 5 GHz channels be automatically updated as conditions change.
Por example, if there are too many clients to be supported by a bonded
charnel, dymamic mode will autoratically break the bomded channel imbo
‘two channels. Select Static to have the bonded channels remaim the same
once they are selected. The Dynamic option is only available when Auto
bond 5 GHz channels is ¢nabled. The default is Dynamic. See “Channel
Bonding™ on page 39.

2.4 GHz channel bonding: Select Dynamic to have auto-configuration
for bonded 24 GHz channels be automatically vpdated as conditioms
change, Select Static to have the bonded chanmels remain the same onee
'I:]"l-l,-.-}r are selected. The default is Dynamic. See “Channel P.u:.n'u:l'inl" on
page 35.

Globtal channel bending: These buttons allow you to fwrn channel
bonding on or off for all LAPs in one step, The effect of using one of these
buttons will b shown if you go to the TAF Settings window and look at
the Bend column. Clicking Enable banding an all IAP: causes all 1APs
to be bonded to their auto-bonding dhannel mmediately, if appropriate.
For example, an LAF will not be bonded if it i8 sel to monitor mode, and
2.4 GHz radios will not be bonded . Click Disable bonding on all [TAPs to
turn off bending on all JAP: immediately. See “Channel Bonding” on
page 39, Settings in Step 7 and Step & are ndependent of global charmel
bending,
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Global Settings J11u

Understanding 502.11u
Az the number of accese points available im public venues increases, mobile

devices wsers have a harder time distinguishing wsable 5510 from the tens, i not
bundreds of access points visible, Using the 802, 11lu protocol, access points may
broadeast information about the services and acoess that they offer and to respond
to querics for additional infoermation related to the facilities that the downsiream
service network provides.

The type of informatiom broadcast or available from 802, 1Te-compliant access
points includes:

Apcess Network Type [ndicates the type of network available. For
example: public or privalte, free or charged, etc,

Internet Connectivity, Indicates whether the network provides Internet
comnectivity.

Authentication. Indicates whether additional authentication steps will be
rexquired to use the network as well as the network authentication types
that are im use,

Venue Information. The type and mame of the lbacation where the acoess
point is found.

Identifleation A globally unique identifiecation for the aceess point.
IPw4TPve Addressing. Indicate the type of IF addressing (1Pv4 and /or
IPv&) and NATIng that is performed by the nebwark.

Roaming Consortium. The service network may be connected to one or
maore roarming providers, called consertia, that allow access points from
multiple service providers to be used transparently through a zingle paid
service, The access point may advertize multiple consortia to mobile
devices,

Domain Names. A lis? of domain namies to which the mobile user may
end up belonging based on authentication credentials used.

Canfiguring the Wirelass Array aony
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®  Cellular Netwarks. The service network may have arrangements with
ore or more cellular service providers who can trancparently provide
wirzless and Tnternet comnactivity
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Figure 152 802 11w Global Sectings

Procadure for Configuring 802.11u Setlings
Use this window to establish the 802, 11u configuration.

B0Z11u Internetworking, Click On to enable 302 11u protoco] operation.

1. Access Network Type: This indicates the type of network supported by
the access point. The chodces are:
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i Chargeable public netwark
b. Emergency services only netwark
Free public netwerk

d. Persanal device netwoark

o Private network with guest access

[ Test or experimental netwark
Wildcard

Internet Connectivity, Click Provided if Internet connectivity is available
thirgugh the aceess point from the back and provider o which the mobile
user ands wp belonging. Click Unspecified otherwise—for example,
depending on the SLAs [service level agreements) of the mobile user,
[nternat access may or may not be provided.

4. Additional Step Required for Access. Click Disabled if no additional
authentication steps will be required to complete the conmection and
Enabled otherwise, The available authentication techniques are described
in the Metwork Authentication Types field (Step 13).

Wenue Group. Select the general type of venue that the access point is
located in. Warious cheices are available, incleding Business, Residential,
and Catdoor. For cach Venue Groap, a further sct of sub-choices are
available in the Venue Type field below. The particular name of the venue
iz specified in the Venoe Names field [Step 14).

Venue Type, For each of the Venue Group chokces, a further set of sub-
choices are available. For example, if vou s2t Venue Group to Assembly,
the choices include Amphitheater, Area, Library, and Theatre.

7. HESSID. Enter the globally unique hormogeneouws ESS [0 This 5510 s
marked as being HotSpot 2.0 capable, This S50 attribwte is globale—i(f
802 11w is emabled and HotSpot 20 is enabled, then all 55105 will have

HotSpat 2.0 capability.
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1Pwd Awvailability. Selact the type of IPvd addressing that will be asslgned
by the network upon connection. MATed addresses are [P addresses that
have Been changed by mapping the TP address and port momber to TP
addresses and new port numbers routable by other networks, Doalble
MATed addresses go through two levels of MATing, Fort restricted [Pvd
addresses refer to specific UDP and TCP port numbers associated with
standard Internet services; for exampls, port D for web pages. The
choees for this Aeld ane:

Double NATed private IPv4 address available
b [Pv4 address not awallable

IPvd address availability nat known
i Pert-restricted IFvd address available

Port-restricted IPvd address and double MATed IPvl address
avadlable

f. Paort-restricted IPvd address and single NATed IPvd address
available

v Public IPv4 address available
. Single NATed private IPvd address available

IPvE Availability, Seloct the type of IPvE addressing that iz available from
the network wpon connection.

IPvb address not available
L. IMvE address availability nat known
¢, [Pk address available

0. Roaming Consortium. Each of the rmaming consortia has an

organizational identifier (O) obtained from IEEE that unique identifies
the organization. This is sirilar to the OUL part of a MAC address. Use
thies comtrel to build up a list of Ols fer the consortia available, Enter the
00 2 a hexagecimal string of between & and 3 characters im the Add feld

30
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Pl

and click Add. The Ol will appear in the list. An Ol may be deleted by
selecting it in the list and clicking Delete. All Ofs may be deleted by
clicking Reset,

Domain Mames. Use this contrel to build up a list of domain narmes.
Enter the naee in the Add feld and click Add, and it will appear in the
list, A name may be deleted by selecting it in the list and clicking Dhelete.
Al names may be deleted by clicking Reset.

Cell Netwark. Each of the cell networks is identified by a maobils country
code (MOT) and moblle network code (MBC). Use this control o bulld
up a list of cell networks. Enter the MCC as a three digit number and the
MMC as a two or three digit momber and click Add. The cell netwaork will
appear in the list. & cell network may be deleted by selecting it in thae list
and clicking Delete. All networks may be deleted by clicking Reset,

Metwaork Authentication Types. BEach metwork authentication that is im

wse o the network should be specified in thia list, The choedoes are;

2. Acceptance of terms and conditions. This choice displays a web page
asking for the wser’z acceptance of terms and conditions of use. The
URL should be specified in the URL field before cicking Add.

b DNS redirection.

HTTPHTTPS redirection, This choice causes the user’s first web
page reference to be redirected fo a different URL for login or other
information. The URL should be specified in the URL field before
clicking Add.

d. On-ling enrellment supported. This choice indicates that the wser
may sign up for nebtwork access a5 part of the authentication process.

When Add is clicked the authentication type and optonal URL will
appear in the list. An authentication type may be deleted by selecting it in
the list and clicking Delete. Al awthentication types may be deleted by
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I Venue Mames. The list of mames associated with the venwe are specified

here. A veruwe name may be added to the list in Englich or Chinese. Enter
the marne in the appropriate figld and click Add, The name will appear in
the list. & name may be deleted by selecting it im the list and clicking
Delete. All names may be deleted by clicking Reset.

an2
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Advanced RF Settings

This window allows wou fo ectablish BF settings, including sutornatically
configuring channel allecation and cell size, and configuring radio assurance and
standby modes, Changes you make on this page are applied to all TAPs, without
exception,
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About Standby Maode

Stemdlby Mode supports the Array-to-Array Fail-over capalility. When you enalble
Standby Mode, the Array functions as a backup unit, and it enables its radics if it
detects that its designated target Array has failed. The use of redundamt Arrays to
provide this fail-over capability allows Arrays to be used in mission-critical
applications. In Standby Maode, an Array monitors beacons from the target Array.
When the target has not been heard from for 40 seconds, the standby Array
enables its radios until it detects that the target Array has come back online.
Standby Mode is off by default. Note that you must ensure that the configuration
of the standby Array i= correct. This window allows veuw to enable or disable
Starudby Mode and specify the primary Array that is the target of the backup unit
See also, “Failover Planming™ on page 432,

Proceduere for Confignring Advanced RF Seftings

.y Somme of the feahures below, such o5 Aute Confiqure for Cell Size and
Chamnel Configuration, are only gvailable if the Array’s license includes the
Xirrus Advanced RF Performance Manager (RPM). If a sethng 15
uridrsilable {grayed out), then your leemze does nod support the foture
Please see “Abowt Licensing and Upgrades™ on page 361.

Cther featires belots, such as RE [ntrusion Detection, are only available if
the Am:ry':'l: liremer mcludes the Xirrus Advanced RF Security Mamager
(RSN

RF Monitor

I RF Monitor Mede: BF monitoring permits the operation of features Like
intrusion detection. The monitor may operate in Dedicated mode, or in
Timeshare mode which allows the radie to divide s Hme between
moniboring and acting 25 a standard radio that allows stations to associate
to it Timeshare rrode ks cepecially useful for srmall Areaye with bwo [APs,
such as the XE-500 and XE-1000 Series, allowing ome [AF to be shared
between maonitoring the airwaves for problems and providing services to
stations. Settings allow you to give priority to monitoring or wineless
services, depending on your necds,
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Ii Timneshare mode 12 selected, you may adjust the following settinga:

Timeshare Scanning Interval (6-600) number of seconds between
monitor (off-channel ) scans.

Timeshare Station Threshold (0-240)0 when the number of staticms
associated to the monitor radie exceeds this thresheld, scarming is
halted.

Timeshare Traffic Threshold (0-50000): when the mumber of packets
per second handled by the monitor radio exceeds this threshold,

seanndng ks halted.

RF Resilience

Radio Assurance MMode: When this mode is enabled, the monitor radio
performs loopback tests on the Array, This mode requires RF Monitor
Miode to be enabled (Step 1) to enable self-menitoring functions, 1t also
meuires 2 radio to be sef to monitoring mede (see “Enakling Monitoring
ﬂnﬂiﬂﬂna}f"" on page 460).
Operation of Radio Assuramce mode is described in detail in “Array
Momnitor and Badio Assurance Capabilities" on page 460,
The Radio Assuranee mode scans and cends out probe requesta on each
charmel, o tuen, 1 listens for all probe resporses and beacons. These beaks
are performed continuously (24/7). If no beacons or prole responses are
observed from a radio for a predetermined period, Radio Assurance
mode will take action according to the preference that you have specified:
Failure alerts only—The Array will ssue alerts in the Syslog, bul
will ot initiate repairs or reboots.
Failure alerts & repairs, but ne rebeots=—The Array will issue alerts
and perform resets of one or all of the radios i needed.
Failure alerts & repales & reboots if needed——The Array will izsue
alerts, perform resets, and schedule reboots if needed.

Disabled=lY¥isabkle IAF radio assurance fests (no self-monitoring
occurs). Loopback tests are disabled by default.
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Enable Standby Mede: Choose Yes to enable this Areay to fumction as a
backup wnit for the target Array, or choose Me to disable this feature. Ses
" Alput Stardby Mode™ on page 314

Standby Target Address: If you enabled the Standby Mode, enter the
MAC sddress of the targel Array (Le, the address of the primary Array
that is being monitored and backed up by this Arrav). To find this MAC
address, open the Array Info window on the target Array, and use the
Gigabit] MAC Address.

RF Power & Sensitivity
For an gverview of BF power and cell size settings, please see “Capacity and Cell
Sizes” on page 30 and “Fine Tuning Cell Sizes” on page 31.

=

T wze the Aube Cell Size feabure, the folloswing additional sollings are
required:
RF Meariter Mode soust be furned On. 52 “RF Mowitor™ on page 314

Cine of the radios poust be in moniter mode, and ail efher TAPF that will use
Auto Uell must haor Cell Size srf fo aulo. S 'Pmc-ndllrrfpr M-mmﬂgl

Configuring IAPs"™ an page 275.

Set Cell Size: Cell Size may be set globally for all enabled 1A to Auto,
Large, Medium, Small, or Max using the buttons.

Aute Cell Period (zeconds): You may set up auto-configuration to ran
periodically, readjusting optimal cell sizes for the current conditions,
Enter a number of seconds to specify how often auto-comfiguration will
tun. If you select None, then auto-configuration of cell sizing will not be
run periodically. You do not need to run Auto Cell often unless there are 3
lot of changes in the environment. If the BF environment {3 changing
often, running Auto Cell every twenty-four hours (88400 seconds) should
be sufficient). The default value is Nane.

G
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Aute Cell Size Owverlap (%) Enter the percentage of cell overlap that will
b allewed when the Areay s determining automatic cell sizes. For 100%
overlap, the power s adjusted such that neighboring Areays that hear
each other best will hear each other at -70dB. For 0% overlap, that mumier
is -0dE, The default vahoe is 5004,

Aute Cell Min Cell Size: Use this setting if you wish to set the minirmurm
cell size that Aute Cell may assign. The wvalwes are Default, Large,
Medium, or Small.

Aute Cell Min Tx Power (dBm): Enter the minimum transmit power that
the Array can asslgn o a radio when adjusting automatic cell sizes. The
default walwe is 10

0. Audte Cell Configuration: Click this butfon to instruct the Amay to

determdmne and sef the best call size for cach enabled IAP whose Cell Size
is mute on the [AF Sellings window, based on changes in the
envirorment. This is the recommended methed for setting cell size. You
vy look at thie Tx and Ex values on the LA Settings window to view the
orll size sottings that were applied.,

Sharp Cell: This feature reduces interference between neighboring
Arrays or olher Acoess Poinlz by limiling o a defined bourndary (cell alze)
the trailing edge bleed of EF emergy. Choose On to enable the Sharp Cell
functiomality, or choose Off to disable this feature. See alsc, “Fine Tuning
Cell Sizes” on page 31.

The Sharp Cell feature only works when the cell size is Small, Medium, or

Large {or Auto)=but not bax. If an IAP cell size is set to Max, the Sharp
Cell feature will be dizabled for that radic.
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EF Spectrum Managemeni

Conifiguration Status: Shows the status of auto channel configuration, [f
an gperation is in progress, the approximate time remaining wntil
completion is displayed; otherwise Idle is displayed.

Band Configuration: Automatic band configuration ls the recommended
methed for assigning bands to the abgn LAPs, It rums only on comemand,
assigning [APs to the 2.40GHz or 5GHz band when you click the Aubo
Configure button. The Array uses its radios to listen for other ATs on the
same channel, and it assigns bands bared on whene it finds the least
interference.

Aute band assigns as many [APs to the 5 GHz band as poesible when
there are ether Arrays within earshot. It does this by determining how
many Arrays are in range and then picking the number of radios to place
in the 2.4 GHz band. Note that for another Array to be considered to be in
range, the ather Array must be visible via both the wireless and wired
networks——the Arvcay must be listed in the Metwork bap table, itz eniry
must have In Range det to Yes, and it must have at least one active LAP
wikh an 5510 that has broadcast enabled.

Auty band runs separately from awto channel configuration. 1f the band is
changed for an AL, associated stations will be disconnected and will then

reoonnect.

| Channe]l Configoration: Automatic chanme] confipuration i= the

recommended method for channel allocation. When the Array performs
autn channel configuration, you may optionally instruct it to frst
negotiate with any other nearby Arrays that have been detected, to
determine whether to stagger the start time for the procedure slightly.
Thus, nearby Areays will not run auto channel at the same tme. This
prevents Areavs from interfering with each other s channel assigruments,

The Configuration Status field displays whether an Auto Configure
cycle is currently running on this Array or not.

Click Aute Configare to instruct the Array to determine the best channel
allpcation seftings for each enabled IAF and select the channel

NE
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autoratically, based on changes n the environment. This s the
recommendsd method for channel allocation (see “BF  Spectrum
Management™ on page 318). The following options may be selected for
auto configuraticon:
Negotiate: negoliale air-Ume with sther Arravs belore performing a
full scan. Megotiating is slower, but if multiple Areays are configuring
channels ab the same time the Megotiate option emsures that multiple
Arrays dom't select the same chanmels, Turming off the Negotiate
option allows the Aute Configure button to manually perform auto
channel without waiting, and may be wsed when yvou know that no
other nearby Arrays are configuring their channels.
Full Sean: pesform a full fraffle scan an all channels on all TAPS to
determine the best channel allocation.

MNan-Radar: give preference to channels without radar-detect. See
tzble in “Procedure for Configuring Global 8)2.17an LA Settings" on
page 293.

Include WD'S: automatically assign SGHE to WDS client links.

Click Factery Defaults if vou wish to instruct the Array to return all 1APs
to their factory preset channels. As of release 8.3, Arrays no longer all use
the same factory preset values for channel assignments. Instead, if the
Array has been deploved for a while and already has data from the
spectrum analyzer and Xirrus Roaming Prolocol about channel usage on
nelghboring arrays, it performs a quick auto channel wsing that
information (without doing a full RF scan) to make an intelligent choice
of channe] assignments. If the Array has been rebooted and has no saved
configuration or is just being deployed for the first time, it has no prior
data about its BF envirenmment, In this case, it will pick a set of compatible
charnel assignments af randm.

‘EE._ O the XR-1000 Serdes Arrays, the Faclory Defaults button wall o
regtore dapl fo mordtor miode. You till meed bo restore thes setttng manwally.
Also, you suay reed le 20 RF Mositer Made (o Timeshare Mede again -
s “RF Monitor™ on page F14.
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15 Aute Channel Configuration blode This aption allews you to (nstruct
the Array to auto-confipure channe] selection for each enabled TAF when
the Array is powersd up, Choose On Array Powerlp to enable this
feature, or choose Diisabled to disable this feabure,

16. Aute Channel Configure on Time: This option allows yeu o instruct the
Array to aute-configure channel selection for each enabled TAF at & tme
wou specify here. Leawve this field blank unless you want to specify a ime
at which the auto-comfiguration wtility is imidated. Time is specified in
howurs and mirutes, using the format; [daylhhm [am | pm], If you omit
the optional day specification, channel configuration will run daily at the
specified time. If you do not specify am or pm, Bme is interpreted in 24-
howr rni|.'il:r:}r Hime. For l:xam]:ll:, Sat 11400 pm and 'S-Etl.ll'dﬂ.}l' 2300 are
both acceplable and specily the same time,

7. Channel List Selection: This list selects which channels are available to
the auto channel algorithm. Channels that are not checked are left out of
the auto channel selection process. Mote that channels that have been
locked by the user are also not available to the auto channel algorithe.

5. Aute Channel List; Use All Channels selects all available channels (this
does not include locked chanmels). Use Defaults sets the auin chanmel list
back to the defaults. This omits newer channels (100-140—many
wireless WICs don't support these channels,

Station Assurance

Staticn assurance monitors the gquality of the conmections that users are
experiencing on the wireless network. You can quickly detect stations that are
having problems and take steps to correct them, Use these seftings to establish
threshold values for errors and other problems. Station assurance is enabled by
default, with a set of useful default thresholds that you may adjust as desired.

When a connection iz experiencing probleens and reaches one of these thresholds
in the specified period of time, the Array responds with several actionms: am event
is triggered, a trap is generated, and a Syslog message is logged. For examiple, if a
client falls below the threshold for Min Average Associated Time, this
“bouncing” behavior might indicate roaming problems with the network’s RF

320 Configuring tha Wiralass Amray



&

Wireless Acray XIRRUS

design, causing the client fo bounce bebween multiple areays and not stay
connected lomger than the time to re-associabe and then jump again. This can be
corrected with BF adjustments. Station assurance alerts ywou to the fact that this

station is encountering prodlems,
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Figuse 154 5kaBun Assuranos (Advanced BF Selting:)

Enable Station Assurance: This is enabled by default. Click No if you
wish to disable it, and click Yes fo re-enable it. When statiom assurance is
enabled, the Array will monitor connection guality indicators listed
below and will display associsted information on the Station Assurance
Status page. When a threshold b= reached, an event is triggered, a trap ks

penerated, and 3 Syslog message is logged.

I Period: In seconds, the pericd of time for a threshold to be reached. For

example, the Array will check whether Max Authentication Pailures has
been reached in this number of seconds.

Min Average Associated Time [seconds) Station assurance detects
whether the average length of station assocations falls below this
threshold during a period.

' Max Authentication Failures: Station assurance detects whether the

mumber of failed legin attempts reaches this threshold during a period.

i Max Packet Error Rate: (%0} Station assurance detects whether the packet

error rate percentage reaches this threshold during a period,
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11 Max Packet Retry Rate: (%] Statbon azsurance detects whether the packet
ety Fate percentage reaches this threshold during a pericd.

5. Min Packet Data Rate: (Mbps) Station assurance detects whether the
packet data rate falls below this threshold during a period.

6. Min Received Signal Strength: (dB) Station assurance defects whether
the strength of the signal received from the station falls below this
threshold during a period.

27 Min Signal to Neise Ratio: (dB) Sfatiom assurance detects whether the
ratio of signal to noise received from the station falls below this threshold
during a perind.

14 Max Distance from Areay: Min Beceived Signal Strength: (feet) Station

assurance detects whether the distance of the station from the Armay
reaches this threshold during a period

Coverage and Capacity Planning
Global Entﬁnp Alan

Global Settings 11bgn

Global Settings .11n

LAPs

AP Settings

Radio Assurance

Hotspot 2,0

Understanding Hotspot 2.0

Hotspot 2.0 is a part of the Wi-Fi Alliance’s Passpoint certification program., It
q:ﬂr.iﬁﬂ. additional information above and hl:}l'ﬂ:l"ll:l that found in 802,11, which
allpws mobile clients to sutomatically discover, select, and connect to networks

bazed on preferences and network optimization. Mobile clients that suppost
Hotspot 2.0 are informed of an access polnt’s support via its beacon message.

Hotspot 2.0 messages forward several types of information to clients, including:
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Uplink and Deownlink Speeds
Link Status
Friendly Name

Connection Capabiliies The access poimt will restrict the protocols that
can be used by a specification of protocol and port numbers.

Procedure for Hotsgrot 2.0 Settings
[ge this window to establish the Hﬂ'l::Pulll:l m‘lﬁgumtiun_
Huotspot 2.0, Click Enabled to enable Hotspot 2.0 operation,

1. Downstream Group-addressed Parwarding. Click Enabled to allow the
acvess podat to forward group-addseased twaffie (broadeast and multicast)
to all comnected devices. Click Dhsabled to cause the access point to
corvert group-addressed traffic to unicast messages.

. WAN Dawnlink Speed. Enter the WAN deownlink speed in kbps into the
field.

I, WAN Uplink Speed. Enter the WAN uplink speed in kbps into the fiedd.
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Figure 155, Hotrpet 20 Settings

% EnglishiChinese Operalor Friendly Mame. Enter an English or Chinesa
name nto one of the felds. An ncorrectly entered mame can be deleted

by clicking the corresponding Delete.

£ Connection Capabilities. A Holspot 2.0 access point limits the particular
protocols that clients may use. The set of default protocols is shown

imitially. This table specifies the protocols in lerms of
i A common Name, such as FTP or HTTE

. A Protocel number, For example 1 for ICMP, & for TCE 17 for UDR,
and 50 for Encapsulated Security Protoco] in IPsec VPN connections.

¢, Part number for UDP/TCP connection.

L F)
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Status: one of open, closed or unknown.

Any of the entries may be deleted by clicking the cormesponding Delete
button. Mew entries may be created by entering the name of the protocol
in the box beside the Create button, and then clicking Create. The new
protecal will be addad to the list with zeros in the prolocol Gelds and
unknown for the status, Enter the appropriate Protocol and Pert values
before setting the Status field to open,

MAl Realms

Understanding NAI Realm Authentication
A network access identifier (NAL iF a specification of a particular user. A NAT
takes the general form of e-mail addresses. Examples of NAls are:

jendaXanpla, com
fradifao=9. agample , com
jaskdird.depts . axampla, oam
frad.smithRexanple . com

:m AT AREBID WNF AT
HILE LERLS (] P = =
¥ b | T T |
b hrwe [Ty Frivie

BT AN Tl e

Lo

P Lt T T

fa bl O b

Pegure 154, MAT Kealoens

The NAT Realm s the part of the MNAI following the @ sign. In the examples
above, the realms are examplecom, 3rd.depls.examplecom, and
fao-9.example.com. Usze the WMAI Realms page, in conjunctien with the NAT BAP
page, to specify the authentication techmiques to be used to access that reakon with
appropriate parameters.

Procedwre for NAT Renlms Settings
Uz thiz window to establish the naemes of the supported realms,
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Enter the realm name. Enter the name of a realm in the bex to the laft of
thie Create button and click Create. The realm will be added to the MAIT
Realms list, Any of the realms may be deleted by Clicking the
corresponding Dielete button,

Enter Authentication Information. The MALEAF page is used Lo spaciiy
authentication for a realm. Click on the name of 4 realm 1o go to the MAIT
EAP page for that realm. See “MNAI EAM on page 326,

MA] EAP
This window allows specification of the authentication techniques for a realm.
m“ MU KRS W B sy
T [T Ligilon i
- AT RS T
VT
T u - )
et Ly T
ar i BAT Ak
o= i [Sr | T
Red et . -
ERFmil : L E{
LEeaEurmdy 1 [T o
TN = = =
"‘""' ik = L A s I
it I LT . TR -
Ll T Wis v Him
i Wiis r HiH
P iy 1 [[ESH . i -
B . Huia - Do -

Figrare 157. NAT EAF

Procedure for NAI Realms Sebtings

1. Select the realm to be configured in the NAI Realm drop down.

. Select EAF Metheds. Fach realm may support up to five HAP
authentication methods. Beside each of the five numbers (1, 2, 3, 4, 5)
select the method from the drop down. The choices are:

EAP-AKA
EAP-AKA (EAP-AKA Pr.i.'lﬂ-l:}
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EAP-FAST

EAP-MSCHAP-V2

EAP-51M

EAP-TLS

EADP-TTLS

GTC

MD5-Challenge

Maone

PEAF
Specify Authentication Pavameters, Each of the authentication methods
may specify wp to five authentication parameters. To specify the
parameters click on the number corresponding to the authentication
method; ie 1, 2 3, 4, or 5. This displays the EAF g Auth Parameter
Configuration below the list of EAF Methods. For up to five of the

parameters, salect the Type and Value ar Vendor ID ! Type. The chaicas
for the Type ane:

Credential Type

Expanded EAP Method

Expanded Inner EAF Method

Inner Authentication EAP Method Type
Man-EAF Inner Authentication Type
MNone

Tunneled EAF Method Credential Type

For each type, a value or a vendor ID and type must be specified, as
applicakle,
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Intrusion Detection

The Xirmas Array employe & nurber of [D5/1PS (ntrusion Detectiom Syetern
Imtrusion Frevention System) strategies to detect and prevent malicious attacks omn
the wireless network. Use this window fo adjust intresion detection settings.
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Figrare 158, lntrusias Dileslies Seitinge

The Array provides a suite of intrusion detection and prevention options to
improve network sscurity. You can separately enable detection of the following
types of problems:

©  Rogue Access Point Detection and Blocking

Unknown APs are detected, and may be automatically blocked based on
a number of criterla. See “About Blocking Rogue APs" on page 331.
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Denial of Service (DaS) or Avallability Attack Detection

A Do attack attempts to flopd an Armay with communications requests
= that it canmot respond to legitimate traffic, or responds =0 slowly that it
becomes effectively unavailable. The Array can detect 2 number of types
af oS attacks, as deseribed in the table below

Impersonation Detection

These malicoos affacks use various I::rl'miquﬂ to impersomate a
legitimate AF or station, often in order to eavesdrop on wireless
communications. The Array detects a number of types of impersonation
attacks, az described in the table belovw.

DS Attacks

Beacon Flood Cenerating thousands of counterfeit 802,11 beacons to
make it hard for stations to find a legitimate AP

Probe Request Generating thousands of counterfeit 302.11 probe requests

Fload to overburden the Array.

Authentication Sending forged Authenticates from random MAC

Flog:d addresses to fill the Array’s association table,
Assne|ation Sending forged Assoclates from eandom MAC addresses
Fload o il the Array's assockation table

Diisassaciation Flogding the Armray with forged Disassociation packets
Flew

Deauthentication | Flooding the Array with forged Deauthenticates.
Flaad

EAF Handshake | Flooding an AF with EAP-Start messages to consume

Flowsd resources or crash the target
Miull Probe Angwering a station e-regueeat frame with a aull 5510
Response Many types of ar WIC cards cannat handle this

situation, and will freexe up.
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MIC Emmor Attack

Ceemerating invalid TKIF data to exceed the Array’s MIC
error threshold, suspending WLAN service.

Diigassociation ln? ged disassociation frames to all stations on a

Attack (Omerta) in response to data frames.

Deauthentication | Sending forged deauthentication frames fo all stations on

Attack a chanmel in response bo data fraemes,

Duration Attack Lﬁjectinq{ud:m irto the WLAN with huge duration

(Curation Field values. This forces the other nodes in the to keep

Spoofing) quiet, since they cannot send any packet until this value
counts down to zero. If the attacker sends such frames
comtimuously it silences other nodes in the WLAN for long
periads, thereby disrupting the entire wireless service,

Imnpersonation Attacks

AP Reconfiguring an attacker's MAC address to pose as an

imrypersona tion anthorized AP Administrators showld take immediate
steps bo prevent the attacker from entering the WLARN.

Station Reconfiguring an attacker's MAC address to pose as an

impersonation authorized station. Administrators should fake immediate

steps to prevent the attacker from entering the WLAN.

Ewil twim attack

Masquerading as an authorized AF by beaconing the
WLAN's service sef identfier (S5I0F) to lure wsers,

uence

mumirer anomaly

A sender may use an Add Block Address request (ADDBA
= part of the Block ACK mechanism) to specily a sequence
mamber range for packets that the receiver can acoept,

An attacker spoofs an ADIDBA request, asking the receiver
to resel its sequence number window to a new range. This
canses the receiver to legitimate frames, since their

sequence nurnbers will mol fall in that range.

0
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About Blocking Kogue APs

[Fyona clessify a rogue AP as Blacked (see “Rogue Contral List” on page 2407, themn
the Array will ke measures to prevent stations from staying associated to the
rogue. When the monitor radio is scarning, any time it hears a beacon from a
blocked rogue it sends out a broadcast “deauth” signal using the rogue’s BS5I0
and source address.  This has the effect of disconnecting all of 2 rogue APz clients
approximately every 5 to 10 seconds, which is enough to make the rogue
frustratingly unusable.

The Advanced RF Settings window allows you to set up Auto Block parameters
so that unknown APs get the same treatment as explicitly blocked APs. This is
bagically a “shoot first and ask questions later” mode. By default, suto blocking is
turned off. Auto blocking provides two parameters for qualifying blocking so that
APa must et certaln eriteria before being blocked. This keeps the Array from
bBlocking every AP that it detects. You may:

#  Set a minimum BS51 value for the APe=for example, if an AP has an B350
valus of -90, it is probably a harmless AP balonging to a neighbor and mot
in your bullding.

Block based on emcrypticn level,

Block based on whether the AP is part of an ad hos network or
infrastructure network.

Procediire for Corfiguring Intrusien Detection

RF Intrusion Detection and Aute Block Mode
Intrusion Detection Mode: Thiz opton allows you to choose the
Standard intrusion detection methed, or you can dheose OFF to disable
this feature. See “Array Monitor and Radio Assurance Capabilities™ on
page 460 for more information.

Standard—enable: the mondter radie to collect Rogue AP
information.

D ff—intrusion detection is disabled.
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Aute Block Unknown Reogue APs: Enable or disable auto blocking (see
" About Blocking Rogue A" on page 331). Mobe that in order to set Aute
Block R55T and Aute Block Level, you rmust set Auto Block Tnknown
Rogua AP's to (O, Then the remaining Auto Block fields will be active,

Aute Block R551: Sel the minimurn E55] for rogue APs to be blocked.
AP with lower BS51 values will not be blocked. They are assumed 1 be
farther away, and probably belonging to neighbors and posing a minimal
threat.
Aute Block Level: Select rogue AP: to bBlock based oa the level of
encryvption that they are using, The chodoss are:
Automatically block unknown rogue AFs regardless of encryption.
Automatically block unknown rogue AFs with no enerypton
Automatically block unkmown rogue APs with WEP or no
encrypiion.
Aute Block MNetwork Types: Select roguss to auwtomatically block by

applying the criteria above only to networks of the type specified below,
The chaodoes are:

Allethe unknown regues may be part of any wireless network.
IBSS/ADY Hee only—only consider auto blocking rogues if they
belong to an ad hoe wireless network (a network of client devices
without a contrelling Access Point, also called an Independent Basic
Service Set=—IR55)

ESS/Mnfrastructure anly=—only consider auto blocking rogue APs if
they are in infrastructure mode rather than ad hoe mode.

DoS Attack Dietection Settings

Attack/Event: The types of DaS allack thal you may delect are described
im the Type of Attack Table on page 329, Detection of each attack bype
may be separately enabled or disabled. For each attack, a default
Threshold and Period (seconds) are specified. If the number of
occurrences of the tvpe of packet being detected exceeds the threshold in

2
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the specified number of seconds, then the Areay declares that an abttack
hias been detected. You may modify the Threshold and Period.

For the Flood attack settings, you also have a choice of Auto or Manual.

Manual mode——threshold and period settings are used o detect a
flood. Packets received are simply counted for the specified time
period and compared against the flood threshold, The default for all
of the floesds ix Manwal mode

Auto mode——the Array analyzes current traffic for packets of a given
type versus traffic over the past hour to determine whether a packet
fload showld be detectad. In this mode, threshold and peried settings
are ignored, This mode is useful for flesds like beacon or probe
floods, where the numbers of such packets detected in the air can
vary E:l'ﬂﬂ}" from installation to installation.

7 Duration Attack NAV (me): For the duration attack, you may also modily
the default duration value that iz used to determine whether a packet
may be part of an attack. If the number of packets having at least this
duration value exceeds the Thresheld number in the specified Peried, an
attack is defected,

lmpﬂm:hunﬂ:hchm Settings

£ Attack/Event: The types of impersonation atback that vou may detect are
described in lmpersonation Attacks on page 330, Detection of each attack
lype may be lumed On or OF separately. Por AF or Station
Impersonation attacks, a default Threshold and Period (seconds) are
specified. If the number of ocourrences of the type of packet being
detected exceeds the threshold in the specified number of seconds, then
the Array declares that an attack has been dedected. You may modify the
Threshold and Period.

Sequence number anomaly: You may specify whether to detect this type
of attack in Data traffic or in Mansgement traffic, or tom OFf this tpe of
detection,
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LED Settings
This window assigne behavior preferences for the Array’s LTAF LEDs,
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Figgure 159, LED Settnga

Procedure for Configuring the IAP LEDs

LED State: This option determines which event triggers the LEDw, elther
when an [AP s enabled or when an TAP fed associates with the aetwork
Choose On Radio Enabled or On First Association, a2 desired. You may
also choose Dhsabled to keep the LEDs from being lit, The LEDs will still
light during the boot sequence, then turn off,

7. LED Blink Behavier: This option allows vou o select when the AP LEDs
blink, based on the activities yvou check here. From the cholees available,
select one or more activities to trigger when the LEDw blink. For default
behaviar, see “Array LED Operating Sequences™ on page 64,

1. Click Save changes to flash f you wish to make your changes
permanent.

See Alse

Global Settings (LAF)
Global Settings .11an
Clobal Settings .11bgn
[APs

LED Boot Sequence
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DSCP Mappings

D5CF i the 6-bit Differentiated Services Code Point (DhffSery) feld in the 1Pvd or
[Pvih packet header, defined in EFC2472 and RFC24TS, The DSCF value classifies
the packet to determine the Cuality of Service (QoS) required, DSCP replaces the
outdated Type of Service (TOS) field.

The DSCF Mappings page shows the default mapping of each of the &4 DHCF
values to one of the Areay’s four QoS levels, and allows vou to change these
mMAPPIngs.

For a detailed discussion of the operation of Qo5 and D5CF mappings on the

Array, please see “Understanding Qo5 Priority on the Wireless Array™ on
page 244
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Figure 160, DSCF Mappings

Procedure for Configuring DSCP Mappings

DSCF 1o Qo5 Mapping Mode: Use the On and Off buttons to enable or
dizable the use of the DSCF mapping table to determine the QoS level
applied to each packet.

. DSCP to QoS Mapping: The radio buttons in this table show all DSCP
values () to 63), and the CoS level to which each is mapped. To change the
Qa5 level applied to a DSCP value, click the desired QoS level {0 to 3)
urd erneath it
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Roaming Assist
Roaming assist is a Xirmes feature that helps clients roam to Arrays that will give
them high quality comnectioms, Some smart phones and tablets will stay
connected to a radie with poor signal quality, even when there's a radio with
better signal strength within range. When roaming assist is enabled, the Armay
“azgistz” the device by deauthenticating it when certain parameters are met. This
encmirages 2 client with a high roaming thrashold (e, a device that may oot
roam unkil signal quality has seriously dropped) to move to an Array that gives it
a better zignal The deauthentication is meant to cause the client to choose a
different radie. You can specify the device types that will ke aszisted in roaming.
The roaming threshold is the difference in signal strength bebween radios that will
trigger & deauthentication. If the client's signal is lower than the sum of the
threshold and the stronger nelghbor radio’s RS5], then we “assiat™ the elient. For
exprryple

Threshold = <5

F551 of neighber Array = 65

F551 of dienl = -F5
-75 < (-5 + -b5) | Client will roam

Another (!'Zl'.!.‘l'll]!l.[!.‘

Threshold = -15
nE:ru:'i,Ehb-n-rm].'— -5{}

FS5] of station = -70

=70 = (=15 + =50 : CHert will ot roam

Procedure for Configuring Roaming Assist

Enable Roaming Assist Use the Yes and No buttons to enable or disable
this feature.

1. Backoff Period: After deanthenticatimg a station, it may re-associate to
the same radio. To prevent the Armay from repeatedly deauthenticating
the station when it comes back, there is a backoff period. This is the
number of seconds the station is allowed to stay connected before another
deauthentication.
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Roaming Threshald: This is the difference in signal stremgth between
radios that will trigger 3 deauthentication, as described in the dismussion
abowva, Tn most cases, this will be 2 negative number,
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Figere 161. Reaming Assist
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Minimum Data Rate; If the station’s data rate {either Tx or Rx) falls
below this rate, it will frigger a deauthentication.

Device Classes and Device Types: You can configure the device classes
of types that will be assisted in roaming. Many small, embedded devices
(such as the defaalt device types: phones, tablets, muosic players) are
sticky==they have high roaming threshelds that tend to keep them
attached to the same radio despite the presence of radios with better
signal strength. You may check off one or more entries, but use care since
roaming assist may cause poor results in some cases,
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XIRRUS Wireless Array

wDs

This is a status-only window that provides an overview of all WIS links that have
been defined. WIS (Wireless Distribution System) is a system that enables the
interconnection of access points wirelessly, allowing your wireless network to be
expanded using multiple access points withowt the need for a wired backbone to
link them. The Summary of WDS Client Links shows the WDS links that you
have defined on this Array and identifies the target Array for each by it base
MAC address. The Summary af WDS Host Links shows (the WS links that have
been established on this Array as a pesult of client Arrays asseciating te this Array
{i.e., the client Arrays have this Array as their target), The sumemary identifies the
source (client) Array for each link. Both summaries identify the LAPs that are part
of the link and whether the connection for each is up or down, See “WDS
Planning™ on page 53 fior an averview.
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Figume 162. WDS

About Configuring WDS Links

AWDS link conmects a client Areay and a host Array (see Figure 163 on page 339).
The host must be the Array that has 2 wired connecticn to the LAN, Client links
from one or more Arrays may be connected fo the host, and the host may also
have client links, See “WDS Planning” on page 53 for more illustrations.

The configuration for WS s performed on the client Areay onby, ag described im
WS Client Links" on page 340, Mo WDES configuration is performed on the host
Array, First you will set up a client link, defining the target (host) Array and S5I00,
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