Mzer command

AP Eey Lakel | AF Eey Type | AP Eey I | AF ey state

11 RSA 409 0 Deactivate
A Testmg (1) Gt LT ) Btvate

A _Testing 01 FEsa 1004 1 Deactivate
CA_Testing (7 Ria 1024 7 Dieactivate
CA_Testing Ria 1024 4 Deactivate

2 cHfrate Dleactivate Generate FECE#10 Bt

Fig. 4-32 Deactivate an APKey(User Logout)

4.2.7.3. Produce PKCS10 Request File

Selecting the AP Key from the List to produce its PKCS10 request
file, then press [ produce PKCS10 request file] e



Tzer command

AP Eey Lakel | AF Eey Type | AP Eey I | AF ey state
1l _ R4 4006 Dieactivate

ByaE

= 1 Dleactirate
A Testing OF BEA 1004 7 Dieactivate
A Testing 4 ESa 1004 4 Dieactivate

Lrtiame Dleactvate | Genermate FECE#10 | Bt

Figure 4-33 Produce PKCS10 Request File

4.2.8 Enable or Disable Key (UNIX_LIKE)

You need toexecute the SafGuard200service program (Reference5.2
Solaris/Linux driver installation manual), then the UNIX KeyManagement

Toolcan be executed.

The execute file of UNIX KeyManagement Tool is KeyMng which has two

operation mode.

1. KeyMng-w : Frame/Win mode

In this mode, the program can be operated by using the key ( 1
y < —), or directly press “1”, 2> ,3”...and so on.



Fig. 4-34 The screen of Frame Mode operation

2. KeyMng —c : Command line mode

In this mode its operatoion is like mode 1, and the only
difference is that mode 2 can not be operated by using the key ( 1

Eile Edit Options Help

SafGuar:

Figure 4-35 the screen of Command mode operation



The screen of UNIX KeyManagement Tool is explained by Command
mode.

4.2.8.1 Enable Key

1. Selecting 1)Enable Key on the main screen (Reference
Figure 4-35) o
2. Selecting the type of the key you want to enable

5) Triple-DES
y) Pre-Page

FPlease enter vour choice

Fig. 4-36 Selecting the type of key

3. Selecting the key you want to enable, and displaying the key
information according to .ini file. You need to make sure that

apkfile.ini file has been updated.



Fig. 4-37 Enable Key

4.2.8.2 Disable Key

In this section, disable key is also called key Logout

1. Selecting 2)Key Logout (Reference Figure 4-35) o
2. Selecting the type of the key, reference Figure 4-36 -
3. Selecting the key



Fig. 4-38 Key Logout



5. SafGuard200 Installation

5.1 Installation of Windows2000 Driver

5.1.1 Installation

First, install SafGuard200 driver and key management tool to Win2000 :

The program for SafGuard200 driver
Hsm_Server.exe: Win2000 Service program, SafGuard200 driver

The program for Key management:

KeyManage.exe: Key Management Tool

Findptrs.avi: pictures for key management program
BfiveUcs.dll #2 Mfc42.dll: Programs used for dynamic linking

Execute the Hsm_Server.exe in the installation directory
CHT Bafguard 200 Bereice List o ]

O Install Safenard200 Service

" Inztall and start Safeuard 200 Service
@ Start Safgnard200 Service

" Eemove Safpuard200 Service

T Stop Safguard 200 Service

oK Cancel

Fig. 5-1 The screen for executing Hsm_Service.exe

Function details :



Installing service program
installing SafGuard200 service programs
Installing and enable service program :

Installing service program in the system and execute the service
program.

Enable SafGuard200 service program

Execute service program

Remove Service program

Remove the service program from the system.
Shut down service program

Shut down the service program

After executing Hsm_Server.exe, click [Installing SafGuard200 service
program] or [Installing and enable SafGuard200 service program], then press ok
button, as shown in the following Figure. If you click[Installing and
enableSafeGuard200 service program], the service program will be executed after

installion.

& TInstall Safenard200 Service

" Install and start Safeuard200 Service

P TR Sy e ot BRI s W b U e e i

CHT Bafpnand 200 Ditver

oK | Cancel

Fig. 5-2 The screen of installing service program



5.1.2 Enable Service Program

After installition, click [EnableSafGuard200 service program] , then click ok
button, the service program can be enabled.
CHT faf guard 200 Sewvice Lust o ]

 Install SafenardZz00 Service
" Inztall and start Safenard200 Service

& Start Safeuard200 Service

oK | Cancel

Fig.5-3 The screen of enable the service program

After completing all previous tasks, you can find the icon of running
HSM_Server at right bottom corner of Win2000. If the color of this icon is

green, like & , it means that the SafGuard200 has been connected, otherwise the

color of the icon will be red like @ . At this point, you can press right button of
the mouse to quit HSM_Server. Its function as shown in the following

Safenard 200 IP adduess
Ping Safguard 200 IP address

KEY MANAGER

Comnect to Safzuard 200
DiEnommect atemaed 200
Ahout...

Exit Safgnard 200 Driver
) W HE E = - LI
Fig. 5-4 The Screen fo enabling HSM_Server

Function details:

SafGuard IP Address : Displaying theGroup name and IP address of SafGuard200

as shown in the following :



Safpard200 IF Address i EI

@ Croup Mame C A Testing

Safguard200 IP_Address : 10.144.134.217

O hWodify

Fig. 5-5 SafGuard IP Address

The modifyingbutton can only be used when the SafGuard200 is disconnected.

The screen is given as the following:
Modify Safpnand 200 [P Address N il

8 Group Name CATesting
Safenard200 1P Address 10.144.134.217
OK Cancel

Fig. 5-6 Modifying the SafGuard200 IP Address



Ping HSM_IP : Executing ping program as the following

=101 %]/

Pinging 18.144_.134.217 with 32 bytes of data:

Reply from 10.144.134.217: bhytes=32 time<1Bms TTL=255
Reply from 10.144.134.21%7: bhytes=32 time<{iBms TTL=255
Reply from 168.144_.134_217: bytes=32 time<{18mns TTL=255

Fig. 5-7 Ping HSM_IP

KEY_MANAGER : Executing Key_Managerprogram

Eevbdanagement Tool j ==

Safguard200 Initialine Gret Hardware Key
Security Officer Command Enport Public Key
User Comrmand Wiew Safznard200 detail
Change IC Card PIN Code Get Diiver’s Handle
|
Abent Eey Manageroent |
Exit

Figure 5-8 KeyManager

Connecting SafGuard200 : connecting to SafGuard200




HilM ERVER

Fig. 5-10 Connecting fail

Disconnect SafGuard200 : disconnecting SafGuard200

Hil SERVER 3 EI

@ Dis::nmmct'ﬂafmrdﬁ_ﬂﬂ anccessfully

Fig. 5-11 Disconnecting Successfully

About : Displaying the version and date of HSM_Sever program



Ahout CHT Baf goard 200 Sereice . |

8 CHTTL 8F0 Project Management Eesearch Lab.
Safeuard 200
2|:||:|2|:|4|:|1 ...........................................

Figure 5-12 About

Eixt : Quit the HSM_Server program.



5.1.3 Remove Service Program

(M
Executing HSM_Server.exe in the installing directory, click [Remove
service program] and then click ok button. the service program, HSM_Server,

will be removed from the system.

=101 x|

" Install Safenard200 Service
O Install and start Safeuard200 Service

" Start Safeuard 200 Service

& Eemove Safguard200 Service
CHT Safzuard 200 Diver 1 x|

Ao
@ Bafemard 200 Zervce - Remove succesfully

Fig. 5-13 The screen of removing service program

(2) After remove all file in the installing directory, the operation
of removing is completed.

5.2 Installation of Solaris/Linux driver

(1) First copy the SafGuard200 drivre to UNIX-like system, including -
1. HSMDriver.sh (batch file, start/stop command file)
2. server (main program)
3. SafeGuardStop (stoping running executing file)
4. safeguard.ini ( information about SafGuard200)

Safeguard.ini need to be replaced by safeguard.ini generatred by previous



key management tool.

(2) Exectuing in the installation directory

HSMDiriver.sh —s : Start SafGarud200 driver program
HSMDiriver.sh —stop SafGurad200 driver program
HSMDriver.sh —1 : check the state of connecting
betwenSafGuard200 ad driver.

Fig. 5-14 The service program on UNIX-Like system
5.3 Active_Ap_Key_file Directory

The Active_Ap_Key_file directory is used to store parameters for enabling
key, the file name is assigned as the following

AP_UseKey_ (the type of the Key: RSA_10240 r RSA_4096 ) (store in
SafGuard200).ini - Therefore, if AP_KEY is RSA4096, and it is stored at location
1 of SafGuard200, then its parameter file name is AP_UseKey RSA_4096_1.ini.
Besides - this file will be fail whenever the hardware is reset. So you need to
check the parameter file and make sure it is the latest version. ( Please copy the

parameter file to your AP directory.

Note : this directory can be created only after the key management tool has
beenexecuted. About how to enable the keys, please reference to manual

4.2key management tool

S.4 The Directory PubKey_file

PubKey_file: the directory for storing public key




Pubkey_file\*.inf sub publickey info

Pubkey_file\*_CertReq.PKCS10 PKCS10 Certification Request

Pubkey_file\*_CertReqSign.b64 B64 encoded PKCSI10 Certification
Request file (with digital signature)

Pubkey_file\*_CertReqSign.PKCS10 PKCS10 Certification Request with
digital signature

Pubkey_file\*_dn.hex The necessary DN hex values to
enable CA

Table 5-1 Filesabout public keys

Note * represents the name of AP_KEY
Note : This directory can be created only when KeyManagerTool has been
executed. About the way to generation please reference to manual 4.2Key

management function °

6. The Installation And Operation Of The

Auditing Server

6.1 Installation

6.1.1 Stepl.:

Decompress the AuditingServer.zip file into a temporary directory, eg. CA\TMP -
2l x|
Efract to: Eolders/drives: E whract I

o - d g -
I e J _>I % | _I Cancel |

File=

= Selectedfiles 0 WINNT Help |

0+ al files -] B
 Fies A R
fes: | -y SRR (D) J
[T Owenwrite existing filas
[ Skip older files

_hl_l MHew Folder... |

W Usze folder names




6.1.2

Step 2. :

Change to the directory containing the decompressed files, and double click

Setup.exe to start the installation procedure.

BEEQ REED WR0 HEREW ITHD SHBHE

L=
| = |

EE-EH - = - @ Qme DEem @08 X o &=

D) |1 Cttmp x| PBE
-1 b = Iy By = I —
g d
[ INET321EX . _I8Delexe _Setupdll _zwzl cah _zvsl hdr _uzerl cab
tmp
ar
FERTE
= _uwerlhdr DATA TAG datal cab datal hdr lang dat lazrot bin
fEEs 5 H8: 1998/10/2 T4 07:04
#] TI0 KB @ . ‘ g [3
Bt (—i) oz.dat Setnp exe SETUP.INI stop ins sztop lid
#B3Y: EERTES, 7 TO.0KE [f00KB S FRIE R Y

6.1.3 Step3.:

Follow the prompts and instructions of Setup.exe to install Auditing Server ©

&

the rezt of the setup procesz. Fleaze wait.

100 25

R fee (R FEE {AARTE R Setup iz preparing the
InztallShield(R ] Wizard which will guide you through

6.2 Activation

6.2.1 Stepl.:

Click the Start” button of Windows and from the ‘“Program” menu, select the



“HSM_Audit_Server “item in the “Secure Hardware 2.0 Auditing Server” group

to activate the Auditing Server.

{25 hbewced Vi St 60
¥ ) MR
i E heticwcend] Wi
24 FaklEreel 5.5 Faofesmniil Edtin

DRX ¥
b (R o R ¥
k]

B Deimsied] HEW_Anl & Zevden

3 Lag Viewa
3

fome | 2 2D Fe @ | St | Eme |wnar | g | @@ | | B | ewe | (43S t9BE o

6.2.2 Step2.:

After the activation, an icon of the Auditing Server located on the right-lower

corner of Windows task bar can be seen.

B TR

] 80D O  SuRE-.| Bouach | emete 42088 | Gow | Bt i | [ S

This represents that the Auditing Server has been successfully activated and is

running well.

6.3 Install As A Service

Click the ’Start” button of Windows and from the “Program” menu, select
the “’service” item inside the “Install HSM_Audit_Server as a Service” of the

“Secure Hardware 2.0 Auditing Server” group, this installs the Auditing Server as



a service of Windows. Thereafter the Auditing Server will be activated each time
Windows boots.
If an immediate activation of the Auditing Server is required, click “Run

HSM_Audit_Server Service” item in the same group.

6.4 Show The Status Of the Auditing Server

1. When there is no Secure Hardware connected with the Auditing Server, the

icon located on the right-lower corner of Windows is gray. The icon turns green
while there is any Secure Hardware connection. Locate the mouse cursor above
the icon, and the IP address of the connected Secure Hardware will be displayed

accordingly.

/O

45400 | 581 Eon s 495|080 gn| B A

2. Double click the icon, or click the right button of the mouse on the icon and
select ”Show Operating State”, the Operating state information between Secure

Hardware and Auditing Server will be shown.



Duditing Server Operating Stote

Auditing Server Listening Port: 4119

1234 message length not 4
Wait HSM's Connection...........

3. On the icon click the right button of the mouse and select ” Connected HSM
IP” to display the IP address of the connected Secure Hardware.

4. On the icon click the right button of the mouse and select ” LogViewer” to
activate LogViewer and review the auditing logs. This can also be achieved by
clicking the Start” button of Windows, and from the “Program” menu select

the "Logviewer” item in the “Secure Hardware 2.0 Auditing Server” group.

6.5 Stop The Auditing Server

On the icon click the right button of the mouse and select “Exit” to stop the

Auditing Server.




6.6 Stop And Remove The Auditing Server Service

Click the “Start” button of Windows, and from the “Program” menu select “’Stop
HSM_ Audit_Server Service” item in the “Secure Hardware 2.0 Auditing Server”
group to stop the Auditing Server Service. Select "Remove HSM_Audit_Server

Service” item in the same group to remove the Auditing Server Service.

6.7 Uninstall The Auditing Server

Click the Start” button of Windows, and from the “Program” menu
select ”Uninstall HSM_Audit_Server” item in the “Secure Hardware 2.0 Auditing

Server” group to uninstall the Auditing Server.



7. The Log Viewer

7.1 System Requirements

B Hardware Requirement :

x86 PC »  256MB RAM or above
B Operation System -

MS Windows NT 4.0 or later.

7.2 Operation

7.2.1 Start The Log Viewer

Execute LogViewer.exe and a Windows menu is shown as the following picture

depicts.

BERE WwH0 HRHE

=10lx|

= |§3|'r-‘=iﬂeﬁAPUBKEY j|

B BEEELE |||[& FHEE (SRR | e FERERE

xS Etmp

Fig. 7.1 LogViewer.exe

7.2.2  Function Description

= Open a directory to store the audit files:
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Select a proper directory that can store the audit files, as the following picture depicts:

FEE R el |
SRR RE |
B N
= HISHEER D)
== FEHHRE E)
o] ee

-] Installer ¥ISE 3.5.1 Download Data
2 f@ Recycled
-] Sample

i
¥
%
i
H

) LR IIG.:]I ~

o A AR L s E
e | B |

Fig. 7.2 Open a directory to store the audit files

(| }

And the audit files under that directory will be shown as the following picture depicts.

=0]x]
RO #AO B0
3 8 Bfeswes o B¢
B arezed (& Teel kAR | oo EEEEAE
BhiE Empling 7

Fig. 7.3 Showing audit files
If there is no audit file under the selected directory, a warning message is shown as the

following picture depicts.
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LogWiewer Sorms 5[
L EEFEEEERE (*loz )
SEHEEEIETE S B S

Fig . 7.4 No audit file is found under that directory
Refresh the auditing directory.

@ Read the information of the Public Key:

Select the secure hardware SO and the user’s public key files.
21
HRTED: [ | « EB cF E-

| 1log
TzerPublicK e ind

e Rl [ - P b ic Ko e i ReBF i)
TIEAEANTY: |ind Files (¥ ind) =] HTiH | -

Fig. 7.5 Select the secure hardware SO and the user’s public key files

S ol

BRED BRW W@ . _
9 | o roeREY = &\ %

& 4 m Ti| MIEEFY : 4

REBEE L feusy 7 T T

20020970 I0J30: FOEEEY

i [E g [ B

Fig. 7.6 List the secure hardware SO and the user’s public key
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Reload the content of Audit files:

? About:

LogViewer Copyright information.
BAR: LogWViewer x|

g LogViewer Yersion 1.0

2028 10 515 H

Fig. 7.7 LogViewer Copyright information

7.3 View The Log

7.3.1 Select The Audit File To View:

Select the audit file of interest with the mouse, as the following picture depicts.

=10 x|

#BEE #HRO HEo
@ [2 |l puBker - ‘ ? ‘
D EUEESE || @ Tl | SR | e EEEEAE

20020930.log [ 0165 085 1085 1001 AAABNAAAA+KAAAACAAAAAZCYNZESMDkyMDEYMDAY...
[0 015 095 463 2002 AAABLQAABIIAAAACAAAAAZOWOTESMDkyMDEyMDAy...
E520021002.10g
E20021028.10g
i [Edtmpilog EFE Y

Fig. 7.8 Select the audit file to view
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7.3.2 View The Detailed Record:

Click on the selected audit record to view the detailed information, as the

following picture depicts.

| 3l
xR B HEE

Iﬂ_‘] E]DLE‘DB]CE? ||g'| T |

alml =l

320021029 loy

e

0 20021 D02, |« PR

azﬂﬂznﬂﬂ log ¢ 0N EF DB+ AdnH 4 Pt kAARACAAAASZ oy N 2 E B D kv D EseI D,

MEWIWMTEEMDEMMDEWDW
|

i - 1[:hange Real-Tine Clock

R | = &

nnurl:l.ting server FRAFARAN  miEg oRy 1efh

B EHEE 308 bytes

e v 1801

=50 id L1100

B 50 id HRAG

L T iy

Change Real-Time Clock 20020 F 29 H R T e gl

B EfRiE

B2 9D 1 34 00 00 @3 EY 0B DO 0D 02 2D A0 PR 03 3T 32 IT 31 =
a9 38 39 32 38 31 32 3@ 30 32 1 bb 6F &5 38 32 3F 31 39 3@
a9 32 3@ 31 3% 30 38 37 bh BB BB @B 48 01 BF 75 91 CE EhG 68
26 6F GG AT DN 30 BY BH FA 3% B3 ZE B4 B2 0 14 By BR AR 32

=l
[] ST i CWE

Fig. 7.9 View the detailed record

7.3.3 Display the Apk public key:

ErmEn

Select the Apk public key from the detailed record menu, and the key value is

shown as the following picture depicts.

56

-TL Proprietary-



B [=l
=D ﬁﬁﬁm HeAm

‘ [ | E=afsor PuBkEy L|| 5 | P ‘

B ErEEsE
20020930.log

f@20021029.10g

B
L1001 | MABNAAM+kMAACAMMz NzEEMDkyMDEyMDAY...
AAABL gAABIIAAAACAAAAAZ QwOTESMDkyMDEYMDAY...

x|

| 2 & |
020F 1445 03FD
438 bytes
2088
aaa
aea3
2002@1 ﬂﬁ 28 E[1 05#23%21%}‘
21880885
RSA 1824
3

[JApk puUDITC ey | 91F9DD138D5G6RNGFF7BESTZATET < < |
HRIERE R e

90 60 61 AE 00 60 67 DO 60 60 G0 O1 00 6O 60 03 31 32 33 32 ~
308 31 38 32 38 31 32 30 30 32 01 40 6F 45 00 00 66 00 00 00

L |@e 83 91 F9 DD 13 8D 50 6A A3 1F F7 B8 57 2A 7E 70 CB 9D 88 - -
BhE 33 6B @8 C5 E1 CD 99 OB DF 6D D8 FO F3 FA 37 FD 63 89 A9 53 H 1 4

b

SEBIET

Fig. 7.10 Display the Apk public key

Click on the Apk public key to view its value, as the following picture depicts.

SEQUENCE {
SEQUENCE {
COBJECT ILENTIFIEE rzaEncryptlon (1 2 340 113549 1 1 1)
NULL

}
BIT STRING 0 ummsed hits, encapsulates {

SEQUENCE {
INTEGEE

00 CB F7 46 26 4B F2 Fl D4 66 D2 F4 50 FC 9E ©O D4 15 B4 D2 &5 B8 D5 16 50 BF CA 7 77 4B FE B2

F3 A% 7 43 45 FO ZE EZ &l A7 65 BY 45 32 D2 OC DE B4 14 aC B4 3% 45 EE D3 83 3C BF 04 089 47 ga

OF 3B 4F 6F 7E F3 BF 14 Bé 31 5E F4 Fé OB FC 24 8B 41 F2 4C 34 D4 25 95 F2 3C 31 53 49 A9 63 FD

27 FA F3A FO D3 0D DF OB 99 D E1 ¢S5 D& AB 23 &8 9D CB 70 7E 24 57 B2 F7 IF A3 64 50 2D 12 DD F9

91
INTEGER 6353537
b
b

Fig. 7.11 Apk public key
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7.4 The Event Code Of Audit Records

Table 7.1 The data type and length of auditing records

Label Type Length (byte)

Length Int 4

Event ID Int 4

Audit Time Char 14

HSM serial number Int 4

HSM IP address Char 4

Audit flag Int 4

Audit server IP Char 4

Audit server Port Int 4

SO ID Int (0-3) 4

SO public key Char 128

User ID Int (4-12) 4

User Public Key Char 128

User Count Int 4

AP key type Int 4

AP key ID Int 4

AP key ACL Char 45

Ap key public key Char 128,256,512

Hash (MK) Char 20

HK public key Char 128

Result Int 4

Signature Char 128

Table 7.2 Initial states of audit events
Event Event Data
code

Configure Real Time Clock 0001 Length+ Event ID+ Audit Time+
HSM serial number+ Result

Generate Master Key 0002 Length+ Event ID+ Audit Time+
HSM serial number+ Hash(MK)+
Result

Import Master Key 0003 Length+ Event ID+ Audit Time+
HSM serial number+ Hash(MK)+
Result

Create Security Officer key 0004 Length+ Event ID+ Audit Time+
HSM serial number+ SO ID+ Result

Import Security Officer key 0005 Length+ Event ID+ Audit Time+
HSM serial number+ SO ID+ SO
public key+ Result

Generate Hardware key 0006 Length+ Event ID+ Audit Time+
HSM serial number+ HK public key+
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Result

Configure HSM IP, Audit
flag, Audit server IP & port

0007

Length+ Event ID+ Audit Time+
HSM IP+ HSM serial number+ Audit
flag+ Audit [P+ Audit Port+ Result

Since there’s no operator ID for the initial state, the events on table 7.2 just send the event

code and data to the audit server, no signature attached.

Table 7.3 operational state audit events

Event

Event
code

Data

Configure Real Time Clock

0001

Length+ Event ID+ Audit Time+
HSM serial number+ Result

Generate Master Key

0002

Length+ Event ID+ Audit Time+
HSM serial number+ Hash(MK)+
Result

Import Master Key

0003

Length+ Event ID+ Audit Time+
HSM serial number+ Hash(MK)+
Result

Create Security Officer key

0004

Lengtht Event ID+ Audit Time+
HSM serial number+ SO ID+ Result

Import Security Officer key

0005

Length+ Event ID+ Audit Time+
HSM serial number+ SO ID+ SO
public key+ Result

Generate Hardware key

0006

Length+ Event ID+ Audit Time+
HSM serial number+ HK public key+
Result

Configure HSM 1P, Audit
flag, Audit server IP & port

0007

Length+ Event ID+ Audit Time+
HSM IP+ HSM serial number+ Audit
flag+ Audit I[P+ Audit Port+ Result

Set Network Configuration

1000

Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
HSM IP+ HSM Port+ Result+
Signature (so id 1)+ Signature (so id
2)

Change Real Time Clock

1001

Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
Change Time+ Result+ Signature (so
id 1)+ Signature (so id 2)

Create SO

1002

Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
Create SO ID+ Result+ Signature (so
id 1)+ Signature (so id 2)

Generate Hardare key

1004

Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
HK public key+ Result+ Signature
(so id 1)+ Signature (so id 2)

Create User

1006

Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
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User ID+ User Public key+ Result+
Signature (so id 1)+ Signature (so id
2)

Import User key 1007 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
Import User ID+ User Public Key+
Result+ Signature (so id 1)+
Signature (so id 2)

Erase ALL AP key 1008 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
Result+ Signature (so id 1)+
Signature (so id 2)

Switch to Initialization state 1009 Length+ Event ID+ SO ID+ SO ID+
& Erase ALL keys Audit Time+ HSM serial number+
Result+ Signature (so id 1)+
Signature (so id 2)

Generate AP Key 2000 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
AP Key Type+ AP Key ID+ AP Key
Public Key+ Result+ Signature (so id
1)+ Signature (so id 2)

Import AP key 2001 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
AP Key Type+ AP Key ID+ Import
APK Public key+ Result+ Signature
(so id 1)+ Signature (so id 2)

Delete AP Key 2002 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+

AP Key Type+ AP Key ID+ Result+
Signature (so id 1)+ Signature (so id

2)
Backup APK shares onto IC 2003 Length+ Event ID+ SO ID+ SO ID+
Card Audit Time+ HSM serial number+

AP Key Type+ AP Key ID+ Result+
Signature (so id 1)+ Signature (so id
2)

Set APK ACL 2004 Length+ Event ID+ SO ID+ SO ID+
Audit Time+ HSM serial number+
AP Key Type+ AP Key ID+ ACL+
Result+ Signature (so id 1)+
Signature (so id 2)

Set APK active (User) 2005 Length+ Event ID+ User Count+
User ID.... + Audit Time+ HSM
serial number+ AP Key Type+ AP
Key ID+ Result+ Signature (user id

1)

The events on table 7.3 require HSM to compute a SHA1 hash of the data (from Event ID to

Result), and then use the operator’s private key to sign the hash.
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