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Note: This equipment has been tested and found to comply with the limits
for a Class B digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures:

¢ Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

¢ Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

¢ Consult the dealer or an experienced radio/TV technician for help.

Modifications not expressly approved by the manufacturer could void the
user's authority to operated the equipment under FCC rules.
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1. Introduction

SafGuard 200 Hardware Security Module and Key management program
transmit data each other via Internet, since a 10M/100Mbps network interface
is used. In this way, we are able to transfer and receive information more
efficiently.

There are 3 or 4 entities in SafGuard 200 environment; (1) SafGuard 200
hardware security Module; (2) a CA server which requests SafGuard 200 for
cryptographic operations; (3) Smartcards; (4) whether provides a Audit Serve
to record the events of cryptographic module °

For security consideration, the Initialization process for SafGuard200 has
to meet the following purposes;

1.

There must be a unique relationship between SafGuard 200 and CA
server. SafGuard 200 can only provide services to the CA servers
which have participated in the initialization process. This CA server
can only request SafGuard 200 which has participated in this
initialization process to provide cryptographic operation services °

SafGuard 200 provides the cryptographic service which depends on
the identity of the smartcard; certain identity can only request certain
services from SafGuard 200; this is decided while an smartcard is
generated, SafGuard 200 will store the services which could be
requested by this identity into the hardware.

This CA server requests that SafGuard 200 to insert an Smartcard
while providing some cryptographic services; in such a way, this
SafGuard 200 can ensure that the identity of this Smartcard having
the authorization to execute this cryptographic service.

2. Instructions for SafGuard 200 Hardware

Secure Module

In order to reach the above goals, we set the following SafGuard 200
Initialization process.

2.1. Initialization Process

2.1.1

Before left the Factory (before SafGuard 200



handed to customers)

While Customers obtain SafGuard 200, they will obtain several empty
Smartcards and the files used for installing a C A server; at this moment SafGuard
200 firmware already exists without key stored in it.

2.1.2  After Left the Factory (Customers obtain
SafGuard 200)

When SafGuard 200 is handed to a customer, all services related to
cryptographic modules are disable. SafGuard 200 state is at Initialization state;
customers can return it to the original factory, if it is not at the Initialization state.

Before initializing any service, customers have to execute initialization
process (Key Management Program). After SafGuard 200 left the factory,
Initialization process can be divided into the following two stages, customers
have to execute these stages by order.

2.1.2.1. Generating Smartcards for different identities

The process is as follows: generating MK (Master Key) and storing it to the
Smartcard marked as SO (Security Officer). The results that SafGuard 200
generates MK are stored in SafGuard 200 itself and also Smartcards, which are
held by 4 Security Officer. Once generating MK, SafGuard 200 will store MK
forever, until SO needs to restore a new MK or this SafGuard 200 is damaged.
While changing MK, t is necessary to provide the old MK before installing a
new one. If MK is changed, then all keys related to cryptographic modules have
to be regenerated again by using this new MK.

There are 4 Security Officer Key Pair being generated, SafGuard 200
encrypts Private Key using MK, then stored it to the Smartcard marked as
Security Officer. On the other land, SafGuard 200 will store its Public Key in its
interior.

While generating HK, Key Pair (RSA key pair with 1024-bit key length) will
be stored in SafGuard 200, and the Public Key is transferred back for key
management programto use.

After completion of the above activities, SafGuard 200 system state will be

configured as Authentication State. Rebooting SafGuard 200 is necessary for

entering the Authentication State for normal operations.



2.1.2.2. Generating Application Key

Generating an Application Key (APK) and stored it to Smartcards used
by differently authorized personnel

System administrators can generate User key pair by their needs and store

them to the Smartcard marked as “user” (or “operator”).

System administrators then use SafGuard 200 to generate APKs for
different authorized users. The generated APK is a Public-key/Private-key key
pair, 3DES or RC6, which is stored in the SafGuard 200 and held by different
Smartcards. Then they configure the ACL of APK. System administrators may
configure system state of SafGuard 200 as Initialization State; however, this
activity will erase any key stored in SafGuard 200.

Every Application Key has its corresponding ACL and Status. While

generating APK, Status is “0x00; once ACL is set, Status is enabled.

2.2. Key Usage

The keys generated above and their usages are as figure 2-1.

Type of Role of Key [Methods of |(Number of |Merge of |Methods of
Key holder storing to Smartcards|Smartcard |Storing to
Smartcard HSM
Security Security CA pvk 4 With MK |CA public
Officer Officer, plaintext key
Key System (signature
Officer only)
MK Security Plaintext, split With SO Key Splits
Officer, by 4 Key
System persons > 2 out
Administrator|of 4 split
User Key |Userl, CA pvk 3 Independent |CA public
System Plaintext key
Operators (signature
only)
AP Key User2, Key (3 outof 5 5 Independent |Plaintext
(optional)  |Holders splits, no
encryption
before split
AP Key User2, Key (2 out of 3 3 Independent |Plaintext
(optional)  |Holders splits, no
encryption
before split

Table 2-1: Key Usage




According to the above analysis, one SafGuard 200 needs at most twelve
Smartcard holders, at least four holders, three combinations are as follows.

(1) 12 persons
(2) 9 person (if Security officer and Userl are in the same group)

(3) 4 persons (if Security officer and Userl, User2 are in the same
group)

Two types of Smartcards are as follows.

(1) First type is for Security officer and Userl.

(2) Second type is for User2. Because SafGuard 200 may store more than
one key, this type of Smartcard is for saving more memory, and
satisfies the separation principle of operation Smartcards and backup
Smartcards.

2.3. Environments for Smartcards Control

CA is under a 12-person control, and RA is suitable for a 9-person or
4-person control. Standard ID-based control is feasible.

3. Instructions for Key Management Program

This chapter is for more details about the Authentication State for the
hardware SafGuard 200.

3.1. Service Types

When the system is at the Authentication State, there are three types of
Authentication Services, namely, Security Officer Service, User Service and
Normal Service.

3.1.1 Security Officer Service

When executing the Security Officer Service, security officers need to do
Security Officer Logon (SOLogon). Tiwo Smartcards, called SO Smartcards, are
also needed in this activity. This will generate a SessionKey, using this
SessionKey for MAC to ensure that one can execute this service. There is only
one SessionKey for Security Officer at a time.



Backup Application keys to Smartcards
Restore application keys from Smartcards
Create Security Officers

Cerate Users

Generate Application Keys

Set AP Key ACL (Access Control Limit)
Set Real-time Clock

Set network configuration

Switch to Initialization/Maintenance State
Erase AP Key

Write CA Software version info.

3.1.2 User Service

When executing the User Service, a User needs to do User Logon
(UserLogon). User Logon is mainly for AP Keys; the key management program
needs to transfer APK-keyType and APK-keyID to SafGuard 200. There are at
least n different User Smartcards according to the Limit_auth_num “n” in ACL of
AP Key. SafGuard 200 will also compare User ID in the Smartcard and that in

the ACL.

Every UserLogon generates a SessionKey for MAC to ensure whether this
service is executable. Every AP Key has only one SessionKey at a time.

Use AP Key for cryptographic services

3.1.3 Normal Service

View SafGuard 200 information
Change Smartcard PIN



4. Setting Up the SafGuard200

=101 x|

B Kevbanagement Tool
Safeuard200 Initialize Get Hardware Key
Security Officer Coramand Hitport Public Key
User Cornrand View Safzuard200 detail
el Get Difver's Handle
Ahont ey Management |

Fig. 4 -1 SafGuard200 setting up screen

4.1. Initialization of SafGuard 200

Selecting “Initialization” buttons to initialize the SafGuard200




wecnrity Officer Cornrmand

ser Comnmoamd

Change [C Card FI Code

Fig. 4-2 Selecting the button of initialization

4.1.1. Setting the identification name of SafGuard200

Give an identification name for the safguard200.

Set Bafemard 200 Name

Input a Name to this Safguard 200

Mame: |CATesting|

oK Cancel |

Fig. 4-3 Setting the identification name

4.1.2. Setting up the Real Time Clock of SafGuard200

The program will show the time of SafGuard200 “Real Time Clock™ on screen

Real Time Clock

Fig. 4-4 The time of SafGuard200



Setting up the SafGuard200 “Real Time Clock”.

et Real Time Clock i x|

@ Are o zure to st the BTC of Safpuard 200 sme with computer swstem-tme?

Canecl |

Fig. 4-5 Setting upSafGuard200 Real Time Clock

4.1.3. Configuring SafGuard 200 Network Information

(1) The network information of SafGuard200 has default values, please
modify the data according to the environment used.

set Jaf onard 200 Network x|

~ Safenand 200 [P addvessFort
[P addeess | 0. 144, 13 217
Fort : EE6E
Metrnask - |255.255.255.a
Chetway ; | 10 . 144 . 13 ., 25
¥ Budit Server
Saadit Secver TF addeessiIF

IF address : I o, 144 13 . 20

Fout : IdllQ
st _|

Fig. 4-6 Setting up SafGuard200 network information



(2) After configure the network information, please restart SafGuard200.

Eew Management Tool ; E]

The IF address of Bafziard 200 and A oditing Server iz st succesfollyl
Pleass ezt the Safzurad 200 and make the dover to reconnect fo Sadzuand 200,
Then prezs the [OK] button to continue!

Fig. 4-7 ReStart SafGuard200

4.1.4. Instialitation of Master Key

4.1.4.1. Produce Master Key

Four Security Officers are required to produce Master Key.

4.1.4.2. Impose Master Key

Two SO are required to impose the Master Key » and these two SO
needto have IC card with correct Master Key °

Grenerate Security Officer Eewr x|

Fig. 4-8 Produce ~ Impose Master Key



4.1.5. Installing Security Officer Key

4.1.5.1. Produce Security Officer Key

Four Security Offices are required to produce Security Officer Keys.

4.1.5.2. Impose Security Officer Key

If selecting impose Security Officer Keys > the key-pair of SO IC card
needed tobe encoded by the SafGuard 200 MK such that the SOLogon =]
can be used.

Grenerate Security Officer Eewr x|

Fig. 4-9 Produce ~ Impose Security Officer Key

Please give this Security Officer an identification name such that the

Security Officer can be identified in key management tool.



Generate Becuritr Officer Kew complete 3(]

Flease input a Lakel to the Secwity Officer with D0

Lakel: |CﬁTESﬁng_ﬂdmhﬂ

Gl _|

Fig. 4-10 Setting the id name of SO

4.1.6. Produce the Key-Pair of SafGuard200

The Key-Pair of SafGuard 200 are required for the usage of UserLogon
and SOLogon.

Crenerate Harewsare Kew ' x|

Crenerate Hardware Eey?

[ DK | Generate Hardware Key, complete the initialization.
[ Cancel ] Tntermpt the initialization,

Canecl |

Fig. 4-11 Produce SafGuard 200 Key-Pair

4.1.7. Complete SafGuard 200 initialization

(1) If previous steps all complete without any error, the initialization can
be completed

Restart SafGuard200 and change the state to Authentication State °



Crenerate Hareware Kew Tl XI

Generate Hardware Key?

[OF | Gernerate Hardware Kev, complete the initialization.
[ Cancel | Intermpt the initialization,

Canec] |

Fig. 4-12 Initialization complete

If there is any error or the button “Cancle” was pressed, the initialization will be

stop. If you want to initialiaze SafGuard200 again, you need to go step 1 .

4.2. Key Management functions

Two Security Officers are required to generate key pairs.

Selecting Security Officr command on the key management screen.

secnity Officer Comnrmand

Tser Comnrnand

Change IC Card FIMN Ciode

Fig. 4-13 Selecting Security Officer button

4.2.1. Security Officer Logon

(1) To Logon Security Officer, Security Office will be required to
insert his/her IC card -



HiM_MESSAGE

8 Input the IC card FIN code!!!
Follow the message on the LCD of Safzuard 200

HiEM_MESSAGE x|

-
r\l> Pleaze Inzert the Second Securty Officer IC Cand

@ Input the IC card PIN code!!!
Follow the message on the LiZD of Safzuard 200

Fig.4-14 message of Security Officer Logon

(2) After SO Logon successfully, the window of selecting will show
up as following



Security Officer comimand x|
Generate Hardware Key |
Set Safguard200 Real Tirme Clock | Grenerate User Key |
Set Safguardd00 Network | Generate Master Key |
Set Safuand200 state | Gengarte Security Officer ey |
Setthe Activate Gronp of AP Key | Generate Appliction Key |
Wiite Appliction depil fle | Cleax the Backp [C content |
Exit

Fig. 4-15 the window of Security Officer function

4.2.2. Produce User Key

Ther are two ways to produce User Key -

4.2.2.1. Produce User Key

[ Produce] > a user(system operator) is required to generate a new
key-pair.

4.2.2.2. Impose User Key

[ Impose] User Key > make sure that the key of IC card is encoded
by the MK of SafGuard 200.



Crenerate Teer ey . il

— Methed
" Generie &% Tmnport

User Key Lakel - ]CﬁTesﬁn,g_Use:fﬂ

Ulser ey [0 (0-3) |g vi

User Key ID | Ulser Koy Lakel | Ulser Key state

Mot Bxrist
CiTesting Userl Egxist
CaTesting User? Euxist
CiTesting User? Ecxist

Mot Earist

Mot Earist

Mot Earist

Mot Baist

Mot Earist

_ Cenoel |

= =T s PR L ]

Fig. 4-16 the window of producing User Key

4.2.3. Setting up user group

After the User Key has been generated, please select T set up Group

on [ Security Officer function table] - This function can classify Security
Officer and User which can be used by Application Key(APK).




Set Crroup

Gronp Mame | CATesting User Group

— e oernbers
Select UserdS0
SO LRS00
$03(30%
504(503) selected TerS0
2dd---= CaATesting Userl (Userl)
CaATesting UserdilTserd)
CATesting TserdilTsecd)
----Delete
Creoup Marne | Member | | Member 2 | Member 3 | Memaber 4
S0 Cronp SO4LS03 SO3E0D SO2(E01) SOLES00
i estmg L . Calestme Us,, CAlestng Use,,  CATesting Us,,,
4| |

Fig. 4-17 Setting User-Group

4.2.4 Produce AP Key

From Security Officer function window, click [ Produce AP Key])] and
go to the window of producing AP Key.



AF Eev Comumand

—Cornmand
Generate || APReylabel [CATwtne O
i || &PEsD: [a -
Backip || - &P Rey Tyre
C RSA 4096  RSAJME ¢ RSA 1M © TageDES  © RCS
Delete |
Delete A1 |
AF ey ID | AP Key Lakel | AP Key Type | AP Key state
St ACT [l |0 Ch Testing 00 RSA_10M Activate
1 CA Testing 01 RSAIOM Deactivate
B 2 Not Exist
Get L INE Not Exist
4 Not Exist
AL Not Exist
GetKeyswe || |6 Not Exist
7 CA Testing 07 RSA_10M4 Deactivate
: : : Not Exist
Disglay Public By |
Display Public Rey Hash |
Change 5P Key Latell |

Fig. 4-18 the window of producing AP Key

4.2.4.1. Generating Keys

Click T Generatingkey; on [ producing AP Key)] window °

Eevb{anagement Tool

Fig. 4-19 the complete of producing AP Key

Then you will be asked to set up the ACL(Access Control Limit) of the

Application Key.




4.2.4.2. Setting up the ACL of Key

Fig. 4-20 Setting up the ACL of AP Key



4.2.5 Key Recovery and Key Backup

AP Eev Command

~ Cornmand
Generate || P EeyLatel [CA Testing O1
Irmport [ #PRyD: i ]
Backup || &P Key Tope
T RSA40% C RIAIME G5 RSA R4 O TapeDES O RCE
Delete |
Delete 41 |
APFeyID | APFeylabel | APReyType | AP Keyswe |
wac | o CaTowg o RS o
Get ACL INE Not Exist
4 CA_Testing 04 RSA_1024 Deactivate
5 Not Exst
CetReyswe || |6 Not Exist
7 CA_Testing 07 RSA_1024 Deactivate
: : : Not Exist
Disglay Public ey~ |
Display Public Key Hash |
Change &P Key Lakel |

Fig. 4-21 the screen of AP Key Backup and Recovery

4.2.5.1. Key BackUp

Click on T BackUp j; of [ producing AP Key screen] . Make sure the APK
has been generated and SafGuard200 already has the key-pair of AP Key.

FE ) APKey k& JE (R B A ) BpT o 245 A7 AP Key #93% €
tmo



Backup the AF Eew

—Cheice the ID of the Application ey whick vou want to Import, Export, Backop or Clear
Spliting I card Me: I5 _I:I
Sharing B2 card Mo, |3 _'j

Cead I |3 ROA 1024) |

AP Eey of [0 Cand ID | AP Eey Type | AP Eev Stae |
1 RE4 1024 Eaxist

9 RSA_1024 Mot Brist
& Gty L ot Barist
4 ESA 1004 ot Barist
& RS4 2048 Eaist

7 ROA 2048 Mot Bxist
8 RE4 4006 Eaist
10 TDES Not Exist
11 TDES Mot Bxrist
12 RCH Mot Bxist
13 RO Exist

_ Cocl |

Fig. 4-22 the screen of setting up the AP Keybackup information

4.2.5.2. Key Recovery

Click Timpose 5 on [ Producing AP Keyscreen)

User need to have the backup data in order to excute thekey recovery
operation.The screen of setting up the AP Key



Import Application Kexr I E]

—Cheice the ID of the Application Key whick vou want to Import, Export, Backop or Clear
mplitting I card Mo Iﬁ _I:I
eharing I card Mo lj _'j

Cead D |1 RSA 1024) |

AP By of [0 Card ID | &P Eev Type | AP Eev State
S By
i Rad 1004 Tot Barist
3 REA_ 1024 Mot Bxist
4 ESA 1004 Mot Bxrist
& RS4 2048 Eixist
7 RSA 2048 Mot Bxist
8 RSA 4096 Exist
10 TDES Mot Bxist
1 TDES Mot Bxist
12 RCH Mot Bxist
13 RO Exist
Cancel_|

Fig. 4-23 the operation window of Impose AP Key

After Key Recovery, you will be asked to set up the ACL of AP Key.

Please reference ( Figure 4-20 Setting up the ACL of AP Key) °
4.2.6 Key Destroy

4.2.6.1. SafGuard200 Key Destroy

Selecting T Delete ; or T Delete All; on the [ AP Keywindow] .



AF Eev Comumand

~ Command
Generate || APEeyLabel [CA Testme O1
i [| aPEyD: i -
Backup || &P ey Type
© RSAG0% C RSA M & RSAIM O TageDES  © RCS
Delete |
Delete A1 |
APReyD | APReylabel | APFeyType | APReysme |
Set ACL [l |0 Cé, Testing 00 RSA 1024 Activate
CE - [estina U Hs A O Leactiate
2 Mot Exist
Get ACL [| | CATesting Sien  RSA_1004 Deactivate
4 CA Testing O RSA_10M4 Deactivate
5 Not Exist
GetKeyswe || |6 Not Exist
7 CA Testing 07 RSA_10M4 Deactivate
3 Not Exist
Display Public Key |
Display Public Key Hash |
Change AP Key Lakel |

Fig .4-24 The screen of SafGuard Destroy

(1) T Deletej the selected AP Key .
(2) or T Delete All; to delete all AP Key e
Delete A1 AF Eex x|

& L e yom sure to delete all AF Eew?

Canec] |

Fig 4-25 key destroy

4.2.6.2. IC Card Backup Key Destroy

Selecting [ Delete the context of Backup ICcard] on the Security Officer




selecting window.

Delete the key on Backup IC Card.

Clear Backup IT Card Content x|
—Cheoiee the 1DV of the Application Eesr whick sron want 10 Import, Bxpodt, Backop or Clear
Splitting IC card Mo |5 =

Sharing IZ card Mo |2 =

Ced D |5 RSA_2048) |

APFReyof ICCard D | APKeyType | AP Key St
1 RSA 1024 Firist

2 RSA_1024 Mot Exist
3 RSA_1024 Mot Exist
1 RSA 1004 Mot st
& Lot AL a5t

? RSA, 2048 ot Eaust
; RSA 4006 Firist
10 TDES Mot Exist
11 TDES Mot Exist
12 RCE Mot st
13 RC6 Eurist

cacl_|

Fig. 4-26 Delete the context of Backup IC Card

4.2.7 Enable or Disable Key(WINDOWS)

Click T User commands ; on the SafGuard200 setting up screen




Security Officer Command

Tlser Commoand

Change IC Card FIM Code

Fig. 4-27 Selecting the button of User commands

4.2.7.1. Enable Key

(1) Selecting the AP Key that you want to be enabledon on the List, than press
[ Enable] -

TTzer command

AP ey Lakel | &F Eey Type | AP Eev D | &F Eey state
111 REs 4008 0 Dleactivate
i Testing (0 R84 1004 ¥ Artivate

At Dleartivaie Creneate PRESHO Exit

Fig. 4-28 The screen of key enable(User Logon)

(2) You will be asked to insert at least one User IC Card, according to
Limist_auth_num of the ACL of eack AP Key(Reference Figure 4-20 Setting
up the ACL of AP Key) °




HiM _MESSAGE - |

@ Pleaze Insert the first IC card of the CA Testing Admin

Canec] |

Fig. 4-29 Enable AP Key - The message of inserting User IC Card
(3) After enable the key, set up the information about the AP Key

a. Selecting the directory to save

Select a folder to save the dnd file of the AF : 2| =]
BB D |3 active_ap_key_fil ~| & B cF E2-
IR E " o

| \KeylanageDebugiactive_ap_key_tile ’ Hu i | >

Fig. 4-30 Selecting the location of AP Key



b. Setting up the privilege

HELRE JEF  4ERE
TR O O
L | O
N Ll O

SERE (.

Iv JEEFHE A TRE T o AR FAERR o] LS Y ()

e | mw | =R |

Fig. 4-31 AP Key configure file, setting up the privilege

4.2.7.2. Disable a using Key

Selecting the AP key you want to be disabled on the List, then
press [ Deactivate] °





