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Example to configure to enable DLS (Direct Link Setup)

1. Click “Direct Link Setup Enable”. And Click “Apply” button.

1% Ralink Wireless Utility x|

F'r-:ufilel Link Statusl Site Sur'-.fe_l,ll Statisticsl Advanced OoS |.-’-'-.I:u:|ut I

v 'wtM Enable Apply

[T ‘witdhd - Power 5ave Enable Settifg... |

[+ Direct Link Setup Enable ]

— Direct Link
— Direct Link Setup

AL Address I_I_I_I_I_I_
Tirneout ¥alue : I—ED seC Apply |

—DLS Status
MALC Address | Timeout

Tear Down |
[ +]

0k | Heb

2. Change to “Site Survey Page”. And add a AP that supports DLS features to a Profile.
The result will look like the below figure in Profile page.



' Ralink Wireless Utility x|

Frafile |Link Statusl Site Surveyl Statisticsl .ﬁ.dvancedl (I falcs I About I

— Profile List
Frofile Hame | SSID I Channel | .ﬁ.uthenticatinnl E ncrpphion | M etwork, T_I,I...l
PROFT ralink_DLS Ao Open MHone |nfrastructure

Delete E dit | Activate |

ok | Hep |

The setting of DLS indicates as follow:

1. Fill in the blanks of Direct Link with MAC Address of STA. The STA must
conform to two conditions as follow:

Connect with the same AP that support DLS features.

Have to enable DLS.



1 Ralink Wireless Utility X|

Frofile I Link. Statusl Site Surveyl Statisticsl Advanced  Ho5 |.-“-‘-.I:u:|ut I
v ‘Wt Enable Apply
[T WM - Power 5 ave Enable Setting...

[w Direct Link Setup Enable Apply

— Direct Link.
— Diirect Link Setu

p
MAC Address IH ; IE . IE ; IE ]
Timeout % alue ; I—ED e &pply

—DLS Status
kAT Addrezs | TimneoLt

Jild

6

_Eﬂ

Tear Down

al [ ]

gk

oK Help |

2. Timeout Value represents that it disconnect automatically after some seconds.
The value is integer. The integer must be between 0—~65535. It represents that
it always connects if the value is zero. Default value of Timeout Value is 60

seconds.



1 Ralink Wireless Utility X|
F'r-:ufilel Link. Statusl Site Surveyl Statisticsl Advanced  Ho5 |.-“-‘-.I:u:|ut I
v ‘Wt Enable Apply |
[T WM - Power 5 ave Enable Setting... |
[w Direct Link Setup Enable Apply |
— Direct Link
— Direct Link Setup
MAC Address : Iﬁ - IE - IE - IE - Iﬁ - Iﬁ
Timeout ¥alue : I B0 =ec Apply |
—DLS Status
kAT Addrezs | TimneoLt
Tear Down |
| | »]
[ o ] Hew |
3. Click “Apply” button. The result will look like the below figure.
1 Ralink Wireless Utility x|

F'r-:ufilel Link. Statusl Site Surve_l,ll Statisticsl Advanced (o3 |.-i'-.|:u:|ut I

v 'wht Enable
[ ‘Wit - Power S ave Enable

[+ Direct Link Setup Enable
— Dhrect Link.

Apply
Setting...

Apply

dild

— Direct Link Setup

Tirneout Walue : I B0 sec

MACAddess: oo - Joo - [3 - [

K
B

—DLS Status
bAC Address | Timeout
00-0C-43-25-73-18 5]
< |+

Tear Down |

ok |

Help

Describe “DLS Status” as follow:




1. As the up figure, after configuring DLS successfully, show MAC address of the
opposite side and Timeout Value of setting in “DLS Status”. In “DLS Status” of
the opposite side, it shows MAC address of myself and Timeout Value of setting.

2. Display the values of “DLS Status” to “Direct Link Setup” as follow:

1. In “DLS Status”, select a direct link STA what you want to show it’s values
in “Direct Link Setup”.

1 Ralink Wireless Utility x|

Prafile I Link, Statusl Site Sur\.fe_l,ll Statisticsl Advanced Go3 |.-’-'-.I:u:|ut I
v ‘MM Enable Apply
[T MM - Power Save Enable Setting...

Jild

[+ Direct Link Setup Enable

— Diirect Link,
— Direct Link Setup

MAC Address ; I_I_I_I_I_I_
Tirneout Yalue : I—E;D seC Apply

—DLS Status

kAT Addreszs | T imneoLt
O0-0C-43-25-73-18

Apply

Tear Down

1 [ ]

gk

oK Help |

2. Double click. And the result will look like the below figure.



1 Ralink Wireless Utility X|
F'r-:ufilel Link. Statusl Site Surveyl Statisticsl Advanced  Ho5 |.-“-‘-.I:u:|ut I
[V winitd Enable Apply |
[T WM - Power 5 ave Enable Setting... |
[w Direct Link Setup Enable Apply |
— Direct Link
— Direct Link Setup
MAC Address : Iﬁ - IE - IE - IE - Iﬁ - Iﬁ
Timeaut Yalue : I EO0 sec Apply |
—DLS Status
kAT Addrezs | TimneoLt
Tear Diown |
ol | +]
[ o ] Hew |
3. Disconnect Direct Link Setup as follow:
1. Select a direct link STA.
1 Ralink Wireless Utility x|

F'r-:ufilel Link. Statusl Site Surve_l,ll Statisticsl Advanced (o3 |.-i'-.|:u:|ut I

v 'wht Enable
[ ‘Wit - Power S ave Enable

[+ Direct Link Setup Enable

dild

Apply
Setting...

Apply

— Dhrect Link.

— Direct Link Setup

MACAddess: [oo - Joo - [i3 - [ -

K
B

O0-0C-43-25-73-18

al [ +]

Timneout ¥ alus : I GO0 =ec Apply
—DLS Status
bAC Address | Timeout

Tear Down

I

OE.

Help




2. Click “Tear Down” button. The result will look like the below figure.

1%- Ralink Wireless Utility




Example to configure to enable WMM - Power Save

1. Click “WMM - Power Save Enable”. And Click “Setting...” button.

' Ralink Wireless Utility x|

F'r-:ufilel Link, Statusl Site Sur\.fe_l,ll Statisticsl Advanced Go3 |.-’-'-.I:u:|ut I

v ‘MM Enable Apply |

[+ MM - Power Save Enable

[~ Direct Link Setup Enable Apply |

— Diirect Link,
— Direct Link Setup

MAC Address ; I_I_I_I_I_I_
Tirneout Yalue : I—E;D seC Apply |

—DLS Status
kAT Addreszs | T imneoLt
Trear Do |
dl | ]

ok | Hep |

2. After clicking “Setting...” button, show “Power Save Setting” dialog. Please select
which ACs you want to enable. Then click “Apply” button. The setting of enabling
WMM - Power Save is successfully.

Power Save Setking x|

[T ac wvo Apply |




Example to configure to enable WMM - Power Save

1. Click “WMM - Power Save Enable”. And Click “Setting...” button.

' Ralink Wireless Utility x|

F'r-:ufilel Link, Statusl Site Sur\.fe_l,ll Statisticsl Advanced Go3 |.-’-'-.I:u:|ut I

v ‘MM Enable Apply |

[+ MM - Power Save Enable

[~ Direct Link Setup Enable Apply |

— Diirect Link,
— Direct Link Setup

MAC Address ; I_I_I_I_I_I_
Tirneout Yalue : I—E;D seC Apply |

—DLS Status
kAT Addreszs | T imneoLt
Trear Do |
dl | ]

ok | Hep |

2. After clicking “Setting...” button, show “Power Save Setting” dialog. Please select
which ACs you want to enable. Then click “Apply” button. The setting of enabling
WMM - Power Save is successfully.

Power Save Setking x|

[T ac wvo Apply |




Example to configure to enable Wi-Fi Multi-Media

If you want to use “WMM - Power Save” or “Direct Link”, you must enable WMM. The
setting method of enabling WMM indicates as follows:

1. Click “WMM Enable”.

%' Ralink Wireless Utility x|

F'r-:ufilel Link Statusl Site Sur'-.fe_l,ll Statisticsl Advanced OoS |.-’-'-.I:u:|ut I

v i Enable Apply

I wibdhd - Pawer Save Enable Settifg...

Lk

[ Direct Link Setup Enable Anply

— Direct Link
— Direct Link Setup

MACAddiess: [ - [ - [ - [
Tirneout ¥alue : I—ED seC Apply

R

—

—DLS Status
MALC Address | Timeout
Tear Do
1] | ]

F, Help

LI

2. Click “Apply”.



“ Ralink Wireless Ukility X|

F'r-:ufilel Link. Statusl Site Survey Statisticsl Advanced  Ho5 |.-“-‘-.I:u:|ut I

v ‘Wt Enable

[~ Wik - Power 5ave Enable Setting... |
[~ Direct Link Setup Enable Apply |

— Diirect Link,
— Direct Link Setup

MAC Address I_I_I_I_I_I_
Timeout ¥alue : I—ED sec Apply |

—DLS Status
kAT Addrezs | TimneoLt
Tiear Mo |
< | ]

ok | Hep |

3. Change to “Site Survey Page”. And add a AP that supports WMM features to a
Profile. The result will look like the below figure in Profile page.

# Ralink Wireless Utility x|

Frofile | Lirk. Statusl Site Surve_lrll Statisticsl .ﬁ.dvancedl (oS5 I Aot I

— Prafile List
Profile M ame | SSID | Channel | .ﬁ.uthenticatinnl E ncryption | M etworl, T_l,l...l
FROF1 ralink_DLS Auto Open Maone | nfrastructure

Delete Edit | Activate |

ok | hHep |




Configure connection with WPA2 by 802.1x setting

1. Select A.P with WPA2 authentication mode.

“ Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSsID | sig..| C.. | Encrypt... | suthent.. | Metwark T...
00-20-AE6-4F- EE 53/’ 1 WEP Llnkncuwn Infraztuct. ..

( AT K KT 00 [P

e DD-#D-EIE-EE-Z-'E-.-... EEI/.; 'W'EF' nknown  Infragstuct...

WHOL WPA_. 00-20-46-50-D3-.. 37k 1 TEIF WRA-P. | Infraztruct. .
00-E0-18-F4-44- . B2% B WEP dnknown | Infrastruct. .

SoftaP10 00-0C-43-25-67-..  93% & TEIF WRA-P. | Infraztruct. .

: 00-07-40-C313-..  268% 10 Mone nknown | Infragtruct. .
wikLn-g 2200-A4-33-CC.. BRE 10 | AES WEA-P..  Infraztuct. .
PCwfa-A820 00-30-96-52-27-..  B2% 1 Mone nknown | Infraztruct...
APER 00-0C-43-25-60-..  B3% 1 TEIP WPA-P. | Infraztruct. .

dl | ]
IEEWTHEEUEEI <> APE3 Flescan Connect | &add to Profile |

OF.

| Help

2. Click CONNECT or double click the intended network.




“ Ralink Wireless Utility x|

Frofile I Lirk Status  Site Survey | Statisticsl .ﬁ.dvancedl About I

5510 | BSsID | sig.. | C.. | Enciypt... | authent.. | Netwark T...

WHOL WEP_... 00-20-46-4F-BB-.. B3% 1 WEF Unknown - Infrastruct. .

00-E0-B8-75-18-.. TKIP WPAZ | Infrastiuct..

WHOL_WEP_... 00-40-96-56-24-..  BODE 1 WEP nknown | Infraztruct...

WHOL WPA_. 00-20-46-50-03-.. 37% 1 TEIP WPA-P. | Infraztruct. .

Q0-E0-18-F4-44-.  B2% & WEP Urknown  Infrastiuct...

SoftaP-10 00-0C-43-258-67-..  93% 6 TEIF WRA-P. | Infraztruct. .

00-07-40-C3-13-..  26% 10 Mone dnknown | Infrastruct. .

wikLun-g 2200-84-33-CC.0 BBE 10 | AES WHRA-P...  Infraztuct. .

FPCwfd-A820 00-30-96-52-27-..  B2% 1 MHone nknown | Infragtruct. .

APER 00-0C-43-25-60-..  B3% 1 TEIP WRA-P. . Infraztruct.

1] | »l
™

I':'I'f'lﬁECtE'Z| <> P23 Rescan Connect ) &dd to Profile |
""h...._l_'_,.,.rl""

ok | Hep |

3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES)
security are support.

x
Authentication Type : 802.1% Setting |
Encryption : j
WA Prezhared Key : I
= hlem ey

@ Keytl  |Hex =
© Keyt2 Hex - I
) Keytd Hex - I
€ Kepitd IHE:-: j I
] Cancel |

*If AP setup security to Both (TKIP + AES), system defines is AES that security is
severely.

4. Click 802.1x setting.



Authentication and Security x|

Authentication Type :

E ncryption ;

W Prezhared Key I

= lEm ey
7 Keii IHE” j I
] ey Hex 0 I
) Kepta Hex - |
{ Keyiid IHE:-: j I

k. Cancel |

5. 802.1x setting page will pop up.

802.1x Setting x|

Certification | A Sewerl

Authentication Type  |{RlEas - Sezzion Resumption IDisaI:uIen:I "’I

| deritity I Pazzward I

1 Usze Client certificate

|zzied To: Expired [ : fiare.. |

|zzued By Eriendly Hame

¥ Allow unauthenticated provizion mode. Pravisianing Tunne I j

1| Uze protected authentication credentiz

File Path: Bemaove | [ rpart |

— Tunneled Authentication

Protocol EAPMSCHAF+2 x| Identiy |

FPazzward I

(] I Cancel | Apply | Help

5. Authentication type and setting method:

VPEAP:
1. Authentication type chooses PEAP, key identity into wpatest2. Protocol
chooses EAP-MSCHAP v2 for tunnel authentication, tunnel identity is
wpatest2 and tunnel password is test2. Those setting are same as our



intended AP’s setting.

802.1x Setting x|

Certification | Ca Sewerl

Authentication Type  [PEAP =] Session Resumption [Disabled 7]

[ dentity pratestE Passwend I

T Usze Client certificate

[zzted To: Expired [ : fiare.. |

|zzued B Eriemdly fame :
[¥ Allow unauthenticated provizsion mode Provisioning Turnel I j
A Wze protected authentication credentiz
File Fath : Eemoyve | [ rprt |
— Tunneled Authentication
Pratocol EAPMSCHAP »2 j Identity pratestE
FPaszward ItestE‘I

] I Cancel | Spply | Help

2. Click OK. The result will look like the below figure.

“ Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSsID | sig..| C.. | Encrypt... | suthent.. | Metwark T...
00-20-46-4F-BB-..  B3% 1 WEP nknown | Infraztruct...
00-E0- WPAZ | Infrastuct...

e O0-40-96-06-24-..  B0E 1 WEP nknown  Infragstuct...
WHOL WPA_. 00-20-46-50-D3-.. 37% 1 TEIF WERAF . Infrastuct..
00-E0-18-F4-44- . B2% B WEP dnknown | Infrastruct. .
SoftaP10 00-0C-43-25-67-..  93% & TEIF WRA-P. | Infraztruct. .
AP23 00-07-40-C313-..  268% 10 Mone nknown | Infragtruct. .
wikLn-g 2200-A4-33-CC.. BRE 10 | AES WEA-P..  Infraztuct. .
PCwfa-A820 00-30-96-52-27-..  B2% 1 Mone nknown | Infraztruct...
APER 00-0C-43-25-60-..  B3% 1 TEIP WPA-P. | Infraztruct. .
dl | ]
IEEWTHEEUEEI < WA TLS Flescan Connect | &add to Profile |

ok | Hew




@ TLS / Smart Card:
1. Authentication type chooses TLS / Smart Card, TLS only need identity that
is wpatest2 for server authentication.

802.1x Setting x|

Certification | Ca Sewerl

Authentication Type ITLS;’Smart Earcj Seszion Resumption IDisaI:uIeu:I "’I

[ dentity pratestE Passwend I

i | Use Client cetificate

lzzued Ta: Expired On : kare.. |

|zzued By Friendly M.ame :

[¥ Allow unauthenticated provizsion mode Provisioning Turnel I j

A Wze protected authentication credentiz

File Fath : Eemoyve | [ rprt |

r Tunneled &uthentication

Frotocal j |demtity I

Faszward I

] I Cancel | Spply | Help

2. TLS must use client certicate. Click more to choose certicate.



802.1x Setting x|

Certifization | CA Sewerl

Authentication Type ITLS.-"Smart Carc j Session Hesumption IDisaI:uIed "I

[detity pratestE Fazsward I
¥ | Wee Client certificate
lzzued To: Expired O : @l )
|zzued By Friendly Mame :
[ &llow unauthenticated pravizion mode Pravisioning Turmmne] I j

1| se protected authentication credertiz

File Path: Hemaove | [ rpart |

= lunneled &uthentication

Eratacal j |demfity I

FPazzward I

] I Cancel | Amply | Help

3. Certicate page will pop up; choose a certicate for server authentication.

Certificate Selection x|
! Eri=dly M arme I

Lesped To

Cancel |

3. Display certicate information in use client certicate page.




802.1x Setting

Certification | L Server I

X

Authentication Type I TLS/Smart Earcj

Sezzion Resumption I Dizabled 7 I

Identity |wpatest2

Fazzword I

¥ | Wee Client certifizate

|zzued To: wpatest?
lzzued By : 2003zery

E=pired On : 742642007
Friendly Hame :

[ &llow unauthenticated provision mode

1| ze protected authentication credentiz

Pravizioming Tunnel I

File Path;: Hemove | [rport |
— Tunneled Authentication
Fratazol j [ demfity I
Fazzward I
0k, | Cancel | Apply | Help

4. Click OK. The result will look

= Ralink Wireless Utility

Profile | Link Status ~Site Survey | Statis

like the below figure.

iu:sl .ﬁ.dvancedl About I

551D | BSSID | Sig... | C.. | Enciypt.. | Authert... | Netwark T..
00-20-46-4F-5B-..  B3% 1 WEP dnknown | Infrastruct. .

D0-E0-BA-76-18-. [ Infrastruct.. |

00-40-96-BE-24-..  BOX 1 WEP nknown | Infragtruct. .

00-20-46-50-03-..  37% 1 TEIP WRA-P. . Infraztruct.

00-EQ18-F4-44-. B2% B WEP nknown | Infraztruct...

SoftaP-10 00-0C-43-25-67-..  99% 6 TEIP WPA-P. | Infraztruct. .
APZ23 00-07-40-C313-..  26% 10 Mone Urknown  Infrastiuct...
wikun-g 22-00-484-33-CC.0  BB% 10 | AES WEA-P..  Infrastict. .
PCwfa-A820 00-30-96-52-27-..  B2% 1 MHone dnknown | Infrastruct. .
APER 00-0C-43-25-60-.. B3 1 TEIF WRA-P. | Infraztruct. .
+| |
IE':'f'lf'lE':tE':| -2 WA _TLS Rescan Cannect | &dd to Prafile |

k. Help

OTTLS:




1. Authentication type chooses TTLS, identity is wpatest2. Protocol chooses
CHAP for tunnel authentication, tunnel identity is wpatest2 and tunnel
password is test2. Those setting are same as our intended AP’s setting.

802.1x Setting x|

Certification | s Serverl

Authentication Type [ TTLS =] Session Resumption [Disabled 7|

[dentity pratestE Paszwond I

1 Usze Client certificate

[zzted Tio: Expired M : fdiare.. |

|zzued By Eriendly Mame

[¥ Allow unauthenticated provision mede. Provisioning Turmne! I j

1 Wze protected authentication credentiz

File Fath : Eemowve | | rpmrt |

— Tunneled Authentication

Protocol CHAP 7| Mdentiy  [wpatest2

Paszward ItestE

0k, I Cancel | Spply | Help

2. Click OK. The result will look like the below figure.



“ Ralink Wireless Utility

Frofile I Lirk Status  Site Survey | Statisticsl .ﬁ.dvancedl About I

551D | BSSID | sig... | C... | Enciypt.. | Authert... | Netwark T...

00-20-46-4F-BB-.. B3% 1 WEF Unknown - Infrastruct. .

P, 00-E0-BE-76-15-.. TKIP WPA2 | Infrastuct.. |

SMHOL WEB-" 00-40-95-5E6-24-..  BO% 1 WEP nknown | Infraztruct...

WHOL WPA_. 00-20-46-50-03-.. 37% 1 TEIF WRAP...  Infrastruct...

o0-EQ18-F4-44-.. B2% B WEP nknown  Infragstuct...

SaoftaP-10 00-0C-43-25-67-.. 99% & TEIF WFA-F..  Infrastruct...

AP23 00-07-40-C3-13-.. 26 10 Mone ko Infrastruct...

wikLun-g 2200-84-33-CC.0 BBE 10 | AES WHRA-P...  Infraztuct. .

PCW-A820 00-30-96-52-27-...  B2% 11 MHone Unknown - Infrastruct. .

APEE 00-0C-43-25-60-..  B3% 1 TEIF WRAP...  Infrastruct...

1| | »

IEnnnected < WPA_TLS Rescan Cannect | &dd to Profil |
ok | Hep |

©OMD5:

1. Authentication type chooses MD5, MD5 only need identity and password

that are wpatest2 and test2 for server authentication.

802.1x Setting

Certifization | L Sewerl
Authentication Type IMdE-EhaIIenge j

x|

[dentity pratestE Password ItestE

| Wse Client certificate

|zzued By Eriendly Mame

|zzued To: Expired M : fdiare.. |

¥ &llow unauthenticated pravision mode.  Pravisioning Turnel I

1 Wsze protected authentication credentiz

d

File Fath : BHemoye | [ rprt |

m lurneled Suthentication

Frotocal j | dermtity I

Faszword I

ak. I Cancel | Smply | Help




2. Click OK. The result will look like the below figure.

“ Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSSID

| Sig...l C.. | E ncypt. .. | .ﬁ.uthent...l Metwark T...

00-20-46-4F-BB-..  B3% 1 WEP nknown | Infraztruct...

A 00-E0- WPAZ | Infrastuct...

SMHOL WEB-" 00-40-95-56-24-..  BO% 1 WEP nknown  Infragstuct...
WHOL WPA_. 00-20-46-50-D3-.. 37% 1 TEIF WRA-P. | Infraztruct. .
00-E0-18-F4-44- . B2% B WEP dnknown | Infrastruct. .

SoftaP10 00-0C-43-25-67-..  93% & TEIF WRA-P. | Infraztruct. .
AP23 00-07-40-C313-..  268% 10 Mone nknown | Infragtruct. .
wikLn-g 2200-A4-33-CC.. BRE 10 | AES WEA-P..  Infraztuct. .
PCwfa-A820 00-30-96-52-27-..  B2% 1 Mone nknown | Infraztruct...
APER 00-0C-43-25-60-..  B3% 1 TEIP WPA-P. | Infraztruct. .

dl | ]
IEEWTHEEUEEI < WA TLS Flescan Connect | &add to Profile |

OF.

| Help




Configure connection with WPA by 802.1x setting

1. Select A.P with WPA authentication mode.

1% Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSsID | sig..| C.. | Encry... | Authent... | Metwork T «
g5 a 00-0e-25-49-B1-.. 99% 7 Mone nknoven  Infrastruct.
SR oaming 00-00-54-968-833-.. 9% 1 "WEP nknoven  Infrastruct.
Q0-0F-F7-EB-25-... 1 Mone Unknown - Infrastroct,
HOTESTAPY 00-0C-41-13-4C-... 1 MHone nknown - Infrastruct.
00-07-40-9F-50 - | 99% Infrastict,

00-0C-43-25-80-..  37%

1 WEF Unknown - [nfrastruct,
2E% FE-2E-CO-7DBF...  268% 4 MHone Unknown  Ad hoo
bbb 00-07-40-08-FC-.. 18% & MHane ko [nfrastrct,
podl 00-0F-F7-EB-25-.. 20% & WEP nknoven  Infrastruct.
00-EQ-18-F4-44- . 99% B TEIF WERAP...  Infrastruct
Sw'Foaming oo-0D-2g-a8-0h.. 9% 9 TEIF WRAP... | Infrastruct,
Buffalo-244wep  00-07-40-D8-CF-.. 81% 11 WEFP Unknown  Infrastruct.
‘Iﬁ..ﬂ S —— P IV | .
IEDnnected <k a Rezcan | Connect | Add to Prafile |

| ] 4 I Help

2. Click CONNECT or double click the intended network.



13- Ralink Wireless Utility X|

Frofile I Lirk Status  Site Survey | Statisticsl .ﬁ.dvancedl About I

5510 | BSsID | sig.. | C.. | Encry... | Authent... | Network T =
£r3 a 00-06-25-43-B1-... 7 MHone nknown - Infragstruct.
SwHoarming 00-00-54-98-33-.. 1 WEF ko [nfrastrct,
00-0F-F7-EB-25-... 1 Maone Unknown - [nfrastroct.

Maone Unknown - [nfrastroct.

1

NOTESTAF? 00-0C-41-13-4C-...

00-07-40-9F-50-.. Infrastruct,
00-0C-43-25-60-... 1 WEP nknown - Infrastruct.
g88 FE-2E-CO-7D-5F ... 4 MHone nknown - Ad hoc
bbb 00-07-40-03-FC-... G MHone nknown  Infrastruct.
pod1 00-0F-F7-EB-25-... [ WEF Unknown - [nfrastroct,
00-E0-18-F4-44- 3 TEIP WRAP. . Infrastruct
SR oaming 00-00-28-33-05... 9 TEIP WRAF...  Infrastruct.
Buffalo-24dwep  00-07-40-08-C7-... 11 WwWEP Unknown | Infrastuct.
4| e | »
I':'I'f'lﬁECtE'Z| i a Rescan ( Connect h &dd to Profile |
\n.__________..-l"

[ o ] Hew |

3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES)
security are support.

x
8021 Setting |

Althentication Type :

Encryption : j
WA Prezhared Key : I
= Em ey

% Kept] IH'E°'C j I

£ Kept2 Hex - |

£ Kepttd Hex R I

) Keptd IHEH j I

k. Cancel |

*If AP setup security to Both (TKIP + AES), system defines is AES that security is
severely.

4. Click 802.1x setting.



Authentication and Security x|

2021 % Setting

Authentication Type :

E ncryption ;

R Preshared Key I

= e ey
% Keptt] IH'E”'c j I
[ Fephd Hex 5 I
£ Kepltd Hex - |
£ Kepiid IHe:-: j I

aF. Cancel |

5. 802.1x setting page will pop up.

802.1x Setting x|

Certification | A Sewerl

Authentication Type | Session Resumption IDisaI:uIeu:I "’I

| deritity I Pazzward I

1 Usze Client certificate

|zzied To: Expired [ : fiare.. |

|zzued By Eriendly Hame

¥ Allow unauthenticated provizion mode. Pravisianing Tunne I j

1| Uze protected authentication credentiz

File Path: Bemaove | [ rpart |

— Tunneled Authentication

Protocol EAPMSCHAF+2 x| Identiy |

FPazzward I

(] I Cancel | Apply | Help

6. Authentication type and setting method:

VPEAP:
1. Authentication type chooses PEAP, key identity into wpatest2. Protocol
chooses EAP-MSCHAP v2 for tunnel authentication, tunnel identity is
wpatest2 and tunnel password is test2. Those setting are same as our



intended AP’s setting.

802.1x Setting x|

Certification | Ca Sewerl

Authentication Type  [PEAP =] Session Resumption [Disabled 7]

[ dentity pratestE Passwend I

T Usze Client certificate

[zzted To: Expired [ : fiare.. |

|zzued B Eriemdly fame :
[¥ Allow unauthenticated provizsion mode Provisioning Turnel I j
A Wze protected authentication credentiz
File Fath : Eemoyve | [ rprt |
— Tunneled Authentication
Pratocol EAPMSCHAP »2 j Identity pratestE
FPaszward ItestE‘I

] I Cancel | Spply | Help

2. Click OK. The result will look like the below figure.

1% Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSSID | sig. | C.. | Ercry.. | Authent | Network T =
a 00-06-25-49-B1-... 99% 7 Maone drknown | Infraztruct,

00-E0-18-F4-44-..  99%
SWwRoamning 00-00-28-33-D5.. 9%
Buffalo-244wep  00-07-40-D8-C7-.. &1

TEIP WEAP . Infrastuct
TEIF WRAP... | Infrastruct,
WEF Unknown  Infrastruct.

SR oaming 00-00-54-968-833-.. 9% 1 "WEP nknoven  Infrastruct.
Q0-0F-F7-EB-25-..  29% 1 Mone Unknown - Infrastroct,
] HOTESTAPY 00-0C-41-134C-..  268% 1 MHone nknown - Infrastruct.
t > 00-07-40-9F-50-..  99% 1 TEIP WA, Infragtruct.
N 00-0C-43-258-60-..  37% 1 WEP nknown  Infrastruct.
FE-2E-CO-FDCEF..  2B% 4 MHone nknown - Ad hoo

bbb 00-07-40-08-FC-.. 18% B MHone nknown  Infrastruct.
podl 00-0F-F7-EB-25-.. 20% & WEP nknoven  Infrastruct.

5

q

1

L

al

IEnnnected <3 WPA_TLS Rescan |

| »
§  Add ta Profile |

ok | Hew




@ TLS / Smart Card:
1. Authentication type chooses TLS / Smart Card, TLS only need identity
that is wpatest2 for server authentication.

802.1x Setting x|

Certification | Ca Sewerl

Authentication Type ITLS;’Smart Earcj Seszion Resumption IDisaI:uIeu:I "’I

[ dentity pratestE Passwend I

i | Use Client cetificate

lzzued Ta: Expired On : kare.. |

|zzued By Friendly M.ame :

[¥ Allow unauthenticated provizsion mode Provisioning Turnel I j

A Wze protected authentication credentiz

File Fath : Eemoyve | [ rprt |

r Tunneled &uthentication

Frotocal j |demtity I

Faszward I

] I Cancel | Spply | Help

2. TLS must use client certicate. Click more to choose certicate.



802.1x Setting x|

Certifization | CA Sewerl

Authentication Type ITLS.-"Smart Carc j Session Hesumption IDisaI:uIed "I

[detity pratestE Fazsward I
¥ | Wee Client certificate
lzzued To: Expired O : @l )
|zzued By Friendly Mame :
[ &llow unauthenticated pravizion mode Pravisioning Turmmne] I j

1| se protected authentication credertiz

File Path: Hemaove | [ rpart |

= lunneled &uthentication

Eratacal j |demfity I

FPazzward I

] I Cancel | Amply | Help

3. Certicate page will pop up; choose a certicate for server authentication.

Certificate Selection x|
! Eri=dly M arme I

Lesped To

Cancel |

4. Display certicate information in use client certicate page.




802.1x Setting x|

Certification | L Server I

Suthentication Type |TLS£S mart Carc j Session Hesumption IDisaI:uIed vI

[dertity pratest:Z Pazswond I

¥ | Wee Client certifizate

|zzued To: wpatest? E=pired On : 742642007
lzzued By : 2003zery Friendly Hame :
[ &llow unauthenticated provizion mode. Provisioning Tunmnel I j

1| ze protected authentication credentiz

File Path;: Hemove | [rport |

= Tunneled Suthentication

Fratazol j [ demfity I

Paszward I

0k, | Cancel | Apply | Help

5. Click OK. The result will look like the below figure.

1 Ralink Wireless Utility

Prafile I Link Status ~ Site Survey | Statisticsl .ﬁ.dvancedl About I

551D | BSSID | Sig.. | C.. | Encry.. | suthent... | Metwark T «
a 00-06-25-43-B1-..  99% 7 MHone nknown  Infrastruct.
SwHoarming 00-00-54-98-33-..  AE WEF Unknown - [nfrastruct,
00-0F-F7-EB-25-..  39% MHone nknown - Infragstruct.
NOTESTARPY 00-0C-41-13-4C-..  2B%
00-07-40-9F-50-..  99%
00-0C-43-25-60-..  37%
FE-2E-CO-FD-BF..  2B%
00-07-40-08-FC-..  18%
00-0F-F7-EB-25-..  20%
00-E0-18-F4-44- . 99%
SR oaming 00-00-28-83-05.. 9
Buffalo-24dwep | 00-07-40-DB-C7-.. 8

MHone nknown  Infrastruct.
TEIP WP I nfraztruct.
"WEP nknoven  Infrastruct.
Mone Unknown  Ad hoc

MHone nknown - Infrastruct.
WEP nknown  Infrastruct.
TEIP WPAP...  Infrastruct
TEIP WRA-F.. Infrastruct.
WEP Unknown | Infrastuct.

|
1 Addta Profile |

Lo O e —

[R—

<]

IEnnnected <=5 WiPA_TLS Fescan |

ok | Hem

OTTLS:



1. Authentication type chooses TTLS, identity is wpatest2. Protocol chooses
CHAP for tunnel authentication, tunnel identity is wpatest2 and tunnel
password is test2. Those setting are same as our intended AP’s setting.

802.1x Setting x|

Certification | s Serverl

Authentication Type [ TTLS =] Session Resumption [Disabled 7|

[dentity pratestE Paszwond I

1 Usze Client certificate

[zzted Tio: Expired M : fdiare.. |

|zzued By Eriendly Mame

[¥ Allow unauthenticated provision mede. Provisioning Turmne! I j

1 Wze protected authentication credentiz

File Fath : Eemowve | | rpmrt |

— Tunneled Authentication

Protocol CHAP 7| Mdentiy  [wpatest2

Paszward ItestE

0k, I Cancel | Spply | Help

2. Click OK. The result will look like the below figure.



1% Ralink Wireless Utility X|

Frofile I Lirk Status  Site Survey | Statisticsl .ﬁ.dvancedl About I

5510 | BSsID | sig.. | C.. | Encry... | Authent... | Network T =
a 00-0e-26-43-B1-.. 99% 7 MHone nknown - Infragstruct.
SwHoarming 00-00-54-98-83-.. ME 1 WEF ko [nfrastrct,

00-0F-F7-EB-25-.. 39% 1 Mone nknoven  Infrastruct.

1 HOTESTAPY 00-0C-41-134C-..  268% 1 Mone nknoven  Infrastruct.

t 00-07-40-9F-50-..  99% 1 TEIF WRA I nfragtruct,

N 00-0C-43-25-60-..  37% 1 WEP nknown - Infrastruct.
FE-2E-CO-FDEF..  26% 4 MHone nknown - Ad hoc
00-07-40-08-FC-.. 18% B MHone nknown  Infrastruct.
00-0F-F7-EB-25-.. 20% & WEP nknown - Infragstruct.
00-EC-18-F4-44- . 99% & TEIP WRAP. . Infrastruct

SR oaming 0o0-00-23-88-Dh. 1% 9 TEIP WRAF...  Infrastruct.
Buffalo-2ddwep  00-07-40-0D8-C7-.. 1% 11 WEP Unknown | Infrastuct.

*IH - s P I | .

|Connected <> WPA_TLS Rescan | ] | Addta Prafie |

ok | Hep |

OMDs5:
1. Authentication type chooses MD5, MD5 only need identity and password
that are wpatest2 and test2 for server authentication.

802.1x Setting x|

Certifization | L Sewerl
Authentication Type IMdE-EhaIIenge j

[dentity pratestE Password ItestE

| Wse Client certificate

|zzued To: Expired M : fdiare.. |

|zzued By Eriendly Mame

¥ &llow unauthenticated pravision mode.  Pravisioning Turnel I j

1 Wsze protected authentication credentiz
File Fath : BHemoye | [ rprt |

m lurneled Suthentication

Frotocal j | dermtity I

Faszword I

ak. I Cancel | Smply | Help




2. Click OK. The result will look like the below figure.

1% Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

551D | BSsID | sig..| C.. | Encry... | Authent... | Metwork T «
a 00-0e-25-49-B1-.. 99% 7 Mone nknoven  Infrastruct.
SR oaming 00-00-54-968-833-.. 9% "WEP nknoven  Infrastruct.
00-0F-F7-EB-25-..  39% Mone Unknown - Infrastroct,
MOTESTARPY 00-0C-41-13-4C-..  26%
00-07-40-9F-50-..  99%
00-0C-43-25-60-... 37X
TE-2E-CO-7FD-BF..  2B%
00-07-40-08-FC-...  18%
00-0F-F7-EB-25-..  20%
00-E0-18-F4-44- . 99%
SvwFoaming Q00-00-28-22-D6.. 9%
1

TEIP WRAP...  Infrastruct.
Buffalo-244wep  00-07-40-D8-CF-.. 8 WEF Unknown  Infrastruct.

IEDnnected <3 WRA_TLS Fescan | Connect i Add to Profile |

MHone nknown - Infrastruct.
TEIP WP I nfraztruct,
WEP nknown  Infrastruct.
MHone nknown - Ad hoo

MHone nknown  Infrastruct.
WEP nknoven  Infrastruct.
TEIP WRAP...  Infrastruct

Lo 0 O O e —

L

ok | Hew




Configure connection with WPA2-PSK

1. Select the AP with WPA2-PSK authentication mode.

“ Ralink Wireless Utility

Prafile I Lirk Status ~ Site Survey | Statisticsl .-’-'-.dvann:edl About I

O0-E0-BS-7E-18-. | 10..

WPAZ-PSK

551D | BSsID | sig.. | C.. | Ency... | Authentica... | Metwork T.
- e a 00-07-40-C313-..  29% 10 Mone Ik nown Infraztract..
WHOL WEP_... 00-40-96-56-24-..  BO% 1 "WEP Ik nown Infraztract..
APER 00-0C-43-256-60-..  B7% 1 TEIP WRA-PSE, Infraztiuct..
00-20-46-50-03-..  BO% 1 TEIF WRA-PSE, Infraztruct. .

00-20-46-4F-5B-..  57% 1 WEP Iriknonn Infraztact. .

00-0C-43-25-67-.. 89% & TEIF WERA-PSE...  Infrastact.,

00-E0-18-F4-44- . 44% B WEF [k ron Infrastruct..

Sn-Dlirik, 00-00-23-91-BA...  BO%E & WEF [Inkrion Infrastruct..

sk un-g 22-00-44-33-CC..  34% 10 AES W Pa-PSE, Infraztract..
POwia-A820 00-90-96-52-27-..  B2% 11 Mone Iriknon Infraztract..

1] |
IEDnnected <= APZ23 Fescan Cannect | &dd to Prafile |

| ] 4 I Help

2. Click CONNECT or double click the intended network.




“ Ralink Wireless Utility x|

Frofile I Lirk Status  Site Survey | Statisticsl .ﬁ.dvancedl About I

5510 | BSsID | sig..| C.. | Encry... | &uthentica... | Metwork T.
grie P23 00-07-40-C313-..  29% 10 Mone Ik nonsn Infraztict. .
WHOL WEP_ ... 00-40-95-B6-24-..  BO0% 1 WEF [k ron Infrastruct..
APER 00-0C-43-25-60-..  B7% 1 TEIP WRA-PSE, Infraztruct..

WHOL WPA_. 00-20-46-50-03-.. B0% 1 TEIP wiPA-PSE, Infraztruct..
'W'HIJL WEP ... 00-20-A6-4F-BB-... 5?3.; 1 'W'EF' Llnkncuwn Infraztiuct..
Chest 00-E0-B8-76-18-... WPA2-PSK | Infrastuct
SoftaP-10 00-0C-43-25-67-... BEI?; G TKIF' WRA-PSE. . Infraztiuct..
00-E0-18-F4-44- . 44 G WEP Ik nonn Infraztact. .

SOk, 00-00-33-91-BA...  BO a WEP Ik nonsn Infraztict. .
wikLn-g 2200-A4-33-CC.0 34% 10 | AES WRA-PSE Infrastruct..
PCwfa-A820 00-30-96-52-27-..  B2% 1 Mone Ik nown Infraztract..

4| | »
e _I
IEDHHEEtEd <> BP23 Rescan 4\ Caonnect ) &dd to Profile |
S

[ o ] Hew |

6. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES)
security are support.

x
Authentication Type ; B2 Setting |
Encryption : j
W Prezhared Key I
= lEm ey

& Keytl  |Hex =
) Keplt2 Hex - I
{ Keyhid Hex - I
) Keytid IHE:-: j I
ak Cancel |

*1f AP setup security to Both (TKIP + AES), system defines is AES that security is
severely.

7. Authentication Type is WPA-PSK. Select correct encryption (TKIP or AES). Enter
WPA Pre-Shared Key secret as 12345678.



x4

Authentication Type : |whPazPsK Rl B2, 14 Getting |
Encryption ; ITKIF‘ j
WA Prezhared Key : I'I 2345674
= hlem ey

& Keywt  |Hes Fl

£ Kepliz Hex e I

) Keypttd Hex = I

) Keypttd IHE:-: j I

] Cancel |

8. Click OK. Be careful, if the WPA Pre-Shared Key entered is not correct, even
though the AP can be connected, but you won’t be able to exchange any data
frames.

# Ralink Wireless Utility x|
Prafile I Link Status ~ Site Survey | Statisticsl .ﬁ.dvancedl About I

com ! pooim ! Cig ! C ! E ey ! Atk o ! Elabeork T
P5Ktest 00-E0-B8-75-18-.. TKIF | wPAZ-PSK | Infrastiuct.
WHLUL WEA_... UU-ZU-Ak-aU-LNa- 0 Bls | I RIF WER-Fok, InFrasiruact. .
WHOL WEP_ ... 00-20-46-4F-BB-.. BO% 1 WEF kot Infragtruct..
WHOL WEP_ ... 00-40-95-B6-24-..  76% 1 WEF [k ron Infrastruct..
APEE 00-0C-43-25-B0-..  42% 1 TEIF WRA-PSE. Infrastract..
00-E0-18-F4-44- . B2% B WEF [Inkrion Infrastruct..
SoftaP-10 00-0C-43-28-67-.. 9% B TEIF WPA-PSE...  Infrastact.,
Sw-Dlink, 00-00-83-91-BA...  BRE & WEF [k o Infrastruct..
wikun-g 22-00-84-33-CC.0  44% 10 | AES WPA-PSE, Infrastruct..
AP23 00-07-40-C3-13..  158% 10 Mone kot Infrastruct..
PCW-A820 00-30-96-52-27-...  B3%E 11 MHone kot Infragtruct..
| @
IEDHHECtEd £--» PSEbest Rescan Cannect | &dd to Praofile |

[ ok ] Hew |




Configure connection with WPA-PSK

1. Select the AP with WPA-PSK authentication mode.

Fa

|, Ralink Wireless Utility
Profile ]LiJﬂr_Status wite Surveyr ]St&ﬁsti;:s] Advance] Lbout ]
81D | BSSID Lot 1 E ork T..
__PiKiest ., 00-0C-43-25-61.. 65% 1 TKIP  WRA-P.. Infrastmct.. D
NDTESTAFT + O040=8=oG=ad—27 t ot —Ummown Lufrastmct.
miffy 00-0C-43-25-61 . 65% 1 TKIP  WEA Infrastruct. ..
SoftdP-D8 00-04-40-00-00.. 65% 1  NotUse Unknown Infrastruct..
APOOOCA432256 . 00-0C-43-0500.. 55% 1  WEP  Unknown Infrastuct .
WAP11 00-06-25-55-D8.. 20% 1  WEP  Unknown Infrastruct .
Qoo_1 B2-00-CF-02-2., 23% 3 NotUsze Unknown Ad Hoco
Buffalo 00-07-40-4D-0.. 10, &  TKIP  WPA Infrastruct. ..
BENDC_CASE  00-B0-C8-02-32.. 10 6 WEP  Unkuown Infrastuct..
NDTESTAPZ  00-04-76-45E. 10.. &  WEP  Unknown Infrastuct .
Buffalott 00-07-40-76-D..  34% 11  NotUse Unkoown Infrastruct
Connected <= NDC_CASE RESCAN |  CONNECT ‘ ADD PROFILE |
ok | Hel ‘

2. Click CONNECT or double click the intended network.



-

1%, Halink Wireless Utility

Profile | Link Stz Stte Survey ]Sh&ﬁs‘lﬁss] Advance | About |

S3ID | BEsID | 8ig. | C.. | Encry. | Avthent . | Network T.. |
Piktest 00-0C-432561 . B5% 1 TEIP T WPAD Infrastct.
NDTESTAPI™S  00-40-96-56-24.. 37% 1  NotUs TUnknown Infrastruct..
ity 00-0C-43-25-61.. 65% 1  TKIP  WEA Tnfrastruct...
SofthP-Dg 00-04-40-00-00.. 65% 1  NotUse Unknown Infrastoct.
APOOOCA3256.. 00-0C-43-05-00.. 55% 1  WEP  TUnknown Infrastmct.
WAP11 00-06-25-55-D8.. 29% 1  WEP  Unknown Infrastoct.
Qoa_l B2-00-CF-03-3. 23% 3  MNotUs Unknown Ad Hoc
Enifalo 00-07-40-4D-0.. 10.. &  TEIP  WEA Tnfrastct...

BENDC_CASE  00-80-CB-03-32.. 10.. 6  WEP  Unkeown Infrestmct.
NDTESTAPZ  00-04-76-85-E.. 10.. 6  WEP  Tnknown Infrastruct.
Erifalott 00-07-40-76-D...  34% 11 NotUse Unknown Infrastruct.

Connected <--» NDC_CASE RESCAN @DB PROFILE |

- — -

[ ok ] Hep |

3. Authentication & Security page will pop up. TKIP, AES and Both (TKIP+AES)
security are support.

f |

R CINENTICALON & Securtty

Authentication Type: |WEPA-PSK v | Encryption Type: |TKIP |

WA Pre-Shared Kevr: ||

3 | = |
g | = |
r | = |
3 | = |

Ok CANCEL

*1f AP setup security to Both (TKIP + AES), system defines is AES that security is
severely.

4. Authentication Type is WPA-PSK. Select correct encryption (TKIP or AES). Enter
WPA Pre-Shared Key secret as 01234567.



Authentication & Security
Authentication Type: | WPA-PSE » | Encryption Type: |TKIP x|
WEA Pre-Shared Key: @

O Kl | <] |

e etz | =

Koty [Aomteomal =] |
oK CANCEL |

5. Click OK. Be careful, if the WPA Pre-Shared Key entered is not correct, even
though the AP can be connected, but you won’t be able to exchange any data

frames.

Profile ILiJﬂ{St&‘L'IJS site Burvey ISt&ﬁsti;:si Advance' A hont I

P i | BESID | 8ig. | C.. | Encry.. | Authent.. | Network T.. ]

(ke GO-0C-43-25-61. 65% 1 TRIP  WPBA-D., [nfmetot. |

APl 00-40-96-56-24.. 37% 1  NotUse Unknown Infrastruct..
miffy 00-0C-43-25-61.. 65% 1 TKIF  WP& Infrastruct. ..
SoftaP-Da 00-04-40-00-00.. 65% 1 NotUse Unknown Infrastmct .
APOOOC43256. . O0-0C-43-05-00. 55% 1 WEP  Unknown Infrastmct .
WLP11 00-06-35-55-D. 29% 1 WEP  Unknown Infrastmct
Qoo_1 B2-00-CF-02-2., 23% 3 NotUsze Unknown Ad Hoco
Euffaln 00-07-40-4D-0..  10.. 6  TEIP  WEPa Tnfrastruct .
NDC_CASE 00-80-C3-03-32.. 10.. 6  WEP  Unknown Infrastouct..
NDTESTAPZ  00-04-76-A5-E.. 10.. 6  WEP  TUnknown Infrastmct .
Buffalal 00-07-40-76-D..  34% 11  NotUse Unknown Infrastoct .
Connected <—>» PEKtest RESCAN | CONNECT | ADD PROFILEI
[ ok ] Hen |




Configure connection with WEP on

1. Select AP with WEP encryption.

-

|+ Ralink Wireless Utility

Profile | Link Statnz  Stte Survey ]Sh&ﬁs‘lﬁss] Advance | About |

521D | BEsID [ S [C.. [ Encry.. | Authent.. | Network T/a|
ity 00-0C-42-2561 .. 73% 1  TKIP  WEA-P. Infrastruct]
WAP11 00-06-25-55-D8.. 47% 1  WEP  Unkuown Infrsstruct)
NDTESTAP?  (0-4[-0f-54-B5 10 &

T WOTESTAPL | O0-40-96-4193. 01006 W
AT TaTT At =355 - — W EP——He e Tl rstuct - |
wpa 00-E0-18-F4-44.. 10.. &  TKIP  WEA-P. Infrastruct]

B Deni 184 00-00-4B-33-22. 10.. &  HNotUs Unknown Infrastuct]
AP350 00-40-06-56-24 . 10.. &  WEP  Unknown Infrastruct]
Ralink_test 00-06-25-44-75.. 10.. &  HNotUse Unknown Infrastruct.
defanlt 00-00-06-28-20. 76% &  NotUse Unknown Infrastruct
linksys 54 00-065-25-44-74.. 10.. 11 NotUs Unkeown Infrastruct]y,|

A | [l

| Connected <> Dell1184 RESCAN | CONNECT ‘ ADD PRDFILEJ

| o, | Help |

2. Click CONNECT or double click intended network.

Fa

|, Ralink Wireless Utility

Profile | Link Stats  Site Survey ]St&ﬁstij:s] Advance | About |

S3ID | BSSID [ Sig.. [ C.. | Encry.. [ Authent . | Network T/a|
mitfy 00-0C-43-2561.. 73% 1  TKIP  WPA-P.. Infrastruct]
TAPL1 00-06-25-55-D&.. 47% 1  WEP  Unkuown Infrastruct)
NDTESTAPZ  O0-40-06-54-B5. 10.. 6  WEP  Unkeown Infrestrct]
WOTESTAPT | G0-40-66-4188 100787 WER T Tnknown  Tnfrestroct.
API5-Left s 00-0C-43-25-61.. 10.. &  WEP  Unkoown Infrastruct =
wpa 00-E0-16-F4-44 . 10.. 6  TKIP  WPA-P.. Infrsstruct]

B8 Dell 154 00-90-4E-33-22.. 10.. 6  NotUss Unknown Infrsstruct)
AP350 00-40-96-56-24.. 10.. 6  WEP  Unknown Infrsstruct)
Ralink,_test 00-06-25-44-75.. 10.. 6  NotUse Unknown Infrastruct.
defanlt 00-00-06-28-30.. 76% 6  NotUse Unkuown Infrastruct
linksys 54 00-06-25-44-74.. 10.. 11 NotUse Unknown Infrsstrust/y,|

< - | [

|Connected <> Dell1 184 RESCAN (| comwect ‘ D PROFILE |

[ ok ] Hen |




3. Authentication & Security page pop up.

o~

Aunthentication & Security

X

Anthentiation Type: | ——— i > | Encryption Type: |WEP [~
WEA Pre-Shered Ko |
— WEF Eev

o Eey#l IHe:{aJ:lecimal LI I

C Key# |Hewdecimsl ~| |

" Key#3 |Hewadecimal | |

(" Key#d |Hesodecimal v | |

0K CANCEL |

4. Enter 1234567890 at Key#1 which is same as our intended AP’s setting.

‘Authentication & Security

[ X]

Anthentication Type:

WEA Pre-Shared Ker: |

IOpen

_ﬂ Encoption Type: | WEP

E2

~ WEF Eey

o
(v Eey#l iHe:-:m:lecimal
" Eey#2  |Hexadecimal
" Eey#z  |Hexadecimal
" Key#d |Hexadecimal
oK CANCEL |

5. Click OK. The result will look like the below figure.




-

|, Ralink Wireless Utility
Profile | Link Stz Stte Survey ]Sh&ﬁs‘lﬁssl Advance | About |
S8ID | BSSID | g [C.. | Encry.. | Authent.. | Network T/a|
miffy 00-0C-43-2561.. 73% 1  TKIP  WPA-P. Infrastruct]
WAP11 00-06-25-55D8.. 47% 1|  WEP  Unknown Infrastruct,
,—HDTESTAPZ  00-40-96-54-B5.. 10.. &  WEP  Unknown Infrastroct,
(&égm?msmm O0-40-G6-41-63 . 106 WEP T Unknown  Infrastruct,
! 25-Left 00-0C-43-25-61.. 10.. 6  WEP  Unknown Infrastuct =
wpa 00-EQ-18-F4-44.. 10.. 6  TKIP  WPA-P.. Infrastruct
Dell1 184 00-00-4B-33-32.. 10.. 6  NotUss Unknown Infrsstruct
AP350 00-40-06-56-24.. 10.. 6  WEP  Unknown Infrastruct
Relink_fest  00-06-25-44-75.. 10.. 6  NotUs Unknown Infrastruct
default 00-00-06-28-30.. 6% 6  NotUss Unknown Infrastruct
linksys 54 00-06-25-44-74.. 10.. 11  NotUse Unkuown Infrastrct/y|
< o | [
|Comnected <--= NDTESTAP1 RESCAN | CONNECT | ADDPROFILE |
ok | Hem |




Example to add profile in profile page

1. Click ADD in profile page

Profile | Link Stetus | Site Survey | Statistics | Advance | About |
~ Profiles List
Profile | 831D | Charmel | Authentication | Encryption | Network Type
41 _ i | [
"'.p-—
(| ADD DELETE BOIT | scmmE |
M
u
[ ok ] Hep |

2. Add Profile page will pop up




'Add Profile

Profile Name |PROFL SRID x|
Systern Configuration | Authentication & Secuity |
~ Poweer Baving Mode
+ CAM (Constantly fwake Mode) " Power Saving Mode
[~ CaM when AC Power
Hetwark Twpe IInfrsstrw:hJIe _:_I
LU Proasible Type [ =l
[~ RIS Theeshold o (ol |
[~ Fragment Threshold 250 \ 2347 |
CANCEL |
3. Change profile name to TEST.
‘Add Profile ©
Profile Nare | TEST] SRID x|

Systern Configuration | Authentication & Secuity |

i~ Power Saving Mode

I~ CAM when 4C Power

&+ CAM (Constantly fwake Mode) " Power Saving Mode

Network Tupe | Infrastructure ~

11 H Preamitile .!I-.';'I'- I_""-: j

™ RIS Theeshold o \

[~ Fragment Threshold 279 .\! 247 [0

canceL |




4. Pull down SSID and select one intended AP. The AP list is the result of last site

survey.

-~

Add Profile

R —— .

Profile Name |TEST
System Configurstion | 4uthentication & Security

— Power Baving Mode
¢ CAM (Constantly Awake Mode)

| CAM when LC Power

(" Power Saving Mode

Network Twpe |Infrssh'w:ture

[~ ET8 Threshald

k2

{ 2347 [0

[~ Fragment Threshold 279

'\! 2347 ’_

CANCEL |

5. Set Power Saving Mode.



Add Profile

Profile Hame lTEST 291 |NDTERSTAPI LI
Systern Configuration | Authentication & Secuity |
~ Power Raving Mode
" CAM (Constantly Awake Mode)
[~ CAM when AC Pawer
Hetwark Twpe IInfrsstrw:hJIe _"'_J
HHWWWTm-hm ;J
[~ RTS Theeshold o Y
[~ Frogment Threshold 220 S
cavce |
6. Click Authentication & Security page
Add Profile X
Profile Hame lTEST RRALD] |HDTESTEP1 LI
Sarstern Confignratin ;AMMnMMMn§SWEMy§
Authentication Type: IOpen :_I Encryption Type: II‘Il:nne :_l

WA Pre-Shared Kew: |

—WEP Key
¢ Teyl  |Hexadecunal ;Jl
€ ety [Hewsdeconal  v] |
€ Kotz [Hewsdeconal  v] |
€ Kevit  [Beowmdoona ¥ |

Ok CANCEL |

7. Click OK. Then we can find the profile name appears in the grid.




-l{u L g T E
Profile | Link Statos | Site Survey | Statistics | Advance | About |
— Profiles List
Profile T i ok Type-
¢ TEST NDTESTAPL  Auto Open System  WEP Infrastroctore | 9
m | [
DELETE EDIT | acmvate |
ok | Hep |
8. Click ACTIVATE. Activate the profile setting.
Profile | Link Statos | Site Survey | Stotistics | Advance | About |
— Profiles List
Profile | 831D | Chamnel | Avthentication | Encryption | Network Type
&f TEST NDTESTAPL  Auto Open System  WEP Infrastrctore
|£| ' il ||£|
ADD DELETE EDIT | CTURETIVATE
[ ok ] Hen |

9. Follow section 12, section 13 and section 14 to set authentication and security
page.




Example on adding profile in site survey page

1. Select the indented network from site survey list.

s

|, Ralink Wireless Utility

Profile | Link Statns  Stte Survey ]Sh&ﬁsﬁss] Advance | About |

331D | BESID [Sig. [C. | Enory. | Authent | NetworkT|a|
B BnffaloG 00-07-40-76D... | 76% | 11| NotDse | Unknown | Infrstruct]
Ieom O0.0B-ACE?S5. 83% 1  NotUss Unknown  Infmstruct]
WDTESTAPZ  00-40-06-54-E5.. 10.. 6  WEP  Unknown Infrastroct]
A4P25-Laft 00-0C-43-2561.. 10.. 6  WEP  Unknown Infrastruct)
detault 00-90-96-28-39.. 10.. 6  NotUss Unknown Infrastruct|=
00-07-40-4D0.. 10.. 6  NotUs Unknown Infrastruct)
Delll 124 00-90-4B-3332.. 10.. 6  NotUs Unkaown Infrastruct)
Ra]jnk_te& 00-06-25-44-75.. 10.. 6  NotUss TUnknown Infrsstruct)
O0-ED-18-F4-44. 10.. 6 TKIP  WPAP. Infrastruct.
NDTESTAP  00-40-96-4193. 10.. 6  WEP  Unknown Infrestroct
Tinksys 54 00-06-25-44-74.. 10.. 11 NotUs Usknown Infrestruct/y,|
< | 3]
[Connected <> BuffaloG RESCAN | commect |[

2. Click ADD PROFILE.



-

|, Ralink Wireless Utility

Profile | Link Stz Stte Survey ]Sh&ﬁs‘lﬁss] Advance | About |

Ball) | BSRID | Big | T | Encry | Authent . | Network Ti__A.
%Bu.ffa]ﬂlf_‘r 00-07-40-76-D.  7e% 11 NotUse Takoown  Infrastoct)
3com Q0-0B-4C-EY-5.. B83% 1 MNotUze Unknown  Infrastmct)

NDTERTAPZ o0-40-95-54-B5... 10, 6 WEFP ko Infrastm:t.:
AP25-Left Qo-0C-43-3561.. 10.. 6 WEF Tnknown  Infrastoct.
default 00-90-95-28-39... 10.. 6 WotUse Unknown  Infrastmct) =
Qo-07-40-4D-0... 10, 6 WNotUse  Unknown  Infrastmoct)
Delll 184 00-90-4B-22-22 . 10.. 6 Motz Unkoown  Infrastooct)
Ra]h‘:k_te& 00-06-25-44-75. 10.. 6 WotTlse Tnknown  Infrastroct)
wpa 00-E0-18-F4-44 .. 10... 6 TEIP WEA-F.  Infrastruct!
NDTESTAFRL 00-40-96-41-92.. 10.. 6 WEP Mnknown  Infrastooet.
linksys 54 00-06-25-44-74.. 10, 11  HotUse Unkoown Infrastm:t.gv .
£ i
i':D]'J.'I'.I.ECtEd - Buffalot RESCAN |

| K | Help

3. System will pop up Add Profile windows

-

Add Profile

Profile Name 1PROF1 el |De]l1184 Lj

Systern Configuration | 4uthentication & Security |

i~ Power Baving Mode
" CAM (Constantly Awake Mode) " Power Saving Mode

[ CAM when LC Power

Network Twpe |Infra,s1:rw:tu.‘re LJ
J k2|
0o p o 2347
[~ RIS Theeshold N 1
256 1 2347
[ Fragment Threshold \

CANCEL

4. Change profile Name from PROF1 to FAVORITE.



'Add Profile [=]
Profile lFﬂ‘FDRITE SeIn (Delll 134 ﬂ
ystem Configuration | Anthentication & Security |

~ Power Raving Mode

¢ CAM {Constantly fwake Mode) + Power Saving Mode

I~ CaM when AC Power

Hetwark Twpe IInfrsstrw:hJIe _:_I

LU Proasible Type [ |

I~ RIS Threshold o Y e T

[~ Frogment Threshold 220 | B4 [2347
cance. |

5. Click OK without changing other value.

|+ Ralink Wireless Utility '

Profile |Lmksms|31te Survey | Statistics | Advance | About |

— Profiles List
Profile et i Txpe
l: _‘__.EP;_‘F_ORITE Delll 184 Anto Cpen Svstern Mot Uz Infrastostore

(1 | |_>_|

DELETE EDIT | acmvate |

[ ok ] Hen |

6. Follow section 12, section 13, section 14 ,section 15 and section 16 to set
authentication and security page.







About

About page display the wireless card and driver version information as figure 9-1
shown.

“ Ralink Wireless Utility x|

F'ru:ufilel Link Statusl Site Surve_ul Statisticsl Advanced  About |

R ‘r whww. FALINKTECH.COM

[c] Coperight 2004, R alink Technology, Inc. All ights rezerved.

RaConfig Yerzion : 23.0.0 Date 12-08-2004

Diriver Werzion 301.0 Date 12-15-2004

EEFROM Yerzion: 1.1

IP &ddress 1921682170 Phy_Address : 00-0C-43-25-68-21

Sub Mazk : 205255 25510 Default G ateway :

] Help

Figure 9-1 About Page

@cConnect to Ralink’s website: Ralink Technology, Corp.

Ia'DispIay Configuration Utility, Driver, and EEPROM version information.

eDispIay Wireless NIC MAC address.



QoS

Figure 10-1 shows QoS Page of RaConfig. It involves “WMM Enable”, “WMM - Power
Save Enable” and DLS setup. The introduction indicates as follow:

%' Ralink Wireless Utility x|

F'r-:ufilel Link Statusl Site Sur'-.fe_l,ll Statisticsl Advanced OoS |.-’-'-.I:u:|ut I

[~ 'whM Enable Apply
I wibdhd - Pawer Save Enable Settifg...

Lk

[ Direct Link Setup Enable Anply

— Direct Link
— Direct Link Setup

MACAddiess: [ - [ - [ - [
Tirneout ¥alue : I—ED seC Apply

R

—

—DLS Status
MALC Address | Timeout
Tear Do
1] | ]

LI

F, Help

Figure 10-1 QoS Page

{»WMM Enable: Enable Wi-Fi Multi-Media. The setting method follows section 17.
@WMM - Power Save Enable: Enable WMM Power Save. The setting method follows

section 18.
@ Direct Link Setup Enable: Enable DLS (Direct Link Setup). The setting method follows

section 19.



Country Channel List

Country channel list, channel classification and range.

According to your window, find out corresponding table.

Classification Range

0 CH1 ~ CH11

1 CH1 ~ CH13

2 CH10 ~ CH11

3 CH10 ~— CH13

4 CH14 — CH14

5 CH1 ~ CH14

6 CH3 ~ CH9

7 CH5 —~ CH13

Classification Range

0: FCC CH1 ~ CH11

1: IC (Canada) CH1 ~ CH11

2: ETSI CH1 ~ CH13

3: SPAIN CH10 — CH11

4: FRANCE CH10 ~ CH13

5: MKK CH14 — CH14

6: MKKI (TELEC) CH1 ~ CH14

7: ISRAEL CH3 ~ CH9

Country Name Classification Range
Argentina 0 CH1-11
Australia 1 CH1-~-13
Austria 1 CH1~-13
Bahrain 1 CH1-13
Belarus 1 CH1~-13
Belgium 1 CH1-13
Bolivia 1 CH1~13
Brazil 0] CH1-11
Bulgaria 1 CH1~-13
Canada 0 CH1-11
Chile 1 CH1~13
China 1 CH1~-13
Colombia 0 CH1~-11
Costa Rica 1 CH1-~-13
Croatia 1 CH1~-13
Cyprus 1 CH1~-13
Czech Republic 1 CH1~-13
Denmark 1 CH1-13
Ecuador 1 CH1~-13
Egypt 1 CH1-13
Estonia 1 CH1~-13
Finland 1 CH1-13
France 3 CH10—-13
France2 1 CH1-13
Germany 1 CH1-13



Greece
Hong Kong
Hungary
Iceland
India
Indonesia
Ireland
Israel

Italy

Japan
Japan2
Japan3
Jordan
Kuwait
Latvia
Lebanon
Latvia
Lebanon
Liechtenstein
Lithuania
Luxembourg
Macedonia
Malaysia
Mexico
Morocco
Netherlands
New Zealand
Nigeria
Norway
Panama
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Romania
Russia
Saudi Arabia
Singapore
Slovakia
Slovenia
South Africa
South Korea
Spain
Sweden
Switzerland
Taiwan
Thailand
Turkey
United Arab Emirates
United Kingdom
United States of America
Uruguay
Venezuela
Yugoslavia

ORRPRORRPRRPRRORRNRRPRRPRRPRRRRRRRPRRPRRPRPRPRRRRPRPRPRORRRRPRPRPRPRPRPRPWORMNIORORRRRREREER

CH1-13
CH1-13
CH1-13
CH1~-13
CH1-13
CH1-13
CH1-13
CH3—-9
CH1-13
CH1-14
CH14-14
CH1-13
CH10~-13
CH1~-13
CH1-13
CH1-~-13
CH1-13
CH1~-13
CH1-13
CH1-13
CH1-13
CH1-13
CH1-13
CH1-11
CH1-13
CH1-13
CH1-13
CH1~-13
CH1-13
CH1-13
CH1-13
CH1~-13
CH1-13
CH1~-13
CH1-13
CH1~-13
CH1-13
CH1~-13
CH1-13
CH1-~-13
CH1-13
CH1~-13
CH1-13
CH1~-13
CH10-11
CH1-~-13
CH1-13
CH1-~-11
CH1-13
CH1~-13
CH1-13
CH1-13
CH1-11
CH1~-13
CH1-13
CH1-~-11



Advance
Figure 8-1 shows advance setting page of RaConfig

# Ralink Wireless Utility

Profile ] Link. Status] Site Surve_lrll Statistics  Advanced l.-'i‘-.l:u:uut ]

Select Your Country Region Code

11B/G |0: CH1-11 -]
114 |0:CH36.40.44.485 +|
q £4B Proidion |.-’-'-.ut|:| j | Enable CCx [Cisco Compatible eXtensions)
e: T= Rate |.-“-‘-.ut|:u j ::
q [+ TzBURST r
q I Fast Foaming at I_

l—
?. Turn off BF | ? Apply |

ok | Hel |

Figure 8-1 Advance setting

@ Wireless mode: Select wireless mode. 802.11B only, 802.11 B/G mixed 802.11A
only, 802.11 A/B/G mixed and 802.11G only modes are supported.

€)11B/G Protection: ERP protection mode of 802.11G definition. User can choose
from Auto, On, and Off.

1. Auto: STA will dynamically change as AP announcement.
2. On: Always send frame with protection.
3. Off: Always send frame without protection.

@ TX Rate: Manually force the Transmit using selected rate. Default is auto.
€)TX Burst: Ralink’s proprietary frame burst mode.

©)Fast Roaming at: fast to roaming, setup by transmit power.

() Select Your Country Region Code: eight countries to choose. Country channel
list: Country channel list

@) Enable CCX (Cisco Compatible eXtensions): support Cisco Compatible Extensions
function:



1. LEAP turn on CCKM
2. Enable Radio Measurement: can channel measurement every 0—~2000
milliseconds.
@ Turn radio ON/OFF for FAA requirement.
M=% Jradio On: Indicate to turn on radio.

i __sowecE  Radio Off: Indicate to turn off radio.

I@Apply the above changes.



Statistics

Statistics page displays the detail counter information based on 802.11 MIB
counters. This page translates that MIB counters into a format easier for user to
understand. Figure 7-1 shows the detail page layout.

., Ralink Wireless Utility

Profile | Link Statos | Site Survey  Statistics | Advance | About |

o Transmit Statistics
Frames Transmitted Successtully & 208
Frames Transmitted Suvccessfully Without Eetor = 196
Frames Transmitted Successtully After Fetoris) = 12

Frames Fail To Receive ACE &fter 811 Eetries =
B T3 Frames Succesfully Beceive TR =

BT Frames Fail To Feceive CTR =

gRecewe niatistics
Frames Recetved Successfully & 23173
Frames Received With CEC Enor = 224800
Frames Dropped Due To Out-of-Eemoumme = ]
Duplicate Frames Eecedved = 1]

6 EESET COUNTERS

(] 4 | Help

Figure 7-1 Transmit and Receive statistics

@ Transmit Statistics:

1. Frames Transmitted Successfully: Frames successfully sent.

2. Frames Transmitted Successfully Without Retry: Frames successfully sent
without any retry.

3. Frames Transmitted Successfully After Retry: Frames successfully sent
with one or more reties.

4. Frames Fail To Receive ACK After All Retries: Frames failed transmit after
hitting retry limit.

5. RTS Frames Successfully Receive CTS: Successfully receive CTS after
sending RTS frame.

6. RTS Frames Fail To Receive CTS: Failed to receive CTS after sending RTS.

@Receive Statistics:

1. Frames Received Successfully: Frames received successfully.

2. Frames Received With CRC Error: Frames received with CRC error.

3. Frames Dropped Due To Out-of-Resource: Frames dropped due to resource
issue.

4. Duplicate Frames Received: Duplicate received frames.

OReset counters to zero.






Link Status

Figure 6-1 is the link status page; it displays the detail information current
connection.

£ Ralink Wireless Utility x|

Prafile  Link Status | Site Surve_ul Statisticsl .ﬁ.dvancedl About I

n: Stabus IF'E."w"ﬁ-ﬁBII 1171 <--» 00-90-96-22-66-38

9 Extra Infa : |Link iz Up [TxPouwer100%] Charinel ; |11 <3 2462000 KHz
a Link Speed:  Tw (Mbps] 540 Ry (Mbps] |71D
q T hroughput ; T« [Fbpz] I 01 R [Kbpsz) 167

Good fEA
é“ﬂkuua“tw ENERERRERREEREEER

M armal A% |~ dEm

Signal Strength : llllllllllll

é N ormial 700

nossLeve:  [HHHHENRNENEREEEN

] I Help

Figure 6-1 Link Status information

{hStatus: Current connection status. If no connection, if will show Disconnected.
Otherwise, the SSID and BSSID will show here.

@ Extra Info: Display link status and current channel in use.
€)Link Speed: Show current transmit rate and receive rate.
@ Throughout: Display transmits and receive throughput in unit of K bits/sec.

©)Link Quality: Display connection quality based on signal strength and TX/RX
packet error rate.

(}signal Strength: Receive signal strength, user can choose to display as
percentage or dBm format.

@' Noise Level: Display noise signal strength.



Profile

Profile can book keeping your favorite wireless setting among your home, office,
and other public hotspot. You may save multiple profiles, and activate the correct
one at your preference. Figure 5-1 shows the profile page setting.

[

|, Ralink Wireless Utility

Profile | Link Status | Site Survey | Statisties | Advance | About |

mofiles List

ROFZ War1l Auto Cpen Svstern Wot e Infraztoctore
'@@P ROF3 Buftalot Auto Cpen 3vstern Wot e Infrastonchore
EROF4 Dell11584 Auto Cpen Svstern Wot e Infrastrctore

9 ADD ‘ ? DELETE

Figure 5-1 Profile page

@Definition of each field:

Profile: Name of profile, preset to PROF* (* indicate 1, 2, 3,).
SSID: AP or Ad-hoc name.

Cannel: Channel in use for Ad-Hoc mode.

Authentication: Authentication mode.

Encryption: Security algorithm in use.

Network Type: Network’s type, including infrastructure and Ad-Hoc.

ook wNE

@ cConnection status
=/ Indicate connection is successful on currently activated profile.
M ndicate connection is failed on currently activated profile.

Note: When use site survey to make the connection. None of the profile will have
the connection status icon.

©Add a new profile.



©Delete an existing profile.

©@cdit Profile.

O Activate selected profile.



CA Server

Depending on the EAP in use, only the server or both the server and client may
be authenticated and require a certificate. Server certificates identify a server,
usually an authentication or RADIUS server to clients. Most EAPs require a
certificate issued by a root authority or a trusted commercial CA. Show as the
figure.

802.1x Setting x|

Certification  CA Server |

—Iv Use certificate chair

Cerificate izsuer ;

I- Anw Trusted CA - j

Ql_ Allow intermidiate certificates

9 Server name

% Sepser name must match exactly

™ Domain name must end in specified name

] I Cancel Apply Help

@b Certificate issuer: Choose use server that issuer of certificates.

@ Allow intimidate certificates: It must be in the server certificate chain between
the server certificate and the server specified in the certificate issuer must be field.

)Server name: Enter an authentication sever root.



802.1x Setting

802.1x is a authentication for [WPA] and [WPA2] certificate to server. Show as

figure

802.1x Setting x|

Certification | CA Server I

o Authentication Type - gessiu:un R esumption IDisahIed j

J .

[dentity Faszword I

|=zued To: Expired M fare.. |

q I1ze Client certificate |
‘ |zztied /B Friendly Hame ;

¥ | Sllawunauthenticated provision made Pravisioning Tunne] I j

A Wze protected authentication credentiz
File Fath : Hemowve | [ rpmrt |

Tunneled Authentication
# Protocol EAPMSCHAP v2 | (et |

ansswurd I
| k. I Cancel | Spply | Help

@) Authentication type:

1. PEAP: Protect Extensible Authentication Protocol. PEAP transport securely

authentication data by using tunneling between PEAP clients and an
authentication server. PEAP can authenticate wireless LAN clients using only
server-side certificates, thus simplifying the implementation and administration
of a secure wireless LAN.

TLS Smart Card: Transport Layer Security. Provides for certificate-based and

mutual authentication of the client and the network. It relies on client-side and
server-side certificates to perform authentication and can be used to
dynamically generate user-based and session-based WEP keys to secure
subsequent communications between the WLAN client and the access point.

TTLS: Tunneled Transport Layer Security. This security method provides for
certificate-based, mutual authentication of the client and network through an
encrypted channel. Unlike EAP-TLS, EAP-TTLS requires only server-side
certificates.

LEAP: Light Extensible Authentication Protocol. It is an EAP authentication type
used primarily in Cisco Aironet WLANS. It encrypts data transmissions using
dynamically generated WEP keys, and supports mutual authentication.



5. MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication type that
provides base-level EAP support. It provides for only one-way authentication - there is
no mutual authentication of wireless client and the network.

) Session Resumption: user can choose “ Disable ” and “ Enable ”.

€ 1dentity and Password: Identity and password for server.

) Use Client Certicate: Client Certicate for server authentication.

©Tunnel Authentication

1. Protocol: Tunnel protocol, List information include “EAP-MSCHAP”, “EAP-MSCHAP

v2”, “CAHAP” and “MD5”.
2. Tunnel Identity: Identity for tunnel.
3. Tunnel Password: Password for tunnel.

(}CA Server: Certificate Authority Server. Each certificate is signed or issued by
it. The detail operation will explain in section 6.



Encryption Setting WEP/TKIP/AES

Authentication & Security setting, shown as figure 4-1.

Add Profile x|

Configuration  Authentication and Security |

“.ﬁ.uthenticatinn Tupe | Oper | e 8021w Setting |
elEnc:r_l,lpti-:nn :
L
[
QWF'.&-. Frezhared Key : I
e—Wep ke
& Key#l  |Hes =l
" Keptt2 IHEH =] I
C Kephz  Hes = |
O Keyttd  |Hex = |

k. I Cancel Smply Help

Figure 4-1 Authentication & Security setting

) Authentication Type: There are three type of authentication modes supported by
RaConfig. They are open, Shared, WPA-PSK and WPA system.

£802.1x Setting: It will display to set when user use radius server to authenticate
client certificate for WPA authentication mode. The detail operation will explain in
section 5

€Y Encryption Type: For open and shared authentication mode, the selection of
encryption type are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK
authentication mode, the encryption type supports both TKIP and AES.

EYWPA Pre-shared Key: This is the shared secret between AP and STA. For
WPA-PSK and WPA2-PSK authentication mode, this field must be filled with
character longer than 8 and less than 32 length.

EOYWEP Key: Only valid when using WEP encryption algorithm. The key must
matched AP’s key. There are several formats to enter the keys.
Hexadecimal (40bits): 10 Hex characters.

Hexadecimal (128bits): 32Hex characters.

ASCII (40bits): 5 ASCII characters.

ASCII (128bits): 13 ASCII characters.

ol



**There are examples in section 12, section 13 and section 14 section 15, section

16**

**Powered by Meetinghouse.



Site Survey

Under the site survey page, system will display the information of surrounding APs
from last scan result. List information’s include SSID, BSSID, Signal, Channel,
Encryption algorithm, and Network type as Figure 3-1 shown.

|+ Ralink Wireless Utility

Profile ] Link Statnz  S1fe Survey |S1}&1:isti::s] Advance | About |

L" 31D | BS3ID
AP3500.. 00-0C-4..
WAFLl  00-D6-25..
WDTES.. 00-40-96..
WDTES.. 00-0D-5.
Delll 184  00-90-4.
default  00-90-96...

@ —Enitoc 000740
£3MC28.. 00-04-E...

| EE M

9{

| iCu:un.nﬂcted 2= BMCZ304 WEE

1 Mot Uze denon Infraztmctore
1 Mot Tz idenown Infragtmctore
f WEP Uinkuay Infrastrochore
f WEP koo Infrastrochore
] Mot Use Tndenown Infragtroctore
] Mot Tee oo Infrastructore
11 AER-CC... WPRA-FRKE Infrastrochore
11 Mot Uze koo Infrastmctore

[»
|?QOI-II-IECT |ﬂnn PROFILE ‘

o, | Help |

Figure 3-1 Detail information of site survey page

@ Definition of each field

Sign

ahwNE

al:

Channel in use.

SSID: Name of BSS of IBSS network.
BSSID: MAC address of AP or randomly generated of IBSS.
Receive signal strength of specified network.

Channel:
Encryption: Encryption algorithm used within than BSS or IBSS. Valid

value includes WEP, TKIP, AES, and Not Use.

6. Authentication: Authentication mode used within the network, including
Unknown, WPA-PSK, WPA2-PSK, WPA and WPA2.

7. Network Type: Network type in use, Infrastructure for BSS, Ad-Hoc for
IBSS network.

@ connected network:

1. When RaConfig first ran, it will select the best AP to connect automatically.
2. If user wants to connect to other AP. He can double click mouse on the

intended AP to make connection.
3. If the intended network has encryption other than “ Not Use ”, RaConfig
will bring up the security page and let use input the appropriate information
to make the connection. Please refer to section 4 on how to fill the security



information.
&4This icon indicates the change is successful.
®ndicate connection status, the connected network’s SSID will show up here.

©1ssue an rescan command to wireless NIC to update information on surrounding
wireless network.

©@command to connect to the selected network.

©@Add the selected AP to Profile settin. It will bring up profile page and save user’s
setting to a new profile.

ADD/EDIT Profile

1. System Configuration: as figure 3-2 shown.

X

Add Profile

Corfiguration l Authentication and Security ]

¢ Profie Name  [PROF2 551D | =l

PS5

¢ Metwork, Type |,-'1'-.|:| hioc: j T Power Auta j a
a Preamble |.-’-'-.ut|:| j

™ RTS Threshald U el Elnetined

2346 | | 1 ﬂ

[ Fragment Threshald 256

="

k. | Cancel | | Help |

Figure 3-2 Profile system configuration

@ Profile Name: User chose name for this profile.

€)SSID: User can key in the intended SSID name or use pull down menu
to select from available APs.

@Power Save Mode: Choose from CAM (Constantly Awake Mode) or
Power Saving Mode. There is a check box for “CAM when AC power”.
When this is checked, the wireless NIC will stay full power when AC

power cord is plug into power outlet.



©)Network Type: There are two types, infrastructure and 802.11 ad-hoc

modes. Under ad-hoc mode, user can also choose the preamble type; the

available preamble type includes short and long. In addition to that, the
channel and Ad hoc wireless mod field will be available for setup in

ad-hoc mode.

©TX Power: Transmit power, the amount of power used by a radio
transceiver to send the signal out. User can choose power value by sliding
the bar.

{)Preamble: There are three types, Auto, Long and Short are supported.

@ RTS Threshold: User can adjust the RTS threshold number by sliding
the bar or key in the value directly. The default value is 2347.

Fragment Threshold: User can adjust the FRG threshold number by
sliding the bar or key in the value directly. The default value is 2346.

£dChannel: Only available for setting under ad-hoc mode. User can
choose the channel frequency to start their ad-hoc network.

2. Authentication & Security setting shown in figure 3-3. The detail operation will
explain in section 4 for more through detail.

Add Profile x|

Corfiguration  Authentication and Security |

Authentication Type : ~ B2 1% Setting |
E ncryptiar ; I Mone j
WEA FPreshared Key I
= SEm Key

& Kepl  |Hex =

€ Keyhiz  [Hes = |

£ Keplt3 IHEH j I

£ Kepttd IHEH j I

] I Cancel Spply Help

Figure 3-3 Profile Authentications and Security




Start RaConfig

When starting RaConfig and selecting “Use RaConfig (Without 802.1x support)” for
the first time, system will connect to the AP with best signal strength and matching
security setting. When starting RaConfig, it will issue a scan command to wireless
NIC. After two seconds, the list will updated with the result of BSS list scan. The

list include most used fields, such as SSID, signal percentage, channel used,
encryption status, authentication mode, and network type. The green handshake
icon indicates the connected BSS or IBSS network. The page is shown as figure 2-1.

w

., Ralink Wireless Utility B3
Frofile | Link Status  Site Survey |S1}&ﬁ31:i£si Bdvance | Ahont |
S31D | BE3ID | Signal | Channel | Encryption | Suthentication | Network Tupe
SAF 00-0C-4.. 99% 5 NotUs  Unknown Tnfrastruture
APZSON.. 00-0C-4.. 99% 1 NotUs  Unknown Infrastructure
WAPIL  00-06-25. 99% | NotUs  Unknown Infrastrustuze
NDTES.. 00-40-96.. 78% 6 WEF Tnknown Infrastrustuze
NDTES.. 00-0D-5.. 89% 6 WEF Tnknown Infrastrustuze
Delll 184 00-90-4.. 78% 6 NotUs  Unknown Infrastrustuze
defanlt 00-90-96.. 81% 6 Mot Uze TTndenoyen Infragtmoctore
uifaloG 00-07-40.. 100% 11 AES-CC.. WPA-PSK  Infrastructore
(&éjs C28.. 00-04-E. 100% 11 NotUs  Unknown Infrastrusture
<] | (2]
[Connected <= SMCIB04 WER RESCAN | CONNECT | ADDPROFILE |

ok | Heb |

Figure 2-1 Fisrt page shown when starting RaConfig

At the mean time of starting RaConfig, there is also a small ralink icon appears
within windows taskbar as figure 2-2. You may double click it to bring up the main
menu if you selected to close RaConfig menu eariler. You may also use mouse’s
right button to close RaConfig utility. When RaConfig exits from the system, it will
restore WZC to its initial state before starting RaConfig. For example, if WZC is
stopped before RaConfig started. WZC will stay stopped after RaConfig terminated.
If WZC is running before RaConfig started, it will be re-enabled after RaConfig

exited.
‘ Ei@ W beF 1108

Figure 2-2 Ralink icon

Besides, the small icon will change color to reflect current wireless network
connection status. The status indicates as follow:

k_-'} : Indicate Connected and Signal Strength is Good.



.
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: Indicate Connected and Signal Strength is Normal.

: Indicate Connected and Signal Strength is Weak.

: Indicated not connected yet.

: Indicated wireless NIC not detected.



RaConfig or windows zero configuration

In windows XP, it provides wireless configuration utility named “windows zero
configuration” which provides basic configuration function for RaLink wireless NIC.
It also provides WPA support at hotfix Q815485 However; you have to make sure
that hotfix Q815485 (require XP SP1 installed) has been installed in your system
before you can start using WPA features. You can check the installation of hotfix in
add/remove software page under control panel. The page is shown as Figure 1-1.

B hdd or Remove Programs E||§|E|

'r-'vr Currertly installad programs: [ Shows updstes St bry! | Mamne w

'-m:' 15 Winderws XF Hotfic- KES24145
Programs _15] Windows XF Hotfne - KBS0
{5 Winderes XP Hotfise - KES28035
5] 15) Windows XF Hotfi (772 Q328310

Ak Mo §5) Windoows XP Hotfoe (5F2) Q300170

PrgF &
f_jl Wind erert MF Hotlne (572 Q200441
h 45 Windows X Hotfie (572) Q10565
Addemave |1 Windows XP Hotfuc G92) QB10577 §8) Windows XP Hotfix (SPZ) Q815485

Windows 45 Winderes XF Hotfie £92) 0010833
13 Windows KF Hotlie (572) 0811433
@ 43 Windores KF Hotioe (572) 0814033

Sak Program :
Becess and | 45 Windows XF Hotfe (5F2) 0815485
Defauts

35 Windorws XP Hotfue (P2 0815694

Figure 1-1 Windows XP Hotfix Q815485 installed

Currently, Ralink’s utility (RaConfig) provides WPA-PSK supplicant’s functionality. If
user required WPA function. Please select WZC as main utility. To make it easier
for user to select the correct utility. RaConfig will let user make the selection when
it first ran after XP boot. Click

R+

RaConfig exe

the icon of will bring up the selection window and let user make the selection. It is
shown as Figure 1-2.

RaConfig can co-exist with WZC. When coexisting with WZC, RaConfig only
provides monitoring function, such as link status, site surveying, statistic counters
and advance feature status. It won’t interfere with WZC’s configure or profile
functions.
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Configuration Thlity (E12500) Selection

(v Tlse RaConfig (Withont 802 1x support)

T HP Wireless Zero Configuration(Fuoll Wi-Fi Protected
A ooes(Th) support with additional patch from Microzoft )

Launch Config Ukilities
Ise RaConfig a5 Configuration wkiliky
Exit

Figure 1-2 Select WZC or RaConfig

If “ Use RaConfig (Without 802.1x support) ” is selected, please jump to section 2-2
on Running RaConfig.

If “Use XP Wireless Zero Configuration (Wi-Fi Protected Access(TM) support with
additional patch from Microsoft)” is selected, please continue on the section. We
will explain the difference between RaConfig and WZC. Figure 1-3 shows the
RaConfig menu when WZC is active as main control utility.

L o

+ Ralink Wireless Utility
Link Status  Site Survey | Statistics | Advance | About ]?
331D | B3I | 8ig..| C.. | Encry.. | Authent.. | Netpork T/a
i BuffalnGs 00-07-40-76-D..  83% 11 HotUs Unknown Infréfmct
Verd? 04-44-FA-0B-.. 78% 2  NotUs Unknown Ad Hoe
Testoo: 00-30-F1-FF-22... 10.. 1 Mot Use Unknown  Infrastooct.
AP25-Left 00-0C-43-25-61.. 10.. 6  NotUs Unknown Infrastoct
“wpa 00-E0-18-F4-44 . 10.. 6  AES-. WPA-P. Infrastruct
default 00-80-C8-03-32.. 10.. 6  WEP  Unknown Infrastroct
miffy 00-0C-43-25-61... 10.. &  TKEIP  WPA-P. Infrestust
AP350 00-40-96-56-24 . 10.. 6  WEP  Unknown Infrastroct
NDTESTAP1  00-40-96-41-93.. 10.. &  WEP  Unknown Infrastruct!
NDTESTAPZ  00-40-96-54-B5.. 10.. 6  WEP  Unknown Infrastruct
Ralink_test 00-06-25-44-75.. 10.. 6  NotUss Unknown Infrastooct],,)
Connected <--= BuffaloG RESCAN | | |
ok | Hep |

Figure 1-3 RaConfig menu with WZC active

When activates WZC, there are couple difference on RaConfig menu compared to
that without WZC running.

Io'Missing Profile page, profile function is removed since the NIC is controlled by
wWzC.



©®The connect and add profile function are removed from Site Survey Page. The
reason is same as the first difference.

For all other functions provided by RaConfig, please read through this document for
full detail.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body. This transmitter must not be co-located or
operating in conjunction with any other antenna or transmitter.

The device is limited in CH1~CH11 for 2.4 GHz by specified firmware controlled in U.S.A.

This device complies with Partl5 of the FCC Rules.

Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received , including
interference that may cause undesired operation.



Excursus

The above setting is test platform by Ralink technology corp. User can set the
function in accordance with A.P.

Acknowledgements:

“This product includes software developed by MDC and its licensors.
This product includes software developed by the OpenSSL Project for
use in the OpenSSL Toolkit (http://www.openssl.org/)”. This product
includes cryptographic software written by Eric Young (eay@cryptsoft
.com). This product includes software written by Tim Hudson
(tjh@cryptsoft.com).



