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About This Manual

This document introduces the user interface and menu operations of XID
REVOFace. For the installation please refer to REVOFace Installation Guide.

CAUTION
RISK OF EXPOSION IF BATTERY IS REPLACED BY AN INCORRECT TYPE.
DISPOSE OF USED BATTERIES ACCORDING TO THE INSTRUCTIONS
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Regulatory Information

Federal Communication Commission Notice
FCC Identifier: ROUXID-RF100

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to

part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference

when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radio

frequency energy and, if not installed and used in accordance with the instruction manual, may
cause harmful

interference to radio communications. Operation of this equipment in a residential area is likely to
cause harmful

interference in which case the user will be required to correct the interference at his own expense.

Caution: Any changes or modifications not expressly approved by the party responsible for
compliance to this equipment would void the user’s authority to operate this device.

EC R&TTE directive:

We, hereby declare that the above named module is in conformity to all the essential
requirements of Directive 1999/5/EC. The Conformity Assessment procedure referred to
Article 10 and detailed in Annex [III] or [IV] of Directive 1999/5/EC has been followed
with involvement of the following notified body:

TIMCO ENGINEERING, INC., P.O BOX 370, NEW BERRY, FLORIDA 32669.
Identification mark: 1177 (Notified Body number)

Ce1177

The technical documentation relevant to the above equipment is held at:
XID TECHNOLOGIES PTE. LTD.

42 MACTAGGART ROAD

#07-01, MACTAGGART BUILDING

SINGAPORES 368086
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1 Product Overview

XID REVOFace is a state of the art biometric solution for face recognition based
access control, powered by an innovative, patent pending illumination method that
guarantees consistent image capture in any lighting environment from pitch black
darkness to the brightest sunlight. It can be configured in any of the following
combinations depending upon user requirements.

¢ Pin and Face verification access
e Card and Face verification access
e Face identification access

The highly flexible architecture allows for a centralized database, remote
configuration management, user administration, verification monitoring and event
viewing from clients specifically designed for this purpose.

REVOface Wall-Mount Unit

Tamperswitch alarm sensor

Proprietary

illuminator Proximity Sensor

4.3" Touch Screen
(video intercom)

Microphone

Card Reader
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2 REVOFace Main Application

Working with REVOFace is simple and intuitive.

2.1 Main Screen

Date/Time - Display current system date/time

Door Bell - Trigger Door Bell

Identification — Start Identification of user (Refer to Section 2.2)

KeyPad - Display keypad for entering card number or administration password

ime e % Date/Time

PRESS

‘} Door Bell*'

DOOR BELL

M Identification*
B KB KB [1f ]l
R W

Verification Mode Identification Mode

DOOR BELL

Figure 6

*!Devices with Video Intercom features enabled will be triggered to start calling
video intercom when doorbell button is pressed. Proceed to Section 5 for more
information about Video Intercom.

*?Devices operating under Verification mode will not have this button. Proceed to

Section 2.2 for more information about operation mode.
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2.2 Access control mode & characteristics

Two access control modes: Verification (1-1) and Identification (1-N). They serve
different business requirements and have certain characteristics in terms of the
way of access, processing performance and security level.

2.2.1 User Verification Mode (1-1)

REVOFace can be configured to operate under User Verification Mode. In this mode
device

Require the presence of a Card or input of a PIN from keypad

Determine whether system has profile corresponding to the provided Card/PIN
Verify if user is the one who has done the enrolment

Display access result and trigger door action

Tamperswitch alarm

Proprietary

illuminator Proximity Sensor

4.3" Touch Screen
(video intercom)

—I—P Speaker

Camera

Microphone

Card Reader
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2.2.2 User Identification Mode (1-N)

REVOFace can be configured to operate under User Verification Mode. In this mode
device always try to

e Require user action (press 2 button) to start Identification process

e Search through system to identify if user belongs to any one of the profile
enrolled

e Display access result and trigger door action

Tamperswitch alarm sensor

Proprietary
illuminator Proximity Sensor
4.3" Touch Screen
(video intercom)
Speaker
Microphone
Comera
Card Reader
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2.3 Administration

In device administration features are included in standard REVOFace devices.

Administration menu can be access
by,

e Touch L #88  atthe

bottom of device main screen

e Choose and key

in 4-digit administration
password (default as 1234)

Fri, Jun 01 i"_‘“:’

DOOR BELL

Under administration menu there
are,

e Manage User
e Device Info
e Setting

e Shut Down

e

|
o

b
,

L ©

AR
; ~
| -ﬂ Manage User
|

\

2.3.1 Manage User

Manage User menu includes,
O Add User

[0 Delete User (Only Applicable for
Standalone Device) - Figure 7-1

O Edit User
.1 ID&PASSWORD
.2 EDIT PHOTO
[0 Sync User (Only Applicable for

Device connected with REVOFace

Central Management System) -
Figure 7-2

Figure 7-1

Figure 7-2
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2.3.1.1 Add User

The device will now be admin menu if
the entered password was correct.

Tap the Add User button to add new
user and tap on the camera button in
the add user screen start face capture
for enrollment.

Tap here

Figure 8

Face is captured and eyes are
detected and displayed with the eyes
marked with green dots. If eyes are
marked correctly, tap on the ‘Yes’
button to continue with the
enrollment. If not tap on the ‘No’
button to take another picture.

Once the ‘Yes’ button is tapped, the
card number entry screen will be
shown. Tap the card as shown in
Figure 10 to enter the card number
for this use. You can also tap on the
keypad button and enter the card
number manually.

Add User : Confirm Photo

Eyes covered by
green dots?

Tap on the ‘Continue’ button to
complete the enroliment.

in progress...

<)

Figure 12

Add User : Enrollment

Enrollment
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2.3.1.2 Delete User

From the administration menu, tap on
the “Edit User” button. The user search
screen is displayed. Tap or type in the
required users’ card number to edit the
user, or tap on ‘Browse All User’ to
search for the user.

BT 0 |

Tap card or enler number

If ‘Browse All Users’ was selected, then

the enrolled users are displayed 1 by 1.

Go to the next or previous user by
taping on the forward or back buttons.

Once the required user is found, tap in
the ‘Continue’ button.

Tap e

The user menu is displayed. Tap on
‘Delete User’ to delete the user.

Tap Here

Figure 15
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A confirmation screen is displayed. Tap

on ‘Yes’ to confirm deletion of the user.

The user will now be deleted from the
database.

The successful delete screen will be
displayed. Tap on ‘Done’ to go back to
the administrator menu.

147

Confirm Dalete?

Tap Here

Figure 16

Felil Liesar © Dbt

User Successiully
Deleted ™

Ta

here
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2.3.1.3 Edit User

From the administration menu, tap on
the “Edit User” button. The user search
screen is displayed. Tap or type in the
required users’ card number to edit the
user, or tap on ‘Browse All User’ to
search for the user.

If ‘Browse All Users’ was selected, then

the enrolled users are displayed 1 by 1.

Go to the next or previous user by
taping on the forward or back buttons.

Once the required user is found, tap in
the ‘Continue’ button.

The user menu is displayed. Tap on
*‘Manage Photos’ to manage the photo
for user.

Tap Here

A manage photo screen is displayed.
There are two buttons for adding and
deleting photo for user.

For Adding Photo:

Tap on ‘Add’ to add more photos for
user and tap on the camera button in
the edit user screen start face capture
for adding more photos.

Tap Here

Tap card or enler number

TP 0

Figure 18

Figure 20 Figure 21

Tap Here

Tap
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Face is captured and eyes are detected
and displayed with the eyes marked
with green dots. If eyes are marked
correctly, tap on the ‘Yes’ button to
continue with adding photo. If not, tap
on the ‘No’ button to take another
picture.

Once the ‘Yes' button is tapped, the
photo successfully added screen will be
displayed. Tap on ‘Done’ to go back to
the user menu.

For Deleting Photo:

In Manage Photos Menu, tap ‘Forward’
button to select photo you want to
delete and tap on ‘Delete’ to delete it.

]
Tap Here

Eyes covered by
green dols?

Photo Successtully
Added

A confirmation screen is displayed. Tap
on ‘Yes' to confirm deletion of the photo.
That photo will now be deleted from the
database.

The successful delete screen will be
displayed. Tap on ‘Done’ to go back to
manage photos menu.

Confirm Daleta?

Tap Here

Phota Successfully
Deleted

Figure 25 Tap Hefe
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ID & PASSWORD

For Changing User ID:

From the administration menu, tap on
the “Edit User” button. The user search
screen is displayed. Tap or type in the
required users’ card number to edit the
user, or tap on ‘Browse All User’ to
search for the user.

e oo [N

Tap card or enler number

If ‘Browse All Users’ was selected, then

the enrolled users are displayed 1 by 1.

Go to the next or previous user by
taping on the forward or back buttons.

Once the required user is found, tap in
the ‘Continue’ button.

The user menu is displayed. Tap on ‘'ID
& Password’ to change ID card number
for user.

Tap Here

The ID & Password Screen is displayed.
Tap on ‘Keypad’ to enter new number
for user and tap on ‘OK’ in the keypad.

The successful changed screen will be
displayed. Tap on ‘Done’ to go back to
edit user menu.

Continue

Figure 27 Figure 28 Tav Her¢

E4dR Usar - Card Numbar Edit Lisar = Card Numbsa

Tap card or
enter new number

Card Number

Successfully Changed -

Canfinue

lere
Figure 29
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2.3.1.4 Sync User

After selecting ‘Sync User’ from ‘Manage
User’ menu, device will try to do user
enrolment data synchronization on
Central Management System and
REVOFace device to keep both updated.

By default, device will automatically do
this once per day without any action
from user.

Screen will show ‘Synchronization
Success’ when the synchronization has
ended. ‘Continue’ button will take you
back to the ‘Manage User’ menu.

Your new enrolment data are now
copied to Central Management System!

Synchronization
Please wait

Synchronization
Success
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2.3.2 Device Info

From the admin menu, tap on the
‘Settings’ button to go to the settings
screen. On the settings screen, tap on
‘Device Info’ to show device
information.

Tap Here

| ﬂ Manage User 1

o

~
U - boot : 2010.09.1.00
Kernel :2.6.34

App : 2.0.6
Grabber : 2.0.0

Alge  : 0.7

EthD  :192.168.1.125
A

2.3.3 Setting

Refer to Section 2.4 for information about System Setting.

2.3.4 Shut Down

Tap on the ‘Shutdown’ button in
administration screen to shut down the
device.

You will be asked to confirm that you
want to shutdown the device. Tap on
the ‘Yes’ button to shut down the
system. Taping on the ‘NO’ button will
go back to the administration screen.

Tq

ip Here

\

Tap Here

Are you sure
you want to

shutdown?
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2.4 System Setting

2.4.1 Change Password

Tap on the “Settings” button in the
administration screen to go to the
settings screen. Tap on ‘Change
Password’. You will be asked to enter
the current password. Enter the current
password and tap on ‘OK’.

Tap Here

You will now be asked to enter the new
password. Enter the new password and
then tap on ‘OK’.

You will be asked to confirm the new
password. Key in the new password and
tap on ‘OK".

Tan Hox

Figure 32

The ‘password changed’ page will be
shown. Tap on the ‘Done’ button to go
back to the administration screen.

Passﬁmrﬂ-
Changed

Figure 34

Figure 31 Tap Here

Figure 33 Ta

Tap Here

ip Here
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2.4.2 Set date and time

From the administration screen, tap on
the ‘Settings’ button to go to the
settings menu screen.

Tap on the ‘Set date and time’ button.
The current date and time is displayed.
Tap on ‘Change Date’ to change the
system date.

Tap Here

System Date and Time

04/06/2012 12:23:29

Tap Here

Figure 35 Figure 36

Enter the new date and tap on the ‘OK’
button. The new date will be set. Tap on
‘Continue’ to go back to the System
Date and Time screen.

You can change the system time
similarly from the System Date and
Time screen by tapping on the ‘Change
Time’ button.

04 (06 [ 2012
aaa
aaa

Date and Time
Changed Successfully

ﬁ o

Figure 37 Tap Here

Tap Here

Figure 38
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2.4.3 LAN Configuration

From the administration screen, tap on
the ‘Settings’ button to go to the
settings menu screen.

Tap on the ‘LAN Configuration’ button.
There are two Configurations in current
LAN Configuration such as ‘DHCP’ and
‘STATIC IP'.

For 'STATIC IP’":
Tap on ‘STATIC IP’ to change the LAN
configuration.

Tap Here

You will be asked to enter the IP
Address. Enter the IP Address and tap
on ‘NEXT".

You will now be asked to enter the
Gateway Address. Enter the Gateway
Address and then tap on ‘NEXT".

Tap

You will be asked to enter the Subnet
Mask address. Key in the address and
tap on ‘NEXT'.

The new LAN Configuration will be set.
Tap on ‘Continue’ to go back to the LAN
Configuration screen.

Tap Her¢

Figure 43

Seftings : LAN co

Figure 42 Tap

MNetwork
Configuration
Success

Tap Here

Figure 44
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For ‘DHCP’:

Tap on ‘DHCP’ to change the LAN
configuration. The new LAN
Configuration will be set and tap on
‘Continue’ to go back to the LAN
Configuration screen.

Tap Here

Figure 45

Network
Configuration
Success

Tap Here

Figure 46
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2.4.4 Preference

2.4.4.1 Introduction

Preference menu allow system
administrator to adjust device behaviour
in varies ways including
activating/deactivating functions and
increasing/decreasing parameters in
functions.

Some devices may not have all the
functions listed due to different
configuration of devices.

Clear Log Files
"0‘ Apgbomatically

Dnnthuq’

Sacurity Alarm = 1 +
I Enabis Matinn — Alsac) =
I Oeciechon o Enabiy CandrPi
- Door Hormaly
: Closed

Figure 47
2.4.4.2 Graphical User Interface
Function is disabled
Function is enabled
Decrease specific function parameter
Increase specific function parameter I
. | |
Current value of the function parameter 30(sec)
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2.4.4.3

Specification

Clear Log Files
Automatically

REVOFace will or will not clear log files automatically when
disk free space is less than 10% of all

Door Sensor
Security Alarm

REVOFace will or will not trigger alarm when door is kept
opened for too long

Screen Saver
Time

How long will Screen Saver wait for being activated when
there's no user action (Including any motion detected by
2.4.4.6 Motion Detection function if enabled)

Door Open Time

How long will REVOFace keep the door opened after every
successful authentication

Door Normally
Closed

Configure REVOFace to operate with fail-secure lock instead
of fail-safe lock

Enable Motion

REVOFace will or will not exit screen saver when any motion

Detection in front of device is detected by motion detection sensor
Enable Card/PIN | REVOFace will or will not skip face recognition process for
Only Mode enrolled user with correct Card/PIN

Display Doorbell

Display doorbell in the main page
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3 Web Based Administration

3.1 Operating Environment Setup

XID REVOFace can be administered from any modern standards complaint web
browser. Recommended browsers are:

Firefox 10 and above

Google Chrome

Internet Explorer 9 and above
Safari 5 and above
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3.2 Walk through of Functionalities

3.2.1 Login Page

Use any browser and go to http://<REVOFace ip address>/ to access the web
based administration. The login page is displayed as below.

I +
r———— - F— - . i
& @ 1521651 100/minlagin.gho 77 v | |2~ gl P #
(8 Most Visited | | Getting Started | Sugossted Sees | | Web Slics Gallery D Backmarks
REVOFace Configuration
Login
User Marre:
I Pasaword: N
|
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3.2.2 Main Menu

Enter the username (Default: WMUUserName) and password (Default: 1234). You
will then see the main menu as shown below.

e [P )

| REVOFace Configuration

€& | P @ 192.168.1.100/admin/main.php 77 v e|[@- sskan

Most Visited | | Getting Started | | Suggested Sites | | Web Slice Gallery

REVOFace Configuration

Main Menu

User Management
Browse Users
Synchronize Database

Remote door open
Open Door

Reporting
List Events

Settings
Set Date and Time
Change Password
Lan Configuration

Configure Log Clearing
Configure Central Management

Copyright © 2011 XID Technologies Pte Ltd

27 of 68



User Manual — XID REVOFace V 2.3

MAIN MENU

e Browse Users: To list all users and edit or delete users.
o Edit user: To edit the user information from Browse Users.
e Delete user: To delete user and his/her photo from Browse Users.

e Synchronize Database: To synchronize database and setup automatic
synchronization.

e Open Door: To remotely open door.

e List Event: To export events of the day by saving the file
e Set Date and Time: Set new data and time

e Change password: Change the admin password

e Lan Configuration: Configure lan settings

e Configure Log Clearing: Clear the Log files

¢ Configure Central Management: Set Configuration for central
management

The following sections describe these operations.
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3.2.3 Browse Users

Lists all users enrolled in the system.

= = [:..EIl-'{ﬂl

= 1
i {7} REVOFace Corfiguration h +
AP @ 152,168.1.100/admin/browseusers. phe |24~ coagic el
& Most Visited | | Getting Started | | Suggestsd Sees | | Web Slics Gallary 3 Backmarks

REVOFace Configuration

Browse Users
123
2 5

1 61574
Dekete Edit Delate Edit Delets Edi Delats Edr
B 7 k) i
Delete Edt Delkte Edt Delkte EdT Delkts Edr Dekts Edr
Back . | Mein Menu
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3.2.4 Edit User

From the list of users in the browse users page, you can edit users by clicking on
the corresponding links for the required user.

Mﬂ ey - ll:l (=]
i;_::j REVOFace Configuration i + |
+ b 192 162.1. 100admin/edituserphp? porsond De=4acardNumbor=51574 [ -'I - (Gl P "ﬁ-
|8 Most Umited || Gatting Started | | Suggastad Sies | | WWeb Slica Gallary D eackmarks
REVOFace Configuration
Edit User
Current cardnurnber ; 61574 [Upﬁh‘b@ Grdn;mber_

Bamave

Back Main Manu
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You can change the users card number by entering the new card number and
clicking on ‘Update cardnumber’. Click ‘OK’ on the confirmation to change the
cardnumber.

= _— — T — == x|
£} REVOFace Configuration |+,
| €& | @ 192.168.1.100/admin/edituser.php?personlD=4cardNumber=61574 77 v @ || 8- Google ol &
(B most Vit [ Gettng Started () Suogestod Stes ) Web Sice Gallry I3 soskemarks

Do you really wish to change the cardnumber for this user?

Lo ] o]
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The card number is now changed to the new card number. You can also delete
pictures for this user from this page by clicking on the Remove links.

= : ll:l fel=]
i;jjj REVOFace Configuration i +
* e 152 168.1. 100 admin/editserphp? porsond D= 4acandium bor=5 1577 [ -'I - (Fxagpls 2 'ﬂ-

& Most Visited | | Getting Started | | Suggestsd Sees | | Web Slics Gallary 3 Backmarks

REVOFace Configuration

Edit User
Current cardnumber ; GL5FF [Upﬁhﬁe cardrumber
Rarmads
Back Main Manu
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3.2.5 Delete user

From the list of users from the browse user page, you can delete users by clicking
on the corresponding links for the required user. You will be asked for a
confirmation for deleting the user. Clicking on *OK’ to confirm will delete the user
from the system.

(e — —_— ———
{1 REVOFace Configuration | + -
L (— @ 152.168. 1.100/admin/browseusers.php ’_:_" C' | |£'v Google P| 'ﬁ‘
[} Most visited | Getting Started { | Suggested Sites | | Web Slice Gallery I3 Bookmarks

Are you sure you want to delete this user?

=) (o ]
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3.2.6 Synchronize Database

Click “Synchronize Database” to push the contents of the user database from this
unit to multiple other units and to set up an automatic synchronization schedule.
REVOFace can be configured to synchronize the database with other units once a
day. For immediate synchronization use the “Synchronize now” button.

- - e
Ji--jmmm"ﬁg”mﬁ“" AAS e coms &
| €= | @ 192.168.1.100/admin/syncdb.php e | |‘3" Goagle A | fr

Most Visited | | Getting Started | | Suggested Sites | | Web Slice Gallery I3 Bookmarks

REVOFace Configuration

Synchronnize database

Push database to : (Enter ipaddress seperated by comma)

192.168.1.149

Automatically push database every day at (Time in HH:MM)

B

s
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To setup automatic synchronization, enter the time when the unit should push the
database to the other units and click on “Enable”. Now, every day at the set time,
the unit will automatically push the database to the other units.

In cases where the synchronization needs to be done urgently, the manual method
shown below can be used to do an instant synchronization.

Click on the ‘Synchronize now’ button. The database will be pushed to all the
devices one by one.

4 & 132.185.1.100/ adnin/yrdbenonitouphgTparan = 5067 - | |4 oot P #®

& Most viited | | Getbng Started || Suggested Stes | ich Skr Gallery 3 Sockmarks

REVOFace Configuration

Synchronnize database

(started . I
Resatting appication for syncronizacon

\Applcation ready for syncronizatian

{Syncronization data ready, setting appicstion to nammal
Pushing to 162.168.1.149

Restarting appication on 192.166.1.149
EEEENEE
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3.2.7 Remote Door Open

To open the door, click on the "Open Door” button. The door connected to the unit
will be opened.

l‘:t | &P ) @ 192.168.1.100/admin/main. phpi 77 7 X |[@ - ascom

[2) Most Visited [} Getting Started [ | Suagested Sites { | Wieb Slice Gallery

Opening doar

Waiting for 192.168.1.100...
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3.2.8 List Event

Click the List Events to export and save the access events as csv text file.

{""} REVOFace Configuration
| & P @ 192.168.1.100/admin/main.php 77 v || @~ askeom e
Most Visited | | Getting Started { | Suggested Sites | | Web Slice Gallery [ Bookmarks
REVOFace Configuration
Main Menu
Log off
Browse Users Opening events.td |i|
Synchronize Database ;
Synchronize Database S 5 0pen
; || events.oxt
e e which is a: Text Document
Open Doar
e from: http://152.168.1.100
—— What should Firefox do with this file?
List Events ©) Open vith | Notepad (default) =
@ Save File
. : Do this automatically for files like this from now on.
Set Date and Time -

Change Password
Lan Configuration

Lan Configuration l o l l e l
Configure Log Clearing
Configure Central Management

Copyright € 2011 XID Technologies Pte Ltd
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3.2.9 Set Date and Time

From the main menu, click Set Date and Time to set the new date and time.

Select the new date from the Calendar button and enter the new time in the time
setting box. Then click on ‘Update Time’ button. The date and time will be changed
as new date and time.

8

| €= | @ 192.168.1.100/admin/setclock.php v | |®v Ask.com P| &

Most Visited | | Getting Started | | Suggested Sites | | Web Slice Gallery B3 Bookmarks

REVOFace Configuration

Set System Clock

Current Tme: 78-00-2012 11:54:14

Set time to: 30-09-2012 11:52:33| E

Update Time

s e

Caopyright © 2011 XID Technologies Pte Ltd
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3.2.10 Change password

From the main menu, click Change Password to change the admin password.

Enter the old password, the new password and confirm the new password and click
on ‘Change’. The admin password will be changed to the new password.

(e D = )
| £ Revorace confguraton A m sess s sesaa
| € | @ 192.168.1.100/admin/changepassword.php Y ve] |-3]v Google P| #
[8) Most Visited { | Getting Started { | Suggested Sites | | Wieb Slice Gallery I3 Bookmarks

REVOFace Configuration

Change Password

Old Password: ssse

New Password: ..

Confirm Password: ~ ee

s

Copyright © 2011 XID Technologies Pie Lid
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3.2.11 Lan Configuration

To setup the device on the network click on the Lan Configuration link. You can
then select DHCP or Static IP. It is recommended to setup the device with a static
IP address.

(e - R
JREVDFace[bnﬁgumtlnn . T ITEYT s & s T

(- @ 152.168.1.100/admin/lanconfig.php el |£lv Goagle P| #
[8) Most Visited "} Getting Started {_| Suggested Sites {__| Web Slice Gallery I3 Bookmarks

REVOFace Configuration

Lan Configuration

© DHP

@ static P

102.168.1.100
IP Address:

255.255.255.0
Subnet Mask:

192.168.1.1
I Gateway:

s

Copyright € 2011 XID Technologies Pte Lid
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3.2.12 Configure Log Clearing

From the main menu, click ‘Configure Log Clearing’ to clear the log files.

=

| £ RevOFace Coniguration Heoans ¢ ot an . o -

( (- @ 192.168.1.100/admin/logclearconf.php SHva | |_g'. Google p| r'S
Most Visited [} Getting Started [ | Suagested Sites [ | Web Slice Gallery I3 Bookmarks

REVOFace Configuration

Log Clearing Configuration

© Dont dlear
©® 30 days
© 60 days

© 90 days

s

Copyright € 2011 XID Technologies Pte Lid
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3.2.13 Configure Central Management

From the main menu, click ‘Configure Central Management’ to set the configuration
as Central Management for Master device.

{""} REVOFace Configuration

( (- @ 152.168.1.100/admin/confcma.php 77 v || @~ askeom e

Most Visited | | Getting Started { | Suggested Sites | | Web Slice Gallery [ Bookmarks

REVOFace Configuration

Central Management Cenfiguration

Central Management Server IF:

192.168.1.143

© Disabled
@ Master

© skve

Save Setting

s

Copyright © 2011 XID Technologies Pte Ltd
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For the Slave Device:

From the main menu of Slave, click ‘Configure Central Management’ to set the
configuration as Central Management.

|4 B @ 150165148 rkvindroni.phe

|| b2 Moet visied [} Getting Started [} Supgested Shes | Wab Shoa Gallery

REVOFace Configuration

Central Management Configuration

152,163.1.143

D psabled
0 Mastar

& Sine

s SRS

| ok || Mooy |

Cogryvight i I T Techrologies: Pt Lid
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4 Central Management System

Central management allows a setup with multiple REVOFace devices to be
managed from a central location and includes a central database where user and
event data are collated. Functions the central management allows include

e Synchronize user data between the master REVOFace and the central
database.

e Push user data from central database to all slave REVOFace devices.
e Transmit access event data from all devices to central database.

e Manage user profiles.

e View access events of all REVOFace devices.

e Generate reports.

4.1 Requirements for centralized administration

Centralized administration requires the following components.
1 REVOFace setup as a master.
1 or more REVOFace devices setup as slaves.

1 Server PC running windows XP/Vista/Windows 7 or any windows server operating
system.

All REVOFace devices and server PC networked.
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4.2 Central Management Architecture

Typical Central management architecture is as shown below.

Master Slave Slave Slave
REVOFace REVOFace REVOFace REVOFace

Transfer events to
central database ransfer events {0

@ central database

@ Network / Lan

Sync user data
between Master
and central
database

Push user data to
slave devices

User Admin
Event Viewer

Console

The main interactions are:

e Synchronize user data between the master REVOFace and central
database. Synchronization happens once every hour. Users are enrolled in
the master REVOFace. Other user details are added in the user
administration console.

o Push user data from central database to all slave REVOFace devices.
Push is initiated once every hour.

o Transfer access events from master REVOFace to the central
database.

o Transfer access events from all slave REVOFace devices to central
database. This enables combined access records to be obtained from the
central management event viewer.
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4.3 User Administration

User administration happens in 2 places. All users are enrolled in the master
REVOFace. Other user details like the user’'s name, designation etc are added in
the central management user administrator application. A screen shot of the user
administrator is shown below.

O User Administrata

User Administrator

Please Edit User Details

Registered Images User Details Search Criteria
Card Number [ ] a4 =
Staff ID R Search Records Show All

First Name Carmelo
Edit Profile

LastN [Pistoio | i
ast Name |Gl Security System Users

Company XID

Job Title Chairman & CEQ Entry Point

Nationality italy

WP number 777 BackUp
Current Project Backup Restore Import

Current Trade

Card Expiry Date /2004 Print Staff Report

User Profile ID and Face

< Create Modify | Delete
Image Index T |Total Images < >>
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The main functions of the user administrator are.

e Add / Edit user details. By default the users First Name, Last name,
Company, Job Title, Card expiry date, cardnumber and staff ID are the data
stored for each user. Other fields can be added or some fields removed by
configuration.

e View and delete user pictures.
e Search for users based on card number, name etc.

User Administrator

Please Edit User Details

Registered Images User Details Search Criteria
Card Number [ ] a4 =
Staff ID R Search Records Show All

First Name Carmelo
Edit Profile

LastN [Pistoio | i
ast Name |Gl Security System Users

Company XID :
Job Title Chairman & CEQ Entry Point

Nationality italy

WP number 777 EaCEL
Current Project Backup Restore Import

Current Trade

Card Expiry Date 1/2014 Print Staff Report

User Profile 1D and Face

< Modify | Delete
Image Index T | Total Images > >>
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e Delete users.
e Edit user profiles.

Sacurity System Users
Door Enftry Point

Backup | _Restore __lmport_|
Print Staff Report

e Assigh names to entry points.

Ussi Denally

[ sccuin - Svstom Users |
i

| eeciup | Rectoro { impont
e LI L M L
Print Staff Report
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Backup and restore central database.

- -—
&

%:.;g_-_“_;_ User Administrator

El M-l FACE ]

Search Records Show All |

Sacurity System Usars
Dioor Entry Polnt
Print Staff Report

Search Records Show All |

Sacurity System Usars
Door Entry Point

m Rustora port

Print Staff Report
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¢ Print staff report listing all enrolled users.

| New Page | | PreuPage || Two Page || Zoomie || Zeom it || Gese

{:’x'n Staff List
S/No \.P"“ Company First Name Last name Staff ID
Number

1 321

2 2366

3 e

4 6666

5 6135

6 0204

7 3831

8 123456

Bl

10 |3089878648

Page 1/3, Dated Mon 18 Feb
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4.4 Event Viewer

Event viewer is used to view and search access event records. It displays events
from the central database and can generate reports based on the access events.
i = - -—

Event Viewer
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The main functions of the event viewer are,

¢ Display access events
e Search access events based on time, user, entry point

Char ddvards Gaseh Auaw Ravaidi Hus

o Display live picture along with enrolled picture for selected access
event.

) XID Print Preview
F | | | | _Zoompn | | Gose |

WiD Access Report

Card Number

Do 1 Ctber
Dox1 =
Dol Ctear

Page 1/1, Dated Tue 26 Feb 2013
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Generate reports

140 Nt ™

—  — - - -_—TTTTE
%’.?ﬁ:!!?_ Event Viewer s

Chair Adviance Seisch Sl i i l_"-h—:—:‘l:: e Adviscad Seaich...

iy Tee booim

PR TR N

hviginal Pt

Dyidicd Aecoin =] Gessnoe

I Teahwakagies Fis L a
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4.5 Event Viewer Reports

Event viewer generates the following reports.
Detailed Access Report

Report containing all accesses both granted and denied across the system.
Detailed Access
X1 Technologies Fre Ltd
ENa Name Arcess Company Saaff
Diake [1E]

i Nplar 1818:201217:51:07 XD 3

2 Nilar L8 2012 15:01-54 Xy 3

3 Milar L8 LI 150182 XD 3

i i Lar 1810121 XD 3

3 Nelar 18012004 342 X 3

& Milar LEL 2012 094358 XD 3

T Milar LBL 2212093541 XD 3

3 5 Lar LR ER221 209383 =ik i

Ll Mo Lar 18182012 0553 555 XD 3

10 Nelar L8121 2 003 %50 XD 3

H ¥ilar EP 012150352 XD 3

1 i Lar P12 150348 i 3

1] o lar P12 18-57-42 XD El

1] Milar 1712145751 XD 3

(5] Milar LT L2 185728 XN 3

111 iLlar L E 2] 2085831 =D 3
XID Technnlogies Pre Led Pama 171 19 October 2002
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Time Of Arrival

Report containing the time of arrival (first entry of day) of each user across the
system.

Time Of Arrival

XID Technologies Pie Led
H¥n Name Access Crompany
Dane
L HiLar LT 102002 BE5T:25 XD
a xa Lai EEQ2012 09 5 XD
3 HiLar I10201 2. 09-58:31 Xm
XID Tec hnobegies Pie Led Page 11 19 October 2012
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Time Of Departure

Report containing the time of departure (last exit of day) of each user across the

system.
Time Of Departure
XID Technobogies Pre Lid
AT Xame Acees Campany
Date
l i Lar 177192002 15:13:52 X
2 Milar 1022 1751407 XD
3 Milar 19102012 095831 Xm

XID Tochnologies Pre Ltd

Pap 11

19 October 2002
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Number Of Entries

Report containing the number of entries per user for a day.

Number Of Entries

XID Technolbogies Pie Led
H¥n Name Argess Coomni Company Duration
Date
L MNila LTi10:2002 15:15:52 ] X Bl
A Malar 131002082 195107 i Xy 113
3 Nilar 18102002 09:53 51 1 XM 15
XID Technobogies Pie Led Page 1'1 19 October 2012
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Attendance During Day

Attendance report for users.

Altendance During Day

XID Technologies Pre Lid
SNe Name Enrry Enrry Exir Exit Company
Dhaiw Time Dade Tim#
i Lar 14572} 17702012 15:13:32 XD
2 Mi Lar 093550 13402012 17:51:07 XD
i Milar 09531 15402012 06:58:31 XD
R[] an.lm n|np'm Pe Ltel I'a-g;o | t 19 Ohetnher 1{“1
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Daily Entry Exit Report

Entry exit details for a user over a period of time.

Daily Entry Exil Report

XID Technobogies Pre Lid
AT Nume Entry Exix Count Company
Nate Dade
1 NiLar 17102012 14:5735 17710202 15:13:52 b Xm
2 NiLar PE10.2012 00:33:30 187102042 175107 10 XD
3 Nilar 19102012 09:58:31 19202002 09:58:31 1 XD
I Teachn nl:nn: Pas I.!d Pap 11'] 1% ﬂr!nh:l' 2[“1
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Entry Exit Count Report

Report with counts of number of entries and number of exits per day.

Daily Entry Exil Report

XID Technobogies Pre Lid
AT Nume Entry Exix Count Company
Nate Dade
1 NiLar 17102012 14:5735 17710202 15:13:52 b Xm
2 NiLar PE10.2012 00:33:30 187102042 175107 10 XD
3 Nilar 19102012 09:58:31 19202002 09:58:31 1 XD
I Teachn nl:nn: Pas I.!d Pap 11'] 1% ﬂr!nh:l' 2[“1
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Detailed Entry Exit Report
Report with entry exit details, including access denied

events.
Detailed Entry Exit Report
XID Technalogies Pie Led
5%n Mame Eniry Eniry Exit E xit Number Company Thratiss
Diate Time Date Time of

i Carmela 2092012 18:30:28 IEA0028102 18:31-25 11 XDy
P M L AT0N20E2 M4y 214082011 170435 ] Xy
3 i Lar 250920182 11:48:29 14:18:42 3 XD
4 MiLar 411020182 133700 1820047 ] XD
i MiLar 02102082 150102 15:19:44 3 XD
4 MiLar 03102012 0%:51:15 09:51:30 2 XD

Ma Lo 04102 13:3749 18 20:0E E Iy
3 Milar 102012 0%:43:13 094508 ] XD
@ M Lar BE102012 092647 ) 3 XD
L] MiLar 121052082 095633 L] 18 XD
4] MiLar 151072012 053156 173730 14 X
12 M L & 102012 [ LR 163033913 1009 08 t KITY
i3 Mo L 102082 14:51°15 11102011 13:33:51 k XIL¥
4 M6 Lar 181020 k2 LT3 07 n X
13 MiLar I 1020182 16:38:02 ] XD
1] Paul 21T0%2012 180104 1 XDy
17 Bmja 17092012 175508 1 XD
113 el 17092082 163823 1 L)
I® test 25092012 134442 1 et
bii] test 42102082 15:55:48 2 =5t
1 | st 1o &AL 1 st
2 test 11102012 15:50:45 11102812 15:50:20 3 £ 1]
13 [EE 02012 0% 4393 123032913 0343 53 1 esn
R test 13:102002 12:12:19 13103912 12:82:31 2 it

XID Tec hnoboges Pie Led Pape 11 19 October 2012
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5 Video Intercom Facility

REVOFace Intercom

1.3.6

.O)(-iD

‘ tEtRNOLODINS REVOFace VolP Intercom
dD Technologies. Al rights reserved. Visit http:/fwww xidtech.com.

The Biometric

Solution Company

OFace Intercom is distributed under the terms of the LGPL

~
REVOFace Intercom is developed based on well-known open source application Jitsi

(www.jitsi.org). It has been further modified from the original software to make it
even simpler to use with extensively clean graphical user interface.
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5.1 Configuring your account information

Select <Add new account> option under
application <File> menu

Enter SIP id following format of
ACCNAME@192.168.1.XXX

ACCNAME can be any user-defined
names for differentiating different
devices/connections (if any).

192.168.1.XXX is the IP address of the
REVOFace device. It does not have to be
in this format, depends on your local
area network setting.

Application will automatically start trying
to connect to the Device though the IP
address entered

Account status will turns from <offline>
to <online> when one or more than one
accounts have successful connection

m Help

(} Add new account...

Quit

Network =i+ SIP

User name and password

SIP id frontdoor@192.168.1.133

Ex john@veiphone.net or simply "john” for no server

Password

Remember password

Set global gat global status
=] Cnline
) Offline

138@192.168.1.138 (SIP)

[

frontdoor@192,168.1.133 (3IP) ¥
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5.2 Video intercom and door remote control

Status panel shows ‘Online’” when

At least one account configured has
been activated and,

The network connection between
REVOFace Intercom software and the
specific REVOFace device has been
established

A window like this will pop-up when
doorbell was pressed from REVOFace
device

Select to pick up the call or @ to

hang up the call

After picking up the call, video intercom
connection will be established by
showing this window

Video frame is in the middle of the
screen and any Audio volume changes
are reflected by the green bar below.

Click on ———— 1 to open the door
remotely

Click on @ to hang up the call

REVOFace is calling...

& | REVOFace@192.168.1.102

d' Connected
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5.3 Advance configuration of your media (Optional)

1. Right click on the REVOFace Icon at
the Windows Notification Icon area and
choose ‘Option’

Options

Add contact

Set Status

Show

2. Select ‘Audio’ tap from the Top Menu

3. Select your appropriate Audio System
and test with your microphone. Try to
speak something to your microphone.
The green bar should reflect your
volume changes if your audio system is
setup properly.

| Microphone (Realtek High Defini

3

]

Audie Out Speakers (Realtek High Definiti

Notifications: | Speakers (Realtek High Definiti
[#] Enable echo canc

Enable noise suppression

ellation

4. Switch to ‘Encodings’ tap under
‘Audio’

5. Make sure PCMU/8000 and
PCMA/8000 are activated

Dewvices  Encodings

DW14,/16000

DVI4,/2000

6. Switch to ‘Video’ tap from the Top
Menu

7. Switch to ‘Encodings’ tap
8. Make sure H264 are activated

K¢

General

Accounts Audio

9. Switch to ‘Advance’ tap from the Top
Menu

10. Configure settings under H.264 as
shown

i
Audio

LK

Accounts  General Video Security Events

H.264 Default profile to encode into:

Global Proxy

Chat

Main

Preferred method to request key frames:. RTCP

Dewices  Encodings  kdore settings
[C1H263-1995

| Advanced |

-

-
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6 Additional Instructions

6.1 User Position from device

Here are some additional guidelines about how to use REVOFace.

The person to be enrolled or
verified should be positioned in
front of the camera. He/she should
be between 35 and 65 cm length
away from the camera and look
straight at the camera as shown in
Figure 1.

ABES o

Figure 1

6.2 User facial expression

The user has to pose with a neutral
facial expression and look straight
at the screen during enroliment and
verification. Figure 2 shows the
right and wrong ways to pose and
the circle point to see during
verification.

Figure 2
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6.3 User posture

The user must be properly
positioned and looking straight at
the camera during enrollment and
verification. Figure 3 shows correct
and incorrect postures.

Figure 3

6.4 Usage of touch screen

The REVOFace device is
operated by the touch screen.
For best response, touch the

screen with one of your
fingertips see as shown in
Figure 4. Touching the screen
with your nails is not
recommended.

Figure 4
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6.5 Points to see during enrolment and verification

The user has to look at the
camera* of REVOFace device for
correct processing of enrollment
and verification.

*Camera of REVOFace located
below the LCD screen. ™ ——Ww—__|

Figure 5
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