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Introduction

Congratulations on your purchase of Galmate(WRO-100) Access Point. This product allows
you to converge your computer and other network appliances into a unified network through
wired or wireless links. It also enables you to share Internet connection among the different
network components simultaneously. Galmate has a browser-based configuration tool called
Web Manager. From the Web Manager, you can easily setup, configure, and modify router
settings. The Web Manager’s right pane is dedicated to display help topics to guide your
tasks. Galmate is designed to suit the needs of homes and small offices. There are two ports
for wired connection and an access point for wireless connection. Up to 130/54 Mbps
transmission rate can be achieved through the access point. Galmate provides easy to setup
security options. It has an access control mechanism to establish access and device
restrictions. For wireless security, it utilizes WEP, WPA, WPA2, WPA-PSK and WPA2-PSK
authentication standards with up to 128-bit encryption. These standards are used to
dissuade unauthorized connection into your network. The router also supports VPN pass-
through for secure data transmission. NAT and DHCP server functions are built-in. The
access point also supports Virtual Server and DMZ host for Port Triggering. Through remote
management, you can manage and monitor the network activities in real time.

Benefits of a Home Network

- Share one high-speed Internet connection with all the computers in your home

- Share resources, such as files and hard drives among all the connected computers in
your home

- Share a single printer with the entire family

- Share documents, music, video, and digital pictures

- Store, retrieve, and copy files from one computer to another

- Simultaneously play games online, check Internet email, and chat

Advantages of a Wireless Network
- Mobility — you'll no longer need a dedicated “computer room”—now you can work on
a networked laptop or desktop computer anywhere within your wireless range
- Easy installation — The OPHIT Setup Assistant software makes setup simple

- Flexibility — set up and access printers, computers, and other networking devices
from anywhere in your home

- Easy Expansion — the wide range of OPHIT networking products lets you expand
your network to include devices such as printers and gaming consoles

- No cabling required — you can spare the expense and hassle of retrofitting Ethernet
cabling throughout the home or office

- Widespread industry acceptance — choose from a wide range of interoperable
networking products
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FCC RF Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide .
reasonable protection against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation.

If this equipment does cause harmful interference to radio or television reception which can
be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures.

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

Consult the dealer or an experienced radio, TV technical for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may
cause undesired operation.

FCC Caution: Any changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the equipment

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This device and its antenna must not be co-located or operated in conjunction
with any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, the antenna used for this
transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or
transmitter”.
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Wireless Communications

Maximum Wireless signal rate derived from IEEE Standard 802.11 specifications. Actual
throughput will vary. Network conditions and environmental factors, including volume of
network traffic, building materials and construction, and network overhead, lower actual data
throughput rate.

Safety Warning

For your safety, be sure to read and follow all warning notices and instructions.
- Do not open the device. Opening or removing the device cover can expose you to
dangerous high voltage points or other risks. Only qualified service personnel can
service the device. Please contact your vendor for further information.

- Do not use your device during a thunderstorm. There may be a risk of electricshock
brought about by lightning.

- Do not expose your device to dust or corrosive liquids.
- Do not use this product near water sources.
- Make sure to connect the cables to the correct ports.

- Do not obstruct the ventilation slots on the device.

Requirements

Here are the minimum requirements:
- Broadband Internet Access Account (DSL/Cable/Ethernet)
- One DSL/Cable modem with Ethernet connectors

- Each computer needs an Ethernet Adapter with an Ethernet cable with TCP/IP
protocol installed

- Web browser (At least Microsoft Internet Explorer 5.0 or Netscape Navigator 6.0)
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Product Overview

Top Panel

Galmate’s top panel consists of LED’s that indicate connection status.

A

HIMOd NYRM NYL SS3IENM
Label Status Description
Off No power connection
Power
On Power is on
Off No wired device is connected to the corresponding port
WAN On An inactive device is connected to the corresponding port
Flashing The device connected to the corresponding port is active
Off No wired device is connected to the corresponding port
LAN On An inactive device is connected to the corresponding port
Flashing The device connected to the corresponding port is active
Off No wireless device connected to the access point
Wireless
ON Access point is enabled




Rear Panel

DC-IN » Reset
WAN
LAN

vy vy

The rear panel of Galmate have the following port connections :

- Reset : Factory default reset button

- LAN : Local Ethernet port for connecting the local computer

- WAN : Internet port for connecting to a cable or ADSL modem
- DC-IN : Power adapter port

Check Package Contents

The following items are included in the package:

- 1 x Access Point (WRO-100)

1 x AC Adapter

1 x Network cable (CAT5)

1 x Utility CD containing the User Manual



Hardware Setup

Before you install the access point, you should connect your PC to the Internet through your
broadband service successfully. If there is any problem, please contact your ISP. After that,
please install the router according to the following steps. Don't forget to pull out the power
plug and keep your hands dry.

To setup the hardware:

1. Use Ethernet cables to connect the computers in your network into the LAN port.

2. Use an Ethernet cable to connect the cable/DSL Modem into the WAN port.

3. Connect the AC power adapter to the AC power socket on the Access point, and the other
end into an electrical outlet. The router will start to work automatically.

4. Check the LED’s. Power stays on. WLAN, WAN, and LAN should remain flashing. The
LED for the LAN port with no connection remains off.

Connecting to the Internet

To connect to the Internet, use Quick Setup from the Web Manager.

To connect to the Internet using Quick Setup:

1. Open a browser (Windows explorer) & Enter 10.10.10.254 and then press Enter.
/2 HIDIH :: L2l 2384, 4iolW - Windows Internet Explorer
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3. Enter the User Name and Password and then press Enter. The default User Name and
Password is admin.

10.10.10.25408 H=

4. This opens the Web Manager (Initial Setup Screen).

8 Soitiar SmartAP
[} Operation Mode

El-{j Intarnat Settings Select Language
=) wan i
B [English ~| [ 2pply |

t-[] DHCP clients
) Advanced Routing ot
E-45 Wirelazs Sattings Siatistic
a Basic Managemeni
[j Advanced
[ Secunty
=) wWes
1) Station List
L] Statistics
Fl-i=j Firewall
e[ MAC/IP/Port Filtering
-|:_"| Fort Forwarding
~{) DMz
L[} Contert Filtaring
I=l-5) Administration
=) Mapagement
[} Upload Firmware
1:'] Seftings Management
{ Stotus
-|_'| Statistics
{3 Syst=m Command
“] SDK History

i




5. From the left panel, select Operation Mode.
Default Value is Gateway Mode and normally changing Mode is not recommended except
Technicians or Engineers.

W Smart AP
~() [Dperstio
B3 Internet Setti
] WAN
E0) LaN
___] DHCF clients
E ] Advanced Routing
[zl Wirgless Settings
i-[} Basia
i) Advanced
| Security
] WFS
] Staton List
) Statistics
E-5) Firewall
] MAC/IPfPort Filtering
:] Port Forwarding
) oMz
] Content Fitsring
Bl {3 Administration
i~] Managsment
_] Upload Firmwara

Satbings Management

&5
] Status
i) Statistics

{_] Systemn Command
LY SDK History

Operation Mode Configuration

You may configure the ocperation mode suitable for you environment.

) Bridge:
All enarnet and wireless inlemaces are bndoed into 3 single brioge interrace.

(&) Gateway:
The first ethernet portis freated as WAN port. The other ethemet ports and the wireless
interface are bridged togeiher and are bezted as LAN ports.

Enzbla

1180 |

MAT Enanled

TCP Timeaout:

UDP TImeour |1su |

| Bpply | | Cancal

6. From the left panel, select Internet Settings /WAN.
*Configured when using VDSL/ADSL(Dynamic IP) or Cable modem.

i§ smart AP
] Operztion Mods
Bl &3 Intarnet Settings

=) DHCF clients
_} Advanced Routing
Fl-+=) Wirsle=s Settinos
) Basic
) advanced
L) Security
=] WFS
i) Station List
L] Stabstics
EH= Firewall
) MAC/IP/Port Filtering
] Port Forwarding
j. DMZ
__] Content Fitaring
Bl Administration
i) Managament
] Upload Firmware
i) Sattings Management
i Status
[} statistics
] System Command
) SOK History

Wide Area Network (WAN) Settings

You may choosa different connection typa suitable for your environmant Basides, yau may also
configure parameters according to the selected connection tvpe.

WAN Conneciion Type: DHCP (Aute config)
DHCP Mode
Hasthame | |
{optional)

MAL Clone
Enabiled Disahle «

[ appy ]|

Cancel ]




DHCP (Auto config)

Configured when VDSL, LAN, Cable, ADSL Service.
Dynamic IP is automatically configured form Modem , and you can see WAN IP in the Menu

Administration/Status

*Configured when ADSL Modem(Dynamic IP) and PPPoE Connection (in other words ID and
Password is needed when Internet Connection)

Smart AF - 2
1 ; Wide Area Network (WAN) Settings
{1 Operation Mode
EI ﬁ_lntcr"':t SERnge You may choose diferent connection type suitable for your environment Besides, you may alsa
""" ] WAN configure parameters according to the selected connection type.
[} LaN

-] DHCP clients
..... Y Advanced Routing

Ej '":'r;:_slz S WAMN Conneclion Type: PPPoE (ADSL) V|
..... 5
o STATIC (fxced IP) _
Advanecad PPPoF Mode
- i - DHCF (Auto conf —

..... m ~Lri | |
L] Security |UszrMame Ipppoe_user
----- Y wes b e [P
----- {] Station List iF‘aEEWDrEI ||lll|ll|ll'l PPTP
¢ ] Statistics i |
I:I;-_j Firewall i‘ueﬂTg‘F’assword ||-l|-l|-l--l- |

ﬂ MAC.—'IP,"PurfC.IFiIL:'irg MAC Clone
-+ ] Port Forwarding I
.1} oz |Enabled | Disatle

- () content filtering l Apply | l Cancel J
El+=) Administration
----- ] Management
j Upload Firmwara
-] Settings Management
----- ) Status
----- {] Statistics
_1] Sy=temn Command
----- g SDK History

PPPOE Setting

PPPoE needs ID and Password.

ID and Password is delivered form ISP (Internet Service Provider).

ISP may provide IP address to connect. In this case you can input IP Address.



*Static IP

@ smart AF Wide Area Network (WAN) Settings

-] Operstion Mods
E-3 Internet Settings
i) NN
-] DHCP clients
[} Advanced Rovting
i) Wirgless Settings

You may choose different connection type suitable for your environment Besides, you may also
configure paramelers according o the seleced connedtion type.

g VAN Connection Typa: STATIC (fixed IP)
| ] Basic
iy advanced Static Mode
i) Seaurity IP Adcress 192.168.100.38 |
[ wes
L) Staben List SubnetMask 255 255 2550 |
“{) Statistics B — -

Bl Frewall Default Gateway 1132 166.100 254 |
= MAC/IP(Port Filtering [ S 2
e Pilmary DNS Senve ! .|.1EB 126 63 1 |
[ DMz Secondary ONS Samer |1EE.‘IEE.E3.2 |
[ Content Fitering
;] Management Enahblad Dizable
i) Upload Firmwara
=) Settings Management | Apply | [ Cancal I
_'| Etatus
----- ] Statistics

SDK History

] Systern Command
3

Static IP Address
Input “IP address" provided by ISP -> Click “Apply” to save.
If you do not click “Apply” data would be lost after Power Recycle.

[Galmate Wireless Feature Description]
You can select SSID : Galmate-AP in Wind ows XP/Vista,Windows7/8 in the Wirele ss setup driver in
your PC.(Mostly you can fine Right bottom side, and double click to activate)

Example

How to connect wireless LAN card to Galmate in Windows XP (Service Pack 2).
There are two ways to connect Galmate in Windows XP

By wireless LAN card driver setting

-Normally provided by LAN card Manufacturer

-By basic function provided by Windows XP’s wireless LAN setting

If you want activate by Windows XP’s wireless LAN setup refer the picture as below.

For reference there is a mechanical switch in some LAPTOP PC, you can set it on to activate
Wireless LAN or in some LAPTOP PC you can set it on by function Key.
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Control Panel ->Network Connection -> Wireless Network Connection, Mouse Right button
click -> Click Properties

SHHEAIYZ 10
SEHEEG=) 23}

ARE
() INFROCOMM IPNE33L "'.'ir|:|3: Lal,,.

Click Wireless network ->Check Windows Wireless Network / Network Components -> Click
ADD Button
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Input Network Name as in default “Galmate ”
Click Network Securities Open -> Click Data Encryption No use

EN I EE L

AESI3 DISC3RI0MM:
B [JERT IWER]
Ol HIEH M M CHEM Her 212 ZEELIC,

[CICIOIE] 2B WER AtS M D)
COHES#Z BT QC](A

bzlmate

CIgAL 2SS IR0 S8 WA NEE M2 o

== [ == ]

You can connect Galmate without password



How to Connect PC to Galmate

Control Panel ->Network Connection ->Double Click wireless Network Connection

Click Network List to refresh in left s ide -> If you find Galmate in right sid e ->Click Gal mate -> Click
Connection

If you can’t find out Galmate, you should check Galmate-AP’s wireless setup.

You can click Galmate

And if you can find connected -> Success for connection Galmate.

L 54 lEAD 52 S

ggr [FAUEYS (=2 |
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Regarding Securities, you can refer wireless security setup.



7. From the left panel, select Internet Settings /LAN.

¥ Smart A Local Area Network (LAN) Settings

-} Op=ration Mode

o = Trbarndt setings You may enable/disable networking funclions and configure their parameiers as vour wish.

|:_'1 OHCE clients

[ Advanced Routing LAN Setup
H-+5) Wireleze Settings

i~{]) Basic |IF Address ||1ﬂ.1[].1[|.25r1 |
|:1 Advanced |
) security Iﬂutll'ler Mask ||255 2552550 |

Dwes |Lan 2 | Q Enable @ Disable

i~1) Station List |

L) Statistics |L-RNE IP Address || |
S it - |LAN2 Subnet Wask [ |

{0 MAC/IF/Fort Filtering |

- () Port Farwarding |MAC Address |FB:97:CF.00:28.07

=Y DME [

:;_‘]:.t Caontent Filkering | PHCP Typa ||w|

StartiP Address

HJ_—'} Administration 10.10.10.100

=) Managemert
LJ Upload Firmware

I

I

| End P MUIESS“‘ID 10 70 200
D Settings Management |

i) Status

() statistics

[ System Command
) SDK History

Primary DNS sEnnar“ma 126 63 1

|
|
Subnst Mask|[266.255 265.0 |
|
|

Fecondary ONS SENE!F“‘IEE 12663 2

IP Address : Setting for Changing Basic Gateway. Default Gateway is 10.10.10.254.

DHCP Type : Automatic setting for IP address for PC. Select Default value.

Range of IP Address : Automatic IP address setting by server and configures the range of IP
address.

8. From the left panel, select Internet Settings/Advanced Routing.

Add a routing rule

Destination |
'Range m

Gat_eway I - |
Interface LAN v”
Comment | _ ‘

[Apply] [Raset |

Routing Table
Configure for Internal LAN of AP to other Network.

Az
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Add HOST

If you want adding HOST, you can select typeof HOST.

Add Host IP to destination.

Adding Routing table to designated Host's LAN’s Gateway address.
Click "Apply" button and you can input the Routing table of HOST.

Adding Network

You can set type of NET when you want add Network.

Input Network address and Net mask to destination.

Input Gateway address of LAN to Routing table of Dedicated NET.
Click "Apply" and then Routing table for NET.

Table Initialization

If you click "Initialization" button, all the values go back to default value.

9. From the left panel, select Wireless Settings/Basic.

i smart ap
[} operation Mode
[zl Intarnat Settings
-] WaN
-] LAN
-] DHCP dients
-] &dvanced Routing
=l Wirelese Sattings
-1 Basio
-1 Advanced
- Security
D wes
1] Stotion List
[] statstes
Bl Firewall
= MACSTRPart Filkering
- Port Forwarding
[} oMz
{] Content Filtering
El-+3 Administration
{] Management
~{] Upload Firmwara
] Settings Managemeant
{] Stetus
[ Etsbshes
] Svystem Cemmand
-] SDw History

Basic Wireless Settings

You could configure the minimum number of Wirsless sedtings for communication, such as
Pletwork Kame [S5I0) 2nd Channel The Access Painl can be et simply with only the minirmun
setling itema.

Wireless Network
Metwork Mode || 17bgin mixed mode V|

|NET!.I.I'|:||'k MName(SsIiD)

H|'33|m319 | Hidden O] leolated [J

Broadcast Metwork Mame (5510)

® Enable O Disable

|| (2 Enable & Disable

| Fa.o7.cron207

AP lsplation

|Mar..-f-.ddresa

|
|Freuuenl:_~' {Channel) ||| 245371 Hz (Charnel B) »

HT Physical Mode

e =

Operafing Mode [| & mived Mode O Green Filald

Channel Bandvidth | ©20 @20

Guard Interval ii ZLong @ auto
ncs [ Auto v

You can setup Basic setup, SSID etc here.




10. From the left panel, select Wireless Settings/Security.

§ Smart AP Wireless Security/Encryption Settings

-] Cperation Mode
[=}--— Internat Settings
_] Wan
;] Lan

-~ DHCF clients

-~ Advanced Routin
Wil FAdvaEntai Kotting Selact S5ID

El-25 Wireless Ssttings - —

-3 Basic |E8I0 cheice | Galmate “‘|
-] Advanced
[} wes | ;
[} statien List isecurln Mode I| Digabla \*l
|] Stztehes ' o N G

1] MAC/IE/Fort Filtering

[ Port Forwarding [Fancy | Digabla v|

T |agd 2 stavon Mac || |
[ ] Content Filkering [
B3 Administration
Managemert [ Apply ] [ Cancel J
Upload Firmware
Settings Management
Slatus
Steb=bos
Swstem Command
SDK History

el ] el ] e

Menu of Securities : Open system, Sharing Key, Automatic, WPA, WPA2, WPA-PSK, WPAZ-PSK

Open System | No Use for Securities

Shared Setup with pre-defined Key value, Technology of WEP

WEPAUTO Using both Open System and Sharing key

WPA2-PSK Most Powerful Security in WI-F| standard

If there are changes you must click “Apply” button to update and save
button

Apply button

Remarks

If you do not use Wireless Security function, other users may connect Galmate and use internet,
and control your PC.

Most powerful wireless security is WPA2-PSK mode. But you must remember password. You can
write down password with Memo.

Windows XP : Version should be above Service Pack 2

With Windows 98, ME, 2000 , Driver installed in PC should support WPA2-PSK password.

If there are other APs near Galmate , 2.4GHz frequency channel may be interrupted and with other
APs, and normally Galmate use channel 6, if you find out channel 3~9, you'd better change
channel as below. Channel Search program is installed in the Wireless LAN card driver.

Other channel + 3 examples) If other AP's channel is 4 ,you'd better change channel as 7.(4+3 = T)
Other channel — 3 example) If other AP's channel is 8 ,you'd better change channel as 5 .(8- 3 =
5)



WEP Mode setup security
Change security mode as “WEPAUTO” -> Input WEP KEY1~4 as 10digit letter or 26digit numeric.
You must remember this Key1~4 value.

§ Smart AP Wireless Security/Encryption Settings

) Operation Mod=
Bl Internet Settings

i~1) DHCP clients
i Advanced Rout
) Advanced Roiting - p—_e—m
-3 Wirsless Settings B e
i) Basic 8810 choice

) Advanced
[ WES |
:I Station Ligt Security Mode ||Disable 'V|
L) Stobistics
B3 Firewall hocess Policy

_‘"1 MAC/TP Port Filtering

_1 Port Forwarding Paolicy ! Disable =

1) DMZ _ |
.0} Concent Filtering Add a stalion Mac | |

[=l-+5) Administration
i) Management [ Apply ] [ Cancel ]
i ] Upload Firmware
i) Settings Management
) Status
:} Sratistics
:] System Command
L. SOK History

If you want string, you can change Hex to ASCII in the right side of WEP Key.
You can input 5 digit letter or 13 digit numeric.

Wire Eguivalence Protection (WEP)

Default Key Key 1
.‘WEF Key1: | | Hex—,vll
I NASCH [
|WEP Key2: | |

WEP Keys I :
| WEP Key3: | | [Hex |
:iWEP Key4 - | | Hex v}

In PC

Control Panel ->Network Connection ->Connect Wireless Connection and double click Connect.

SHUESNT HE10

a2 B2 S yE

i

L () | INPROCOMM IPME3 ireless LAN.

Click Network refresh -> Click Galmate -> Click Connect Button
You can input network Key password -> Click Connect
If there is ‘Connected” you are succeeded in connection(Do not forget network key)
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WPA-PSK Security
Security Mode Setting -> Select WPA /TKIP -> Input Network Key ->“Click Ap ply "Network Key is
determined by User.(Write down Network Key on Paper not to forget.)

¥ Smart AP Wireless Security/Encryption Settings

~{] Operation Mod=
El {3 Internet Settings

) DHCP clients

L.y Advanced Routin
a s Seloct SSID

-3 Wirsless Settings

iv[ Basio 5310 choice Galmata |»

) Advanced

0
:_1 Stabion Lisk Security Mods ||‘u'u’PA—PSK “'|

i) Statistics

|:|4_:|]. Firewall WPA

[} MAC/IP/Part Filtering 2

- ipietm, WEA Algarithms | OTKiP Qs THIPAES
e Pass Phrase [12345678 |
b= ] Content Filtering

El-£3 Administration Key Renewal Intenal |3Eﬂ|] | seconds (0~ 4494303)

L) Management

i) Uplead Firmwara Accass Pollcy

i) Setbngs Manag=ment ; :

i Pali Disable =

L9 s 2 |Disable

-] Stabstics Add  stalion Wac | |

i~ System Command

‘) 50K History

J s [ il L o 1

In Windows XP

Confrol Panel -= Connect Network -> Double Click “Connect Wireless Network”

i =kl 2K
i INPROCOMM

Refresh Network List = Click “Galmate” - Click “Connect”
Input Network Key = Click “Connect”



If you can not internet with setting WPA-PSK

Confrol Panel -> Network Connection -> Click right button in Network connection -> Click
“Properties”

Click "Properties” = Click “Wireless Network = Click “Properties” = Click "Metwork Security” and
change to "WPA2-PSK"=

Change “Data Security” to “TKIP" = Input Network Key (same key as Galmate)—>

Connection TAB - Click ‘Automatic Connection when in this network” 2Click "OK"= Click” Close”

To HENI O o d

I_- WindowsllH 92 I:I‘l“ Jaun
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n% LIz L - _ -
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EMISEEI 32 4208 DN oS0, RET)

[ =a3® J Motn || FUUSHI LA |

SEEE as e 9% EY (98
EER3 0| RSSO R . nE %3
ERERNAN ﬂ E® ;‘FI'E WirdewasBM M AT UENSH RE2E
0 BEX 3NN DEN 1
UENS 2&AN
O OFEY BPEEKD):
UEHNI MEY

C= [ % C= I %=

Then retry Control Panel= Network Connection—= Double Click "Wireless Network Connection” =
Click "Connect”
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11. From the left panel, select Firewall/MAC/IP/Port Filtering Settings.

This feature is to setting firewall connected between AP and PC.

 smart 4P MAC/P/Port Filtering Settings

~{] Operation Mods
Bl-=3 Internet Settings
'.:I LT
) LAN
] DHCP clients
[} Advanced Routing
[El-) Wirsless Seftings

You may setup frewrall rules to protect your nebwork frem virus, worm and malicious adivity on
the Intemet.

HE Sei
) aAdvanced T o
i j EE'_SHW MACAPIF o Filtaring | Dieable [»
‘j WFS Default Folicy — The packet that don match with 2ny rules would be: | Dropped. v|
_'} Statian Lict

-] Stobstics

s

) oMz
] Content Fiftering

= u Administration MACIRPort Filter Sefiings

j Mal‘lalilﬂf'l_“a”t Source MAC address
Upload Firmware

|
Seftings Management |DestIP Address | |
|
|
T

] Status
0Y Sttt Source IP Address |
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Setting Firewall

You can protect Certain IP or MAC address for the LAN with firewall setting.
You can input MAC address of PC to protect communication.

You can input IP address to protect communication.

You can input TCP/UPT port Number to protect protocol.



12. From the left panel, select Firewall/Port Forwarding.

i smart AP
~[] Operstion Moda
B3 Internet Settings
:t AN
SRgrY
] DHCP clients
[ Advanced Reuting
=+ Wirsless Settings
i) Basic
) Advanced
i Sacurity
WFS
Staten List
Stabstics

'Port Filtening

- IBar ForRaH| 3

) Content Fittaring
El-473 Administration

i) Managsment
Upload Firmware
Settings Management
Status
Stabstics
i Sy=term Command
[} SDK History

Save Setting

Virtual Server Settings

You may setup Virual Servers to provide semvices on Inlernet

Paort Forwarding Dizable »

IP Addrase || |
[ H
S

[The maxdmum rule coum is-32.)

Port Range

Protaceol

Comment

Current Porl Forwarding in syst=m:

Ma. IP Address Forl Range Frotocaol Comment

Regel

To save the setting, you can click the "Save”.
If you do not save, the settings are lost with power restart of AP.




13. From the left panel, select Firewall/DMZ.

To set DMZ make the DMZ enable and click “Apply”.

The meaning of DMZ Setting is all the packets received by TCP/UDP port is transferred to
dedicated IF.

The PC or Server dedicated as DMZ can be operated as FTP server, HTTP server, Mail
Sever without any other manipulation.

DMZ Settings

You may setup a De-militarized Zone(OMZ) to separate internal network and Internet

DMZ Settings

DMZ Settings ‘ Disable v

DMZ Address | |

Except TCP port 80

| Apply | [Reset |

14. From the left panel, select Firewall/Filtering.

Webs URL Filter Settings

Current Webs URL Filters:
[No |URL
| Delete | | Reset |

|URL:

URL Filtering

This is the features to protect certain IP or PC's string web connection.

If you want to protect certain PC or IP , you can input IP or MAC address of PC.
You can input the string of Web site address to protect.

AV
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15. From the left panel, select Administration/Management.

The default password id “admin” and the manager of this AP can re-configure the password.

W Smart AP
e a
o e System Management
Rl ol
= =3 ikEines Brtgs You may configure administrator account and password, NTF settings, and Dynamic DHS
settings here.

{J Advanced Routing

B3 Wirsless Settings T ——
i~ ] Bazic T T —————————

) Advanced SelectLanguage | Englich »

:5:5””‘? [ Apply J |_ Cancel J

Etaton List
i Stabstics Adminstrator Setiings

El4=3 Firewall T

-] MAC/IP/Port Filtering  Account ||ﬂﬁmi" |

) Port Forwarding

) DMz

Passwoo |ssuss |

£} Content Filtering [ Apphy ] [ Cancel ]

ministration

Upload Firmware NTP Sellings

Sathngs Management =

Status Curreni Time Thu Jan 6021248 UTC 2000 Sync with host |
S Time Zona: (GMT+09-00) Japan, Korea “

Sy=stern Command -

50K History tima.nist.gov |

Setting Language

You can select Korean and English.

Management Setting

You can protect the users by setting log-in Password.

You can change Password by input new Password and click "Apply” to apply.
The default account name is "admin”.

NTP Setting
You can set different time by different country.(The default value is Korean.)




16. From the left panel, select Administration/Upload Firmware.

j Srmart AP
~[} Operetion Mode upgrade Firmware

1 SRt Sk Upagrade the Ralink SoC firmware to abtain new funchionality, It takes 2bout 1 minute to uplead

] wan upgrade flagh and be patient pleaze. Cauton! & carupted image will hang up the sretam.

i) DHCP clients Update Firmware
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Bl 3 Wirsless Settings Localion | =
:} Bazic F"pphr
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_'_'| Sacurity
:1 WES Uit Bootioader
_]: Staton List Location: | E3TT) =] I
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El-=3 Firewall Apply

] MAC/LP/Port Filkering
i) Port Forwarding
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) Concent Filtaring
B3 Administration
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-] Sethngs Managament
) Status
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----- ) SDK History

You can change firmware by Upgrade firmware feature.

Save the new firmware to change in PC’s folder.

You can click the “Search” to find new firmware in PC’s folder and click “apply”.
Once you click “Upgrade” , firmware is changed.

Do not power off the AP until upgrade is finished.

If you apply wrong firmware, Web browser may have some problems.

In this case you have to do it again for the process of Update firmware.

Caution: Once Upgrade, all settings are back to default value.
You can click "Search...” and find the firmware and click “ Apply”.

Once the upgrade begins, you can see the screen as below.

#"Caution” Never Power off during Upgrade process.



Troubleshooting
Your computer cannot connect to the Internet.

Follow these instructions until your computer can connect to the Internet:
- Make sure that the access point is powered on. The Power LED should be green and not
flashing.
- If the Power LED is flashing, then power off all of your network devices, including the
modem, Router, and computers. Then power on each device in the following order:
1) Cable or DSL modem
2) Router
3) Computer
- Check the cable connections. The computer should be connected to LAN port on the
Access Point, and the modem must be connected to the Internet port on the Access Point.

The modem does not have an Ethernet port.

The modem is a dial-up modem for traditional dial-up service. To use the Access Point, you
need a cable/DSL modem and high-speed Internet connection.

You cannot use the DSL service to connect manually to the Internet.
After you have installed the Access Point, it will automatically connect to your Internet
Service Provider (ISP), so you no longer need to connect manually.

The DSL telephone line does not fit into the Router’s Internet port.

The Access Point does not replace your modem. You still need your DSL modem in order to
use the Access point. Connect the telephone line to the DSL modem, insert the setup CD
into your computer, and then follow the on-screen instructions.

When you double-click the web browser, you are prompted for a username and
password. If you want to get rid of the prompt, follow these instructions.

Launch the web browser and perform the following steps(these steps are specific to Internet
Explorer but are similar for other browsers):

1) Select Tools > Internet Options.

2) Click the Connections tab.

3) Select Never dial a connection.

4) Click OK.

The Access Point does not have a coaxial port for the cable connection.

The Access Point does not replace your modem. You still need your cable modem in order
to use the Access Point. Connect your cable connection to the cable modem, insert the
setup CD into your computer, and then follow the on-screen instructions.

The computer cannot connect wirelessly to the network.

Make sure the wireless network name or SSID is the same on both the computer and the

Access point. If you have enabled wireless security, then make sure the same security
method and key are used by both the computer and the Access Point.
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You need to modify the settings on the Router.

Open the web browser (for example, Internet Explorer or Firefox), and enter the Access
Point IP address in the address field (the default IP address is 10.10.10.254).
When prompted, leave the User name field blank and enter the password to the Access
Point (the default is admin). Click the appropriate tab to change the settings.

Product Specification

Iltem Description
CPU 320MHz MIPS 32bit
DRAM 32MB
Flash 4MB
Wired IEEE 802.3, IEEEE 802.3u
H/W Ports 1 x 10/100Mbps WAN(RJ45) - Cable automatic detect
1 x 10/100Mbps LAN(RJ45) - Cable automatic detect
Wireless Interface 802.11 b/g/n
Status LED Power, WAN, LAN, Wireless
Power AC Adapter (input: 120 V, 60 Hz, output: DC 5V @ 2A)
or PoE IEEE802.3af
S/W NAT SNAT, DNAT, IP Masquerade
Protocol HTTP, DHCP, PPPOE
Wireless IEEE 802.11b, IEEEE 802.11g, IEEEE 802.11¢g
Frequency 2.4GHz
Sensitivity 64dBm - 130Mbps, 74dBm - 54Mbps,
, 84dBm - 11Mbps
Wireless  'Tx Power 10dBm+2dB
Modulation QFDM, CCK, BPSK, QPSK
No. of Antenna Two External Antenna
Security Settings 64/128bit WEP, WPA, WPA2, WPA-PSK, WPA2-PSK
Dimension 140 x85x55 mm (W x D x H)
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TCPI/IP Port List

Senice Name TCF LIDF

'ﬂmeri{:an OnLine

5190-5193 5190-5193

5190, dyn >=1024
5190

Message

5100 Pumerican OnLine

1454, dyn >=1023
H7E24, 2300-2400

1604, dyn >=1023
Hye24, 2300-2400

Femote application access

many network games

FOEd Distributed computation

Domain name Service

Metwork game

File Transfer Protocol

limpseserver [Search engine

op her

323 Host Call H.323 host call
Secure HTTP (SSL)

Chat rooms

chat client, server

cu

\Videoconferencing

\Videoconference
Lightweight Directory Accesy
Frotocol

389 B89

irabilis 1CC

Hyn >=1024

1000

| ocator, chat

5 I1CCP

1731

1731

S Netmeeting

Hyn >=1024,

yn >=1024

\Video conference

S NetShow

1755

1755

Streaming video

SN Gaming Zone

F8800-20000

F8800-20000

Metwork Game

SN Messenger

1863

nstant messenging

ptecape Conference

408, 6502

Vwdio conference

MTPs

63

Data synchronization

Femote control

110

Fost Office Protocaol
Mersion 3

RTSP

His

RTSPE, 7070

EO70-7170

Y |

N
-

OPH

\V/

1T

Pudio call control (Microsoft)

Secure NNTP news (S3L)

[Streaming audio, video
Streaming audio and video



Technical Support

OPHIT CO., LTD.

#302, Suntechnovil, 5-27 Mangpo-dong, Yeongtong-gu, Suwon-city, Gyeonggi-do, Korea
Tel: +82-31-205-4191

Fax : +82-31-205-4197
URL : www.ophit.com
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