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Specification

<<Running Environment>>

OS : Windows 98/2000/XP

CPU : Pentium 133MHz or above
HDD : More than 10MB free space
RAM : 16MB

Interface : USB port

Internet Explorer 5.0 or later version
Resolution : 513dpi
Power : 5V/150mA
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Chapter 1. About SONURO

1. Information security process of SONURO
2. Product Summary
3. Sales Point

4. Features
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1

. Information security process of SONURO

SONURO is a remarkable innovative PC security solution for users who need to
protect their PC and information from other unauthorized users.

Enjoy the convenient and reliable security for your PC by using our SONURO of
Safe Valley Inc.

Information security has several ways of precautions such as Antivirus, Firewall,
and encryption.

It is natural that users want to use their information safely. In addition, they don’t
want any unauthorized people to use or know about their information.

SONURO places great importance on a strict user authorization and security
Information.

Secure Logon, Screen Saver, File Protection

SONURO protects your system with secure logon, screen saver, file access control
by an encryption/decryption using fingerprint authentication. It also provides you with
various functions including selections of authentication methods (password only,
fingerprint only, both password and fingerprint) and administration tools.

Fingerprint, a key of your own and your secure key is the most convenient
You don’t need to worry about forgetting passwords. You don’t need to worry about
the possibility of password disclosure. You don’'t need to care about complicated

cryptographic algorithms.
SONURO protects your system safely with your own key-your fingerprint.
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4 Process

Authentication
When restarting PC

=

o

Save information
in Hard Disk

\4

1. Encryption Ordinary files
and save normal folder.

2. Screensaver

3. Convenient Windows tray
function.
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2. Product Summary

SONURO is a Client PC security program based on encryption and Fingerprint
recognition for protecting files, which is developed by Safe Valley Inc.

® Security logon function linked with Windows logon

® Secure screensaver function working together with Windows screensaver

® Possible encryption and decryption function about files and folders by means of
fingerprint identification

® Secure logon function through fingerprint identification

® File encryption/decryption by means of RC6, the advanced algorithm of secret
key code
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3. Sales Point

Nobody can access the existence and content of information except for its
administrator.

B The saved files cannot be accessed unless user authorization is permitted when
the computer restarts.

B Even though several people may use one computer, one’s information and files
cannot be opened to the others.

B In case you happen to lose your laptop computer, your saved files in the
computer cannot be accessed without its right password or fingerprint.

B Even if someone attaches its hard disk separated from its original computer to
another computer, he cannot open the stored encryption files.
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4. Features

B Maximized stability and fast performance speed with forefront algorithms
Encryption means to change a pattern of the digital files only for a person
encrypting files. Password is a key that changes or recovers a pattern of the files
with encryption algorithms. Therefore, an encryption algorithm is very important and
it is necessary to use a trusty algorithm in encryption. Now, there are a few
algorithms but SONURO supports such forefront algorithms as RC6. Besides, it
uses the more advanced 128-bit en/decryption algorithms, but works at the higher
speed than existing products using 64-bit algorithms and also shows fastest
encryption/decryption speed among similar products.

B Familiar and Convenient user interface
Naturally, SONURO linked with the most-commonly-used Windows Explorer in such
a way that a user can run it within Windows Explorer by just one-clicking the right
mouse button.

B Protecting important files from virus
Virus is a program that disturbs from using the files by infecting them. Especially,
Windows Office program files and document files, which include execution code,
are very weak from virus attacks. But, if a file is encrypted, the virus program will
consider it as a text file and it will not infect the file. Like this being stored in the
computer, files are secured from being infected by virus.

B Prevention from ‘the random password generator’
It takes 74 years to decrypt files encrypted with RC6 algorithm in a super computer.
However, ‘the random password generator’ cracks a password easily.
SONURO helps to use a defensive method made by RSA Co., Ltd and recovers
system with the beginning situation, which means you are able to prevent from
being hacked.
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B Perfect encryption
There are two ways to encrypt digital files — Encryption of the file header and
Encryption of the entire file. The SONURO chooses to encrypt the entire file.
Therefore, it can be excluded from hacking.

B Perfect deletion
Even when a file is deleted, actual data remains on the hard disk. If a file is deleted

by using SONURO, a file is deleted physically without leaving any trace.

B Security logon function linked with Windows logon

B Secure screensaver function working together with Windows screensaver

B Possible encryption and decryption function about files and folders by
means of fingerprint identification

B Secure logon function through fingerprint identification

B File encryption/decryption by means of RC6, the advanced algorithm of secret
key code.
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B Applied Area

€ Desktop security.
€ Customer management.
€ Secure e-commerce

€ Financial Area (ATM, Personal Savings).

B System Requirements

OS : Microsoft Windows 98/2000/XP
CPU : Pentium 133Mhz or above
HDD : more than 10MB free space
RAM: 16MB

Interface : USB

® & 6 o6 o o

Internet Explorer 5.0 or later version
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Chapter 2 Installation
1. Installation Summary
2. Connecting a Device

3. Installing the Device Driver

4. Installing The SONURO Software
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1. Installation Summary

1. Turn on your PC.

2. Connect the Fingerprint Device to your system.

3. When Windows finds a new hardware, you insert the installation CD into the drive.

4. Insert SONURO1.0 CD into a CD-ROM drive and follow the steps of USB and
device driver installation.

5. Run “setup.exe” in order to install SONURO1.0 applications.

6. After the installation, restart the PC and log on to the PC by means of using the ID
and password you specified during the installation.

7. Using Administration tool, you can change the authentication methods to use

Password, Fingerprint or both if you want.

CAUTION
€ If Microsoft Internet Explorer 5.0 or later version is not installed in your system,
please install IE 5.0 or later version.

¢ USB
Your system main board should support USB and the USB must be set as Enable in
the CMOS setup.
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2. Connecting a Device

After turning on your PC, connect the Fingerprint Device to a USB port in your PC.

3. Installing the device driver

USB (Plug & Play Support)
Connect the device to a USB port and the system will automatically find it and a new
window titled “Add New Hardware Wizard” will appear.

WARNING
Your PC motherboard should support USB and the USB must be set as Enabled in the
CMOS setup.
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1. Press Next>.

Found Mew Hardware YWizard

Welcome to the Found New

‘? Hardware Wizard

Thiz wizard helpz vou install a desvice driver for a
hardware device.

To continue, click Mext.

Cancel I
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2. Select Search for a suitable driver for my device and Next>.

Found Mew Hardware Wizard

Install Hardware Device Drivers

& device driver iz a zoftware program that enables a hardware device to work, with

an operating system.

Thiz wizard will complete the installation for this device:

@ S afe Valley Finger USE 01

& dewvice driver iz a software program that makes a hardware device work., Windows

needs driver files for pour new device. To locate driver files and complete the
inztallation click Mest.

What do you want the wizard to do’?

" Display a lizt of the known drivers for thiz device o that | can choose a specific

driver

< Back /ﬂeh

Cancel
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3. Insert the CD into a CD-ROM drive, check CD-ROM drives in the new window and
press Next>.

Found Mew Hardware Wizard

Locate Dnver Files
YWhere do you want Windows to search for driver files?

Search for driver filez for the following hardware desvice:

@ S afe Valley Finger USE 071

The wizard searches for suitable drivers in its driver database on your computer and in
any of the following optional search locations that you specify.

To start the search, click Mest. If you are searching on a floppy dizk or CO-B0OM drive,
inzert the floppy dizk ar CO before clicking Mest.

O ptional zearch locations:

[ Floppy dizk drives

apechy a location
[T Microsoft Windows Update

< Back " Cancel

17/114



=3

SONURO

4. If a new window appears, press Next> to start the driver installation.

Found Mew Hardware Wizard

Driver Files Search Results
The wizard has finished zearching far driver files for pour hardware device.

The wizard found a driver for the following desvice:

@ S afe Valley Finger USE 01

Wwindows found a driver far this device. To install the diver Windows found, click Hext.

E’ g:vdocuments and zettingzitest_pohdeskiophdivertsafeval inf

£ Back
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5. When the driver is successfully installed and a new window appears, press Finish.

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

_\> Safe Yalley Finger USE 0

Windaows haz finizhed instaling the zaftware for this device.

To cloze this wizard, click Finish.

Canczel

NOTE
1. For Fingerprint Device to properly work, the above process will be repeated for

installing the device driver.
2. You may need Windows installation CD during the installation.
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[Windows XP]

(USB installation)

Connect USB in your PC and appear the Found New Hardware Wizard.

1. Press Next>.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard
Thiz wizard helpz pou install software for;

Safe Walley Finger USE 01

( .-} If your hardware came with an installation CD

o

<= or floppy dizk. insert it now.

“Wwihat do pou want the wizard bo do’?

() Insts

{(#yinstall fram a list or specific locabon [Advancedf >
L —

scommended)

Click Mest to continue.

Mest » Cancel
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2. Select Search for the best driver in these locations, Search removable
media (floppy, CD-ROM...), and Next>.

Found New Hardware Wizard

Pleaze chooze your search and installation optionsz.

Search for the best driver in these locations

Usze the check bo it or expand the default search, which includes local
pathz and remoy i3 The best diver found will be installed,

Search removable media [floppy, CO-ROM..]

[ ] Include this Tocation in the search:

() Don't search, | will choose the driver to install,

Choose this option to gelect the device driver from a lizt, Windows does not gquarantee that
the driver you chiooze will be the best match for pour hardware.

< Back Mext » )] [ Cancel
~N———
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3. Select Continue Anyway.
(Take no account of this message because the Microsoft has not developed DDK).

Pleaze wait while the wizard installs the software. ..

% S afe Yalley Finger LISE 01

Hardware Installation

L) "-l., The zoftware pou are installing for this hardware;
- L
</ Safe Valley Finger LISE 01

haz not pazsed \Windows Logo testing to verify itz compatibility
with Windows P, [Tell me why this testing iz important. |

Continuing your installation of this software may impair
or deztabilize the cormect operation of your system
either immediately or in the future. Microsoft zstrongly
recommends that you stop thiz installation now and
contact the hardware vendor for software that has
paszzed Windows Logo testing.

[ Continue &npway ]DSTDF‘InstaIIatiDn J
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4. Press Finish>..

Found Hew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz finished inztalling the software for:

% Safe Walley Finger ISE 01

Click Finizh to close the wizard.

NOTE
1. For Fingerprint Device to properly work, above process will be repeated for installing

the device driver.
2. You may need Windows installation CD during the installation.
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4. Installing The SONURO Software

1. Insert SONURO1.0 CD into a CD-ROM. After the language selection, press OK.

Choose Setup Language El

m Select the language far thiz installation fram

the choices below.
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2. The SONURO installation program will run automatically.

S ORNTIR@

Installshield wizard

SOMURD 1.0 Setup iz preparing the InstallShield® YWizand, which
will guide you through the rest of the setup process, Please wait,
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3. A new window for entering an ID and password to be used in authentication will
appear. Enter the ID and password of an administrator.

Lser ID administrator
Passyword k]
Enter the password and press ‘Enter’.

WARNING

Those authorized, as an administrator of Windows 2000 will be able to install SONURO1.0.
For more powerful security, the others are not permitted to install SONURO on Windows
2000. Therefore, you will need to log-on as an administrator to install SONURO1.0.
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4. In the new window, press Next>.

InstallShield Wizard

Welcome to the InstallShield Wizard for
SONURD 1.0

The [nztall5hield® wizard will ingtall SOMURD 1.0 on your

computer. To continue, click Mest.

< Back

Cancel
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5. Read the ‘License Agreement’ and if you agree, press Yes.

Installshield Wizard

Licensze Agreement

Fleaze read the following license agreement carefully.

Freszz the PAGE DO key to zee the rest of the agreement.

SOMURD -
Copyright 5 afedfalley Inc. Lid. All rightz reserved.

Al title, trademark, and copyrights are owned by Safetalley Inc., Lid. Thig product iz
pratected by copyright and trademark, laws and intemational treaty provizions.

EMD-USER LICEWSE AGREEMENT FOR SAFEVALLEY

IMPORTAMT-READ CAREFULLY: Thiz Safeifalley End-User License j

Do you accept all the termz of the preceding Licenze Agreement? If pou chooze Mo, the
getup will cloze. Toinztall SOMURD 1.0, pou must accept thiz agreement.

< Bac ez > Mo

[rztall5 hield
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6. In the new window, write user name and company name, write the serial number of
the product, and press Next>.

Installshield Wizard

Customer Information
Fleaze enter your information.

Flease enter your name, the name of the company for whomn vou work, and the product
zenial number.

Uzer Mame;

| TestPC2

Comparny Marme:

|Safe‘»-"alley
Senal Mumber:
|ABCDE - |FGHL - |KLMNO - |PORST o [T
[ rrstallShield
{ﬂackmﬁ\ Cancel
\V
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7. The software will be installed onto the path “C: \Program files\SONURO 1.0” by
default. You can change the path by using Browse. We recommend you to use the
default setting. Press Next> to continue the installation.

InstallShield Wizard x|

Choosze Destination Location

Select folder where Setup will install files.
(e

I

Setup will ingtall SOMURD 1.00in the following falder.

To ingtall to this folder, click Mext. To install to a different folder, click Browse and selact

another folder.
Destination Folder
’7D:\F‘mgram FileshSOMURD 1.0 Browse. .. |
IrgtallS higld

Cancel

Setup Status

SOMURD 1.0 Setup is performing the requested operations.

Ingtalling:
LI TS pstem 325PhilP ass. dil

ha2s

|netallEhield

Cancel
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8. When the installation is successfully completed, you will be informed of that, and
press Finish. Restart your PC after installation.

Installshield Wizard

Restart the computer

Tou have ba restart the computer.

% ez, | want bo restart i cnmputerD

™ Mo, | will restart my computer later.

Thank, you far choosing SOMURD.

k. Eackm Cancel |

N~ _—
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9. You will find the icon for SONURO Enrollment in the System Tray and Desktop. If
you can find it, you can be sure that the installation has been successfully

completed.

%

Iy Documents

@Z%P 1nzrem

iffjstart | | |
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4 NOTE

When you reboot the system, a window for user authentication will appear as in the
following figure. Please consult Chapter 5 for details on the Secure Log-on.
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Chapter 3 Removal

1. Uninstalling the SONURO Software

2. Removing the Device Driver
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1. Uninstalling the SONURO Software

1. Only those authorized as administrators of the Windows are permitted to uninstall
SONURGO. Select Start->Settings->Control Panel.
<Windows 98 User>

ﬁ “windows Lpdate

Erograms

Favorites

Documents

Erinters
Taskbar & Start Menu
Eolder Options...

#] Active Deskiop

“wiindows Update...

Log Oiff Admiriistrator

Shut Down...

&A=l

| 75 1038 amM

<Windows 2000, User>
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2. In the Control Panel, double-click on Add/Remove Programs.
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-l

J File Edit ‘“iew Favorites Tools Help

J q=Eack - = - | Qhsearch [ Folders ¢ 4History |E’ L x @ | Eg-

| Address |[s3] Control Panel P
T o
L Accessibility  AddfRemove [RaGlEEGWEEY Fdministrative  Date/Time

Control Panel Options Hardware Y'rograns Tools

—"
Add/Remove Programs Eﬁr @ % ﬁ& @

Installs and removes programs and

Windows components Faolder Options Farnts Garmne Internet Keyboard
Cantrollers Cpkions
Windows Update
Windows 2000 Support @ ER @ @a
Mouse Metwark and  Phone and  Power Options Printers Regional
Dial-up Co...  Modem ... Cptions
: I s
2 ¢ @
3 -
SafeFolder  Scanners and  Scheduled Sounds and Syskem Idsers and
Cameras Tasks Mulkimedia Passwords
Inskalls and removes programs and Windows components |@ My Computer 5

3. Select SONURO and press Change/Remove.
<Windows 98 User>
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Add/Remove Programz Properties

Install/Uninztall |W’indows Setupl Startup Diskl

@ Toinzstall & new program from a floppy digk or CO-ROM
o

drive, click Install.
Install...

The following software can be automatically removed by
Windows, To remove a program or bo modify its installed
components, zelect it from the lizt and click
Add/Remove.

Falish Menuz and Dialogs for Intermet Explorer & ;l
Paortuguese Menuz and Dialogs for Internet Explorer &

Russian Menus and Dialois far Internet E:-:ilnrer 5

Spanizh Menus and Dialogs for Internet Explarer &
Swedizh Menuz and Dialogs for [nternet Explorer &

Thai Language Support
Turkish Menuz and Dialogs for Internet Explorer B
Yietnamese Language Support hal

Add/Bemove. .. |

ok | Cancel | Soply |

<Windows 2000, XP User>

% Ad emove Programs - | Ellll
Currently installed programs: Sork by:l Mame - I

4? Microsoft Office 2000 Premium Size 199MB ﬂ
{{ MSM Messenger 5.0 Size 4, 14ME
[Z] MVIDIA Windows 20004%P Display Drivers Size 57.5MB

<]
il SONURO 1.0

Change/Remove ’

g Sinamp3 {remove only) Size a.45MB

ﬁ windows 2000 Hatfix (Pre-5P4) [See 323172 for mare

information]

ﬁ Sindows 2000 Hotfix (Pre-5P4) [See Q324096 for more
information]

ﬁ windows 2000 Hatfix (Pre-3P4) [See Q324330 for mare
information]

ﬁ windows 2000 Hotfix (Pre-5P4) [See Q326530 for more
infarmation]

ﬁ Sindows 2000 Hotfix (Pre-5P4) [See G326886 for more
information]

ﬁ windows 2000 Hotfix (Pre-5P4) [See 0329115 for more
infarmation]

ﬁ Sindows 2000 Hotfix (Pre-5P4) [See Q329534 for more
information]

4. Input the password or/and fingerprint required according to the user authentication
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method. (‘Password’, ‘Fingerprint’, or ‘Fingerprint & Password’) For details on user
authentication, please consult Chapter 4.

5. Select Remove and press Next>. A dialogue box for the last confirmation (of
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deletion of the files) will appear. Press OK if you want to delete them all.

InstallShield Wizard

Welcome

b4 odify, repair, or remove the program,

IFretall s rreld

Installshield Wizard

Welcome

Modify, repair, or remove the program.

Confirm File Deletion

6. When the deletion process is completed, you will be informed. Press Finish in the
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new window and restart the system

Installshield ¥Wizard i

Restart the computer

'ou hawe to restart the computer.

¥ ez, | want to restart my computer now.
€ Mo, | will restart my computer later.

Remove any dizks from their diives, and then click Finizh to
complete zetup.

~ N

£ Back ‘Wi Caficel
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Chapter 4 User Management

1. Administration Program
2. Authentication Methods
3. User Registration

4. User Deletion
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1. Administration Program

1. Double-click on the icon for SONURO Enrollment in the Desktop or run
Administrator Program of the SONURO menu in the System Tray.

5

My Documents

User Enrollment Manager
Screen Saver
About

Exit
e 11194 AM

wstart @ ﬂ e
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2. Input the password for user authentication. Only those authorized as an
administrator of Windows can have access to this administration tool. Enter the
password and a new window for user management will appear.
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3. A window for registering, deleting, and changing the fingerprint information of the
user will appear.

%User Enrollment Manager -0l x|
Userfll)  Wiew() HelpiH)

User ID | Descripkion | Tvpe | Graup |

Adrministrator TESTPCZ Password Adrministrator

@Guest TESTPCZ Password General User

ﬁphill TESTPCZ Password General User

Preparation L
NOTE

In case of damaged fingerprint device or ruined fingerprint, it is best to register
another password administrator.

For windows 2000, add the administrator in the control panel- user Accounts in order
to add the password administrator for windows user.
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2. Authentication Methods

After registering a user, the administrator can change the authentication methods.
There are three different authentication methods that are available: Fingerprint,
Password, Fingerprint + Password. Here we take an example of an administrator
registered with the ID “administrator” to give you an exposition.

User Properties El

Uszer Mame ASuthentication kethod | Paz=zword I

Fleaze. select the authentication method. *rou can select among ‘Fingerprint’,

‘Pazzward' or Fingerprint & Pazaword’ authentication,

— Authentication Method

" Fingerprint

........................

i~ Fingerprint & Paszward

¥ Administator

k. Cance| Apply
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(D Using Fingerprint

For a users registered to use Fingerprint, an icon with a finger-shape will appear.
He/She will use fingerprint in SONURO related applications.

— Authentication b ethod

™ Paszword

™ Fingerprint & Password

(2) Using Password

For a user registered to use Password, an icon with the key-shape will appear.
He/She will use password in SONURO related applications.

—authentication kdethod

' Fingerprint

" Fingerprint & Password

(3 Using Fingerprint + Password

For a user registered to use Fingerprint + Password, an icon with both finger and key
will appear. He/She will use both fingerprint and password in SONURO related
applications.

— Authentication b ethod
" Fingerprint
" Pazsword

* Fingerprint & Passwond
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2.1 Using Fingerprint

<Windows 98 User>

1. Select Fingerprint among the authentication methods and press Next>.

Uszer Enrollment Manager
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2. A window for Password input appears. Even users selecting ‘Fingerprint’ as the
authentication method are required to enter a new password. However, they will use
fingerprint only for authentication. After entering a password, press Next>.

Uszer Enrollment Manager

-

CAUTION
If you don’t change the password when removing SONURO, it will be used as the
password for Windows logon. Be sure to remember the password.
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3. Awindow for fingerprint registration will appear. Press the button ‘“1st finger ’ and it
will get activated.
You must enroll 3 times for each fingerprint.

Uszer Enrollment Manager

-

elEE
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4. Press the button ‘Enroll’ and you will be asked to place a finger on the sensor. Place
the fingerprint to be registered.

Uszer Enrollment Manager

elEE
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5. When the fingerprint is successfully registered, you will be informed of that. In the
confirmation dialogue box, press OK to finish the registration.
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6. When the registration is completed, the icon on the button that you have input will
be in blue color. In this case you can be sure that the registration has been
successful.

Uszer Enrollment Manager

.

elEE
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7. You can register the fingerprints up to three in case your fingerprints are impaired.
After registering all the fingerprints, press Next>.

Uszer Enrollment Manager

.

elEE
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8. A message box will appear to let you know that the registration is completed. Press
Finish and the whole registration process will be completed.

Uszer Enrollment Manager
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9. You can check that the new user has been registered successfully from the icon
with a finger in the User Manager.

TESTPCZ Password Adminiskrator
TESTPCZ Password General User
TESTPCZ Password General User
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<Windows 2000 User>
1. Double-click on “phil1” in the window User Manager and select “Finger-print”

among the authentication methods. Then the tab Fingerprint Enrollment will be
activated.

User Properties ' |
User Na@nticatinn I'*"|'3®Er|:lriﬂt Enrallment I

Pleaze, select the authentication method. 'ou can zelect among 'Fingerprint’,

'Paszword' or Fingerprint & Paszword' authentication.

—Authentication kMethod

...........................

" Paszzword

™ Fingerprint & Passwaord

I | Edmministratar

k. Cancel Apply
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2. Select the tab “Fingerprint Enrollment”. In the new window, input the old password
for user authentication.

User Properties




