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ntroduction

This chapter provides ageneral overview of SAM Sys reader
programming and the Comprehensive Heuristic Unified
Messaging Protocol (CHUMP). Topics discussed in this chapter
include the following:

* RFID Reader Programming Overview
* What isan HDLC Protocol ?
* CHUMP Protocol Overview
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RFID Reader Programming Overview

SAM Sys RFID readers are programmed and configured using a
human-readable variation of the High-Level Data Link Control
(HDLC) protocol. These commands are called the
Comprehensive Heuristic Unified Messaging Protocol
(CHUMP). CHUMP commands are issued to select reader
operating modes as well asinitiate specific actions.

Reader Operating Modes

SAMSys RFID readers are extremely flexible and easily
programmed to function in several modes. These modes define
the readers RF and serial communication characteristics. The RF
modes are as follows:

* RF Continuous
* RF Polled

In RF Continuous mode, the reader periodically scans for tags
over theair interface. In this mode, the reader does not require an
external event or command to read atag. A reader in RF
Continuous mode isreferred to as an active reader.

In RF Polled mode, the reader scans for tags only after the host
sends aread command. In this mode, the reader remains idle until
an external event initiates the read function. A reader in RF
Polled mode is referred to as a passive reader.

In RF Continuous mode, SAM Sys readers can further be
programmed to operate in different serial communication modes.
The serial communication modes are as follows:

* Serial Continuous
» Serial Polled
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In Seria Continuous mode, the reader automatically transmitstag
data (on the serial link) to the host. In Serial Polled mode, the
reader stores the tag data until prompted by the host.

Other reader modes and configurations include the following:
* FORTH or CHUMP programming mode

* Serial multidrop addressing

* Protocol configuration

* Protocol Selection

For detailed information on the various operating modes and
configurations, refer to the Reader Configuration chapter.

Reader Programming

SAM Sys readers are programmed by sending specific CHUMP
commands to the reader along the RS-485 serial link.

In most cases, the reader is connected to a host system such asa
PC or server. A terminal emulation program such as
HyperTerminalO can be used to issue CHUMP commands to the
reader.
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Figure 1 - Sample Reader Network

Typical CHUMP commands that are issued to the reader include
the following:

* Read datafrom tag

» Write datato tag

e Halt/Quiet atag

* Read the onboard I/O ports

For detailed information on the reader commands, refer to the
Command Descriptions chapter.
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What is an HDLC Protocol?

Layer

Asexplained in the RFID Reader Programming Overview
section, CHUMP isaHigh Level DataLink Control (HDLC)
protocol. HDLC isaclass of general purpose protocols that fall
within the Data Link Layer (Layer 2) of the Open Systems
Interface (OSl) reference model. See Figure 2.

Unit Exchanged

; [ Appiication | aPou
IE‘ B Presentation Protocol , [Presentation f—
< Session Protocol . Sagaion SPDU
B Transport Protocol [ Transport BBl

Communication Subnet Boundary

4 N
| Network | <——>| Network |<—>| Network |<——>

| Network | Packet
| Data Link | <__>| Data Link|<—>| Data Link|<——> | Data Link | Frame
| Physical | <——>| Physical |<—>| Physical |<——> | Physical | Bit
\. kY J
Internal Subnet Protocol
Layer

Host-Router Protocol

Figure 2 - Open Systems Interface Reference Model

Layer 2 provides ameansto transfer data between network
entities and correct transmission errors. The layer provides for
activation, maintenance, and deactivation of data link
connections, grouping of bitsinto characters and message frames,
character and frame synchronization, error control, media access
control, and flow control. Ethernet is awell known data link
protocol.

Unlike Ethernet, which is generally used on Local Area Networks
(LANSs), HDLC protocols are primarily used on slower serial
networks.
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HDLC protocols typically include the following three types of
stations:

* Primary Station - The host or master station that manages the
data link.

» Secondary Station - A slave station that replies to the Primary
Station.

e Combined Station - A combined master/save station that
functions as both Primary and Secondary Stations.

HDLC protocols operate in one of the following three modes:

» Normal Response Mode (NRM) - The Primary Station controls
the data link.

» Asynchronous Response Mode (ARM) - The Secondary Station
can talk first.

» Asynchronous Balanced Mode (ABM) - Multiple combined
stations share the data link (multi-master mode).

In HDL C protocols, each piece of datais encapsulated in aframe
by atrailer and a header (see Figure 3). The header contains an
HDL C address and an HDLC control field. Thetrailer isfound at
the end of the frame and contains a Frame Check Sum (FCS). The
FCS detects any errors that may occur during transmission. The
frames are separated by HDL C flag sequences which are
transmitted between each frame and whenever there is no datato
be transmitted.

Message Message
Head Tail
| Flag 1 | Address | Control | Data | FCS | Flag 2 |

Figure 3 - HDLC Frame Format
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Asfurther explained in the following section, CHUMP isan
HDLC protocol optimized for use in multidrop serial networks
typically used for RFID readers. The SAM Sys I nterrogator
Control and Concentrator Module (ICCM) is the Primary Station
on a SAM Sys reader network. The RFID readers are the
Secondary Stations.

SAM Sys readers can be configured to operate in Normal
Response Mode (NRM) by selecting RF Polled Mode or RF
Continuous/Serial Polled Mode. The readers can also be
configured to operate in Asynchronous Response Mode (ARM)
by selecting RF Continuous/Serial Continuous Mode.
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CHUMP Protocol Overview

Unlike most HDL C protocols, CHUMP uses ASCII characters
for the Flag, Address, Control, and FCSfields. Punctuation
characters substitute for the more common (but unprintable) STX
and ETX characters, providing a human readable message frame
or packet.

Although not fully packetized, CHUMP can be described as

operating between Layer 2 (DataLink Layer) and Layer 3
(Network Layer).

CHUMP Frame

Asshown in Figure 4, each CHUMP frame consist of a Message
Head, Command Block, and a Message Tail.

——————— PR —

Head Checksum Message
tor{ |[:<Address>] Command <parameters> XX CRand/or LF
Flag 1 Address/ Data FCS Flag 2
Control

Figure 4 - CHUMP Message Format
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Message Head

The message head contains a directional indicator and optional
destination or source address information. The format is as
follows:

} [:dst_addr] for commands (messages transmitted from
the ICCM or host)

{ [:src_addr] for replies (messages received by the (CMM
or host)

M essage heads that include address information are referred to as
multidrop message heads. M essage heads without addresses are
referred to as single-drop message heads

Command Block

NOTE:

The command block contains the CHUMP command and
associated parameters. The command part of the CHUMP
specification isatagged, extensible, human readabl e protocol that
directly implements OSI Layer 7 (Application Layer).

CHUMP command parameters and numeric data are
expressed in Hexadecimal (hex) format. Refer to the
individual command descriptions for the specific formats
and syntax.
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Message Talil

NOTE:

The messagetail contains atypeindicator (; or! ), an optional 8-

bit Frame Checksum (FCS), and an end-of-packet indicator
(CRand/or LF). The format is as follows:

; <FCS><CRand/or LF> for message tails with a checksum
I <CR and/or LF> for message tails without a checksum

The FCSis expressed as two ASCII bytes and is a sum of the
bytes of the rest of the message. The FCS starts at the first
character, “}” or “{“, and ends at the semicolon FCS delimiter
“:". Many of the shorter commands explained in the Command
Description section include FCS values (refer to the Ro
command).

The FCS can be eliminated for debug purposes by using
the “I" message tail. However, installed systems should
always use the FCS.

Refer to Appendix B for sample checksum calculation code.
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Example CHUMP Commands

NOTE:

The following exampleis a Read Version command sent to a
reader. Thef : O parameter returns the full version string with
company, copyright, and date. The reply is shown in bold.

}Rv, f:0!

{Rv, d: "HFSARS_1. 30[ MB] Copyright (c) Samsys
Technol ogi es I nc., s:000000000000"; 3F

The next example is an 1SO 15693 tag read for the value of the
user writeable block OxOf (=15):

}: 07, Rt, d: EO0O70000015CFCCA, a: Of , t:1S15;d0

{:07,Rt, d: EO0O70000015CFCCA, b: F0123456,
a: 000F, t : 1 S15, f: 0000; 0D

The next example is a configuration read for the value of the
General Configuration Word (GCW):

}:07,Cr, d: GCW e5
{:07, Cr, d: GCW b: 00000007; 32

CHUMP replies do not necessarily have all described
parameters, fixed parameter order, or fixed field widths. For
example: a:000F is the same as a:f

Any software application that parses CHUMP replies
should recognize punctuation and parameter names. The
application should not rely on data position. Some readers
may be configured to suppress tag type and flags to
conserve serial bandwidth.

11
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CHUMP Notation Conventions

NOTE:

The following notation conventions are used in CHUMP
commands:

[ ... ] M essage elements within sgquare brackets
denote optional information.

* Asterisk message elements can be repeated.

< ... > Text within less than or greater than

characters are short-hand descriptions of the
actual value or character.

0x Denotes a number in hexadecimal or base
16.

The following example isan ACK reply that may contain zero or
more error codes:

{Al, e:xx]*; <FCS><CRLF>

Due to the extensible nature of the CHUMP command
format, hosts can send parameters in any order. For
example, the following commands are both valid and have
the same meaning:

}Ra, a: 00, | : 01!
}Ra, l:1,a:0!

Replies can also return parametersin any order. A reply parser
should not assume that reply parameters are transmitted in any
particular order.

Also, the CHUMP protaocol is case insensitive. Upper or lower case
letters can be used.
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This chapter provides descriptions of the CHUM P commands and
parameters. Topics discussed in this chapter include the
following:

» Command Format

» Reader Management Commands
» Tag Commands

* Flow Control Commands

» Parameter Descriptions

Command Descriptions

13
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Command Format

CHUMP commands are typically one- or two-character
commands with applicable parameters. As described in Chapter
1, these commands and replies are enclosed in framing
characters. Refer to the following example for the format:

<Msg head> Command [ <Paraneter>] <Msg tail >

NOTE: Command parameters and numeric data are typically
expressed in hexadecimal (hex) format.

Refer to the Command Description section for syntax, format,
and parameter usage.

Reader Management Commands

Reader management commands control reader configuration,
input/output ports, and display the software version. These
commands are not tag or protocol dependent. The Reader
Management commands are shown in the following table with
the CHUMP software version where the command was first

implemented.
Cmd |Description Rev
Cr | Configuration read 1.30
Cw | Configuration write 1.30
Ro |Read digital I/O port 1.30
Rv |Read version 1.20
Wo | Write digital 1/0O port 1.20
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Tag Commands

Tag commands are protocol dependent and perform specific
actionson asingletag or group of tags. The commands are shown
in the following table with the applicable protocol and software
version where the command was first implemented.

O
z S B
5 S BleR
SIS B RIS
< REC|[D TS
SEEIRQORICIQ s
Cmd | Description Rev [WIZT F 2222 |w
Ht Halt or quiet tag 1.30 v
Lb  |Lock block 1.30 ars
Ld |Lock DSFID 1.30 v
Lf Lock AFI 1.30 v
Ra |Read user data (any tag) 12012 (v (Vv |V [V |1 2
Rd |Read detect 12|\ |V |V [V [V (V| |/
Rf |Read by AFI 1.30 v
Rn |Read detect w/ new round 1.30 v
Rt Read user data (specific tag) |1.20 v ErarA vars
Ru |Read Unselect (Protocol B) |1.30 v
Tm | Tag mute 1.30 v
Tr Tag reset 1.30 |/
Ts |Tag select 1.30 v
Tw | Tag wakeup 1.30 v
Wa | Write user data (to any tag) |1.20 VIVIVIVIV]
Wd | Write DSFID 1.30 v
Wf | Write AFI 1.30 v
Wt | Write user data (specific tag) | 1.20 VIVIVI VI WY
Yl Get lock block status 1.30 ars
Ys | Get system information 1.30 v

1 - Command works only after tag has been previously selected (Ts).
2 - If tag has no user data, the command becomes a Read Detect (Rd).

15
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Flow Control Commands

Flow control commands are data link and transport layer
commands that acknowledge data flow or request data
retransmission. The Flow Control commands are shown in the
following table with the software version where the command

was first implemented.

Cmd | Description Rev
A Acknowledgement (Ack) 1.20
N Negative Ack 1.20
S Request resend of last serial msg | 1.30
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Parameter Descriptions

The parameters that may be sent with the CHUMP commands are
asfollows:

a: <address, offset, or |ocation>
— Read or Write fields - start address

b: <HEX bl ock data val ue or string>

— R/W fields - data (hn HEX data, "abc" ASCII data)
— Feedback field - text (b:"abc" ASCII data)

— Operation specific low level flags

d: <tag id>
— Tag identification number

— Length, weight, amount, time

— Tag type (manufacturer, protocol). For example, ICPisICode
by Philips. See Chapter 3 - Reader Configuration, for more
information on Protocl Select Words (PSW).

Additional parameters that may be received with CHUMP replies
include the following:

c: <tenp>

— First character isthe sign ( + or -)
— Second and third are temperature in decimal

e: <error nunber>

— Error. Can beincluded in any message reply to indicate
problems with the current or a previous message.

17
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Command Descriptions

Name
Acknowledge (Ack)

Description

Transport layer acknowledgement within the message protocol.
Message can also include error sequences.

Type
Flow control reply

Format
{ A, F7T<CRLF>

Return Message
N A

18
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Cr

Name
Configuration Read

Description
Reads configuration variable with areply. If no datais available,
an‘“e: 42" sequenceisreturned. Oneor more“e: 42" sequences
can be returned with 2-digit HEX error codes.
If no“d: " sequenceis specified, al configuration variables will
be sent in individua Cr replies.

Type
Reader management command with reply

Format

}Cr [, d: <name>] ; <FCS><CRLF>
}Cr [, d: <nanme>] ! <CRLF>

Return Message
{Cr, d: <nane>, b: <val ue>; <FCS><CRLF>

{Cr[, e:xx]*; <FCS><CRLF>

19
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Cw

Name

Configuration Write

Description

Writes configuration variable with reply.
Type

Reader management command with reply
Format

}OW , d: <name>, b: <val ue>] [, f: xx];
<FCS><CRLF>

}OW , d: <name>, b: <val ue>] [, f:xx]! <CRLF>

where;:

d: <nane> isanidentifier with the 3-letter name of the
configuration variable (CV).

b: istheblock data (up to 4 bytes).
f. istheflag byte.
Return Message
{A], e: xx]; <FCS><CRLF>
Special Note

If f: 02, dl CVsareerased. At the next reset, the reader returns
to factory defaults.

If f: 01, datais written to Non-Volatile Memory (NVM).
If d: and b: , then the specified CV iswritten to NVM.
If f:01 appearsaone, all CVsarewrittento NVM.

20
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Ht

Name
Halt

Description
Halts or quiets a specific tag.
Type
Tag command with reply
Format
}Ht,d:<tag ID>[,t:<tag type>]; <FCS><CRLF>
JHt,d:<tag ID>[,t:<tag type>]! <CRLF>
where:
d: <tag | D> istheseria ID of requested tag.
t:<tag type>istheoptiona tag type.
Return Message
{A], e: xx] *; <FCS><CRLF>

21
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Lb

Name
Lock block

Description

For Protocol A tags, runs a Lock Block command. If the “d: ”
sequence is specified, the SUID flag is set and SUID bytes are
sent, regardless of the configuration variabl e settings (see Chapter
3 - Reader Configuration). If the“d: ” sequence is not specified,
the tag must first be selected (see Ts command).

For Protocol B tags, triggers aLOCK command (opcode 0xOf).
The<t ag | D> isrequired for B tags.

Type
Tag command with reply

Format
}Lb, a: xx[, d: <tag | D>] ; <FCS><CRLF>

}Lb, a: xx[,d: <tag | D>]! <CRLF>

where:
a: xXx istheblock address.
d: <tag | D> istheseria ID of requested tag.

Return Message
{A], e:xx]*; <FCS><CRLF>

22
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Name
Lock DSFID

Description

If the“d:” sequenceis specified, the SUID flag is set and SUID
bytes are sent, regardless of the configuration variable settings
(see Chapter 3 - Reader Configuration). If the“d:” sequenceis
not specified, the tag must first be selected (see Ts command).

Type
Tag command with reply

Format
}Ld[, d: <tag | D>]; <FCS><CRLF>

}Ld[,d: <tag | D>]! <CRLF>

where:
d: <tag | D> istheseria ID of requested tag.

Return Message
{Al, e: xx] *; <FCS><CRLF>

23
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Lf

Name
Lock AFI

Description

If the“d:” sequenceis specified, the SUID flag is set and SUID
bytes are sent, regardless of Sregister settings. If the“d:”
sequence is not specified, the tag must first be selected (see Ts
command).

Type
Tag command with reply

Format
}Lf[,d: <tag | D>]; <FCS><CRLF>

}Lf[,d: <tag | D>]! <CRLF>

where:
d: <tag | D> istheseria ID of requested tag.

Return Message
{Al, e: xx] *; <FCS><CRLF>

24
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Name
Negative Acknowledge (NAck)

Description

Low-level error message within the message protocol that
indicates a serial message was received with errors. Typically, the
message contains error codes.

Type
Flow control reply
Format
{N, <FCS><CRLF>
{N[, e: xx] *; <FCS><CRLF>
where:
e: XX isthe error code.

Return Message
N A

25
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Ra

Name
Read user data from any tag.

Description
Read user datafrom any tag in field. If no “a: ” sequenceis
included, the first block (block 00) isread. If no“l : " sequence
isincluded, only one block is read.

Type
Tag command with reply

Format

}Ra[, a:<blk addr>][,f:xx][,|:<# bl ks>];
<FCS><CRLF>

}Ra[, a: <bl k addr>] [, f:xx][,!:<# blks>]!
<CRLF>

where:
a: <bl k addr > isthe tag-specific block adderess.

f : xx isan optional opcode override for Protocol B.
| : <# bl ks> isthetag-specific block size (1 or 4).

Return Message
{Ra, | : xx, d: <dat a>; <FCS><CRLF>

{Ra[, e: xx;]*; <FCS><CRLF>

NOTE: ISO 18000-6A provides for a Fast Dialog Mode. In this
mode, an inventory round is suspended when a tag is found
to allow dialog with the tag (the tag is in a selected state
during the dialog). A typical sequence is as follows:

}Rd, t: 1 S186A, f: 04! <CRLF>
{Rd, d: <tag id>, f:04; <FCS><CRLF> <tag di al og>

{Tn,f: 04! <CRLF> <resune inventory>

26
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Name
Read detect

Description

Read detect command with replies.

If errors are waiting to be reported, one or more “e: ” sequences
can be returned.

Type
Tag command with reply

Format
}RA[,t: <tag type>]; <FCS><CRLF>
}JRA[,t: <tag type>]! <CRLF>

where;:

t:<tag type>isthetagtypeindicator (typicaly usedto
increase search speed).

Return Message
{Rd,d:<tag id>[,t:<tag type>]; <FCS><CRLF>

{Rd[, e: xx] *; <FCS><CRLF

27
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Rf

Name
Read by AFI

Description

SO 18000-6A specific command that performs on inventory
round by AFI. The value is configured into P6A.

Type
Tag command with reply

Format
JRf[,t:<tag type>]; <FCS><CRLF>
JRf[,t:<tag type>]! <CRLF>

where;:

t:<tag type>isthetagtypeindicator (typicaly usedto
increase search speed).

Return Message
{Rf,d:<tag id>[,t:<tag type>]; <FCS><CRLF>

{Rf[, e:xx]*; <FCS><CRLF>

28
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Rn

Name
Read detect command with New Round

Description

This command is an 1SO 18000-6A specific read detect
command.

Type
Tag command with reply

Format
} Rn! <CRLF>

Return Message
{Rn,d:<tag id>[,t:<tag type>]; <FCS><CRLF>

{Rn[, e: xx] *; <FCS><CRLF

29
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Ro
Name
Read digital input and output

Description

SAM Sys readers have four optically isolated input lines and four
transistor buffered output lines. The lines are unidirectional.

Refer to the reader owner’s manual for deatiled information on
the digital input/output lines.

This command reads the digital input/output port on the reader
and returns a 2-digit HEX value (d: xx). The lower digit
(second x) represents the last value written to the four digital
output lines. The higher digit represents the current value of the
four digital input lines.

Current flow through an input produces alogical 0 at the
microprocessor which produces alogical 0 inthe Ro reply. If the
inputs are all open, the Ro reply is“f f . On powerup, the output
linesare all set to 1. Asaresult, the Ro command returns al 1s
prior to the first Wo command.

Type
Reader management command with reply

Format
} Ro; 79<CRLF>

} Ro! <CRLF>

Return Message
{Ro, d: <dat a>; <FCS><CRLF>

30
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Rt
Name
Read user data from specific tag

Description

Reads user datafrom a specifictag. If no“a: ” sequenceis
included, thefirst block (block 00) isread. If no“l : ” sequenceis
included, only one block isread. The reader does not trandlate
block addresses.

Type
Tag command with reply

Format

}Rt, d: <tagl D>[, a: <bl k addr>][,|:<# bl ks>];
<FCS><CRLF>

JRt,d: <tagl D>[,|:<# bl ks>]! <CRLF>

where:
a: <bl k addr > isthe block address.

| 1 <# bl ks> isthe number of blocks.

Return Message
{Rt, d: <dat a>; <FCS><CRLF>

{Rt[, e:xx]*; <FCS><CRLF>

31
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Ru

Name
Read unselect for Protocol B

Description
Read unselect command with replies.

For Protocol B tags, the command initiates an anticollision
sequence based on the configured Unselect Command, Unselect
Mask, and Unselect Data

If errors are waiting to be reported, one or more “e: ” sequences
can be returned.

Type
Command with reply

Format
} Ru; 7F<CRLF>

Return Message
{Ru, d: <tag i d>; <FCS><CRLF>

{Ru[, e: xx] *; <FCS><CRLF>
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Rv

Name

Read version
Description

Returns reader software version as ASCII character string.
Type

Reader management command with reply

Format
}Rv;[f:<detail |evel >, <FCS><CRLF>

}Rv;[f:<detail |evel>! <CRLF>

where:

: O returns al (version, copyright, serial no., date).
: 1 drops the copyright.

: 2 drops the serial number.

: 3 dropsthetextin]..].

— —=h —=h —=h —h

: 4 drops the version and date.

Return Message
{Rv, d: <ver si on><FCS><CRLF>

If f:0{Rv,d:”HFSARS_ 1. 30[ MB] Copyright (c)
Sanmsys Technol ogi es I nc., s:000000000000";

If f:1{Rv, d:” HFSARS_1. 30[ MB]
s: 000000000000” ;

If f:2{Rv,d:” HFSARS 1.30[ MB] " ;
If f:3{Rv,d:"H 469-13S 1.30";
I f f:4{Rv; <FCS>

33



CHUMP Reference Guide

S

Name

Request Resend of last serial message

Description

Requests reader to resend the last serial message. Ack reply is
returned if no previous message is found.

Type
Flow control command with reply

Format
}S; 0B><CRLF>

} S! <CRLF>

Return Message
{A; A7T<CRLF>

(or) Last serial nessage
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m

Name
Tag mute

Description
Thisisatag specific command that sends an | SO 18000-6A SOF
segquenceto simulatea Tag Mute. Thissimulated Tag Mute leaves
the reader in FST mode.
This command only applies to | SO 18000-6A tags.

Type
Tag command with reply

Format

} Tm <79>; <CRLF>
} Tm <CRLF>

Return Message
{A], e: xx] *; <FCS><CRLF>
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Tr
Name
Tag reset
Description
Thisisaprotocol specific tag reset command.
Type
Tag command with reply

Format
} Tr; 7TE<CRLF>

} Tr! <CRLF>

Return Message
{A], e: xx] *; <FCS><CRLF>
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Ts
Name
Tag select

Description

For protocol s that support tag selection, a Select Tag command is
run. The SUID flag is set and SUID bytes are sent, regardless of
the configuration write variable P6A settings.

Type
Tag command with reply

Format
} Ts, d: <tag | D>; <FCS><CRLF>

}Ts,d: <tag | D>! <CRLF>

Return Message
{Al, e: xx]*; <FCS><CRLF>

37



CHUMP Reference Guide

38

Tw

Name
Tag wakeup

Description
Thisisatag specific command that runs an 1SO 18000-6A Wake
Up command. This command leaves the reader in FST mode.
This command only applies to SO 18000-6A tags from
manufacturers with proprietary extensions.

Type
Command with reply

Format

} Tw; 83<CRLF>
} TW <CRLF>

Return Message
{A], e: xx] *; <FCS><CRLF>



CHUMP Commands

Wa
Name

Write user datato any tag in field

Description

Thisisaprotocol specific tag command that writes user datato
any tag in thefield.

Type
Tag command with reply

Format

} W, b: <bl k data>[, a:nn][,]:<# bl ks>];
<FCS><CRLF>

} W4, b: <bl k data>[, a:nn][,]:<# bl ks>]
| <CRLF>

where:
a: <bl k addr > isthe block address (0 by defaullt).
b: <bl k dat a>istheblock data.
| : <# bl ks> isthe number of blocks (1 by default).

Return Message
{A], e: xx] *; <FCS><CRLF>
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wd

Name
Write DSFID

Description
Thisisaprotocol specific tag command that writesthe DSFID. If
the“d: " sequenceis not sent, the tag must first be selected.

Type
Tag command with reply

Format
}W, b: <bl k data>[,d:<tag id>][,]1:];
<FCS><CRLF>

}Wi, b: <bl k data>[,1:] !<CRLF>

where:
a: <bl k addr > isthe block address (0 by defaullt).
b: <bl k dat a>istheblock data.
| : <# bl ks> isthe number of blocks (1 by default).

Return Message
{A], e: xx] *; <FCS><CRLF>
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Wi

Name
Write AFI

Description
For 1SO 18000-6A tags, this command runs a Write AF
command. The SUID flag is set and the SUID bytes are sent. If
the“d: " sequenceis not sent, the tag must first be selected.
The reader remembers the AFI setting and sends the value with
the subsequent Init_Round commands. The AFI value can be
overwritten by performing a configuration write with variable
PEA.

Type
Command

Format

}W, b: xx[, d: <tag | D>]; <FCS><CRLF>
}W , b: xx[,d: <tag | D>]! <CRLF>

where:
b: xx isthe AFI (one HEX byte, block data).
d: <tag | D> isthetag identification.

Return Message
{A], e:xx]*; <FCS><CRLF>
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Wo

Name
Write digital input and output

Description
SAM Sys readers have four optically isolated input lines and four
transistor buffered output lines. The lines are unidirectional.
Writinga“1” to an output port is equivalent to energizing arelay
or closing a switch.
The output ports require an external current source and pullups
(one for each output line).
Refer to the reader owner’s manual for deatiled information on
the digital input/output lines.
This command accepts a 2-digit HEX value. The lower digit
(second x) iswritten to the four output lines. The upper digit is
ignored.

Type
Reader management command with reply

Format

} W, d: <dat a>; <FCS><CRLF>
} W, d: <dat a>! <CRLF>

where:
d: <dat a> isthe model specific 8-bit digital data.
Return Message
{A], e:xx]*; <FCS><CRLF>
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Wit
Name
Write user datato a specific tag
Description
This command writes data to a specified block of a specified tag.
Type
Command with reply

Format

}W ,d:<tag ID>[,a:nn],b:<blk data> [,t:<tag
type>] ; <FCS><CRLF>

}W ,d:<tag ID>[,a:nn],b:<blk data> [,t: <tag
type>] ! <CRLF>

where:
d: <tag | D> istheserial ID of the requested tag.
a: nn istheblock address. Defaultsto O if missing.
b: <bl k dat a> istheblock data.

t:<tag type> istheoptional tag type (typically used to
increase search speed).

Return Message
{A], e:xx]*; <FCS><CRLF>
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Yl

Name
Query lock block status

Description

For protocols that support lock queries, this command reads the
lock block status. If the “d: " sequenceis not sent, the tag must
first be selected.

Type
Tag command with reply
Format
}YI[,d:<tag | D>]; <FCS><CRLF>
}YI[,d:<tag | D>]! <CRLF>
where:
d: <tag | D> istheserial ID of the requested tag.

Return Message
{Yl,f:<lock block info> <FCS><CRLF>

where;:
f: <l ock block info> isthedatafor thelock status.
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Ys

Name
Query tag system information

Description
For protocol s that support tag system queries, this command runs
a Get System Information command. If the*‘d: '’ sequenceisnot
sent, the tag must first be selected.

Type
Tag command with reply

Format

}Ys[,d: <tag | D>]; <FCS><CRLF>
}Ys[,d:<tag | D>]! <CRLF>
where:

d: <tag | D> istheseria ID of the requested tag.

Return Message
{Ys[,d: <8 bit oid>]

[, bd: xx] DSFI D (if supported)
[, bf:xx] AFI (if supported)

[, bs:xx] block size

[, bn:xx] number of bl ocks
: <FCS><CRLF>

{Ys[, e:xx]*; <FCS><CRLF>
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Reader Configuration

This chapter provides information on configuring a SAM Sys
reader. Topics discussed in this chapter include the following:

» Reader Configuration Overview
» Default Reader Configuration

» Configuration Word Descriptions
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Reader Configuration Overview

SAM Sys reader softwareis easily configured for different
operating modes and protocols. Typical reader functions that can
be configured include the following:

e CHUMP programming mode

» RF communication mode (polled or continuous)

» Serial communication mode (polled or continuous)
» Serial multidrop addressing

» Protocol configuration

* Protocol selection

To setup a SAM Sys reader, the Configuration Write (Cw)
command is used to write a three-letter configuration variable
name and a 32-bit word to the reader. Thisword contains the
individual setup parameters required by the reader.

Commonly used configuration variables include the following:

» GCW — Genera Configuration Word

* SCW — Seria Configuration Word (CHUMP 1.31 and above)
e SMA — Serial Multidrop Address

* MCW — Multiplexer Configuration Word (UHF reader)
 MSW — Multiplexer Select Word (MSW)

» PCW - Protocol Configuration Word

* PSW — Protocol Select Word

» Pxx — Specific Protocol Configurations

Configuration variables are described in the following section.

For specific syntax information on the Configuration Write
command refer to Chapter 2.



Reader Configuration

Default Reader Configuration

SAM Sys proximity readers are factory set with the following
configurations:

RF Continuous

Serial Continuous

9600 Baud

8 Data Bits

1 Stop Bit

No Parity

All supported protocols enabled

The MP9320 UHF Long-Range reader is factory set with the
following additional parameters:

4 antennas
Antenna hopping enabled

1 inventory round per antenna
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Configuration Word Descriptions

General Configuration Word (GCW)

The GCW is used to set the reader operation to continuous or
polled and to set the serial communication mode. For UHF
readers, the FCC or ETS| mode can also be set.

D1 DO

D31 |eee | D3 D2

I— Serial Continuous/Polled Mode
0 = Wait until host sends Rd command (polled)

1 = Instanfly send tag data to host (continuous)

RF Continuous/Polled Mode
0 = Wait to communicate until host sends command (polled)

1 = Continuous scan for tags

—— 0 = RF Off when idle
1 =RF On when idle

—— Spare

Figure 1 - General Configuration Word

} NOTE: The “RF On when idle” bit can be set in any mode to
maintain power to the antenna and any tags in the antenna

field.
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Serial Configuration Word (SCW)
SAM Sys readers have up to three UARTs to control serial

communications. The SCW sets the baud rate, word length,
parity, and stop bits for each UART

UART2 UART 1 UART 0
~—

D31|e==| D24| | D23|>>+| D16]| | D15 (| D8 D7 |[==| DO

L UART 0 control byte

UART 1 control byte

— UART 2 control byte

— Spare

Figure 2 - Serial Configuration Word (Bytes)

D7 (| D6 || D5 || D4 ([ D3 || D2 || D1 || DO
—— —
\\ I— Baud Rate Code
# of Stop Bits
# of Data Bits
—— Parity
——— Spare

Figure 3 - Serial Configuration Word (Bits)
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Bit(s) Parameter Bit Value Description
7 Spare n/a n/a
6,5 Parity 00 None
01 Odd
10 Even
4 Word length 0 7 bits
1 8 bits
3 Stop bits 0 1 stop hit
1 2 stop bits
2.0 Baud rate 000 1200 bps
001 2400 bps
010 4800 bps
011 9600 bps (default)
100 19.2 Kbps
101 38.4 Kbps
110 57.6 Kbps
111 115.2 Kbps

The following examples are commonly used bit settings:
00010011 = 0x13 for 9600, 8 hits, No parity, 1 stop hit
00010101 = 0x15 for 38400, 8 bits, No parity, 1 stop bit
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Serial Multidrop Address (SMA)

The SMA assigns the multidrop address to the reader. Valid
addresses are any hexadecimal value between 01 - FE.

NOTE: The address value “00” is used as the multidrop broadcast
address and should not be programmed into the reader.
The value “FF” is used to set the reader for singledrop
operation.

D31|e| D8 D7 |e| DO

L Multidrop address, LSB
Multidrop address, MSB

Unused

Figure 4 - Serial Multidrop Address
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Multiplexer Configuration Word (MCW)

The MCW configures the MP9320 UHF reader. Parameters that
can be set include the following:

 Enable/suppress antenna hopping
* Number of antennas
* Number of inventory operations before antenna hop

» Enable/suppress MUX failure messages

The hit settings for the MCW are shown in Figure 5.

o] [l [ EE E R

Suppress MUX

(Disable antenna hopping)
0=Enable

1 = Suppress

Suppress MUX failure message
0= Enable
1= Suppress

L— Reserved

— Number of Inventory Round operations per antenna
(2 = Default)

— Number of antennas
0/1=1antenna

2 =2 antennas

3 =3antennas

4 =4 antennas

L Reserved

Figure 5 - MCW Bit Configuration
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Multiplexer Select Word (MSW)

The MSW selects which antennas are active on the MP9320 UHF
reader. The variable also selects the order (LSB to MSB) that the
antennas are activated.

The bit settings for the MSW are shown in Figure 5.

Fourth antenna Third antenna Second antenna First antenna

A

D31 sse D23 see D15 see D7 -u

L—  Antenna Number
0,1,2,3)

L— 1= Antenna Valid
0 =Invalid

— Antenna Number
0,1,2,3)

— 1= Antenna Valid
0= Invalid

L—  Antenna Number
(0,1,2,3)

L— 1 = Antenna Valid
0 =Invalid

— Antenna Number
(0,1,2,3)

— 1= Antenna Valid
0 =Invalid

Figure 6 - MSW Bit Configuration
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Protocol Configuration Word (PCW)

The PCW controls the multiprotocol behavior of the reader.

D31]=| D9 D8 D7 |e=| DO

L Scheduling mode, LSB
Scheduling mode, MSB

Tag Alert Enable bit
Unused

Figure 7 - Protocol Configuration Word

A value of “00" (default) sets the reader to Round Robin mode
and suppresses the beep when tags are detected.
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Protocol Select Word (PSW)

The PSW selects the protocols to be scanned by the reader. The

dataword is a bitmap of the tag types to be scanned in RF
Continuous mode and in response to serial commands.

To select atag type, set the appropriate bit to “1”. The bit

assignments for the various tag types are shown in the following
table. The name is the tag type name returned by the reader after

executing the “Rd” command.

Tag Type Name Bit #
EMM 4102 32cpb Manchester T EM 0
EMM 4102 64cpb Manchester T EM 0
EMM 4102 32cpb Differential Biphase T EM 0
EMM 4102 64cpb Differential Biphase T EM 0
EMM 4025 32cpb EM432 1
EMM 4025 64cpb EM464 1
Philips HiTagl PHT1 2
Texas Instruments TIRIS, Single-Part, Read Only TRSR 3
Texas Instruments TIRIS, Single-Part, Writable TRSW 3
Texas Instruments TIRIS, Multi-Part TRSM 3
Temic (Atmel) e555x set for 32 cpb T EM 4
Temic (Atmel) e555x set for 64 cpb T EM 4
Temic (Atmel) e555x set for 128 cpb T EM 4
Texas Instruments Taglt TGT 5
ISO 15693 I1S15 6
Philips Icode ICP 8
ISO 18000-6A IS186A 10
ISO 18000-6B 1S186B 11
EM 4022, EM 4222 STG 12
Other or Unknown unk —
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Specific Protocol Configurations

Many individual tag protocols can be configured for specific
behaviors. These behaviors and functions include the following:

» Auto-quiet, quiet tag after detection
» Get and display tag size information
» Order of bytesin tag data

» Order of bitsin tag data bytes

* Number of timeslots to use

Refer to Chapter 4 for detailed configuration word bit settings for
specific protocols and tag types.
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This chapter provides configuration variables and detailed
configuration word bit settings for specific tag types and
protocols. Protocols that are covered include the following:

« HITAG 1 (PHT)
I-Code (PPI)

» Tag-it™ (PTA)

« TEMIC (PET)

« TIRIS(PTI)

« 1S0 15693 (P15)

« 1S0 18000-6A (P6A)
* 1SO 18000-6B

— Selection Configuration Word (P6S)

— Selection Data High (P6H)

— Selection Data Low (P6L)

— Unselection Configuration Word (P6U)
— Unselection Data High (P60)

— Unselection Data Low (P61)
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Philips HITAG 1 Protocol Configuration (PHT)

D31|ees | D31 D5 D6 D5 D4 D3 |e=| DO

L Reserved

LS_Byte First
0= MS_ByteFirst
1=LS_Byte First

L— LS_Bit First
0=MS_Bit First
1=LS_Bit First

L Reserved

L Auto_Quiet_En
0 = Disable Auto Quiet
1 = Enable Auto Quiet

L Reserved

Figure 6 - HITAG 1 Protocol Configuration
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Philips I-Code Protocol Configuration (PPI)

The default value for this configuration variable is “0000013".

# of Timeslots

D31|ees| D8 D7 D6 D5 D4 D3 D2 |se=| DO
\\ \\ Reserved
L SByte First
LSBit First
L— Get Tag Info
L— Autoquiet
—— Reserved

Figure 7 - Philips I-Code Protocol Configuration
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Tl Tag-it™ Protocol Configuration (PTA)

The default value for this configuration variable is “0000040" .

D31]ee| D8 D7 D6 D5 D4 D3 |e==| DO

L Reserved

LSByte First
LSBit First

—Get Tag Info

—— Autoquiet
L Reserved

Figure 8 - Tl Tag-it™ Protocol Configuration
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Atmel TEMIC Protocol Configuration (PET)

The default value for this configuration variable is “0000004" .

D31]e=| D4 D3 D2 [e] DO

LTEMIC_MAXBLK

—— TEMIC_AUTO_CONFIG
Enable automatic sending of Temic configuration.
Write Block 0 at start of every read detect
and read block operation. Uses TEMIC_MAXBLK
0 = Disabled
1 = Enbaled

—— Reserved

Figure 9 - TEMIC Protocol Configuration
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Tl TIRIS Protocol Configuration (PTI)

The default value for this configuration variable is “0000003".

D31]e=| D4 D3 D2 [e] DO

LTEMIC_MAXBLK

—— TEMIC_AUTO_CONFIG
Enable automatic sending of Temic configuration.
Write Block 0 at start of every read detect
and read block operation. Uses TEMIC_MAXBLK
0 = Disabled
1 = Enbaled

—— Reserved

Figure 10 - TIRIS Protocol Configuration
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ISO 15693 Protocol Configuration (P15)

The default value for this configuration variable is “0000041".

D31 |eee

D8

D7

D6

D5

D3 |»

1

Reserved

—— Autoquiet

[

—— Get Tag Info

[

LSByte First
LSBit First

DO
L # of Timeslots

Reserved

Figure 11 - ISO 15693 Protocol Configuration
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ISO 18000-6A Protocol Configuration (P6A)

The default value for this configuration variable is “00000824”.
The AFI is“00", 8 dots, and SUID set on inventory commands.

D31 |-=|D24| | D23 || D16| | D15|~-| D8 D7 D6 D5 D4 D3

D2 D1 D0
L I— Spare

Spare
PA_SendSUID

Spare
Spare

—PA_UseAPrime
— PA_FSTMode

— PFST_SendMute
— PA_Roundslots, LSB
—PA_Roundslots, MSB

—PA_AFI LSB

— PA_AFI MSB

— Spare

Figure 12 - ISO 18000-6A Protocol Configuration
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ISO 18000-6B Protocol Configuration

The 1SO 18000-6B protocol is highly versatile. Asaresult,
SAM Sys readers can be programmed with several SO 18000-6B
variables to support the different configurations of the protocol.

ISO 18000-6B Selection Configuration Word (P6S)

The default value for this configurationis“00”. All datafieldsare
set to “0” to select all tagsin the RF field.

D31 || D24 D23 [«==| D16 D15]+-| D8 D7 || DO
Select Command Opcode, LSB
Select Command Opcode, MSB
— Select Command Address Value, LSB
L Select Command Address Value, MSB
—— Select Command Mask Value, LSB
—— Select Command Mask Value, MSB
—— Spare

Figure 13 - ISO 18000-6B Selection Configuration

ISO 18000-6B Selection Data High (P6H)

The default value for this configurationis“00”. All datafieldsare
set to “0” to select all tagsin the RF field.

ISO 18000-6B Selection Data Low (P6L)

The default value for this configurationis“00”. All datafieldsare
set to “0” to select all tagsin the RF field.
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ISO 18000-6B Unselection Configuration Word (P6U)

The default value for this configuration is “00000004". The
unselect command is GROUP_UNSELECT_EQ with all data
fields set to “0” to deselect al tagsin the RF field.

D31 |see

D24

D23 |+ | D16

D15(es| D8

—— Spare

D7 |s=| DO
\\ Unselect Command Opcode, LSB

Unselect Command Opcode, MSB

Unselect Command Address Value, LSB

L— Unselect Command Address Value, MSB

—— Unselect Command Mask Value, LSB

—— Unselect Command Mask Value, MSB

Figure 14 - ISO 18000-6B Unselection Configuration

ISO 18000-6B Unselection Data High (P6H)

The default value for this configuration is “00”. The unselect
command is GROUP_UNSELECT_EQ with all datafields set to
“0” to deselect all tagsin the RF field.

ISO 18000-6B Unselection Data Low (P6L)

The default value for this configuration is “00”. The unselect
command is GROUP_UNSELECT_EQ with all datafields set to
“0" to deselect dl tagsin the RF field.



Tag Configuration
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Error Codes

This chapter provides descriptions of the error codes returned by
the reader. Error codes described in this chapter include the
following:

* Serial Protocol Errors
» Board Support Errors
» Radio and Tag Errors
» Application Errors
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Serial Protocol Errors

Error Code Description

0x01 Bad message: point-to-point only. Problem with
message head or tail sequence.

0x03 Message Synch: point-to-point only. Current
message head or “}” character interrupted a
previous message.

0x04 Bad CRC: point-to-point only. The last valid
message string had a bad CRC.

0x05 Unprintable bytes rejected.

0x08 Bad message head.

0x09 Bad message tail.

0x0a Bad or unsupported command.

0x0b Bad or unsupported subcommand.

0x0c Unsupported command parameter. Command
rejected.

0x0d Unsupported command parameter. Command
proceeding.

0x0e High level serial error 1

0xOf High level serial error 2




Error Codes

Board Support Errors

Error Code Description
0x21 Temperature sensor error.
0x22 RAM error.
0x23 ROM error.
0x24 Serial number chip error.
0x25 Bad antenna
0x26 Bad antenna mux
Ox2f Other self-test error.

Radio and Tag Errors

Error Code Description

0x31 Radio controller does not respond or general
RF section failure.

0x33 Antenna failure.

0x35 No RF field.

0x36 No tag in field (Rd, Rt, Wa, Wt commands).

0x37 Tag data received, but fails integrity checks
(Rd, Rt, Wa, Wt commands).

0x38 Good tag data available, but specific requested
tag not found (Rt, Wt commands).

0x39 Attempt to write to a read-only tag or locked
block.

0x3a Radio lost lock (UHF synthesizer error).
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Application Errors

Error Code Description

0x41 Tag data lost (in serial polled or RF continuous
mode, incoming new tag data has overwritten
old tag data between polls).

0x42 Non-volatile memory data element does not
exist or not found [when requesting a read of a
specific element in Non-volatile memory
(NVM)].

0x43 NVM is full (when requesting a write to a
specific element in NVM).

0x44 No NVM present

0x45 Invalid configuration variable

0x46 Failure of application specific hardware




Appendix B

External Interfaces

This chapter provides information and software routines to aid
users and system integrators devel oping external applicationsthat
interface to SAMSys RFID readers.

» Sample Checksum Generation Code (in C)
» Sample Checksum Verification Code (in C)
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Sample Checksum Generation Code

In order for an external device to communicate with a SAM Sys
reader, a CHUMP command must be sent to the reader followed
by a checksum. The following code sampleisa*“C” routine to
generate the checksum.

char comput e_checksum{const char* pbData, int nLen

{

char returnVal ue = 0O;
for (int i=0; i<nLen; i++) {
returnVal ue += pDatali];

}

return returnVal ue;



External Interfaces

Sample Checksum Verification Code

The following code sampleisa“C" routine to verify a checksum.

BOCL checksumverify(char const* buffer, int nLen)

{
char sent CRC = pul | HexVal ue( buf f er +nLen- 4) ;

char cs = conput e_checksun(buffer, nLen-4);
return (cs == sent CRO);
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Appendix C

SO 18000 Data Elements

This appendix provides information on specific data elements
used within the | SO 18000 protocol.

* Unique Identifier (UID)

* Sub-Unique Identifier (SUID)

» Application Family Identifier (AFI)

» Data Storage Format Identifier (DSFID)
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Unique Identifier (UID)

I SO 18000 tags areidentified by a 64-bit Unique Identifier that is
used for tag addressing. As shown in Figure 16, the UID consist
of the following:

* 8 MSBsdefined as“EO”
» 8-bit manufacturer code

* 48-bit unique serial number

MSB LSB
64 57 56 49 48 1
EO Mfg Code Tag Serial Number

Figure 15 - Unique Identifier Format
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Sub-Unique ldentifier (SUID)

Within the ISO 18000-6A protacol, only part of the 64-bit Unique
Identifier (UID) is used. Referrred to asthe Sub-Unique | dentifier
(SUID), this 40-bit code istransmitted in most tag commands and
in tag replies during collision arbitraton. The SUID is made up of
an 8-bit manufacturer code followed by the 32 LSBs of the
manufacturer serial number.

NOTE: The manufacturer serial number in the 64-bit UID is typically

48 bits. However, the 16 MSBs (33-48) are set to 0.

Figure 16 shows the mapping of the 64-bit UID to the 40-Bit
SUID and back to the UID.

MSB LSB
64 57 56 49 48 33 32 1
EO Mfg Code | "00" "00" Tag Serial Number
MSB LSB
40 33 32 1
Mfg Code Tag Serial Number

Figure 16 - Sub-Unique Identifier Mapping
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Application Family Identifier (AFI)

Tag application families areidentified by a 1-byteidentifier. This
byte consist of a4-bit application family identifier and a 4-bit
application sub-family (ASF) identifier.

The AFI identifies the type of application targeted by the reader
and allows the reader to target only those tags meeting the
required application criteria.

For more information on the AFI, refer to the | SO/IEC CD
18000-6 specification.

Data Storage Format Identifier (DSFID)

The DSFID is a 1-byte code that indicates how datais structured
in tag memory. For more information on coding the DSFID, refer
to the ISO/IEC 15962 and | SO/IEC specification.



Appendix D

Glossary of Terms

This appendix provides definitions of commonly used acronyms,
abbreviations, and terms.
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ABM
ACK
AFI
ARM
ASCII
ASF
Bps
BIT
chksm
CHUMP
Cpb
CR
CRC
DBP
DSFID
dst
ETSI
FCC
FCS

FST

Asynchronous Balanced Mode (HDL C mode)
Acknowledge

Application Family Identifier (family code)
Asynchronous Response Mode (HDLC mode)
American Standard Code for Information Exchange
Application Sub-Family identifier

Bits per second

Built-In test

Check Sum byte in CHUMP message tail
Comprehensivie Heuristic Unified Messaging Protocol
Cycles per bit

Carriage Return

Cyclic Redundancy Check

Differential BiPhase

Data Storage Format Identifier

Destination

European Telecommunications Standards I nstitute
Federal Communications Commission

Frame Check Sum

Fast SuperTag



Glossary of Terms

HDLC
HF
ICCM
/O
LED
LF
LF
LSB
MSB

Multidrop

NACK

NRM

NVM

osl

POR

RF

RF Continuous
RFID

RF Polled

SARM

High-level Data Link Control

High Frequency (in RFID, 13.56 MHZz)
Interrogator Control and Concentrator Module
I nput/Output

Light-Emitting Diode

Line Feed

Low Frequency (in RFID, 125 or 134 KHz)
Least Significant Bit

Most Significant Bit

Serial communication link with multiple devices sharing a
common wired connection (typically RS-485).

Negative Acknowledge

Normal Response Mode (HDL C mode)
Non-Volatile Memory

Open Systems Interface

Power On Reset

Radio Frequency

Reader automatically scans for tagsin RF field
Radio Frequency |dentification

Reader only scans for tagsin RF field on command

Stand-Alone Reader Multiple frequency
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Serial Continuous
Serial Polled
SOAP

SOF

src

SUID

tag

UART

UHF

uiD

Reader only sends tag data to host on command
Reader only sends tag data to host on command
Simple Object Access Protocol

Start of frame

Source

Sub-Unique Identifier

RFID transponder (can be active or passive)
Universal Asynchronous Receiver-Transmitter

UltraHigh Fregquency (in RFID, 869.55 MHz under ETSI
rules and 902-928 MHz under FCC rules

Unique I dentifier
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