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Chapter 1: Introduction

Introduction to your Router

Congratulations on your purchase of the BiPAC 6300VNP s a compact and advanced broadband
device that integrates two (2) FXS ports allows for simultanious VoIP calls, offers flexible, friendly, and
rich features and Interface for home, SOHO, and office users to enjoy high-speed, high-level security
Internet connection via Ethernet WAN. With an integrated 802.11n wireless access point and 4-port
Gigabit Ethernet LAN, this router enables faster wireless speed of up to 300Mbps and LAN connection
10 times faster than regular 10/100Mbps Ethernet LAN.

Cost Saving

Making VolP calls is extremely simple; just connect the router with your existing analog telephones.
BiPAC 6300VNP complies with the most popularly adopted VoIP standard and SIP protocol to ensure
interoperability with SIP devices and major VolP Gateways. This router also supports a wider range of
telephony features, such as Call Waiting, Conference, Speed Dial, Return Call, Redial, etc.

Wireless Mobility and Security

With an integrated 802.11n Wireless Access Point, this router delivers up to 3 times the wireless
coverage of a 802.11b/g network device, so that wireless access is available everywhere in the house
or office. If your network requires wider coverage, the built-in Wireless Distribution System (WDS)
allows you to expand your wireless network without additional wires or cables. BiPAC 6300VNP also
supports the Wi-Fi Protected Setup (WPS) standard and allows users to establish a secure wireless
network just by pressing a button. Multiple SSIDs allow users to access different networks through a
single access point. Network managers can assign different policies and functions for each SSID,
increasing the flexibility and efficiency of the network infrastructure.

IPv6 Supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed IPv4.
IPv6 has a vastly larger address space than IPv4. The router is already supporting IPv6, you can use
it in IPv6 environment no need to change device. The dual-stack protocol implementation in an
operating system is a fundamental IPv4-to-IPv6 transition technology. It implements IPv4 and IPv6
protocol stacks either independently or in a hybrid form. The hybrid form is commonly implemented in
modern operating systems supporting IPVv6.

Quick Start Wizard
Support a WEB GUI page to install this device quickly. With this wizard, simple steps will get you

connected to the Internet immediately.
Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.

BiPAC 6300VNP User Manual
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* Gigabit Ethernet WAN (GbE WAN) for Fiber (FTTC/ FTTP/ FTTH) high WAN throughput
* Gigabit Ethernet LAN

* IPv6 ready (IPv4/IPv6 dual stack)

* Multiple wireless SSIDs with wireless guest access and client isolation

« IEEE 802.11 b/g/n compliant Wireless Access Point with Wi-Fi Protected Setup (WPS)

» Wi-Fi Protected Access (WPA-PSK/ WPA2-PSK) and Wired Equivalent Privacy (WEP)

« SOHO Firewall Security with DoS Preventing and Packet Filtering

Features & Specifications

« Quality of Service Control for traffic prioritization management
« Universal Plug and Play (UPnP) Compliance

* Voice over IP compliant with SIP standard

» Two FXS ports for connecting to regular analog telephones

« Call Waiting, Conference Call

» Speed Dial, Return Call, Redial

* Don’t Disturb

* Ease of Use with Quick Installation Wizard

« One USB port for NAS (FTP/ SAMBA server)

* |deal for SOHO, office, and home users

Network Protocols and Features

« [Pv4, IPv6 or IPv4 / IPv6 Dual Stack

« NAT, static (v4/v6) routing and RIP-1 /2

« DHCPv4 / v6

+ Universal Plug and Play (UPnP) Compliant
e Dynamic Domain Name System (DDNS)

« Virtual Server and DMZ

* SNTP, DNS proxy

« IGMP snooping and IGMP proxy

« MLD snooping and MLD proxy

Firewall

* Built-in NAT Firewall
« Stateful Packet Inspection (SPI)
* DoS attack prevention including Land Attack, Ping of Death, etc

BiPAC 6300VNP User Manual
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» Access control
* IP&MAC filter, URL Content Filter
» Password protection for system management

* VPN pass-through

Quality of Service Control

Traffic prioritization management based-on Protocol, Port Number and IP Address (IPv4/ IPv6)

Wireless LAN

» Compliant with IEEE 802.11 b/ g/ n standards

* 2.4 GHz - 2.484GHz radio band for wireless

« Up to 300 Mbps wireless operation rate

» 64 / 128 bits WEP supported for encryption

« WPS (Wi-Fi Protected Setup) for easy setup

» Wireless Security with WPA-PSK / WPA2-PSK support
« WDS repeater function support

USB Application Server

 Storage/NAS: Samba server, FTP Server

VolP
« Compliant with SIP standard (RFC3261)
« Codec: G.729, G.726, G.711 A-Law, G.711 u-Law
« DTMF Method: Inband, RFC 2833, SIP Info
« Caller ID Generation: DTMF, FSK
« Silence Suppression (VAD), Echo Cancellation
« Call Waiting, Conference Call
 Speed Dial, Return Call, Redial
 Don't Disturb
* FAX Relay: T.38
« Call Detailed Records (CDR)

Management
* Quick Installation wizard

« Web-based GUI for remote and local management (IPv4/IPv6)

BiPAC 6300VNP User Manual
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 Firmware upgrades and configuration data upload and download via web-based GUI
 Supports DHCP server / client / relay
* Supports SNMP v1, v2, v3, MIB-I and MIB-II

« TR-069 supports remote management

Hardware Specifications

Physical interface
» Wireless antenna: 2 external antennas
« VoIP phone port: 2 RJ-11 FXS phone ports to connect with 2 regular analog phones.
« USB: USB 2.0 port for storage service
« Ethernet: 4-port 10 / 100 / 1000Mbps auto-crossover (MDI / MDI-X) Switch
« EWAN: RJ-45 Gigabit Ethernet port for connecting to Cable/Fiber/xDSL modem for Broadband
connectivity.
« Factory default reset button
» Wireless on/off and WPS push button
» Power jack
« Power On/Off switch.

Physical Specifications
* Dimensions (W*H*D): 9.04" x 6.10" x 1.27"(229.5mm x 155mm x 32.24mm)
» Weight: 0.42kgs (0.93Ibs)

Application Diagram
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Chapter 2: Product Overview

Important Note for Using This Router

4 ) )

Do not use the router in high humidity or high temperature.

<

Do not use the same power source for the BiPAC 6300VNP on
other equipment.

Warni v" Do not open or repair the case yourself. If the device becomes
arning too hot, turn off the power immediately and have it repaired at
a qualified service center.

v" Avoid using this product and all accessories outdoors. /

N
4 B

v Place the router on a stable surface.

v" Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage the router.

)

Attention

BiPAC 6300VNP User Manual
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Device Description

Front Panel LEDs

=l o - —
k (U] EWAN 1 P caiec T ST ‘P; 2 Inllm-m)
; 1 L1 [
LED STATUS DESCRIPTION
Green System is up and ready
Power
Red Boot failure
Lit BiPAC 6300VNP is successfully connected with a broadband connection
itup device.
Green Transmission speed is at Gigabit speed (1000Mbps)
EWAN
Orange Transmission speed is at 10/100Mbps
Blinking Data being transmitted/received
Green Transmission speed is at Gigabit speed (1000Mbps)
Ethernet . ;
Port 1-4 Orange Transmission speed is at 10/100Mbps
Blinking Data being transmitted/received
uUsB Green Connecting to a USB dongle or a hard drive.
Green Wireless connection established
Wireless/WPS Gree_n Data being transmitted / received
blinking
Orange WPS configuration is in progress
Green Successfully registered and ready to be used.
Phone 1 & 2
Orange Phone is off-hook, in-use
Green IP connected and traffic is passing thru the device.
Internet Red IP request failed.
Off BiPAC 6300VNP is either in bridged mode or WAN connection not ready.

BiPAC 6300VNP User Manual
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Rear Panel Connectors

— A ———

: M [ CELLC

Antenna

PORT MEANING

Screw the supplied Wi-Fi antennas onto the antenna connectors on both sides.

Phone (1X-2X)

Connect your analog phone to this port with a RJ-11 cable.

usB

Connect an external USB dongle / hard drive for storage, network sharing, etc

Gigabit
LAN Ethernet

Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one of the four LAN ports when
connecting to a PC or an office/home network of 10Mbps /100Mbps /1000Mbps

Gigabit EWAN Connect to Fiber/ Cable/ xDSL Modem with a RJ-45 cable
After the device is powered on, press it 6 seconds or above: to restore to factory
Reset default settings (this is used when you cannot login to the router, e.g. forgot your
password)
By controlling the pressing time, users can achieve two different effects:
WPS & (1) WPS': Press &hold the button for less than 6 seconds to trigger WPS function.

Wireless On/Off

(2) Wireless ON/OFF button: Press & hold the button for more than 6 seconds to
On/Off the wireless.

Power

Connect the supplied Power Adapter to this port.

Power Switch

Power ON/OFF switch

BiPAC 6300VNP User Manual
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One of the most common causes of problems is bad cabling. Make sure that all connected devices are
turned on. Check the front panel to verify LAN LED status. If you don’t see LAN LEDs on, please check
your RJ-45 Ethernet cable(s) again.

Cabling

BiPAC 6300VNP User Manual
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Chapter 3: Basic Installation

You can configure the BiPAC 6300VNP through the convenient and user-friendly interface of a web
browser. Most popular operating systems such as Linux and Windows 98 / NT /2000 / XP /ME / 7/
Vista include a web browser as a standard application.

PCs must have a properly installed Ethernet interface which connects to the router directly or through
an external repeater hub. In addition, PCs must have TCP/IP installed and configured to obtain an IP
address through a DHCP server or a fixed IP address that must be in the same subnet as the router.
The default IP address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any
attached PC must be in the same subnet, and have an IP address in the range between 192.168.1.1
and 192.168.1.253). The easiest way is to configure the PC is to obtain an IP address automatically
from the router using DHCP. If you encounter any problems accessing the router’s web interface you
are advised to uninstall any kind of software firewall on your PCs, as they can cause problems when
trying to access the 192.168.1.254 IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all, check your
PC’s network components. The TCP/IP protocol stack and Ethernet network adapter must be installed.
If not, please refer to your Windows-related or other operating system manuals.

4 )

”075‘ Any TCP/IP capable workstation can be used to communicate with or
through the BIiPAC 6300VNP. To configure other types of
workstations, please consult the manufacturer’s documentation.

N J

BiPAC 6300VNP User Manual



Network Configuration — IPv4

Configuring PC in Windows 7 (IPv4)

Basic Installation

1. Go to Start. Click on Control Panel.

2. Then click on Network and Internet.

3. When the Network and Sharing
Center window pops up, select and
click on Change adapter settings on
the left window panel.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

BiPAC 6300VNP User Manual
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5. Select Internet Protocol Version 4
(TCP/IPv4) then click Properties.

6. In the TCP/IPv4 properties window,
select the Obtain an IP address
automatically and Obtain DNS
Server address automatically radio
buttons. Then click OK to exit the
setting.

7. Click OK again in the Local Area

Connection Properties window to
apply the new configuration.

BiPAC 6300VNP User Manual
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T“, Local Area Connection Properties

Metworking | Sharing |

Connect using:

'-'-." Broadcom 570« Gigabit Integrated Controller

This connection uses the following tems:

9% Client for Microsoft Networks

.@GDS Facket Scheduler

.@ File and Printer Sharing for Microsoft Networs
i \lersion & {TCP./|PyE)
i Intemet Protocol Version 4 (TCP/IPv4) |
b [inkc-Layer Topology Discovery Mapper 140 Driver
b | inki-Layer Topology Discovery Responder

CARCANCARCANIY

[ Install.. [Ininst Properties

@
Inl

Description

Transmission Contral Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse inferconnected networks.

QK ] [ Cancel

=S

-

Internet Protocol Version 4 (TCP/IPw) Properties

General | Alternate Configuration |

‘fou can get IF settings assioned automatically if vour network supports
this capability. Otherwise, vou need to ask vour network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically

{7 Use the following IP address:

(@ Obtain DMS server address automatically

{7 Use the following DMS server addresses:

Validate settings upon exit

[ OK. J [ Cancel

l

[ 2 |l




Basic Installation

Configuring PC in Windows Vista (IPv4)
1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

This computer is not connected to a network. Click to connect..

Eavortetinks | Namne Category Workgroup Metwork location

E[ Documents

Ej Pictures

Q’ Music

@ Recently Changed
E Searches

)i Public

3. When the Network and Sharing
Center window pops up, select and
click on Manage network

hy
I@:ﬁé 4 Metwork and ntecnet » Mebwark and Sharing Cenbe

connections on the left window Pt o St Gy
pane.
| L]
N
TESTL-WHAL Irilemet
Diypnnsr and repair [Thiit ¢oenputier]

I« Hust commected

Wou are cysrently not conmected 1o any nebsorks.

L annert ko 8 fiswedk

4. Select the Local Area Connection,
and right click the icon to select

Properties.
Disable this network device =4 C'iagnos
Marne Status Device Mame Connectivity Metwork Cate
Dial-up (2} -
o .@' N_etwork Extender l-; St_andalone Metwork EBxtende
. Disconnected o= [Disconnected

-
£ Network Extender SSLVPN A... &3 1SDN WAN Device
LaM or High-5peed Internet (1)
= | Local Area Connection
- " g N = 1= =l 1 ]
® w7 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

BiPAC 6300VNP User Manual



5.

Select Internet Protocol Version 4
(TCP/IPv4) then click Properties.

In the TCP/IPv4 properties window,
select the Obtain an IP address
automatically and Obtain DNS Server
address automatically radio buttons.
Then click OK to exit the setting.

Click OK again in the Local Area
Connection Properties window to apply
the new configuration.

BiPAC 6300VNP User Manual
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e — — . N— 17
W Local Area Connection Properties ﬁ

Metworlding

Connect using:
E" Intel{R) 825660M Gigabit Metwork Connection

This connection uses the following tems:

7% Client for Microsoft Netwarks

=1 0105 Packet Scheduler

.@. Fil= and Printer Sharing for Microsoft Netwarks
<&, Inpemet Protocal Version 6 (TCPAPyE)
4

& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Install... ] |Iminstall Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Internet Protocol Version 4 (TCP/IPw4) Properties @&J

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(@ Obtain an IP address automnatically
i) Use the following IP address:

(@) Obtain DMS server address automatically

i) Use the following DNS server addresses:

[ oK Cancel

b




Basic Installation

Configuring PC in Windows XP (IPv4)

B Control Panel
File Edit Wiew Favortes Tools  Help :,.

<} e < " },s-) Search Folders v

Address .{} Control Panel
b

Phone and  Power Options
Modem ...

1. Go to Start. Click on Control Panel.
2. Then click on Network and Internet.

&/' Control Panel &

G Swikch bo Category View
See Also = _Ji ﬁ

Printers and  Regional and  Scanners and

Q windows Lipdate Faxes Language ... Cameras
Q) Help and Support _—:} @ =
Scheduled Sounds and Speech
Tasks Audio Devices &

3. Inthe Local Area Connection Status L Local Area Connection Status
window, click Properties. General [iSpapenl

Conrection
Status: Connected
D uratiorn: o0 9:22
Speed: 100.0 Mbps
bk
Sent ,3‘_.-";—' Fieceived
[
FPackets: 27 o
G Froperties T)[ Dizable ]

4 Local Area Connection Properties

4. Select Internet Protocol (TCP/IP) and e
click Properties. okt

| EHE ASUST ek /Eroadcom 440z 10100 Integrated Controller |

Thi=z connection uses the Following itemns:

B3 Client for Microsoft Metwarks

4= File and Printer Sharing for Microsoft Metworks
=1 D oS Packet Scheduler

Intermest Pro ol [TCPAIP]

Install. . Lrinstall (¢ Froperties )

Diescription

T ransmission Control Protocol/lntermet Protocal. The default
wide area network protocol that provides communication
across diverse interconmnected networks.

[ Show icon in notification area when connected

o5 [ coem ]

5. Select the Obtain an IP address Internet Protocol (TCP/IP) Properties

General | Alternate Configuration |

automatically and the Obtain DNS s s 1ot 1P ttnse et ol o retosorke stppoe

this capability. Othernwise, you need to ask your network administrator for

server address automatically radio Qe =

Obtain an IF address automatically

buttons. e o
—

[
J ]

6. Click OK to finish the configuration. [ S ———

) Use the following DNS server addissses

[
]

[ 0K ] [ cancel ]

BiPAC 6300VNP User Manual
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Configuring PC in Windows 2000 (IPv4)

1. Go to Start / Settings / Control Panel. In
the Control Panel, double-click on Network

and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and

click Properties.

5. Select the Obtain an IP address

automatically and the Obtain DNS server

address automatically radio buttons.

6. Click OK to finish the configuration.
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[1 Network and Dial-up Connections

File Edt Wiew Favorites Tools  Advanced  Help ﬁ

=0l x|

FBack v = - ‘ Qsearch [ Folders @‘ Bk xon | =

Address I Metwork and Dial-up Connections

j ﬁGo

=1 bd ™
Jd &
W

e Make Hew
Network and Dial-up  Conedtion
Connections

Local Area Connection
Type: LAN Connection
Status: Enafled

A5USTek {Broadcom 440x 10/100
Inkegrated Controller

Local Area Connection Stakus ?| X|
General I

— Connection
Status: Connected
Cruration: 05 16:26
Speed: 100.0 Mbps

— L chiviky

Sent —— "' il Feceived

Fackets: 12.215 I 103427
Fropertiez I Dizable I

Close I

Local Area Connection Properties

General |

Connect using:

=l =l

I ASUST ek ABraadcam 440x 102100 Integrated Contraller

Components checked are used by this connection:

Client For kicrosoft Metwork.s
File and Frinter Sharing for Microsoft Hetworks
Intermet Protocal [TCPAIP]

Uninstall |

Install... |

Froperties

wide area nebwork protocol that provides communication

D e=scription
Transmission Control Protocol/lnternet Frotocol. The default
across diverse interconnected netwarks.

I Showve ican in taskbar when connected

oK |

Cancel |

Internet Protocol {(TCPSIP) Properkties

General |

“ou can get IFP settings assigned automatically if pour network. supports
this capability. Obhensise. you meed to ask pour mebwork administrator for
the appropriate [P settings.

= Obtain an IP address automatically

Tl=|

— 4 U=ze the following IP address:

IF address: I

Subnet mask: I

D efaulk gatewsay: |

i* Obtain DMNS zerver address automatically

—{ " Use the following DMS server addreszes:

Frefered DMS server: I

Altemnate DS server: I

Advanced. . I

o 1

Cancal |




Basic Installation

Configuring PC in Windows 98/ME

1. Go to Start / Settings / Control Panel. In Ll 7] <]
the Control Panel, double-click on Network | Seieuton | 1entiication] aceess ool
and Choose the Configuration tab The fcfllowing Qetn;lolk components are installed:
icrozoft Family Logon ;I

B SIS Tek /Broadcom 440x 10100 Integrated Controller
S5 Dial-Up Adapter

2. Select TCP/IP ->NE2000 Compatible, or
the name of your Network Interface Card
(NIC) in your PC.

Ladd... I Fermowe

Primary Metwork Logon:
IMicrosoft Family Logon vI

Eil=2 and Frint Sharing... I

[ escripkion
TCFP/AIF iz the protocol you use ko connect to the Intermet and
wide-area netweorks.

Ok I Cancel I
3. Select the Obtain an IP address LLs b lelalisrei Zl=
aUtomatically radlo bUtton' DHS g::‘f‘i;i?ation IIGatew:f\ia::";ef\TS C:n:vr|fiIgL,1rati|:n'|NBu|3|:l'l:-|"-'*-5‘:|C'rBSS I

An |P addrezz can be automatically aszigned to this computer.
If pour network does not automatically assign IP addresses, ask
rour nebwork administrator for an addres=. and then type it in
the zpace below.

= Obtain an IF address automaticaliy

 Specify an IP address:

I sEddress: | H H H |

Submet Magks: | H H H |

ITI Cancel
4. Then select the DNS Configuration tab. IR — e <]

Eindings | Advanced | MetEI0s ]
DMS Configuration I G atewsay I WS Configuration I IF Addreszs
(O] &

5. Select the Disable DNS radio button and € Enabls DNS-
click OK to finish the configuration. Host [ Damain [

WS Servern Search e
[ o o | B

[Mamn st Stz Search brden

ak. I Cancel I
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Basic Installation

Configuring PC in Windows NT4.0

1. Go to Start / Settings / Control Panel. In
the Control Panel, double-click on Network
and choose the Protocols tab.

2. Select TCP/IP Protocol and click
Properties.

3. Select the Obtain an IP address from a
DHCP server radio button and click OK.

BiPAC 6300VNP User Manual

Identification | Services  Protocols | Adapters | Bindngs |
Hetveoak Frotocols

T HalBEU Protocal
W Mwlink IFH/S5F Compatible Transpaol
T WwWlink MetBIOS

bdd |  Remove e |

D escnption:
Treaneport Comtrol ProtocolArdermet Profocod Thg el mult vade

e netveork prolocol thst prosedes comemunec stion Sscicos
drrerse rerconnected network s

I 0K I Carcel

|

Microsoft TCP/IP Properties

IP Address | DMS | wINS Address | Fouting |

A IP address can be automatically assigned to this network card
bw a DHCP serwer. |If vour network, does not hawve a DHCP zerver.

azk pour netvaork, adminiztrator for an address, and then tppe it in
the zpace below.

Adapter:
oy network adaptecs

E' DObtain an IF addriess rom a DHCR server

" Specify an IF address

1P Eddiess: |

Sty bl sk [

Defallb Eate s I

Advanced. .. I
Ok I Cancel I i I
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Network Configuration — IPv6

Configuring PC in Windows 7 (IPv6)

Basic Installation

1. Go to Start. Click on Control Panel.

2. Then click on Network and Internet.

3. When the Network and Sharing
Center window pops up, select and
click on Change adapter settings on
the left window panel.

4. Select the Local Area Connection,
and right click the icon to select
Properties.
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5. Select Internet Protocol Version 6
(TCP/IPv6) then click Properties.

6. In the TCP/IPv6 properties window,
select the Obtain an IPv6 address
automatically and Obtain DNS
Server address automatically radio
buttons. Then click OK to exit the
setting.

7. Click OK again in the Local Area

Connection Properties window to
apply the new configuration.
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Basic Installation

[E] Local Area Connection Properties

Networking | Sharing

Connect using:

l_-'lf‘ Broadcom 570x Gigabit Integrated Corntroller

This connection uses the following tems:

9% Cliert for Microsoft Networks

QQDS Packet Scheduler
%ﬂ&jnd_ﬁm&haﬂnmm_ﬂamﬂﬂcs
& [ntemet Protocol versiond (TLFP/1PvE]

i |ink-Layer Topology Discoveny Mapper 170 Driver
i |ink-Layer Topology Discovery Responder

[ Install... ] |Ininstall Froperties

Description

TCPIAP version 6. The next-genetion version of the internet
protocol that provides communication across diverse
interconnected networks.

-

[ Internet Protacol Version 6 (TCP/TPvE) F'mpeﬂii - | &

‘Gmerd.!

| You can get IPv6 settings assigned automatcally if your network supports this capability,

Otherwise, you need to ask your network adminstrator for the appropriate IPv6 settings.

@ Obtain an IPv6 address automatically
1 Use the Tollowing IFvG address:

() Obtain DNS server addressautomatically
@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ vahdate settngs upon ext e |
[oc ][ comcn




Basic Installation

Configuring PC in Windows Vista (IPv6)
1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

This computer is not connected to a network. Click to connect..

Eavortetinks | Namne Category Workgroup Metwork location

E[ Documents

Ej Pictures

Q’ Music

@ Recently Changed
E Searches

)i Public

3. When the Network and Sharing
Center window pops up, select and
click on Manage network

hy
I@:ﬁé 4 Metwork and ntecnet » Mebwark and Sharing Cenbe

connections on the left window Pt o St Gy
pane.
| L]
N
TESTL-WHAL Irilemet
Diypnnsr and repair [Thiit ¢oenputier]

I« Hust commected

Wou are cysrently not conmected 1o any nebsorks.

L annert ko 8 fiswedk

4. Select the Local Area Connection,
and right click the icon to select

Properties.
Disable this network device =4 C'iagnos
Marne Status Device Mame Connectivity Metwork Cate
Dial-up (2} -
o .@' N_etwork Extender l-; St_andalone Metwork EBxtende
. Disconnected o= [Disconnected

-
£ Network Extender SSLVPN A... &3 1SDN WAN Device
LaM or High-5peed Internet (1)
= | Local Area Connection
- " g N = 1= =l 1 ]
® w7 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select Internet Protocol Version 6
(TCP/IPv6) then click Properties.

6. In the TCP/IPv6 properties window,
select the Obtain an IP address
automatically and Obtain DNS Server
address automatically radio buttons.
Then click OK to exit the setting.

7. Click OK again in the Local Area

Connection Properties window to
apply the new configuration.

BiPAC 6300VNP User Manual

Basic Installation

[E' Local Area Connection Properties

i

MNetworking | Sharing

Connect using:

I_TI" Broadcom 570k Gigabit Integrated Corntroller

This connection uses the following tems:

9% Cliert for Microsoft Networks

QQDS Packet Scheduler

File and Printer Sharing for Microsoft Metworcs
<& ntemet Protocol Versiond (TCFATPvd)
i |ink-Layer Topology Discoveny Mapper 170 Driver
i |ink-Layer Topology Discovery Responder

[ Install.... ] Lininstall Froperties

Description

TCPARF version 6. The next-genetion version of the internet
protocol that provides communication across diverse
interconnected networks.

( 7 -
Internet Protocol Version 6 (TCP/TPvE) F'mperh.es* .

‘Generd'

| You can get IPvb settings assigned automatically if your nebwork supports this capablity,
| Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

9 Obtain an IPv6 address automatizally
1 Use the Tollowing IPvE address:

| Obtain DNS server address automatically
@ Lise the following DNS server addresses:

Preferred DG server:

Alternate DNS server:

[ validate settings Lipon et P T |
o ][ cance |




Basic Installation n

Configuring PC in Windows XP (IPv6)
IPv6 is supported by Windows XP, but you need to install it first.

Please follow the steps to install IPv6:

1. On the Desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following
screen appears.

v Cz\WIRDOWS\=¥=ten32\cad. exe

C:sDocuments and Settingssytt>

2. Key in command ipv6 install
v Cz\WIRDO¥S5\s¥stem32\cad. exe

C:sDocuments and SettingsswyttX>ipuwb install
Installing. ..
Succeeded.

C:sDocuments and Settingsswytt>

Installation of IPv6 is now completed. Please test it to see if it works or not. .
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Basic Installation H

Default Settings

Before configuring the router, you need to know the following default settings.

Web Interface: (Username and Password)

v Username: admin
v/ Password: admin

The default username and password are “admin” and “admin” respectively.

If you ever forget the username/password to login to the router, you may
press the RESET button up to 6 seconds then release it to restore the factory
default settings.

Caution: After pressing the RESET button for more than 6 seconds then
release it, to be sure you power cycle the device again.

Device LAN IP Settings

v IP Address: 192.168.1.254
¢ Subnet Mask: 255.255.255.0

DHCP Server:

v DHCP server is enabled.
¢/ Start IP Address: 192.168.1.100
v IP pool counts: 100
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Basic Installation n

Information from Your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what kind
of service is provided such as EWAN ((Dynamic IP address, Static IP address, PPPoE, Bridge Mode).

Gather the information as illustrated in the following table and keep it for reference.

Username, Password, Service Name, and Domain Name
PPPOE System (DNS) IP address (it can be automatically assigned by

your ISP when you connect or be set manually).

DHCP Client (it can be automatically assigned by your ISP when
Dynamic IP Address you connect or be set manually).

IP address, Subnet mask, Gateway address, and Domain Name
Static IP Address System (DNS) IP address (it is fixed IP address).
Bridge Mode Pure Bridge
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Device Configuration /
Status

Chapter 4: Device Configuration

Login to your Device

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and
click “Go”, a user name and password window prompt appears.

The default username and password is “admin” and “admin” respectively for the Administrator.

NOTE: This username / password may vary by different Internet Service Providers.

Windows Security @

The server 192.168.1.254 at BEC VG2600 requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

|User name |

| Password |

|:| Remember my credentials

l oK ] l Cancel

Congratulations! You have successfully logged on to your BiPAC 6300VNP.

BiPAC 6300VNP User Manual



Device Configuration /
Status

Once you have logged on to your 6300VNP via your web browser, you can begin to set it up according
to your requirements. On the configuration homepage, the left navigation pane links you directly to the
setup pages, which includes:

Quick Start

Section  Status (Wizard Setup)

Configuration

Interface Setup

- Internet

Device Info - LAN

- Wireless

- Wireless MAC Filter
Advanced Setup

- Firewall

- Routing

- NAT

System Log - Static DNS

- QoS

- Interface Grouping
- Port Isolation

- Time Schedule
VolP
- Basic

-  Media

- Advanced

- Speed Dial

Sub-ltems - Call Features

Access Management

- User Management

- SNMP

- Universal Plug & Play (UPnP)
- Dynamic DNS

- Access Control

- Packet Filter

- CWMP (TR-069)

- Parental Control

- SAMBA & FTP Server
Maintenance

- User Management

- Time Zone

- Firmware & Configuration

- System Restart

- Diagnostic Tool

Statistics

DHCP Table

Disk Status

VolIP Status
- VolIP Status
- VolP Call Log

Please see the relevant sections of this manual for detailed instructions on how to configure your
BiPAC 6300VNP gateway.
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Status

Device Configuration /
Status

In this section, you can check the router working status, including Device Info, System Log,
Statistics, DHCP Table, Disk Status, and VolP Status.

Device Info

It contains basic information of the device.

oSom | I Statuis

Ilodel Harmg
5

MALC fddeass
[ oy
Syatam Lip Tims
= WAN
Fitwr faca

EWANH *

= L&H

I Adedrans
192 1551254
* Winoles

(AR
S02 1b+gen

Device Information

* Davica Infermation

Protocol

Wireless-N Broadband Voice Gateway

BEC VG200

1.0k re6 28 dmi

00,04 ED CA D AF

Tus Dec 20 18.03:21 UTC 2011

3 i

VIREVC]

PPPoE

Subnet Mask'Pratix Length

255255550

S50
BECAAF

'

4 5

* Physical Fon Status

Ethermnet

Wirslass

Connection

ot Cormacisd

HLP
Enable
Ensble

Chanmmel

B

Model Name: Name of the router for identification purpose.

1 Addreaa Delault Gateway

SErvar
192 168,71 100=152 1681 199
Stmetess

Security
Muoced WHAZWHA-FSE

Firmware Version: Software version currently loaded in the router

MAC Address: A unique number that identifies the router

Date Time: Set the router time and date. See the Time Zone section for more information. Click this
link to turn to Time Zone configuration.

System Up-Time: This is the uptime since the BiPAC 6300VNP is being rebooted.

Physical Port Status

This displays all availabe and the satus of the LAN / WAN interfaces in the BiPAC 6300VNP.
» v :The corresponding interface is being activated or available.

» X :The corresponding interface is being deactivated.

H

Interface: Display current selected WAN connection interface.
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Device Configuration /
Status

Protocol: Display current selected WAN protocols. .

VPI / VCI: Enter the information provided by your ISP.
Connection: The current WAN connection status.

IP Address: The WAN/public IP address.

Default Gateway: The IP address of the default gateway.

IP Address: LAN port IPv4 address.
Subnet Mask / Prefix Length: Dispaly current LAN port IP subnet mask and prefix length

DHCP Server: Display DHCPv4 and/or DHCPv6 Server status & IP range

Mode: Display the current selected Wireless mode.
SSID: Display the current Wireless SSID
Channel: Display the current selected wireless channel.

Security: Display the current selected wireless security mode.
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System Log

Device Configuration /

In system log, you can check the operations status and any glitches to the router.

I Status

TSystem Log

Jan
Jan
Jan
|DBus
Jan
Jan
Jan
Jan
|Dec
\Dec
| Dec
\Dec

1
1
1

oo:
oo:
oo:

oo
oo
oo

no—I1581

1
1
1
1
20
Z0
z0
Z0

oo:
oo:
oo:
oo:
15:
15:
15:
15:

oo
oo
oo
oo
oo
oo
oo
oo

|DEu=z no-I18N

\Dec
| Dec
\Dec

(Do a0 10

Z0
Z0
Z0

18:
15:
18:
s

oo
oo
oo

130 syslogd started: BusyBox w1.00
132 dnsmasc[l241] :
132 dnsmasg[l241] :

no—-DHCP ho-TFTP

132 dnsmasg[l241] :
132 dnsmasc[l1241] :
132 dnsmascg[l241] :
132 dnsmasc[l1241] :
00 PPOELOGIN: khind serwvice port
:00 PPOELOGIN: kbegin serwvice loop
130 dnsmascg[1775] .
130 dnsmasg[1775] @

no—-DHCF no-TFTF

130 dnsmasg[1775] :
130 dnsmascg[1775] -
130 dnsmasg[1775] :
220 nsmeo L LT 5] ¢

(2013.08.16-04:454+0000)
started, wversion 2.52 cachesize 150
compile time options: IPwvE GWNU-getopt no-RTC no-

reading fetc/resolv.cont

ignoring naweserver ::1 - local interface
ignoring naweserwver 127.0.0.1 - local interface
read fete/hosts — 0 addresses

started, wversion 2.52 cachesize 150
compile time options: IPvwE GWNU-getopt no-RETC no-—

reading feto/resolv.cont
ignoring naweserver ::1 - local interface
ignoring naweserwver 127.0.0.1 - local interface

JEEEH deerynoang il adiE eaees

Refresh: Press this button to refresh the statistics.
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Statistics

<+ Ethernet

¥ Statistics

Traffic Statistics

Interface ® Ethernet Wireless EVAN
Transmit Statistics

Transmit Frames 35644
Transmit Multicast Frames 31649
Transmit Total Bytes 15544692
Transmit Collision 0
Transmit Error Frames 0
Receive Statistics

Receive Frames 3460
Receive Multicast Frame 1564
Receive Total Bytes 920720

Receive CRC Errors

Receive Under-size Frames

0
0

Device Configuration /
Status

Refresh

Interface: List all available network interfaces in the router. You are currently checking on the physical
status of the Ethernet port.

Transmit Statistics

Transmit Frames: This field displays the number of frames transmitted until the latest second.

Transmit Multicast Frames: This field displays the number of multicast frames transmitted until the
latest second.

Transmit Total Bytes: This field displays the number of bytes transmitted until the latest second.
Transmit Collision: This is the number of collisions on this port.

Transmit Error Frames: This field displays the number of error packets on this port.

Recieve Statistics

Receive Frames: This field displays the number of frames received until the latest second.

Receive Multicast Frames: This field displays the number of multicast frames received until the latest
second.

Receive Total Bytes: This field displays the number of bytes received until the latest second.
Receive CRC Errors: This field displays the number of error packets on this port.

Receive Under-size Frames: This field displays the number of under-size frames received until the
latest second.

Refresh: Press this button to refresh the statistics.
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Device Configuration /
Status

< Wireless
¥ Statistics
Traffic Statistics

Interface Ethemet '® Wireless EVWVAN

Transmit Statistics

Transmit Frames 2955
Transmit Error Frames 0
Transmit Drop Frames 0

Receive Statistics

Receive Frames 2871
Receive Error Frames 9773
Receive Drop Frames 9773

Refresh |

Interface: List all available network interfaces in the router. You are currently checking on the physical
status of the Wireless.

Transmit Statistics

Transmit Frames: This field displays the number of frames transmitted until the latest second.

Transmit Error Frames: This field displays the number of error frames transmitted until the latest
second.

Transmit Drop Frames: This field displays the number of drop frames transmitted until the latest
second.

Recieve Statistics
Receive Frames: This field displays the number of frames received until the latest second.
Receive Error Frames: This field displays the number of error frames received until the latest second.

Receive Drop Frames: This field displays the number of drop frames received until the latest second.

Refresh: Press this button to refresh the statistics.
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Device Configuration /
Status

<+ EWAN

* Statistics

Traffic Statistics

Interface Ethernet Wireless '@ EWAN
Transmit Statistics

Transmit Frames 4

Transmit Multicast Frames 4

Transmit Total Bytes 400

Transmit Collision 0

Transmit Error Frames 0

Receive Statistics

Receve Frames 0

Receive Multicast Frame 0

Receive Total Bytes 0

Receive CRC Errors 0

Receive Under-size Frames 0
Refresh

Interface: List all available network interfaces in the router. You are currently checking on the physical
status of the EWAN port.

Transmit Statistics

Transmit Frames: This field displays the total number of frames transmitted until the latest second.

Transmit Multicast Frames: This field displays the total number of multicast frames transmitted till
the latest second.

Transmit Total Bytes: This field displays the total number of bytes transmitted until the latest second.
Transmit Collision: This is the number of collisions on this port.

Transmit Error Frames: This field displays the number of error packets on this port.

Recieve Statistics

Receive Frames: This field displays the number of frames received until the latest second.

Receive Multicast Frames: This field displays the number of multicast frames received until the latest
second.

Receive Total Bytes: This field displays the number of bytes received until the latest second.
Receive CRC Errors: This field displays the number of error packets on this port.

Receive Under-size Frames: This field displays the number of under-size frames received until the
latest second.

Refresh: Press this button to refresh the statistics.
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Device Configuration /
Status
DHCP Table

DHCP table displays the devices connected to the router with clear information.

IStatus ﬁ.“}t‘ .

~DHCP Table List
B Host Mame IF Address MAC Address Expire Time

1 billion-17bcGi1 1921681 104 18:49:05:38:04:03 Odays 23.37:51
#: The index identifying the connected devices.
Host Name: Show the hostname of the PC.
IP Address: The IP allocated to the device.
MAC Address: The MAC of the connected device.

Expire Time: The total remaining interval since the IP assignment to the PC.

Disk Status

I Status \ Q}; .
T Disk status
Partition Disk Space(KB) Free Space(KB)
usb1_1 1953988 1732288

Partition: Display the USB storage partition.
Disk Space (KB): Display the total storage space of the NAS in Kbytes unit.
Free Space (KB): Display the available space in Kbytes unit.

VoIP Status
VoIP Status

VolIP status gives you a directive picture on the registered VolP accounts.

ISt:ltus ﬂf’? .
A .

*VoIP Status

Phone Mumber Host Status Registered Time

T15 4590888 dvaippatminiaiasn ot 5060 Registered Fri, 06 Sep 2013 08,10:28
71 54 BEaaaa sveismanieihianteat et 5060 Renistered Fri, 06 Sep 2013 08:10:27
[ Refresh |

Phone Number: The number you use to register in the Basic page of VolP.
Host: Show the IP address and port number of SIP Registrar.

Status: The status of the registered SIP account.
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Device Configuration /
Status

Registered Time: The duration the account has been successfully registered to the SIP registrar.

VolP Call Log

VolIP call history records all inbound, outbound, and any miss call of your Phone_1 and/or Phone 2.

*VolP Call Log

Phone LR

Incoming Call Log » Clutgoing Call Log Missed Call Log -
Incoming Call Log

Start-Time Caller Mame Caller Mumber Answer Time End Time Talk Duration Status
| Refresh

Phone: The phone you registered in the VolP Basic page.
Call Log: Select a history log you wish to view.

» Start Time: The start time of the call.
Caller Name: Display incoming caller’s name
Caller Number: Display incoming caller’s number
Answer Time: The response time to the call
End Time: The end time of the call.
Talk Duration: The length of the call was made.

v v Vv Vv Vv Vv

Status: Call status if call is picked or busy
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Device Configuration /
Quick Start

Quick Start

This is a useful and easy utility to help you to setup the router quickly and to connect to your ISP
(Internet Service Provider) with only a few steps. It will guide you step by step to setup time zone and
WAN settings of your device. The Quick Start Wizard is a helpful guide for the first-time users to the
device.

II]uick Start j“’\‘r‘-‘ .

~ Quick Start
The "Quick Start’ wizard will guide you to configure the device to connect to your |SP{Internet Service Provider).
Please follow the "Quick Start’ wizard step by step to configure the device. It will allow you to have Internet access within minutes.

For detailed instructions on configuring WAN settings, see refer to the Interface Setup section.

I':ILIICK Start h“'\t‘ -

~ Quick Start

The Wizard will guide you through these five quick steps. Begin by clicking on NEXT.
Step 1. Set your new password

Step 2. Choose your time zone

Step 3. Setyour wireless connection

Step 4. Set your internet connection

Step 5. Confirm the configuration and save it

Click NEXT to move on to Step 1.

Step 1 — Password
Set new password of the “admin” account to access for router management. The default is “admin”.

Once changed, please use this new password next time when accessing to the router. Click NEXT to
continue.

IGLuck Start E“\f‘ -

* Quick Start - Password
You may change the admin account password by entering in a new password. Click NEXT to continue.

Mew Password

Confirm Password

Next

Step 2 — Time Zone

Choose your time zone. Click NEXT to continue.

Iljuick Start ‘“\1{' .

*Quick Start - Time Zone
Select the appropriate time zone for your location and click NEXT to continue.

Hmeone | (GMT) Greenwich Wean Time : Dublin, Edinburgh, Lisban. London [ v]

i
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Step 3 — Wireless|

Set up your wireless connection if you want to connect to the Internet wirelessly on your PCs. Click
NEXT to continue.

Il]uick Start ‘“"1{' .

~ Quick Start - Wireless

Configure your wireless network, authentication type and click NEXT to continue,

Access Point @ activated O Deactivated

s8I0 wlan-ap_715

Broadcast SSID ®ves Do

Channel |UNITED STATES Slos ¥

Security Type [ Wixed WPAZIWPAPSK w|

WPA Algorithms [TKIF+2ES |

Pre-Shared Key [ESCTEBDG i3~82 characters or 54 Hex stiing)
Key Renewal Interval 500 |seconds (10~ 4194303)

Mext

Step 4 — ISP Connection Type
Set up your Internet connection.

4.1 Select an appropriate WAN connection protocol then click NEXT to continue.
ICILm:k Start “ﬂ\t‘ -

~ Quick Start - ISP Connection Type
Select the VAN Interface and Internet Connection Type to connect to your |SP. Click NEXT to continue.
WAN Interface | EWWAN v-_
Service ﬁv
O Dynamic IP Address ( Selectthe WAN Interface and Internet Connection Tvpe fa connect ta yaur ISP, Click NEXT to continue. )
O static IP Address ( Cheose this optien to set static IP information provided to you by your ISP}
® PPPGoE ( Choose this option if your ISP uses PPFoE.)
O Bridoe Mode { Choose this aption if your ISP uses Bridge Mode.)

ISP

4.2If selected 3G/4G-LTE or 3G/4G-LTE USB (for example).
ICILm:k Start “ﬂ\t‘ -

* Quick Start- ISP Connection Type
Select the WAN Interface and Internet Connection Type to connect to your |SP. Click NEXT to continue.

WAN Interface [2cHcE v

MNext

Input all relevant 3G/4G-LTE parameters from your ISP.
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ICILIICK Start i“\t‘; -

¥ Quick Start - 3G/4G-LTE

37

Enter the 3G information provided to you by your ISP, Click NEXT to continue.

TEL No. [9g~1#

APN linternet
LIsername [ i
Passwoard ]
PIN

Click Next to save changes.

IGLuck Start iﬁ'\t‘; -

* Quick Start - Quick Start Completed
Quick Start Completed !
The Setup Wizard has completed. Click on BACK to modify changes or mistakes, Click NEXT to exit the Setup Wizard.

4.21f selected EWAN / PPPoE, please enter PPPoE account information provided by your ISP. Click
NEXT to continue.

ICILIICK Start i“\t‘; -

* Quick Start - PPPoE
Provide the PPPoE information. Click NEXT to continue,

Username

Fassword

MNest

Step 5 — Quick Start Completed
The Setup Wizard has completed. Click on BACK to modify changes or mistakes. Click NEXT to save
the current settings.

IGLIICK Start i“‘\é‘ .

* Quick Start - Quick Start Completed
Quick Start Completed !!
The Setup Wizard has completed. Click on BACK to modify changes or mistakes. Click NEXT to exit the Setup Wizard.

ICluic'H Start j“\‘é’ !

¥ Quick Start - Quick Start Completed !!
Quick Start Completed !!
Saved Changes.

Switch to Status > Device Info to view the status.
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Click to access and configure the available features in the following: Interface Setup, Advanced
Setup, VoIP, Access Management, and Maintenance.

These functions are described in the following sections.

Interface Setup

Here are the features under Interface Setup: Internet, LAN, Wireless and Wireless MAC Filter.

+ Configuration
~Interface Setup
* Internet
- LAN
+ Wireless
 Wireless MAC Filter
» Advanced Setup
»VolP
» Access Management
» Maintenance
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IConfiguration

*internet
WARN Interface
Multi Service

Semvice Index

Status

IPv4/1PvE

IP Wersion

ISP Connection Type
IS8

802.1q Options

802 1g

VLAN ID

PPPoE

Username

Password

e N

EWAN v

:_[] || Senices .Summary.i

* Activated Deactivated

IPvd ® Pva/IPve [Py

Dynamic IP Address ' ' Static IP Address '® PPPoE Bridge Mode

Activated '® Deactivated

o (range: 0~4095)



Internet

< EWAN
I Configuration

~Internet

VAN Interface

Muiti Service
Senvice Index

Status

IPud/IPvE

IF Version

ISP Connection Type
ISP

802.1q Options
802.1q

VLAM D

PPPoE

Username
Fassword

Bridge Interface for PPPoE
Connection Setting
Connection

TCP MSE Cptien

IP Options

IP Common Options
Cefault Route

IPvd Options
Get|P Address

Static IP Address
IP Subnet Mask
Gateway

NAT

Dynamic Rovte
TCP MTU Option
IGMP Proxy

IPv6 Options
IPvE Address

Cbtain IPvE DMS
Primary DNS
Secondary DHNS
MLD Prosy

Multi Service

Device Configuration /
Interface Setup

[Bwan ]

I_DEI Serices Summary |

® activated O Deactivated
Cipvd @ 1pvanrve CiPve
O DynamicIP Address (O Static IP Address @& PPPoE O Bridge Mode

O activated @ Deactivated
o lirange: 0~2005)

O Activated @ Deactivated

® Llways Cn (Recommended) O Connect iManually

TCPMSS E __éb'ﬁesiﬂ means use default)

®ves Oho

O static @& Dynamic

!__I_Enable J!

~|Direction[None %

TCR MTU Eh'ﬁesrﬂ means use default 1482}

O Enable ® Disahle

I 12T

® Enable O Disable
i |

O Enable ® Disable

Service Index: The index marks the EWAN interface of different ISP type, ranging from 0-7.

Service Summary: The overall service information.
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IS::aaus WI:- .
i = o

¥ Semvice Information Summary

VAN O Active ISP IP Adldress
0 Yes FFPFoE Dynamic

1 Yes Bridge [l

2 Mo Bridge [diA

3 fdia Bridge flids

4 Mo Bridge [diss,

5 Mo Bridoge (RS

] e [ Bridge fidids

T [ Bridge [l

Status: Select whether to enable the service.

IPv4/IPv6

IP Version: Choose IPv4, IPv4/IPv6, IPv6 based on your environment. If you don’t know which one to
choose from, please choose |Pv4/IPv6 instead.

ISP Connection Type:

ISP: Select the encapsulation type your ISP uses.
» Dynamic IP: Select this option if your ISP provides you an IP address automatically.

» Static IP: Select this option to set static IP information. You will need to enter in the Connection
type, IP address, subnet mask, and gateway address, provided to you by your ISP. Each IP
address entered in the fields must be in the appropriate IP form. |IP address from by four IP
octets separated by a dot (xx.xx.xx.xx). The Router will not accept the IP address if it is not in
this format.

» PPPoE: Select this option if your ISP requires you to use a PPPoE connection.

» Bridge: Select this mode if you want to use this device as an OSI Layer 2 device like a switch.

802.1q Options

802.1q: When activated, please enter a VLAN ID.

VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4095.

PPPoE (If selected PPPoE as WAN Connection Type; otherwise, skip this part

Username: Enter the user name provided by your ISP.
Password: Enter the password provided by your ISP.

Bridge Interface for PPPoE: When “Activated”, the device will gain WAN IP from your ISP with the
PPPoE account. But if your PC is connected to the router working as a DHCP client, in this mode, the
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device acts as a NAT router; while if you dial up with the account within your PC, the device will then

work as a bridge forwarding the PPPoE information to the PPPoE server and send the response to
your PC, thus your PC gets a WAN IP working in the internet.

Connection Setting

Connection:

» Always On: Click on Always On to establish a PPPoE session during start up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

» Connect Manually: Select Connect Manually when you don't want the connection up all the
time.

TCP MSS Option: Enter the maximum size of the data that TCP can send in a segment. Maximum
Segment Size (MSS).

IP Options

Default Route: Select Yes to use this interface as default route interface.
TCP MTU Option: Enter the maximum packet that can be transmitted. Default MTU is set to 1492.

IPv4 Options
Get IP Address: Choose Static or Dynamic

Static IP Address: If Static is selected in the above field, please enter the specific IP address you get
from ISP and the following IP subnet mask and gateway address.

IP Subnet Mask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the
subnet mask assigned to you by your ISP (if given).

Gateway: Enter the specific gateway IP address you get from ISP.
NAT: Select Enable if you use this router to hold a group of PCs to get access to the internet.
Dynamic Route:

» RIP Version: (Routing Information protocol) Select this option to specify the RIP version,
including RIP-1, RIP-2.
» RIP Direction: Select this option to specify the RIP direction.

- None is for disabling the RIP function.

- Both means the router will periodically send routing information and accept routing
information then incorporate into routing table.

- IN only means the router will only accept but will not send RIP packet.
- OUT only means the router will only send but will not accept RIP packet.

IGMP Proxy: IGMP (Internet Group Multicast Protocol) is a network-layer protocol used to establish
membership in a Multicast group. Choose whether enable IGMP proxy.

IPv6 options (only when choose IPv4/IPv6 or just IPv6 in IP version field above):
IPv6 Address: Type the WAN IPv6 address from your ISP.
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Obtain IPv6 DNS: Choose if you want to obtain DNS automatically.

Primary/Secondary: if you choose Disable in the Obtain IPv6 DNS field, please type the exactly
primary and secondary DNS.

MLD Proxy: MLD (Multicast Listener Discovery Protocol) is to IPv6 just as IGMP to IPv4. It is a
Multicast Management protocol for IPv6 multicast packets.

When router’s Internet configuration is finished successfully, you can go to status to get the connection
information.
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>
LAN

A Local Area Network (LAN) is a shared communication system to which many computers are
attached and is limited to the immediate area, usually the same building or floor of a building.

Iljnnﬂgura%i._\n

*LAN
IPv4 Parameters

IP Address

IP Subnet Mask
Alias IF Address
Alias P Subnet Mask
IGMF Snooping
Diynamic Route

DHCPv4 Server
DHCPv4 Server

Start IP

IP Poaol Count
Lease Time
Physical Paords
CMNS Relay
Primary DMS

Secondary DNS
Fixed Host
IP Address

MAC Address

IPv6 Parameters

Interface Address/Prefix Length
LD Snooping

DHCPvG Server

DHCPVE Server

DHCPVE Server Type

Start Interface |D

End Interface IO

Lease Time

Router Adverttisements
Save

Fixed Host List
Index

[182 168.1.254

—————————

UDUD (0.0.0.0 means to close the alias ip)

10.0.0.0

O Activated @& Deactivated

[RIPT  [Direction Mane |

O Disabled ® Enabled O Relay

[192 168.1.100

20

EB_E;AEID. |seconds (0 sets to defaultvalue of 259200}

Lant BLanz [Fiana Flwiand

® sutomatically O Manually

O Activated & Deactivated

O Disahle @ Enable

i

® stateless O Stateful

lseconds(0 sets to default value of 4800)

O Disable @ Enable

IP MAC

Drop

IPv4 Parameters

IP Address: Enter the IP address of Router in dotted decimal notation, for example, 192.168.1.254
(factory default).

IP Subnet Mask: The default is 255.255.255.0. User can change it to other such as 255.255.255.128.
Alias IP Address: This is for local networks virtual IP interface. Specify an IP address on this virtual
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Alias IP Subnet Mask: Specify a subnet mask on this virtual interface.

IGMP Snooping: Select Activated to enable IGMP Snooping function, Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports.
With IGMP snooping, multicast traffic of a group is only forwarded to ports that have members of that
group.

interface.

Dynamic Route: Select the RIP version from RIP1 or RIP2.

DHCPv4 Serve

DHCP (Dynamic Host Configuration Protocol) allows individual clients to obtain TCP/IP configuration
at start-up from a server.

DHCPv4 Server

DHCPuvd Server Disabled '® Enabled Relay

Start IP 192.168.1.100

IP Pool Count 100

Lease Time 86400 seconds (0 sets to default value of 259200)
Physical Ports I LANT #ILANZ ) LANI ¢ LANG ¢ WLAN1

DMS Relay ®! Automatically Manually

Primary DNS

Secondary DNS

DHCPv4 Server: If set to Enabled, your BiPAC 6300VNP can assign IP addresses, default gateway
and DNS servers to the DHCP client.

» If setto Disabled, the DHCP server will be disabled.

» If set to Relay, the BIiPAC 6300VNP acts as a surrogate DHCP server and relays DHCP
requests and responses between the remote server and the clients. Enter the IP address of the
actual, remote DHCP server in the Remote DHCP Server field in this case.

» When DHCP is used, the following items need to be set.
Start IP: This field specifies the first of the contiguous addresses in the IP address pool.
IP Pool Count: This field specifies the count of the IP address pool.
Lease Time: The current lease time of client.

Physical Ports: Select to determine if the DHCPv4 server is applicable to the specific port or ports. By
default, all ports can obtain local IP from DHCPv4 server.

DNS Relay Select Automatically obtained or Manually set (if selected. Please set the exactly
information). If you set Static IP in the ISP Connection Type field, then select Manually here and set
the specific DNS information.

Primary DNS Server: Enter the IP addresses of the DNS servers. The DNS servers are passed to the
DHCP clients along with the IP address and the subnet mask.

Secondary DNS Server: Enter the |IP addresses of the DNS servers. The DNS servers are passed to
the DHCP clients along with the IP address and the subnet mask.
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Fixed Host

In this field, users can map the specific IP (must in the DHCP IP pool) for some specific MAC, and this
information can be listed in the following table.

Fixed Host
IF Address

MAC Address

IP Address: Enter the specific IP. For example: 192.168.1.110.
MAC Address: Enter the responding MAC. For example: 00:0A:F7:45:6D:ED
When added, you can see the ones listed as showed below:

Fixed Host Litsing
Index P AT Crop
1 182 168.1.102 23:24:58:48:22:33 @

IPv6 parameters
The IPv6 address composes of two parts, thus, the prefix and the interface ID.

IPvE Parameters

Interface Address/Prefix Length

MLD Snocping O Activated ® Deactivated
DHCPvG Server

DHCPVE Server O Disahle @ Enable
DHCPvE Server Type (® stateless O Stateful

Start Interface 1D
End Interface ID
Lease Time seconds(0 sets to default value of 4800)

Router Advertisements O Disable @ Enahle

Interface Address / Prefix Length: Enter a static LAN IPv6 address. If you are not sure what to do
with this field, please leave it empty as if contains false information it could result in LAN devices not
being able to access other IPv6 device. Router will take the same WAN'’s prefix to LAN side if the field
is empty.

MLD Snooping: Similar to IGMP Snooping, but applicable for IPv6.

DHCPv6 Serve

There are two methods to dynamically configure IPv6 address on hosts, Stateless and Stateful.

Stateless auto-configuration requires no manual configuration of hosts, minimal (if any)
configuration of routers, and no additional servers. The stateless mechanism allows a host to generate
its own addresses using a combination of locally available information (MAC address) and information
(prefix) advertised by routers. Routers advertise prefixes that identify the subnet(s) associated with a
link, while hosts generate an "interface identifier" that uniquely identifies an interface on a subnet. An
address is formed by combining the two. When using stateless configuration, you needn’t configure
anything on the client.

Stateful configuration, for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.)
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In the stateful auto configuration model, hosts obtain interface addresses and/or configuration

information and parameters from a DHCPV6 server. The Server maintains a database that keeps track
of which addresses have been assigned to which hosts.

DHCPv6 Server: Check whether to enable DHCPv6 server.

DHCPv6 Server Type: Select Stateless or Stateful. When DHCPV6 is enabled, this parameter is
available.

» Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in LAN
are configured through RA mode, to obtain the prefix message and generate an address using a
combination of locally available information (MAC address) and information (prefix) advertised
by routers, but they can obtain such information like DNS from DHCPv6 Server.

» Stateful: If selected, the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses
and DNS information from DHCPV6 server.

Start interface ID: enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: enter the end interface ID.

Leased Time (hour): the leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check to Enable or Disable the Issue Router Advertisement feature.
This feature is to send Router Advertisement messages periodically which would multicast the IPv6
Prefix information (similar to v4 network number 192.168.1.0) to all LAN devices if the field is enabled.
We suggest enabling this field.
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This section introduces the wireless LAN and some basic configurations. Wireless LANs can be as
complex as a number of computers with wireless LAN cards communicating through access points
which bridge network traffic to the wired LAN.

IConﬂguration

*Wireless
Access Point Settings

Access Point

AP MAC Address
Wireless Mode

Channel

Beacen Interval

RTSICTS Threshold
Fragmentation Threshaold
OTIM Interval

T Power

IGMP Snacping

11n Settings
Channel Bandwidth

Guard Interval
WS

S 51D Settings
Available 351D

2310 Index

S8ID

Broadcast SSID
5810 Activated
WPS Settings
Use WPS

WPS State

WPS Mode
Security Settings
Security Type
WPA Algorithms
Pre-Shared Key
Kev Renewal Interval

WDS Settings
AP MAC Address

WDS Made

WDS Peer MAC #1
WDS Peer MAC #2
WDS Peer MAC #3
WDS Peer MAC #4
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&) Activated O Deactivated
00:04:ED:15:07:00

UNITED STATES v|[08  v|currentchannel- [5 l

range: 20~1000}

irange: 1500~2347;

¢ nEpomn
llrange: 256~2346, even numbers only)
! lirange: 1~255)

|100 _.|rrange:1=1DD}
@ Yes ONo

& 83101

|wlan-ap_715

@ yes ONo

.
| Always ~ |

@ves OMo
Configured

I PIN code ) PBC

[ Mixed WPAZIIPA-PSK |

| TKIP+4ES |

|E5c7ERO9 |i3~52 characters or 54 Hex string}

(500 seconds (10~ 4124303

00:04:ED;15.07.00
O stivated @ Deactivated
[omonoo:oo:0o00 |

| 00:00:00:00:00:00 |
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Access Point Settings|

Access Point: Default setting is set to Activated. If you want to close the wireless interface, select
Deactivated.

AP MAC Address: The MAC address of wireless AP.

Wireless Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or have both
11g and 11b devices in your network, then keep the default in mixed mode. From the drop-down
manual, you can select 802.11g if you have only 11g card. If you have only 11b card, then select
802.11b and if you only have 802.11n then select 802.11n.

Channel: The range of radio frequencies used by IEEE 802.11b/g/n wireless devices is called a
channel. There are Regulation Domains and Channel ID in this field. The Channel ID will be different
based on Regulation Domains. Select a channel from the drop-down list box.

Beacon interval: The Beacon Interval value indicates the frequency interval of the beacon. Enter a
value between 20 and 1000. A beacon is a packet broadcast by the Router to synchronize the wireless
network.

RTS/CTS Threshold: The RTS (Request To Send) threshold (number of bytes) for enabling RTS/CTS
handshake. Data with its frame size larger than this value will perform the RTS/CTS handshake. Enter
a value between 1500 and 2347.

Fragmentation Threshold: The threshold (number of bytes) for the fragmentation boundary for
directed messages. It is the maximum data fragment size that can be sent. Enter a value between 256
and 2346, even number only.

DTIM Interval: This value, between 1 and 255, indicates the interval of the Delivery Traffic Indication
Message (DTIM).

TX Power: The transmission power of the antennas, ranging from 1-100, the higher the more powerful
of the transmission performance.

IGMP Snooping: Enable or disable the IGMP Snooping function for wireless. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports.
With IGMP snooping, multicast traffic of a group is only forwarded to ports that have members of that
group.”

11n Settings

Channel Bandwidth: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The wider the
Channel bandwidth the better the performance will be.

Guard Interval: Select either 400nsec or 800nsec for the guard interval. The guard interval is here to
ensure that data transmission do not interfere with each other. It also prevents propagation delays,
echoing and reflections. The shorter the Guard Interval, the better the performance will be. We
recommend users to select Auto.

MCS: There are options 0~15 and AUTO to select for the Modulation and Coding Scheme. We
recommend users selecting AUTO.

Available SSID: User can determine how many virtual SSIDs to be used. Default is 1, maximum is 4.
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SSID Index: Select the number of SSIDs you want to use; up to 4 SSIDs are available in the list.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security propose, change the default wlan-ap to a unique ID name to the AP which is already
built-in to the router’s wireless interface. Make sure your wireless clients have exactly the SSID as the
device, in order to get connected to your network.

Broadcast SSID: Select Yes to make the SSID visible so a station can obtain the SSID through
passive scanning. Select No to hide the SSID in so a station cannot obtain the SSID through passive
scanning.

SSID Activated: Select the time period during which the SSID is active. Default is always which
means the SSID will be active all the time without time control. See Time Schedule to set the timeslot
to flexibly control when the SSID functions.

WPS Settings
WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi network for a residential or an office setting. WPS

supports 2 types of configuration methods which are commonly known among consumers: PIN
Method & PBC Method.

WPS State: Display whether the WPS is configured or unconfigured.

WPS Mode: Select the mode which to start WPS, choose between PIN Code and PBC (Push Button).
Selecting Pin Code mode will require you to know the enrollee PIN code.

To future understand the two modes of configuration; please refer to the example of the Wi-Fi
Protected Setup.

Security Settings

Security Type: You can disable or enable wireless security for protecting wireless network. The
default type of wireless security is OPEN and to allow all wireless stations to communicate with the
access points without any data encryption.

To prevent unauthorized wireless stations from accessing data transmitted over the network, the router
offers secure data encryption, known as WEP and WPA.

There are five alternatives to select from: WEP 64-bit, WEP 128-bit, WPA-PSK, WPA2-PSK, and
Mixed WPA/WPA2-PSK. If you require high security for transmissions, please select WPA-PSK,
WPA2-PSK or WPA/WPA2-PSK.

» WEP

Security Settings

Security Type WEP 64-bit -

WEP Authentication Method Both v

WEP 64-hit For each key, please enter either (1) 5 characters, or (2) 10 characters ranging from 0~9,a, b, c, d, g, f.
® Key#1

O Key#2

O Key#2

O Keyd

WEP Authentication Method: WEP authentication method, there are two methods of authentication
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used, Open System authentication (OPENWEB) and Share Key authentication (SHAREDWEB). We
suggest you select OPENWEB.

Key 1 to Key 4: Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys for
your selection. The input format is in HEX style, 5 and 13 HEX codes are required for 64-bitWEP and
128-bitWEP respectively.

If you chose WEP 64-bit, then enter any 5 ASCII characters or 10 hexadecimal characters ("0-9",
IIA_FII).

If you chose WEP 128-bit, then enter 13 ASCII characters or 26 hexadecimal characters ("0-9", "A-F").

You must configure all four keys, but only one key can be activated at any one time. The default key is
key 1.

Note: When you enable WPS function, this WEP function will be invalid. And if you select one of
WEP-64Bits/ WEP-128Bits, the following prompt box will appear to notice you.

Message from webpage | |

! . We should not use WEP when WPS function turned on!

oK

» WPA-PSK & WPA2-PSK

Security Type WPA-PSK w

WPA Algorithms AES w

Pre-Shared Key 0004ED296230 (8~63 characters or 64 Hex string)

Key Renewal Interval 3600 seconds (10 ~ 4194303}

WPA Algorithms: TKIP (Temporal Key Integrity Protocol) or AES (Advanced Encryption System)
utilizes a stronger encryption method and incorporates Message Integrity Code (MIC) to provide
protection against hackers.

Pre-Shared key: The key for network authentication. The input format should be 8-63 ASKII
characters or 64 hexadecimal characters

Key Renewal Interval: The time interval for changing the security key automatically between wireless
client and AP.

WDS Settings
WDS (Wireless distributed system) is a wireless access point mode that enables wireless link and

communication with other access point. It is easy to be installed, just define the peer’s MAC of the
connected AP.

WDS Mode: select Activated to enable WDS feature and Deactivated to disable this feature.
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MAC Address: Enter the AP MAC addresses (in XX:XX:XX:XX:XX:XX format) of the peer connected
AP.

WDS5 Settings

WDS Mode ® Activated O Deactivated
WDS Peer MAC #1 |00:00:00:00:00:00

WDS Peer MAC #2 00:00:00:00:00:00 |
WDS Peer MAC #3 00:00:00:00:00:00 |
WDS Peer MAC #4 00:00:00:00:00:00 |
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Wi-Fi Protected Setup (WPS) Example I:

PIN Method (Personal Information Number): Configure AP as Registrar
1. Jot down the client’s Pin (e.g. 04640776) from the WPS utility (e.g. Ralink Utility)

oo F# B o0 ¢
Prafile Metwark Advanced Statistics AR WP S Fadio On/Off  About
WPS AP List
1D Eillion_AP 00 04 EDx 55 46 72 1 - Rescan
I wlan-ap 00-21-85-BE-36-26 1 Information
D Welcome ta REINICS 00-21-27-64-26-7E g 9 Pin Code
Lk Mai-Lang 00-21-91-EE-24-65 3 @ g |20 Remel
WS Profile List Config Mode

Enralles b

Dizconnect
PN |E| WP Associate [E Progress == 0%
PEC [@] P Probe IE FIM - WPS Eap process failed
Status == Link Cuality==0%
Extra Info == Signal Strength1==0%
Channel == Signal Strength2==0%
Authentication == Moise Strength==0%

Encryption ==

Metwork Type ==

Transmit
IP dddrezs == Lirk Speed »»
Sub Mask == Thraughput =»
Default Gateway ==
HT Receive
BW == nfa SHRO == nfa Link speed ==
Gl == nfa MCS == nfa SWRA == nfa Throughput ==

2. Enter the Enrollee (Client) PIN code and then press Start WPS.
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551D Settings

SSID Hum 1~

S3I0 Index O}

g8ID |Billion_2F
Broadcast SSID ® ves Ono
SSID Activated [Aways ]
WPS Settings

Use WPS ®vas O No

WP3 State Configured

WPS Mode ® PN code O PBC
&P PIN Code 03454435 | Generate |
Enrollee PIN Code l04540778

WPS Progress In progress | Stop WPS

Security Settings

Security Type [ Mixed WPAZAVPA-PSK (w |

WPA Algarithms N

Pre-Shared Key 12345678 l(8~63 characters or 54 Hex string)
Key Renewal Interval SEDD |seconds (10 ~41942303)

3. Launch the wireless client’'s WPS utility (e.g. Ralink Utility). Set the Config Mode as Enrollee, press
the WPS button on the top bar, select the AP (e.g. Billion_AP) from the WPS AP List column. Then
press the PIN button located on the middle left of the page to run the scan.

E w % #&# @ @ ¢ R &

Pru_file Metwork Advanced Statistics WA, WPS Radio OnfOff  About
WRS AP List
o Billion_AP 00 04 ED 85 45 72 1 " Rescan
ID: wilan-ap 00-21-88-BE-36-36 1 Information
D Welcome to REINICS 00-21-27-6A-2B-7E ] L4 IHin GEER
ID: Mai-Lang 00-21-91-EE-24-66 9 L3 | Sy or-
WS Profile List Config Mode

Enrolles ©

Disconnect
EIN |Z| WPS dszociate |E Progress == 0%
FBC [ ¥PSProbe IE Pl - WPS Eap process failed
-~
Status == Link Quality==0%
Extra Info »» Signal Strength1==0%
Channel »» Signal Strength2==0%
Authentication == Moise Strength==0%

Encryption ==

Metwark Type == Transmit
IP dddress == Link Speed ==
Sub mask == Throughput =

Default Gateway ==
HT

Receive
BW =* nia SNRD == nfa Link Speed =»
Gl =» nfa MCS =3 nfa SR =» nfa Throughput »»
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4. The client’s SSID and security setting will now be configured to match the SSID and security setting
of the registrar (router).

@ = F & @ @9 ? R @

Mabwork fapvanced Sratistics WA WP Fadio Ons/Off  About Help
WEL AP Ligt
I Edlign_A®R EE-F D= St 1 Pestan
L] wilarrap D0-31-B0-BE-28-28 1 Informakion
o Wlcome ko PEIMICS 0031 37-44:28-7E ] 9 LS
o s
WS Prorie List Config Hode

o Eillion_aP [fretoe =]

Faitate
[=re
en . @ wessceer s B
rﬁ: . WL Protes IE WS ptabu i conneched pucoerrfuly
-
SEAtE P Filligah AR e (RS fige i . _
Extra Infa == Link i Up [T ossss 1005 Jrmnghh 1 e AN
CRannel > 1 <> 212 BIE; cantrel chanted ; enegth 2 o et
utheniication »s WRAZ-PSK [ Hatie Strenglh or 266
Ercryption s> AES
Memmotk Typs o5 Indragtruckure Trarmi
1P AelreEs =3 192161, 800 Link: Spsed >+ 100.0 Meps
Sub ek v 265 265 3650 Theousghit x» 0.000 K
Defond® Gaflowany » 192,943, 1, 254
Hi

Fecemve

B sl M) ax ) LTE ipidsd >+ 1.0 HRAS
Gl e long M5 5 A e HOOEHM Thegaghgnd we 109204 Kips
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Wi-Fi Protected Setup (WPS) Example II:

PIN Method (Personal Information Number): Configure AP as Enrollee

1. Jot down the AP PIN Code (e.g. 03454435) from the BiPAC 6300VNL. Press Start WPS.

551D Settings

3310 Mum

351D Index

g5ID

Broadoast 3310
231D Activated
WPS Settings
Use WP3

WPS State

WPS Mode

AP PIMN Code
Enrollee PIN Code
WPS Frogress
Security Settings
Security Type
WPRA Algarithms
Fre-Shared Key

key Renewal Interval

i
(OF: e
Billion_aP

® ves ONg

[Aways ]
®ves Ono
Canfigured

® PIN code O PBC

03454435 | Generats
In progress | Stop WRS

| WPAZ-PSK v|

AES 5

5123456?8 _!;8--53 characters or 64 Hex string;
13600 |seconds (10~ 4194303)

2. Launch the wireless client’s WPS utility (e.g. Ralink Utility). Set the Config Mode as Registrar. Enter
the PIN number in the PIN Code (e.g. 03454435)column then choose the correct AP (e.g. Billion_AP)
from the WPS AP List before pressing the PIN button to run the scan.
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@ - & & @ ¢ ? R @
Htwork Ldvanced Tatitics N WeS Fadio OnsOff  About Halp
WL AP L
1D ¢ Billion_iF (0 B 1 Exscan
L] W 1 B Y oo B TE T Frizrmalion
0 hy-Lang 07 4T T % L] Pin Coce
Thaaa
Wi Pesfie LHE Gl Mo
; ey
| Dson_sF [Pepetrar =
Fotate
Castirest
Wi T W e
i B e WS shabur 1 connacted pucceriiuly
Y
Anat we Bl AR o OOOED-E 50047 .
Eaben ks Link i Up [TaPosssr 100 B o et |
Channsl 5 1 45 JA17 ;oo channai : -
dthertication s WIAZPSK B e ireoegn o en
Byt on AES
Htwri Typa + Infescinaches Traramd
P AASRE ve 1V B, N Lk Spsed ++ VHLD Mbgs
S ke e 1AL 2948 Trircusghgast == 0000 Kigd
Dot Gabaagy ++ T31 4601, 254
L EBrcehr
B o ) PR 3 20 Lk Speed me L0 Mg
ol vs ghort BFa 7 R 33 TN Thitughpat == §E. 4 KDl

3. The router’s (AP’s) SSID and security setting will now be configured to match the SSID and security
setting of the registrar (client).

& K, @
@ =~ ¢ & @ @ ¢ R
Matwirk Advanced Statknics L WS Eadio On/Off  About Halp
WS AP Lisk
10 2 Cole0e) Billion AR 000 04 B 854692 1 Rescan
D Wicome to FFINICS D0-Z 02784 28-TE 2 L) Irvormartion
o Meak-Lang D099 2} o o P Coxte
(24545
WP Profis Lk iy Mo
B Eillion 4P Pegrtear =)
Petals
Crigzonnect
oo @ T
(i B 7S Probe E WS status & connected nuccesciuly
o
Ghabug vr Bilign_AF «-p 00-04-E0-05-38-T7 -
Extra Indo 5o Link i Up [ToPosser: 1000 _ Sagnal Strength 1 »e 29%
Chaiwed ve 1 o= 2417 BHE; canlnal channe : B VX
duthentication == WRAS-FSE D oise ctrength o 265
Erryption ve &ES
Metmork Type = Infrastructure Transit
1P AIresy v TR AL 1. 801 Link peed >+ 1800 Mbps
Sub Mtk w255, 3605 3550 Throusgheut e CLO00 K
D (inlmsasy »a 1931681, 754
HT i
o e SHED »x 30 Lirk Speed wn 100 Mbps
Gl e ghet WS e T S e ST TRFOUENRLL 53 190 181 KR

4. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security
setting of the registrar setting match with the parameters found on both Wireless Configuration and

Wireless Security Configuration page.
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PBC (Push Button Configuiration) Method:

1.Click the PBC radio button in the GUI then press Start WPS.

5510 Settings

SSID Num [1 ]
SSI0 Indesx ® 52101
SSID |Billion_AP

Broadcast 281D ® Yes O Mo

SSID Activated [Aways ]
WPS Settings

Use WPS ®ves Ono

WPS State Canfigured

WPS Mode O PIN code @ FPBC

Security Settings

Device Configuration / 57
Interface Setup

-[Eﬂb‘S characters or 64 Hex string}

Security Type WPA2-PSK i v

WPA Algerithms R

Pre-Shared Key _123-‘.5'3?8

Key Renewal Inferval (2800 |seconds (10 ~ 4194303}

2. Launch the wireless client’'s WPS Utility (e.g. Ralink Utility). Set the Config Mode as Enrollee. Then
press the WPS button and choose the correct AP (e.g. Billion_AP) from the WPS AP List section

before pressing the PBC button to run the scan.

3. When the PBC button is pushed, a wireless communication will be established between your router
and the PC. The client’s SSID and security setting will now be configured to match the SSID and

security setting of the router.
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Profik Natwork Achvanced Statistics WA WS 550 Radio O OFF
WL AP LI
(<] ot D0-0-E- X EF 01 1 S PEICan
0 = (KM Dilion _AF 00 4 E D B 8 5 1 Kisgrmation
o 1 D003 5350 T : sl
o Wekcome ba IFIHIC D0-21.27 44287 ] B g | [IOPARIES
WP Profee List Conng Moo
i Bition_ap [Pegutrar =]
Hatats
Drisconnect
o @ e S o T
1 Bl WP Proke E WP T B SoRnactad Buteariilly - L0 =
Tlalug on Billigh AP o0 (00 [-E5-22

Exbra brks we Lk & Ui [Ty 10003

&R
T b 1 o T2 MHE; GERLalchanngl :
dusttertication ve W AZ-P 5 Mers Erefgth »r THK
Encrypition vr  AES
Hartatrk, Tyied or Irastnetuns P ——— .
P addeedd ve 1L A0 Link Spbad 5 723 b “
Sl e 3952551950 Thraughpeat > 1000 kg
Ot Glimasry e 1900 BSHL 1. 554
1) Becnhen
W 55 20 DD 5 B Link Speed » 1.0 Mbps
Gl =5 ghart [T PO DEN »5 MDA Throughpest »= 48172 Kbps

Wireless MAC Filter

The MAC filter screen allows you to configure the router to give exclusive access to up to 8 devices
(Allow Association) or exclude up to 8 devices from accessing the router (Deny Association). Every
Ethernet device has a unique MAC (Media Access Control) address. The MAC address is assigned at
the factory and consists of six pairs of hexadecimal characters, for example, 00:AA:BB:00:00:02.

You need to know the MAC address of the devices you wish to filter.

Ir:onﬂguralion ‘“Bg -

*Wireless MAC Address Rilter

SSID Index & 33101
Active O Activated © Deactivated
Action .;.-“'xilll-jw v fthe follow Wireless LAN station{s} association.
MAC Address j
Save

Wireless MAC Address Filter Listing
Index MAC Address Edit Delete

SSID Index: Select the targeted SSID you want the MAC filter rules to apply to.
Active: Select Activated to enable MAC address filtering.
Action: Define the filter action for the list of MAC addresses in the MAC address filter table.

Select Deny to block access to the AP, MAC addresses not listed will be allowed to access the router.

Select Allow to permit access to the router, MAC addresses not listed will be denied access to the
router.

MAC Address: Enter the MAC addresses (in XX:XX:XX:XX:XX:XX format) of the wireless station that
are allowed or denied access to the specified in these address fields.
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Advanced Setup

Advanced Step provides advanced features including Firewall, Routing, NAT, Static DNS, QoS,
Internet Grouping, Port Isolation and Time Schedule for advanced users.

*Staws | IEonfiguration l“% .
=
v
*Interface Setup
~Advanced Setup Firewall Enabled ® Disabled
: Firewall SP| Enabled ® Disabled
 Routing {(WARNING: f You enabled SPI, all traffics initiated from WAMN would be blocked, including DMZ, Virtual
+ NAT Semver, and ACL VWAN side )
+ Static DNS
+ QoS Save |

+ Interface Grouping

« Port Isolation

+ Time Schedule
»VolP
» Access Management
* Maintenance
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Firewall

Your router includes a firewall for helping to prevent attacks from hackers. In addition to this, when
using NAT (Network Address Translation) the router acts as a “natural” Internet firewall, since all PCs
on your LAN use private |IP addresses that cannot be directly accessed from the Internet.

ICI)nﬂngra(il}n Aw; .

* Firewall

Firewall (O Enabled ® Disabled

SP () Enabled & Disabled

(WARNING: If Yol enabled SPI. all traffics Initiated from WAN would be blocked, including DMZ, Virtual Server, and ACL WARN side
SAVE || GANCEL |

Firewall: To automatically detect and block Denial of Service (DoS) attacks, such as Ping of Death,
SYN Flood, Port Scan and Land Attack.

» Enabled: It activates your firewall function.

» Disabled: It disables the firewall function.

SPI: If you enabled SPI, all traffics initiated from WAN would be blocked, including DMZ, Virtual Server,
and ACL WAN side.

» Enabled: It activates your SPI function.
» Disabled: It disables the SPI function.
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Routing
This is static route feature. You are equipped with the capability to control the routing of all the traffic

across your network. With each routing rule created, user can specifically assign the destination where
the traffic will be routed to.

ICDnﬂgura!.ion ;“‘\E .

* Routing Table

7 Destination IP Address Subnet Mask Gateway IP Address Metric Interface Edit Crop
a 182.168.1.0 255 255 25080 0000 ] bro
1 172.16.1.0 255255 255 0 0.0.00 a nas10_0
2 127.0.0.0 25525500 0.0.0.0 0 ]
2 239.0.0.0 255.0.0.0 0.0.0.0 0 Brd
4 239000 255000 0.0.0.0 0 etho
5 0.0.00 0.0.0.0 172.16.1.254 ] nas10_0

Add Route

#: Item number

Destination IP Address: IP address of the destination network

Subnet Mask: The subnet mask of destination network.

Gateway IP Address: IP address of the gateway or existing interface that this route uses.

Metric: It represents the cost of transmission for routing purposes. The number need not be precise,
but it must be between 1 and 15.

Interface: Media/channel selected to append the route.
Edit: Edit the route; this icon is not shown for system default route.

Drop: Drop the route; this icon is not shown for system default route.

ICenﬂguraliDn ;Q}E .

~ Static Route

Destination P Address [0.0.00
Destination Subnet ask [0.0.0.0 |
Gateway IP Address / Interface O [oooa | © [EwAn_D -
Wetric [1
Save |E

Destination IP Address: This is the destination subnet IP address.
Destination Subnet Mask: The subnet mask of destination network.

Gateway IP Address/Interface: This is the gateway IP address or existing interface to which packets
are to be forwarded.

Metric: It represents the cost of transmission for routing purposes. The number need not be precise,
but it must be between 1 and 15.
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The NAT (Network Address Translation) feature transforms a private IP into a public IP, allowing
multiple users to access the internet through a single IP account, sharing the single IP address. NAT
break the originally envisioned model of IP end-to-end connectivity across the internet so NAT can
cause problems where IPSec/ PPTP encryption is applied or some application layer protocols such as
SIP phones are located behind a NAT. And NAT makes it difficult for systems behind a NAT to accept
incoming communications.

In this session, there are “VPN Passthrough”, “SIP ALG”, “DMZ” and “Virtual Server” provided to solve
these nasty problems.

ICenﬂgura;ien lQ}t" .

~ NAT
MAT Status Enahle

ALG

VPN Passthrough @ Enabled O Disabled
SIP ALG & Enabled O Disabled
DMZ | Virtual Server

Interface
Senvice Index [0
DMz O

Virtual Server Ocan

NAT Status: Enabled. It depends on ISP Connection Type in Internet settings.

VPN Passthrough: VPN pass-through is a feature of routers which allows VPN client on a private
network to establish outbound VPNs unhindered.

SIP ALG: Enable the SIP ALG when SIP phone needs ALG to pass through the NAT. Disable the SIP
ALG when SIP phone includes NAT-Traversal algorithm.

Interface: Select to set DMZ/Virtual Server for “EWAN”
Service Index: Associated to EWAN interface marking each EWAN service (0-7), to select which
EWAN service the DMZ and Virtual server are applied to.

Click DMZ O it or Virtual Server ©FEdi  to move on to set the DMZ or Virtual Server
parameters, which are represented in the following scenario.
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DMZ

NOTE: This feature disables automatically if WAN connection is in BRIDGE mode.

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms
then passed to the DMZ host, when a packet received does not use a port number used by any other
Virtual Server entries.

Configuration “}E -
Joo m .

~ DMZ
DMZ far Multiple IPs Account EWAN Service 1D 0
DMz O Enabled © Disabled
DMZ Host P Address '

Save Back

DMZ for: Indicate the related WAN interface which allows outside network to connect in and
communicate. Note: Here you can see the Multiple IPs Account/EWAN Service ID 0. It is the interface
set in the previous NAT page.

DMZ:
» Enabled: It activates your DMZ function.
» Disabled: It disables the DMZ function.

DMZ Host IP Address: Give a static IP address to the DMZ Host when Enabled radio button is
checked. Be aware that this IP will be exposed to the WAN/Internet.

Select the Save button to apply your changes.
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Virtual Serve

NOTE: This feature disables automatically if WAN connection is in BRIDGE mode.

In TCP/IP networks, a port is a 16-bit number used to identify which application program (usually a
server) incoming connections should be delivered to. Some ports have numbers that are pre-assigned
to them by the IANA (the Internet Assigned Numbers Authority), and these are referred to as
“‘well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will usually
need to configure your router to forward these incoming connection attempts using specific ports to the
PC on your network running the application. You will also need to use port forwarding if you want to
host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your PCs.
Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as Web
or FTP services via the public (WAN) IP address can be automatically redirected to local servers in the
LAN network. Depending on the requested service (TCP/UDP port number), the device redirects the
external service request to the appropriate server within the LAN network.

ICenﬂgura:ien ;;u.‘\v;' .

> Virtual Server

Virtual Server for Multiple IPs Account! EWAN
Protocol [TcP 7

Start Port Mumber '

End Port Number

Local IP Address

Start Port Number (Local}

End Port Mumber{Local}

Back

Virtual Server Listing

Rule Protocol Start Port End port Local IP Address Start Port Local End PortLocal
MIA (R [EA i Q) FiA
/A INJA IIA MJA INiA N7A
MIA P74 MiA IA MiA IiA
/A NIA IIA NJA NiA NiA
NIA NIE RIEN MIA MNiA R7A
RIS (R (R R (R RN
MIA MN7A MiA MIA MNiA I7A
RIS (R (R A (R RN
MNIA NIE MiA MIA MNiA /A
RIS (R (R A TEA Pi&

m
EL

Crop

L R =

Dl g i Il g gl Il B Bl

(1= T == S ST = RS I

Virtual Server for: Indicate the related WAN interface which allows outside network to connect in and
communicate.

Protocol: Choose the application protocol.

Start / End Port Number: Enter a port or port range you want to forward.
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(Example: Start / End: 1000 or Start: 1000, End: 2000).

The starting number must greater than zero (0) and the ending port must be the same or larger than
the starting port.

Local IP Address: Enter your server IP address in this field.

Start / End Port Number (Local): Enter the start / end port number of the local application (service).

Examples of well-known and registered port numbers are shown below. For further information, please

see IANA's website at http://www.iana.org/assignments/port-numbers

Well-known and Registered Ports

Port Number | Protocol Description

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)

69 UbDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)
443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

7070 UbP RealAudio

A/OTE;
P\

o

Using port forwarding does have security implications, as outside users will be
able to connect to PCs on your network. For this reason you are advised to use
specific Virtual Server entries just for the ports your application requires,
instead of using DMZ. As doing so will result in all connections from the WAN
attempt to access to your public IP of the DMZ PC specified.

/

~
b

Attention

If you have disabled the NAT option in the WAN-ISP section, the Virtual Serveﬁ
function will hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning
the IP addresses of the virtual servers in order to avoid conflicts. The easiest
way of configuring Virtual Servers is to manually assign static IP address to
each virtual server PC, with an address that does not fall into the range of IP
addresses that are to be issued by the DHCP server. You can configure the
virtual server IP address manually, but it must still be in the same subnet as the

router. /
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Example: How to setup Port Forwarding for port 21 (FTP server)

If you have a FTP server in your LAN network and want others to access it through WAN.
Step 1: Assign a static IP to your local computer that is hosting the FTP server.

Step 2: Login to the Gateway and go to Configuration / Advanced Setup / NAT / Virtual Server.
FTP server uses TCP protocol with port 21.

Enter "21” to Start and End Port Number. BiPAC 6300VNP will accept port 21 requests from WAN
side.

Eneter the static IP address which is assiged to the local PC to host the FTP server. Ex: 192.168.1.102

Enter ”21” to Local Start and End Port number. BiPAC 6300VNP will forward port 21 request from WAN
to the specific LAN PC (ex:192.168.1.102) in the network.

Step 3: Click Save to save settings.

ICn)nﬁngl'a:in)n &“'% .

* Virtual Server

Virtual Server far Multiple IPs Account’ EVWAN
Pratocol [TcP ¥
Start Port Mumber 121
End Port Mumber |21
Local IP Address [192.168.1.102
Start Port Mumber {Lacal) 121
End Part Number(Local) [21
Save Back
Virtual Server Listing
Rule Protocol Start Port End port Local IP Address Start Port Local End Port Local Edit Drop
] TCP 21 21 192.168.1.102 21 21 # ©
1 NIA MIA R, NIA NI hA,
2 NIA NI NiA NIA MIA NIA =
3 NIA MiA R, MIA RIA hA,
4 NIA NI NiA NIA MIA NIA =
z NIA MiA R NIA MIA NI
g NIA NIA MiA NIA MIA NIA F:g
7 NIA MIA R MIA MIA NI
8 NIA NIA NIA NIA MIA NIA F:g
g NIA MiA R NIA NIA NI
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Static DNS

The Domain Name System (DNS) is a hierarchical naming system built on a distributed database for
computers, services, or any resource connected to the Internet or a private network associates various
information with domain names assigned to each of the participating entities. Most importantly, it
translates domain names meaningful to humans into the numerical identifiers associated with
networking equipment for the purpose of locating and addressing these devices worldwide.

An often-used analogy to explain the Domain Name System is that it serves as the phone book for the
Internet by translating human-friendly computer hostnames into IP addresses. For example, the
domain name www.example.com can be translated into the addresses 192.0.32.10 (IPv4).

Static DNS is a concept relative to Dynamic DNS, in static DNS system, the IP mapped is static without
change.

Configuration ] “\ﬁ' !
I i A N .

¥ Static DNS
IP Address

Domain Mame

Save

Static DNS Listing
Index IP Address Damain Mame Edit Delete

IP Address: The IP address you are going to give a specific domain name.
Domain Name: The friendly domain name for the IP address.
Press Save button to apply your settings.

BiPAC 6300VNP User Manual



Device Configuration /
Advanced Setup

QoS

QoS helps you control the upload traffic of each application from LAN (Ethernet and/or Wireless) to
WAN (Internet).

It facilitates you the features to control the quality of throughput for each application. This is useful
when there on certain types of data you want giver higher priority to, such as voice data packets given
higher priority than web data packets.

QoS can be toggled Activated and Deactivated. QoS must be activated before you can edit the
following options. When you are done making changes, click on Save to save your changes.

Click on Rule Summary to view the list of QoS rules that have been added.

Configuration u\‘f .
I [ aur Y —_—

* Quality of Service

QoS @ Activated O Deactivated

| Save H Rules Summary

Rule

Rule Index [0 =

Active Oves @ e
DCiestination IPv4/PvE Address

Destination Subnet Mask/ IPvE Prefix

Destination Port Range

Source IPvdIPvE Address

Source Subnet Mask / IPvE Prefix

Source Port Range

Protocal ID

Priority

save || Delete

You can set 16 different QoS rules. Each QoS rule has its detail setting conditions like: Physical Ports,
IP, Port, Protocol, etc, you can modify the value to any new one you wish. Please notice that only when
the packet fulfill every detail setting conditions here, then this packet will be remarked as the priority
queue of each rule. The non-selected setting part will be treated as “don’t care” and the system will not
handle this setting part.

Rule: Select 16 different rules, each rule’s detail can be set and saved.
Active: Select whether to activate the rule.
Destination IPv4/IPv6: Set the IPv4/IPv6 address that you want to filter on destination side.

Destination Subnet Mask / IPv6 Prefix: Specify the Destination Subnet Mask for IPv4 or prefix for
IPv6.

Destination Port Range: Set the port range value that you want to filter on destination side.

Source IPv4/IPv6 Address: Set the IP address value that you want to filter on source side in IPv4 or
IPVv6.

Source Subnet Mask / IPv6 Prefix: Specify the Source Subnet Mask for IPv4 or prefix for IPv6.
Source Port Range: Set the port range value that you want to filter on source side.
Protocol ID: Set the protocol ID type of packets that you want to filter (TCP, UDP, ICMP, and IGMP).
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Priority: Select to prioritize the traffic which the rule categorizes, High or Low.

Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch. Similarly, they may also have been split into two different groups,
even if they are on the same switch.

Each group will perform as an independent network. To support this feature, you must create mapping
groups with appropriate LAN and WAN interfaces using the Save button.

*Interface Grouping
Interface Grouping Activated '® Deactivated
Group Index g
EVWAN Service
EWANO
Ethemnet LAN
LANT LAM2 LANS LAN4
Wireless LAN
WWLANT
Group Summary Group Summary

Save Delete

Interface Grouping: Select Yes to enable Interface Grouping feature.

Group Index: The index number indicating the current group ranging from 0 to 15.

EWAN Service: The available EWAN interface. Move to_Interface Setup to add other EWAN interface.
Ethernet LAN: The available Ethernet ports.

Wireless LAN: The available wireless port(s).

Group Summary: Press PortBinding Summary to check the current group information.
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Example: Create two EWAN services, Service0 (PPPoE) and Service1 (Bridge).

I Status

> Service Information Summary

WaN 0 Active

fes
Yes
Mo
Mo
Mo
Mo
Mo
Mo

=l B = O

b = R} |

ISP

Dynamic
Bridge
Bridge
Bridge
Bridge
Bridge
Bridge
Bridge

IP Address
Cynamic
M4

P4

M4

P4

A

RS

P4

IR

You are going to group the ports and services into two working group, as shown below.

Group Index Group Port
0 EWANO,LAN1, LAN2, WLAN1
1 EWAN1, LAN3
ICaniguraiion 1“_\-[“_ .

Interface Grouping
Interface Grouping

Group Index
EWAN Service
Ethernet LAN

\Wireless LAN

Group Summary

ICDn[iguration

~Interface Grouping
Interface Grouping

Group Index

EWAN Service
Ethernet LAM

Wireless LAN

Group Summary

@ Activated © Deactivated

[0 ]
O
EVAND[EWANT

0|
LAN1[LANZ[LANZ

WLANT

Group Summary

@ Activated O Deactivated

-_1 v|

EWAND[EWANT
|
LANT|LAN2|LANS

WLAN1

Group Summary

Click Group Summary to show the configuration results.
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Group 1D Group port
0 wand _0.e1,e2 v
1 wanld 1,3

Port Isolation

Port isolation is to prevent LAN (Wired or Wireless) devices, e.g. PC, Notebook, to associate or
communicate with each other devices. By default, all ports (LAN port and WLAN port) are sharing one
group, and devices in all these ports can have access to each other.

NOTE: The maximum WLAN (Wireless SSID) is up to 4. By default, only a SSID is being activated.

*Port Isolation
Port Group Ethernet LAN Wireless LAN
LAN1 LANZ LAN3 LAN4 WLAN1
Group 1 v b ' i 7
Group 2
Group 3
Group 4
Group 5
Group 6
Group 7
Group 8

| Save |

The most typical one example is to isolate all port from each other shown below. Each port has its own
group; under this circumstance, devices connected to each port have no access to other devices
connected to other ports. This is a special example, and users can change the settings to determine
how the ports are belonged to the group.

ICaniguratiDn iw[-\ .

~ Port Isolation

Port Graup Ethernet LAN Wirgless LAN

LANT LANZ LANZ WLAN1 WLANZ WLANZ WLANZ
Group 1 3 ] O i3 Ol |
Group 2 Ll L L Ll il |
Group 3 O I | 4 ] O
Group 4 O Cl 1 O ] |
Group § | O Ll O il O
Group & | [ 1 [ i O
Group 7 i) ) ] ] O ]

Save
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Time Schedule

The Time Schedule supports up to 16 timeslots which helps you to manage your Internet connection.
In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or
allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time clock
on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an SNTP
server from the Internet.

I Configuration

¥ Time Schedule

Time Index

[0 ¥
Mame ?TimeSI-:nt‘l |
Waon. Tues. Wed. Thur. Fri. Sat Sun.
Day of Week Fl i E O O F Fl
[o000 | [o0:00 | [0 | [o0:00 | 00:00 00:00 [o000 |
[v0:00 | [o0:00 | 00:00 | [o:00 | [oo:00 | [ooo | [00:00
Save

Time Index: The rule index (0-15) for identifying each timeslot.
Name: User-defined identification for each time period.

Day of Week: Mon. to Sun. Specify the time interval for each timeslot from “Day of Week”. For
example, user can add a timeslot named “TimeSlot1” which features a period from 9:00 of Monday to
18:00 of Tuesday.

IConﬂEJuraiiu:—n

*Time Schedule

Time Index D

w
Name [Timeslat1
Mon. Tues. Wed. Thur, Fr Sat. Sun.
Day of Week [E] [ ] 1 |
[om00 | [oo:00 | ooon | [o0:00 | [oo:00 | [o0:00 | [00:00
[2400 | [1500 [oo:o0 | [ooon | 00:00 00:00 [oo00 |
Save

Another TimeSlot2 spanning from 09:00 to 18:00 of Friday
Iconﬂguratin}n g“‘\l-:i -
T Time Schedule

Time Index

0 v
Fame Timeslot2

IMon. Tues. Wed, Thur. Fri. Sat, Sun.
Day of Week [ O O O ¥ ]

D0:00 | [omoo | [oo:00 | [oo:00 | [og:00 | [oo:00 | 00:00

oooo |  fosoo |  foooo | foseo | [1800 oso | [oooo |
Save

BiPAC 6300VNP User Manual



Device Configuration / 73
VolP
VolP

VolIP, or Voice over Internet Protocol, enables telephone calls through existing internet connections
instead of going through the traditional PSTN (Public Switched Telephone Network). It is not only
cost-effective, especially for a long-distance call, but also top quality voice calls over the internet.

This section covers Basic, Media, Advanced, Speed Dial, and Call Features of VoIP.

Basic

Register to a SIP service provider is an essential step before making the VolIP call. You can find out
this information from your SIP service provider.

IC-}nﬂgur'a‘:iu}n Lﬂ\t‘_ .

~ VolP Basic

Local RTP Port -'l_IIIE!_D | iUZCI
Phone 1 e

Phone Number

Display Mame

Authentication Mame

Passwaord

User Domain

S|P Registrar Address

SIF Registrar Fort 5060

SIF Registration Expire 3600 |sec.
SIP Proxy Address

SIP Praxy Pont 5060

SIF Qutbound Proxy Address

S|P Qutbound Proxy Fort 5060

Locale RTP Port: Set the local RTP port range used to receive voice packet. This setting applies to
both the phone ports, Phone_1 and Phone_2, and these phone ports share the same local RTP port.

Phone: Select “1”, the following parameters will be applicable to Phone1. In BiPAC 6300VNP,
Phone_1 and Phone_2 are allowed to be of different characteristics, including different SIP registrar.
You need to configure individually for phone1 and phone 2 and can have up to 2 different VolP
accounts.

Phone Number: Set your phone number or outgoing call number, which is usually obtained when
registering in your ITSP. It is used for destination to identify which this call is made from.

Display Name: A user-friendly display name for the phone number to be easily identified.
Authentication Name: Set the account used to register, usually the Phone Number.
Password: Set the registering account password.

User Domain: Set the SIP Registrar Domain name you are going to register to, usually just the SIP
registrar address.

SIP Registrar Address: Enter the SIP registrar address where offers the service of registering the
VolIP account. It is definitely a VolP server.
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SIP Registrar Port: Type the port; it will listen to register requests from VolP devices.

SIP Registration Expire: Set the time interval. The device can update (usually re-login the account)
the VolP account information with the SIP server very the time interval.

SIP Proxy Address: Enter the SIP proxy address provided by your ITSP. When destination and
source phones are not sharing the same SIP registrar domain, the SIP proxy is needed to deliver call
information and make the communication through.

SIP Proxy Port: Set the SIP proxy port.

SIP Outbound Proxy Address: Set the SIP outbound proxy address. It is usually used to realize the
communication between two phones when at least one of them is located behind a NAT router.

SIP Outbound Proxy Port: Set the SIP Outbound proxy port.
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Media offers for kinds of codec, G.711 u-law, G.711 A-law, G.729, G.726, from greatest to lowest in

priority.
IlZu}nﬂngiatian

~ VolP Media

Phone

T.38

Supported codec
Priarity 1

Priority 2

Priority 3

Priority 4

save |

1 |

(G720

| G726

(Enable & Disable

[G.711 uaw ]
[G.711 Adaw (v
v

b

Packetization Time
Packetization Time
Packetization Time

Packetization Time

N N

o]

| | | (o
[ (k=] o |
LA

-

Phone: Select to set the following configurations for Phone_1 or Phone_2. When phone1 is selected,
the following set media codec will be applied to phone_1.

T.38: T.38 relay is a way to permit faxes to be transported across IP networks between existing fax
terminals. Click Enable to allow transmission of fax over IP network between two fax machines. If T.38
is disabled, the analog fax signal is transmitted as the normal audio data. If T.38 relay is enabled, the

fax signal is converted to T.38 signal.

» G.711u-Law: It is a basic non-compressed encoder and decoder technique. u-LAW uses pulse
code modulation (PCM) encoder and decoder to convert 14-bit linear sample.

» G.711A-LAW: It is a basic non-compressed encoder and decoder technique. A-LAW uses
pulse code modulation (PCM) encoder and decoder to convert 13-bit linear sample into 8-bit

value.

» G.729: It is used to encoder and decoder voice information into a single packet which reduces
the bandwidth consumption.

» G.726: Itis an |TU-T ADPCM speech codec standard covering the transmission of voice at rates

of 32kbit/s.
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Advance section equipment the users with the ability to do some advanced settings to each phone port.
Go on to see.

*VolP Advanced

Advanced

Region USA-United States ¥
Phaone 1 r

Silence Suppression(VAD) ® Enable Disable
Echo Cancellation ®' Enable Dizable
DTMF Transport Mode RFC2833 v

Listening Volume 0 db (-6~6)
Speaking Volume 0 db (-6~6)

| Save

Region: Select the exact region from the drop-down menu to adjust the phone custom in the exact
region, like ring tone, busy tone, dial tone, etc, as different regions may have different phone using
traditions. The setting is to be applied to both phone 1 and phone 2.

Phone: Select the phone 1 or Phone 2 to have the following configurations applied to the phone.

Silence Suppression (VAD): Enable to minimize the use of bandwidth by automatically decreasing
transmission of background noise when the device detects on voice input by the user on the phone.

Echo Cancellation: Enable to cancel echo for the other side in communication so as to make a clear
listening environment. In order to avoid the other side in communication hearing the echo, please
enable echo cancellation.

DTMF Transport Mode: Select the DTMF mode.
Listening Volume: Adjust the volume of listener, -6 to 6, from lowest to highest.
Speaking Volume: Adjust the volume of microphone; -6 to 6, from lowest to highest.
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Speed Dial

Speed Dial comes at hand to store frequently used telephone number(s) that you can press set ‘speed
dial number’ instead of the exact dialing-out number on the phone keyboard to make a quick dialing.

Ir:onﬂgura!_ion ;“’\f -

> Speed Dial

Index 0
Fhone 1 v
Speed Dial Mumber

Fhone Mumber

Save ]

Speed Dial List

Index Phone Speed Dial Mumber Phone Mumber Edit Drop
0 M = (%)
9 MIA g (%)
2 MIA = 0
3 hIA 24 (%)
4 M # (%]
5 MIA Fag (%)
g M = (%)
7 MIA g (%)
8 A = (%)
g MIA g (%)

Index: The index to mark the speed dial number mapping, 0-9.

Phone: Select Phone 1 or Phone 2 to have your set speed dial number applied to the phone. If phone
1 is selected, your set speed dial number is about to be applied to phone 1.

Speed Dial Number: Set an easily remembered and simple number to replace the Phone number, it
can be a sequence in varying length from 0, 1, 2, 3, 4, 5, 6, 7, 8, and 9 *. #, but note * or # must be
included in the sequence.

Phone Number: The complete destination number

Example: Save phone number 83455301 to the speed dial list.
Iljonﬂgur'aunn s“&‘ .

* Speed Dial
Index 0
T
Speed Dial Mumber f._3131#
Phone Number ,8345:‘301

Save |
Speed Dial List
Index Fhane Speed Dial Number Phone Mumber Edit Drop
0 1 3012 83455301 P2 (%]
1 T4, = 0
2 NI F:g %)
3 NJA g (%]
4 NI = (]
5 /A = @
8 NiA F:g (]
7 /A g @
8 NiA g [ ]
g IiA = 0
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When you want call 83455301 through phone 1, you can simply dial 301# to make your desired call.
Call Features

Call Features provides users with some advanced phone characteristics, including Call waiting,
Conference Call, etc.

Ii.‘.unﬁgm ation A Q\? .

*Call Features

Phone 1

Call Waiting ® Enahle Dizahle
Conference Call ® Enable Disable
Anaryrmous Call Enable '® Dizsable
Distinctive Ring Enahle "® Disable

Vertical Service Code (VSC)

Pass WBC to Softswitch Enahle '® Disable
Return Call{Dial numhber: *69) ® Enable Disable
Redial{Dial number: *68) ® Enahle Disable
Dion't Disturb{Enable: *78, Disable: *79) ® Enahle Disable

Save

Phone: Select the phone 1 or Phone 2 to have the following characteristics applied to the phone.

Call Waiting: Enable to activate Call Waiting feature. When you are busy on a call with, for example, A,
and another call comes in, B, while the Call Waiting feature is enabled, you can hear a hint sound
indicating there is another call in for you to decide to answer B by pressing the “flash” button on the
phone to keep the original call with A.

Conference Call: Enable to allow 3-way conference call. Please note, only 3 parties are allowed
(device, A, and B).

Anonymous Call: This feature enables you to restrict your phone number from displaying to the
called party. When enabled, your phone number will be withheld and not be revealing to the called

party.

Distinctive Ring: This call feature is only available from a VoIP Service Provider which enables each
telephone number to have a distinctive ring sound.

Note: Before enabling this feature, please consult with your VolP Service Provide to be sure it can be supported.

There is a ringtone list available in the BIiPAC 6300VNP, after enabling this feature, your BiPAC
6300VNP will adapt a specific ring pattern on the list requested by your VoIP Service Provider for a
specific telephone number.

When it is being disabled, all income calls will adapt the default ringtone for all telephone lines.
Pass VSC to Softswitch:

» Enable to pass VSC(Vertical Service Code) to the SIP server of ITSP which allows the SIP
server to handle all its unique calling features such as Return Call, Call Redial, Don’t Disturb,
etc. Under this circumstance, users need to pay for such service, please ensure you check with
your SIP provider for more information.

» Disable to let the BIPAC 6300VNP to handle all available call features.
Return Call (Dial number: *69): Dial *69 to redial the latest incoming call number.
Redial (Dial number: *68): Dial *68 to redial the latest outgoing call number.
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Don’t Disturb (Enable: *78, Disable: *79): Press *78 to enable Don’t Disturb feature so as to make it
not ring when a call comes in; while press *79 to disable Don’t Disturb feature, if a call comes with a
ringing indication.
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Example: How to establish 3-way conference call

Mark sy
Bill b
Ve |
L =
SE
Larry

Case 1: Bill and Larry are talking. Bill wants to invite Mark to join a conference call.

Step — 1: Billy and Larry are discussing on the phone. Bill tells Larry that he wants to set up a conference call
with Mark.

Step — 2: Bill presses flash (hold original call), and Bill hears the dial tone.
Step — 3: Bill calls Mark. Bill and Mark are on a new call.

Step — 4: Bill tells Mark that Mark is invited to join a conference call.

Step — 5: Bill presses flash (hold new call) and return to original call.

Step — 4: Bill tells Larry that Mark is on the phone.

Step — 6: Bill presses flash again to merge all 3 calls.

Step — 7: Bill, Larry and Mark hold a 3-way conference call from now on.

Case 2: When Bill and Larry are talking on the phone, Bill received a phone call from Mark. Bill decided
to ask Mark to join the conference call.

Step — 1: Bill and Larry on a call, then Mark dials Bill and Bill hears a waiting tone.

Step — 2: Bill presses flash and picks up the call waiting call.

Step — 3: Bill tells Mark that he and Larry are talking on the phone; they can have a conference call.
Step — 4: Bill presses flash to hold the call with Mark and return to original call with Larry.

Step — 5: Bill tells Larry that it is Mark and he wants to set up a conference with Mark.

Step — 6: Bill presses flash again to merge all 3 calls.

Step — 7: Bill, Larry and Mark hold a 3-way conference call from now on.
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Device Management

Device management offers users a way to change the embedded web server accessing port, default
80. User can change the http port to 8080 or something else here.

A
ICDHﬂgLII'ﬁﬁDI’I l“}[“_ !

~ Device Management
Embedded Web Server
HTTF Fort |BD iuThe HTTF portnumberis 80.)

Save
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SNMP

Simple Network Management Protocol (SNMP) is a protocol used for exchanging management
information between network devices. SNMP is a member of the TCP/IP protocol suite. BiPAC
6300VNP serves as a SNMP agent which allows a manager station to manage and monitor the router
through the network.

IC.)nﬂgura:ion km .

* SHMP

SHIP O ctivated @ Deactivated
Get Community

Set Community

Trap Manager IP 0000

SNMPV3

SHIPE O Enable @ Disable
Usemame

Access Fermissions | Read Only

Authentication Pratocal ik

Authentication Key . ((B~21 characters)
Privacy Pratocal DES ¥ |

Privacy Key I(8~31 characters)

| Save

SNMP: Select to enable SNMP feature.

Get Community: Type the Get Community, which is the password for the incoming Get-and-GetNext
requests from the management station.

Set Community: Type the Set Community, which is the password for incoming Set requests from the
management station.

Trap Manager IP: Enter the IP of the server receiving the trap message (when some exception occurs)
sent by this SNMP agent.

SNMPv3: Enable to activate the SNMPV3.
User Name: Enter the name allowed to access the SNMP agent.

Access Permissions: Set the access permissions for the user; RO--read only and RW--read and
writer.

Authentication Protocol: Select the authentication protocol, MD5 and SHA. SNMP agent can
communicate with the manager station through authentication and encryption to secure the message
exchange. Set the authentication and encryption information here and below.

Authentication Key: Set the authentication key, 8-31 characters.
Privacy Protocol: Select the privacy mode, DES and AES.
Privacy Key: Set the privacy key, 8-31 characters.
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Universal Plug & Play

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control
and data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding much
easier by letting the application control the required settings, removing the need for the user to control
advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows ME natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

Configuration QSC‘ .
I onngura X —

~ Universal Plug & Play
UPnP @ activated O Deaclivated

Auto-configured O Activated @ Deactivated (by UPnP-enabled Application)

Save |

UPnNP: Select this checkbox to activate UPnP. Be aware that anyone could use a UPnP application to
open the web configuration’s login screen without entering the BiPAC 6300VNP' IP address

Auto-configured: Select this check box to allow UPnP-enabled applications to automatically
configure the BIPAC 6300VNP so that they can communicate through the BIPAC 6300VNP, for
example by using NAT traversal, UPnP applications automatically reserve a NAT forwarding port in
order to communicate with another UPnP enabled device; this eliminates the need to manually
configure port forwarding for the UPnP enabled application.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is especially
useful for hosting servers via your internet connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes from time
to time. This dynamic IP address is the WAN IP address of the router, which is assigned to you by your
ISP.

Here users can register different WAN interfaces with different DNS(es). But note that first users have
to go to the Dynamic DNS registration service provider to register an account.

IC-}nﬁguration ;“\1: .

* Dynamic DNS

Dynamic DNS O Activated @ Deactivated
Service Provider _www.d':.:'ndns.org [.d ynarmici i
Iy Host Mame

Usemame

Passwaord

‘Wildcard support Yes Mo

Period |5 |[Days) ]

Save

Dynamic DNS: Select this check box to activate Dynamic DNS.

Service Provider: Select from drop-down menu for the appropriate service provider, for example:
www.dyndns.org.

My Host Name: Type the domain name assigned to your BiPAC 6300VNP by your Dynamic DNS
provider.

Username: Type your user name.
Password: Type the password.
Wildcard support: Select this check box to enable DYNDNS Wildcard.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update when
your dynamic |IP address changes.
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Example: How to register a DDNS account
Note first users have to go to the Dynamic DNS registration service provider to register an account.

User test1 register a Dynamic Domain Names in DDNS provider http://www.dyndns.org/ .

DDNS: www.hometest.com using username/password test/test

Iljonﬂgura(ir}n A“‘\‘(&' .

T Dynamic DN S

Dynamic DNS ® Activated O Deactivated
Senvice Provider !:ww_w. dn dn 5. org_[-f:l _-,-:nam-ic‘._' v
i [wwhometestcom
Username Ejtest1_ o
Passwaord ;:....
Wildcard support Oves ®No
Period [25  |[Daye) 9

Save
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Access Control Listing allows you to determine which services/protocols can access BiPAC 6300VNP
interface from which computers. It is a management tool aimed to allow IPs (set in secure IP address)
to access specified embedded applications (Web, etc, user can set) through some specified interface
(LAN, WAN or both). User can have an elaborate understanding in the examples below.

The maximum number of entries is 16.

ICc!nfigura{iu:»n \ \ a\- .
Y s

v Access Control

Access Control @ activated O Deactivated
Access Control Editing

Rule Index E

Active @®ves ONo

Secure IP Address 0.00.0 ~10.0.00 (0.0.00~0000meansalllPs)}

Application ALL W

Interface L LAN v

Save Delete

Access Control Listing

Index Active secure IP Address Application Interface
1 Yes 0.0.0.0-0.0.00 ALL LAM
2 Yes 0.0.0.0-0.0.0.0 Ping VAN

Access Control: Select whether to make Access Control function available.
Rule Index: This is item number
Active: Select to activate the rule.

Secure IP Address: The default 0.0.0.0 allows any client to use this service to manage the BiPAC
6300VNP. Type an IP address range to restrict access to the client(s) without a matching IP address.

Application: Choose a service that you want to all access to all the secure IP clients. The drop-down
menu lists all the common used applications.

Interface: Select the access interface. Choices are LAN, WAN and Both.
By default, the “Access Control” has two default rules.

Default Rule 1: (Index 1), a rule to allow only clients from LAN to have access to all embedded
applications (Web, FTP, etc). Under this situation, clients from WAN cannot access the router even
from Ping.
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I Confguration i"\& .

= Accens Conmirol

87

Accass Cominck & sotvmine O Deacwated

ACCEES Control Edbng

Ruby indax 1 e

] Eves O

SEmune [P AB3EES oo = 00000 0000 =0000means 8l IPs)

AOpaCIbon T

Imerfaca LAt W

| Save l Dedeta

Accesn Control Listng

g Aty g IR AR Appicaion LTS
1 o5 ano06aa00 AL LAM
2 Y85 pooo-aa00 Fing WA

Default Rule 2: (Index 2), an ACL rule to open Ping to WAN side.

ICu)nﬁguralion 1‘\3‘_ -

*Access Control

Access Control ® activated O Deactivated
Access Control Editing

Rule Index [2 @

Active ®ves O

Secure [P Address |D.D.D.D HD.D.D.D |(D.D.D.U ~0.0.00means all IPs)
Application [Fing +|

Interface [WaN (a]

Access Control Listing
Index Active secure IP Address Application Interface
Yes 0.0.0.0-0.0.0.0 ALL LAM
2 Yes 0.0.0.0-0.0.0.0 Ping VAN
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Packet Filter

You can filter the packages by MAC address, IP address, Protocol, Port number and Application or
URL.

«» Packet Filter - IP & MAC Filter

ICDnﬂc_gue'ali-}n 1“}; -

* Packet Filter

Pachket Filter

Filter Type [IP & WAC Filter v

IP & MAC Filter Editing

Rule Index 1 |

Individual Active O ves O nNo

R Biackiist g

Interface [Lan v|

Direction [Both

Tipe [1Pva &)

Source |P Address 0.0.0.0 :lU.D.D.D means Dontcare)
Source Subnet Mask [0.0.00

Source Port Number 'D (0 means Don'tcare)
Destination IP Address :D.EI.D:D“ :lD.U.U.EI means Don't care)
Diestination Subnet Mask DEIDD -

Destination Port Mumber _D {0 means Dont care)

DSCP |0 (Value Range:0~64, 64 means Daont care)
Protocol | TCP \_(_-

Save Delete
IP 8 MAC Filter List

Zource IP{IPvE) Destination IP(IPYVE} Source MAC  Source

i psias e iace ) DHERn Addressillask(Prefic) AddressiMask(Prenix) Address Fort

Packet Filte

Filter Type: There are three types “IP & MAC Filter”, “Application Filter’, and “URL Filter” that user
can select for this filter rule. Here we set IP & MAC Filter.

Destination Port DSCP Protocol

IP & MAC Filter Editing

Rule Index: This is item number
Individual Active: Select Yes to activate the rule.

Action: This is how to deal with the packets matching the rule. Allow please select White List or block
selecting Black List.

Interface: Select to determine which interface the rule will be applied to.

Direction: Select to determine whether the rule applies to outgoing packets, incoming packets or
packets of both directions.

Type: Choose type of field you want to specify to monitor. Select “IPv4” for IPv4 address, port number
and protocol. Select “IPv6” for IPv6 address, port number and protocol. Select “MAC” for MAC
address.
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Source IP Address: The source IP address of packets to be monitored. 0.0.0.0 means “Don’t care”.
Source Subnet Mask: Enter the subnet mask of the source network.

Source Port Number: The source port number of packets to be monitored. 0 means “Don’t care”.

Destination IP Address: The destination IP address of packets to be monitored. 0.0.0.0 means
“‘Don’t care”.

Destination Subnet Mask: Enter the subnet mask of the destination network.
Destination Port Number: This is the Port that defines the application. (e.g. HTTP is port 80.)

DSCP: DSCP: Differentiated Services Code Point, it is recommended that this option be configured by
an advanced user or keep 0. (0 means Don't care.)

Protocol: Specify the packet type (TCP, UDP, ICMP, and ICMPVG6) that the rule applies to.

IP/IMAC Filter Listing

#: ltem number.

Active: Whether the connection is currently active.

Interface: show the interface the rule applied to.

Direction: show the direction the rule applied to.

Source IP (IPv6) Address/Mask (Prefix): The source IP address or range of packets to be monitored.
Destination IP (IPv6) Address/Mask (Prefix): This is the destination subnet IP address.
Source MAC Address: show the MAC address of the rule applied.

Source Port: The source port number of packets to be monitored.

Destination Port: This is the Port or Port Ranges that defines the application.

DSCP: show the set DSCP.

Protocol: It is the packet protocol type used by the application. Select either TCP or UDP or ICMP or
ICMPv6
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/7

% Packet Filter - Application
Filter

Configuration Q\“r‘ .
Jeors ; .

* Packet Filter
Packet Filter
Filter Type | Application Fiter

Application Filter Editing

Application Filter O activated @ Deactivated
Ica @ allow O Deny
MSh @ allow © Deny
¥YMSG ® aliow O Deny
Real Audio/Video(RTSP) ® anow O Deny
Save

Application Filter: Select this option to Activated/Deactivated the Application filter.
ICQ: Select this option to Allow/Deny ICQ.

MSN: Select this option to Allow/Deny MSN.

YMSG: Select this option to Allow/Deny Yahoo messenger.

Real Audio/Video (RTSP): Select this option to Allow/Deny Real Audio/Video (RTSP).

< Packet Filter - URL Filter

ICanfigura:i-)n ;“‘}E .

 Packet Filter

Packet Filter

Filter Type LIRLF|Iter v'_'
URL Filter Editing
URL Filter @ Activated O Deactivated
URL Filter Rule Index [1¥]
Individual Active @ ves O
URL (Host) :_:-»;w'-fv:_,-'aﬁo-:.cum
URL Filter Listing
Index Active URL
1 Yes wwwyahoo com

URL Filter: Select Activated to enable URL Filter.
URL Filter Rule Index: This is item number.

Individual Active: To give control to the specific URL access individually, for example, you want to
prohibit access to www.yahoo.com, please first press Activated in “URL Filter” field, and also Yes in
“Individual Active” field; if some time you want to allow access to this URL, you simply select No in
individual active field. In a word, the command serves as a switch to the access of some specific URL
with the filter on.

URL (Host): Specified URL which is prohibited from accessing.
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CWMP (TR-069)

CWMP, short for CPE WAN Management Protocol, also called TR0O69 is a Broadband Forum technical
specification entitted CPE WAN Management Protocol (CWMP). It defines an application layer
protocol for remote management of end-user devices. It defines an application layer protocol for
remote management of end-user devices.

As a bidirectional SOAP/HTTP based protocol it can provides the communication between customer
premises equipment (CPE) and Auto Configuration Server (ACS). It includes both a safe configuration
and the control of other CPE management functions within an integrated framework. In the course of
the booming broadband market, the number of different internet access possibilities grew as well (e.g.
modems, routers, gateways, set-top box, VolP-phones).At the same time the configuration of this
equipment became more complicated —too complicated for end-users. For this reason, TR-069 was
developed. It provides the possibility of auto configuration of the access types. Using TR-069 the
terminals can get in contact with the Auto Configuration Servers (ACS) and establish the configuration
automatically and let ACS configure CPE automatically.

=}
ICemigura{iun ;“}E .

 CVWMP (TR-069)

CWMP O activated @ Deactivated
ACS Login Information

URL

Username

Password
Connection Request Information
Path

Username

Passward
Periodic Inform Config
Periedic Inform Activated Deactivated

Interval 5000

CWMP: Select activated to enable CWMP.

ACS Login Information

URL: Enter the ACS server login URL.
User Name: Specify the ACS User Name for ACS authentication to the connection from CPE.

Password: Enter the ACS server login password.

Connection Request Information

Path: Local path in HTTP URL for an ACS to make a Connection Request notification to the CPE.
Username: Username used to authenticate an ACS making a Connection Request to the CPE.

Password: Password used to authenticate an ACS making a Connection Request to the CPE.
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Periodic Inform Config

Periodic Inform: Select Activated to authorize the router to send an Inform message to the ACS
automatically.

Interval(s): Specify the inform interval time (sec) which CPE used to periodically send inform
message to automatically connect to ACS. When the inform interval time arrives, the CPE will send
inform message to automatically connect to ACS.
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Parental Control

With this feature, router can reject to provide Internet services to the specified computer during some
specified time interval. This can be very useful for parents to give control to children using computer
without restraint.

Il?u}nﬂgurati&n ;“EE .

~ Parental Control

Farental Control O activated & Deactivated
MAC Address [00:00:00:00:00:00 | O erawsers MAC Address
Black Schedule [Aways

Save

MAC Address: Type the MAC address(es) you want to block to access the internet (access to the
router is sustained). The format of MAC address could be: xx:xx:xx:xx:xx:xx . If you want to set
restriction to the Browser PC, you can directly check the checkbox of Browser's MAC Address.

Block Schedule: Select a timeslot throughout which the above set MAC is restricted to access
internet. See Time Schedule to set the exact timeslot.

IConﬂc_lura{iorl .u\{ -

Parental Control

Parental Control &) sctivated O Deactivated
M&C Address | * ' Browsers MAC Address
Block Schedule [TimeSlat1 |

Timeslot1 at Time Schedule:

ICaniguraiiDn A \i\.‘ .

¥ Time Schedule

Time Index [0 =

MName ?ﬁmeéléﬁ
Mon. Tues. VWed. Thur, Frk Sat. Sun.

Day of Week 1 ] d [ [
[o%:00 | [oo:o0 | [ooon | [oc:on | [oo:00 | [oo:00 | [o0:00 |
[2400 | [18:00 [oo:oo | [oo:00 | oo00 | 00:00 | loooo |
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SAMBA & FTP Server

Samba and FTP are served as network sharing.

ICu)nﬁgLu'atil}n 5“*\[" .

* SAMBA & FTP Server
SAMBA

SAMBA Server ® Adtivated O Deactivated
Wark Group ” yroup

Net BIOS Name [sambasur

FTP

FTP Server ® Activated O Deactivated
FTP Server Part [21

SAMBA Server: Activated to enable SAMBA sharing.

Work Group: The same mechanism like in Microsoft work group, please set the Work Group name.
NetBIOS Name: The sharing NetBIOS name.

FTP Server: Activated to enable FTP sharing.

FTP Server Port: Set the working port. Well-known one is 21. User can change it.

SAMBA/FTP login account:

» Default user: admin/admin, it is the administrative user and a super user, it has the full

authority of SAMBA /FTP access and operation permission of objects in SAMBA and FTP
server.

» New user: users can create new user(s) to grant it (them) access and permission to the
SAMBA & FTP server.

Please see User Management.
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Example: How to setup Samb

1. Go directly to Start > Run (enter \192,168,1,254 (from LAN side), \SambaSvr , but if you enter
\\SambaSvr, please be sure your working PC is in the same workgroup as set in the samba server set
above.)

7% 11192.168.1.254

r
- See more results

11192.168.1.254 x| | Shutdown | » |

2. Enter the Username and password.

vindons s T Tt

Enter Network Password
Enter your password to connect to: 192.168.1.254

ll._lrer name |

| | Pazsword |
Domain: YTT-PC

| Remember my credentials

@' Logon failure: unknown user name or bad password.

| ok || cancel |

3. Users can browse and access USB storage.

) X
—— 5 s }'-_—-.Iﬂn

Gm—""‘ b Melwoih b wambnSer b Semba Sham b w [y [ Eevmtt St tham D
R

|F1'h M Vew. Took Hop
Oegunice v liew fokder gx-d @

£ Favesiei

4 Libranes b ikl L

N Computer
B Losnl Dok £
(e el Didke ()
(a Lecal D ()
s Lol D [F)

¥l Hrtweck

r 2 gEma Dfling statut Cobne

- ainkty R vislabic
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Example: How to setup FTP :

1. Access via FTP tools

Take popular FTP tool of FlashFXP for example:

1) Open FlashFXP

2) Create ftp sites (LAN IP / WAN IP, 192.168.1.254, and set the account, port).
3) Connect to the fip site.

A 192, 166, 1. 254 FlashFEF Ewaluation Copw

Sysgren Fales Qpliegni Puaus Cessands Teeli [areclesy Yaoew [Halp
- - - € ¢ £3 [ A
sp X & G Y |
7 Saglant! - | Hg 4 Ci\Documents and SebbingsiAll Boarshpplicalion Data kS
| - [ ]

Hame Bire Dats Atirik [T ¥ Sire Madifiad o

L Parant Diresvory L Parann Birasvery

ydaw 0 DI 1=ZE V02 drwar =z =% ) ¥0iake 200I=0-1T .02

yuzbl 1 B 1970=1=1 drwrrwarwi ) 3E0ED 2003=1=22 13:01
) kdake S0II=5=16 10°04
CpAdabe Sxeteas AMIL=5-22 11°50
__JBaidn IE=12=18 10:27
CJRanfeng ME-0-T 12714
) FlazhFIF II=5=13 11:36
) FLEDnat 0II=4=28 15°13
okl STAFE MOiI-4-78 14 78
L JFingzaft AIF-10-31 1404
jLingees 2010-4-28 15.50
i eroseft 2010-11-21 12:56
lorills 2012-8-20 11:01
JFersist 2012-3-30 B.44
/O et 01-10-18 14:43
S SE-E=20 1T
Gl 20I2=1=01 1T:08
e Suguuleplarar 201I=12=26 15200 =3

0 Filer, 7 Faldere, ? Tatal (0 hytex) 0 Filez, 75 Falderz, 75 Tatal 0 hytez (45 43 G Free) .
102, 188 1 754 Lecal Brower

Hume Turgeh Size Kemark fﬁ zi[-im )
IL] F¥D
[L] 257 “fiapfant™ it the cerrint wverking dirsctary
[L] TIPZ &
[L] D00 Tranifer Lypa changed Lo ASTIL
[L] FRs¥
[L] 237 Entering Fassive Bede (182, 188 1, 254, 307 28)
[L] Opesing data connsctien TP 162 LER | 254 FORT: S3018
[L] 1LE5T =ud
[L] P50 ASCIT dabe comneciies silablosbad
IL] 238 Bireeicry list has been submitted
(LL) List Complets: 108 bytes in 0 80 gezand 0 | ERFc) )

Idie. [N:20)

2. Web FTP access
1) Enter ftp://192.168.1.254 at the address bar of the web page.

2) Enter the account's username and password.
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Internet Explorer e S|

? To log on to this FTF server, type a user name and password.,

FTP server: 192, 168.1.254

User name: |
Password;

After you log on, you can add this server to your Favorites and return to it easily.

[| Log on anonymously

[ Log On ][ Cancel
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Maintenance equipments the users with the ability of maintaining the device as well as examining the
connectivity of the WAN connections, including User Management, Time Zone, Firmware &
Configuration, System Restart, and Diagnostic Tool.

Maintenance

User Management

User Management controls the Router Web GUI permission, FTP/SAMBA access to the specific
account.

In factory setting, the default accounts are admin/admin and user/user. The default root account
admin has been authorized to web access of router, Samba access, and FTP access. user/user is
equipment with limited access (specified by advanced users with admin account) to router web, and
FTP/SAMBA . A total of 6 other accounts can be created to grant access to the access of Samba and
FTP and web page (need to be specified).

Note: Please go to SAMBA & FTP Server to re-activate FTP and SAMBA server to enable the changes
to the FTP and SAMBA account set here.

%  Admin / Admin
admin/admin is the root account provided by our router.

I':unrigurazi-}n ; WE .
A -

*User Management

User Account

Index [1&
Username |admin
Mew Password [#enee
Confirm Password senee

FTP Authority Setup

FTP Access (& Enable  Disable

Fermission & ReadMirite Read

SAMBA Authority Setup

SAMBA Access & Enahle Disahle

Permission & Readmrite  Read

**Please restart the Storage sewver afier config changed*™

Save Celete

User Account List

#  UserName FTF Access FTP Permission SAMBA Access SAMBA Permission

% admin Enable Read/\Vrite Enable Read/\rite

2 user Disable Read Disable Fead
User Setup

Index: User account index, total is 8.
User Name: Users can create account(s) to give it (them) access to SAMBA and FTP.
New Password: Enter a new password for this user account.

Confirmed Password: Re-enter the new password again; you must enter the password exactly the
same as in the previous field
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Permission: Set the operation permission for the user, Read/Write or Read.

FTP Authority Setup

FTP Access: Enable to grant the user access to the FTP server.

SAMBA Authority
SAMBA Access: Enable to grant the user access to the SAMBA server.

Permission: Set the operation permission for the user, Read/Write or Read.

Web GUI Permission

Login using the Administrator account, you will have the full accessibility to manage & control your
BiPAC 6300VNP device and can also create user accounts for others to control some of the open
configuration settings.

*Status 00000000 |
QuickStart 000 |
rinterface Setup
rAdvanced Setup
VolP

rAccess Management
+Maintenance
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% User/ User and/or Adding additonal user accounts

Il_ onfiguration A“‘c‘ .

T User Management

User Account

Index 2 v
Username ;f.'.s_e_[.
MNew Passwaord é-l.ao
Confirm Password i.o.ao

FTP Authority Setup

FTF Access O Enable & Disable
Permission O Readiwrite @ Read
SAMBA Authority Setup

SAMBA Access O Enable & Disable
Fermissian ) Readitrite &) Read

Web GUI Permission

Guest Account ) Enable & Disable
Interface Setup & Enable O Disahle
Advanced Setup & Enable O Disahle
YaIP Setup () Enable & Disable
Access Management ® Enable O Disable
Iaintenance ) Enable & Disable
**Please restart the Storage server after config changed™*

ED

User Account List

# UserMame FTF Access FTP Permission SAMBA Access SAMBA Fermission
1 admin Enahble Read/Write Enahle Read/Write
2 user Disable Fead Disable Fead

Index: User account index, total is 8.
User Name: Users can create account(s) to give it (them) access to SAMBA and FTP.
New Password: Type the password for the user account.

Confirmed Password: Type password again for confirmation.

FTP Authority Setup
FTP Access: Enable to grant the user access to the FTP server.

Permission: Set the operation permission for the user, Read/Write or Read.

SAMBA Authority

SAMBA Access: Enable to grant the user access to the SAMBA server.

Permission: Set the operation permission for the user, Read/Write or Read.
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Guest Account: A pre-set guest account setting granted with Interface Setup, Advanced Setup,
Access Management access. Enable to have access to Interface Setup, Advanced Setup and
Access Management or disable to set the specifics yourself.

Interface Setup: Enable to allowing access to Interface Setup with this account.

Advanced Setup: Enable to allowing access to Advanced Setup with this account.

VOIP Setup: Enable to allowing access to VolP Setup with this account.

Access Management: Enable to allowing access to Access Management with this account.

Maintenance: Enable to allowing access to Maintenance with this account.

When customers use the “user” account to login to the router, they are offered with only configuration
items set in Web GUI Permission.

*Stawus 000000
vinterface Setup
rAdvanced Setup
r Access Management

Web GUI Permission

Guest Account () Enahle O Disable

(Configuration items shown when “user” account uses Guest account on Web GUI Permission)
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The router does not have a real time clock on board; instead, it uses the Simple Network Time Protocol
(SNTP) to get the current time from an SNTP server outside your network. Choose your local time
zone. After a successful connection to the Internet, the router will retrieve the correct local time from
the SNTP server you have specified. If you prefer to specify an SNTP server other than the default,
simply enter its IP address as shown above. Your ISP may provide an SNTP server for you to use.

Iu:onﬁgur'aaion iu\i‘ .

*Time Zone

Time Zone

Current Date/Time Tue Aug 27 05:46:54 2013
Time Synchronization
@ NTP Server

Synchronize time with O PCs Clock
O ldanually
Time Zone {GWT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London v
Daylight Saving © Enabled @ Disabled
MTP Server Address |0.0.00 |(0.0.0.0: Default Value)

Save

Synchronize time with: Select the methods to synchronize the time.
» NTP Server automatically: To synchronize time with the NTP server.
» PC’s Clock: To synchronize time with the PC’s clock.
» Manually: Select this, user need to set the time yourself manually.

Time Zone: Choose the time zone of your location. This will set the time difference between your time
zone and Greenwich Mean Time (GMT).

Daylight Saving: Select this option if you use daylight savings time.

NTP Server Address: Enter the IP address of your time server. Check with your ISP/network
administrator if you are unsure of this information.
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Firmware is the software that controls the hardware and provides all functionalities which are available
in the GUI. This software may be improved and/or modified; your BiPAC 6300VNP provides an easy
way to update the code to take advantage of the changes. .

Firmware & Configuration

To upgrade the firmware of BIPAC 6300VNP, you should download or copy the firmware to your local
environment first. Press the “Browse...” button to specify the path of the firmware file. Then, click
“Upgrade” to start upgrading. When the procedure is completed, BiPAC 6300VNP will reset
automatically to make the new firmware work.

IColrﬁgul ation . \ i \\‘ .
A o

TFirmware & Configuraiton

Upgrade & Firmware ‘:?Cnnﬂguratinn

Systern Restart with & current Settings ) Factory Default Settings
Fila [ Browss... |
Backup Configuration [@]

Status

It might take several minutes; don't power off itduring Upgrading. Device will restart after the upgrade

Upgrade

Upgrade: Choose Firmware or Configuration you want to update.

System Restart with:

» Current Settings: Restart the device with the current settings automatically when finishing
upgrading.
» Factory Default Settings: Restart the device with factory default settings automatically

when finishing upgrading.
File: Type in the location of the file you want to upload in this field or click Browse to find it.

Browse: Click Browse... to find the configuration file or firmware file you want to upload. Remember
that you must extract / decompress / unzip the .zip files before you can upload them.

Backup Configuration: Click Backup button to back up the current running configuration file and
save it to your computer in the event that you need this configuration file to be restored back to your
BiPAC 6300VNP device when making false configurations and want to restore to the original settings.

Do you want to open or save romfile.cfg (355 KB) from 192.168.1.2547 Open Save o Cancel

UPGRADE: Click UPGRADE to begin the upload process. This process may take up to two minutes.
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Ir:onnguralion i“‘\g_ !

T FArmware Upgrade

File upload succeeded, starting flash erasing and programming!!

Progress [HHTHI

Percent |1 8 &

DO NOT turn off / power off the device or interrupt the firmware upgrading
while it is still in process. Improper operation could damage your BiPAC
6300VNP.
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Click System Restart with option Current Settings to reboot your router.

System Restart

ICDnﬁguration
v System Restart

@ current Settings
System Restart with FL =
(.} Factory Default Settinags

If you wish to restart the router using the factory default settings (for example, after a firmware upgrade
or if you have saved an incorrect configuration), select Factory Default Settings to restore to factory

default settings.
You may also restore your router to factory settings by holding the small Reset pinhole button on the
back of your router in about more than 6s seconds whilst the router is turned on.
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Diagnostics Tool

The Diagnostic Test page shows the test results for the connectivity of the physical layer and protocol
layer for both LAN and WAN sides.

EWAN:

\
IConﬂguration i“‘\g !

* Diagnostic Tool

WAN Interface [EWAN ¥
Testing Ethernet LAN Connection HiA
Ping Primary DNS ( 218.2135.1 ) Hin
Fing www.gooale com Hik
Ping other IP Address (O Yes @ No HiA

Click START to begin to diagnose the connection.

Itnnﬁguratmn L“\‘E:! .

¥ Diagnostic Tool

WAN Interface [EWAN v
Testing Ethernet LAN Connection PASS

Ping Primary DNS (218.2.135.1) PASS

Fing www.gooale com PASS

Ping other IP Address O'ves &nlo Skipped
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Chapter 5: Troubleshooting

If your BIPAC 6300VNP is not functioning properly, you can refer to this chapter for simple
troubleshooting before contacting your service provider support. This can save you time and effort but
if symptoms persist, consult your service provider.

Problems with the Router

Problem Suggested Action

None of the LEDs is on when you turn | Check the connection between the router and the
on the router adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.
You have forgotten your login Try the default username "admin" and password
username or password "admin". If this fails, you can restore your router to its
factory settings by pressing the reset button on the
device rear side.

Problem with LAN Interface

Problem Suggested Action

Cannot PING any PC on LAN Check the Ethernet LEDs on the front panel.

The LED should be on for the port that has a PC
connected. If it does not lit, check to see if the cable
between your router and the PC is properly
connected. Make sure you have first uninstalled your
firewall program before troubleshooting.

Verify that the IP address and the subnet mask are
consistent for both the router and the workstations.
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Recovery Procedures

Problem Suggested Action
- The front LEDs display incorrectly 1. Power on the router, once the Power LED lit red,
- Still cannot access to the router please press this reset button using the end of paper

management interface after pressing the| ¢|i; or other small pointed object immediately.
RESET button.

- Software / Firmware upgrade failure 2. The router’s emergency-reflash web interface will

then be accessible via http://192.168.1.1 where you
can upload a firmware image to restore the router to
a functional state, Please note that the router will
only respond with its web interface at this address
(192.168.1.1), and will not respond to ping request
from your PC or other telnet operations.
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Appendix: Product Support & Contact

Most problems can be solved by referring to the Troubleshooting section in the User’s Manual. If you
cannot resolve the problem with the Troubleshooting chapter, please contact the dealer where you
purchased this product.

Contact Billion

WORLDWIDE

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/98, Windows NT, Windows 2000, Windows ME, Windows XP, and Windows Vista are registered
Trademarks of Microsoft Corporation.
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This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

Federal Communication Commission Interference Statement

+ Reorient or relocate the receiving antenna.
¢+ Increase the separation between the equipment and receiver.

¢+ Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

¢+ Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference

(2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate this equipment. . This device and its antenna(s) must not be
co-located or operating in conjunction with any other antenna or transmitter.

Co-location statement

This device and its antenna(s) must not be co-located or operating in conjunction with any other
antenna or transmitter.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator &
your body.
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