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NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e  Connect the equipment into an outlet on a circuit different from that to which the receiver is
needed.

e  Consult the dealer or an experienced radio/TV technician for help.

(15.21)
Warning: Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user authority to operate the equipment.

15.19 (a)(3)

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

The user manual or instruction manual for an intentional or unintentional radiator shall caution the user that
changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment.

To comply with FCC RF exposure compliance requirements, a separation distance of at
least 20 cm must be maintained between the antenna of this device and all persons.

This Transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter

CAUTION

It is the responsibility of the installer to ensure that when using the outdoor antenna kits

in the United States (or where FCC rules apply), only those antennas certified with the

product are used. The use of any antenna other than those certified with the product is
WARNING  expressly forbidden in accordance to FCC rules CFR47 part 15.204.
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1.Product Overview

The MicroView Network Management System (MNMS) is used to configure and
manage wireless networks of MicroView nodes. MicroView NMS has been designed to
provide network administrators with a comprehensive and simple way to control and
configure their network nodes.

1.1. Compatibility and Requirements
The MicroView NMS software operates on any PC or MAC supported by Java.
That is any version of Microsoft Windows (98/ ME/ 2000/ NT/ XP) or GNU/ Linux.

1.2. MicroView NMS Features

e Optimized communication protocol between MicroRed’s software and MicroView
NMS featuring high levels of interactivity. Additionally an advanced encryption
scheme can guarantee secure configuration and monitoring of MicroRed nodes.

e FEasy wizard based configuration of MicroRed Hot-Spot.

e Easy WISP Configuration Wizard.
New graph-based statistics providing real time bandwidth utilization per network
interface.

e New robust network topology display.
Built-in Multi Router Traffic Grapher (MRTG) support.

1.3. MicroRed Features
Advanced fault tolerant mechanisms guaranteeing node stability.
Advanced HotSpot functionality.
Web Redirect (Universal Access Method)
MAC Authentication
Bandwidth Management
User Information and Radius Statistics
Walled Garden
Advertisement URLs
Configurable redirection page
Multiple bridged high speed interfaces
Administration MAC
Radius Attributes Support
e WAN Interface configuration (PPPoE, PPTP)
DHCP leases information added
e Wireless Functionality
Advanced Wireless Security (WPA, 802.1x)
Wireless to wireless traffic filtering
MAC address spoofing
Advanced Firewall functionality
NTP (Network Time Protocol) service

1.4. MicroView NMS Installation Guide
For a Windows installation, double click the MICROVIEW_vX_setup.exe installer
and follow the prompts. The installer comes bundled with jrel.4, so you do not
have to pre-install it.
For a Linux or Macintosh installation, unzip the MNMSvX jars.zjp file and launch
the application as java —jar MNMSvX.jar from the current directory. JRE (v1.4)
must be preinstalled.
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2.MicroView NMS

If your goal is to deploy several wireless access points in one system, central management
is recommended. Even if you plan to begin with a smaller network, but expect to expand in
the future, a centrally managed system should be considered. The MicroView Network
Management System (MNMS) provides an effective, turnkey management solution that
covers the needs of most users.

Using MNMS you can:

Manage access points and devices on the wireless network

Configure network nodes, polling settings, and other parameters
Load and save network configurations

Configure and view network topology

Auto-discover available nodes

Analyze network traffic using the Multi Router Traffic Grapher (MRTG)

2.1. Overview of MNMS Interface
The user interface utilizes typical drop down menus, short cut menus (right click)
and tabbed/ sub-tabbed panes inside the main window.

MNMS Main Window

The MicroView NMS window is a graphical user interface that facilitates viewing,
configuring and monitoring your wireless network. The interface includes a
typical main menu, tabbed panes containing graphical and textual information
and shortcut menus that allow you to navigate to other windows, tabs and dialog
boxes.

File Tools Liilities Help
| Metwark Topology [ Crevice List
QW XA K
(3 MicroRed
Status of node MicroRed:  Firmware ersion: l:l Key Level: l:l
Up Time (ebhimizy. [0:0:0:0 Microview Connectivity:
\Profile loaded succesfully

Figure 1. MNMS Main Window
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Main Menu
The MicroView NMS window features a menu system with four main menu
headings: File, Tools, Utilities and Help.

Tools | Utilities  Help

ﬁ View Topology
——  Add New Node =

License Manager

%- @ Discovery Manager

Figure 2. MINMS Main Menu System

Tabbed Panes

The main body of the MNMS window displays information in tabbed panes. When
MNMS starts the Network Topology tab is available. This tab contains three
information panes: the Topology Map, the Registered Node List and the
Node Status pane.

File Tools LUWilities Help

& 5 M

| Advanced Configuration of node: " MicroRed-Fi" |

| Coanfiguration [ Statistics ] System FProperies ]
Metvork

Wiraless Dynamic Routing Firennrall AT Cns Semices DHCP AR | WLAR HotSpot

IP Configuration
| Interface Configuration Static Routing |
I

Figure 3. MNMS Tabbed Panes

Node Shortcut Menu

Many other functions are accessible via the Node Shortcut Menu, which
includes the following items: GUI-Node Connectivity Settings, Open Status
Window, Advanced Node Configuration, Save Configuration, Unlock,
Back Up, FW Upgrade, Reboots, Current Throughput, WISP Easy Wizard
(WEW) and Remove. From the Node Shortcut Menu you can access additional
tabbed windows used in configuring and monitoring the network.

| GuINode connectivity Settings |
Open Status Window
Advanced Hode Configuration

Save Configuration

Back Up 3
Unlock 3
FW Upgrade

Rehoot

Restore Defaults

Current Throughput

WISP Easy Wizard (WEW)

Remove

Figure 4. Node shortcut Menu

MicroRed & MicroView NMS User Manual v1.0 Page 10




o3

2.1.1. MicroView NMS Main Menu

Using MNMS menus you can manage system profiles, implement tools to
discover, add and view nodes, launch utilities and access help information. RW
menus include:
File

e Save Profile — Save the current MNMS profile

e Load Profile — Load a previously saved MNMS profile

e Load Background Image — Load a background image (typically a map)

to be displayed in the Topology Map
e MNMS Settings — Set polling interval and polling port values
e Exit — Exit MNMS

Tools
e View Topology — Display the Topology Map tab
e Add New Node — Open the Insert New Node dialog box
e License Manager — Display the License Manager tab
e Discovery Manager — Open the Auto Discovery dialog box

Utilities
e MRTG — Open the MRTG window
Help

e Home Page — Access the PointRed website
e About — Display the MicroView introductory window

2.1.2. Network Topology Tab Information Panes

Mode List

Topology Map
e :
Stalise of node MictoRied-— Frmwars Versore (281 - CONMERCIML | oy poves L'-__Q'!E_? il
Mode Status U T iy (002223 ] Mcrohvie Corrctivey, LI

Figure 5. MicroView NMS Window
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Topology Map

Located in the center pane, the Topology Map displays icons representing
network nodes and connection information describing the layout of the network.
It also can display a map graphic in the background.

Registered Node List
Located in the left pane, the Registered Node List displays all registered nodes
on the network.

Node Status
Located in the bottom pane, the Node Status area displays the following
information on the currently selected node
e Firmware Version — The number representing the firmware version
residing in the node
Up Time - The length of time the node has been operating
e Key Level
MNMS Connectivity — The ratio of successfully received probe
responses

All panes are resizable and can be adjusted according to user preferences.

2.1.3. Node Shortcut Menu

GUI-Node Connectivity Settings
0Open Status Window
Advanced Mode Configuration

Save Configuration

Back Up 3
Unlock 3
P& Upgrade

Reboot

Restore Defaults

Current Throughput
WISP Easy Wizard (WEW)

Remove

Figure 6. Node Shortcut Menu

GUI-Node Connectivity Settings
The GUI-Node Connectivity Settings menu option allows you to access the
Node Connectivity Settings dialog box (for the currently selected Node)

Open Status Window

The Open Status Window menu option allows you to access the Status dialog
box, which contains the FW Version, Key Level, Up Time and Host Name
fields. (The FW Version, Key Level and Up Time fields also are displayed in the
Node Status pane of the Topology Map tab.)

Advanced Node Configuration

The Advanced Node Configuration menu option allows you to retrieve
information from the selected node. A new pane is displayed containing a main
tab Advanced Configuration of node: [node name]. Under this tab three
sub-tabs are displayed: Configuration, Statistics and System Properties.
Each of these tabs contains several additional sub-tabs used in the configuration
process.
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Save Configuration
The Save Configuration menu option allows you to permanently save
configuration for the current node.

Note: After the base station is configured, the configuration parameters are stored in RAM
volatile memory). If the base station is powered down the configuration will be lost unless

you save configuration to the base station’s permanent memory.

Backup
The Back Up menu option allows you to back up and restore the configuration
settings for the selected node.

FW Upgrade
The FW Upgrade menu option allows you to access the Select dialog box, from
which you can select the firmware image file to be loaded into the node.

Reboot
The Reboot menu option allows you to reboot the node.

Current Throughput
The Current Throughput menu option allows you to display a real-time
graphical display of transmit and receive traffic of the network interface.

WISP Easy Wizard (WEW)

The WISP Easy Wizard (WEW) menu option allows you to start a wizard that
provides an easy and convenient way to install and configure wireless nodes (See
Chapter 14 for details)

Remove
The Remove menu option allows you to remove the currently selected node
from the Topology Map and Registered Node List.

2.2, Getting Started with MNMS

Starting from the menus and windows mentioned above, you can auto-discover
and insert new nodes, display maps and graphics of you wireless network, save
and load profiles and access multi-tabbed windows used for advanced
configuration of nodes.

2.2.1. Auto-Discovering Nodes
Discovery Manager allows you to discover nodes and insert them into the
Topology Map. A custom polling protocol is used to detect MicroRed nodes in
the specified subnet. Discovered nodes are displayed in a tabular format.

To use Discovery Manager:
e In the Tools menu, select Discovery Manager. The Auto Discovery
dialog box appears.
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Metwork Subnet:  [192.163.1.0 24  []Endile Broadeest Discovery

Timeoout: [z

Dizvovery Rezulis

IF Inclnde 1o topolozy |
19216513 =]

Figure 7. Auto Discovery Dialog Box

Network Subnet

In the Network Subnet field, type the subnet address. (MNMS will detect nodes
in which the first three segments, or 24bits, of their IP address match the first
three segments of the subnet address.)

Enable Broadcast Discovery
Select the Enable Broadcast Discovery Checkbox. (MNMS uses a UDP
broadcast message to detect any nodes on the network.)

Timeout
In the Timeout field, type a timeout value in seconds (default: 10Seconds)

Discovery Results

Click Start to initiate a discovery poll. The Discovery Results bar graph
displays the progress of the poll. When complete, the table displays the IP
Address, Host Name and Password (if used) of discovered node. The
checkbox under Include to Topology is automatically selected.

Include to Topology
To display a node in the Topology Map, leave the Include to Topology
checkbox selected.

Submit
Click the Submit button to insert the nodes into the Topology Map.

Cancel

Click the Cancel button to exit the Auto Discovery dialog box. Icons for each
node should be visible in the Topology Map, labeled with the hostname. If two
nodes have the same default hosthame, MNMS will label one with the hostname
and the other with its IP address. (The label can be changed to an Alias using
the GUI-Node Connectivity Settings dialog box, accessible from the Node
Shortcut Menu.
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2.2.2. Configuring a New Node

Network nodes can be configured manually using the Insert New Node dialog
box.

1) Use any one of the following three methods to configure a new node:

e Right click anywhere in the topology pane, then click the Insert new
node button that appears

Oor

T —

A

e Click the —/—— " icon.

Oor

e On the Tools menu, click Add New Node. The Insert New Node dialog
box appears.

IP Settings Displayed lcon
pagdress: ||| || || Jabas [ | E
oo
S5H Settings
Password: | | oo | (-]
Dest Port;  |3517
| A | | ok | | cance |

Figure 8. Insert New Node Dialog Box

2) Type the IP Address, Alias (optional) and SSH Settings Password.
(Typically a new node is given the default password adrnin)

3) Select a Displayed Icon (optional) to represent the node.
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Access Point ﬁ Router

Dual Access i Firewall

Paoint Router

m Firewall Voice
Gateway
IP Telephony Wireless

Router M Bridge

Mobile Access NAT

&5 | Foe ==
i | Wireless Router
% (default icon)

Figure 9. List of available Icons

Note: Though optional, adding Alias and/ or Displayed Icon provides an enhanced
visual representation of the nodes. This becomes especially useful when workin
with middle to large scale networks.

4) Click the Add button. The icon will appear in the topology pane. All topology
panes are updated with the new insertion information.

File Tools LUilities Help
=
QW RRK
) MicroRed
Status of node MicroRed:  Firmvvare Version: l:l Key Level :l
Up Time (dihimss): Micro'iew Connectivity: I:
|Proiile loaded succestully

Figure 10. Node Insertion
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If the newly inserted node has successfully responded to a network

s

probe, a green outline appears around the icon. A red outline leahs
indicates the node is not responding.

2.2.3. Moving and resizing Icons

e To move a node icon, drag it to the desired location in the pane.
e To resize a node icon, select the icon, then drag one of its handles.

2.2.4. Adding Background Map Images
Topology Map can be further enhanced by loading a background image to
indicate the geographical location of the nodes. To add a background image:

1) On the File menu, click Load Background Image. The Load background
Image dialog appears.

2) Browse to the image file you wish to load, select it and click the Load
Background Image button.

Note: .gif or .jpg formats may be used for background images.

File Tools LUWilities Help

| Metwork Topology | Device List |
am RERK
> MicroRed Cbevelanﬁ E'Z";?J;T:,"a’ o

Town
} e

icraRad o

Development

Manakshaw, ||\

.= Establishment =
_ Parade Grounds ] psmﬁ'.‘\':
¥ =, - Thippasand

P "ﬁshbi;

¥ #enh rrha.}.:iyas-.vaing..l_.
Temple =

W vl
VV Puram jigss— -

National Gamaes
Village Comple.
T

_ Challaghatta

N;f‘:jl

Hombegowda = = - Koramangals
Status of node MicroRed:  Firmyware Wersion: | = | Key Level l:l
Up Time {ciftumiz): 0:0:0:0 Microtiew: Connectivity: l:l

\Profile loaded succesfully

Figure 11. Customized Topology Map
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3) Adjust the magnification level of the background image using the following
zoom buttons located above the registered Node List:

. Zoom In
. Zoom Out
o Restore to default

4) Create arrows indicating a connection between nodes by clicking in the
center of the source node (a hand cursor will appear), and dragging to the
center of the destination node. A line with arrowhead will appear between

the nodes.
|ru1i|:r|:|Red|
Client
Figure 12. Networks nodes showing Connection
2.2.5. Saving and Loading Profiles

1) To save a Topology Profile, on the File menu, click Save Profile.

2) To load a Topology Profile, on the File menu, click Load Profile.

2.2.6. Using the Node Shortcut Menu
You can manage and configure a variety of operating parameters of network
nodes from the Node Shortcut Menu, which can be accessed using either of
the following methods:
e Double click any node name shown in the Node List

Oor

e Right click any node in the Topology Map

MicroRed & MicroView NMS User Manual v1.0 Page 18




[l I
MicroRe dr
o

| GUI-Node Connectivity Settings
Open Status Window
Advanced Node Configuration

Re Save Configuration
Back Up »

Unlock 3

P Upgrade

Reboot

Restore Defaults

Current Throughput

WISP Easy Wizard (WEW)

Remove

Figure 13. Node Shortcut Menu

GUI-Node Connectivity Settings

Click this option to display the Node Connectivity Settings dialog box. This
box contains the IP Address and Alias assigned to the selected icon. If an Alias
has not been assigned, the Alias field will contain the Hostname of the node.

P Address: 192 |[168 |0 (150 | Atias: mgcmﬂed |
Password: [T ]

Dest Port: 3517

lcon:

Submit Changes | | oK | | Cancel

Figure 14. GUI-Node Connectivity Settings Dialog Box

IP Address

When MicroView NMS scans the network it looks for the IP Address listed in this
dialog. If it makes a connection, the border around the icon turns green. If not,
the border is red.

Alias
To change the Alias, type the new name into the Alias text box.

Password

Type the password (default: admin) into the Password field. (This step is
required to allow access to Advanced Node Configuration described later in
this section.)

Node Icon
To change the node icon, select a icon from the drop down menu.
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Submit Changes
Click the Submit Changes button to add the node to the Topology Map and
keep the dialog box open

OK
Click OK to add the node and exit the dialog box.

NOTE: Changing the IP Address, Alias or Password, specifies the parameters assigned to
the currently selected node icon. The IP Address and password will be used when MNMS
scans the network. Changing the IP address of the icon does not change the IP address of
the node. If the IP address of the icon is changed to an address not present on the

network, the border of the associated icon will turn red indicating no connection has been
made.

Open Status Window
Click this option to access the Status dialog box, which contains the FW
(Firmware) Version, Key Level, Up Time and Host Name fields. (The FW
Version, Key Level and Up Time fields also are displayed in the Node Status
pane of the Topology Map tab.)
e The FW Version field contains the version number of the firmware
residing in the currently selected node.
The Key Level field should display Level 2.
e Up Time — The length of time the node has been operating
Host Name — The name of the currently selected node

P Version: |2.4.1- COMMERCIAL  |KeyLevel: |Level 2 |

Up Time: [0:1:11:20 | dihirnis

HostName: |[localhost |
| ok

Figure 15. Current Status Dialog Box

Advanced Node Configuration
Click this option to retrieve information from the selected node and open the
Advanced Configuration of Node tab.

NOTE: To access the Advanced Node Configuration you must first access the GUI-Node
Connectivity Settings via the Node Shortcut Menu and enter the password, then click OK or
Submit.

The Advanced Configuration of Node tab contains three sub-tabs:
Configuration, Statistics and System Properties.
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File Tools Uilities Help

PN |

| Advanced Caonfiguration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systern Properties ]
[letork Wireless Dynamic Routing Fireweall AT QoS Services DHCP AR WLAR HotSpot

IP Configuration

| Interface Configuration | Static Routing |
Figure 16. Advanced Node Configuration Tab with Sub-Tabs

Each tab contains several additional tabs. The mind map below shows the
hierarchy of advanced configuration tabs and sub-tabs used. The table indicates
the chapter where descriptions and configuration procedures for each tab are

located.
Tab Chapte:r

Metwork 3.4

WLAN 3

Wireless 5

Firewall B

NAT B

DHCP 7

WAN e

Bandwidth Manager 9
HotSpat 10
Services i
Statistics 12

Figure 17. Tab/ Chapter List

The table above indicates the chapters where descriptions and configuration
procedures for each tab are located.
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Advanced Configuration Tab Hierarchy

dfiarfara Confireation
| Metwrk tab s Staiie Rowi tes

Sacun
R
| Hea
| O Doer
Firewall Lals Rules
|/ “., Flowmarks
.I MAT tab

Illlf QoS5 b

Bt

) She
HTTE
Configuration tab [ Services tab 55H
/ NTH
. I I Sacurky
Auvanued S /P;aﬂ
Configuration ' ooy
of ‘ Chigt
BEDat
Node ||I WAN b
Tab Structure | <_PeTP
OFE00: vl ‘ VILAM tab
i WAN
prlit g
\ | LAN
\I \ || MNAT & Mrotection
I Wireless
\ st
! Auth Type
||| Wialked Garden
Y
|
1
I\ \ Sumimary
II Ill
|| FPacket Stals
Notwork tab ARF Enirias
L2t Lo TR e s
' Stalistics tab .
Illl Wirakass tab Packet Stals
||I Monitor Utils tab [P Lty
|

Traca oo
1

i
| System Propertics tab

Figure 18. Mind Map of Advanced Configuration Tabs and Sub-tabs
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Save Configuration
Click this option to permanently save the configuration for the current node.

NOTE: After the base station is configured, the configuration parameters are stored in RAM
volatile memory). If the base station is powered down the configuration will be lost unless

you Save Configuration to the base station’s permanent memory.

Back Up
Click this option and select:
e Retrieve Configuration to Retrieve the last saved node configuration
Or

e Restore Configuration to Restore the node configuration from a file

GUI-Node Connectivity Settings
Open Status Window
Advanced Node Configuration

Save Configuration

Back Up 3 Retrieve Configuration

Unlock b Restore Configuration

R Upgrade

Rehoot

Restore Defaults

Current Throughput

WISP Easy Wizard (WEVY)

Remowve

Figure 19. Back Up Menu Options

FW Upgrade
Click this option to access the Select dialog box, from which you can select the
firmware image file to be loaded into the node.

Reboot

Click this option to reboot the node. An Alert dialog box appears with the
question: Should system save its configuration before reboot. Click Yes if
you want to save the configuration.

Current Throughput
Click this option to display a real-time graphical display of transmit and receive
traffic of the network interface.

WISP Easy Wizard (WEW)
Click this option to start a wizard that provides an easy and convenient way to
install new nodes. (See Chapter 14 for details)

Remove
Click this option to remove the currently selected node from the Topology Map
and Registered Node List.
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3.IP Networking

This section describes IP Networking settings and configuration procedures for your
MicroRed node.

To configure IP Networking, select the Interface Configuration tab, located under the
Advanced Configuration of Node, Configuration, Network tabs.

See page 24 for a diagram showing Advanced Configuration tabs and sub-tabs

The Interface Configuration tab features four panes:

Network Interface Tree (left pane)

Basic IP Configuration (top pane)

Global Settings (center pane)

Special Action Interface Commands (bottom pane)

Two buttons are located at the top of the IP configuration tab:
e Refresh — Click Refresh to retrieve setting from the selected node.
e Submit — Click Submit to upload the configuration to the node.

e -

File Tools LHilities Help

R |
Advanced Configuration of node: " MicroRed " |

Configuration [ Statistics | System Properties |

Metork | wireless | Dynamic Routing Firewvall Services HotSpot

Interface Configuration Static Routing J
@ “&;ﬁ;—ﬁiﬁ?—' Paddress [ [0 | Jo_| PTPIPAddress @ ][ |[@ ||
- a
B o supnet [0 [fo_Jfo o]  macaooress [0 |fb |[60 |[20 |[d:
- EnableDisable Selected Interface [ MAC Spoofing: ]  STPEnable: []
HE et
Global Settings
pefautcw 0 [[o [lo o | pns1 0 |0 o o
P Forwarding 2 e i o |
MNetwork Bridge Commands \irtual Face Commands
[+ Addrewbridoge | [+ Addrewiace |
2 Delete Bridge [ X Delete Iface |
G5 Insert Intarface
Table Vicu | [ 80 Remove Interace |
|IP settings retrieved succesiully

Figure 20. Network Configuration Tab
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3.1. Using the Network Interfaces Tree
The left pane of the IP Configuration tab contains the Network Interfaces
Tree, a representation of all available network interfaces of the selected node.
The tree view can be expanded or collapsed by left clicking on any master
interface. When an interface is selected, data fields in the other panes display
the parameters associated with the selected interface and changes can be made.

3.2. Configuring Basic IP Settings
The top pane of the IP Configuration tab contains all Basic IP Configuration
fields for the interface selected in the Network Interfaces Tree.

IP Address  [102 | 168 [0 ||s0 | PTPIPAddress [0 (o |0 o |
Subnet (255 | [255 |[255 |[0 | MAC ADDRESS [0 |40 |[c7 |fid |[rp |[e0 |
Enable/Disable Selected Interface ¥ MAC Spoofing: [ ] STPEnable: [ |

Figure 21. IP Interface Settings

The following section describes the fields used to configure IP settings

3.2.1. IP Address
The IP Address field contains the IP address of the selected interface. To
change the IP address of the interface, type the new address into this field and
click the Submit button.

3.2.2. Subnet
The Subnet field contains the subnet mask address of the selected interface. To
change the subnet address, type the new address into this field and click the
Submit button

3.2.3. Enable/ Disable Selected Interface
The Enable/ Disable Selected Interface box indicates whether the interface
is enabled. If this box is not checked the interface will maintain the desired
configuration but it will remain disabled. If the selected interface is a Virtua/
interface, this box has no effect. Virtual interfaces can only be in the enabled
state.

3.2.4. PTP IP Address
If there is a PPP connection (from a PPPoOE client or a PPTP client), the remote
peer IP address is displayed in the PTP IP Address field. Otherwise this field is
blank. This is a read-only field.

3.2.5. MAC Address
The MAC Address field displays the interface’s Media Access Control (MAC)
address in hex format. This field is readable for any kind of interface and
writeable only for physical interfaces. To change the MAC address of a physical
interface the MAC Spoofing check box must be selected.

3.2.6. MAC Spoofing
When the MAC Spoofing check box is selected an alternate MAC address (for
physical interfaces only) can be typed into the MAC Address field.
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3.2.7. STP Enable
The STP Enable check box enables the use of Spanning Tree Protocol.

Note: Spanning Tree Protocol (STP) eliminates Layer 2 loops in networks, by selectivel
blocking some ports and allowing other ports to forward traffic, based on global (bridge
and local (port) parameters you can configure.

3.3. Configuring Global Settings

The center pane of the IP Configuration tab contains Global Settings. These
fields apply to all network interfaces.

Global Settings
Defautwy [0 [[o [[o [lo | phs1 [0 o flo Jlo |
IP Forwarding /] pns2 [0 [0 flo Jlo |
Figure 22. IP Global Settings
3.3.1. Default Gateway

Every IP packet with an unknown destination will be forwarded through the
default gateway IP address. Set this address statically by typing it into the
Default GW field. It also can be set dynamically from another application such
as a DHCP client, a PPPoE client, or a PPTP client.

3.3.2. IP Forwarding
IP Forwarding all traffic to flow between interfaces even if they are set on
different subnets. Select the IP forwarding check box to allow the system to
forward packets from one subnet to another.

3.3.3. DNS1 and DNS2
You can set DNS1 and DNS2 addresses statistically by typing them in or they can

be set dynamically from another application such as a DHCP client, a PPPoE
client, or a PPTP client.

3.4. Using Special Interface Commands
The bottom pane of the IP Configuration tab contains Special Action
Interface Commands used to create and manage network bridges and virtual
interface commands.

Network Bridge Commands Virtual Face Commands
|+ Add newbridge | | +  Addnewlface |
£ Delete Bridoe [ € Delete Iface |

S5 Insert Interface

| 80 Remaove Interface |

Figure 23. Special Interface Commands
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3.4.1. Network Bridge Commands
A bridge is a LAN interconnection device that operates at the data link layer
(layer 2) of the OSI reference model. It may be used to join two LAN segments
(A, B), constructing a larger LAN. A bridge is able to filter traffic passing between
the two LANs and may enforce a security policy separating different work groups
located on each of the LANs. Bridges were first specified in IEEE 802.1D (1990)
and later by ISO (in 1993).

Add New Bridge
To create a new network bridge interface

1. Click the Add new Bridge button. The Insert New Bridge dialog box
appears.

2. Type the bridge name in the box, then click the Submit button. The bridge
name appears in the Network Interfaces Tree.

Note: The bridge name must begin with the string “br”. There is no limitation to the
rest of the name.

Delete Bridge
To delete a bridge

1. Select the bridge in the Network Interfaces Tree
2. Click the Delete Bridge button in the Network Bridge Commands Pane

Insert Interface
To insert an interface as a ‘slave’ under a bridge

1. In the Network Interfaces Tree, select an interface to become the slave.

2. Click the Insert Interface button. The Insert Interface to Bridge dialog
box appears.

3. In the Select Bridge list box, select the desired bridge.

4. Click Submit. The tree is rearranged to show the interface as a slave to the
bridge.

| Interface Configuration |

) InterFaces

br
HE =tho
HE atho

HE eth

Figure 24. Inserting an Interface under a Bridge

Remove Interface
1. Select the interface in the Network Interfaces Tree.
2. Click the Remove Interface button.
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3.4.2. Virtual Interface Commands
From the Special Interface Commands pane you also can create Virtual
network interfaces — ones that are not associated with hardware. Virtual

interfaces allow you to associate more than one IP address with a system. A
typical use of this technique would be to support multiple Web sites. For
example, if http://www.examplesite.com were assigned the address
222.33.44.55, virtual interfaces 222.33.44.56 and 222.33.44.57 might be
assigned to www.examplesite.net and www.examplesite.org. All three sites could
exist on the same system without conflict.

Virtual interfaces also allow a system to communicate on more than one network
address space. For example, virtual interfaces allow you to temporarily renumber
a network from a masqueraded network address space to a private (10.0.0.0)
subnet. During the transition, all servers can be assigned a virtual address
enabling them to communicate with clients on both the old and new network
address spaces. Externally, virtual interfaces appear as if they are actual
interfaces.

Add New Interface
To insert a new virtual interface in association with a physical interface

1. Select the physical interface in the Network Interface Tree.

2. Click the Add new Iface button. The virtual interface appears in the tree
and is automatically named with a prefix that matches the physical interface
name and a suffix which is includes the virtual interface index inside brackets.

{J InterFaces

— 8 bro
¢ EE eth0
B8 =tho1]
8 atho

Figure 25. Insertion of Virtual Interfaces

Delete Interface
To permanently remove a virtual interface

1. Select the virtual interface in the Network Interfaces Tree
2. Click the Delete Iface button

3.5. Using Table View
The Table View option is a feature that further enhances the controllability of
interface IP settings. This feature allows you to browse and edit the basic
settings of all available interfaces. To access this option, click the Table View
button located below Network Interface Tree pane. The Interface
Configuration dialog appears.
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I Interface name P | Subnet | MAC ADDRESS I

athl 0.0.0.0 0.0.0.0 00:90:4B:DC:048:CD
ethl 192.168.1.3 255.255.255.0 o0:0DB9:02:E8EE
etho[1] 192.168.1.4 2545.255.255.0 00:0D:B9:02:68.B8
eth0[2] 192.168.1.5 255.256.255.0 00:00:B9:02:68:B8
bro 0.0.0.0 0.0.0.0 00:00:00:00:00:00

Figure 26. Interface Table View

3.6. Configuring VLANs

A virtual LAN (VLAN) is a group of devices on one or more LANs that are
configured so that they can communicate as if they were attached to the same
network, when in fact they are located on a number of different LAN segments.
Because VLANs are based on logical instead of physical connections, they are
very flexible for user/ host management, bandwidth allocation and resource
optimization. The IEEE 602.1Q specification establishes a standard method for
tagging Ethernet frames with VLAN membership information.

The IEEE 802.1Q standard defines the operation of VLAN bridges that permit the
definition, operation and administration of virtual LAN topologies within a Bridged
LAN infrastructure. The 802.1Q standard is intended to address the problem of
how to break large networks into smaller parts so broadcast and multicast traffic
does not require more bandwidth than necessary. The standard also helps
provide a higher level of security between segments of internal networks.

To make a router an 802.1Q compliant device, one or ore VLAN interfaces must
be created with the proper tags. This can be accomplished in the VLAN tab of the
MicroView NMS window. VLAN interfaces can be added, removed and managed
from this tab.
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File Tools LHilties Help

s+ [

| Advanced Configuration of node: " MicroRed-Fi" |
| Configuration [ Statistics ] System Properties |
Metwiork | Wireless | Dynamic Routing | Firewall | NAT | @oS | Serices | DHCP | WWAN | YLAM | HotSpot

Virtual LANs - 802.10Q |+

Tag Interface IPIsubnet
10 ethD 192.168.0.10/24
20 etho [192.168.0.15/24

Figure 27. VLAN Tab

3.6.1. Adding VLAN Interfaces

—

1. In the VLAN tab, click the E| button. The Create a new VLAN dialog
appears. This dialog contains the main fields for configuring a VLAN interface.
The VLAN TagID field automatically generates a unique VLAN identifier
according to 802.1Q.

2. Click the arrow on the Interface dropdown list and select any enabled
physical interface or bridge.

3. Type IP/ subnet address in the IP Address/ Subnet Mask fields. These are
required to properly route tagged packets. If there is a need to drop un-
tagged panes (not 802.1Q compliant), configure the specific physical
interface and any virtual interface with zero IP address.

4. Click Submit to complete the process. The virtual interface Tag number,
Interface name and IP/ Subnet address will appear in the Virtual LAN

list.
[

VLAHN TaglD (0-4094): |:|

Interface: | ethl |z||

Bridge: | """ IE“

IP Address/Subnet Mask: | |.|' | |

[ Submit l | Cancel l
Figure 28. Create a New VLAN Dialog Box
3.6.2. Removing VLAN Interfaces

To remove a VLAN Interface, in the VLAN list, select the interface to be deleted.
. 4
Click the | ~—+ button. The VLAN information will disappear from the list.

3.6.3. Modifying VLAN Interfaces
To modify the settings for a VLAN interface, select the interface and click the
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o
ﬂ. button. The Create a new VLAN dialog box appears. The settings for
the interface are shown in the fields. Change these settings as required, then

click the Submit button. The new settings appear in the VLAN Interface list.

3.6.4. Uploading VLAN Interfaces

o

To send the configuration settings to the node, click the =1 button.
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4. Static IP Routing

Static routing is the manual method used to set up routing. An administrator enters routes
into the router using configuration commands. This method has the advantage of being
predictable and simple to set up. It is useful in managing small networks but becomes
somewhat unwieldy on larger networks. MicroView NMS provides management tools for
manipulating any of the routing tables and configuring rules.

To configure Static IP Routing, select the Static Routing tab, located under the
Advanced Configuration of Node, Configuration, Network tabs. In the Static
Routing tab you can select the Routes tab or the Rules tab.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

In the Routes tab you can:
e Add, delete and select routing tables
e Add, delete, modify and prioritize routes

In the Rules tab you can:
e Add, delete and select rules

File Tools Liilities

FR N |

| Advanced Configuration of node: " MicroRed-Fi* |

Help

| Configuration [ Statistics ] System Propedies ]
MNetWork

Wireless | Dynamic Routing Fireswall Semvices HotSpot

IP Configuration

|_!nte_r_r_ace Configuration | Static Ruutin_g |
Entries Commands: + ] * J fj\éii ] ] 1 S 1 Tahle Commands: [ # ][ 2 | Tables

| Routes Rules |
Destination | Subnet ] GateWay J Freferred Source | Distance | Interface ||
192.168.0.0 255.255.255.0 0.0.0.0 192.166.0.50 0 etho

Figure 29. Routing Table Handling

The bar across the top of the Static Routing tab contains the following options:
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e Entries Commands buttons

Button Command
Insert Mew Route

fe

T Delete Routa

|- €

= Medify Route

| 95|

| b | | Move Up
i I Maove Down

Figure 30. Route Entries Commands

e Table Commands buttons

Buttan

Command

%

Insert New Routa

E3

Delete Route

Figure 31. Route Table Commands

e Tables drop down list

Tahles

wotion

Figure 32. Routing Tables Drop Down List

4.1. Configuring Routing Tables and Entries

Train [=]
roain

Tabled

Tahle3

MicroRed provides a multiple routing table system with a flexible infrastructure
and the ability to implement policy routing. In addition to the local and main
routing tables, MicroRed supports up to 252 additional routing tables.
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4.1.1. Adding a New Routing Table
To crate a new routing table that will be integrated in the multiple routing table
system

T —1

1. Click the Table Commands g‘ button. The Insert New Routing
Table dialog appears.

2. Type the name into the Routing Table box, and then click Submit. The
table name is stored in the drop down list for future use.

4.1.2. Remove an Existing Routing Table
To delete an existing routing table
1. Select the table name from the Main drop down list.

———1
X
2. Click the Table Commands | button.

CAUTION: The user has to be careful not to delete the main routing table, as this action
can lead to connectivity problems.

4.1.3. Adding Static Routing Entries
To add a new static route
1. Select the Routes tab

M —

2. Click the Entries Commands @‘ button. The Insert New Route
dialog box appears.

]
H
]
CICEE]

Destination:
Subnet:

Default Gateway:
Preferred Source:
Distance:

Interface:

[3%]
[&2]
[ ]
(]
on
LT
[on]
(5]
(%]

—
(=21
[us]

CLTJEl
CT]

i)
=3
=
L
Zl

Submit |

Figure 33. Insert New Route

In the above example all the traffic with destination addresses that belong to subnet

192.168.2.0/ 24 will be forwarded via interface athO.

3. In the Destination boxes, type the destination network or destination host
address.

4. In the Subnet boxes, type the netmask for the destination net.
(255.255.255.255 for a host destination and 0.0.0.0 for the default route)

5. In the Default Gateway boxes, type the gateway address (if required).

6. In the Preferred Source boxes, type the preferred source address for
communicating to that destination.

7. In the Distance box, type the distance to the target, usually counted in
hops. (This field is not used by recent kernels, but may be needed by routing
daemons.)

8. In the Interface drop down list, select the interface to which packets for this
route will be sent.
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9. To accept your settings, click the Insert New Route dialog Submit button,
then click the IP Configuration pane Submit button to complete the
process.

4.1.4. Removing Static Routing Entries
To remove a specific routing entry, select the table row of that entry, then click

p— |
X
the Entries Commands ‘ button.
4.1.5. Modifying Static Routing Entries

To edit a specific routing entry, select the table row of that entry, then click the

|

Entries Commands | ——.' button.

4.1.6. Repositioning Static Routing Entries
Routing entries allocated in each routing table are parsed by the OS kernel in a
serial manner. To modify the series (priority) of allocated entries, select the table

row of the entry to be moved, then click the Entries Commands II|I | button

oy

to move the entry upward or the button to remove it downward in the

list.

4.2. Configuring Static Rules
A rule is a method for implementing Access Control Lists (ACL) for routes. Rules
allow you to specify the filters that match packets to select a route structure
when the filter does match.

Using a rule you can perform the most common Policy Routing function: route by
source address. The rule can specify the selection of a packet if the source
address of the packet falls within a designated address range, and which route
structure to use or other destination to choose if there is no match. However, on
a system with only one routing table, a rule set is usable only under limited
conditions.

Figure 34. New Routing Rule Insertion
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4.2.1. Adding Rule Entries
To add a new rule entry
1. Select the Rules tab

[ —

2. Click the Entries Commands E‘ button. The Insert New Rule dialog
appears.

3. In the Source Address boxes, type the address of the source network or
source host.

4. In the Source Address Subnet boxes, type the netmask for the source net.
Type 255.255.255.255 for a host source.

5. In the Destination Address boxes, type the destination network or
destination host.

6. In the Destination Address Subnet boxes, type the netmask for the
destination net. Type 255.255.255.255 for a host destination.

7. In the Interface drop down list, select the interface that packets are
received from. The interface can be one of the available physical interfaces or
can be set to All.

8. In the Action drop down list, select one of the following:

(i) LookUp to cause the routing subsystem to look up the routing table
selected in the Table drop down list. (Default: Main table)

(ii) Unreachable to drop the received packet and send an ICMP packet to
the source indicating the destination was unreachable.

(iii) Drop to silently drop packets with matching frames.

9. In the Table drop down list, select the routing table you wish to use with the
LookUp option described above.

In the example screenshot above the rule specifies that the system will silently dro
ackets originated from the network space 10.10.10.0/ 24 arriving in any interface.

4.2.2. Removing Rule Entries
To remove a specific rule entry, select the table row of that entry, then click the

|
Entries Commands | button.

4.2.3. Modifying Rule Entries
To edit a specific rule entry, select the table row of that entry, and then click

|
i button. The Insert New Rule dialog appears with the fields for the
selected rule filled in. Modify as required, and then click Submit.

4.2.4. Repositioning Rule Entries
Rule entries allocated in each routing table are parsed by the OS kernel in a
serial manner. To modify the series (priority) of allocated entries, select the table

row of the entry to be moved, and then click the Entries Commands E‘
[ —

[e]

button to move the entry upward or the L—— button to move it downward in
the list.
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5.Wireless

MicroView NMS allows you to configure all wireless settings for nodes on your wireless
network, including:

Link Distance
Transmitter Power
Operational Modes
Radio Settings
Security Settings
Outdoor Settings

To configure Wireless settings, select the Wireless tab, located under the Advanced
Configuration of Node, Configuration tabs. In the Wireless tab you can select the
OpMode, Radio Security or Outdoor sub-tabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

File Tools Utilities Help

@4 M

I Advanced Configuration of node: " MicroRed-Fi" |

| Configuration l Statistics | System Properties ]
Metwork | Wireless | Dynarnic Routing | Firewall Sernvices HotSpot

Wireless Configuration 5ei GG jus [

Selected Wireless Interface:  |3thD E

| OpMu.de Operational Mode;  |Access Point
Radia
Security AR | AR-Glient ] Bat | Bepeater | WWEE |
Atheros
SSIn: [setaut Virtual BSSID: [ Enablh
Beacon Period:

Inactivity Limit:
oM

[ Hide ESEID

‘ Association List [l Stop \Wireless to Wireless Traffic

Wireless configuration retrieved succesfully

Figure 35. Wireless Configuration Pane/

Three buttons and two drop down lists are located at the top of the Wireless tab:

e Refresh — Click Refresh to retrieve setting from the selected node.
e Submit — Click Submit to upload the configuration to the node.
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In this model we have only one wireless interface i.e., athO. If the athO interface is
not active a red warning message is shown next to the interface.

5.1. Setting Operational Modes
The MicroRed node has the ability to operate in the following modes:
Access Point
WDS (Wireless Distribution System)
Repeater
AP Client
Station

Site Survey

The Site Survey button is accessible in all OpMode tabs. Site Survey scans all
available frequencies associated with the IEEE 802.11a, b and g physical layer.
When the scan is complete the Site Survey dialog box appears, indicating any
possible sources of interference by other nearby access points. For more
information on Site Survey settings, see Section 5.1.6.

5.1.1. Selected Operational Mode
The Selected Operational Mode drop down list is populated with all available
operational modes of MicroRed node can adopt. Selecting an operational mode
from the drop down list makes the corresponding pane available in the OpMode
tab.

5.1.2. Configuring an Access Point
To configure the node as an access point (AP), select Access Point in the
Selected Operation Mode drop down list. The AP tab becomes available.
Several parameters must be configured as follows:

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systemn Properties |
Metfork

Wireless | Dynamic Routing Firewsall | MAT | QoS Serices

DHCP | WAN

YLAN

HotSpot

Wireless Configuration SetCC s [~]
Selected Wireless Interface: |3th0 E
OpMod =
|_p70.e Selected Operational Mode: |ACCE’35 Paint EI
[ Radio
| security ap | | | | |
Atheros
SSID: [defautt Virtual BSSID: [l Enable
Beacon Period:
Inactivity Limit:
DTIM:
[ Hide ESSID
| Association List [ stop wireless to Wireless Traffic

Figure 36. Wireless Operational Mode Settings
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SSID (Service Set Identifier)

This field contains the string which is published as ESSID by the access point. To
create a name for the service set identifier (SSID), type the name in the SSID
box.

Inactivity Limit

If a station associated with MicroRed access point is idle for a period of time
defined by the Inactivity Limit field, the MicroRed access point sends a
disassociation frame to the station to inform it that it had been disassociated due
to inactivity timeout. To configure the Inactivity Limit, type the inactivity
threshold, in minutes, in this box.

Beacon Period

This field represents the desirable time interval between two consecutive
beacons. To configure the Beacon Period, type the nhumber of seconds in this
box. (Default: 100)

Association List

To access the list of information for all nodes associated with the AP, click the
Association List button. The Associated stations for wireless interface
dialog box appears.

ldle Time Type Action
00:80:48:4.. 192.168.1.21 - 52 dbm 21 dbm - 73 dbm 13 0:0:0:0 dih.. (AP CLIEMT Mot Set
Expand | | Refresh | | Set Commands | | Show Idle

Figure 37. Association List
A description for each field in the Association List follows:

Alias
An Alias is a special name you can create to identify a client on the AP. When
the configuration is saved, all aliases are saved on the device.

MAC Address
The MAC Address field contains the MAC address of each client associated with
the AP.

IP Address
The IP Address field contains the IP address of each client that exchanges
network traffic with the AP.

Note: A client can be seen with multiple IP addresses if transparent bridging is being used.
To see a list of the IP addresses, click Expand with the desired client selected.
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Signal Level
The Signal Level field displays the signal level for each associated client based
on Received Signal Strength Indication (RSSI).

Fade Margin
The Fade Margin field displays the actual difference between Signal Level and
Noise Level.

Noise Level
The Noise Level field displays the noise level of the chip according to transmit
rate and physical layer standard.

Rate
The Rate field displays the transmission rate the AP uses to exchange data with
each client.

Idle Time
The Idle Time field displays the time that has passed since a formerly
associated client was disassociated.

Type
The Type field indicates the type of the node listed. It can contain the following
values:

e Adapter (Station Mode)

e AP_Client (AP Client Mode)

e WDS_Type

e Client

Note: Every client has ever been associated to the AP is included to this list, which is
automatically saved when you click Save Configuration.

Action
e The Action field is a drop down list that allows you to perform several
different actions on the selected node.

You can:

e Select Set Alias to set an Alias for a specific node.

e Select Remove to remove an idle node from the list.

e Select Disassociate to disassociate a client which is associated with the
AP.

e Select Permanent Disassociation to disassociate a client which is
associated to the AP and simultaneously add its MAC to an Access Control
List to deny access.

Hide ESSID

Hiding the AP’s ESSID prevents outside users from joining the network because
they cannot detect the network identifier. To stop the AP from publishing its
ESSID in it beacon transmissions, select the Hide ESSID check box.

Stop Wireless to Wireless Traffic
To prevent traffic between two wireless stations that are both associated with an
MicroRed AP, select the Stop Wireless to Wireless Traffic check box.

Note: MicroRed has the ability to support Address 4 traffic. However it is necessary to put
the wireless interface (the one that operates as an access point) under a Network Bridge

(Check IP Network configuration) if you intend to enable Address 4 support.
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5.1.3. Configuring WDS Mode

An MicroRed node can operate as an access point WDS node. This gives you the
opportunity to configure a Wireless Distribution System Network by setting up a
number of MicroRed WDS nodes, each one taking part in the network. All the
features and settings described in the access point section are supported for
WDS mode. In addition, WDS Mode features a WDS List which contains the MAC
addresses of all WDS nodes included in the network.

To configure the currently selected node for Wireless Distribution System (WDS)
mode, select WDS in the Selected Operation Mode drop down list. The WDS
tab becomes available. SSID, Inactivity Limit, Beacon Period, Site Survey,
Hide ESSID and Stop Wireless to Wireless Traffic fields are configured the
same as for Access Point Mode. The WDS tab also features an Association List
button and a list of registered WDS Nodes.

| Advanced Configuration of node: " MicroRed-Fi* |

| Configuration [ Statistics ] System FProperies |
Metiork | Wireless | Dynamic Routing | Firewall | MAT | QoS | Services | DHCP | 'WwaN | YLAN | HotSpot

Wireless Configuration 58t CC us [+

Selected Wireless Interface: |3th0 El

|l O;P:sifie Selected Operational Mode: |TINDS ||E||
[ Security l l |W|
Lheros |
SSID: [deraut | ——

Beacon Period:  |100 [oo:00:00:00:00:00 | [0 [oo:omon:ooo0:00 |
Inactivity Linit: [oo-00:00:00:00:00 | [0 [oo:00:00:00:00:00 | [
OTIM: [oo:00:00:00:00:00 | O [po:omo0:0:00:00 | )

[oo:00:00:00:00:00 | O [oo:oconioo:oo:oo | O

_Site Burvey ¥ ol [oo:00:00:00:00:00 | [0 [oo:omonoooo:o0 | O
| Association List [[] Stop Wireless to Wireless Traffic

Figure 38. Wireless WDS Mode Settings

In the Registered WDS nodes list, type the MAC addresses of the nodes to be
configured. Select the check box next to the MAC address field to enable it as
part of the WDS network topology. The enable feature can be helpful when WDS
nodes change behavior. You can maintain the nodes’ MAC addresses in the list
and enable or disable as necessary.

5.1.4. Configuring Repeater Mode

Repeater Mode is an advanced MicroRed mode. When the MicroRed node is
configured to perform as a repeater it operates as a client. It associates with as
AP that matches the desired BSSID (Basic Service Set Identifier) and adopts the
settings of the BSS (Basic Service Set). After the association is complete,
MicroRed repeats the BSS creating a brand new BSS range. Repeaters implement
a combination of both Client mode and Access Point mode functionality and
features such as Wireless to Wireless Traffic control.
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Figure 39. Repeater Topology

As the diagram above illustrates, the MicroRed Repeater is associated with the
MicroRed Base Node. After being associated, the MicroRed Repeater extends the
MicroRed Base Node’s BSS. The result is that the Initial BSS range is expanded to
the footprint shown by the Final Merged BSS range with the Repeater acting as
an access point with the Base Node settings. The three stations in the example
topology can have access to both Host-PC-1 and Host-PC-2 (or can exchange
data between them) regardless of whether they are associated with the Basic
Node or the Repeater.

Preferred SSID/ Preferred BSSID

To configure an MicroRed node as a Repeater, type the Preferred SSID name
or the Preferred BSSID MAC address into the appropriate fields. Click the
Submit button and wait for the Repeater to associate itself with the specified
Base node. The Repeater is then ready to accept associations with wireless
stations.

State and Link Quality/ Signal Level

The State field and Link Quality/ Signal Level fields mirror Client Node’s
state as far as it has to do with the potential link with as access point. A
continuous polling protocol operates between the MicroView NMS and all nodes
which have been added in the Network Topology pane. For Client configured
nodes, MicroView NMS is continuously informed of the State (Idle, Authenticated
or Associated) of the node, the quality of the link (if associated) and the dynamic
signal strength.

MicroRed & MicroView NMS User Manual v1.0 Page 42




0)-

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration | Statistics | System Properties |
Mettfork

Wireless | Dynamic Routing | Firewall | MAT | QoS | Services | DHCP | WAM | WLAN

HotSpot

Wireless Configuration SetCC us [

Selected Wireless Interface: [ath0 E

|_ OpMode

| Radio
| Security ] ] | Repeater |
Atheros

Selected Operational Mode: |Repeater -]

Preferred S51D: |

Preferred BSSID:  [00:00:00:00:00:00
Beacon Period:

Inactivity Linit:

DTIM:

State: | Rate: | | hbps

| Site Survey Link Quality [] stop Wireless to Wireless Traffic

| mssaciation List Signal Level
L |

Figure 40. Repeater Mode Settings

5.1.5. Configuring AP Client and Station Modes

The functionality of AP Client and Station modes is similar. Both modes
configure the node as a client. The main difference is that AP Client supports
address 4 traffic. Station has an embedded proxy-ARP functionality to support
only address 3 traffic for all possible entities which may be adjacent to its
Ethernet interface. You can select either mode based on your network needs.
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| Advanced Configuration of node: " MicroRed-Fi" |
| Caonfiguration [ Statistics ] Systemn Properties |
MNetiork | Wireless | Dynarmic Routing Firewall MAT | QoS Senices DHCE | WwAN | WLAR HaotSpot

Wireless Configuration SetCC

Selected Wireless Interface: | ath0 E

|_ ODM—D_UE Selected Operational Mode: |l‘g‘P Client “z“
Radio _
| security | ap-client | | | |

Atheras

Preferred SSI0: |

Preferred BSSID:  [00:00:00:00:00:00
State: [ ]
Rate: L] wtops

Link Quality

Signal Level

| site Survey

Figure 41. AP Client Mode Settings

| Advanced Configuration of node: " MicroRed-Fi" |

| Canfiguration [ Statistics ] Systemn Properties |
Hetyyork

Wireless | Dyhamic Routing Firewall | NAT | QoS Services | DHCP | WaM | YLAN | HotSpot

Wireless Configuration Setco U [~]

Selected Wireless Interface: |ath0 E‘

|_ Ophode

l = Selected Operational Mode:  |Station ||E“
| Security | | station | ] |

Atheros

Preferred SSID: |d efault

Preferred BSSID:
stat I
Rate: |:| Mbps

Link Quality

Signal Level

| site Survey

Figure 42. Station Mode Settings

Preferred SSID

This field contains the string which is published as ESSID by the AP Client/
Station node. To create a name for the service set identifier (SSID), type the
name in Preferred SSID box.
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Preferred BSSID

This field contains the MAC address which is published as BSSID by the AP
Client/ Station node. To create a name for the basic service set identifier
(BSSID), type the MAC address in the Preferred BSSID box.

State and Link Quality/ Signal Level

The State field and Link Quality/ Signal Level fields mirror Client Node’s
state as far as it has to do with the potential link with as access point. A
continuous polling protocol operates between the MicroView NMS and all nodes
which have been added in the Network Topology pane. For Client configured
nodes, MicroView NMS is continuously informed of the State (Idle, Authenticated
or Associated) of the node, the quality of the link (if associated) and the dynamic
signal strength.

5.1.6. Using Site Survey Operation
The Site Survey button is available on all OpMode tabs. If the MicroRed node
operates as AP Client, Repeater or Station, Site Survey will scan all available
channels to find an appropriate BSSID to join (based on user credentials SSID,
BSSID Security etc). When the MicroRed node acts as an access point or WDS,
Site Survey can be used to scan and monitor adjacent frequencies to detect
interference from other access points.

When you click the Site Survey button, the Site Survey dialog box appears. Rows
in the dialog box display all the available information for every node scanned.

After the scan is complete and the dialog box list is populated, the status bar at
the bottom of MicroView NMS window displays the message Site survey list
retrieved successfully.

BESID Zhannel Encryption Link cluality | Power (dBm) | Moise B
00:0B:6B:28:.. (2427 MOME L -71 -95
germini 00:80:F1:12:1...|2432 WP A a0% -85 -945
PointRed 00:13:10:92:4.,.2437 WP A 24% -92 -95
| Connect ‘ | Refresh J | Continuous sc.. ‘ | Align

Figure 43. Site Survey Operation
At the bottom of the Site Survey dialog box four buttons are available:

Connect
Select a node in the list and click Connect to connect to that node.

Refresh
Click the Refresh button to re-scan and update the site Survey list.
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Continuous Scan

Click Continuous Scan to enable consecutive scanning. The button remains
depressed until clicked a second time. While in Continuous Scan mode, the Site
Survey list is updated dynamically, merging all the possible unique entries.

Align

The Align option allows you to achieve the best possible alignment for a distant
point-to-point link. Click the Align button. The Site Survey Align dialog box
appears. This dialog box displays BSSID, SSID, Channel Number, Link
Quality and Signal Level fields. Using this dialog you can monitor signal
strength and quality values statistics through consecutive polling. Polling occurs
at a high frequency to provide an up-to-date representation of the link. While
monitoring these statistics you can adjust your antenna to achieve maximum
performance. When optimal antenna position and polarity are achieved, click the
Quit button to return to the Site Survey panel.

pssip: 0001 310:92:4AEE | “ o |
T PointRed | B s ]
Frequency:

Quit |

Figure 44. Site Survey Align

5.2. Configuring Radio Settings

To configure the radio settings of the selected wireless interface, select the
Radio tab on the left side of the Wireless pane. From the Radio tab you can:

Select the Physical layer options (IEEE 802.11a, b and g)

Select the Channel number

Select whether the Channel is expressed as a nhumber or Frequency
Select the TxRate (data transmission rate)

Set and enable the Frag value

Set and enable the RTS parameter

Enable Spoofing

Configure the MAC Address

Select the Antenna connector
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| Advanced Configuration of node: " MicroRed-Fi* |
| Configuration [ Statistics | Systermn Froperies |
IMetork

MAT | Qo2 Services | DHCP | AWWAN

Wireless | Dynarnic Routing Firewall WLAN HotSpat

Wireless Configuration IEEETN EEENTTEN seicc__ [MUS -

Selected Wireless Interface:
Ophode
| Radio Physi E021166 [ channer [2312 ] | Freguensy |
=
Lo | e [0 s
Frag: |:| CJ LBt
v A ' [ Enable
Tx Power: [ overrice 10 dBm
Short Preamble:  [¥] Enable
Figure 45. Wireless Radio Settings
5.2.1. Selecting Physical Layer Options

The Physical drop down list contains all physical layer options that are available
for the specific hardware you are using. If your hardware supports IEEE 802.11
a, b and g standards the Physical drop down list will contain Auto, 802.11A,
802.11B, 802.11B-G, Turbo A and Turbo G options. (If the hardware does
not support a physical layer standard MicroView NMS returns a warning dialog
indicating the NIC cannot be configured in the selected physical layer standard.)

5.2.2. Setting Channels and Frequencies
The Channel drop down list displays the currently selected radio channel using
the standard IEEE channel numbering convention. To convert the Channel field
to display the actual frequency, click the Frequency button.

5.2.3. Setting Transmission Rates
The TxRate drop down list allows you to select a standard transmission rate
based on the available rates associated with the selected physical layer standard.
You also can select Auto mode. In Auto mode MicroRed will be auto-configured
to support the optimal TxRate for each related node. This can be very useful in
environments sensitive to retries. In Auto mode an auto-rate fallback algorithm,
which runs on the background, tries to maximize the data transfer rate.

Note: Management and Control frames are always transmitted at the lowest available rate
of the selected physical layer standard.

5.2.4. Setting the MAC Address
The MAC Address field contains the MAC address of the configured radio card/
hardware that has been selected in the Selected Wireless Interface field.
However, you can enable spoofing functionality by selecting the Enable
Spoofing checkbox and typing a new MAC address into the MAC Address field.
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5.2.5. Setting Frag
The Frag field allows you to implement fragmentation of packets, a technique
that improves network performance in the presence of RF interference. You can
set the fragment size by typing in the frame size threshold (in bytes). If a frame
exceeds this value it will be fragmented. The fragmentation range is 256 to 2048
bytes. Setting the fragmentation threshold to 2048 effectively disables
fragmentation.

To implement fragmentation, type the threshold value into the Frag box and
select the Enable check box.

5.2.6. Setting RTS

The RTS field allows you to implement RTS/ CTS handshaking between the
MicroRed node and another station on the wireless network. RTS/ CTS
handshaking helps minimize collisions among hidden stations on a wireless
network. An RTS/ CTS handshake involves the originating node sending a Ready
To Send frame to its destination, then waiting for the destination to return a
Clear To Send frame. The originating node will then send its data. RTS/ CTS
operation adds to overhead but can help avoid collisions. When implementing
RTS on the MicroRed access point RTS operation initiated if a packet exceeds the
threshold configured in the RTS field. The valid range is 0 to 2347 bytes. (If RTS
is enabled a starting value of 500 is recommended.)

To implement RTS, type the threshold value into the RTS box and select the
Enable check box.

5.2.7. Selecting Antenna Options
The Antenna drop down list allows you to select the A-Main or B-Aux
antenna. Since we are using A-Main to connect the Antenna port on enclosure,
customer should not change this option. Default value is A-Main only.

5.2.8. Setting Transmitted Power
The transmitted power of the node can be set by selecting preset values
between 5 and 26. This is a custom scale (with no defined units) which simply
represents minimum and maximum Transmitted Power of the currently selected
wireless interface. To set transmitted power, select a value in the TxPower drop
down list.

5.3. Configuring Security Settings

From the Security tab you can configure the security settings of the Selected
Wireless Interface. From this tab you can set up

None (no security)

WEP (Wired Equivalent Privacy)
WPA (Wi-Fi Protected Access)
ACL (Access control List)

5.3.1. Setting Wired Equivalent Privacy (WEP)
Through the WEP tab you can configure the MicroRed node to encrypt/ decrypt
data with keys based on the WEP protocol. To implement WEP, select WEP in
the Selected Encryption Mode drop down list.

To implement 64-bit encryption, select WEP-64 in the WEP Type drop down
list.
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To implement 128-bit encryption, select WEP-128 in the WEP Type drop down
list.

Four text boxes (WEP Key #1, #2, #3 and #4) with adjacent option buttons
allow you to maintain four different encryption keys, while using one of them.

Type one or more encryption key into the text boxes, then select the option
button of the one to be used.

| Advanced Configuration of node: " MicroRed-Fi" |
| Configuration | Statistics | System Properties |
Metiork

Wireless | Dynamic Routing Firewall | NAT | QoS

Serices DHCP | WWAN

WLAN

HotSpot

Wireless Configuration s [~
Selected Wireless Interface:
m Selected Encryption Mode: WL'E
| Radin
| security | weP | acL | |
Atheros
WEP Type
WEP Mode
Wep Key# |00-00-00-00-00 | ®
Wep Key# |00-00-00-00-00 | O
Wep Key#3  |00-00-00-00-00 | O
Wep Key # |00-00-00-00-00 | O
Figure 46. Wireless WEP Settings
5.3.2. Setting Wi-Fi Protected Access (WPA)

In the WPA tab you can configure the MicroRed node to encrypt/ decrypt data
with keys based on WPA protocol. To implement WPA, select WPA in the
Selected Encryption Mode drop down list.

Setting WPA Mode
To set the WPA Mode, select either the WPA or RSN(WPA 2) option button.

MicroRed & MicroView NMS User Manual v1.0 Page 49




G-

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systermn Properties |
MNetwork | YWireless

Dynamic Routing Firgwmeall MAT | QoS Services DHCP WiAN | WLAN HotSpot

Wireless Configuration SetCC us _ [~]
Selected Wireless Interface: |athi E
Ophade
d Selected Encryption Mode: WA IE‘
Radio
[ security | [ acL | wea |
Atheros
WPA Mode: @ wPa Pass Phrase:
) RSH (WPA 2)
HKey Management Mode: PSK E
Pairwise Cipher: le
Group Cipher: L ]

Figure 47. Wireless WPA Settings

Setting Key Management Mode

To configure the Key Management field, select PSK (Pre-Shared Key) or EAP
(Extensible Authentication Protocol) in the Key Management Mode drop down
list. This selection determines the type of fields that appear in the area in the
right side of the pane.

EAP

When EAP is selected, several text boxes appear on the right side of the panel.
These fields are required in order to force an MicroRed access point to
authenticate clients on a Back-End Authentication Server. They include:

e The Server IP address
The Server Port number, used for EAP-TLS packet transactions (Usually
1812)

e A Server Secret phrase which is used for MicroRed node authenticator
to be accepted by the Back-End Authentication Server.

EAP_TLS is by default the supported protocol for EAP. The MicroRed node uses 802-1X
authentication to authenticate clients. If the MicroRed node is configured as a client, in the
case of EAP-TLS usage, you should upload the appropriate certificates on MicroRed station.

This can be done by clicking the Upload Server and Client Certificate buttons on the right
ane.
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| Advanced Configuration of node: " MicroRed-Fi" |

| Caonfiguration [ Statistics ] Systern Properties |
MNetwiork | Wireless Dynamic Routing Fireswall MNAT | QoS Services DHCP AN | WLAN HotSpot

Wireless Configuration SetcC us [~
Selected Wireless Interface: | ath0 E
Ophod
LR Selected Encryption Mode:  [WWPA [=]
Radio
| security | [ oL | wra |
Atheros
WPA Mode: @ WPA
o Server IP: |D | |D | |D | |D |
RSH (WPA 2)
Server Port: ICI
Key Management Mode: [EAP ||Z| Server Secret: | |
Pairwise Cipher: TKIF E
Auth Server 1 l Acct Server 1 ] Auth Server 2 ] Acct Server 2 ]
Group Cipher: I
Figure 48. FAP Settings
PSK

When PSK is selected in the Key Management Mode, drop down list, the
Pass Phrase text box appears on the right side of the pane. This is the initial
value on which negotiated WPA keys are created. To configure the Pass Phrase
field, type the pass phrase.

Selected Encryption Mode: WPA E|
| [ acL | wea |
WPA Mode: @ wra Pass Phrage:
) RSH (WPA 2)
Key Management Mode: |L|E|

Pairwize Cipher:
Group Cipher: [ 1]
Figure 49. PSK Settings

Pairwise Cipher
The Pairwise Cipher field provides three options for the encryption mechanism
of an MicroRed node.

e TKIP (Temporal Key Integrity Protocol)

e AES (CCMP) (Advanced Encryption Standard-Counter Mode CBC-MAC
Protocol)

e BOTH (Selected if an MicroRed node is configured as an access point)

Group Cipher
(Group Cipher is not functional in MicroView NMS version 1.1.3)
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5.3.3. Configuring Access Control Lists (ACL)
When the Selected Operational Mode has been set to Access Point or
WDS, the ACL sub-tab in the Security tab is available for selection. You have
the option of setting an Access Control List to manage clients trying to connect
to the access point. To configure Access Control List functions, click the ACL tab,
then select the Enable Checkbox.

| Advanced Configuration of nade: * MicroRed-Fi® |
| Configuration [ Statistics ] Systermn Properties |

Metork | Wireless | Dynamic Routing Firewvall MNAT | QoS Services DHCP | WAr | WLAN HotSpot

Wireless Configuration SetCe us [~

Selected Wireless Interface: |athl E

OpMode Selected Encryption Mode:  |VWPA B

| Radio —
| security | | acL [ wra |
Atheros
Policy: I Enable
00:00:00:00:00:00
| Addd |
| Remave ‘
|  EdracttoFile |
| AppendfromFile |

Figure 50. Access Control List Settings

Denying Access

To deny specified clients access to the node, select DENY in the Policy drop
down list. Clients with MAC addresses matching MAC addresses registered in the
ACL will be denied access. All other addresses will be allowed.

Allowing Access

To allow specified clients access to the node, select ALLOW in the Policy drop
down list. Clients with MAC addresses matching MAC addresses registered in the
ACL will be allowed access. All other addresses will be denied.

Setting up Access Control Lists
There are two methods to set up an Access Control List.

e Type in the MAC address manually, using the Add button, and remove
selected MAC addresses using the Remove button.

e Load a text file containing the MAC addresses using the Append from
File button.

Extracting Access Control Lists

To save an existing ACL, click Extract to File and name/ save the file. This can
be a useful feature if you need to submit the same MAC list to another access
point.
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5.4. Configuring Atheros Advanced Capabilities

The Atheros tab is useful in optimizing the operation of distant MicroRed nodes.

| advanced Configuration of node: * MicroRed-Fi” |

| Configuration [ Statistics ] System Properties |

Hettork | Wireless Ciynamic Routing Fireweall AT | QoS Services DHCR | WA | WLARK HotSpot

Wireless Configuration G BETTTTEE SetCC us [+

Selected Wireless Interface: |athl E|

Cphiade
| Redio Ath Ad dc biliti
T eros Advanced Capahilities
Security H
|w Link Distance: {50000 meters Compression
Bursting
WIMIM (L. 2 Qo5): Enable
L b L [ Fast Frames
| Advanced Whihd SETIZIHQS | |Z| wR (e)(tended Range)
AR
] DFS - TPC (802.11hi
[ Pure 6

ATHEROS

Figure 51. Atheros Settings

Link Distance

Setting the Link Distance can be effective in optimizing operation of a node.
When Link Distance is defined, the acknowledge timeout is configured according
to the distance. In noisy environments, where many retries occur, acknowledge
timeout should be configured accordingly to the distance between the nodes. To
set this parameter, type the distance (in meters) into the Link Distance text
box.

Fast Frames

Fast Frames is a feature of Atheros-based technologies that utilizes fame
aggregation and timing modifications to increase the data throughput rate of the
system. It increases throughput by transmitting more data per frame and
removing inter-frame pauses. To implement fast frames, select the Fast Frames
check box.

Packet Bursting

Packet Bursting is another technique used by Atheros-based technologies to
increase throughput by decreasing overhead and sending more data frames per
given period of time. To implement packet bursting, select the packet Bursting
check box.

WMM (Layer 2 QoS)/ Advanced WMM Settings

WMM (Wi-Fi Multimedia) is a priority-based Quality of Service method used in
implementing Voice over WLANs. To implement WMM, select the WMM (Layer
QoS) check box, and then click the Advanced WMM Parameters dialog box.
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Figure 52. Advanced WMM Parameters

WMM QUEUES (TRAFFIC PRIORITIES)
There are the four queues that h/w uses to organize and prioritized the packets

AC_BK=Background Access Category
(Lowest Priority for bulk data that require maximum throughput and there is not
any time sensitivity related such as FTP for example)

AC_BE=Best Effort Access Category
(Medium priority, traditional IP data via this queue)

AC_VI=Video Access Category
(High Priority lower than VOICE, video data sent to this)

AC_VO=Voice Access Category
(High priority, VOIP data and streaming media)

Note — 1 :: On behalf of the AP these fields are advertised in the Beacon and the
CLIENT or STATION on the other side are informed via this in order to be aware
of the policy of the AP. On the other hand AP knows the policy of each client.

Note — 2 - AP EDCA parameters affect traffic flowing from AP to the client or
station (On the other hand STA EDCA control the upstream from client Station to
AP)

CONFIGURABLE FIELDS (per queue)

i CWmin = Minimum value of Contention Window
ii. CWmax = Maximum value of Contention Window
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iii. AIFs = Arbitrary Interface Space
iv. TXOP = Length of TXOP

CWmin

Input to the algorithm that specifies the initial random back off wait time
(window as known) for retry transmission. This value is the upper limit in milli
seconds of a range from which initial random back off wait time is determined.

CWmax

This value is the upper limit in milli seconds for the doubling random back off
value. This doubling continues until either the data frames are sent or the Max
Contention Window is reached.

AIFs
The Arbitration Inter-Frame Spacing specifies a wait time for data frames.

TXOP

This is an interval of time when an WMM station or client has the right to initiate
transmissions onto the wireless medium.

5.5. Wireless Topology Scenarios

In this section two possible specific wireless topologies are described, based on
MicroRed’s operational modes. In the first section two ways of setting a point-to-
point link are described. In the second section a specific topology concerning
MicroRed Repeater functionality is described.

5.5.1. Point-to-Point Links

There are two basic topology scenarios. You can create a Point-to-Point link
using either scenario.

WDS to WDS Scenario

A point-to-point link can be created by configuring two MicroRed nodes as WDS
access points.

-
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Figure 53. WDS Topology
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WDS Node — 1 configuration should include the following:

e WDS Node — 2’s MAC address should be set in Node — 1’s WDS list.
Both nodes should transmit on the same frequency.
Additionally, you can enable an ACL with Policy set up to Deny and no
node’s MAC address in the list to prevent stations from connecting to the
node.

The same configuration should be set in WDS Node — 2, with corresponding
values.

AP to AP-Client Scenario
You can set up a Point-to-Point link using AP and AP Client Modes.

Host PC 1

{
Access
Point Z,
w Host PC 2
Staticn ,
ar
AP-Client

NM3

Figure 54. Point-to-Point Topology
The access point should be configured as follows:

e Set up the ESSID of the AP.
e Enable ACL with Policy set up to ALLOW and put the AP-Client's MAC
address in the MAC list.

The AP-Client should be configured as follows:

Type the AP’s MAC address into the SSID field.

Type the MAC address of the AP into the Preferred BSSID field.
Perform a Site Survey.

Select the AP from list and perform an Align.

Make all the adjustments to achieve optimal alignment results.

5.5.2. BSSID Extended Repetition

Repeater is a custom mode of MicroRed. Repeater functionality is described in
the Operational Modes section of this document.
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Figure 55. Extended Repetition Topology Example

Sabion2

In this scenario the MicroRed Base Node’s BSS is repeated through a repeater
chain. Each MicroRed Repeater node repeats the BSS of the pervious node. Each
station is connected to a different Repeater Node, but they all belong to the
same BSS as if they were on the same access point. This topology can be useful
in creating a long distance extension of a Base Node AP’s BSS, or even to reduce
the load of an AP in a large area with many clients. Also, by configuring an
MicroRed Repeater in an optimal position within the target area, you can achieve
load-balancing. In addition, Repeater offers bridging of all wireless clients with all
Ethernet Host PCs adjacent to its Ethernet interface.
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6. Firewall and NAT

A firewall protects networked computers from intentional hostile intrusion that could
compromise confidentiality or result in data corruption or denial of service. A network
system in order to support firewall functionality must have at least two network interfaces,
one for the network it is intended to protect, and one for the network it is exposed to. A
firewall sits at the junction point or gateway between the two networks, usually a private
network and a public network such as the Internet.

To configure Firewall settings, select the Firewall tab, located under the Advanced
Configuration of Node, Configuration tabs.

To configure NAT settings, select the NAT tab, located under the Advanced
Configuration of Node, Configuration tabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

6.1. Firewall and NAT Chains
MicroRed supports advanced firewall and NAT (Network Address Translation)
functionality and features an easy management and monitoring interface,
providing a turnkey solution for advanced and novice network administrators.
However, a firewall mis-configuration may result in denial of service even for the
administrator, outlining a high risk configuration.

MicroRed Firewall and NAT subsystems consist of four firewall and teo NAT
queue chains.

6.1.1. Firewall Chains

e Input Firewall — All incoming traffic is tested against the input firewall
rules prior to being accepted.

e Output Firewall — All outgoing traffic is tested against the output
firewall rules prior to being sent.

e Forwarding Firewall — All traffic that is being forwarded through the
operating system is tested against the forwarding firewall rules prior to
being forwarded.

e Flowmark — All incoming traffic that matches the corresponding
criterions is marked

6.1.2. NAT Chains

e DNAT - Used to alter destination attributes of a packet (to redirect
them).

e SNAT — Used to alter source attributes of a packet (to hide sender’s
address and properties).

The following image displays the way data packets flow through Firewall and

NAT chains:
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Figure 56. Packet Flow Diagram

6.2. Configuring Firewall Rules
Rules are entries in a chain consisting of several fields (criteria) that can be used
to match a data packet. If all criteria are met, the rule is matched and the packet
leaves the chain, launching the action of the matching rule.

From the Firewall tab you can
e Select Chains
Set up Policy
Add, Delete and Manage Firewall Rules and Flowmarks
Write rules to the active list
Refresh the displayed information

| Advanced Configuration afnode: " MicroRed-Fi* |

| configuration | Statistics | System Properties |
MNettiork | Wireless | Dynamic Routing | Firewall | NAT | QoS | Serices | DHCP | WWAM | YLAM | HotSpot

Firewall EBEAEAAERFA s choin: (DGR roicy: EEEZENG

Rules

Source |P_|Destination IFf__Iniface | oOutiface | SrePord | DstPor | Protocol | Flowmark | ACTION | Gomment
Flowmarks

’VF\mearkNa.J Source [P \Deslinatiun\F’| In Iface | Qwt [face \ Src Port | DstPort \ Protocol | CUmmem“

Figure 57. Firewall Chains
Before configuring a rule, you must Select Chain and set the Policy.

Select Chain
In the Select Chain drop down list, select Input, Output or Forward.

Policy

In the Policy drop down list, select Accept or Drop.
Accept - The packet will flow to the next chain, leaving the current chain
at this rule (no further rules in this chain are further examined),
Drop — The packet stops flowing, is discarded, without notifying the
sender.
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6.2.1. Configuring Firewall Matching Fields

M r—1

Click the E.‘ button. The Firewall Rule Configuration for [chain type]
Chain dialog box appears. This dialog box contains two tabs: Basic and
Advanced.

Not Check Boxes

In both tabs, several fields have a Not check box beside them. The Not field
inverts the matching operation, causing a match to occur if the opposite of the
rule is matched. For example, Source IP: is configured with specific IP address.
When the adjacent check box is selected the rule will match all packets except
the ones that have the specified Source IP address.

Basic Rule Settings

|| Basic | Advanced |

Source IP: Mot [ EI EI EI EII EI Input Interface: Mot [
Destination IP: notCl o o I sk ] Output Interface: Not D [any []
Existed Flowmark:  Mot[] | |E” New Flowmark: |:|
Action: ACCEPT (] Comment: L ]

| Subrmit J l Cancel

Figure 58. Firewall Rule Configuration Dialog Box, Basic Tab

Source IP

The Source IP field displays the Source IP address of the packet. The address
can be expressed as a single IP address (e.g. 192.168.1.1/ 32), or as a whole IP
subnet (e.g. 192.168.1.0/24). A match occurs if the source IP of the packet is
exactly the same or belongs to the subnet configured.

Type the source IP address and number of subnet mask bits into the Source IP
field.

Destination IP

The Destination IP field displays the Destination IP address of the packet. The
address can be expressed as a single IP address (e.g. 192.168.1.1/32), or as a
whole IP subnet (e.g. 192.168.1.0/24). A match occurs if the destination IP of
the packet is exactly the same or belongs to the subnet configured.

Type the destination IP address and number of subnet mask bits into the
Destination IP field.

Input Interface
The Input Interface field displays the interface from which the packet was
delivered. A match occurs if the interface that the packet arrived from is the
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same as the configured interface (if the configured interface is a bridge, this also
matches with interfaces under the bridge).

In the Input Interface drop down list, select a specific input interface, or select
ANY.

Output Interface

The Output Interface field displays the interface from which the packet is to be
transmitted. A match occurs if the interface that the packet will be transmitted
from is the same with the configured interface (in case the configured interface is
a bridge, this also matches with interfaces under the bridge).

In the Output Interface drop down list, select a specific input interface, or
select ANY.

Existing Flowmark

The Existing Flowmark drop down list contains Flowmarks that already have
been configured. Select a Flowmark from the list to configure a Flowmark as a
firewall matching rule. A match occurs if the packet was marked by this mark
when it flowed through the Flowmark chain.

New Flowmark
The New Flowmark field is available if Mark is selected in the Action field.
Type the name of the new flowmark in the New Flowmark box.

Action

When a rule is matched, its action is performed. Firewall actions can be:
ACCEPT - The packet will flow to the next chain, leaving the current chain at
this rule (no further rules in this chain are further examined),

REJECT - The packet stops flowing, is discarded, and a return ICMP packet
(reason code UNREACHABLE) is sent back to the sender.

DROP - The packet stops flowing, is discarded, without notifying the sender.
FORWARD - (currently not in use)

MARK - The packet will flow to the next chain, leaving the current chain at this
rule (no further rules in this chain are further examined). It will be marked as
New Flowmark.

Comment

The Comment field is used to enter a string consisting of at most 30 characters

to describe the rule. This field is not used for matching.

Advanced Rule Settings
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Basic | Advarced |

Protocol: Mot [ALL (-]

Connection State: [ New Source MAC: notCD o ] 1k Jk ]k ]
[ Estahlished o
[] Related Limit: ICI Lirnit Rate in secs.

[ Inwalid [0 | LimitBurst

| Subrmit ‘ I Cancel ]

Figure 59. Firewall Rule Configuration Dialog Box, Advanced Tab

Protocol

The Protocol drop down list contains a list of protocols that can be selected for
matching. The contents of the dialog box changes depending on the protocol
selected. The following selections may be configured in this field:

e ALL — A match always occur
e TCP — A match occurs if
1. The packet’s protocol type is TCP

AND

2. The SYN Flag of the packet is matched based on which of the
following is selected in the SYN flag drop down list:

e ALL — matches always
SET — A match occurs if the packet starts a new
connection.

e NOT SET — A match occurs if the packet is a member of a
previously started connection.

AND

3. Source Port — Source port is entered as number (0-65535)
where 0 indicates that all ports are matched.

4. Destination Port - Destination port is entered as number (0-
65535) where 0 indicates that all ports are matched.

Protocol: Mot [TeF 7] SYN flag: ALL []
SoucePortisy:  Motll [0 ] Destination Portisj: MNot(l o |

Figure 60. Advanced Firewall Rule, TCP
e UDP — A match occurs if

5. The packet’s protocol type is UDP
AND

6. Source Port — Source port is entered as number (0-65535)
where 0 indicates that all ports are enabled.
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AND
7. Destination Port — Destination port is entered as number (0-
65535) where 0 indicates that all ports are matched.

e ICMP — A match occurs if

8. The packet’s protocol type is ICMP
AND
9. The ICMP Type matches based on which of the following is
selected in the ICMP Type drop down list:
= Any: A match occurs always
Request: A match occurs if the packet is an ICMP request
= Response: A match occurs if the packet is an ICMP
response.

e GRE — A match occurs if the packet’s protocol type is GRE (Generic
Routing Encapsulation)

e ESP — A match occurs if the packet’s protocol type is ESP

e AH — A match occurs if the packet’s protocol type is AH

Connection State
MicroRed can perform firewall functions based on the connection state. The
following selections may be configured in this field:

New - A match occurs if the packet starts a new connection (router has seen
packets in one direction).

Established - A match occurs if the packet is a member of an existing
connection (router has seen packets in both directions).

Related - A match occurs if the packet starts a new connection, but is also a
member of an existing connection (router has seen packets in both directions).

Invalid - A match occurs if the packet is not a member of an existing
connection, but also it does not start a connection (ambiguous packet).

Source MAC - A match occurs if the packet’'s Source MAC address (in the
Ethernet header) is the same as the address in this field. Type the Source MAC
address in the Source MAC field.

Limit
The Limit fields contain settings related to the rate at which the packet is
arriving.

Limit Rate - A match occurs if the configured rate has not been reached yet.

Limit Burst - A match occurs if the configured burst rate has not been reached
yet.

Important: To enable a Firewall rule (write it to the achieve list) you must click the : J l
button.

MicroRed & MicroView NMS User Manual v1.0 Page 63




G-

6.3. Configuring NAT Rules
Rules are entries in a chain consisting of several fields (criteria) that can be used
to match a data packet. If all criteria are met, then the rule is matched and the
packet leaves the chain, launching the action of the matching rule.
From the NAT tab you can
e Select the NAT Kind
e Add, delete, edit and manage NAT rules
e Write NAT rules to the active list

| Advanced Configuration of node; " MicroRed-Fi" |
| Configuration [Statistics ] System Proparies |

Metork Firesall MNAT | QoS Services DHCFE | WWARN | WLAN HotSpot

Wireless | Dynamic Routing

(+|x|#]|8 [05] ] natking:  ENEEEEG

Source IP | Destinatio..|  In Iface Qut Iface Src Port DstPort Praotocal Flawrmnark MAT IP MNAT PORT | Comment
AN AMY AMY AMY 0 0 ANY MASQUE.. 0

Figure 61. NAT Chains

Before configuring rules you must select the NAT Kind drop down list.

NAT Kind
In the NAT Kind drop down list, select SNAT or DNAT.

6.3.1. Configuring NAT Matching Fields

[ — |

To add a rule, click the E‘” button. The NAT Rule Configuration for [NAT
Kind] Chain dialog box appears.

Source IP: Mot EI EI EI El.f EI Souce Port(s): Mot [] l:l
Destination IP: Mot | Jp P Jip ] Destination Port(s): Not[(1[0 |

Input Interface: at [ Output Interface: Mot [
Existed Flowmark: Mot [] Protocol: Mot ]

Source MAC: Mot [ EI EI EI EI EI EI Comment: |

Translate Source IP To: EI DEI EI- EI [] Masquera...
Translate Source Port To D - D

I Subimit H Canceal ‘

Figure 62. NAT Rule for Configuration for Source Chain Dialog Box

SNAT/DNAT Common Fields
The following fields are common to SNAT and DNAT configuration dialog boxes.

Not Check Boxes

Several fields have a Not check box beside them. The NOT field inverts the
matching operation, causing a match to occur if the opposite of the rule is
matched. For example, Source MAC: is configured with the specific MAC
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address. When the adjacent check box is selected the rule will match all packets
except the ones that have the specified Source MAC address.

Source IP

The Source IP field displays the Source IP address of the packet. The address
can be expressed as a single IP address (e.g. 192.168.1.1/32), or as a whole IP
subnet (e.g. 192.168.1.0/24). A match occurs if the source IP of the packet is
exactly the same or belongs to the subnet configured.

Type the source IP address and number of subnet mask bits into the Source IP
field.

Destination IP

The Destination IP field displays the Destination IP address of the packet. The
address can be expressed as a single IP address (e.g. 192.168.1.1/32), or as a
whole IP subnet (e.g. 192.168.1.0/24). A match occurs if the destination IP of
the packet is exactly the same or belongs to the subnet configured.

Type the destination IP address and number of subnet mask bits into the
Destination IP field.

Source Port(s)
The Source Port(s) field displays the port number of the source node. A match
occurs if the source port number is the same as the number in this field.

Type the source port number into the Source Port field.

Destination Port(s)

The Destination Port(s) field displays the port number of the destination node.
A match occurs if the destination port number is the same as the number in this
field.

Type the destination port number into the Destination Port field.

Input Interface

The Input Interface field displays the interface from which the packet was
delivered. A match occurs if the interface that the packet arrived from is the
same as the configured interface (if the configured interface is a bridge, this also
matches with interfaces under the bridge).

In the Input Interface drop down list, select a specific input interface, or select
ANY.

Output Interface

The Output Interface field displays the interface from which the packet is to be
transmitted. A match occurs if the interface that the packet will be transmitted
from is the same with the configured interface (in case the configured interface is
a bridge, this also matches with interfaces under the bridge).

In the Output Interface drop down list, select a specific input interface, or
select ANY.

Existing Flowmark
The Existing Flowmark drop down list contains Flowmarks that already have
been configured. Select a Flowmark from the list to configure a Flowmark as a
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firewall matching rule. A match occurs if the packet was marked by this mark
when it flowed through the Flowmark chain.

Protocol
The Protocol drop down list contains a list of protocols that can be selected for
matching. The following selections may be configured in this field:

e ALL — A match always occurs.
TCP — A match occurs if
1. The Source Port is entered as a number from 0 to 65535, where 0
indicates that all ports are matched.
2. The Destination Port is entered as a number from 0 to 65535,
where 0 indicates that all ports are matched.

e UDP — A match occurs if packet’s protocol type is UDP and,

1. The Source Port is entered as number from 0 to 65535, where 0
indicates that all ports are matched.

2. The Destination Port is entered as a number from 0 to 65535,
where 0 indicates that all ports are matched.

ICMP - A match occurs if packet’s protocol type is ICMP
GRE — A match occurs if packet’s protocol type is GRE
AH — A match occurs if packet’s protocol type is AH

ESP — A match occurs if packet’s protocol type is ESP

Source MAC
Sender’'s MAC address. A match occurs if the packet’'s Source MAC address (in
the Ethernet header) is the same.

Comment
The Comment field is used to enter a string consisting of at most 30 characters
to describe the rule. This field is not used for matching.

SNAT Chain Specific Fields
The following fields are available in the SNAT configuration dialog box.

Masquerade: The IP address to be assigned to outgoing packets is dynamically
retrieved by the current outgoing interface’s IP address (does not need to
explicitly configure the outgoing source IP address).

Translate Source IP to: The IP address (or range of IP addresses) that the
source IP of the packet will change to. In case there is a range of IP addresses, a
round robin algorithm is used to assign addresses.

Translate Source Port to: The range of the router’s ports used to send NATed
packets and track for responses.

DNAT Chain Specific Fields
The following fields are available in the DNAT configuration dialog box.

Redirect — When a match occurs, the packet will be redirected to another port
of the router.

Translate Dest IP to — The IP address (or range of IP addresses) that the
destination IP of the packet will change to. In case there is a range of IP
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addresses, a round robin algorithm is used to assign addresses. This is used to
forward the packet to another host.

Translate Dest Port to — The port that the packet will be sent to (in case there
is a range of ports, a round robin algorithm is used).

Source IP; Mot p Jp Jp Jp 1 ] Souce Port(s): Nt o ]
Destination IP: Mot (] EI EI EI EI-‘EI Destination Port{s): Mot [] D
Input Interface: Mot (] Output Interface: Mot [] AN [=]
Existed Flowmark: Mot [] Protocol: Mot [
Source MAC: Mot [ EI EI EI EI EI EI Comment: |
Translate Dest IP To: EI EI EI EI- EI [ redirect

Translate Dest Port To El - D

I Subimit H Cancel J

Figure 63. NAT Rule for Configuration for Destination Chain Dialog Box

Important: To enable a NAT rule (write it to the active list) you must click the i
button.
6.3.2. Examples

The following examples may be helpful in understanding how to configure
Firewall and NAT rules.

Deny incoming SSH connections to your router from the internet.

SSH service by default runs on port 22. Assume that the router is connected to
the internet through interface eth0O. To disallow incoming SSH connections from
the internet, you can insert a rule in the Input chain of the Firewall system that
will drop this kind of connection (because they are TCP connections, SYN flag will
be set).

To accomplish this, configure the Firewall rules as follows:

In the Basic tab:

Source IP: 0.0.0.0/0 (any)

Destination IP: 0.0.0.0/0 (any)

Input interface: ethO (the connection to internet)
Comment: no_SSH_ connect

ACTION: DROP

In the Advanced tab:

Protocol: TCP

SYN Flag: SET

Source Port: O(any)

Destination Port: 22(SSH)
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Basic Advanced

Source IP: Mot [ El El EI EII EI Input Interface: Mot [
Destination IP: notCl o o b I Jip ] Output Interface: Mot [

Existed Flowmark: Mot |' El New Flowmark: l:l
Action: DROP [~] Comment: l:l

| Subrmit l [ Cancel

Figure 64. Basic Rule Example Configuration

| Basic Advanced |

Protocol: Mat [ SYN flag: SET [~]
SoucePort(sy: MotCl [ | Destination Port(s): Mot []
Connection State: ] Mew Source MAC: Mot [ EI EI EI EI EI EI
[ Establizhed -
L Related Limit: D Litnit Rate in secs.

[ Irrvalic) [0 ] UimitBurst

| Suhbmit l | Cancel l

Figure 65. Advanced Rule Example Configuration

Click Submit to add the rule to the list and apply it to the router.

| Advanced Configuration of node: " MicroRed-Fi" |
| Configuration [ Statistics ] Systermn FProperties ]
MNetwiork | Wireless | Dynamic Routing Firewwall | MWAT | QoS Sewices | DHCP | VAN | YLAN | HotSpot

Firewall EIEAEAEAEE A  scicct choin: NEVEEEE | roiicy: [MEGEENNIE

Rules
Source [P |Destinati0n IF‘| In Iface | Qut lface | Src Port | Dst Port | Protocol | Flowrmark | ACTION | Comment
ANY ANY ethl ANY 0 22 TCP DROP

Figure 66. Example Firewall Tab

NAT: Having a single public IP address, allow whole local network to access the
internet.

Assume that the router is connected to the internet through interface ethO and
IP address 173.55.1.2/24. Your local network is connected to router’s ethl
interface with IP address 192.168.1.1/24. You should masquerade all outgoing
traffic to the internet (interface ethQ) originated from your local network
(interface ethl).

MicroRed & MicroView NMS User Manual v1.0 Page 68




©-

Insert a rule to the SNAT chain as follows:

Details

Source IP: 192.168.1.0/24 (local network)

Output Interface: eth0

Translate Source IP to: 0.0.0.0-0 MASQUERADE (eth0’s IP address)
Comment: NAT_on_WAN

]

Source IP: notClp [ Jp Jp Jip | Souce Port(s): notClfo |
Destination IP: vt o e b Jp Jip ] Destination Port(sy: MNot(1[0 |

Input Interface: Mot (] Output Interface: Mot []
Existed Flowmark: Mot [] Protocol: Mat [

Source MAC: Mot [ E E D D D D Comment: |

Translate Source IP To: EI EI EI EI- EI ¥ Masguera..|
Translate Source Port To D - D

Submit H Cancel l

Figure 67. NAT Configuration — Masquerade Example

Click Submit to add the rule to the list and apply it to the router.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systemn Properies |

Mettwork | Wireless Dynamic Routing Fireweall Services HotSpot

HAT Kind:  ERLAN -]

Source IP | Destinatio...| In face Outlface Sre Part Dst Part Protacal | Flawmark MAT IP MAT PORT | Comment
ANY ANY ANY ANY 0 0 ANY MASQUE.. |0

Figure 68. NAT Tab — Masquerade Example

HINT: Make sure IP forwarding is enabled on the router (Interface settings
Panel).

Important: To enable a NAT rule (write it to the active list) you must click the

J.

= 1 button.
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7.DHCP

The Dynamic Host Configuration Protocol (DHCP) provides configuration parameters
to Internet hosts in a client-server model. DHCP server hosts allocate network addresses
and deliver configuration parameters to other (client) hosts.

DHCP consists of two components: a protocol for delivering host-specific configuration
parameters from a server to a host and a mechanism for allocation of network addresses to
hosts.

To configure DHCP settings, select the DHCP tab, located under the Advanced
Configuration of Node, Configuration tabs. The DHCP tab contains two sub-tabs:
Server and Client, selected by clicking the corresponding option button.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

7.1. Configuring a DHCP Server
The MicroRed DHCP server provides an extended set of configuration parameters
while at the same time being effective and low resource consuming.

File Tools LUHilities Help
ERR N

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration | Statistics | Systerm Froperies |
Metork

Wireless: | Dynamic Routing Fireweall | MAT | QoS Serices | DHCP | wian | WLAM | HotSpot

J g'ﬁ;‘jg | sener sl o fp | enai:0 |0 o |lo |
ﬁ@ Broadacst |D | |D | |D | |D | Subnet Mask: |D | |IJ | |EI | |D |
ﬁ ath1 - I]omain:| |
B atho Time Parameters:

= Lease: l:l Min lease: ICI Max Iease:lD—I | Legzes Info

g Eirl\;r E:EE:E Decline:@ Conflict: ICI Oﬁer:D
O Client [ Active

DHS Servers: WIHS Servers: Routers:

onse: [0 |0 o o] wanse: [0 Jfo |0 b | Roter:0 |0 |0 Jlo |

owsz2 o o o o | whs20 o |jo |p | pomter20 [0 |0 o]

ost: o Jlo o Jlo ]

DHCP settings retrieved succesfully

Figure 69. DHCP Server Configuration Dialog Box

To configure a DHCP Server, select the interface from the interface tree. Its
background turns blue. Only clients in the same physical interface will be able to
acquire IP addresses from this DHCP server. If clients from other physical
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interfaces must acquire their IP addresses from the same server a bridge should
be created, and those interfaces should be added under that bridge. Then, select
that bridge as the DHCP server interface.

NOTE: You cannot select an interface which is under a bridge as the DHCP server
interface. Additionally the DHCP server interface should have already been configured with
a valid IP address and subnet mask. Multiple DHCP servers on different interfaces are

allowed.

7.1.1. Setting DHCP Server Fields

To configure DHCP server settings, select the Server option button and select
the Active check box. The Server tab becomes available. After completing the
required fields, click the Submit button. This uploads the configuration to the
node without starting the server.

Start IP and End IP
Type the appropriate IP addresses into the Start IP and End IP fields. These
are the upper and lower limits for the DHCP server address pool.

Broadcast

Type the appropriate IP address into the Broadcast field. This field contains the
IP address clients will use. Broadcast IP should be one of the addresses the
Subnet Mask permits.

Subnet Mask
Type the appropriate IP address into the Subnet Mask field. This is the subnet
mask clients will use.

Domain
Type the Domain name (if any) that will be allocated to clients into this text
box.

Time Parameters
For each of the following fields, type the appropriate value into the box.

Lease

The Lease field contains the number of seconds an allocated IP is valid. After
expiration the client has to renegotiate for getting a new IP (which is usually the
same). The expiration time that the client adopts depends on the operating
system running on the client and the DHCP client configuration.

Decline
The Decline field contains the number of seconds that an IP will be reserved
(leased) for if a DHCP decline message is received.

Min Lease
The Min Lease field contains the minimum number of seconds. If a lease to be
given is below this value (sec), the full lease time is used instead.

Conflict

The Conflict field contains the amount of time (sec) that an IP address will be
reserved (leased) if an ARP conflict (two clients with the same IP address)
occurs.
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Max Lease

The Max Lease field contains the maximum number of current leases (allocated
IP addresses). After this limit is reached the server stops assigning IP addresses
to new clients.

Offer

The Offer field contains the number of seconds an offered address is reserved
(leased). This field specifies the number of seconds the DHCP server should
cache the offers it has extended to discovering DHCP clients. The default value is
60 seconds. On fast network media this value can be decreased.

DNS Servers
In the three DNS Servers fields (DNS 1, DNS 2 and DNS 3), type the IP
addresses of the DNS servers that DHCP clients will use for DNS requests.

WINS Servers
If there are WINS servers that client should use, type the addresses in the
WINS Servers fields (WINS 1 and WINS 2).

Routers
In the Routers fields (Router 1 and Router 2), type the IP addresses of the
routers (default gateways) the client can use.

Leases Info
Click the Leases Info button to access the DHCP Leases dialog box that
displays all the allocated leases.

MAC-Address ] IP-Address ] Expire Tirme ]

| Refrash

Figure 70. DHCP Leases Dialog Box
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In the current version DHCP server configuration does not support dynamic
changing of the DHCP leases file. After an IP allocation you are able to see the
new record in the DHCP Leases dialog after approximately a 60 second delay.

7.1.2. Lease Time Strategies
One of the most common DHCP administration questions is, "What setting should
I give my lease times?" As with many networking questions, the answer is, "It
depends." The primary decision criterion is the desired frequency at which your
clients update their configuration data.

If you are using DHCP only for randomized address assignments, having longer
lease times will result in greater levels of stability. For example, if you use lease
duration times of one month or longer, a temporary server outage is not likely to
affect your normal operations much. However, if you are using DHCP for a
variety of system-configuration options (such as default DNS servers and static
routes), you will want to have shorter lease times so that changes to the network
are recognized quickly by the DHCP clients. In this case, having lease times that
are longer than a day or two can be problematic because clients that obtain a
new lease just before a critical infrastructure change is made will not recognize
this change until the lease expires or gets renewed.

For dynamic environments, there are two common lease-duration strategies. The
first calls for leases to be renewed halfway through a working day (such as
having them expire every eight hours, which will cause them to be renewed after
four hours). Another strategy is to set the lease duration to a multiple of two and
a half times the working day (that is, 20 hours for an eight-hour working day),
causing the leases to completely expire overnight and thus be renegotiated every
morning. The former strategy works well on networks that keep their machines
running all of the time, while the latter strategy works well on networks where
systems are powered down or otherwise removed from the network at night.

Be forewarned, however, that both strategies expose the network to problems if
the DHCP server goes down or is on a remote network that is subject to outages.
If the DHCP clients are getting their lease data from a remote DHCP server that
is on the other side of a WAN link that is even minimally prone to failure, chances
are good that short lease times will result in at least a few failed lease renewals.

7.2. Configuring a DHCP CLIENT

Configuration of the DHCP Client application is simple. The only requirement is
selection of the interface where the DHCP client will search for DHCP servers.

Similar to DHCP server configuration, multiple instances of DHCP client on
different interfaces are allowed.
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| Advanced Configuration of node: " MicroRed-Fi " |

| Configuration [ Statistics l System Properties |
Metiiark | Wireless Firewall | MAT | QoS Senvices

Dyharmic Routing DHCP | WAk | WLAN

DHCP Configuration

J,_j InterFaces

E5 etht
8 etho | Glient
& ath
& atho

O server [ Active

O Relay [ Active
@ |[client) [ Active

HotSpot

[l Keep DHS and Gateway

[

Figure 71. DHCP Client

To configure a DHCP Client, select the interface from the interface tree. Its
background turns blue.

To configure DHCP client settings, select the Client option button and select the
Active check box. The Client tab becomes available.

To prevent the changing of a client’s default system gateway and DNS addresses
when the client receives an IP address from the server, select the Keep DNS
and Gateway check box. This is useful when you already have set a static
default gateway and DNS and want them to remain unchanged, or if they are to
be configured from another application (e.g. PPPoE client). In most other cases
this field should be remain unselected.

To complete the configuration, click the Submit button.

7.3. Configuring a DHCP Relay
DHCP does not require a server on each subnet. To allow for scale and economy,
a relay agent can be installed listening to DHCP messages and forwarding them
on (and onto other network segments). This eliminates the necessity of having a
DHCP server on each physical network.
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| Advanced Configuration of node: " MicroRed-Fi* |

| Configuration [ Statistics ] System Properies |

Metwaork | Wireless Fireswwall MAT | QoS Setvices

Dynamic Routing DHCP | WAN | WLAN

DHCP Configuration

L_:l InterFaces

5 o i | oo e sorvers [ 0 6 5
B eino ' server20 |0 |0 b | severas 0 [0 Jfo fo
HE oth1
8 atho

O semver [ Active

@ |Relay] [ Active
O client [ Active

HotSpot

Figure 72. DHCP Relay

To configure a DHCP Relay, select the interface from the interface tree. Its
background turns blue.

To view the full DHCP Relay pane, select the Relay option button, then select
the Active check box. The Relay Configuration pane appears.

The Relay Configuration pane represents the subnet (LAN) where a relay
listens for client DHCP requests in order to forward them to DHCP servers
Server 1, Server 2, Server 3 or Server 4. Type the appropriate IP addresses
in these fields.

Interface where application relays on should has a valid ip and subnet mask and
like the other DHCP apis, DHCP relay can have multiple instances on different
interfaces.

To complete the configuration, click Submit.
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8. WAN

To configure WAN settings, select the WAN tab, located under the Advanced
Configuration of Node, Configuration tabs. The WAN tab contains two sub-tabs:
PPPoOE and PPTP, selected by clicking the corresponding option button.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.

8.1. Configuring a PPPOE CLIENT

The PPPoOE client application is used to create PPPOE connections with PPPoE
servers mainly used by Internet Service Providers.

| Advanced Configuration of node: " MicraRed-Fi* |
| Configuration [ Statistics ] Systermn Propedies |

Mettvark | Wireless Dynamic Routing Firewall MAT | QoS Services DHCP | WWAN | wLAN HotSpot

WAN Configuration

L:] IntetFaces —
-H athi |E User Hame: | | P d: | |
Ha Pratocol: Concentrator: | |
B8 ath Keep DNS And Gateway [ | Ot b ]
8 atho Enable On Demand [

@ PPPoE [ Active

OFPTE [ Active

Current Status: |

Figure 73. PPPoE Configuration

To configure a PPPOE Client, select the interface from the interface tree. Its
background turns blue. This interface usually shares the same medium with an
ADSL modem (in bridge mode). There is no need for a preconfigured valid IP
address and subnet mask on this interface.

To view the full PPPoE tab, select the PPPOE option button and select the
Active check box. The PPPoE tab appears.

After completing the required fields, click Submit.

8.1.1. Setting PPPOE Client Fields

User Name
Type the User Name for the client that will be used to authenticate with the
PPPoE server (Usually supplied by the ISP).

Password
Type a Password (more than three characters) for the client. This is used to
authenticate with the PPPOE server and is usually supplied by the ISP.
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Protocol

In the Protocol drop down list, select the Protocol to be used for
authentication with the PPPoE server. Protocol options are: None, PAP and
CHAP.

| Advanced Configuration of node: " MicroRed-Fi* |

| Configuration [ Statistics ] Systemn Properies |
MNetark Firewall | NAT | CioS Services | DHCP | WWAN

Wireless | Dynamic Routing WLAN

WAN Configuration

HotSpot

(J InterFaces EEE |
— oth | PPPoE User Hame: | | Password: | |
93 ciho Protocol  |MONE ] Concentrator: | |
__ MOMNE
HS ath1 Keep DNS An Pap MTU size: D
ﬂ atho Enable On De -\ .0
® PPPoE [ Active
O PPTP [ Active

Current Status: |

Figure 74. PPPoFE Protocol Selection

Concentrator

The Concentrator contains the name of a server and relates to the case where
there are multiple PPPOE servers available. If those servers have a valuable name
(called a Concentrator name) you can choose the proper one by type the correct
name into this field.

Keep DNS and Gateway

In most cases PPPoE authentication supplies the client with some valid DNS
addresses and makes the PPPoE interface the default system gateway. To set a
static DNS address and/or a default gateway, or leave another application to
configure them, (e.g. DHCP client), select the Keep DNS and Gateway check
box.

MTU size

The normal Ethernet MTU is 1500 bytes in length, but the PPPoOE overhead, plus
two bytes of overhead for the encapsulated PPP frame, mean that the MTU of
the PPP interface is at most 1492 bytes. This causes all kinds of problems if you
are using a Linux machine as a firewall and interfaces behind the firewall have an
MTU greater than 1492. For safety MTU size must be an integer between 536
and 1412.

Enable on Demand

Enable on Demand is a feature which enables the functionality of creating a
PPPoE connection only when there is IP traffic on a PPPOE interface. Some ISPs
offer connection agreements where charging depends on time. In these cases
this feature could be valuable. When the Enable on Demand check box is
selected, the following fields appear: Remote Domain, Remote IP and
Demand Time
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To configure this field identify the PPPoE server by its IP address and type the
address into the Remote IP field, OR determine its domain name and type it
into the Remote Domain field. Then type a time period (seconds) into the
Demand Time field. If a PPPoE connection remains idle for this period, the
connection closes until you try to use it again (probably from a PC behind the
router).

Enable On Demand [+

Remote I]umain:| Remote IP: |':' | |':' ||':' | |':'

Demand Time: D

Figure 75. PPPoE — Enable on Demand Settings

Current Status

When you click the Refresh button the Current Status field displays information
on the current connection (whether there is a connection or the reason for an
unsuccessful attempt to connect).

8.2. Configuring a PPTP Client

The PPTP client application is used to create PPTP connections with PPTP servers
mainly used by Internet Service Providers.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |

Wireless | Dynamic Routing Firewall Senices WAN | WLAR HotSpot
WAN Configuration
() InterFaces BT
.ﬁ ath | User Hame: | | P: d: | |
PPTP
m ethl Protocol: MOME [] Dial IP: |D | |D ”D | |D |
HE ath ISP Hame: | | Keep DHS And Gateway (]
B8 atho Authenticator: | |
(O PPPoE [ Active Enable On Demand [ Demand Time: D
@PpPTP| [ Active

Current Status: |

Figure 76. WAN — PPTP Settings

To configure a PPTP Client, select the interface from the interface tree. Its
background turns blue. This interface must be pre-configured with a valid IP
address and subnet mask from the PPTP server subnet or it should be able to
“see” PPTP server in some way (e.g. through default gateway).

To view the full PPTP tab, select the PPTP option button and select the Active
check box. The PPTP tab appears.
After completing the required fields, click Submit.
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8.2.1. Setting PPTP Client Fields
User Name
Type the User Name for the client that will be used to authenticate with the
PPTP server (usually supplied by the ISP).

Password
Type a Password (more than three characters) for the client. This is used to
authenticate with the PPTP server and is usually supplied by the ISP.

Protocol

In the Protocol drop down list, select the Protocol to be used for
authentication with the PPTP server. Protocol options are: None, PAP and
CHAP.

Dial IP or ISP Name
To identify the PPTP server, type the IP address in the Dial IP field, OR type the
DNS name of the PPTP service in the ISP Name field.

Keep DNS and Gateway

In most cases PPTP authentication supplies the client with some valid DNS
addresses and makes the PPPoE interface the default system gateway. To set a
static DNS address and/or a default gateway, or leave another application to
configure them, (e.g. DHCP client), select the Keep DNS and Gateway check
box.

Authenticator
Some PPTP servers require an Authenticator field called to establish a PPTP
connection. This name usually is provided by ISPs.

Enable on Demand

Enable on demand is a feature which enables the functionality of creating a PPTP
connection only when there is IP traffic on a PPTP interface. Some ISPs offer
connection agreements where charging depends on time. In these cases this
feature could be valuable.

Select the Enable on Demand check box, and then type a time period
(seconds) into the Demand Time field. If a PPTP connection remains idle for
this period, the connection closes until you try to use it again (probably from a
PC behind the router).

Current Status

When you click the Refresh button the Current Status field displays information
on the current connection (whether there is a connection or the reason for an
unsuccessful attempt to connect).
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9. Quality of Service

Quality of service (also know as Traffic Shaping) refers to the general concept of prioritizing
network traffic, according to some of its properties. By default, each packet is treated
equally and in a first-come, first-served basis. However, by utilizing QoS, certain traffic
patterns, can be given higher priority or can be guaranteed specific network resources.
From now on, we will refer to a traffic pattern as class.

Some of the policies that can be enforced with QoS are:

e Restrict or eliminate the bandwidth consumed by P2P applications.
Distribute the available bandwidth equally among a group of HOTSPOT users.
Make sure that certain services (e.g. the web portal of a hotspot) will always be
accessible, no matter how overloaded the network is.

e Reserve a portion of the available bandwidth for latency sensitive applications, like
VoIP.

e Mitigate DOS attacks by restricting the network usage available for specific kinds of
traffic (e.g. ICMP traffic).

9.1. The QoS window tab

Let’s have a look first, at the overall GUI interface (Picture 77).

File Tools Utilities Help

=

| Advanced Configuration of node: " MicroRed-Fi" |

Configuration [ Statistics ] Systermn Properties ]

MetWiork | Wireless | Dynamic Routing Fireveall Serices HotSpot

5 Traffic Classes

_ Metwark Interfaces B Traffic Policies

2 | Apply Changes ‘ | MNew Client |
> S atho
I:\(;, Input |MIW|
= Output -
- ) ath1 Source P Sub; | | 9 "‘“--'.‘_
|:'\(-, Input Source Partis): | [l | I HaT
'_:!‘f Output Source MAC: e | CI Mo
P_?(E—Thlunput Destinatian P/ Sub: | | 9"@?
= Output Destination Partts); | [lr=s | ] CInior
> ) etht DestnatonMac; || [INOT
|:'\§_-, Input
= Output Protocal: |_'HIF7E| ClnoT
Application: 7@

|Qos Data retrieved succesfully

Figure 77. The QoS window

There are three main columns:
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9.1.1. Traffic Classes
Traffic classes are entities to which we associate specific traffic patterns, and
specific network resources. The traffic patterns constitute the Matches associated
to a Traffic Class, and the network resources reserved, comprises the 7arget of
the Traffic Class. These properties can be configured via the rightmost panel of
the QoS window.

To add a new Traffic Class, you have to right-click on the “Traffic Classes” label
in the respective Panel. You can define as many Traffic Classes as you wish. A
Traffic Class can also form a tree-like hierarchy of Subclasses. The tree may have
at most two layers of subclasses (Picture 78).

ggaﬁic Classes

= a

@ b
9 «

u]

3:

Figure 78. Three /layer class hierarchy

9.1.2. Traffic Policies
A Traffic policy is an object to which we associate one or more classes and one
or more interfaces. The set of classes assigned to a Traffic Policy, defines the
policy for the associated interfaces. The way you assign classes to policies is
unlimited. Traffic policies can be shared by many interfaces, in which case the
interfaces are unified from the QoS standpoint. Shared polices will be discussed
in more depth later in this chapter.

9.1.3. Network Interfaces
This panel lists all physical interfaces of the system. For each interface, we
distinguish two flows: An incoming one, which corresponds to traffic coming to
the interface, from the underlying physical layer, and an outgoing one, which
corresponds to traffic going out of the interface, to the physical layer.

Note: Bridges and virtual interfaces will not be present here. If you want to set a policy to
a bridge, set the same traffic policy to eve hysical interface that makes up the bridge.
Virtual interfaces can only be distinguished, in the basis of their IP address.
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Bear in mind, that you can't assign more than one policy per interface flow;
as well as, the same policy to both flows of the same interface. The way
that Classes, Policies and Interfaces are interrelated is depicted in picture 79.

[Subclass |

{Subdass < Subclass)

Interfacer

Ainput flow |- (Traffic Polfedy

A Traffic Class & ~etr.... |
' | Subdlass |
'--I&I
I -|._T|':1FFi ¢ Class |
Nere

~ Sulbclass |

A Subiclass 1 ~{suclass |

(output flow |—{Traffic Policy J;

et |

— Traffic Class |-x_ _
' |~{Subclass|

' et

N

Figure 79. Classes, Policies and Interfaces

Associations are carried out by drag & dropping one to item on other.

Differentiating network traffic
The network traffic can be categorized by almost any combination of the

following properties.

Inbound/ Outbound Interface e.g. ethO in athO out

Source/ Destination IP/ subnet e.g. 192.168.2.0/ 24, 172.16.1.1/ 32
Source/ Destination IP Port Range e.g. 0 — 1024, 520

Source/ Destination MAC e.g. 01:02:03:04:05:06

Protocol e.g. IP, TCP, UDP, ICMP, ......
Application e.g. P2P traffic, etc

Negations of most of the afore e.g. 1192.168.1.1/ 32

mentioned

These parameters constitute the MATCH part of a class. The GUI panel
responsible for these options is depicted at picture 80.
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MATCHES | TARGET

Source P} Sub: | | CIMOT
Source Portds): | | | | O MO
Source MAC: o | CImoT
Desstination IPJ Sub: | | O MoT
De stination Port(s): | I | O rMoT
Destination MAC: | | O moT
Protacol: [NONE [+] OwnoT
Application: [E— 1

Figure 80. Network Traffic Matches

9.3. Guarantees and Limitations
On the other hand, the network resources that can be guaranteed or limited are:

Committed Information Rate
Peak Information Rate
Committed Burst Size
Excess Burst Size

Priority

These parameters constitute the TARGET part of a class. The GUI interface
responsible for these options are depicted in Picture 81.
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| MATCHES | TARCET |

Commited Infarmation Rate (CIRY Khitsfsec

Peak Information Rate (PIRy. [0 Khits sec

Commited Burst Size (CES) 0 Bies

Excess Burst Size (EBS) o Butes

PRIGRITY: 0 [+]

Figure 81. Policy Parameters

9.3.1. Committed Information Rate (CIR)
This is the rate (expressed in kbits/s) which is guaranteed that will always be
available to the respective traffic class. Apparently, the CIF dedicated for a
specific class, can not exceed the network bandwidth available. When multiple
competing classes exist for the same interface and for the same direction
(output/input), the sum of all of them should also not overrun the available
bandwidth.

Note that, regardless of the CIR the traffic is always transmitted at the maximum
speed supported by the physical interface. Literally, the CIR expresses the
average rate in which the traffic is sent, in due time.

9.3.2. Peak Information Rate (PIR)
This is the maximum rate (in kbits/s) in which, the traffic of a class, can be sent
or received (in average). Even if no other traffic competes for the bandwidth, this
barrier can not be exceeded. This value can be as large as the capacity of the
link and as small as the CIR.

The bandwidth between CIR and PIR is not guaranteed for a class. The
possibility for a class to exploit this range, depends on its priority as we will see
later.

9.3.3. Excess Burst Size (EBS)
Some applications are characterized by short periods of intensive network usage
and long periods with no network usage at all. For instance, when we browse the
Internet, our web browser requests a web page and then remains idle for a long
period of time, until another page is requested.

Such applications are not served well by the CIR/PIR mechanism alone. The EBS
mechanism remedies this problem by allowing an application to send a number
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of bytes continuously, for some time, without being interrupted. As soon as EBC
bytes have been sent, the application is forced back to normal behavior (average
rate ranging between CIR and PIR).

9.3.4. Committed Burst Size (CBS)

The CBS corresponds to the minimum number of bytes that have to be available
in order for a transmission to start. By the time that the transmission starts, it is
not possible to be interrupted, until there are no other data to send. By default
this value is the smallest possible (a single packet size ideally) and scarcely will
you have to set a different value.

In order to better understand the concept of rate and burst, consider the
analogy: Each class (or subclass as we will see later) is like a bucket with size
EBS. The bucket is filled up at a rate which ranges between CIR and PIR. In
accordance with this analogy, transmission starts when we throw water out of
the bucket. The minimum quantity of water (traffic) that we can be thrown out is
CBS. Therefore, when a class is idle for a while, it's possible for an application
later on, to send a large burst of data, until the “bucket” is empty. Similarly, for a
class that sends traffic at a steady rate, lower than CIR, its “bucket” will always
be filled up.

9.3.5. Priority
The Priority value dictates which class, among those at the same layer, will get
the unused bandwidth. This bandwidth comes from those classes that are not
fully utilizing their CIR. This extra bandwidth is delivered first to the class with
the highest priority and as soon as the PIR (or EBS) of this class is reached, the
distribution continues to the next class in order of priority. Priority value can vary
between 0 (higher priority) and 7 (lower priority).

Consider the scenario: We have a standard 11mbps wireless link, and we want to
guarantee half of it, to outgoing TCP traffic. Then we further divide it to TCP
traffic destined for host x, and that destined to host y. This scenario is depicted
in the following table.

Classes in the table denoted as “auto”, are classes that are automatically (and
transparently) created by the system to handle unclassified traffic. These
automatically generated classes, get the rest of the bandwidth (as its CIR), which
is not reserved for any of the user-defined ones. System generated classes are
always of priority 7.
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11 mbps Link Bandwidth

CIR 5,5 mbps: Outgoing TCP

CIR 5.5 mbps: Anything but TCP

No subclasses available

Rest traffic
(1,8 mbps)

1.8 mbps 1.8 mbps

hosty

host x

Back in our scenario:

Let's assume now that 7 mbps traffic (out of the 11 mbps) qualifies for the USER
CLASS. This means that we have 7 mbps TCP traffic, which has to be distributed
among the three subclasses. Let's also assume that 1/3 of this traffic is destined
for host x and another 1/3 for host y. Although, it might be tempting to say that,
its of the subclasses will get 1/3 of the 7 mbps, in actual, SUBCLASS 2 and AUTO
SUBCLASS will get exactly 1,8 mbps (the CIR) and SUBCLASS 1 will get 3,4
mbps. This is because SUBCLASS 1 has a higher priority. If there is no traffic at
all for SUBCLASS 1, then SUBCLASS 2 will get 5,2 out of the 7 mbps available. By
now, the role of priority should be clear.

9.4. Example: Bandwidth reservation for FTP Servers

Let's have a look now at one example, in order to better comprehend the QoS
mechanism. Let's say that we have an MicroRed powered Hotspot, equipped with
an standard 11mbps wireless interface. The real available bandwidth on such
an interface is approximately 5.5mbps or 5500kbps. On the Ethernet side, there
are two ftp servers and a bunch of other insignificant hosts. The ftp servers are
meant to serve the hotspot clients. Hence, we would like to guarantee some
bandwidth for them. The network layout is illustrated in picture 82.
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Figure 82. Hotspot with two back-end FTP servers

9.4.1. Single Class per Policy
We will start by defining a QoS policy to guarantee 3Mbps for FTP traffic. Since
we want to guarantee both uploads and downloads from the FTP servers, we will
create two different classes, one for each flow direction. On each of them, we
will set a PIR limit (3.5Mbps), in order to prevent the FTP server from
monopolizing the bandwidth.

Steps to follow:

1. We click on “Traffic Classes” and right-click on it.

2. We add a new class, named let's say “ftp_traffic_out”, to handle outgoing
traffic from interface athO.

3. We click on “ftp_traffic_out” class and configure the MATCHES and TARGET
as depicted on picture 83.
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| MATCHES [TARGET |

Source P Sub: 172.8.1.0/24 | ClnaT
source Port[s): - | CInaT
Saurce MAC: ooogeokogge | CIMaT

Destnation Ipf sub: |[192.16B.1.0/24 | OJMNOT

Destination Portésh: | - | Owmat
Destination MAC: (000000 ooon:ao | CINOT

Protocal: HOKE (=] CnaT

Anplication: [FTe E|
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|huph;[hanges | Mew Client |

| MATCHES | TARGET |

Figure 83. 'flp_traffic_out’” configuration

4. Similarly, we set up an “ftp_traffic_in” class for the incoming flow direction.

(Picture 84).

|ﬁ\unhﬂ:hanges | Mew Cliept |

| MATCHES [TARGET |

Saurce [P Sub: 172.8.1.0)74 | CrwaT
source Pori[s; - | OmMaT
SoUrte MAC (000000000000 | CIHOT

Destination 1Ff Sub: |192.16B.1.0/24 | CIMOT

Destination Partis); | --| | O raT
Destination MAC: 00 omao oo:o:an | CINOT

Protocol: [NONE El CInaT

Application: [FTe E|

Commited Information Rate (CIRE 000 k.bits,sec
Pazk. InTarmation Bate [PIF) 3500 Folts fset
Commited Burst Size (CR5): EviEes
Excess Burst Size (EBES) |Brtis
PRICRITY: i =]
| Apphy Zhanges | Mew Client |
| MATCHES | TARGET |
Conwmited Information Fate (CIRGE 200 [BA=TLEF L
Pogk Information Rata [PIR) 3500 b.olte yra
Commited Burst size (CB5) _B*ﬂes
Excess Burst Size (EES) |Brtes

PRICRITY: 0

Figure 84. 'ftp_traffic_in’ configuration

5. Now we will create two policies, one for each flow direction, named ‘ftp_in
and ‘ftp_out’. We accomplish this by right-clicking on ‘Traffic Policies’ label.

’

6. Then we associate each class to each respective policy (Picture 85). This is
done by dragging-dropping classes to policies and policies to interface flows.
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Figure 85. Single class per policy

9.4.2. Parallel Classes
Up to now, we guarantee 3mbps for FTP traffic coming from any of the directly
connected subnets, and destined to the other one. However, we make no
provisions for users (of either subnet), who might set up an FTP server on their
own initiative. Such FTP servers can consume part of the 3mbps quota, which is
reserved for the two original FTP servers. If we want to prevent this, we will
have to be more specific when defining our classes. In particular:

1. We rename ‘ftp_traffic_out’ to ‘ftp_traffic_out_ftpl’ to handle traffic destined
to FTP server 192.168.1.220. We change the destination address to
192.168.1.220/ 32. We leave the FTP application type to FTP.

2. Similarly, we rename ‘ftp_traffic_in’ to ‘ftp_traffic_in_ftpl’ to handle traffic
originating for FTP server 192.168.1.220. Therefore, we change the source
address to 192.168.1.220/ 32. The FTP application type of TARGET remains
as it is.

3. In a similar manner, we create two new classes, named ‘ftp_traffic_out_ftp2’
and ‘ftp_traffic_in_ftp2’ to handle traffic originated from/ destined to
192.168.1.190/ 32 (Picture 86). We also set the TARGET application type to
FTP.

4. Since we divided the total CIR/ PIR of the initial classes (one for each
direction) in two classes, we have also to redefine the CIR/ PIR on each
subclass to 1500/ 1750. This way, for each direction the policy guarantees an
aggregated CIR of 3000 and an aggregated PIR of 3500.
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Figure 86. Parallel Classes

Classes 'ftp_traffic_in_ftpl' and 'ftp_traffic_in_ftp2' are considered Paralle/
Classes, as far as the incoming interface flow of athO is concerned. This is
because they don't form a hierarchy and hence, for every arriving packet, both of
them are evaluated against it. Classes 'ftp_traffic_out_ftp1' and
'ftp_traffic_out_ftp2' are also parallel classes, as far as the outgoing interface
flow of athO is concerned.

Parallel classes, although very convenient feature, should be used with caution.
By all means, you should avoid setting parallel classes that overlap each
other. In other words, it should be clear which class will be activated for every
arriving packet. For instance, the two classes depicted at picture 87 are
overlapping, cause is ambiguous which one will handle traffic originating within
subnet 172.8.1.0/24 and destined to host 192.168.1.1/32 with destination port
number 200.
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| Apply Changes | Mew Clizmt | | Apoly Changes | Mew Cliant |
| maTCHES | TARGET | | maTcHEs | TARCET |
Source IPJ Sube lr2.8.1.0/24 O waT Tource IPY Sub: 172.8.1.0024 O moT
Source Portis): | | | OnaT Source Port(s): | -] | DI haT
TOUrce MAC 0000 0:0eoe 0 | CINOT Sourca par a0 00 000000 o0 | LI NOT
Destination Py Sub: (192,168 1.0724 O wNaT Destination P Sub; | 192.168.1.0/21 O NaT
Destination Forigs): [2UY | == |3';":| | LIhaT Destination Portisy: (20 | = |2'3'3' | O waT
Dectination MAC oo o anan oo | LTHIT Dectination MAC oo oo aonn on | LTHOT
Protocal NMANE [=]] O HaT Protacol MINE =] OHaT
Lgplication: FTP [=] Sunplication FTF =

Figure 87. Overlapping Parallel/ Classes

9.4.3. Class Hierarchy
Although the aggregated ftp traffic falls within limits (3000/3500), the maximum
allowed bandwidth for each FTP server is restricted to 1750 kbps. An intuitive
workaround would be to set the PIR of each class to 3500. However, in that
case, if there is a lot of ftp traffic for both FTP servers, then the aggregated ftp
traffic might exceed the desired restriction: 3500 (since 3500+3500=7000). In
order to alleviate this problem, we will have to create a class hierarchy.

1. We set the CIR/ PIR of every class created up to now to 1499/ 3500 and we
remove he application type of FTP.

2. We create two new classes, named ‘ftp_traffic_in’ and ‘ftp_traffic_out’. We
set the CIR/ PIR on each of them to 3000/ 3500. Source IP/ Sub of
‘ftp_traffic_in’ should be set to 192.168.1.0/ 24 and destination IP/ Sub of
‘ftp_traffic_out’ to 192.168.1.0/ 24. This is to allow for other FTP sessions to
take place. Next, on the MATCHES part, we set the port range to 20 — 21
(FTP-Data, FTP-Control), and the protocol type to FTP.
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3. We drag & drop the previous classes to these new ones to create a class
hierarchy as depicted at picture 88. We also alter the structure of our

policies, so that only the newly created classes are assigned to them.

i) Metwark Interfaces

[E Traffic Policies

) Traffic Classes

ftp_traffic_out _ftpl
& B ano : P _out_ftp
¢ Biftoin ftp_traffic_in_fip 1
& t'&- |n.EIUT .._.h f'rp traffic in e R P
! - . e TTR_tramic_out _nps
B fto_in ¢ B frp_out § fip_traffic_in_fip2
P = Output WP fp_traffic_out 7 frp_trarfic _in
ftp_out fig_traffic_in_ftp2
___ fipp _traffic_in_ftpl
& B8 eho @ WP frp_traffic_out
& Input fip_traffic_out_fip2
= Output T _trammic_out_fipl

Figure 88. Class Hierarchy

This way we limit the PIR at parent classes (3000/3500) and then we further
distribute the bandwidth among the child classes (1499/3500 each). So, we
enforce an upper limit on the amount of bandwidth used for FTP traffic, and
at the same time, we enable both FTP Server to use the full potential of the
reserved bandwidth.

Note: We couldn't have set a CIR of 1500 on each subclass, because when we

subdivide a class to subclasses, there should always be some bandwidth available to
accommodate for the rest of the traffic (traffic not covered by any of the subclasses).

9.5. Example: Elimination of P2P Traffic

Currently, MicroRed does not support filtering of IP traffic based on its Layer 7
properties. For example, you can't set up a firewall rule to block
incoming/outgoing P2P traffic. Nonetheless, you can virtual eliminate it, by

restricting the bandwidth available to it.

In this example we will set up two Traffic Policies, one for each direction, and
two Traffic Classes, that will reduce the bandwidth available to P2P traffic to as
low as Kbits/sec. P2P users will soon get frustrated and drop their P2P
applications altogether. The following pictures demonstrate the QoS
configuration needed.
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J Network Interfaces | /B Trafric Policies
¥ E atho ® p2p_in
@ & Input D pzp.in
p2p_in @ B p2p_out
@ =¥ Output - ﬂ p2p_out
pZp_out
& E8 etho
& & Input
- p2p.in
@ = Output
p2p_out

’ _Traffic Classes

| p2p_in
p2p_out

Figure 89. Class hierarchy for restricting P2P traffic on both interfaces

| Apply Changes ] | MHew Client ] | Apply Changes ] | Mew Cliznt ]
| maTCHES [ TRRCET | [[MATCHES | T2RGET |
i O WaT
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souree Porl ' | | ] SnaT Peak Infarmation Rete PRy |1 |kiitsfse
Source Mar 0000 D0:00:00: 00 | Cormrmiten s se (B, - i
P 1
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Destination MAC |00 00 00:ononon | CINDT
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p2p_in, p2p_out MATCHES

Figure 90. Overlapping Paralle/

p2p_in, p2p_out TARGET

classes
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9.5.1. Shared Policies
In our example, traffic policies p2p_in and p2p_out are shared between
interfaces ethO and athO. That makes them (both interfaces) to be regarded as a
single interface, from the standpoint of QoS. In practice, this means that
1Kbits/sec can be occupied by P2P traffic coming from either ethO or athO, and
other 1Kbits/sec for P2P traffic leaving from either ethO or athO (not 1Kbits/sec
each).

9.6. Example: Access Point Bandwidth Sharing
9.6.1. New QoS Entry
MicroView NMS has a convenient way to set bandwidth policies for individual
clients of an Access Point. This feature works only for clients that have a
statically assigned IP and not via DHCP. If you want to set bandwidth policies for
individual AP Clients which get their IP via DHCP, you'll have to set up your
classes manually based on client's MAC address.

You define a bandwidth policy for an AP client by clicking on the “New Client”
button (picture 91).

New QoS Entry kA

Alias: | |
IP Address: | |
Interface: [atho [«]

Target Rate

Up link: | | 4 |

Downlink: | l _‘ |

| submit | | cancel |

Figure 91. The '‘New QoS Entry’ window

We will now create two bandwidth policies for two AP clients (John and Maria).
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Mewy QoS Entry

Alias: Johin | Alias: Maria |
IP Address: 192.168.0.10/32 | IP Address: 192.168.0.11/32 |
Interface: athd El Interface: athQr E|

Target Eate Target Eate

Uplinic 10 | <[100 | Uplinkc 10 | <[40 |

Downlink: |BD | -lSD | Downlink: |4O | _|8[‘:| |

| Submit ] [ Cancel ] [ Submit ] | Cancel ]

to

John's settings

Figure 92. John's and Maria’s settings

ropriate subnet mask.

Marias's settings

Note: If it's about a single IP, use a subnet mask of /32. However, if you want the policy
cover multiple IPs, then use the a

After submitting both windows the resulting class hierarchy will be:

LJ Metwork Interfaces

3 atho

¢>— % Input

" B raljohn_Upl Maria_Lglink
= Output PalJokn_Dowwnlink,
B Faljohn_Dao John_Downlin

o B8 etho
— & Input
— =% Output

Traffic Policies

Paljohn_Uplink
@ John_Uplink
L

— i Maria_Downli

1]

>

i (T v

Traffic Classes
Juhn plink

quhn Drovwnlinks

I alinl:
R

|"-'|ElrIEl Dovenilirk,

" aria
ER=1i=

9.6.2.

Figure 93. Resultant QoS layout for Maria and John

QoS Statistics

By right-clicking on the traffic policy below the associated interface flow, you can
get statistics regarding packets handled by this policy.
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Figure 94. Current rate and packet analogy

The bar chart on the top illustrates the current average rate for each class. The
Pie chart corresponds to the number of packets services by the class up to now.
By choosing the table view you get some more detailed statistics, including
dropped packets due to rate/ burst limitations.

i Takle =

Class Hams | Parent Mame | Fbites | Packets | Dewopped | cedimis | current Rate (o
akn_Uplink 257 ] (o] il 0
Warlia_LUpink EF1] 4 o a o

Figure 95. More detailed statistics
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9.7. Design Guidelines and Limitations

9.7.1. Destination/ Source MAC match type
To use the destination MAC match type, you have to create a bridge interface
and assign to it the desired physical interface (a single interface is ok). Then, you
can use the destination MAC match type of the interface assigned to the bridge.

Also bear in mind that, on a regular ip network, all receiving packets on the
gateway, have as destination mac the gateway's mac address. Similarly, all
packets forwarded by the gateway, have as source mac the gateway's mac
address. Hence, it's pointless to use these fields on an MicroRed powered AP,
which acts as a gateway.

Figure 96. A Packet sent by A for B has C.EthOs mac address as destination mac,
and when it is resent by C, it has a source mac of C.Ethl1.

When A sends a packet for B, the packet initially has destination mac: C.ethO.
Thereafter, when gateway C forwards it to its destination (host B) it has source
mac: C.ethl

9.7.2. Application match type
You may set the application match type only on leaf subclasses, on a class
hierarchy. The reason behind this is that application type is very specific and
should only exist on subclasses that reside on the last level (leaf) of a class
hierarchy.

Moreover, when application type is used on a leaf class, it's not possible to set
the protocol match type on any of its parent classes. This is because, when you
set an application type match, you implicitly define the protocol type which
corresponds to the application type.

9.7.3. Child to Parent Class Relation
In a class hierarchy, a child's MATCH and TARGET part should be subset of that
of each parent class. Therefore, you can't have a parent class to match a
destination port range of 1-1024, when one of its child classes matches
destination port range 500-2000. Port range 1025-2000 is not a subset of the
parent class.
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9.7.4. PIR on parallel classes
Currently, the QoS subsystem requires that all parallel classes (or subclasses) will
either have a PIR defined or not. Therefore, it's not possible to set the PIR on a
subclass and not set it on one of its sibling classes. All of them should either
have or not have a PIR defined.

9.7.5. Efficiency Considerations
Whenever possible, prefer the port or protocol match type instead of the
application one. Application match type is slower and more CPU intensive.

9.8. Frequently Asked Questions

9.8.1. Submit, Apply Changes: I'm confused
‘Apply Changes’ button is to save changes made to the rightmost panel of the
QoS interface. This is the panel responsible for setting MATCHES and TARGET
properties of a class. On the other hand 'Submit’ is used to save the overall QoS
configuration. Finally, don't forget to save configuration on the device via the
'Save Configuration' option on the 'View Topology' window.
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10. HotSpot Wizard

The MicroRed OS HotSpot Access Gateway enables Telco’s, operators, wireless ISPs,
enterprises, government institutions, or school campuses to deploy WLANs with secured
user authentication support. Based on both RADIUS (Remote Authentication User Dial-In
Service) and Web Redirection technology, when an unauthenticated wireless user is
trying to access a Web page, a logon page is shown instead of the requested page, so
that the user can type his/her user name and password for authentication. Then, the
user credential information is sent to a back-end RADIUS server to see if the user is
allowed to access the Internet. This web-redirection also supports Web page
customization, allowing operators or HotSpots to easily designate a Web page /
Advertisement URL before / after user login, not to mention Web-redirection bypass for
paid users and/or those frequently using HotSpot services, where authentication can be
performed using their MAC address.

To configure the HotSpot Wizard settings, select the HotSpot tab, located under the
Advanced Configuration of Node, Configuration tabs.

See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.
10.1. HotSpot Main Tab

When the HotSpot tab is selected a simple user interface is displayed as a
starting point for the HotSpot configuration process. From the HotSpot Main tab
you can:

Enable the HotSpot

View the status of the HotSpot

View the administrator’'s MAC address

Start the HotSpot Wizard

Open a window to view a file containing configuration information

Open a window to view user information

Open a window to view Radius statistics

File Tools LHilities Help

i3 L [

| Advanced Configuration of node: * MicroRed-Fi" |

| Configuration l Statistics ] System Propedies |
Metitiork

HotSpot Configuration

Enable Hot Spot [ Status: |[stopped

Startwizard
| J Admin MaC:  [00000:00:00:00:00

| Show Configuration |

Wireless | Dynamic Routing Fireweall Services

Hotgpot |

| Show Llsers' It |

Figure 97. Main HotSpot Tab
Enable HotSpot
Click the Enable HotSpot button to stop or start HotSpot functionality.
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Status

Status displays current HotSpot status (Stopped, Running or Initializing). In
case there is a problem with HotSpot initialization procedure, an error message is
displayed.

Example: DNS error
The HotSpot needs to connect to a DNS server, but cannot find one. This may be a

ossible incorrect configuration of the HotSpot's WAN interface settings, or a possible
temporary unreachable state of the DNS server (WAN is not initialized yet, PPP connection
is not established yet). The HotSpot will keep retrying to initialize at certain intervals.

Admin MAC

Admin MAC is the administrators MAC Address. This MAC address (if not zeros),
is always considered authenticated and assigned the first HotSpot Dynamic IP
address (x.x.x.2). Setting it is recommended, to avoid losing connectivity with the
HotSpot, if connected to one of its HotSpot interfaces.

Users Info

Users Info is a list of users that have obtained an IP address, their
authentication status (TRUE or FALSE), and users’ statistics. To access this list,
click the Users Info button. The HotSpot Users dialog box appears.

The Users Info button is available when the HotSpot configuration is complete
and the HotSpot is running.

Userta. | mac-ad. IP-addme. Jautient..] Bvasin | Bytec oullR egister. ) Actve Ti. JRernain. [dle Timal 8w Up (8 Down| Dot |

Figure 98. Users Info Window

Radius Statistics

The Radius Statistics window allows you to view information about the
operation of the Radius server. To access the Radius Statistics window, click
the Radius Statistics button.

The Radius Statistics button is available when the HotSpot configuration is
complete and the HotSpot is running.
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Figure 99. Radius Statistics Window

10.2. Using the HotSpot Wizard
To begin the Wizard configuration, click the Start Wizard button in the
configuration panel. A multi-tabbed pane opens with the WAN tab on top. To
navigate between tabs, click the Next or Previous buttons at the bottom of the

pane.

The following sections describe the configuration settings for each tab.

10.2.1. WAN
WAN is the interface that the HotSpot should use to connect to the
Internet.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Metwork | Wireless | Dynamic Routing Firewall Services HotSpot |_

I HotSpot Configuration

| WAL

Selfect WAN interface: |ath0 [=] WAN Type:

@ Static IP

) DHCP Client
O PPTP Client
) PPPOE Client

Siatic IP Configuration

IP Address: |D | |D | |D | |D |
subnet [0 |[o [[o [[o |
DHS: [ | [o | [ | [0 J

o Jfo_Jlo Jlo ]

[ et || rees
Figure 100. HotSpot Wizard WAN Tab

MicroRed & MicroView NMS User Manual v1.0 Page 102




o3

Configure the WAN tab as follows:

Select WAN Interface

Select the interface to be used as the WAN Interface from the Select
WAN Interface drop down list.

WAN Type
Select one of the following WAN Types by clicking the option button.
Different configuration fields will become available in the lower section of
the tab depending on the select made in this field.

e Static IP

e DHCP Client

e PPTP Client

e PPPOE Client

Static IP
The WAN interface will be assigned with a static IP address, Subnet
mask, DNS IP and Gateway IP.

DHCP Client
The WAN interface will retrieve dynamically the corresponding IP Settings
via DHCP protocol.

PPTP Client
The WAN interface will try to connect via the PPTP protocol based on its
configuration parameters.

| Advanced Configuration of node; " MicroRed-Fi" |

| Configuration [ Statistics ] Systern Properies |
Mettork | 'Wireless Firewall | MAT | QoS | Services | DHCP | WiAR | YLAN HDTSDDTL

Cwynamic Rauting

HotSpot Configuration

| VAN
| Seiect WAN interface: WAN Type:
[ O static IP
| ) DHCP Client
[ (& PPTP Client|
|l ) PPPGE Client
l PPTFP Chient Configuration
% User Hame: | | Password: | |
Protocol: Dial IP: o o o flo |
ISP Hame: | |
Figure 101. HotSpot WAN PPTP Client Settings
e Type the user name in the User Name field
e Type the Password in the Password field
e Select None, PAP or CHAP in the Protocol field
e Type the ISP name in the ISP Name field
e Type the dial IP address in the Dial IP field
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PPPOE Client
The WAN interface will try to connect via the PPPoE protocol based on its
configuration parameters.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systam Properties |
Metwork | 'Wireless Firewall | MAT | QoS | Services | DHCP | WAl | vLan | HotSpot L

Dynamic Routing

HotSpot Configuration

| VAN
[ Select WAN Interface: WAN Type:
I O static IP
[ (O DHCP Client
I ) PPTP Client
} (® PPPoE Client|
| PPPoE Chient Confiquration
|I User Hame: | | Password:
Protocol:
ISP Hame: | |
Figure 102. HotSpot WAN PPPoE Client Settings
e Type the user name in the User Name field
e Type the password in the Password field
e Select None, PAP or CHAP in the Protocol field
e Type the ISP name in the ISP Name field

10.2.2. LAN
Select the physical interfaces to be used as HotSpot interfaces, then click
&
s | to transfer it to the HotSpot Interfaces box. You have the
flexibility to select multiple interfaces, either Ethernet or wireless. When
the HotSpot is initialized, these interfaces will be bridged under a network

bridge called br_HotSpot.
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| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systemn Properies |

Services HotSpot |_

Wireless Cynamic Routing Firewall

HotSpot Configuration

Physical mterfaces: HotSpot interfaces:

athi
ath1 |ﬂ
eth | ===

eth1

Figure 103. HotSpot Wizard LAN Tab

10.2.3. DHCP
HotSpot will assign HotSpot users with an IP address in the range of the

configured dynamic IP addresses. Configure the HotSpot DHCP tab as
follows:

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properies |
Meatitiork Fireweall | MAT | QoS Sericas DHCP | WAl | WLAN HotSpot

Wireless | Dynamic Routing

HotSpot Configuration

I Dynamic IPs: |1E"2 | |1 fg | |E' | |E' | -'f|24 | Static IPs: |D | |E' | |D | |D |-"E
|| DHCP os: [0 [0 flo [0 ]
I ows22 0 |0 |0 |jp |

Domain: |”{r | Leaze: secs

e B e

Figure 104. HotSpot Wizard DHCP Tab

Warning: HotSpot uses its build-in DHCP server, which is not displayed in the
DHCP panel of the router.

Dynamic IPs
Type the base IP address and subnet into the Dynamic IPs field.
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Example: If the dynamic IP addresses are 192.168.1.0/24, the HotSpot
will assign IP addresses in the range of 192.168.1.2 to 192.168.1.254. IP
address 192.168.1.0 is the Network IP, which cannot be assigned. IP
address 192.168.1.1 will be assigned to the HotSpot itself (br_HotSpot
interface). IP address 192.168.1.255 is the Broadcast IP, which cannot be
assigned.

DNS 1 and DNS 2
If DNS values are set to 0.0.0.0, the Hotspot will assign the router's DNS
IP addresses.

Domain

Domain is the domain name assigned to HotSpot users. Lease Is the
number in seconds users’ DHCP client services will have to renew their
assigned IP.

Static IP

Static IP is an advanced option left to the administrator. Using it,
HotSpot will never assigned this range of IP addresses, unless MAC
authentication is used and the Radius server's response forces an IP
address of this range to be assigned (Framed-IP-Address).

Example: If dynamic IP addresses are configured as above and static IP
addresses are 192.168.1.0/30, the Hotspot will assign IP addresses in the
range 192.168.1.4 to 192.168.1.254, leaving IP addresses 192.168.1.2 to
192.168.1.3 to be assigned from the Radius server.

Warning: The Static IPs subnet should be a sub-subnet of the Dynamic IPs subnet.

10.2.4. NAT & Protection

NAT Enable

If the NAT Enable option is selected, HotSpot users’ IP addresses will be
translated to the WAN’'s IP address (Network Address Translation,
Masquerade). This should be used if the dynamic IP addresses assigned
are not public IP addresses, but private ones. If NAT Enable is not
selected, HotSpot user’s IP addresses will be forwarded to the Internet
unmodified.
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| Advanced Configuration of node; " MicroRed-Fi" |

| Configuration [Statistics ] Systemn Properties |
metork | Wireless Firewall MAT | @oS Services DHCP WAARL | WLARN Hotspot L

Dwnamic Routing

HotSpot Configuration

T
NAT Enable ]
L DHCE ]

| MAT & Protection

[ Protection L evel:
‘— ) Mo Pratection

® Lowy

| O MEDIUM
|uiifel Custorization
O HIGH

Figure 105. HotSpot Wizard NAT & Protection Tab

Protection Level

Protection is performed through firewall rules. According to the protection
level used, appropriate firewall rules will be generated. (The comment
“Added_By_Hotspot” will be automatically generated.)

Warning: All pre-configured firewall rules will be dropped.

There are four levels of protection:

No Protection

There is no protection. All traffic is accepted both from WAN and HotSpot
interfaces.

Low Protection

Policy of the Input firewall chain will be set to Drop. The following
configuration will be applied to the firewall subsystem.

Traffic Coming from the WAN Interface

Type Action Comments
Connections Related or Accepted Traffic initiated from
Established P router or HotSpot Users
SSH Connection Accepted New SSH connection
SNMP Accepted SNMP request
MNMS connection Accepted New MNMS connection
. Limited to
ICMP traffic 5/sec All ICMP types
UDP port 500 and Protocols .
AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

Traffic Coming from HotSpot Interfaces
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Type Action Comments
Connections To Internet Accepted Traffic from HotSpot
Users
SSH Connection Accepted New SSH connection
SNMP Accepted SNMP request
MNMS connection Accepted New MNMS connection
. Limited to
ICMP traffic 5/sec All ICMP types
Protocols AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

Medium Protection

Policy of the Input firewall chain will be set to Drop. The following
configuration will be applied to firewall subsystem.

Traffic coming from WAN interface

Type Action Comments
Connections Related or Accepted Traffic initiated from
Established P router or HotSpot Users
MNMS connection Accepted New MNMS connection
] Limited to
ICMP traffic 5/sec All ICMP types
UDP port 500 and Protocols .
AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

Traffic coming from HotSpot Interfaces

Type Action Comments
Connections To Internet Accepted Traffic from HotSpot
Users
MNMS connection Accepted New MNMS connection
] Limited to
ICMP traffic 5/sec All ICMP types

Protocols AH, ESP (IPsec) Accepted IPsec traffic

Everything else Dropped

High Protection

Policy of the Input firewall chain will be set to Drop. The following
configuration will be applied to firewall subsystem.

Warning: MNMS Connectivity from WAN or HotSpot interfaces will be lost!
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Traffic coming from WAN interface

Type Action Comments
Connections Related or Accepted Traffic initiated from
Established P router or HotSpot Users
. Limited to
ICMP traffic 5/sec All ICMP types
UDP port 500 and Protocols ]
AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

Traffic coming from HotSpot Interfaces

Type Action Comments
Connections To Internet Accepted Traffic from HotSpot
Users
. Limited to
ICMP traffic 5/sec All ICMP types
Protocols AH, ESP (IPsec) Accepted IPsec traffic
Everything else Dropped

10.2.5. Wireless

If there are wireless interfaces used as HotSpot interfaces, the Wireless
tab is used to configure the wireless settings of these interfaces.

By default, Wireless to Wireless traffic is dropped.

| Advanced Configuration of node: " MicroRed-Fi* |

| Configuration [ Statistics ] System Properties |
Metiiork Firewall | MAT | QoS | Serices | DHCP | Wwan | WLAN | HotSpot |_

Wireless | Dynamic Routing

HotSpot Configuration

; HotSpot Wireless interface:
\— Physical: 80211 B-G [~]
[ Wireless Wirefess Channel: 2412 ]
ESSID; [erefaunt |
Encryption: fwer =]
| | WEP |
% WEP Type: Key 1: |00-00-00-00-00 o
; Key 2: |00-00-00-00-00 | O
Key 3 |00-00-00-00-00 |O
Key 4 |00-00-00-00-00 |®

Figure 106. HotSpot Wizard Wireless Tab
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HotSpot Wireless Interface
Select the HotSpot Wireless Interface from the drop down list.

Physical
Select the Physical layer standard of your interface, or select Auto.

Wireless Channel
If any selection except Auto is selected in the Physical list, this list is
available. Select a Wireless Channel number.

ESSID
Type the ESSID name in this text box.

Encryption
In the Encryption drop down list, select None or WEP. If WEP is
selected, the additional fields appear.

WEP Type

Select WEP 64 or WEP 128 in the WEP Type drop down list

Key 1, Key 2, Key 3 and Key 4 Type up to four different Key codes in
these fields and select the one to be used by clicking the option button
beside it.

10.2.6. Radius
The Radius server used to authenticate HotSpot users.

| Advanced Configuration of node: " MicroRed-Fi* |

| Configuration [ Statistics l System Propetties |
Metiork Firewall | MAT | QoS | Services | DHCP | Wwian | vLAN | HotSpot [

Wireless | Dynamic Routing

HotSpot Configuration

; Radius Server (1)

‘— IP Address 1: |192 ||158 ||1 ||1UU | IP Address 2: |U ||U ||U ||U |
[l st |

Domain 1: | Domain 2: | |
| Radius Authentication Method:
‘— | Has ID: |Wi592_1 |

‘— Secret Key: |testing1 23
|__Awerisement  Adthentication Port:  [1812
‘— Accounting Port: 1813

Figure 107. HotSpot Wizard Radius Tab

IP Address 1 and 2 / Domain 1 and 2

Either the IP address or Domain name of at least one Radius Server
must be configured. The second Radius server is used as a backup server
(if present).
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Authentication Method

Authorization to Radius server will be performed using the
Authentication Method (CHAP or PAP) selected in the
Authentication Method drop down list.

Secret Key
Type the Secret Key of the Radius Server in this field.

NAS ID
Type the HotSpot's NAS identifier in the NAS ID box.

Authentication Port
The Authentication Port is the port used to send Access Requests to
Radius Server (1812 by default).

Accounting Port
The Accounting Port is the port used to send Accounting Requests to
the Radius Server (1813 by default).

10.2.7. Authentication Type
Authentication Type is the method used to authenticate HotSpot users.
At least one must be enabled.

| Advanced Configuration of nade: * MicroRed-Fi* |
| Canfiguration [ Statistics ] Systemn Properties |
Mettiork Firewall | MAT | QoS | Serices | DHCP | WARN | V0LAM | HotSpot L

Wiraless Dynamic Rauting

HotSpot Configuration

VAN Anthentication

Enable: []

| WAT EPIOIEEI00 | pomains [ocalhost | MILacal
Secret: |
| AuthType Port:

MAC Anthentication

% Enable: [¥]

Passwd:| password |

Suffix: | |

Figure 108. HotSpot Wizard Authentication Tab

UAM Authentication

UAM is the common Web-redirection authentication type. Hotspot users,
after they have obtained an IP address, and opened a Web browser, will
be redirected to the HotSpot's Web page to provide their Username and
Password.
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Enable
Select the Enable check box to enable UAM Authentication.

Domain
Type the URL of the authentication webpage into the Domain text box.

Secret
The Secret field is currently unused.

Port
Port is the local port the HotSpot will use for redirection (default 3990).

MAC Authentication
Hotspot users can be authenticated to the Radius Server using their MAC
address (the MAC address of their media used to obtain an IP address).

Hotspot will send an access request to the Radius Server, using as
Username the MAC address of the user (followed by the suffix string if
present). It also sends password configured in the Password field. If
authentication is successfully completed, the user obtains the Framed-IP
Address of the Radius Access Response (if present), or the next available
IP address in the range of Dynamic IP addresses. If authentication fails
and UAM Authentication is enabled, user obtains an IP address in the
range of Dynamic IP addresses and UAM authentication is performed
(WEB-redirect page).

Enable
Select the Enable check box to enable MAC Authentication.

Password
Password is the password used to authenticate HotSpot users to Radius
Server.

Suffix
Suffix is the string attached to the HotSpot users' MAC address used as
Radius Username.

Warning: If MAC authentication is enabled, HotSpot users will obtain an IP address
ONLY if the Radius Server is reachable.

10.2.8. Walled Garden
Walled Garden is a set of at most five domains or IP addresses or
subnets that a user can access without having performed authentication
(The user must have previously obtained an IP address from the
HotSpot).

Type the URLs for these domains or IP addresses into the Walled
Garden URLs text boxes.
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| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Metwiork | Wireless | Dynaric Routing | Firewall | NAT | Q05 | Semices | DHCP | WaM | YLAN | HotSpot

HotSpot Configuration

Walled Garden URLS:

2 | |

l

l

% | |
1)

l

l

.

3 | |

| alled Garden
[ 4 | |

l 5 | |

Figure 109. HotSpot Wizard Walled Garden Tab

10.2.9. Advertisement
Advertisement is a set of at most five URLs that a HotSpot user will be
redirected to, after having authenticated successfully using UAM
authentication.

| Advanced Configuration of node: " MicroRed-Fi"* |

| Canfiguration [ Statistics ] System Properties |
Metork Firewall NAT | QoS Semvices DHCP | WAN | WLARN HotSpot

HotESpot Configuration

Wireless | Dynamic Routing

Advertisment URLS:

1) |www.pointredtech.cnm |

2 | |

3 | |

| Advertizermant 4 | |
I 5 | |

[T —

Figure 110. HotSpot Wizard Advertisement Tab
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10.2.10. Summary
All configuration data is stored in the Summary field. When the
Summary tab is on top the configuration data is shown in this tab.

File Tools LUtilities Help

& & H

| Advanced Configuration of node; " MicroRed-Fi" |
| Configuration l Statistics ] System Propedies |

Metwork | Wireless | Dynamic Routing | Firewall Qo5 | Semwices HaotSpot

HotSpot Configuration

----HotSpot Configuration----------------—

AR AN Configuration sREESSEEE5EE
an Interface; athl

Type: Static IP configuration

Static IP Address: 1921681002 =

RRRRRSSEE LAN Configuration SssaRSReeS
Selected HotSpot Interfaces (Inserted under bridge "br_HotSpot" : ="
ath0

RERERRREeE: DHCP Configuration sessssass5ge
Cietarmic IPs: 192 168.0.0 124

Static IPs:0.0.00/0

DHE1.0000

DHE 20000

Domain:kr

Lease Tirme: 500

AR MAT & SECURITY Configuration ieRaee5s0t
Enabled
Protection Level LOWY

| Bt || Submi

Figure 111. HotSpot Summary Tab

Submit
To apply configuration to the router, click the Submit button at the
bottom of the Summary tab.

Exit
Click Exit to return to the main HotSpot configuration tab.
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| Advanced Configuration of node; " MicroRed-Fi " |

| Configuratian [Statistics ] System Properties |

MetWark | Wireless | Dwnamic Routing | Firewall Serices

HotSpot Configuration

Enabie Hot Spot|[] Status: |Stopped |

Start Wizard
| l Admin Mac:  (00:00:00:00:00:00

| Show Configuration l

| Show Users Info |

| Radius Statistics |

Figure 112. Main HotSpot Tab

10.2.11. Enabling the HotSpot
In the main HotSpot tab, click Submit.

If HotSpot is already running, it will try to set the new configuration
and start again. If an error occurs, the previous configuration will be
restored.

If HotSpot is not running, the configuration is applied but HotSpot will
remain stopped.

To start the router operating as a HotSpot, select the Enable HotSpot
check box in the main HotSpot tab and click the Submit button again.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Metitiork Firewall | MAT | QoS | Services | DHCP | ‘WAMN | YLAN | HotSpot L

Wireless | Dwnamic Routing

Hot8pot Configuration

Enable Hot Spot ] Status: [Stopped

Start Wizard
| l Admin MAC: |00:0BEBBZBDAE4E

| Show Configuration l

| Show Users Info |

| Radius Statistics |

Figure 113. Start HotSpot
To poll the HotSpot's status, click the Refresh button. If the Status box
displays Initializing, retry a few minutes later. The Status box will
display Running when initialization is complete.
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When the HotSpot is running the Show Users Info and Radius
Statistics buttons will be available.

Enable Hot Spot [V Sfartin IRunning

| Start Wizard

Admin MAC:  |12:34:56 T8:9ABC

| Show Configuration |

‘ Show Users Info |

| Radius Statistics |
Figure 114. HotSpot Running

10.3. Backend Radius Configuration Example
The following is an example for the Linux free radius package:

Assume
e Dynamic IPs subnet is 192.168.1.0/ 24
e Static IPs subnet is 192.168.1.0/ 30
e Radius password configured for MAC authentication is “password”

10.3.1. MAC Authentication
To authenticate a user using MAC authentication with MAC
00:01:02:03:04:05, configure the radius server as follows:

e 00-01-02-03-04-05 Auth-Type = Local, User-Password=
‘password’

Class = 0702345678

Session_Timeout = 7200

Idle_Timeout = 600

Acct-Interim-Interval = 60

Paned-IP-Address = 192.168.1.3

WISPr-Bandwidth-Max-Up = 256000

WISPr-Bandwidth-Max-Down = 512000

Upon successful authentication,
e User will be authenticated for 7200 seconds (2 hours), will obtain
IP address 192.168.1.3, upload bandwidth 256kbps and download
bandwidth 512kbps.
e HotSpot will send Accounting requests to radius every 60 seconds.

10.3.2. UAM Authentication
To authenticate a user using UAM authentication with username ‘userl’
and password ‘his_password’, configure the radius server as follows:

e Userl Auth_Type = Local, User-Password="his_password’
e Class = 0702345678
e Session-Timeout = 7200
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Idle-Timeout = 600
Acct-Interim-Interval = 60
WISPr-Bandwidth-Max-Up = 256000
WISPr-Bandwidth-Max-Down = 512000

Upon successful authentication,
e User will be authenticated for 7200 seconds (2 Hours), upload
bandwidth 256kbps and download bandwidth 512kbps.
e HotSpot will send accounting requests to radius every 60 seconds.

10.4. HotSpot Configuration Example

Assume that the user’s system is equipped with two Ethernet interfaces
and one wireless interface.

/ 192.168.1. %24
Exhemet O: 192,168.1.3/24

5.6H 73| ( N2.46Hz :
f& ﬂ.xmm*x mm;ﬂ-ﬁ.

300{ . 'Mreiess
Hatspol-
Wireless \ Q -ﬂﬁ Wireless

Usar LUser

Desktop Wireless
Uzer
Figure 115. Network Topology — Example

The user is connected to the internet via a router with public IP w.x.y.z.
His/her private IP subnet is 192.168.1.0/24. The router masquerades
private IPs to its public IP.

The user must authorize users connected to both HotSpots’ Ethernet
interface ethl and wireless interfaces athO. This is accomplished by
configuring MicroRed to act as a HotSpot and authenticate users
connected to those interfaces (HotSpot LAN Interfaces).

The authentication is assumed to be handled by the user’s local Radius
Server (IP 192.168.1.00).

MicroRed HotSpot's WAN Interface in that case is ethO, the one
connected to the router (and Internet).

MicroRed & MicroView NMS User Manual v1.0 Page 117




©-

Hotspot users will be assigned with IPs in the subnet 192.168.0.0/24
To sum up, MicroRed HotSpot should be configured with:

WAN interface: ethO, with static IP 192.168.1.3/ 24

LAN Interfaces: ethl and athO

Gateway: 192.168.1.1 (router’s private IP)

DNS: say 208.67.222.222 (obtained from your internet
connection)

e Radius Server: 192.168.1.100 (let radius secret be ‘radius_secret’)
e Dynamic IPs assigned to users: 192.168.0.0/ 24

Applying this example, network topology will change to:

-
- E
- - e B

_.=" "HotspotWAN Interface ™~ - . _

[H O R
192.1!.1.1{24
Ethemnat 0: 192.168.1.3724 lr..--
Al === 7= T~ T
SO 5\

Desktop ¥YWireless

Liser
N Deskiop Wineless User
e HotspotLAN Interfaces - -

---'---------..

Figure 116. Network Topology after HotSpot — Example

HotSpot Configuration Procedure
Select Advanced Node Configuration from the Node Shortcut Menu in
MicroView NMS.

Click the HotSpot tab to begin the HotSpot configuration. The HotSpot tab
appears.
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| Advanced Configuration of node: " MicroRed-Fi" |

| Caonfiguration [ Statistics ] System Properties |
Metiiork | YWireless Firewall | WAT | @GoS | Sewices | DHCP | WAR | WLAN HDTSDDTL

Dynamic Routing

HotSpot Configuration

Enable Hot Spot[] Status: |Stopped |

Start Wizard
| art Wizar lndminmnc: 00:0B:6E: 2B:D8:4E

| Show Configuration l

| Shoy Users Info |

| Radius Stafistics |

Figure 117. HotSpot Main Panel — Example

Click the Start Wizard button. The HotSpot Configuration pane
appears containing several tabs. The WAN tab is on top.

=

In the Select WAN Interface drop down list, select athO as the
WAN interface

In the IP Address field, type: 192.168.1.3

In the Subnet field type: 255.255.255.0

In the DNS field type: 208.67.222.222

In the Gateway field type: 192.168.1.1

“hwnN

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [Statistics ] Systam Properties |
Mettork | ‘Wireless Firewall | MNAT | @oS | Services | DHCP | WAN | WLAN HDISDDIL

Dynamic Routing

HotSpot Configuration

| WAN
| Select WAN Interface: WAN Type:
| (@ Static IP
| () DHCP Client
| ) PPTP Client
[ () PPPOE Client
|
| Static IP Configuration
| IP Address: [192 | [188 | [1 NEE
L 9Wmmay | subnet: [255 ] [255 | [255 1[0 |
Dns: 208 | [67 | [220 | [220 |
Gateway: 192 | 18a | [1 [ |

Figure 118. WAN Configuration - Example
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Click the Next button. The LAN tab will appear. The LAN tab contains

two lists: Physical Interfaces and HotSpot Interfaces.

In the Physical Interface list, Select ethO and athO and copy them to the

===
HotSpot Interface list by clicking the |— button.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] Systern Properies |
Metwork | ‘Wireless Firewall | NAT | QoS | Serices | DHCP | WAN | WLARN HDTSDDTL

Cynamic Routing

HotSpot Configuration

| LAN Physical interfaces: HotSpot nterfaces:

‘— athi . athi
‘— athl |g ethi

| ethl | o=
ethil

Figure 119. LAN Configuration — Example

Click the Next button. The DHCP tab will appear. Configure DHCP

server settings (IP addresses to be assigned from HotSpot to Users) as

follows:

1. In the Dynamic IPs field, type: 192.168.0.0/ 24 (24 is the Subnet
Mask portion representing 255.255.255.0)

2. In the DNS 1 field, type: 0.0.0.0 (This will tell it to get MicroRed WAN
DNS IP)

3. In the Domain field type: domain_of_your_choice

4. In the Lease field, type 600, the lease time for DHCP (in seconds)
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| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Metiork Firewall MNAT | Qo3 Services DHCP | WA | WLAN HotSpot

Wireless | Dynamic Routing

HotSpot Configuration

I pynamicwps: 192 |[168 [0 [lo [/[22 | staticwes: (0 ([0 [[o |[o [so |
ows: 0 |0 [lo Jlo |

sz [0 Jjo o Jlo |
; Domain: |p°imr9d| | Lease: secs

Figure 120. HotSpot's DHCP Server Configuration - Example

Click the Next button. The NAT & Protection tab will appear. Configure
NAT & Protection settings as follows:

1. Select the NAT Enable check box. Due to HotSpot's Private Dynamic
IPs subnet, HotSpot Should masquerade users’ IP addresses to its
WAN IP.

2. In the Protection Level box, select: Medium.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properies |
Mettiork | Wireless | Dynamic Routing | Firewall | MAT | @oS | Serices | DHGP | Wan | YLAN | HotSpot

HotSpot Configuration

I NAT Enable [/

| MAT & Protection

Protection { everl:

() Mo Protection

@ |MEDIUM|

I
I
} O Loy
I
} O HIGH

Figure 121. NAT & Protection Level Configuration - Example

Click the Next button. The Wireless tab will appear. Configure Wireless
settings as follows:
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In the Physical drop down list, select: 802.11b
In the Wireless Channel drop down list, select: 1
In the ESSID field, type: My_HotSpot

In the Encryption drop down list, select: NONE

PUWNE

| Advanced Configuration of node; " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Metiork Firewall | MAT | QoS | Semices | DHCP | WAM | VLAN | HotSpot L

Wireless | Dynamic Routing

HotSpot Configuration

l— HotSpot Wireless interface;  [3th0 -]

Physical B02.11 B-G [~]

Wireless

| e essm [rrry_hotspot |
| Encryption: NONE [+

NONE |
; Mo encryption method set.

|I Wireless Channel: 2412 [~]

Figure 122. Wireless Configuration - Example

Click the Next button. The Radius tab will appear. Configure Radius
settings as follows:

In the IP Address 1 field, type: 192.168.1.100

In the IP Address 2 field, type: 0.0.0.0 (no backup radius server)

In the Authentication Method drop down list, select: CHAP

In the Secret Key field, type: radius_secret

In the Authentication Port field, type: 1812

In the Accounting Port field, type: 1813

In the NAS ID field, type: some_nas (if nheeded by radius server)

NounirwnNe
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| Advanced Carfiguration of node: * MicroRed-Fi" |

| Configuration [Statistics ] Systerm Propetties |
Metitiork Fireswall | NAT | QoS | Senices | DHCP | WiAN | VLAN | HotSpot [

Wireless | Dynamic Routing

HotSpot Configuration

Radius Server (1)

L paddresst: [192 [[168 [[1 |[100 | paddress2z 0 [0 fjo |jo |
Domain 1: |
| Radius Authentication Method:

; Secret Key: |testing1 23
‘— Authentication Port: 1812
; Accounting Port: 1813

| Domain 2: | |

Has ID: |50m9_n39 |

Figure 123. Radius Configuration — Example

Click the Next button. The Auth Type tab will appear. Configure
Authentication Type settings as follows:

In the UAM Authentication section, select the Enable check box to
authenticate users via Web redirection.

| Advanced Configuration of node: " MicroRed-Fi " |

| Configuration [ Statistics ] Systern Properties |
Metiiork | Wireless Firewall | MAT | QoS | Sewices | DHCP | WAN | WLAN HDtSth|_

Dynamic Routing

HotSpot Configuration

AN Anthentication

Enable: [¥]

Dnmain:hﬂcamﬂﬁt | E Local

Secret: |

| Auth Type Port:

l
l
l
l
l
.

MAC Authentication

Enable: [¥]

Passwd: PA5EWOND |

Suffix: | |

Figure 124. Authentication Methods — Example
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Click the Next button. The Walled Garden tab will appear. In the
Walled Garden tab you can configure domains that a user can access
without being authenticated. Configure Walled Garden settings as
follows:

In the Walled Garden URLs box, type 192.168.1.20 into field 1. (For
this example, this address is assumed to operate a public web server. A
user connected to a HotSpot LAN Interface can then access that address
without authentication.)

| Advanced Configuration of node; " MicroRed-Fi" |

| Canfiguration [ Statistics ] System Properties |
metitork Firewsall | MAT | QoS | Semices | DHCP | WWAM | WLAN | HotSpot

Wireless | Dynamic Rauting

HotSpot Configuration

Walied Garden URLS:

1) [192.166.1.20 |

2 | |
L AuhTee [y |
| Wialled Garden
e N |
|.\ieb Customization, | g) | |
L Bimman,

Figure 125. Walled Garden Configuration — Example

Click the Next button. The Advertisement tab will appear. In the
Advertisement tab you can configure domains that a user will be
directed to after being authenticated. Configure Advertisement settings
as follows:

In the Advertisement URLs box, type the URL of any web site.
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| Advanced Configuration ofnode: " MicroRed-Fi" |

| Configuration [Statistics ] System Properies ]
Metifork | ‘Wireless Firewall | MNAT | Qo3 | Sewices | DHCP | 'WAN | WLANW | HotSpot

Dynammic Raouting

1) |Www.pointredtech.cum |

2| |
L aulpe |3 |

|_ Advertiserment 4)| |
PRI S| |

Figure 126. Redirection URLs Configuration — Example

Click the Next button. The Summary tab will appear. The Summary
tab displays a summary of configuration options. Click the Submit button
in the summary tab.
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File Tools Utilities Help

FE N -
| Advanced Configuration of node: * MicroRed-Fi* |

Configuration [ Statistics | System Froperies ]

Mettiork | Wireless | Dyhamic Routing Firewall

Services HotSpot

HotSpot Configuration

SRS VAR Configuration iRESSRRREEE
an Intetface: athd
Type: Static IP canfiguration

Static IP Address: 182 168.1.3

REEREREERE LAN Configuration se8RRER55E5E
Selected HotSpot Interfaces (nserted under hridge "br_HotSpot?) ©

e lath, L
| Summary athl

RRRRsRRResE DHCP Configuration 3RRssem5age
Cyvnamic IPs 192168001 24

Static IPs:0.0.0.010

CkS 1:0.0.0.0

DS 2:0.0.0.0

Domain:lkr

Lease Time:g00

AR NAT & SECURITY Configuration iessmseRes:
Enabled
Frotection Lewel:LOW

Figure 127. Summarize Configuration - Example
Click the Exit button. The main HotSpot pane appears.

Although the configuration has been loaded, HotSpot is not running.
(Status field displays: Stopped). To complete the procedure:

1. In the Admin MAC box, type the administrator's MAC address. This is
recommended to ensure connectivity is not lost with HotSpot in the
event of a Radius mis-configuration.

2. Click the Submit button to apply the configuration to HotSpot. The
original HotSpot tab appears.

3. To complete the process, select the Enable HotSpot check box.

Click the Submit button to start HotSpot.

Note: HotSpot will assign to its HotSpot interfaces the IP address: 192.168.0.1
Administrator’s IP address will be 192.168.0.2
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| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [ Statistics ] System Properties |
Methiork Firewall | MNAT | QoS | Senices | DHCP | WAN | WLAN | HotSpot |_

Wireless | Dynamic Routing

HotSpot Configuration

Enable Hot Spot [¥] Status: |Stopped

Start Wizard
[ ] Admin MaC: |00:0B:6B:2B:D84E

| Show Configuration ]

| Show LIsers Info |

| Radius Statistics |

Figure 128. Start HotSpot - Example

To poll HotSpot's status, click the Refresh button. If the Status box
displays Initializing, retry a few minutes later. The Status box will
display Running when initialization is complete. With HotSpot running all
changes have been applied to the router.

Enable Hot Spot ] Status: IRunning

| Start Vizard Admin MAC:  |12:34:56:78:958C |

l
| Show Canfiguration ‘
]

| Show Llsers Info

| Radius Statistics |

Figure 129. HotSpot is Running - Example

Return to the Network tab and note the Interface List contains a bridge
br_HotSpot with eth0O and athO under it.
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Interface Configuration [ Static Routing |

() InterFaces

s Paddress [0 |jo Jfo Jlo | PTPIPAddress [0 |jo |0 |[o |
8 etho sunet [0 Jlo o Jfo | macaporess [o | |[en | 41 |
B8 atho EnableDisable Selected Interface [ MAC Spoofing: [1  STPEnable: [
B =t
EE ath Global Settings
Defautew [0 o [l o | pns1 [0 Jlo Jfo b |
IP Forwarding [+ pnsz [0 o @ o |

Network Bridge Commands virtual Iface Commands
[ # Addnewbridge | [+ aAddnewlface |
X Delste Bridge [ X Delete Iface |
55 Insert Interface
| Tahle View | B0 Rermnove Interface

|Ad\ranced00nfgurat|0n of node: " MicraRed-Fi |
| Configuration [ Statistics | System Properties ]
MNetork | YWireless | Dynarmic Routing Firewall MAT | QoS Semnices DHCP | WAl | WLAN HotSpot
IP Configuration

Figure 130. Interface Panel after HotSpot’s Initiation - Example

Select the Firewall and NAT tabs and note that they also are initialized.

| Aevanead O onfigurstion ofmade: Ulecalhost” |

| configuation | siaustcs | avstem Properties |

Firwsall 4 Bandwiethhenager | Senices | | 4 Haidpat

Firewsall |+ | | & | 8 | Oa] « SRS Folicy:  (RIERIE =]

Riiles

Snur'ceIF Destnation..|  Inirace | outifece | S For | DstPort | FProtocol | Flowmnade | ACTION | comment |

A AN mn B ACCEPT  Added_by_.. [=]

l‘N‘f’ AT elhn A a 3T LUDF HMCCERPT Added_by_ =
=y Ly elhi) Lighy a BT TCF BCCERT Added_bty_.. ||
BV AN Ethi Y (=TT ACCEPT  AdbEd oy
BN B elhll MY ] 500 LIDF BLCEPT Added_br_..
BV AN Ethi Y ESP ACCEPT  AdbEn_moy_
=g g clhi) Y i BCCERET Added_br_.. E|
Flowmarks
Flowmeark Ha.] Source P | Destination 1P| Inffaee | auimace | GePot | DsiPord | Prolocol | comment |

Figure 131. New Firewall Settings - Example
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Arhanc ed ConfEuration ofnoda; * oeahost |

Configursion | Statistics | Systam Properties
HatWork | Vidreless | Firewall Bemices N | WLAH | HodSpot

Feifresh

Source IP | Destinafin. | Inlface | Qutlfaee | ScPod | DsiPort | Profoeol | Floomare | HATIP | beT PORT| Gomment
AR B Ak sthi IP wWasalE.. 0 Added_by..

Figure 132. NAT Settings - Example

If a user connects to the HotSpot, it will assign the next free Dynamic IP
address.

C:Documents and Settings“Adminiztrator>ipconfig

llindows IP Configuration

Ethernet adapter Local frea Connection:

BN ON—S e C DS & doma

Address. 192.168.0.3
Subnet Mask . . . 255 255 _255.8
Default Gateway - 122.168._8.1

Figure 133. HotSpot has assigned an IP address - Example

If this user now tries to access the Internet, a Redirection Web-Page is
displayed:

10.5. Troubleshooting

10.5.1. Cannot set wireless interface configuration
e Check if you have selected channel and ESSID.

10.5.2. DNS Error
e If you use static IP address for the WAN, make sure you have
entered the right settings.
e If you use dynamic IP allocation (DHCP, PPPoE and PPTP clients),
wait for the WAN interface to establish a connection.

10.5.3. Cannot obtain an IP address

e Check if the Dynamic IP addresses are all allocated by selecting
Show User Info. If more IP addresses are required, reconsider
configuring an extended IP pool for Dynamic IP addresses.

e If MAC authentication is enabled, check if your RADIUS server is
operating and has connectivity with the HotSpot, or Radius
Settings are right (Secret Key, Ports).

e Check if HotSpot Status in the Main HotSpot tab is running.

10.5.4. Obtained an IP address but cannot Ping HotSpot
Check if the user is authenticated.
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10.5.5. HotSpot running, but no active DHCP Server
HotSpot uses its built in DHCP server; there is no mis-configuration.

10.5.6. A user not authenticated, but can access the Internet
Check if the domain user has accessed is in the Walled Garden domains.

10.5.7. MicroView NMS lost connectivity with HotSpot

e If you access HotSpot through the WAN interface, make sure WAN
interface has established its connectivity, or you have not selected
HIGH Protection Level in HotSpot configuration (in this situation
the MNMS connection from WAN is dropped).

e If you access HotSpot through the HotSpot LAN interfaces, and
you have selected HIGH Protection Level in HotSpot configuration,
MNMS connection cannot be established.

e If you access HotSpot through the HotSpot LAN interfaces, and
you have configured your MAC address as the administrator’s
MAC, then enable DHCP client on your computer. If you cannot
obtain an IP address, configure your computer with a static IP
address, the first in Dynamic IP addresses (x.x.x.2) and try again
(May be HotSpot is initializing).

e If there is another interface, neither WAN nor LAN, try to connect
through it.
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11. System Services

MicroRed can be configured to run the following services:

SNMP (Simple Network Management Protocol) Service
HTTP (Hyper-Text Transfer Protocol) Service

SSH (Secure Shell Protocol) Service

NTP (Network Time Protocol) Service

To configure System Services settings, select the Services tab, located under the
Advanced Configuration of Node, Configuration tabs.

File Tools LUWilities Help

(P |
| Advanced Configuration of node: " MicroRed-Fi" |

Configuration [ Statistics | System Properties |

Metwork | Wireless | Dynamic Routing Firewall MAT | Qo3 Serices DHCP | WA | WYLAR HotSpot

Services

TR shmpnaie ¥ pore
MNTP Community:
| Security

Date [ o e ]
U Submit
Fing WatchDog ;J

Metwaork Services refrieved succesfully

Figure 134. Services Tab

11.1. Configuring SNMP Settings

SNMP (Simple Network Management Protocol) is the most widely used protocol
for managing TCP/IP Internets. A network management station (NMS) uses
SNMP query (poll) SNMP processes (agents) on network devices such as routers
and end stations. These agents maintain a list of variables and their values that
describe the state of the network device. The variables can describe routing table
entries, interface addresses, and byte counts transmitted on various interfaces.
The collection of variables is described by a Management Information Base
(MIB).

When SNMP is enabled, MicroRed will respond to SNMP requests (SNMP get,
getnext, getbulk, walk).
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A community name can be configured, as a read-only community. SNMP set
requests are not supported.

To configure SNMP, select the SNMP tab under the Services tab.
Configure the SNMP tab fields as follows:

SNMP Enable
Select the SNMP Enable checkbox to enable SNMP

Port
The Port field contains the router port that the SNMP module listens to for SNMP
requests (default 161). Typically you will not have to change this value.

Community

The Community field contains the read-only community name of SNMP service
(default: public). SNMP service will respond to requests if and only if the
community name is set appropriately.

Submit
Click Submit to apply the configuration.

| Advanced Canfiguration of node: " MicroRed-Fi" |
| Configuration [ Statistics ] Systemn Properties |
Mebdiork | Wireless Firewall | NAT | QoS | Sewices

Dynamic Raouting DHCP | WAl | WLAN

HotSpot

Services
|W SNMP Settings
HTTP _
e L
NTP Community: |pub|i|: |

Security
Date rm—
Submit
Ping WatchDog |Q

Figure 135. SNMP Service Configuration

11.2. Configuring HTTP Settings
Web Servers are the computers that run Web sites, accepting HTTP (Hyper-Text
Transfer Protocol) connections from web browsers and delivering Web pages and
other files to them, as well as processing form submissions. When HTTP is
enabled, MicroRed will respond to HTTP/HTTPS requests.

To configure HTTP, select the HTTP tab under the Services tab.

Configure the HTTP tab fields as follows:
HTTP Enable
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Select the HTTP Enable checkbox to enable HTTP

Port
The Port field contains the router port that the HTTP module listens to for HTTP
requests (default 80). Typically you will not have to change this value.

Upload SSL Certificate

Click Upload SSL Certificate to open a Select dialog box and upload your own
SSL certificate for Secure HTTP requests (HTTPS). A default certificate is included
in every newly installed MicroRed.

Upload Key File

Click Upload Key File to open a Select dialog box and upload your own keys
file for Secure HTTP requests (HTTPS). A default file is included in every newly
installed MicroRed.

Submit
Click Submit to apply the configuration.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration [Statistics ] System Properies |
Metitiork | Wireless Firewall | MNAT | QoS | Semices

Dynamic Routing DHCP | WyAN | WLAR | HotSpot

Services

ShMP HTTP Settings
| HTTP
T HTTPEnable: ¥  Port:

55H
MTP

Security
Date [r—
Submit
Ping WatchDog |Q

| Upload S5L Certificate | | Upload Key File

Figure 136. HTTP Service Configuration

11.3. Configuring SSH Settings
Developed by SSH Communications Security Ltd., Secure Shell is a program to
log into another computer over a network, to execute commands in a remote
machine, and to move files from one machine to another. It provides strong
authentication and secure communications over insecure channels.

SSH protects a network from attacks such as IP spoofing, IP source routing, and
DNS spoofing. An attacker who has managed to take over a network can only
force SSH to disconnect. He or she cannot play back the traffic or hijack the
connection when encryption is enabled.
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When using SSH's slogin (instead of rlogin) the entire login session, including
transmission of password, is encrypted; therefore it is almost impossible for an
outsider to collect passwords. When SSH is enabled, MicroRed will respond to
SSH connection requests.

To configure SSH, select the SSH tab the Services tab. Configure the SSH tab
fields as follows:

SSH Enable
Select the SSH Enable checkbox to enable SSH

Port
The Port field contains the router port that the SSH module listens to for SSH

connection requests (default 22). Typically you will not have to change this
value.

Submit
Click Submit to apply the configuration.

B
File Tools Utiities Help
i« [

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration | Statistics | System Propedies |
Metork Fitewall MAT | QoS Services

Wireless

Dynamic Routing DHCR WA

WLAMN HotSpot

Services

ShibdP S5H Settings
| HTTF

L SSHEnable |¥ Port:
| sEH | —

MNTF

Security
L bate | [Ty |
| Fing WatchDog |w

[
(e

Figure 137. SSH Service Configuration

11.4. Configuring NTP Settings
The Network Time Protocol (NTP) is time synchronization system for

computer clocks through the Internet. The main characteristics of NTP are the
following:

Fully automatic, continuous synchronization

Suitable for synchronizing one computer, or a whole computer network
Fault tolerant and dynamically auto configuring

Based on UTC time, independent of time zones and day-light saving time
Synchronization accuracy can reach 1 millisecond
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When NTP is enabled, MicroRed will periodically send a request to a configured
NTP server (based Interval time) and adjust MicroRed’s local system time.

To configure NTP, select the NTP tab under the Services tab. Configure the
NTP tab fields as follows:

NTP Enable
Select the NTP Enable checkbox to enable NTP

Port
The Port field contains the router port that the NTP module listens to for NTP
server responses (default 123). Typically you will not have to change this value.

Domain
The Domain field contains the domain name or IP address of the NTP server.

Interval
The Interval field contains the interval, in minutes, between two consecutive
requests (default 60 minutes).

Submit
Click Submit to apply the configuration.

| Advanced Configuration of node; " MicroRed-Fi" |

| Configuratian [ Statistics ] System Propeties |
hletiiork | Wireless Firewall | MNAT | Qo3 | Senices

Dynamic Rauting DHCP | WAN | WLAN | HotSpot

Services

SHMP NTP Settings
l% NTPEnable |/l Port:

| ssH

| NTP Domain: lclockl redhatcom | interval:

Security
Date [
Submit
Ping WatchDog |4]

Figure 138. NTP Service Configuration

11.5. Setting the Administrator Password
To configure the administrator password, select the Security tab under the
Services tab.

Configure the Security tab fields as follows:

Old Password

Type the current password in the Old Password text box. The default password
is: admin
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New Password
Type the new password in the New Password text box. The new password
must be at least 8 characters and no more than 63 characters.

Re-type
Re-type the new password in the Retype text box.

Submit
Click Submit to apply the configuration.

| Advanced Configuration of node; " MicroRed-Fi" ‘

| Caonfiguration [ Statistics ] System Propedies |
Heti®ark Firewall | MAT | QoS5 | Semices

Wireless | Dynamic Routing DHCP | WAN | WLAN | HotSpat

Services

m Security Settings
HTTP

0ld Password: | |

55H

NTP
| Security HEDEA | |

' Date ;
Submit
Ping WatchDog |:

Hew Password: | |

Figure 139. Change Administrator’s Password
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12. Monitoring and Statistics

The advanced statistics engine of MicroRed, in combination with the graphing facilities of
MicroView NMS, lets the administrator delve into the results real-time, identifying high
bandwidth nodes and possible bottlenecks.

Some Monitoring and Statistics features are available from the Node Shortcut
Menu. Others are located under the Advanced Configuration of Node,

Configuration tabs.
See Page 24 for a diagram showing Advanced Configuration tabs and sub-tabs.
12.1. Using the Status Info Dialog Box

The Status Info dialog box provides all the information displayed in the bottom
pane of the Network Topology tab, with the addition of an extra editable field
which is used to set the Host Name of the node. The displayed information is
useful in cases where the administration unit is “hidden” behind NAT and
connectionless communication (such as MicroRed Polling Protocol and SNMP) can
not be initiated.

To view the Status Info dialog box, click Open Status Window in the Node
Shortcut Menu.

P Version: |2.4.1- COMMERCIAL  |Keylewel: |Level2 |

Up Time: [0:3:40:23 | dihimis

Host Name:  |localhost |

Figure 140. Current Status of Node Dialog Box

12.2. Using the Current Throughput Graph

The Current Throughput graph provides a real-time graphical display of
transmits and receives traffic of each network interface. By monitoring
performance and analyzing performance data, you can begin to see patterns in
the data that will help you locate bottlenecks. After you have located a
bottleneck, you can make changes to the component to improve performance.
Bottlenecks can occur anywhere in your server environment at any time, so it is
important to capture baseline performance information about your system and
monitor performance regularly. MicroView NMS provides the option of real time
traffic monitoring.

To view the Current Throughput Graph, click Current Throughput in the
Node Shortcut Menu.
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Figure 141. Current Throughput Window

12.3. Viewing Packet Statistics
The Packet Stats tab contains information concerning the total packet statistics
per interface.

To view packet statistics, select the Packet Stats tab under the Advanced
Configuration, Statistics, and Network tabs.

Interface
Select the interface for which you want to view statistics in the drop down list.

Refresh
Click Refresh to update the graph.

Reset
Click Reset to...
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| Advanced Configuration of node: " MicroRed-Fi* |
| Canfiguration | Statistics | Systemn Properties |

| network | wireless | Manitor Utils |

| Packet Stats T
ARF Entries — Interface Packet Statistics
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5,000 -
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2,000
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o LM = =l
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W packets" 1070 W bytes" 102 B enors ™ 1040 compressed * 100 multicast® 1070
W diopped * 1040 cic 1043 fifo " 100 Mframe * 100 M length ® 100 W missed * 100
M oover™ 100 [ aborted * 100 @ camier” 10°0 W heartbeat” 10°0 Bwindow * 10°0

\Interface Statistics retrieved succestully

Figure 142. Interface Packet Statistics

12.4. Viewing the ARP Table
The ARP Entries tab contains the ARP (Address Resolution Protocol) table of the
currently selected MicroRed node.

On a single physical network, individual hosts are known on the network by their
physical hardware address. Higher-level protocols address destination hosts in
the form of a symbolic address (IP address in this case). When such a protocol
wants to send a datagram to destination IP address w.x.y.z, the device driver
does not understand this address.

Therefore, a module (ARP) is provided that will translate the IP address to the
physical address of the destination host. It uses a lookup table (sometimes
referred to as the ARP cache) to perform this translation.

When the address is not found in the ARP cache, a broadcast is sent out on the
network, with a special format called the ARP request. If one of the machines on
the network recognizes its own IP address in the request, it will send an ARP
reply back to the requesting host. The reply will contain the physical hardware
address of the host and source route information (if the packet has crossed
bridges on its path). Both this address and the source route information are
stored in the ARP cache of the requesting host. All subsequent datagrams to this
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destination IP address can now be translated to a physical address, which is used
by the device driver to send out the datagram on the network.

To view the ARP table, select the ARP Entries tab under the Network tab.

| Advanced Configuration of node: " MicroRed-Fi" |

| Configuration | Statistics | Systerm Propeties |

Methork I Wireless ] Monitor Liils |
| Facket Stats |w IP address | mMAC address | Interface
|W Q 152168.010 00:18:.DE:6AETEQ ethid
I Open Connections

Figure 143. ARP Entries Table

12.5. Viewing the Open Connections List
The Open Connections tab displays all your computer's inbound and outbound
connections and lists all open ports, helping the administrator to detect host's
activity. Open connections can be sorted in ascending or descending order per
column by clicking on the corresponding table header.

To the Open Connections list, select the Open Connections tab under the
Advanced Configuration, Statistics, and Network tabs.

| advanced Configuration of node: " MicraRed-Fi* |

| Configuration | Statistics | System Properties |

| MetWork [ Wireless ] Maonitor Utils |

| Packet Stats | Refresh Protocal |Source IF'| Dest IP |Snurce F'| Dest F'Ur‘[| State | Flags | Timeout |0pen Tim
| ARF Entries JDF 192.168.... 192.168.... 3517 3|7 MOME ASSURED 180 13380
Open Cannections: |[UOP 192.168.... 192.168... 138 138 NOME UMREPL...|11 0

| Open Connections

TCF 192.168.... 192.168.... 3799 EEN ESTABLI.. ASSURED 432000 112

Figure 144. Open Connections Tab

Refresh
Click Refresh to update the open connections information.

12.6. Using Monitor Utilities
The Monitor Utilities tab provides a user interface for implementing two useful
network utilities: Ping (ICMP) and Traceroute. To access these utilities, select
the Monitor Utilities tab under the Advanced Configuration, Statistics
tabs. The Monitor Utils tab has two sub-tabs: the ICMP Util tab and Trace
Route tab.

12.6.1. Pinging (ICMP Utility)

The Monitor Utilities tab provides a user interface for implementing two
useful network utilities: Ping (ICMP) and Traceroute. To access these
utilities, select the Monitor Utilities tab under the Advanced
Configuration, Statistics tabs. The Monitor Utils tab has two sub-
tabs: the ICMP Util tab and Trace Route tab used to determine
whether there is a problem with the network connection between two
hosts.
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Figure 145. ICMP Utility Tab

To configure and use the ICMP Utility, select the ICMP Util tab,
configure the Destination and Packet Size fields, then use Start, Stop
and Clear buttons as follows:

Destination
Type the IP address of the node you wish to ping in the Destination text
box.

Packet Size
Type the number of bytes to be sent in each packet in the Packet Size
box.

Start

Click Start to initiate the Ping command. The software will repeatedly
ping the destination address. The window will display the number of
bytes, source address, time to live (ttl), the round trip time, % packet
loss, and average time.

Stop

Click the Stop button to terminate the pinging process. The pinging
session will end and a window will appear displaying the Packet
Statistics (Transmitted Packets, Received Packets and Loss %) and
Time Statistics (Min, Max and Average) in bar graph format.

Clear
Click Clear to clear the data from the window. Data can be cleared while
a pinging session is underway.
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12.6.2. Using Traceroute
The Traceroute tab provides a convenient tool for initiating Trace Route
commands.

Traceroute is a utility that records the route (the specific gateway
computers at each hop) through the Internet between your MicroRed
node and a specified destination. It also calculates and displays the
amount of time each hop took. Traceroute is a handy tool for
understanding where problems are in the Internet network.

| Advanced Corfiguration of node: " localhost" |

A—
| Configuration | Stallstics [ Systetn Propettias |
MRtk ] WITeles | hionitor Ltils |

|G- P LI

oo Eouta | Destination [122168.1.101 | M TTL
Start Port |:| Resolve Hetwork Domain Hames [
| Start raceroute to 1924681101 (19216811013, 30 hops max 40 byte packais
L 4 1921661101 2325ms 0531 ms 0.523ms
| Stoap | race completed
| Clear

Figure 146. Traceroute Tab

To configure and use the ICMP Utility, select the ICMP Util tab,
configure the required fields, then use the buttons as follows:

Destination
Type the IP address of the node to which you wish to Traceroute in the
Destination text box.

Start Port
Type the port number in Start Port box.

Max TTL
Type the maximum time to live value in the Max TTL box.

Resolve Network Domain Names
Select Resolve Network Names to cause the utility to include the
domain names of each IP address listed.

Start

Click Start to initiate the TraceRoute command. The software will trace
the route to the destination address. The window will display the number
of hops max, size of the packets and elapsed time.

Stop

Click the Stop button to terminate the TraceRoute process. The
Traceroute session will end and a dialog box will appear displaying the
Traceroute utility terminated.

Clear
Click Clear to clear the data from the window.
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12.7. Viewing System Properties
The System Properties tab provides information about the currently selected
nodes CPU and Memory. To access the System Properties, select the System
Properties tab under the Advanced Configuration tab.

| Advanced Configuration of node: * MicroRec-Fi* |

| Configuration ] Statistics | Systermn Properies |

CPU Information Mernory Information

Vendor | | Flash Size |U |
Model | | Flash Free |U |
Cache | | FS Size 16243712 |
Bogomips |- 535.75 | FS Free 5516288 |
MHz | | Mem Free |35515415 |

Mem Total  |53524864 |

System General Information

CPU Usage: 0%
ath0 system id:5632
ath1 system id:5632

Figure 147. System Properties Dialog

To refresh the data in the System Properties fields, click the Refresh button.
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