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THE APPLICANT HAS BEEN CAUTIONED AS TO THE FOLLOWING:

15.21 INFORMATION TO USER.

The users manual or instruction manual for an intentional
radiator shall caution the user that changes or modifications not
expressly approved by the party responsible for compliance could
void the user's authority to coperate the equipment.

15.27(a) SPECIAL ACCESSOQORIES.

Equipment marketed to a consumer must be capable of complying
with the necessary regulations in the configuration in which the
equipment is marketed. Where special accessories, such as shielded
cables and/or special connectors are required to —enable an
unintentiocnal or intentional radiator to comply with the emission
limits in this part, the equipment must be marketed with, 1.e.
shipped and sold with, those special accessories. However, in lieu
of shipping or packaging the special accessories with the
unintentional or intentional radiator, the responsible party may
employ other methods of ensuring that the special accessories are
provided to the consumer, without additional charge.

Information detailing any alternative method used to supply the
special accessories for a grant of equipment authorization or
retained in the verification records, as appropriate. The party
responsible for the equipment, as detailed in & 2.909 of this
chapter, shall ensure that these special accessories are provided
with the equipment. The instruction manual for such devices shall
include appropriate instructions on the first page of text concerned
with the installation of the device that these special accessories
must be used with the device. It is the responsibility of the user
to use the needed special accessories supplied with the equipment.

MFA p38b0C15, d98c0011
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The information disclosed herein is the exclusive property of NOVATEL WIRELESS TECHNOLOGIES
LTD. and is not to be disclosed without the written consent of NOVATEL WIRELESS TECHNOLOGIES
LTD. No part of this publication may be reproduced or transmitted in any form or by any means including
electronic storage, reproduction, execution or transmission without the prior written consent of NOVATEL
WIRELESS TECHNOLOGIES LTD. The recipient of this document by its retention and use, agrees to
respect the security status of the information contained herein.

The information disclosed herein is the exclusive property of Novatel Wireless Technologies Ltd. and is
not to be disclosed without the written consent of Novatel Wireless Technologies Ltd. No part of this
publication may be reproduced or transmitted in any form or by any means including electronic storage,
reproduction, execution or transmission without the prior written consent of Novatel Wireless Technclogies
Ltd. The recipient of this document by its retention and use, agrees to respect the security status of the
information contained herein.

This document is intended for limited circulation.

The information contained in this document is subject to change without notice and should not be
construed as a commitment by NOVATEL WIRELESS TECHNOLOGIES LTD. unless such commitment
is expressly given in a covering document.

© Copyright NOVATEL WIRELESS TECHNOLOGIES LTD. (1998)

AT Command Specification-Vespa CDPD Modem




NOVATEL WIRELESS TECHNQOLOGIES LTD. 3

Table of Contents

INTRODUCTION .ottt ettt eeaeteteaes s e e seb et et et ot 4 b2 b e 42k 4 b 545154 st e bbb es e se et ese ettt es s 5
S0P e erer it bbbt e eSS R £SS R b bbb bbb 5
R ErENCE DOCUMEBIES c.cveveveeeies et ritsiraeeeeeeereierecnsasseseseseeseseseneasassesesocebesec et acaraems e s asasesesessm e ececoesas b e s s erennniesane 5
PHYSICAL INTERFADGE......coo ittt rerereres et vere s anesesas e e ettt et s ettt ebe s et st et sse s sesensneas 6
PrOOGO ..ttt et ettt e e e e e em e e e e et st e e e e m e e e e e e e s e e e s e s e et eamne e e an s erneemnsereenerenns 6
SOHWAIE INMEEIFACE «necveeioeeceeete ettt ettt e s e e s s et et s oo s 2 b £ Eab s eE 4ot er s bk a b ek as b ks e b e s b b et s e s a b e b 7
AT COMIMANI MOOB ...t b bbbt e bt s b b e s e se s £ s st es e a e e e be b e b s bbb se e st aaans 7
COMIMIANG FOPIMIAL .+ ceeeeeeeeeeeeee ettt ee s s b e bbb bbb eb ek ek e b abe et b ke r ke ke b e b 24 £ £ bbb et ebnbnbebeh s e bnbasassp b 7
[T Y01 {1 1 1= | SO U OO T YT P OO PO PPV PO RTINS 7
Data MOOE DESCIPHON «ovviviererreerreierere vttt ettt ettt ettt ee e er ettt et s st e ettt et et e e 8
INternal STACK DESOIIDIION ..ov ettt em e esen et b e seerenens 9
UIDP MOAE DESCHPLION cecvieivirtreeee ettt e ettt neresbenee 10
TOP MOAE DESCIIPON. ..o ettt ettt s 11
DTR CoNrol DESCIPIION. ..ot irveeeriteet ettt et et r e s e 13
PUSH TOONNOIOGY - e ettt bbb bbb s 14
SlIP VIO -ttt b bbb R e 15
Point 10 POINt ProtoCOl (PP P ..t mncaneanenn s 16
Data TransmiSSION MO .....coooviiciiiieieiicciiec st ase b e a b e b e rsarasaanres 17
Data Receplion MO ..o e e bbb 18
Sleep MOde DESCIIPHON. ..o e e 19
Sleep Mode Feature Enable/Disable ..o 20
POWEr-UP DEfAUI MOTE ...ttt bbb bbb 21
Set Hardware COnfIQUIATION ... ... ee e es e e ee e s 22
Profite Configuration COMMANS .......covvmiiii e 23
Program MOLE ...t 24
[0 TaT: L =(14 Lo JUTRTSO O VOO OSSOSO RO URSEURPTUTUPRETO 25
RESPONSE FOIMIAL ..ottt et skt E e ot bbb bbb 26
Programmable 10 ..o b 27
SOt RESEL ettt eeae e et e e e e b b R e eb bbb 29
SHOE PrEfEIrENCE <ottt sver s e en e emra e e emesmneabd ettt e et ets e s e re b st atsereere b e ates 30
PASSWOIT .ottt et s s et e e et Rt RS SRR b St e e A st St e e e n e sr e e n e e an s sea e ek ea b e rmnsaab et 31
ESCAPE SBOUBTICE ..ovveerieerereseeceseieeie e ss s st sb 8080808844454 b 108 0100 s 32
HAIAWEAEE FIOW CONIIO c.ocveeeeceecee ettt e et tes v e et ee et e e eem e e e eee s e e e menecsnenis 33
DiISCONNEET (HANG-UP) - covtirisitiniiisistisie i bbb bbb bbb a bbb bbb 34
ReStOre FACory DEfaAUIS ..coiveeic et s 35
Line Speed and FOFMET ...t e 36
VIEW ACHVE POl o e ecreoeeeeeeee et e e e en e s e s 37
SAVE CUITEINT PrOTHE coovever sttt sttt anen s eremamnm e o ce e e m e et oae s s 38
DEStiNAHON 1P AQAIESS/POM .. oottt e e 39
DEDUG MOTE ...ttt s s s s bbb RS e s 40
AUO ANSWET (TOP LISTEN) -.ecviee ettt bbb s 4]
Connection EStabliShment TIME-0UL......ocoiiei et s es s s e aa s 42
Data FOrwarding ldle TIME-0UL ..ot 43
Data Forwarding Idlg ChAraCEN .........cco.vucvrimirni i ettt b bbb s 44
UDP HaIf OO MOGOE ..o cssessbsissts s s s a1 45
SEAIUS REPOIING -1orvvvrereerirerereieiaeeserisersessssar st ssssessesseseoss e sesssessas e e 411 b R n b ees b bness 46
LOGAl 1B AQGrESS/POM ...evcvriviiieeieis i asssstr e trmeessssssseenssem i cassesssss s eteserenesseasse s st sa s esareataeae e e rarornassenenenensnsnees 48
SEIVICE 1D PrEIEIEIICE . ettt ettt hcbtbes ettt bk eme s b b s s e bbbt a e 50
ChANNE! SCAN MOE c...viveeevereerieteie et es ettt ce et s bt ta b sea o rr e ee s s se s s e 51
CRANNEI LIST oottt es s ettt tesesesesesesesssasasassass sk ebeses£4 545145 2h b eh 244451t beb etk ebeb et er et r et et ser s eseseas 53

AT Command Specification-Vespa CDPD Modem




NOVATEL WIRELESS TECHNOLOGI!ES LTD.

AULRENTICAION PAFAMELET --.oeoveoecreeereeerssmsssseees s osss s s
QUENY CUMTENE RSS| VAIUB woovrivoeersssrrrs st sssssss s s s s 00 s 000
Query Current BIock Error Rate (BLER) ...t
CUITENE RE CHANMEL TN USE..onrevssreveueremmsetismnessssrersserssss s s s

POWET LEVEI QUIBTY -oe.ovoresereeeeeeesasssarresossssresesss a0
SYMDO! EXTOr RALE QUITY worerveess-ers oo 508000000
POWEE PTOAUGE . eeevrreveeverevsiessesseesseesseessesssnes e ba s 81 TS

PNG COMITANG 1. .-eeresecenessssn oot o558
ANIENNG COMPEMSANION w..oooveroerersvasssssrersessssessssmm b8
PESSAGE WG -vvvvrvvveveverssssnres oo mesesessssss £
IPMEFNAI MU SEIING vvvvoeeerreeeeeessesmrarsssessssssts s eomsss a1
TGP SUSPENSION ENADIR......c..ovvrrvvererererereressisssinsssisis st s s
Call PrOGreSs RESUIL MOTE. . cccovirirrerese e rrermemmmsssssmmsss s e s s
AAISWET oo oeeesss s s eeesesseesssesseess s e ea e R RS

IXEO PAFAIMEIEIS ..o evverereriassemeeeeeserssesaseseresebis s b8
UNSUPPOMEA COMMANGS w..c.coirrrrerresssssssssessesssts im0
UNSUPPOMEA FUNGHOMS .. ..veveevcrsoneeses s

Appendix A: AT Command Set Quick REFEIOIGE vrveeeeeeeecrsiitsssieeresesebesenrsrsseeantsaanasasssars s sent s s aa s sssnss

AT Command Specification-Vespa CDPD Modem




NOVATEL WIRELESS TECHNOLOGIES LTD. 5

INTRODUCTION

This document is intended to provide the serial AT Command Interface provided by Vespa CDPD
Modem for embedded OEM applications. The Vespa CDPD modem provides a connection-
oriented service so that existing OEM application protocols can be used. In addition, the
capability to switch the unit to Serial-Line-Internet-Protocol (SLIP) or Point-to-Point-Protocol (PPP)
modes are provided so that new protocels can be developed within the OEM application.

This document describes the Novatel Wireless Vespa CDPD Modem. The Vespa CDPD modem
is an OEM-module designed for integration into a host product to provide wirgless data
communication capability via the CDPD (Celiular Digital Packet Data) Network. It features internal
TCP and UDP IP stacks as well as SLIP and PPP protocols for an external stack and provisions
for using “Sleep Mode” to extend the operating time of battery powered devices.

Scope

The scope of this document is limited to providing information on the various AT commands which
can be used on Novatel CDPD products as well as a brief summary of some of the standard AT
commands which are not supported. internal design issues, detailed operating instructions and
cost information is not included in this document.

Reference Documents

The following released documents provide additional, or more detailed information on the Vespa

CDPD Modem:

TS-01016445 Technical Specification for Vespa CDPD Radio Module

OM-01016445 Host Interface Specification for Vespa CDPD Radio Module
GM-01016445 Diagnostics User's Guide for Vespa CDPD Radio Module

TP-01016445 Manufacturing Test Procedure for Vespa CDPD Radio Module
MT-01016445 Manufacturing Acceptance Reguirement for Vespa CDPD Radio Module
DA-01016446 CDPD Moduie Modem (Vespa) Assembly

DS-01016445 Schematic Diagram Vespa CDPD Modem

DA-01016445 Assembly Drawing Vespa CDPD Modem

01016446 Bill of Materials CDPD Madem Module {Direct Mod)

AT Command Specitication-Vespa CDPD Modem
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PHYSICAL INTERFACE

Protocol
CDPD System Specification Part 400 Version 1.1 (CDPD Forum Inc.) This is the protocol stack
for the Vespa CDPD Modem:
To Host
—
Communication Driver
Host
AT Interface OE]\;i
SLIP PPP Application
UDP TCP Layers
1P T
SNDCP
MDLP CDPD
Layers
MAC
Physical

T

The Vespa CDPD Modem does not support V.42 compression in SNDCP.

The TCP/UDP interface is capable of supporting up to 3 sessions simultaneously . »
The AT-command set described herein is derived from “CDPD tmplementor Guidelines”, Release 1.1°. It
contains a subset of the commands described in Part 2014 that are supported by the Novatel Vespa CDPD
Modem.

For the purposes of this specification, “NRM" refers to the Navatel Vespa CDPD Modem; “Host" refers to
the OEM application controller.

! This is provided to solve the problem presented by delays encountered when closing a TCP session. That is, in order to process
Host transactions in rapid succession (and since it is required to establish a new TCP session for each transaction) it is
necessary to establish a new TCP session before the previous one has had a chance to close.

2 ¢DPD Forum makes no representations about the suitability of any material, comprising the CDPD system specification (or any
derivative work incorporating any lement thereof) for any purpose; it being provided “as is” and without any warranties
whatsoever, express or implied. The CDPD Forum shall not be responsible for any damages of any kind related to the use of
the CDPD system specification (or any derivative work incorporating any element thereof), including without limitation,
actual, direct, indirect, incidental, consequential, special, or genetal damages.

AT Command Specification-Vespa CDPD Modem
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Software Interface

The software interface is described in the Host Interface Specification for Vesa CDPD Modem OM-
01016445. A brief description of those functions specific to the Vespa CDPD Modem is described here.

AT Command Mode

AT commands and responses are active in command mode only; as determined by the state of the DSR
line. Command mode behavior conforms to ANSI/TIA/EIA-602-1992 section 5, with the limitations stated
below. The AT command set is a subset of the AT command set defined in ANSI/TIA/EIA-602 and in the
CDPD System Specification Part 2014 Version 1.1, section 4.

Command format

Note the following limitations:
- The termination character is fixed as CR (ASCIl 13).

- Command line editing is supported (BS, ASCH 08 only).

- Command line repeats (A/) is not supported.

- The rules described below for buffering and flow control also apply to command mode. The Host
should not transmit a single AT command which exceeds the buffer length (256 characters). In
addition, the Host should wait until all responses associated with an AT command string have been
received before issuing another AT command.

- Abortion of command-in-progress is not suppored.

- Default command parameters are accepted for the last command on a command line only.

Resuli format

The format of result code responses is determined by the ATV command setting.
In terse mode, the result code is sent as a singie ASCII character followed by a carriage return (ASCI 13)

character.
In verbose mode, a descriptive text message is sent followed by a carriage return. The following result

codes are emitted by the NRM:

Terse | Verbose mode | Description of Command

mode

0 QK Command accepted.

1 CONNECT Connection established.

2 BING Network origination indication.

3 NO CARRIER Connection terminated, not established or command aborted.

4 ERROR Invalid command parameter/state {(e.g. DTR must be active before ATD can be
accepted.)

5 NQ SOCKETS | No free TCP sockets within S7 seconds.

6 NO DIALTONE | CDPD link not established.

7 BUSY Refused by destination or network, OR: Operation in progress.

8 NO ANSWER No response received from the destination within S7 seconds.

9 HELLO Issued at power on/reset.

AT Command Specificaticn-
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Data Mode Description

The modem contains an integrated TCP/IP protoco! stack. It is accessed via AT commands that put the
modem into either a TCP or UDP data communications mode. If the application host contains a TCPAP
stack, PPP or SLIP can be used t0 transfer |P packets between the application host and the modem.

The Data Terminal Ready (DTR) line is used by the modem as a qualifier for its operation in a data mode,
TCP, UDP, SLIP or PPP. The DTR line is to be asserted before entering a data mode to indicate 10 the
modem that the host computer is available for operation. The DTR line is de-asserted to terminate a data
session. The modem will not sustain a data mode session without DTR being active. The use of DTR
can be overridden by sefting register S211 10 1: the equivalent of asserting DTR permanently.

The DSR Signal is driven by the modem to indicate the existence of a data session. When the local host
asserts DTR, the modem will respond with the DSR signal to indicate that the modem has entered data
mode. DSR is de-asserted to indicate that the modem has exited data mode.

The NRM provides Host and Network originated access to the connection-oriented service using TCP/P.
Host origination is accomplished via the DIAL (ATDT) command. Upon successful compistion of the DIAL
command (i.e. CONNECT result code), the NRM switches 10 TCP-Data mode. DTR must be asserted
prior to issuing the ATDT, ATDP, AT\ASLIP or AT\APPP. [f this is not followed the modem will not engage
the session in a manner where it can be sustained. The NRM signals a network origination to the Host
using the RING result code. Failure to have DTR asserted while in “Listen” mode, network origination, will
result in a dropped session. The PAD functions are active during TCP-Data mode only, however, the
data buffering functions apply in all modes.

For Listen mode applications, the modem must see DTR asserted when the TCP Session request is
received. If DTR is not asserted the session request will be rejected. When the DTR signa! is asserted,
the modem will issue a RING followed by a CONNECT to indicate the beginning of an incoming data
session. Here RING indicates the source of the session as being a remote server while the CONNECT
indicates the transition from AT Command mode to Data mode. . In this mode, the NRM will “Listen” for
TCPP packets with port numbers which match that specified with the NRM's IP address (re: S110). Any
TCP packets received in AT-CDPD mode, or packets received in TCP-Data mode without a matching port
number, are rejected by the NRM with no indication to the Host. DTR can be used to terminate the
session or the remote server can initiate the termination.

A session may be terminated by the Host de-asserting the DTR line. The remote host may also terminate
a session, Connection status is maintained on the DSR line. Once the session has been terminated, the
NRM geturns to AT-CDPD mode. Note that session termination is the only method to return to AT-CDPD
mode”.

For UDP/IP, a connection-oriented service is “tabricated” within the NRM. The DIAL command (ATDP) is
used to place the NRM into UDP-Data mode. In this mode, the NRM will “Listen” for UDP packets with
port numbers which match that specified with the NRM's IP address (re: S110). Any UDP packets
received in AT-CDPD mode, or packets received in UDP-Data mode without a matching port number, are
rejected by the NRM with no indication to the Host. In UDP-Data mode, the port number for transmitted
UDP packets is specified with the destination address associated with the DIAL command. Only the Host
Origination and Host Termination scenarios described above apply to UDP operation. The DTR and DSR
lines, and the PAD functions, operate as in TCP-Data mode.

? The Hayes compatible escape sequence is not supported.

AT Command Specitication-Vespa CDPD Modem




NOVATEL WIRELESS TECHNOLOGIES LTD. 9

Internal Stack Description

IP (Internet Protocol) is the basic network protocol that routes packets on an IP network. COPD networks
and the Internet are IP networks. Transport protocols deliver packets between applications. Transport
protocols use the IP service to deliver data packets between network devices.

In order for an application to communicate across a network, it will first open a port on the local device.
The IP address of the local device and this port number becomes the unique address for this application,
and is sometimes referred to as a socket. When the local application communicates with a distant
application, it will send a packet addressed to the IP address and port number of that remote application.
This address is the destination address of the packet. The packet will also contain the source address, the
IP address and port number of the local application. The remote application may use the source address
of the packet received to communicate back to the local application.

There are two common transport protocols used in TCP/IP networks:

AT Command Specification-Vespa CDPD Modem
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UDP Mode Description

User Datagram Protocol is & basic transport protocol that provides a best-effort, connectionless delivery
service with minimum overhead. The protocol does not guaraniee delivery of packets. There is no
checking of retransmission of the data packets. it does provide minimum overhead as it only adds the
source and destination port numbers to the header. Since the protocol is unreliable, the application must
provide checking, acknowledgments and retransmissions if the data is critical. In many applications, the
data is not critical because updates are sent periodically and occasional losses can pe tolerated.

UDP sessions may be originated by the local application host or by the network. The DTR signal must be
asserted or S211=1 (pretend DTR is always asserted) for the unit to enter into a data communications
session. The session is terminated by dropping DTR or resetting the unit.

UDP Modes of Operation

Command: ATS83 = <mode>

Where <mode> = Timer value in seconds
0 = Regular mode
1 = Not used (reserved)
2 = Half-Open mode

Qriginating a UDP Session

A session is originated by the application host issuing the ATD (Dial) command:
ATDPnnn.nnn.nnN.nNN/ppppp

ATDP specifies a UDP gession. nNn.AnN.ANN.ADN is the destination P address and ppppp is the
destination application port number. |f na portis specified then a port number of 0 is assumed. It should
be noted that UDP and TCP make extensive use of port numbers, please be aware that the modem will
use the port number as a criteria for accepting and passing data o the host application.

CONNECT [terse 1] result code will be issued and all ensuing data sent from the host application will be
assembied into a UDP packet and transmitted to the destination application.

ERROR [terse 4] result code will be generated if the modem is not currently registered on a CDPD
network.

PAD (Packet Assembly and Disassembly) function will transmit data when the inter-character idle time-out
oceurs or when the PAD buffer is full. {256 or 512 bytes). The idle time-out is specified in register 850 in
1/10 seconds.

Receiving Data - Once the session is started, any packets sent t0 the modem's IP address with the port

r_lumber specified in register 5110 will be processed and the data portion will be transmitted over the serial
link to the host application. Any packets received with a different port number specified will be discarded.

Termination - The session is terminated by dropping DTR or resetting the unit.

AT Command Specificalion-Vespa CDPD Modem
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TCP Mode Description

Transport Control Protocol, is a reliable, connection-oriented transport protocol that uses
acknowledgments and retransmissions to guarantee delivery. This is an obvious advantage for
applications where the data is critical and the application cannot provide the required reliability. There is
more overhead in the protocol to provide this reliability, making it less efficient than UDP. For larger data
transfers, TCP is the easiest protocol to use to get reliable service.

TCP sessions may be originated by the local application host or by the network. The DTR signal must be
asserted or S211=1 (pretend DTR is always assened) for the unit to enter into a data communications
session. The session is terminated by powering the modem off, dropping DTR or by the remote host
terminating the connection. If the session is terminated by a power down, the remote host may not tear
down its part of the session properly, leaving the remote host waiting for further information for that
session. This can pose problems for some applications. Care in session tear down is essential for
reliable operation.

TCP Modes of Operation

TCP Listen mode is established by having $0=1 when the modem powers up. . The port specified in
5110 will be used for the TCP Listen mode. The DTR signal must be asserted or S211=1 (ignore signal on
DTR pin and proceed as if DTR is always asserted) for the unit to enter into a data communications
session. When a connection request for the correct port is received by the modem, the modem will
establish the connection notify the local host with:

Verbose Terse
RING 2
CONNECT 1

and begin the TCP session.

Termination - A TCP connection is terminated by dropping DTR, or by the remote end of the TCP
connection terminating the session.

Originating a TCP Session

A session is originated by the host application by issuing the ATD {Dial) command:
ATDTnnn.nnn.nnn.nnn/ppppp

ATDT specifies a TCP session. nnn.nnn.nnn.nnn is the destination IP address and ppppp is the
destination application port number. The modem will attempt to establish a connection with the destination
host. If it is successful, a CONNECT [terse 1] result code will be issued and all ensuing data sent from the
app host will be assembled into a TCP packet and transmitted to the destination application.

ERROR [terse 4] result code will be generated if the modem is not currently registered on a CDPD
network.

Connection Failure will be signaled by a BUSY (terse 7] result code, and may be caused by one of the

following:

- Wrong IP address or port number

- The destination device does not have a TCP Listen process open on the port specified.

- The destination host already has a connection established with another client on the specified port.

AT Command Specification-Vespa CDPD Modem
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- Connection failed to complete within the time specified in register S7 (sec). Normal values are about
30 seconds, but is very dependent upon the application requirements. Many applications, which
provide their own time-out for connection failure, will have this value set to 80+ seconds.

PAD (Packet Assembly and Disassembly) function will transmit data when the inter-character idie time-out
occurs or when the PAD buifer is full. (256 or 512 bytes). The idle time-out is specified in register S50 in
1/10 seconds.

Receiving Data - Once the session is started, any packets sent to the modem's |P address with the port
number specified in register $110 will be processed and the data portion will be transmitted over the serial
link to the host application. Any packets received with a different port number specified will be discarded.

Termination - A TCP connection is terminated by dropping DTR or by the remote end of the TGP
connection terminating the session.

AT Command Specification-Vespa CDPD Modem
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DTR Control Description

The Data Terminal Ready (DTR) line is used by the modem as a qualifier for its operation in a data mode,
TCP, UDP, SLIP or PPP. The DTR line is to be asserted before entering a data mode to indicate to the
modem that the host computer is available for operation. The DTR line is de-asserted 1o terminate a data
session. The modem will not sustain a data mode session without DTR being active. The use of DTR
can be overridden by setting register S211 to 1: the equivalent of asserting DTR permanently.

The DSR Signal is driven by the modem to indicate the existence of a data session. When DTR is
asserted by the local host, the modem will respond with the DSR signal to indicate that the modem has
entered data mode. DSR is de-asserted to indicate that the modem has exited data mode.

For Listen mode applications, the modem must see DTR asserted when the TCP Sessicn request is
received. If DTR is not asserted the session request will be rejected. When the DTR signal is asserted,
the modem will issue a RING followed by a CONNECT to indicate the beginning of a incoming data
session. Here RING indicates the source of the session as being a remote server while the CONNECT
indicates the transition from AT Command mode to Data mode. . In this mode, the NRM will “Listen” for
TCPP packets with port numbers which match that specified with the NRM's IP address (re: S110). Any
TCP packets received in AT-CDPD mode, or packets received in TCP-Data mode without a matching port
number, are rejected by the NRM with no indication to the Host. DTR can be used to terminate the
session or the remote server can initiate the termination.

A session may be terminated by the Host using the DTR line. The remote host may also terminate a
session. Connection status is maintained on the DSR line. Once the session has been terminated, the
NRM returns to AT-CDPD mode. Note that session termination is the only method to return to AT-CDPD

mode”.

The DTR line de-asserted can also be optionally used to power the modem off in addition to the
termination of the session. If the $211 register is set o 4, then the de-asserting of the DTR line will make
the modem terminate any current data session, perform a de-registration with the network and power itself

off.

4 The Hayes compatible escape sequence is not supported.

AT Command Specification-Vespa CDPD Modem
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Push Technology

To receive data while the modem is unattended by the host, the modem has been incorporated with the
means to receive the data packet, determine the type of message and the source IP address. This push
technology feature can be enabled or disabled by setting or resetting register $250. The modem can
signal the host that there are messages queued up, waiting to be retrieved by the host, using any or ail of
the following signals. The “message waiting” signal can be asserted when a message arrives and will be
de-asserted when all messages have been retrieved or deleted. In the case of multiple messages, the
“message waiting” signal wili be asserted when the first arrives and will only be de-asserted when all
messages have been retrieved. Another signal, the “alert” signali, can also be used to provide a 500msec
pulse to the host on its associated pin for each message that arrives. These signals can be made
available on any of the programmable pins of the interface. Their assignment is made using the
programmable GPIO features of the Vespa CDPD Modem.

The modem can hokd up to 4 messages, determined by reading register S251, before the buffer overflows
and message data is lost. When the host accesses the modem to retrieve the stored messages, the host
first determines which messages it wants to retrieve based upon the source IP address. The host can
discard messages by setting register 5254. This will cause the current message to be flushed from the
queue and the next message made available to the host.

PUSH Technology Enable

ATS2507 Query Wake Up Protocol State

ATS250=1 Enable Push Technology

ATS250=0 Disable Push Technology

ATS25t7 Query Number of Pending Messages
Response [0..4]

ATS2527 Query First Push Message
Response [IPaddress/port]
Format NNN.ANN.NNN.ANMYXXXXX

ATS2537 Query Type of First Push Message

Response [0, 1] 0 indicates UDP, 1 indicates TCP

ATS254=1 Discard Current Message

AT Command Specification-Vespa CDPD Modem
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Slip Mode

Description:

The command to enter Serial Line Internet Protocol mode (SLIP) is used when an external stack
configuration is needed. SLIP is useful if the stack resides in the host computer, multiple sessions and
complete control over all aspects of each session can be obtained. SLIP is one of the more common
protocols used for splitting the functionality between the modem and the host. SLIP does, however,
require certain parameters to be set up prior to activating a session. SLIP does not extract the IP address
from the modem. This must be set up in dial-up-networking before starting. SLIP is less flexible than
Point to Point Protocol (PPP) which is quickly winning over most users.

The SLIP session is usually controlled by DTR, unless the modem has been configured to ignore DTR by
programming register S211. DTR, when used, must be asserted to initiate a session and de-asserted to
terminate a session. If the modem has been programmed not to use DTR Control, then the command
AT\ASLIP can be sent without asserting DTR. To exit SLIP in this case, the host must either power down
the modem or use the escape seguence. To terminate a SLIP session, DTR must be de-asserted or the
escape sequence can be activated or the modem can be powered down.

Format:
AT\ASLIP The command to enter SLIP mode

Validity:

Slip can only be entered from Command Mode. In Program or Diagnostic modes, the modem is not
actively connected to the network.

Other Considerations:

While a modem can enter SLIP mode from command mode at any time, the intent of SLIP is t¢ connect to
the network. Until there is a network connection established and the modem has registered, it is better to
delay entering SLIP mode as you may report errors that will only persist until the modem registers. 1t is
generally recommended that the host check the status of the modem before proceeding with a SLIP
connection. The Status can be checked using the “ATS577%" command.

Related Topics:

Enter PPP Mode, DTR Control, Program Mocde, Data Mecde, Diagnostic Mode. Checking Status, Escape
Sequence
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Point to Point Protocol (PPP)

Description:

The command to enter Point to Point Protoco! mode (PPP) is used when an external stack configuration is
needed. PPP is useful if the stack resides in the host computer, providing multipie sessions and complete
control over all aspects of each session. PPP is quickly becoming the new standard for dial-in-networking.
PPP provides more flexibility and less items that need to be explicitly set.

The PPP session is usually controtied by DTR, uniess the modem has been configured to ignore DTR by
programming register 5211. DTR, when used, must be asserted to initiate a session and de-asserted to
terminate a session. If the modem has been programmed not to use DTR Control, then the command
AT\APPP can be sent without asserting DTR. To exit PPP in this case, the host must either power down
the modem or use the escape sequence. To terminate a PPP session, DTR must be de-asserted or the
escape sequence c¢an be activated or the modem can be powered down.

Format:
AT\APPP The command to enter PPP Mode
The response will be CONNECT or ERROR
The alternate command to use is SERVER
The response will be CLIENT
Validity:

PPP can only be entered from Command Mode. In Program or Diagnostic modes, the modem is not
actively connected to the network.

Other Considerations:

While a modem can enter PPP mode from command mode at any time, the intent of PPP is to connect to
the network. Until there is a network connection established and the modem has registered, it is better to
delay entering PPP mode as you may report errors that will only persist until the modem registers. [t is
generally recommended that the host check the status of the modem before proceeding with a PPP
connection. The Status can be checked using the “ATS577?” command.

An alternate method of entering PPP mode is to send the word CLIENT to the modem. The modem will
respond with SERVER and then foliow with CONNECT. This is NOT an AT command. It is neither

preceded by an "AT" nor succeeded by a CR. Exiting PPP mode is performed using the DTR control
signal.

Related Topics:

SLIP Mode, DTR Control, Program Mode, Data Mode, Diagnostic Mode. Checking Status
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Data Transmission Mode

Packet Assembly
The NRM provides a locai Packet Assembly and Disassembly {PAD) function. For transmission,
the character stream from the Host is assembled into packets for RF transmission under the
following conditions:
-Idle time-out: Hf the time between successive characters exceeds the time interval specified in
register S50, any pending data is assembled for transmission,

Buffering and Flow Control
The NRM has an input data buffer which is intended to be set larger than the longest transmit
message used by existing protocols in the Host. The size of this buffer is 578 characters.

it hardware flow control is disabled and, the NRM is formatting and transmitting data blocks
associated with a packet, the Host shouid not send additional data as this may cause input buffer
overflow. Buffer overflow will result in a loss of data with no indication to the Host. In order to
avoid data loss, it is recommended (and anticipated) that the Host application protocol operates
using a half-duplex ACK/NAK protocol. It should be expected that the Host acknowledgment
time-out should be set greater than that required for circuit-switched modem configurations. This
is to account for propagation delays through the NRM, CDPD base station and CDPD and Internet
networks.
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Data Reception Mode
Packet Digsassembly

The NRM begins transmitting the character stream associated with a received packet to the Host
as soon as all the associated blocks have been received and processed.

Buffering and Flow Control

The NBM has an output data buffer which is intended to be set larger than the longest receive
message used by existing protocols in the Host application. The size of this buffer is 2144

characters.

When the NRM is sending the characters associated with a received packet to the Host, the
remote host processor should not send additional data as this may resuit in output buffer overflow.
NRM buffer overflow shall result in a loss of data with no indication to the Host or remote host. In
order to avoid data loss, it is recommended (and anticipated) that the Host application protocol
operates using a half-duplex ACK/NAK protocol. The remote host acknowledgment time-out

should be lengthened as described above.
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Sleep Mode Description

Sleep mode can be activated by sending the command AT#2Z2=1, AT#ZZ2=2 or deactivated by the
command AT#ZZ2=0. Changes must be entered in program mode. The module should be reset
after changing the sleep mode activation since the module will have registered and informed the
naetwork that it has sleep mode or not. The module will enter sleep mode, if activated, after the
inactivity timer has expired and a Network TEI nofification message has been received by the

modem.

In areas with low signal strength or where the signal strength varies to a high degree, the unit may
not enter sleep mode in a regular fashion. The unit must have conditions where the unit can
decode the TEI notification messages from a reliable signal.

No notification message or signal is given to the host that sleep mode is engaged. The host must
assume that if the modem has been inactive for more than the number of seconds specified in the
inactivity timer that the modem has gone to sleep.

To wake the modem up from sleep mode, the wake-up signal can be asserted for a minimum of
10 ms or a break character of 20 ms in duration followed by a 2 ms pause or 2 character spaces
at 19200 bps can be sent. The module will de-assert CTS when entering sleep mode to inhibit the
host from sending data but will periodically assert CTS and check for incoming seriai data from
the host to prevent any foss of data.

No indication is given to the module that the host is in sleep mode. The module will assume the
host is sleeping if the module is sleeping and send a break character to initialize communications

with the host.

Related Topics:

Sleep Mode Feature Enable/Disable
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Sieep Mode Feature Enable/Disable

Description:

This command permits the user 10 define what sleep mode the modem should use. Since various
applications and host computers have different requirements for communicating with a modem that
utilizes sleep mode, this command encompasses several different options that should satisfy any
application. If sleep mode does not appear to work with your application, please contact Novatel Wireless
for assistance. The defauit setting for this mode is off.

Format:
ATHZZ? Sleep status query command
AT#2Z=0 Disable sleep feature
ATH#HZZ= Enable Long cycle sleep
AT#ZZ=2 Enable short cycle sleep
Validity:

Changes must be entered in program mode,

Other Considerations:

Sleep mode can be activated by sending the command AT#ZZ=1, ATHZZ=2 or deactivated by the
command AT#ZZ=0. The module should be reset after changing the sleep mode activation since
the module will have registered and informed the network that it has sleep mode or not. The
module will enter sleep mode if activated after the inactivity timer has expired and a Network TEI
notification message has been received by the modem. No notification message or signal is given
to the host that sleep mode is engaged. The host must assume that if the modem has been
inactive for more than the number of seconds specified in the inactivity timer that the modem has

gone to sleep.

To wake the modem up from sieep mode, the wake-up signal can be asserted for a minimum of
10 ms or a break character of 20 ms duration followed by a 2 ms pause or 2 character spaces at
19200 bps can be sent. The module will de-assert CTS when entering sleep mode to inhibit the
host from sending data but will periodically assert CTS and check for incoming serial data from
the host to prevent any loss of data.

No iqdication is given to the module that the host is in sleep mode. The module will assume the
host is sleeping if the module is sieeping and send a break character to initialize communications
with the host.

Related Topics:
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Power-up Default Mode

Description:

The power up default mode command permits the user to define how the modem will act after power is
applied and the modem begins operating. Upon power up, the modem will perform a quick self test,
determine its configuration and then enter the programmed default mode. This can be either the standard
AT Command mode or PPP, SLIP or UDP data modes.

The use of PPP or SLIP as the default mode permits the user to eliminate the start up commands and
hence have the unit register and activate the data mode more quickly. Since there is no requirement for
data exchange to set up SLIP, the host can proceed to set up its stack once the CONNECT message is
received from the modem. Because PPP requires some data to be exchanged to set up the IP and other
parameters, the host must complete the PPP link before data can be sent or received.

The use of UDP as a default mode permits a host to begin sending or receiving data over the modem
connection as soon as the modem has registered on the network. The modem will power up, perform the
quick self test, determine its configuration, enter AT Command mode and then, once the modem has
registered on the network, enter UDP mode. Upon entering UDP mode a "CONNECT” message is sent to
the host. The UDP mode can make use of the half-open or standard UDP features.

Format:

ATMDO For AT Command mode at power-up

ATMDA For SLIP Data mode at power-up

ATMB2 For PPP Data mode at power-up

ATMD3 For UDP Data mode at power-up

ATMD13 UDP Modbus ASCII at power-up

ATMD23 UDP Modbus Binary at power-up

ATMD33 UDP Megbus Bristol Standard Async Protocol

ATMDS83 UDP with no IP address verify on incoming packets
Validity:

Power-up default mode changes can be made at anytime. Default modes were introeduced in software
release on September 97 and are valid for all later software revisions.

Other Considerations:

Because the default mode takes effect once the modem has registered with the network, it is important to
make any desired changes as soon after power up as possible.

Related Topics:
UDP, Enter PPF Made, Enter SLIP Mode, AT Command Mode
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Set Hardware Configuration

Command to set the hardware release version number, i.e. Rev 3.2, Rev 3.3, Rev SM-1 etc.. The
hardware configuration setting is set at the factory and should not normaly be set by the user. The
hardware configuration version ¢an only be set in Diagnostic mode.

ATI3 Set Hardware configuration
AT#NH=number Set Hardware configuration
AT#NH? Query Hardware configuration
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Profile Configuration Commands

Description:

Upon power-on/reset, the NRM issues a HELLO (verbose) or a 9 (terse) result code and proceeds to
register with the CDPD system. AT commands are active by default. This state is referred to as AT-

CDPD mode.

These commands affect settings that are stored in the modems Non-Volatilie Memory (NVM). These
commands are used by service personne! when the unit is installed and as required thereafter to update
service access information. Note that some configuration changes will not be permanently saved until
they have been written to Non-Volatile Memory (NVM) with the AT&W command.
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Program Mode

Description:

Program mode permits the user to change S register parameters that affect the modems operation.
Program mode was created as a means of protecting the configuration of the modem from spurious of
unwanted attempts to change them. The addition of the password protects the equipment from
unauthorized access and modification. While in program mode, the modem is disconnected from the
network. Data cannot be sent or received over the wireless link.

Format:
AT\APROG,NRM6812 Enter program mode
AT&W Save changes and exit program mode
ATZ Exit without saving changes

The password field is case sensitive. The modem will distinguish upper and lower case letters to be
different. In the above example, NRM6E812 is the default password. NAM must be entered as capital
jetters otherwise the password will not be accepted. Passwords should be more than six characters
however the software will accept any number of characters up to 8.

Validity:
The user can enter program mode while in AT Command mode.

Other Considerations:

Besides being used as the password for entry into Program mode, the password is also used as a qualifier
for the escape sequence used to exit data modes. Care should be used when changing passwords.

Related Topics:

Changing Password, Saving Settings, Soft Reset, S Registers,
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Local Echo

Description:

The Set Local Echo command permits the user to select whether the modem should echo the characters
sent to it back to the host. For some applications, local echo is not required as the host does not need to
confirm what has been sent to the modem. For terminal operation, local echo can be used to verify what
has been sent to the modem and aids in sending commands, since each keystroke is displayed on the

terminal.

Format:
ATEO Disable Local Echo
ATE1 Enable Local echo
Validity:

Changes to the local echo setting are valid during program or AT command modes. Changes made while
not in program mode will be lost upon power down. Changes made and saved while in program mode will

be retained by the modem.

Other Considerations:
For a wide variety of applications, local echo is not required or desired. When using local echo with a

terminal, it is wise to keep in mind that the application being used may require local echo to be off rather
than on. Always ensure that the echo setting is set in the proper mode for the application when re-

installing a modem.

Related Topics:
Saving Settings, AT Command Mode
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Response Format

Description:

The Set Response Format command is used to define what manner the modem returns when commands
are sent to it. Responses can be defined to be either plain text messages or a single numeric digit.
Numeric control is better suited for machine apptications while plain text is better for interpretation by
humans.

Terse | Verbose mode | Description of Response

mode | (Plain Text)

0 QK Command accepted.

1 CONNECT Connection established.

2 RBING Network origination indication.

3 NO CARRIER Connection terminated, not established or command aborted.

4 ERROR Invalid command parameter/state (e.g. DTR must be active before ATD can be

accepted.)

) NO SOCKETS | No free TCP sockets within S7 seconds.

6 NO DIALTONE | CDPD link not established.

7 BUSY Refused by destination or network, OR: Qperation in progress.

8 NO ANSWER No response received from the destination within 87 seconds.

9 HELLO issued at power on/reset.

Format:
ATVO To enable the response to be in the numeric format
ATV To enable the response to be in plain text

Validity:

Changes to the Response Format setting are valid during program or AT command modes. Changes
made while not in program mode will be lost upon power down. Changes made and saved while in
program mode will be retained by the modem.

Other Considerations:

Some machine applications use the plain text response as it saves reformatting the information for
presentation to a human operator.

Related Topics:

Saving Settings, AT Command Mode
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Programmable 1/O

Description:

Commands used to configure the General Purpose /O lines for predefined functions. Any of these signals
can be associated with any of the GPIO pins on the interface. However, due to the nature of the power up
state of these pins, recommendations on which signals should be associated with which pins will be

provided.
Format:

All changes to the state of the GPIO signal associations will only be allowed while in Program Mode of the
modem. Also, any changes will only take place only upon device power up.

To enter program mode: at\aprog,<password>
' PinName - . . | Querycommand | Set Command
PIO1 ATIO1? ATIO1=code
GPIO2 ATIO27? ATIO2=code
GPIO3 ATIO3? ATIO3=code
GPIO4 ATIO4? ATiO4=code
GPIO5 ATIOS? ATIO5=code
GPIO6 ATIOE? ATIO6=code
To save the profile: at&w
Default Configuration:
OEM:
Pinco | Type | Signal
GPIO1 @) RF All
GPIO2 O Ring Indication
GPIO3 O Service Indication
GPIO4 O Undefined
GPIO5 0 Low Battery Indication
GPIO6 1 Power Down
Speedboat:
- Pin -Type | Signal .. .
GPIO1 Q RS232 Control
GPIO2 8] Service Indication
GPIO3 0 Hot Sync / Alert
GPIO4 8] Message Waiting indication
GPIOS O Low Battery Indication
GPIOE QO Power Fail Indication
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Selection Codes

0 -- Defaults by modem type

1 0 GPIO1-6 High

2 0 GPIO1-6 Low

3 0 GPIO1-6 Ready {binary, ON once registered, OFF if modem has to
hunt for service).

4 0 GPIO1-6 Service (current flashing scheme for service detection).

5 Q GPIO1-6 Alert (provides positive pulse if PUSH message aueued).

6 O GPiI01,2,4,6 Ring (negative logic, OFF if RING, ON once data mode
started).

7 O GPIO1-6 RF (Tx).

8 9] GPIO1-6 RF {Rx}.

9 @) GPIO1-6 RF (Rx or Tx).

10 8] GPIO1-6 Low Battery Indication. Will be asserted when first threshold
in NVM is reached.

11 O GPIO1-6 Message Waiting (like Alert, ON if PUSH message queued,
OFF when last PUSH released).

12 O GPI01,2,4,6 RS 232 Power Down (asserted when the unit is in sleep
mode, de-asserted during normal op).

13 O GPIO1-6 Power Fail (asserted when a detection is made that the tx
power is no longer in requlation).

100 i GPIO1-6 Power Down indication (when asserted, modem witl de-
register and power off).

101 [ GPIO1-6 Power Boost indication (when asserted, modem will enter
Power Boost mode ).

Validity:

If the register is set to zero, the modem will use the default setting.
Setting can be changed at any time by the host when in Program Mode but will not be saved uniess a

AT&W is performed.
Other Considerations:

For additional information on the electrical characteristics of the pins and their placement on the
connector, please consult the Vespa Hardware Interface Specification.

Related Topics:
Host Interface/Power Connector, Program Mode, Low Battery Warnings, Power Boost feature,
Push Technology
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Soft Reset

Description:
The soft reset command is used to return the modem to the initial conditions upon power up. The Soft
Reset will return S Registers to their stored values, restart the channel scan process, clear all data buffers

including any pending data that is still contained within the modem. The modem will shut down any
existing stack in an orderly manner. A soft reset will de-register a modem from the CDPD network if

necessary.

In PROG mode, this command may be used to exit without saving any NVM changes.

Format:
Command: ATZ
Validity:

Valid for AT Command and Program Modes.
Other Considerations:

Upon issuing a Soft Reset, the modem will disconnect from the CDPD Network and restart the channel
scan procedure. This results in a temporary lapse in the modem’s ability to send or receive data. Before
initiating a data mode session (PPP, SLIP, UDP or TCP) immediately following a soft reset, it is
recommended that the application verify that the modem is registered on the network.

Related Topics:

S Registers, Enter Program Mode, Saving Settings
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Side Preference

Description:

This command allows the user to specify the CDPD Service Side preference. Since there are two sides
within a CDPD service area this command makes it possible to specify one side over the other or simply
force the unit to either side only. Check with your carrier to determine on which cellular side CDPD

service is provided.

Format:
ATIN? To determine current setting use
AT\N1 To set the unit to A side only
AT\N2 To set the unit to B side only
AT\N3 To set the unit to A side Preferred
AT\N4 To set the unit to B side Preferred
Validity:

The AT\N command can be used at any time while the unit is in Command or Program Mode. The unit
does not need to be in Program Mode for this command to take effect. The setting is stored in NVM each

time the setting is changed.

Other Considerations:

Along with the side preference, it is often recommended that a user specify a Service Provider Identifier
(SPI) or Service Provider Network ldentifier (SPNI) to direct the modem to search for a preferred carrier
as that carrier may not be on one side throughout the country.

Related Topics:

Setting SPI, SPNI, WASI; Setting Carrier Preference;
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Password

Description:

The set password command is used to change the alphanumeric password string used to secure the entry
to program mode and also as a qualifier for the activation of the escape sequence. The password can be
set to a string of alpha, the letters a to z in both upper and lower case and the numeric digits 0 to 9.
Spaces are not allowed. Upper and lower case alpha characters are distinguished as different characters.
A null string, one containing no alpha or numeric characters is considered valid. It is recommended that

the password string be 6 to 8 characters in length for optimal security.

Format:
AT\P=oldpwd,newpwd,newpwd To change the password the command
Example AT\P=NRM6812 NEW6E812 NEW6812

in the above example, NRM6812 is the old password (set at the factory) while NEW6812 is the new
password being entered. Two copies are required as can be seen by the entry of NEW6812,NEWB812.
To enter a null string as a password the command would take the form of

AT\P=NRM6812,,

There is no way to read back and determine the password once it has been set.
Validity:
The change password command is valid for Program mode.

Other Considerations:

Care should always be exercised when changing the password. While not all applications warrant altering
the password, the need for additional security may be partly satisfied by configuring the password.

For users that make use of the Escape sequence, setting the password to the null string configures the
modem to operate in a manner similar to the Hayes modems. The NRM6812 escape sequence does not

support the idle time requirement. It simply scans the data stream for the escape characters followed by
the password. When the password is a null string, the modem operates similar to a Hayes Modem.

Related Topics:

Escape Sequence, Program Mode, Data Modes
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Escape Sequence

Description:

The Data Mode Escape sequence is used to discontinue use of the internal UDP or TCP stack. The
escape sequence does not cause any deviation to SLIP or PPP operation and would not normally be used
in this manner. Unless the modem has been set to use the TCP Suspend feature, once the escape
sequence is encountered by the modem it will terminate the current session, tear down the stack and

enter AT Command mode.

If the modem has been programmed to use the TCP Suspend feature, the modem will not tear down the
stack but will temporarily suspend the TCP session and enter AT Command mode. This would permit the
host time to access other parameters 10 after the manner of communications.

The escape sequence consists of the string “+++" followed by the program mode password {normally
NRM6812). There is no requirement for a guard time or other special pauses before, after or in between
escape sequence characters. The string must be an exact match, matching both letter/number and case.
The password can be set 10 a string of alpha, the lefters a 1o z in both upper and lower case and the
numeric digits 0 to 9. Spaces are not aliowed. Upper and lower case alpha characters are distinguished
as different characters. A null string, one containing no alpha or numeric characters is considered valid. It
is recommended that the password string be 6 to 8 characters in length for optimal security.

Format:

+++<password> Escape Sequence

Example +++NRM6812 Default Password

Hayes Compatible +++ Password is set to null string
Validity:

The escape sequence can be used to exit the internal TCP or UDP data modes.

Other Considerations:
For users that make use of the Escape sequence, setting the password to the null string configures the
modem to operate in @ manner similar o the Hayes modems. The NRM6812 escape sequence does not

support the idle time requirement. It simply scans the data stream for the escape characters followed by
the password. When the password is a null string, the modem operates similar to a Hayes Modem.

Related Topics:

Set Password, Program Mode, Data Modes
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Hardware Flow Control

Description:

The set flow control command is used to configure the modem to either respond to the hardware flow
control signal Request To Send (RTS) and generate Clear To Send (CTS) or ignore them and pass data
without regard to the RTS input. When flow control is turned off, CTS is set active.

Format:
AT\Q? Query current flow control setting
AT\QO Set flow control off (Default)
ATWQ2 Set Flow control on (Hardware)
Validity:

Flow control can be set while in AT Command Mode or Program Mode. Changes made to the flow control
setting take effect immediately. There is no need to enter program mode and save the settings.

Other Considerations:
Due to the asynchronous nature of sending and receiving data over a wireless channel, it is recommended

that flow control be set on so that the host and modem can eliminate data overflow probiems. Should the
application require only sporadic data reception and transmission of short data packets, the use of

hardware flow control is considered optional.

Related Topics:

Data Mode, Program Mode, Hardware Interface.
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Disconnect (Hang-up)

Description:

The Disconnect or Hang-up Command is used to end a TCP or UDP session and possibly power the
modem off. When the ATH0-3 command is used, it ends the data mode session and puts the modem into
AT Command mode. When the ATH4 command is used, the data mode session is terminated, the
modem will perform a de-registration from the network and initiate a shutdown.

Format:
ATHO Terminate session & return to AT Command mode
ATH1 Terminate session & return to AT Command mode
ATH2 Terminate session & return to AT Command mode
ATH3 Terminate session & return to AT Command mode
ATH4 Terminate session, de-register and shutdown
Validity:

Valid for TCP and UDP data modes.
Other Considerations:

Related Topics:

Data Mode, Program Mode, Hardware Interface.
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Restore Factory Defaults

Description:
The restore factory default command sets the following S registers to their default factory setting. The

settings are stored in RAM only and will not be saved unless a Save Settings command is issued before
power down or a soft raset.

Format:

AT&F Restore factory defaults
Validity:
This command is valid only in Program maode.

Other Considerations:

Not all registers are altered by the Restore factory default command. For a complete listing of S register
settings see the S Register summary.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Line Speed and Format

Description:

This command allows the user to specify the data bit rate or “line speed” and format of the host serial port
for all subsequent communications. Some applications have the need for operating at a different line
speed, other than 9600, because of existing or established wire-line software. The line speed change will
not take effect until the registers have been saved and the modem reset.

Format:
To determine the current line setting

ATS237

General format AT&L<speed>,<databits><parity><stopbits>

Where: <gpeed> = Baud rate in bits/second: [1200 | 2400 | 4800 | 9600 | 19200]
<databits> =  Number of data bits [7 | 8]
<parity> = Parity [O | E{N|M]
<stopbits> = Number of stop bits [112]

Examples (all have 8 bits, no parity, 1 stop bit)

For 19200 enter AT&L19200,8N1
For 9600 enter AT&L9600,8N1
For 4800 enter AT&L4800,8N1
For 2400 enter AT&L2400,8N1
For 1200 enter AT&L1200,8N1
Default Setting 9600,8N1

Note:

When AT&L is entered the modem will interpret this as AT&L1200,701 (7 bits, odd parity, 1 stop)
Validity:

This command is valid only in Program Mode. Serial port change will not occur until settings are saved
and a soft reset occurs.

Other Considerations:

The NRM does not support the auto-baud detection function. Characters received with parity errors are
ignored by the NRM with no indication to the Host.

Related Topics:
Software Reset

AT Command Specification-Vespa CDPD Modem
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View Active Profile

Description:

This command displays the current active configuration state of most NRM data registers.

Format:
AT&V View active profile

Validity:
Valid in AT Command and Program modes.

Other Considerations:

if for some reason the NVM cannot be written to, an ERROR is returned and the soft reset is not
performed.

Related Topics:

AT Command Specitication-Vespa CDPD Modem
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Save Current Profile

Description:

This command is used to save any changes made to register settings or configuration parameters. Al
values are stored in the modems Non-Volatile Memory (NVM). Upon power-up or after a soft reset, the
configuration parameters are retrieved from NVM and used to determine the modem’s operation. A Soft
reset is generated automatically, once the values are stored in NVM. By performing the soft reset, the
modem will temporarily drop its connection to the network. The modem will then scan for channels and
reconnect to the network as soon as it has completed the registration process.

Format:
ATEW Save changes
Validity:

The Save Current Profile is valid only in Program mode.

Other Considerations:

Once executed, the profile parameters are saved and the modem exits Program Mode by doing a soft
reset. After Reset, the modem will first enter AT Command mode and may then carry on and enter a
default mode if configured accordingly.

Related Topics:

Soft Reset, Default Mode,
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Destination IP Address/Port

Description:

This command is used to store the default IP address for the remote host. When the modem is directed
to establish a session using TCP, or send UDP packets, without specifying an IP address, the IP address
specified by register S53 is used at the destination IP. The addition of a preceding “T" or “P" is used to
define a default mode of operation when one is not supplied with the ATD command. The ‘port value’ is
the TCP/UDP port number used to identify the application in the remote host to be used for the
connection-oriented service.

The Destination IP is also used as an incoming data qualifier. When in TCP or UDP the modem will
screen incoming IP packets and pass only those that were sent from the IP Source specified in S53. If the
modem is in “TCP Listen” mode, the modem will permit a session connection with only the host IP as
stored in register $53. When the register is programmed with a null string or a 0.0.0.0 value, the modem
will accept incoming data from any IP source.

Format:
ATS53? Query destination IP Addr /Port
General Command format: AT&Z<mode><address>/<port>
Where: <mode> = Optional access mode for remote host
T = TCP (default).
P =UDP
<address> = [P address: XxXX.XXX. XXX XXX
<port> = TCP/UDP port number [1 - 65535]
Example ATS53=166.140.73.2/2100
IP=166.140.73.2
Port= 2100
Validity:

valid in either AT Command or Program modes. The vaiue specified is stored immediately in NVM.

Other Considerations:

If set to a non- zero string, this port number is attached to all transmitted packets in UDP-Data mode.

Related Topics:
TCP mode, UDP mode, Default mode,

AT Command Specification-Vespa CDPD Modem
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Debug Mode

Description:

This command sets the NRM into debug mode, sending debug information out the serial port. The debug
information is generated by the “Radio Resource Manager” (RRM) portion of the modem's internal
software. This piece of code oversees the operation of the modem, monitoring the physical connection,
channel management and data transport. Debug information is generated only while the modem is in AT
Command mode. Once the modem enters a data mode, the debug information stream is suspended

since this would interfere with the data transfer operation.

An alternative to the debug mode is to use the MSCI protocol and monitor the modem’s operation
interactively. The MSCI protocol requires a PPP or SLIP link to be used and then sends special UDP
messages directly to the modem. The modem responds to the UDP messages returning the requested
modem operation data.

Format:
AT#X=1 Enter debug mode
AT#X=0 Exit debug mode
Validity:

Valid in AT Command mode only.

Other Considerations:

Debug mode cannot be entered in Program mode since the modem is disconnected from the network and
the RRM is not running.

Related Topics:

AT Command Specification-Vespa CPPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 7

Software Interface

The software interface is described in the Host Interface Specification for Vesa CDPD Modem OM-
01016445. A brief description of those functions specific to the Vespa CDPD Modem is described here.

AT Command Mode

AT commands and responses are active in commang mode only; as determined by the state of the DSR
line. Command mode behavior conforms to ANSI/TIA/EIA-602-1992 section 5, with the limitations stated
below. The AT command set is a subset of the AT command set defined in ANSI/TIA/EIA-602 and in the
CDPD System Specification Part 2014 Version 1.1, section 4.

Command format

Note the following limitations:

- The termination character is fixed as CR (ASCIi 13).

- Command line editing is supported (BS, ASCII 08 only).

- Command line repeats (A/) is not supported.

- The rules described below for buffering and flow control also apply to command mode. The Host
should not transmit a single AT command which exceeds the buffer length (256 characters). in
addition, the Host should wait until all responses associated with an AT command string have been
received before issuing another AT command.

- Abortion of command-in-progress is not supported.

- Default command parameters are accepted for the last command on a command line only.

Result format

The format of result code responses is determined by the ATV command setting.
In terse mode, the result code is sent as a single ASCI! character followed by a carriage return (ASCII 13)

character.
In verbose mode, a descriptive text message is sent followed by a carriage return. The following result

codes are emitted by the NRM:

Terse | Verbose mode | Description of Command

mode

0 OK Command accepted.

1 CONNECT Connection established.

2 RING Network origination indication.

3 NO CARRIER | Connection terminated, not established or command aborted.

4 ERROR Invalid command parameter/state (e.g. DTR must be active before ATD can be
accepted.)

5 NO SOCKETS | No free TCP sockets within §7 seconds.

6 NO DIALTONE | CDPD link not established.

7 BUSY Refused by destination or network, OR: Operation in progress.

8 NO ANSWER No response received from the destination within S7 seconds.

9 HELLO Issued at power on/reset.

AT Command Specification-Vespa CDPD

Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 5

INTRODUCTION

This document is intended to provide the serial AT Command Interface provided by Vespa COPD
Modem for embedded OEM applications. The Vespa CDPD modem provides a connection-
oriented service so that existing OEM application protocols can be used. In addition, the
capability to switch the unit to Serial-Line-Internet-Protocol (SLIP} or Point-to-Point-Protocol (PPP)
modes are provided so that new protocols can be developed within the OEM application.

This document describes the Novatel Wireless Vespa CDPD Modem. The Vespa CDPD modem
is an OEM-module designed for integration into a host product to provide wireless data
communication capability via the CDPD (Cellular Digital Packet Data) Network. It features internal
TCP and UDP IP stacks as well as SLIP and PPP protocols for an external stack and provisions
for using “Sleep Mode” to extend the operating time of battery powered devices.

Scope

The scope of this document is limited to providing information on the various AT commands which
can be used on Novatel CDPD products as well as a brief summary of some of the standard AT
commands which are not supported. Internal design issues, detailed operating instructions and
cost information is not included in this document.

Reference Documentis

The following released documents provide additional, or more detailed information on the Vespa

CDPD Modem:

TS-01016445 Technical Specification for Vespa CDPD Radio Module

OM-01016445 Host Interface Specification for Vespa CDPD Radio Module
GM-01016445 Diagnostics User's Guide for Vespa CDPD Radio Module

TP-01016445 Manufacturing Test Procedure for Vespa CDPD Radic Moduie
MT-01016445 Manufacturing Acceptance Requirement for Vespa CDPD Radio Module
DA-01016446 CDPD Module Modem (Vespa) Assembly

DS-01016445 Schematic Diagram Vespa CDPD Modem

DA-01016445 Assembly Drawing Vespa CDPD Modem

01016446 Bill of Materials CDPD Modem Module (Direct Mod)

AT Command Specitication-Vespa CDPD Modem




wapow adao edsep-uclleol}rosdg purwWOD LY

...................................................................................... eouaJaJaH )Igllno 188 pUEUJUJOO lv :V x!puaddv

.................................................................................................................................... suonoun4 pauoddnsun
................................................................................................................................ SPUBLILLIOYD pauoddnsun
............................................................................................................................................. sJsjowleled paxid
........................................................................................................................................ uoneoyiuap| WapoN
....................................................................................................................................................... oyog 1vuRL
............................................................................................................................................... 158 apo das|g
............................................................................................................................................................... Iamsuy
.............................................................................................................................. apow “nsaH SSQJﬁOJd "-EO
.................................................................................................................................. a|qeug uoISUBdsSNg do 1
........................................................................................................................................ ﬁumas MY [BUJBlIY|
.............................................................................................................................................. Buine p abesseyy
................................................................................................................................... uoesuUadwo)) BUUBIUY
................................................................................................................................................. puewwwo? Buid

.............................................................................................................................. asn u! !auueqo :!H luaJJnO
....................................................................................................... (HH"G) 9198 JOJJB )loo!g luaJJnO beno
.............................................................................................................................. 9n|9/\ ISSH ].UQ.LII'IO Meno
................................................................................................................................ )QIGUJB.IEd UO!lEO!eru].nV
.............................................................................................................. apoo 10119 UO!].EJ}S!ESJ )l.iOMlQU 1SE-I
................................................................................................................. sn191s UO!lerUoo XJOMIGN Mano
........................................................................................................................................................ :UO!].d!JQSQC]
.............................................................................................................................................. SJalS!BaH Al!luap|
......................................................................................................................................................... Jal.l.l!j_ dOJ_
......................................................................................................................................... Bu!uas Io-’luoo HSG
............................................................................................................................................ BU!HQS ap0w H_LG

................................................................................................................................................ IOJIUOD HJ_G 198
....................................................................................................................................... Al!”quedmoo GUI|GJ!M

................................................................................................................................ UO!SJG/\ BU!lelado GdGO
...................................................................................................................................... GOUQ.IB}BJd G' QO!NQS

@17 SIIDOTONHDOIL S§SITIHIM T3 1LVYAON



NOVATEL WIRELESS TECHNQLOGIES LTD. 3

Table of Contents

INTRODUGTEON .o cooeeveeoerissreseaseecisssiessiss bbb 5
SEOPE v 12125 5
REFEIENICE DOCUITIENTS .....errvevssesseereassss s 5
PHYSICAL INTERFACE . ......vvvesrvceesasaieeersssinssseesssss e eesssss s esssss 1140 6
PEOLOGON 111 vveseeeeresessssessesssssarsses s esemseeeras s 8RR e S 6
GOFWEAIE INMEEIFAGE <.everrvvveseereeesssseeesesasssonssssss s s 7
AT COMMANG MOGE ... .eoeeveseeeeseeeseeerssansassecesss bR 7
COMITIANG FOMTIAT e vvrvoeevaseveereceaes e sesss s oeesss b LTS 7
RESUIE FOMTTIAL +1vvereveveveremmesssessssessseeessasssmes e bR RREEEEEEEESE 7
DAta MOAE DESCHPHON -.vvvvevereveeeseeeeemsaresessssssseesssssseomeass s 8
INEINEA) SEACK DBSCIPHON -..ovrvveruirmmmicissssieemesi s e i 9
UDP MOTE DESCHDHON v vevverveesssssesemsresisssssresssssessesssssss s s 10
TOP MOGE D@SCHIPTION v rcveeescriianssnermsssssseeesess e sa s 11
DTR CONMON DESCIPHON - tvrrseraseecmstisis s s e o 13
PLSH TECRNOIOGY .. vevvvesesrerereeesseaessrnesssssssss s s s 14
SHD MO oo 1evere s s 8 15
POINt 10 POINt PTOIOCOI (PPP) . covoeutreimisssrreissssessasmss s sy esiss s 16
DALA TFANSIMUSSION MOGE ..vovuoreveeeruicrcssmssimemsssssiessesss s asamss s 17
DALE RECEPHON MOUE w-vcervvvevereevserersssss s seessssismsses oo 8 18
S1GEP MOTE DESCHPHON . 1orer-everessrrre s 19
Sleep Mode Feature ENable/DISALIE .........w vttt s 20
POWET-UD DBIAUI MOGE .vererrrreesirssresrereossssssss s i 21
Sot HAPAWATE CONFIGUIATION ... ererevrrrssssss et s 22
Profile CONfIQUFAtION COMMEANAS ...ovieirrsreessssrssississsssssssssssssssssst s 23
PPOGIAM MOTE -1 evvveeerseessseceosesee e 50EEE 24
OGR! ECNO 1vvvvrrreraesseiessesmesssssesss s b s 4R 25
RESPONSE FOPMAE . -v.vveersssroeesees s 26
PrOGIAMMADIE VO ...ereevessseeeesesseseor s s 27
SOFE RRESEL oo vevereeveeaseeemssasssssasseesesssssar s e 29
GIlE PPEIEIEIICE evvvverevossssssssssereteeeeeesesesssssssss b SRR 30
PASEWOIT vvv - eeeerrsvesesesesssereseeeeesas e ses oS 31
ESCADE SEAUEINCE «.vvreeveessrssossssrsssesssssoe 5o 32
HATGWEAIE FIOW CONITON -..ourerrevemsserssrssssnnessssssiscsssss s sosams s e 33
DISCONNECE (HANG-UD) --vvvveveerseesssssssreresssssssssass oo s 34
RESTON® FACLOTY DEFAUILS .crorrocoevererrrrrere st b 35
LiN@ SPEEA AND FOMMAL .cvrrvvvvrrsreressersssssrssoosess s 0 36
NIEW ACHVE POFIIE ... orveovsreseveeseeesisasarennssssss e sess s 37
SAVE GUITENE PIOFIIR 1..vvoseereeeseersisssemsssss s osisssss s S 38
DESHNAON [P AGAIESS/POM 1ovvvuuercuerisrmusssrrssseiesssisressss s 39
DIEBUG MOGB -o-evrveeesemsessse s s om0 40
AULO ANSWET (TOP LISIENY .oooeoeeerisssssesssesersssssssssssasassssssss s e 41
Connection EStabiSHMENt THME-0UL...... ..ot 42
Data FOrWArdiNG 1018 THM@-0UL ....ocvivevrrrrerrrrrsiserriosssrrs s 43
Data FOrWArAING 11 CRATACIET .ovvvvvvvvvevessisssss i srsssssssisssssss s 44
UDP HAF OPEN MOTE ...vrvrreereeseesssssssressssssssssissssrst s 1 45
L a1 e [—————eEETEEEUEUEEU LSS 46
L0CA TP AGAIESS/POM «...eevvvevsssseeeeeesssmssseses bbb ass A 48
SEIVICE 1D PrEIBIENCE coeievvveveesasesivrresssssss s esesessass s s 50
CRAMNE! SCAN MOTE .v.vvevsvevereessesessssssssassssssssssssasssssssssssns s 51
53

AT Command Specification-Vespa CDPD Modem




Wapow aOdao edsapa-uorlediytasdsg puewwon |y

(8661) QL1 SAIDOTIONHOIL SSIT1IHIM 13 LVAON WbBuAdoD @

ualnaop Buuaaod e ui uaalb A|ssaldxa si

JUBWHWWOD YoNs ss8jun ‘a1 STHOOTONHDIL SSITIHIM TALVAON AQ JUSWHWLWOD B SB Panisuod
8( 10U PINOYS pue aanou Inoyim abueyd 03 108lgNs §) JUBLUNDOP SIYI U PBUIBIUOD UOIBLLIOMUI 8Y )

"UOHEINJJID PaliWi| 10 PIPUSIUI S| JUBWINDOP SIYL

"Uj219Y PaUIBILC) UOoiIBLLIoJUI

ay} Jo snies AlNoas ay) 10adse. o) Seaube ‘asn pue LCHUSIA) SY AQ JuaWIN0p Sil o Wwaidioa) ayl "pr
sa1B0jOUYD8 | SSSIJIA {SIBACN JO JUSSUOD USRLM JoLd 8y} INOYYM UOISSILSUEJ] 10 UONNISXa ‘uononposdai
‘abelo]s oluo08|e Buipnjoul SuBaL Aue AQ JO W10y AUB Ul paRIWSUR,] 10 peonpoldal aq Aew ucieongnd
siyl 4o ued oN ‘pI $9IBOIOUYD8 ) SSSISIIM ISIBAON JO JUSSUOD USIUM BU) INOYIM PSSO[ISID 89 O} 10U

s| pue "pi] SaIBOjOUY08 | SSEIBIM [BIBAON JO Auedoid BAISN|OXa By} S1 UlBIaY PASOjOsIP UOBWLIOMUI By

"ulaJBaYy PeLIBjuOD UCHBWIOI BY) JO Snjels Alunoas ay) Joadsal

0} sea.fie ‘asn pue uonualal sif Aq Juswindop syl Jo uaidivas ay] "1 SIIDOTONHDIL SSTTIHIM
TALVYAON 10 JUBSU02 USlLIM J0d DY} INOYIM UOISSILUSUEI] JO UONN2aXa ‘uoionpoidal ‘aBeiols oluososie
Buipnjoul sueaw Aue AqQ Jo w0} AUe Ul palILUSUE) 10 paonpoidal aq Aew uoneoygnd siyl 30 Wed oN "l
SIAIDOTONHITL SSITIHIM TILVAON J0 WWSSU0O ualjum 8yl Inoyum pasojosip aq 0} Jou si pue 'qLT
SAIDOTONHIAL SST1FHIM TILVAON jo Auadoid aaisnjoxe ay) s Lisiey pesojosip UoHBWIoHUI By

4 gl SAIVDOTONHOIL S§S3TIHIM T3LYAQON



NOVATEL WIRELESS TECHNOLOQGIES LTD.

FCC ID: NBZNRM-6832
2.1033(c)(3) 1 of 2

AT Command Set
Reference Guide
for
Vespa CDPD Modem

PS-01017800

Release 0.1

Tuesday, November 03, 1998

AT Command Specification-Vespa CDPD Modem







FCC ID: NBZNRM-6832

THE APPLICANT HAS BEEN CAUTIONED AS TO THE FOLLOWING:

15.21 INFORMATION TO USER.

The users manual or instruction manual for an intentional
radiator shall cauticon the user that changes or modifications not
expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

15.27(a) SPECIAL ACCESSORIES.

Equipment marketed to a consumer must be capable of complying
with the necessary regulations in the configuration in which the
equipment is marketed. Where special accessories, such as shielded
cables and/or special connectors are required to enable an
unintentional or intentional radiator to comply with the emission
limits in this part, the equipment must be marketed with, 1i.e,
shipped and sold with, those special accessories. However, in lieu
of shipping or ©packaging the special accessories with the
unintentional or intentional radiator, the responsible party may
employ other methods of ensuring that the special accessories are
provided to the consumer, without additicnal charge.

Information detailing any alternative method used to supply the
special accessories for a grant of equipment authorization or
retained in the verification records, as appropriate. The party
responsible for the equipment, as detailed in § 2.909 of this
chapter, shall ensure that these special accessories are provided
with the equipment. The instruction manual for such devices shall
include appropriate instructions on the first page of text concerned
with the installation of the device that these special accessories
must be used with the device. It is the responsibility of the user
to use the needed special accessories supplied with the equipment.

MFA p98b0015, d98c0013
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Connection Establishment Time-out

Description:

When initiating a session request as a remote client, attempting to talk to a server, a time-out limit for
establishing the connection can be specified by setting register S7 to the appropriate value. When a TCP
session request is sent out by the modem, the server being called will respond with either an acceptance
or busy message. If the server does so before the time-out iimit is reached, the modem will respond with
the acceptance string “CONNECT" or the declining string “BUSY. The server will usually return a “BUSY”
message when it is overioaded and cannot accept further sessions. If the server being called does not
respond in the time allowed, the modem will respond with an ERROR message to indicate that it could not

establish a session.

Format:
ATS7? Connection Timeout value
General Command format ATS7=<time-out>
Where: <time-out> = time-out value in seconds [0 - 255]
Default 60 seconds
Example command ATS7=45 programs a value of 45 seconds for the time-out
value.
Validity:

This command is valid only in Program mode. The value must be saved with the AT&W command.
Other Considerations:

Related Topics:

AT Command Specitication-Vespa CDPD Modem
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Data Forwarding ldle Character

Description:

When using the internal stack either UDP or TCP, the data being sent to the modem is automatically
encapsulated in an IP packet using the preset protocol. The packet size may vary depending upon the
rate at which the data characters are received. If the data is received in a very sporadic manner, the
modem will assemble and send a packet after a specific character is encountered in the data stream. A
normal idle character configuration would be a CR or NL character. This register will configure which idle

character to forward information on.

Format:
ATS517? Query Data Forwarding Idle Character
ATS51=0 Disabled Data Forwarding Idle Character
ASS51=aa Data Forwarding Idle Character values of 1-255
Validity:

Other Considerations:

Related Topics:

AT Coemmand Specification-vespa CDPD Modem
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Status Reporting

Description:

The CDPD Status Reporting feature provides a status code to be automatically issued each time the
modems connection status changes. The status message is encoded using a string of five letters. Each
letter position indicates the current status of a particular condition or phase in the modems operation.

Aorl | RSSI, received signal | . “A” indicates a signal strength in excess of —100 dBm while an “I"
strength intensity, indicates a signal strength below —100 dBm. it is generally found that
A =>100dBm modem operation is most reliable when the signal strength is above —
| =<-100dBm 100 dBm.
BordJ | Current forward | The second letter is used to indicate the current error rate on the
channel error rate forward channel {modem receiver). The letter “B” indicates an error rate
lower than 3%, which is considered acceptable in most applications
B=<3% since it can be easily corrected within the Reed Solomon coding
J =>3% scheme. The letter “J” is used to indicate an error rate above 3%.

Errors above 3% can cause delays in data reception and may require
retransmission of data between the modem and the base station.

CorK | Found CDPD Service | The third letter is used to indicate that the modem has found a celiular
channe! with CDPD service. The modem indicates the existence of the
C = Service found available channel using a “C”. Until a channel is found the modem will
K = No Service yst issue a “K” in the third letter position. Should the modem not establish a
connection it will hunt for another channel, putting out a “K" until a new
channel is found.

DorL | Registration indicator | The fourth letter is the registration indicator. A “D” indicates that the
modem has successfully acquired a channel and registered with the

D = Registered network. Data modes can then be used. An “L” in this position indicates
L = Not Registered that the modem has not yet registered.
E or M | Scan Mode The fifth and final letter is used to indicate when the modem is scanning
and when the modem is fixed on a channel. An “E” indicates that the
E = Set on Channel modem is fixed on a channel while an “M” indicates the modem is
M = Scanning searching for channels. As defined within the CDPD specification the

modem will periodically scan other channels trying to find a stronger
signal or one that is not as heavily used.

Format:
ATS1037 To determine the current setting
ATS103=1 To enable status reporting
ATS103=0 To disable status reporting
Validity:

AT Command Specification-Vespa CDPD Modem
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Local IP Address/Port

Description:

Since the modem connects directly to the Internet, it needs to have an IP address to define where data
destined for it can be sent. The two methods for defining IP addresses are static and dynamic. Dynamic
IP addresses are assigned to the modem each time the modem connects to the network. Dynamic IP
addressing poses several disadvantages with messaging services. These difficulties are overcome with
Static IP addressing which is used by the Vespa CDPD Modem. Register S110 is reserved for specifying
the |P address for the NRM. The optional ‘port extension’ is the TCP/UDP port number used to further
identify the Host application for the connection-oriented service.’

The IP address must be specified before the modem can register with the network. Please contact your
network provider to receive your IP address. This number is assigned to the modem and must remain
unique; you cannot load the same IP address into more than one modem and have them work. The IP
address cannot be ported or transferred to another modem without alerting your issuing carrier of the
change and the associated Electronic Identifier (EID) numbers of the modems.

Once registered on the Network, the EiD and IP must remain in the same modem until the Network is told
to “Trust enable” the modem or “Reset Authentication Parameters” for the modem. During initial
registration of the modem, first time registration, the typical process has the Network accepting the
modem’s EID without checking it and henceforth using that value along with the IP and authentication
keys. This will remain in effect until the Network administrator is instructed to change the IP, EID or reset

the credentials.

Format:
ATS1107? |{P Address and Port
To set the IP address
General Command format: ATS110 = <address>/<port>
Where: <address> = [P address: x00XXX. XXX. XXX

<port> = TCP/UDP port number [1 - 85535]

Example command ATS110=207.107.0.35/2014
IP address is 207.107.0.35
Port number is 2014

This port number is used for “listening” in UDP-Data mode.

Validity:
The IP address can only be changed in Program mode.

Other Considerations:

An IP address consists of 4 numbers, 0 to 255, separated by dots (periods). For IP addresses that
contain zero as one of the numbers, you must enter the zero as part of the IP address as shown in the

* This address/port combination is used when the NRM opens the TCP port for listening.

AT Command Specification-Vespa CDPD Modem
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Service 1D Preference

Description:

In addition to being able to set the side preference, and specifying the cellular channe! side used by the
modem, the user can also specify the preferred carrier that the connection should be made with. Parts of
the information broadcast by the network may include three pieces of information used to identify the
carrier. These identifiers are the Service Provider Identifier (SP}) the Service Provider Network Identifier
(SPNI) and the Wide Area Service Identifier (WASI).

All of these parameters do not need to be sent by the carrier. Each carrier configures their network to use
some or all of these to identify themselves in the various regions of the country where they operate. Some
settings are specific to each region while others are fixed for the entire country. Please contact your

carrier before setting these values.

The Service ID Preference settings work in conjunction with register S116. Uniess register S116 is set
properly, the values of register 111 may not have the desired effect.

Format:
ATS1117? Query Service |D Preferences
ATS111=<SPI>/<SPNI>/<WAS!> Set Service ID Preferences
Acceptable range of vaiues 0 to 655356
Don’t care value setting 0
Example ATS111=0/1206/12300
SPI = Don't care
SPNI = 1206
WASI = 12300
Validity:

Other Considerations:

For version 1.0 networks (in the process of being phased out) the Service Provider Identifier should be set
to 0 if service provider ID preferences are used.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Related Topics:

AT Command Specificatlion-Vespa CDPD Modem
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Service |D Preference

Description:

Register S116 is reserved for the service |D preference mode.

Format:
ATS1167 Query Service D preference
ATS116=0 To only use S111 service ID
ATS116=t1 To prefer $111 service 1D
ATS116=2 To not use S111 service ID
ATS116=3 To use any service ID
Default setting 3, use any service

Validity:

This command is valid in Program mode only.

Other Considerations:

Contact your carrier before altering this register value.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Wireline Compatibility

Description:

In order to accommodate certain host computer systems and their expected responses from the
NRM6812 modem, a register is provided which enables the trailing line feed character to be stripped off.
The default setting for the modem is to send the line feed, which is contrary to what some wire-line
modems do. Standard modems operate in the same manner as the NRM. When set to suppress the line
feed character, the modem will send no leading line feed on terse responses and only one response for an

ATD command entry.

Format:
ATS2107 Query Wireline Compatibility setting
ATS210=0 To enable the line feed character
ATS210=1 To suppress the line feed character
Validity:

This command is valid in Program mode only.

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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DTR Mode Setting

Description:

The DTR control can be used to power off the modem in situations where it is desired. This setting is
similar to that of setting register S211 to 4. That is, when DTR is de-asserted, the modem will terminate
any current data mode session, perform a system de-registration and power itself off. This setting can
also configure the unit to ignore DTR, or identical to setting S211 to 1.

Format:

AT&D? Queries DTR mode setting

AT&DO ignore DTR transitions ( $211 =1

AT&D2 de-asserted DTR powers modem off ( S211 =4 )
Validity:

Other Considerations:

Related Topics:

DTR Controi

AT Command Specification-Vespa CDPD Modem
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TCP Timer

Description:

When using TCP, a session is initiated by one party calling and the other party accepting or declining the
session request. Once a session is established, the two parties listen only to one another (unless multiple
sessions are permitted). After a session is completed and both parties want to disengage, a session tear
down message is sent from one to the other. Both parties tear down the stack and are then available to
set up another session with someone else. In the event that a tear down message is not received by a
modem, an idle timer is available which will tear down the session after a predetermined interval of
inactivity by either party. The values setting for this timer is specified in the TCP Timer register, TCPT.

Format:
ATTCPT? Query TCP Timer setting
ATTCPT=value [ 0 to 255 minutes] To set the timer value (minutes)
ATTCPT=0 To disable the timer

Validity:

Other Considerations:
A setting of 0 indicates the timer is not used. The minimum setting is 1 minute. It should be noted that

when using a sleep mode modem, care should be taken in the selection of an appropriate value, as sieep
intervals may create a longer interval of inactivity.

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Query Network Connection Status

Description:

The command to determine the current network connection status is used to determine is it is acceptable

for the host to go into

a data mode and reliably exchange data over the CDPD network. The status

message returned is encoded using a string of five letters. Each letter position indicates the current status
of a particular condition or phase in the modems operation.

Aorl

RSSI, received signal
strength intensity,

A =>-100 dBm

| =<-100 dBm

“A” indicates a signal strength in excess of —100 dBm while an “I"
indicates a signal strength below —100 dBm. It is generally found that
modem operation is most reliable when the signal strength is above —

100 dBm.

BordJ

Current forward
channel error rate

B=<3%
J =>3%

The second letter is used to indicate the current error rate on the
forward channel {modem receiver). The letter “B” indicates an error rate
lower than 3%, which is considered acceptable in most applications
since it can be easily corrected within the Reed Solomon coding
scheme. The letter “J” is used to indicate an error rate above 3%.
Errors above 3% can cause delays in data reception and may require
retransmission of data between the modem and the base station.

CorK

Found CDPD Service

C = Service found
K = No Service yet

The third letter is used to indicate that the modem has found a celiular
channel with CDPD service. The modem indicates the existence of the
available channel using a “C”. Until a channetl is found the modem will
issue a "K” in the third letter position. Should the modem not establish a
connection it will hunt for another channel, putting out a “K” untif a new
channel is found.

DorlL

Registration indicator

D = Registered
L = Not Registered

The fourth letter is the registration indicator. A “D” indicates that the
modem has successfully acquired a channel and registered with the
network. Data modes can then be used. An “L” in this position indicates
that the modem has not yet registered.

EorM

Scan Mode

E = Set on Channe!
M = Scanning

The fifth and final letter is used to indicate when the modem is scanning
and when the modem is fixed on a channel. An “E” indicates that the
modem is fixed on a channel while an “M” indicates the modem is
searching for channels. As defined within the CDPD specification the
modem will periodically scan other channels trying to find a stronger
signal or one that is not as heavily used.

Format:

ATS577?

Validity:

This command is valid in AT Gommand mode only.

Other Considerations.

To determine current network status

AT Command Specification-Vespa CDPD Modem
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Registration Process

Background
Registration involves 4 message exchanges, all of which have to be successful:

M-ES MD-1S
TEI REQ >

<- TEI ASSIGN (MDLP TEI assignment)
SABME ->

<- UA (MDLP link reset)

<- IKE
EKE -> {SNDCP key exchange)
ESH ->

<- ISC {(MNRP registration)

This is the system's response to a registration request, and is basically an accept or deny (refer to Table
507-6 in the CDPD specification for all possible responses). The modem will simply pass the information
("insufficient credentials" in this case) along to the user.

Different MD-IS manufacturers may treat the same condition differently, and may return different
responses in their ISC's. The CDPD specification provides a substantiai amount of guidance but some
aspects are left to the discretion of the implementor.

AT Command Specification-Vespa CDPD Modem
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Authentication Parameter

Description:
The Authentication Parameters can be set to zero using the AUTH command.  This command is only
used if the network equipment requires the modem to start service using a zero key value. If this

command is entered after the modem has successfully registered on the network, the authentication
parameters will not match the value stored on the network and the modem wili not be able to re-register

with the network.

Format:

ATAUTH To reset authentication keys to zero
Validity:
This command id valid for AT Command mode only.
Other Considerations:

Related Topics:

AT Command Specitication-Vespa COPD Modem
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Query Current Block Error Rate (BLER})

Description:

The modem maintains statistics on its performance and operation. One of the parameters measured and
maintained is the block error rate. This measurement is derived by examining the Reed Solomon
algorithm, that part of the modem’s software that can detect and correct efrors in the data stream. Data
errors that cannot be corrected result in a re-transmission of the bad segment while errors that can be
corrected do not result in data re-transmissions. The modem measures the errors and, based upon an
error rate threshold, then uses this measurement to decide when to change channels. The block error

rate can rise to 3% before the effect becomes noticeable by the user. The block error rate is updated
approximately every second or two when the modem is connected to the network.

Format:

ATS2037 To determine the current Block Error Rate

The response will be in the form of a percentage [ 0 to 100%)]

Validity:

This command is valid for AT Command mode. For use in data modes, the MSCI protocol is preferred.
Other Considerations:

Related Topics:

AT Command Speciftication-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 70

Cell Site ID in Use

Description:
The CDPD Network is composed of a multitude of cellular towers transmitting their signals over a portion
of the total coverage area. By reusing frequencies, a greater density of coverage can be maintained and

more calls supported. To make each tower identifiable to remote terminals (modems), an identifying ID
number is sent in the forward data stream. This number, [0 to 65535] is useful in reporting problems 1o

the cellular carrier when the cellular signal is in question.

Format:
ATS2057 To determine the current Cellular D

Validity:
This command is valid in AT Command mode only.

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 72

Power Level Query

Description:

The Power Level query will return the current transmit power level being used by the modem on the
current CDPD system. This power level is a product of the proposed power level and received signal
strength values at the modem.

Format:

ATS2077 To determine the current power level
Validity:
Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 74

Power Product

Description:

The Power Product is a CDPD system parameter that ultimately determines the power level used by the
modem for transmissions. This value is transmitted by the CDPD system and can reported in this register.

Format:
ATS2097 To query the current power product

Validity:
This register is read-only.
Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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Dial (Connection Setup)

Description:

In wire-line modems a connection s made when the modem is instructed to dial a telephone number for
the desired computer service. This dial command ATD provides the user with the means of using either
tone dialing, ATDT, or pulse dialing, ATDP. For wireless Internet modems using CDPD technology, the
ATD command is used to initiate a session with a remote Internet server using either TCP/IP or UDP.
Instead of a phone number, an IP address is used instead. It is here that the use of the Internet makes
CDPD easy to use as there are no area codes, no country codes, no need to access an outside line. All
|P addresses currently use a fixed length series of four numbers separated by dots.

The Dial Connection Setup command causes the NRM to establish a connection with the host at the
specified IP address/port. For any fields that are left blank, values are taken from those stored in the
default destination register. The NRM will not process this command if the DTR line is not asserted (i.e.
an ERROR response is issued). [t is recommended that the host application make sure the modem is
connected to the network before issuing a Dial command.

Format:
ATDT<IPaddress>/<port#> To initiate a TCP Session
ATDP<|Paddress>/<port#> To initiate a UDP Connection
ATDN<lpaddress> To initiate a Telnet Session. Port 23 is assumed.
ATD To use the Default Register
IPaddress format OO XXX XXX
where XXX is a number [0 to 255]
port# format XXXXX
where XXXXX is a number [0 to 65535]
Examples
TCP Connect ATDT166.1.109.3 (no port given, 0 assumed)
IP = 166.1.109.3
Port=0
UDP Connect ATDP166.1.109.3/55000 (Port number specified)
IP=166.1.109.3
Port = 55000
Default Connection ADT (S53=P166.1.109.3/55000)
Same effect as above
Validity:

This command is valid for AT Command mode only.

AT Command Specilication-Vespa cCoDPD Modem
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Power Condition

Description:

It is anticipated that many of the users of the Vespa wili wish to do so in a mobile environment, and thus
one where the suppiy voltage may not be constant. To that end, a power condition control system has

been provided.

A block diagram of the battery/power condition system is shown below. It contains:

a. A method of voltage measurement on the modem. This is represented by the AN_IN input, which is
routed on the Vespa board to the input of ADC channel 1.

b. A method of reading the voltage measurement from the modem. This is effectively the reading of the
ADC channel 1.

c. A method of identifying when the measurement crosses a threshoid. The ability to read the voltage is
matched with the entry in the EE device representing a warning ADC value. H the voltage read from

the ADGC is lower than this EE warning value, the warning indication is asserted.
d. A method of specifying the hysteresis associated with the measurements. Once the warning indication
has been asserted, it will only be de-asserted once the ADC measurement is >= Warning +

Threshold.
e. A method of modem shutdown when a critical voltage measurement is reached. If the voltage read

from the ADC is lower than the EE shutdown value, the modem will initiate a de-registration and shut

off.
f. A method of enabling/disabling this monitoring feature. All of these features can be enabled/disabied

with an entry in the EE.

AN_IN  ———p ADC
v EE

A A Warning

CPU Shutdown
Hysteresis

Low Battery Indication Enabie

GPIOn <

GPIOn <« Power Fail Indication
Tx Power Fail

Given the monitoring functions have been enabled, the signals associated with these functions can be
selectively enabled on any of the GPIO pins on the interface connector. Obviously, if the associated
signals with this feature are not provided on the interface, external devices will not see any of the warnings
and must simply identify when the modem has shutdown.

Signal Name : Low Battery Indication
Asserted when the first threshold is reached. After assertion, it will be de-asserted only if

the voltage measurement is >= low battery threshold + hysteresis count

Signal Name : Power Fail indication
Asserted lmmedlately when the Transmit Power detection indicates a loss of regulation on

the transmit power. Once it is asserted, it will not be de-asserted.

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOQOLQGIES LTD. 80

ATH#LBM=1 * enables the low voltage monitor
ATIO2=10 * enables the Low Battery Indication signal on GPIO2.
AT&W * saves all settings.

This completes all configuration functions associated with the desired power monitoring system that we
defined. The system will now perform the following monitoring:

If voltage is >= 3.5V, no indications

If voltage is 3.3V <= v <= 3.5, low battery indication is given and LED lights

If voltage rises above 3.6V then, low battery indication is removed and LED turns off

If voltage falls below 3.3V, unit powers off.

Validity:

This command is valid for AT Command mode only.

Once the monitoring functions have been enabled, the shutdown functions will operate. However, the
signals associated with the warnings will only appear on the interface if the Programmable GPIO pins
have been configured to report the associated signals.

Other Considerations:

Related Topics:

General Purpose 10, Program Mode, Save Profile command

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 82

Antenna Compensation

Description:

This feature provides antenna compensation. If an external antenna is connected to the Vespa, the type of
antenna can be compensated for in the firmware, provided its characteristics are known.

Format:

ATAC? To query the configuration

ATAC=0 Assume a 1.2 dB antenna

ATAC=1 Configuration for unity gain antenna

ATAC=2 Configuration for 3 watt booster compatible antenna
Validity:

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 84

Internal MRU Setting

Description:

This feature defines the maximum negotiated MRU size during a PPP session. In many host systems, the
host stack will configure a default MRU size from its own defaults, but this may not be the optimum size
for the CDPD network. Further, some implementations of host TCP/IP stack do not allow the modification
of this default by the users. Therefore, in order to properly support these stacks in a wireless CDPD
environment, the ability to dictate the negotiated MRU size to an optimum value regardless of host

configuration will be supported in this register.

Format:
AT#MRU? To query the current setting
ATH#MRU=xxx Set the MRU value

By default, the MRU recommended by the CDPD system is approximately 512 bytes.

To set the default MRU size to 512, you would enter the following:

AT\APROG,NRME812 - enter PROGRAM mode of operation
AT#MRU=512 - set the value o 512
AT&W -to save it

Validity:
This value is configurable in PROGRAM mode only.

Other Considerations:

Related Topics:

AT Command Specification-Vespa CDPD Modem
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NOVATEL WIRELESS TECHNOLOGIES LTD. 94

ATS250?
ATS250=1
ATS250=0
ATS251?
ATS252?
ATS2537?
ATS8254=1
AT\ASLIP
AT\APPP
ATHZZ?
ATHZZ=0
ATHZZ~1
ATHZZ=2
ATMDY
ATMDI1
ATMD2
ATMD3
ATMDI13
ATMD?23
ATMD33
ATMDS3
ATI3
AT#NH=number
AT#NH?
ATAPROG,NRM6812
AT&W
ATZ
ATEO
ATEl1
ATVO
ATV1
ATWN?
ATWN1
AT\N2
AT\N3
AT\N4
AT\P=oldpwd,newpwd,newpwd
+++<password>
ATQ?
AT\QO
AT\Q2
ATHO
ATH1
ATH2
ATH3
ATH4
AT&F
AT&V
AT&W
ATS53?
AT#HX=1
AT#X=0
ATS0?
ATS0=1

Query Wake Up Protocol State 14
Enable Push Technology 14
Disable Push Technology 14
Query Number of Pending Messages 14
Query First Push Message veeree 14
Query Type of First Push Message 14
Discard Current Message 14
The command to enter SLIP mode 15
The command to enter PPP Mode 16
Sleep status query command 20
Disable sleep feature 29
Enable Long cycle sleep 20
Enable short cycle sleep 20
For AT Command mode at POWeTr-UP....ccccrrrerrrrmrinerersesssrsoss 21
For SLIP Data mode at power-up 21
For PPP Data mode at power-up 21
For UDP Data mode at power-up 21
UDP Modbus ASCII at power-up 21
UDP Modbus Binary at power-up 21
UDP Modbus Bristol Standard Async Protocol................. 21
UDP with no IP address verify on incoming packets............ 21
Set Hardware configuration 22
Set Hardware configuration 22
Query Hardware configuration 22
Enter program mode 24
Save changes and exit program mode 24
Exit without saving changes 24
Disable Local Echo 25
Enable Local echo e 25
To enable the response to be in the numeric format............. 26
To enable the response to be in plain text 26
To determine current setting use 30
To set the unit to A side only 30
To set the unit to B side only 30
To set the unit to A side Preferred 30
To set the unit to B side Preferred 30
To change the password the command 3
Escape Sequence 32
Query current flow control setting 33
Set flow control off (Default) 33
Set Flow control on (Hardware) 33
Terminate session & return to AT Command mode............. 34
Terminate session & return to AT Command mode............. 34
Terminate session & return to AT Command mode............. 34
Terminate session & return to AT Command mede............. 34
Terminate session, de-register and shutdown ......ceecvsssanene. 34
Restore factory defaults 35
View active profile 37
Save changes - 38
Query destination IP Addr /Port 39
Enter debug mode - . 40
Exit debug mode 40
AUto ADSWET QUETY ...oevsiriersacssearerarrsssssssssnssnnns 41
Set Auto Answer mode ON - 41

AT Command Specification-Vespa CDPD Modem
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ATAUTH
ATS202?
ATS203?
ATS204?
ATS205?
ATS206?
ATS207?
ATS208?
ATS209?
ATAF?
ATAF=0
ATDT<IPaddress>/<port#>
ATDP<IPaddress>/<port#>
ATDN<Ipaddress>
ATD
AT#LBM?
AT#LBM=0
ATH#HLBM=1
ATHLBT?
ATHLBT=x,y
ATH#LBH=x
ATH#LBR?
ATPING<XXX.XXX.XXX.XXX>/<Length>
ATAC?
ATAC=0
ATAC=1
ATAC=2
ATMW?
ATMW1
ATMWIO
ATHMRU?
ATH#MRU=xxx
ATHTCPX?
ATH#TCPX=0or1
ATQ?
ATQ=xx

ATA
AT#SS=X
ATS60?
ATS60=0
ATS60=1
ATS60=2

ATI

ATF

ATO

ATF

ATWM

AT\R

AT\S

AT\T

AT&C

ATM

ATQ

To reset authentication keys to zero 66
To determine the current RSSI value 67
To determine the current Block Error Rate 68
To determine the current channel 69
To determine the current Cellular ID 70
To determine the current color code 7
To determine the current power level 72
To query the current Symbol Error Rate 73
To query the current power product 74
Query the authentication failures. 75
To reset the register to zeros 75
To initiate a TCP Session 76
To initiate a UDP Connection.. 76
To initiate a Telnet Session. Port 23 is assumed.....c.ocemieecns 76
To use the Default Register 76
Queries the current power condition mode setting.........vuens 79
No power condition monitoring 79
Enable power condition monitoring...... 79
Query power condition thresholds 79
Set the thresholds for the power condition moniter. ....... ane 19
Sets the hysteresis value 79
Queries the current AN_IN reading from ADC......covssvanaese 79
To send a ICMP Ping message 81
To query the configuration 82
Assume a 1.2 dB antenna 82
Configuration for unity gain antenna 82
Configuration for 3 watt booster compatible antenpa ......... 82
To query the state of the signal 83
To turn on the Message Waiting signal .... 83
To turn off the Message Waiting signal 83
To query the current setting 84
Set the MRU value 84
Query TCP suspend enable 85
Enable/Disable TCP suspend 85
Query the call progress selection 86
Set the call progress selection 86
To answer a Ring Indication 87
To force sleep for X seconds. 88
Queries echo mode 89
No echo " e 89
Local echo (default) 89
Remote echo 89
Queries modem EID .- 90
Online Mode Echo " 92
Enter Online Mode 92
Set Data Forwarding Operation 922
Manual Transmit Control 92
Network Registration Control 92
Set Subscriber Identity 92
Automatic Transmit Control 92
DCD mode . 92
Quiet Mode 92
Quiet Mode 92

AT Command Specitication-Vespa CDPD Modem
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