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User's Guide

FCC Information

This equipment has been tested and found to comply with limits for a class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation.

This equipment can generates, uses, and radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
Communications. However, there is no guarantee that interference will not occur in a particular
Installation.

If this equipment does cause unacceptable interference to radio and television reception,
which

can be determined by turning the equipment off and on, the user is encouraged to try to correct
the interference by one or more of the following measures.

1 Reorient or relocate the receiving antenna.

1 Increase the separation between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to which the
Receiver is connected.

1 Consult the dealer or an experienced Radio/TV technician for help.

Caution : Any changes or madifications in construction of this device which are not expressly
approved by the party responsible for compliance could void the user’s authority to operate the
equipment.
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Introduction to Ramses Il

Ramsen 1l is an innovative PC security product developed by Immanuel
Electronics Co., Ltd. for providing security and a means of authentication to its
users.

Ramses Il fingerprint identification capability will enable you to implement a
convenient and solid security system.

Your fingerprint is the most convenient and safest key.

You no longer have to worry about losing your password.
Also, no more worries about others knowing your password.
You don't have to know anything about complex encryption algorithms.
Ramses Il will protect your system with your fingerprint as the key to security.

Ramses Il the logon procedure, provides screen saver security and protects your
files and folders.

Ramses Il features fingerprint authentication logon,
screen saver security and file/folder protection. These features protect your system not
only when it is turned on and off,
but also when you momentarily leave your system.
Furthermore, it enables you to select the identification scheme (fingerprint/password)
and provides various administrator functions.

Ramses Il is an outstanding software product

Ramses Il received the 2000 New Software Grand Prize
and the Chairman's Award at SOFT EXOP 2000.
It has been widely recognized as an innovative and
reliable software product.




Applications
- Personal authentication and identification for electronic financial transactions, e-mails
and electronic document exchanges
- Personal system security for protecting system data
- System access restriction and data protection

- Security and authentication measures for Internet and e-commerce applications

System Requirements
- OS: Microsoft Windows 98, Microsoft Windows 98SE, Microsoft Windows ME
- CPU: Pentium 133MHz or greater
- HDD: Free disk space of 20MB or more
- Memory: 32 MB or more
- Device: Ramses Il Fingerprint Scanner/Mouse

- Required Program: Microsoft Internet Explorer 5.0 or later
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Chapter 1. Program Installation

Insert Ramses Il CD in your CD-ROM drive and run setup.exe to install Ramses I

@ “Windows Lpdate
Erograms 3
&—l Favoritas 3
@ Documnerits ¥
% Settings ¥
@ Find ¥
& beb

i ;

=

'§ @ Log Off Chmyung...

: 1 Shut Diowri...

Select Start > Run from the taskbar.

Run BE

s Type the name of a program, folder, document, or [nternet
:, rezource, and Windows will apen it for yo.

Open: | |

] Cancel I Browsze. . |

Input the file path in the Open text box

or click Browse... and specify the path.



Browse . T
Lok jn: I ] Karean ﬂ . ﬁl :

Drrivers
M anwal

File: name: ISE‘.'I:L,ID.EHE Open: I
Files Df'i:_','FE-Z IF'mgrams j Cancel |

i

From the Browse window, select "setup.exe" and click Open.

The file path will be indicated in the Run window. Click OK.

MagicSecure 3 Installation Wizard Ed

Welcome to the InstallShield Wizard for
MagicSecure 3 Standard Edition

The InztallShield® YWizard will inztall MagicSecure 3
Standard E dition on vour computer. To continue, click
I et

MagicSecure

FINGEEFRINT IENTIFICAT -o

Cancel |

2 Hanh

The initial screen for program installation will be displayed. Click Next.



MagicSecure 3 Installation Wizard Ed

Software License Agreement &t i

Pleaze read the following software licenze agreement.

Prezz the mowve key far reading the remaining part of software license agreement.

11. Recognition

The uzer reads and understands the details described in thiz agreement, agrees with itz
termz and conditions, and recognizes that its content takes precedence over the old
verzionz of thiz agreement, order promize, advertizement, notification or other wiitken
agreement,

12. Questions
In caze there are other questions concerning thiz agreement. they shall be forwarded to
Hunno Technologies Ine. through telephone, fax; e-mail or other means of communication: j

You should agree with this agreemment to install M agicSecure 3 Standard E diticn,

(+ gres " Dizagres

| Fetal Eield

< Back HMext = Cancel

When the Software License Agreement window is displayed, read the agreement carefully. If

you agree with the terms, select Agree and click Next.

MagicSecure 3 Installation Wizard Ed |

Uzer Information

Flease enter user information.

Fleaze enter your name, the name of the company for which
yau wark and the product senial number.

zer Mame:

Ic:hm_l,lung

LCampary Mame:

Ihunna

Serial Murnber:

"' Ics”um Ixxxxxxxxxxxxxxx
FINGEEFRINT [DENTIFICAT .o

< Back | HMext = I Cancel




Input your name, company and the serial number. Click Next.
¥ Your serial number is indicated in the Software User Certificate provided by Immanuel

Electronics Co., Ltd.

. MagicSecure 3 Installation Wizard

Setup Status

Files will be copied to your system for installation.



: MagicSecure 3 Installation Wizard

L

| I‘L‘NG!MEF‘I‘ Il]t.‘-‘-‘l]?l(‘ﬁ'l’&

A message will be displayed indicating that all necessary files are copied to your system. Click
Next.



MagicSecure 3 Installation Wizard Ed |

A.dminist'ratp[ ID and password rf_:gist'ratiur'l

Enter adminiztratar |0 and password of this complter.

Adminiztrator 1D ;

|c:hm_l,lung

Pazsword

Ixxxxxx

LConfirm Password :

MagicSecure B

FINGEEFRINT [DENTIFICAT .o

< Back | T I Cancel

Input the Administrator ID and Password. Confirm your password in the Confirm Password
window.

Verify whether the information you provided is correct. If so, click Next.

|

@ Administrator 1D ; chrgung

Finished ha input the administrator [0 and the password.
To continue, click ez,

1 » |

A message box will be displayed confirming the Administrator ID you provided.

If the ID you provided is correct, click Yes.

* If you do not wish to create an Emergency Rescue Disk

10



: MagicSecure 3 Installation Wizard

L

Click Create Disk....

| Question

Without inserting a floppy disk into drive A: and click No.

11



AEsi0 [CIE]E S24M S,
Hﬂﬁfﬁ?ﬁﬂ'f’:?a

Acknowledging that you do not wish to create an Emergency Rescue Disk, the Next button will

be activated, click Next.

* If you wish to create an Emergency Rescue Disk (Required)

12



: MagicSecure 3 Installation Wizard

L

Click Create Disk....

| Question

Insert a blank floppy disk into drive A: and click Yes.

13



Format - 3% Floppy [A:] HE

Capacity:

|1:44 b (2.5 R |

— Format fupe
O Huick (eraze]
=i

£ Capy systenmifies anly

— Other optiohs
Label:
I-S ystem ERD

[ | i label
™ | Girsplaw summian when finished
= | Gopy spstemfiles

Creating file system...

Ramses Il will create an Emergency Rescue Disk in drive A:

Emergency Rescue Disk B3 |

\

[Caution]

Fleaze remember id and password for Emergency
Rezcue Dizk.

1D Iadmin

Fazzword:

Ixxxxx

HEHHH

Confirm Pazzword: I

] I LCancel |

Input an ID and password for the Emergency Rescue Disk. (You can provide a random ID and

password at your discretion)

14



MagicSecure 3 Installation Wizard

Create Emergency Rescue

Emergenc_l,l rescue disk stores spstem information tl:u
prepare agalns-t abrupt u:u:um]:uuter prﬂblerrr,s '

To creat an emergency rescue disk, click Create Disk.
Y'ou will need one floppy disk.

Finizhed ta create the emergency | rescue disk.

To continue, click Next.
magicsecursd

< Bach et Cancel

After the Emergency Rescue Disk has been created, click Next.

MagicSecure 3 Installation Wizard

MagicSecure 3 Standard Edition Setup

Setup haz finished instaling MagicSecure 3 Standard E dition
an pour corputer.

" Hes | want bo restart my computer now.

£ Mo, | will restart my computer later.

Remove any dizks from their drives, and then click Finizh to
complete setup.

fc&‘ncnm
'I‘ﬂ.- INT IENTIFICAT -o

Back [ Fmsh | Cancel

15



A message will be displayed indicating that Ramses Il has been installed on your system.

Click Finish to complete the installation procedure. Ramses Il will reboot your system.

Ramses Il is now successfully installed on your system.

16



Chapter 2. Uninstall Program

Only users with administrator authorities can remove Ramses Il from the system.

Administrator authorities can be granted when a new user is registered from the Ramses Il

Center.

YWindows [pdate
laxs] Programs F
Favorites k
§ '&'3 Diocuments k

Contral Panel

Printers
Find b Taskbar Start Menu.
i @ Folder Optionz...
&
=2k m Active Dezkiop k
Fiun. % YWindows Lpdate. ..

Log OFff Chrmyung. ..

Shut Do,

st | @ S 7A W || 1My SecureDocs |2

From the taskbar, select Start > Settings > Control Panel.

17



B3 Control Panel H=]E3

J File  Edit “iew Go Favortes  Help

28 8

Eramh e Up Cut

ﬁé‘u@‘

Copy FPazte IUhdo

2n [

Delete

>

Properties

J Address IIE Control Panel

o]

Acceszibility
Optionz
Control
Panel
Add/Remove
Programs

Sets up programs and
creates shortouts,

Microsoft Home
Technical Support

2 @ D

Paszzwords

Add Mew D ate/Time
Hardware
Game Internet F.eyboard
Contrallers Optiohsz
D 3
Mouze tultimedia M etwiork,
Powwer Printers Fegional
t anagement Settings

dagicSecure
Center

&

ODBC Data
Saurces [32hit)

L

Sounds

CAT

|Sets up programs and or |g hy Computer

IER

From the Control Panel window, double-click Add/Remove Programs.

18




Add/Bemove Programs Properties I

Install U ninstall |Windnws Setupl Startup Disk I

% To inztall a new program from a floppy disk or CO-ROM
L L

drive, click Install.
Inztall...

E@ The tollowing zoftware can be automatically removed by
4t

“Windows. To remove a program or to modify itz installed
companents, select it fram the list and click
Add/Remove.

FP-45005 D,
iMagicSecure 3 Standard E diion

Microzoft Internet Explorer 5 and Internet Tools
Microzoft Outlook Express 5

icrozoft Windows Media Player 6.4

Paint Shop Pro 7 ESD

Add/Hemove... I

(] 8 I Cancel I Sy I

Select the Install/Uninstall tab, choose Ramses Il Standard Edition,

and click Add/Remove....
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InstallShield Wizard |

Repair, or remove the program.

YWelcome to the MagicSecure 3 Standard Edition Setup Maintenance program. This programm
lets pou repair the current inztallation. Click one of the optionz below.

! Repair
ﬁ Reinstall all program components installed by the previous setup.

f* Remove

@ Remove all installed components.

| Fetal Eield

Cancel |

= Back

Select Remove and click Next.

MagicSecure s

FINGERPRINT IZENTIFICATIR.
gy

MagicSecure

FINGERFRINT IDENTIFICATICGH

Provide the administrator's fingerprint or password and click OK.

20



Confirm Uninstall x|

Do you want to completely remove the selected application and all of its components?

Cancel |

A message box will be displayed asking you whether you wish to remove the program. Click OK.

InztallShield Wizard

MagicSecure 3 Standard Edition Setup

InztallShield wizard has finizhed performing maintenance
operations on MagicSecure 3 Standard Edition.

" Hes | want bo restart my computer now.

£ Mo, | will restart my computer later.

Remove any dizks from their drives, and then click Finizh to
complete setup.

MagicSecure

FINGEREFRINT [DENTIFICAT -o

Back [ Fmsh | Cancel

After Ramses Il is successfully removed, click Finish to reboot your system.

21



1.

Chapter 3. Introduction to Features

Ramses Il Center

Ramses Il Center is responsible for Ramses Il ver3.0's key features including user

dministration(registration/modification/deletion), authorities, system configuration and log

maintenance.

©)

User/Group Administration

- An administrator can grant authorities to each computer user.

- A user can be registered/modified/deleted, and the corresponding user information can
be stored from the Ramses Il Center.

- Maintaining users in groups facilitates the administration work.

- Ramses Il Center allows each user to register/modify/delete fingerprints, change

passwords and select the identification method.

System Configuration

- System configuration can be modified by an administrator or a super user.

- Selects the log-on ID display (text box/combo box)

- Controls the identification method for standard users

- Sets whether the F5 or F8 key will be used for booting the system for protection
purposes

- Selects the encryption algorithm, and whether a fingerprint recognition mouse or device

will be used

Log Maintenance
- Ramses Il Center records a log fie regarding log-on, encryption and system
configuration.

- You can view or print a specified date's log file.

Emergency Rescue Disk

22



- You can reset your system configuration to the point when the Emergency Rescue Disk
was created.
- You can create an Emergency Rescue Disk for errors that occurred during a Ramses Il

operation.

(1) How to Run Ramses Il Center

@ Method 1: Running from the Tray Icon

|Maglc5 ecure 3 Tray .-'-‘-.pplet|
O3 z24PM T 3Z7PM

Right-click the Ramses Tray Applet icon on the Tray Bar.

Start Screensaver

Bun MagicSecure Center

Log Off...

Ahout

Select Run Ramses Il Center.

@ Method 2: Start > Settings > Control Panel > Run Ramses Il Center

Select Start > Settings > Control Panel.

23



L

E:
4

Find g

Diocuments ¥ |

Contral Panel

Printers

Eolder Options. ..
Active Dezkiop

T aszkbar & Start Meni...

Whindows Lpdate. ..

Log OFfF Chmyung. .

&
L]

Windows9S

Shut Do, ..

From the taskbar, select Start > Settings > Control Panel.

Ed Control Panel !EI

j File Edt View Go Favortes  Help |ﬁ
T e = = y q T
g o = | ‘ L
EaLk FEaraard Up Cut Copy Paszte Inda Delete  Properties |
Jf-'«ddress !@ Control Panel LI
12 Al
& it -
BAcceszsibility gddMew  Add/Remove  Date/Time Dizplay
co ntrol Optiohsz Hardware Programs
| Panel 4] @ G oEm
Fontzs Game Internet K.ewboard
MagicSecure Cantrallers Opticnz
Center
MagicSecure 3 =
Control Panel =
il Mouse tultimedia M etwork, ODBC Data
Sources [32bit)
Microsoft Home E = = _
Technical Support % @ @ @ gb b
Pazgwords Power Printers Regional Sounds
t anagement Settings _l
o

| |MagicSecure 2 Control F!g by Computer

From the Control Panel window, double-click the Rmses Il Center icon.

24



MagicSecwé“ag

FINGERPRINT |XENTIFICATHIR

MagicSecure

FINGERPRINT |Z'}EI~.JTIF11'_'.-!-.T|I.')_I"}

Provide a registered user's fingerprint or password.

Those not registered in the Users and Group cannot use the Ramses Il Center.

25



MagicSecure Center

a chrmyung - chmyung Pazzword

A |
=2l

The figure above displays the Ramses Il Center running.

26



(2) User and Group Management

- An administrator can add/delete users and modify user information.

- Standard users can only modify their own information.

@ Add auser

I MagicSecure Center

. chmyung - chmyung Pazsward

e
= BRI

Select the Users and Group tab and click Add.

27



Registering new user ID and password

User's ID and Password |

Fiegister User

i |||||I“"'
| | [ User

Type uzer id and name from 2 to 12 digits

Qser ID: Iran
Mame: ]Ehris
— Paszward

Type the p@starg':I from 4 to 12 digits pou want to
uze into both boxes belaw,

Ixxxxxxx

Pazzword:

HRERRER

Eu:unfirm Pazsward: I

SEa el Help

Provide the user information and click Next. (Password must consist of four or more

characters)

Group Authorities

- Administrators: Has every access right to the computer and can manage every user.

- Power Users: Has similar rights as an administrator but a few functions such as user
registration, Ramses Il removal and system configuration.

- Standard Users: Can log on to the system, encrypt/decrypt folders/files, modify one's
own information and set security levels.

- Guest: Can only log on to the system, and cannot encrypt/decrypt files or even modify

one's own information.

28



Group Setup Ed |

I.||||||||‘||I|i . Fleaze zelect the access level to arant to thiz user.

" Power Users

The uzer who haz the zame autharities with
adminiztrator except zome function(uzer regiztration
deletion, MagicSecure install/uninstall, zustem
zetup]

" Standard Users

The uzer wha can logon the system,
encrypt/decypt foldersAfilez, maodify itz own
information, and setup securnity level,

v Others: |Power Users j

Adminiztrators
The advanfZmije.
autharity &5 tandard U sers

ProgQram Ll 5 yest
spsterm setip

¢ Back I Heut > I Cancel Help

Select the user's access level and click Next.

How to register a fingerprint

A user must register one or more fingerprints. (Up to three fingerprints can be registered)

- Select a finger that you wish to register the print of.

- A message will be displayed indicating that the information is being registered.

- Place the selected finger on the fingerprint sensor.

- A message will be displayed asking you to remove your finger and place it back on the
sensor.

- Remove your finger -> The Registering... message will be displayed.

- Place the selected finger on the fingerprint sensor again.

- Register prints of other fingers by following these steps.

29



Fingerprint

JUU[

|
Chck the finger that you want to register.
It's possible to register 3 fingers.
¢ Back I ﬂe:-:t > I Cancel | Help
Fingerprint

JUU[

Reagistenng._
[Pleaze place your finger on the sensor.]

¢ Back I ﬂe:-:t > I

Cancel

Help

30




Fingerprint

o000, _00c

Hegistering one more hime.
| Please release your finger and then place it

again.

¢ Back I ﬂe:-:t> I Cancel | Help I

Fingerprint Ed |

00, . 00lc

- i Fingerprint’s registration iz completed. To register’
another finger, click the finger.

¢ Back Cancel Help

31



This is the final step of the user registration procedure.

The registered user information will be displayed for verification.

Finish

} Congratulations

LML

If the displayed information is correct, click Finish.

32



@ Delete a user

- Only an administrator can delete a user.

- A deleted user cannot be recovered.

MagicSecure Center

s torn cruse Password
ran Chriz Pazsword
_‘ chmyung chrmyung Pazsword

A |
=2l

Select the user you wish to delete and click Delete.

| SECURE32

33



A message box will be displayed asking you to confirm whether you wish to delete the

selected user. Click Yes.

- - &
MagicSecureg’

FINGERPRINT IDENTIFICATHHR_

MagicSecure

FINGERPRINT |Z'}EI~.JTIF11'_'.-!-.T|I.')_I"}

Provide an administrator fingerprint/password to delete the user for good.

34



MagicSecure Center

B ran Chris Pazsword
a chryung chryung Pazsword

A |
=2l

In the example above, the user ‘tom’ has been deleted.

@ Properties

- You can change the user name, password and fingerprint(s). You can also modify the
group the user belongs to as well as the identification type.

- You can change these settings from ‘Properties.’

- An administrator can change the group a user belongs to.

35



MagicSecure Center

s Chriz Password
a chryung chryung Pazsword

A |
=2l

In this example, the administrator selects the user ‘ran’ and clicks Properties.

36



| ran - Properties

| Power Users

This is the Properties dialog box for ‘ran’.

a. Changing user name and password

37



| ran - Properties

Click Change... to modify the password.

b. Changing groups

Only an administrator can change a user’s group.

38



| ran - Properties

Power Users

s ators

L Power Users T
Standard Users
| Guest |

You can change the group the selected user belongs to.

39



c. Change the Authentication Method

Authentication Method

The uzer among adminiztrator group
can change authentication method.

[ Password
EE

Authentication Method

The uzer among adminiztrator group
can change authentication method.

I™ Fingerprint ¥ Password
(= Al [ f 1] 7

Authentication with fingerprint only

Authentication kethod

The uzer among administrator group
can change authentication method.

Authentication with password only

Authentication kethod

The uzer among administrator group
zan change authentication method.

W Pazsword ¥ Eingerprint W Password
' OR  AND :
Authentication with fingerprint AND password Authentication  with  fingerprint

password

d. Change the Security Level

- There are five security levels.

OR

- Increasing the security level decreases the chance of unregistered fingerprints being

incorrectly authenticated. (You should increase the security level if your fingerprint is

vivid and has a high rate of successful authentication.)

- Decreasing the security level increases the chance of unregistered fingerprints being

incorrectly authenticated. (You should decrease the security level if your fingerprint is

not vivid or has a high rate of authentication failure.)

—Securty Level

r'ou can adjust 'Flage
Rejection Rate [FRR]T"
and "Falze Acceptance
Rate [FAR]" in caze of -
zelecting the identication

tupe with fingerprint. The =
higher security level iz, the

lower FAR is. - Low

l - High

40



e. Register a fingerprint

- Click the finger you wish to register the print of and register your fingerprint.
- Up to three fingerprints can be registered per user.
- Please refer to the 'Add a user’ section for a detailed description of the fingerprint

registration procedure.

ran - Properties B |

lzer  Fingerprint |

Click the finger that you want to register.
It'z pozsible to register 3 fingers.

0k, | Cancel I

Before registering your fingerprint, click the finger you wish to register the print of.

41



ran - Properties

lzer  Fingerprint |

1))

Click the finger that you want to register.
It'z pozsible to register 3 fingers.

0k, | Cancel I

The figure above indicates that a fingerprint has been registered.

f.  Delete a fingerprint

- Auser must have at least one fingerprint registered. (i.e. The last fingerprint cannot be
deleted)

- Click Properties/Fingerprint Registration and select the finger of the print that you
wish to delete.

42



ran - Properties

lzer  Fingerprint |

i

?@ Select
= & Thiz fingerprint is already reqistered. T o reqister

or delete, click Rereqister or Delete.

Rereqizter | Cancel |

| | : s 2 — :
- Fingerprint's registration is completed. To register
g J another finger, click the finger.

0k, | Cancel I

The figure above displays a finger selected for fingerprint deletion.

Thiz fingerprint iz already reqistered. T o register
or delete; click Reregizter or Delete.

Bereqgister |

Click Delete button.
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ran - Properties B |

lzer  Fingerprint |

I

Click the finger that you want to register.
It'z pozsible to register 3 fingers.

0k, I Cancel I

The figure above displays the window after a fingerprint has been deleted.

g. Reregister a fingerprint
- Select Properties/Reregister Fingerprint and click the finger you wish to register the

print of.

44



ran - Properties

eer  Fingerprint |

Thiz figerprint iz already reqistered. T o reqgister
or delete, click Rereqister or Delste.

Q_elete | LCancel |
| | : ey 2 r— :
- Fingerprint's reqgistration iz completed. To register
= J another finger, click the finger.

ok, | Cancel I

The figure above displays a finger selected for reregistering a fingerprint.
Select Ed

Thiz fingerprint iz already registered. T o register
or delete; click Reregister or Delete.

Delete | LCancel |

Click Reregister button.
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ran - Properties

lzer  Fingerprint |

Fingerprint's regiztration iz completed. To register
I another finger, click the finger.

0k, | Cancel I

The figure above displays the window after reregistering a fingerprint.

46



@ Export
- You can backup users managed by the Ramses Il Center as a file.

- The file will be saved with the extension *.mbk.

- The saved file will be encrypted to protect the user information.

MagicSecure Center

3 M Chriz Fingerprint or Pa...
chryung chryung Pazsword

A |
=2l
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Save in: I@ My Documents j ﬁl

[ M agicsecure
M v Pictures

File narme: IE L& Save I
Save as lvpe: IMagicSecure 3 backup file [7.mblk) j Cancel |

&

Export selected users as a file (.mbk).

% My Documents

J File  Edit  Wiew Go Fawortes  Help

J &ddress I@ ky Documents

MBK File >
4| | »]

| Mame | Size | Type | b odified
@ 1 MagicSecure File Falder 1/29/02 3:02 PM
™ by Pictures File Falder 1/29/02 1:45 PM
My 53 ran mbk 3 2KE  MEK File 1/29/02 5:09 PM
Documents _
ran.mbk

| |'| F2KB lg by Computer

In the example above, the file is saved as ran.mbk.

48




® Import

- Users backed up from the Ramses Il Center can be added to Users and Group.

- Import the *.mbk file.

* If the user does not exist in the list

} MagicSecure Center

. chrmyung - chmyung Pazzword

A |
=2l
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Open K Ed
Loak in: I@ My Documents j ﬁl

E M agicsecure
M v Pictures

R

File name:  [ran.mbk Open

Files of type: | MagicSecure 3 backup file [*mbk) =l Cancel

&

Import the user from the file. (ran.mbk in this example)

D | MName | Authentication Methoo
‘ Chrig Fingerprint ar Passwar
ﬁ chinyung chmyung Pazzword

4 | )

The figure above displays the user ‘ran’ added to the list from the backup file.
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* If the user already exists in the list

@ MagicSecure Center X |

Uzers and Group | Systemn I Log e I Emergency Rescus Disk |

& Y'ou can allow or reject the wzer to accezs the sustem and zet up
| according to the authoriby.

ser List:
1D I Hame I Authentication ... I fi Add... |
ﬁ chrmyung chryung Pazzword £
Delete |
Froperties |
Expart... |
< |
— Group
71 Itshows each uzer's autharity and administratar only can modify the
autharity,
Group Setting. .. |
(] 4 | Cancel | Sl | Help |
Open K Ed
Loak in: Iﬁ My Documents j | I ﬁl I
E M agicsecure
M v Pictures
1 an b
File name:  [ran.mbk Open
Files of type: | MagicSecure 3 backup file [*mbk) =l Cancel
i
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Import the user from the file. (ran.mbk in this example)

Confirm File Replace

Since the user already exists in the list, click Yes to overwrite the existing data.
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® Setting Group/User Authorities

- Default settings

- Only an administrator can set group/user authorities

Group L Standard
Authority Administrator | Super User User

Select Logon Method X

My SecureDocs Management

Register User

Delete User

View or Modify User Information

View or Modify One's Own
Information

Import/Export User

View/Print/Import Log File

Set Security Level

Install/Remove Boot Protection

Set Boot Control Key

Set Encryption Algorithm

Test Fingerprint Sensor

Emergency Rescue Disk

System Restoration

O|0|00|0|0|0|0|0|0| O|o|0|o|0|0
X[ X[ X|X|X|X|X|O|O|O| O|0O|%X|%|0|0
X| X[ X| X|X|X|X[O|X|x| O|X|xX|<O

Remove Ramses Il ver 3.0

% A’Guest’ does not have any authority under default settings.
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MagicSecure Center

3 ran Chris Fingerprint or Passwor
a chmyung chmyung Pazzward
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Group Properties x| I

It confirms or comects the uger and properties lizt of each group.

Group List

Group Properties List:

Em Power Uzers

@ en

) % Standard Users

Guest

Reztore Defaults |

Propertiez | Descriptior «
[w] &uthentication Method Set auther
My Securelocs Encrypt ar
|zer Reqistration Reaizter th
Izer Deletion Delete the
Other Uszers Information Modification  Modify uze
[w] Logon User Information Modification  Madify loge
I1zer Expartmpaort Backup/R
[v] Log View/Print/Load Open, prinl
[w] Security Level Set the se
Boot Pratectar [nstall/Uninstall Confirm the -
[w] Boot Function Key Show Wine
[w] Eheryption &lgorithm Set encryp
Fingerprint Scanner Test Test the fir -
[i#] Ernaracmen Bacca Micl Chmate B
4 | e
Ok LCancel | Apply
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You can select or deselect authorities from the Group Properties list.

The figure above displays the window for setting user/group authorities.




(3) System Configuration

With the exception of Logon, only an administrator can change system configuration

settings.

- Logon: You can change the logon window display according to the logon method.

- Identification Type: The standard user authentication method can be configured from
the group settings.

- Boot Control: F5/F8 keys can be disabled to prevent files from being modified after

safe mode booting, etc.

|® MagicSecure Center

A |
=2l

Select the System tab from the Ramses Il Center.
You can change system settings such as the Identification Type, boot control and

encryption.
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Logon

v iLog on with fingerprint without entering ser 0.

= Uze combo boyto select [t e

MagicSecure

FINGERPRINT IDENTIFICATION

T o logon thi npL EMTER' key ar clic

InpLt your hr'ugerprir‘ut[.p rd].

oo ll ol

hunno

The user name is not displayed during the logon procedure.

Logon

[ Log on with fingerprint without entering user 1D

[T Use combo bos to select lagon user,
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MagicSecure

FINGERPRINT IDENTIFICATION

The user name is displayed during the logon procedure.

Logon

B ™ | Lag et fhaersnnt vttt entenng ween| &,

v iUse combo box o select logon user
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MagicSecure

FINGERPRINT IDENTIFICATION

Uzer name: @ chirmpung

User names are displayed in a combo box during the logon procedure.
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Select the Identification Type.

Select this option to prevent file access after booting the system

in the safe or DOS mode.
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If you wish to use the Boot Protector, check the option, insert the Emergency Rescue Disk
in drive A: and then click OK.
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Boot Protector E3 I

The Boot Proctector which is a one of the
powerful securty features in MagicSecure
iz control the bootup process to pratect
from other users wha are not allowed to
access this computer.

Type boot paszword.

Ixxxxx

Pazzword:

Confirm Fagsward: I""’“"‘1

Inztall [ I Cancel

Input the Emergency Rescue Disk password and click Install.

MagicSecure Center E2

—
Q‘) Boot Pratectar was installed.

A message will be displayed indicating the Boot Protector is successfully installed. Click OK.
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(4) Log Management

- You can view the log files generated by date.
- You can view the log file content according to each category. (logon, user, encryption,
system)

- You can check and print the log file for each date.

HEHARMH HEH

MEBR T I8 | AAw &8 23 *%EI |zz 27023

- MAHH HEE RIS EHE
% MABH HEE 22 20{SLIC

SEKDy: (2001 1 E #] 221 |

[ &5 [ A2 [ AHER [DHE
01-11-2a 2= 401136 redsky redsky
0-11-28 2= 40203 111 111

HT

]I

5

j
4

L4 oy
ox o A
0Kl 0K

l | 13|

[ =32 YR,

The figure above displays the Log Management screen.

gy |3 AER ¢ gmon [001E =10 v
g EO2

ER B AZH [ ASH [OsE

LEZ W TR 2= 244:37  redsky MEZ

DAz (ALY 2= 24912 2222 MET

You can view categorical logs by selecting from the combo box.
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(5) Emergency Rescue Disk

- You can use ‘sysback.exe’ to restore the system configuration to the point when the

Emergency Rescue Disk was created.

& MagicSecure Center

Select the Emergency Rescue Disk tab and click Create Disk....
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Inzert disk Ed I

@ Label a dizk "MagicSecure 3 Emergency Rescue Dizk' and inzert it into drive &,
Caution: Setup will delete any existing files on thiz floppy dizk.

Click OF to continue.

Cancel |

Insert a blank floppy disk in drive A: and click OK.
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Emergency Rescue Disk Ed |

-

[Caution]

Pleaze remember id and password far Emergency
Rezcue Dizk.

1D Iadmin

Ixxxxx

Pazzward:

EEERT

Confirm Pazzwiord: I

LCancel |

Input an ID and password for the Emergency Rescue Disk. (You can provide a random ID

and password at your discretion)

MagicSecure Center Ez

~
Q) Finished to create the emergency rescue disk.

A message will be displayed indicating that the emergency rescue disk is successfully

created. Click OK.
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How to recover the system configuration and after modification

| (7} M agicSecure Center

The figure above displays the system configuration right before the Emergency Rescue

Disk is created.
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MagicSecure Center

g || e B

A |
=2l

Create the Emergency Rescue Disk and modify the system configuration.

68



=% 3% Floppy [A-] ol

j File  Edit  View Go Fawortes  Help

Ji Address i@ Ak
= i E
delpaszs. exe membr. dat

314
Floppy
| (AD) =

sysback.exe
Application ;]

| | =] My Computer 4

|»

In order to recover the system configuration to the point when the Emergency Rescue Disk

was created, insert the Emergency Rescue Disk in drive A: and run 'sysback.exe'.

_}E System Hecovery Wizard E |

Systern Recovery

Recover MagicSecure 3 System Information when
Emergency Rescue Dizk waz created.

To recover, click Recowver.
Tao undo the recaveny, click Undo.

<Caution:

I o finizh i, your computer man fo longer work, comecth,

[Trde Exit

The System Recovery Wizard window will be displayed. Click Recover.
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System Hecover E

@ Inzert the Emergency Rescue Disk into drive &,

Click O to continue.

Cancel |

Insert the Emergency Rescue Disk into drive A:.

Confirm User E

User 1D Iadmin

Ixxxxx

Pazzward:

Input the Emergency Rescue Disk's user ID and password.
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| @} MagicSecure Center

A |
=2l

The figure above displays the recovered system configuration.
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2. My SecureDocs

Description
- Just as My Documents is used for managing your documents, My SecureDocs
manages encrypted files and documents.
- There is a folder for each user, and folders encrypted by other users are not seen.
- Each file or folder is displayed with an overlay icon. (A small icon attached to the main

icon of the file or folder.)
Functions
- My SecureDocs provides a toolbar and a context (pop-up) menu to decrypt a file or
folder.

- You can move and copy files to/from regular folders using Drag & Drop or Copy & Paste.

- You can view properties of a file or folder.
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(1) How to run My SecureDocs

by Computer

ﬂ' My SecureDocs

Il

| Fle Edt Miew Go Favaites Help |“
. M @B oy B X E .
Back FarwaEnd p Decropt | Copy Cut Faste Delete | Yiews

j Address ii;,gj My Secureliocs j
E1 Wil
r@ =9 ()
IGTIERTEE METLOG.T=T  Center.psp

:@ 1 Ertity | @_My Compiter i

The figure above displays the My SecureDocs window.
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(2) Viewing icons in My SecureDocs

kl ® Large lcons
Small lconz
Arrange lcons  k List
Line Up lcons Eletails
Refrezh =
Easte
e 3

Right-click My SecureDocs and select View.

(3) Arranging icons in My SecureDocs

=T 4
Arrange lcons # by Hame
Line Up lcons by Type
Refrezh by Size

b D at
Easte e

Ao A
e . Auto Arange

Right-click your mouse from My SecureDocs and select Arrange Icons.

(4) Creating a new folder

Wit k

Anrange lconz k
Line Up lzons
Refresh
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I'-'I_v SecureDocs .

J File  Edit Wiew Go Favortes  Help |
. (ad ¥ @ | X | = .
B Fu:urwaru:l Up Decropt | Copy  Cut [ agte Delete | “iews
J Add resslm My SecureDocs j
o B
Confidential METLOG.TXT  Center.pzp
|@ 1 Entity |g iy Cornputer i

Select New > Folder

(5) Viewing folder properties

Open
Explore

i Decrpt Ta..

Cut
Copy

Eazie

Delete
Rename

Froperties

75

Type in the new folder's name.




Confidential Properties

S
Zipl e

(6) Folder/File Encryption
If you move a regular folder/file to My SecureDocs using Drag & Drop, Cut/Paste buttons
on the toolbar, or short-cut keys (*X/"V), the folder/file is automatically encrypted. Folders

created in My SecureDocs are also encrypted. (Please refer to the Creating a new folder

section)

Method 1: Moving a document from My Documents to My SecureDocs
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% My Documents .

File  Edit Wiew Go Favortes  Help |
» . [ b4 e &y i
Bau:k FErTiAaETE Up Cut Copy Pazte |Jrdo
J Address I@ C:\My Documents j
T 0 0O = |
MagicSecure My Pictures ran.mbk. Setupsig. b=t
Document
Setupxlg.txt
Text Docurment
Madified: .
10/12/01 4:59
PM -
4| I 3
| |4‘I 2h |§3 ke Computer i

| I'-'I_v SecureDocs .

J File  Edit Wiew Go Favortes  Help |
. (od &% X | E .
B Fu:urwaru:l Up Decropt | Copy  Cut Pazte Delete | “iews
J Address im My SecureDocs j
e B M =
Confidential (Y=l Centerpzp METLOG.TET
|@ 1 Entity | |g iy Cornputer i

The figures above display an example of moving a file (MS3.0_SN.txt) in My Documents to

My SecureDocs using Drag & Drop.

77



MagicSecure :

FINGERPRINT IDENTIFIC AT

a"' My SecureDocs .
J File  Edit Wiew Go Fg_w:urit.es Help |
. [t o | =l
E Fu:urward p Decrypt | Copy  Cut Paste Delete | Yiews
J Address I[[_&, My SecureDocs [
bo be M &
Confidential ~— Mew Folder Center.pzp METLOG.T=T 44
|@ Type: Text Document Size: 412 bytes [fi‘l 2 bytes |@ ky Computer g

The above figures display the MS3.0_SN.txt file moved to My SecureDocs and encrypted

after authentication.

Method 2: Moving a document from My Documents to My SecureDocs
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% My Documents .
File  Edit' %iew Go Fg_m:nrites Help |
» . [ b4 e &y i
Bau:k FErTiAaETE Up Cut Copy Pazte |Jrdo
J Address I@ C:\My Documents j
@ = D @ I Open mth
MagicSecure My Pictures SendTa 3
Document Cut
— = Copy
Ran.mbk Create Shartcut
Delete
Modified:
1/30/02 10:34 - Rename
AM Froperties
A

MagicSecure

FINGERPRIMNT IDENTIFICATHRL

Right-click a file in My Documents and select Encrypt To... from the context menu. The

Identification window will be displayed prompting you to provide a fingerprint/password.
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Browse for Folder 2 ] |

Encrupt the selected item(z] to the folder:

------ ,& Eu:unfldentlal
------ ,ﬁ Mew Falder

(] I Cancel |

I'-'I_v SecureDocs .

J File  Edit Wiew Go Favortes  Help |
. (od &% X | E .

B Fu:urwaru:l Up Decropt | Copy  Cut Pazte Delete | “iews
J Address ii;&' My SecureDocs j

Gea = =1

L @y L =

Confidential ~ Mew Folder Centerpzp METLOG.TET

@] Tupe: Size: 1.72KB 1.72KB |2 My Computer i

After authentication, select My SecureDocs from the Browse for Folder dialog box and
click OK. The file will be added to My SecureDocs.

(7) Folder/File Decryption
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before you copy them to other folders.

automatically decrypted.

@ File decryption from My SecureDocs

I'-'I_v SecureDocs .

J File  Edit %iew Go Fg_m:nrites Help |

. [ % X | = .
B Fu:urwaru:l Up Decropt | Copy  Cut Pazte Delete | “iews
J Add resslr{_& by SecureDocs j
e e B 0 B
Confidentisl  New Folder  Centerpsp  NETLOG. TXT i
Cut
Lopy
Delete
Bename
Properties
[@] Type: Siz=: 1.72KE 1.72KB |2 My Computer i

MagicSecure

FINGERPRINT IDENTIFICATHN.

81

Since folders and files in My SecureDocs are encrypted, they must be decrypted

If you move a folder/file out of My SecureDocs to a regular folder using Drag & Drop,
Cut/Paste buttons on the toolbar, or short-cut keys (“C/"V), the folder/file

is



Select an image folder and choose Decrypt To from the pop-up menu or click the Decrypt

button from the toolbar. Complete the Identification procedure.

Browse for Folder EE

Drecypt the selected item(z] to the folder:

EI---Eﬂ Desktop =
H-F My Securelocs
E% ky Computer
- 3% Floppy [4:)
= ()
E@ by Docurments
- B MagicSecure

EID hy SecureDocs
|'_+'|{:| Frogram Files
|'_+'|{:| Windows
=-a D]

+o—=m [F-1 LI
Ok I Cancel |

& My Documents !E[E

J File Edit “iew Go Favoites Help |

@,*,@‘% @‘@‘ :

Back AT Up Cut Copy Pazte [Jnda
J Address l@ C:\My Documents j
@ MagicSecure My Pictures F an.mbk. Setupslg. tat
Document
Ran.mbk
Modified:
1/30/02 10:43 —
A
| |1 2k, |§ Py Computer i

Specify the new location for the file/folder to move to after decryption.
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@ Decrypting/Moving a file from My SecureDocs to a regular folder

it My SecureDocs

| Ele Edt View Go Favoites Help
& . = . [(u % X
Back Forward p Decrypt | Copy Cut Paste Delete "v"lews
J Address Im by SecureDocs j .
be e £
Confidential ~ Mew Falder Center.pzp 1§ OG. Tx
|@ Type: Tewt Document Size: 11.0 KB |1'I:EI B |g by Computer o

% My Documents .

File  Edit Wiew Go Favortes  Help |

j = . [ ‘ ¥ Fe ‘ ) ‘ -
Back FErTiAaETE Up Cut Copy Pazte |Jrdo
J Address I@ C:\My Documents j

- 4 ERERL

MagicSecure My Pictures Fan.mbk. Setupslg.tat

Document

Metlog.txt
Text Docurnent

Modified:
1/30/02 10:46
A -

_<I_i_>l_I

| |‘I 1.0k |§3 ke Computer i

The figures above display a file being moved from My SecureDocs to My Documents

using Drag & Drop.
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MagicSecureq

FINGERPRIMNT IDENTIFIC ATHN _J

J File  Edit Eiew Go Fglvcurit.es Help |

& . 5 . [ ‘ % 2 ‘ ) ‘ i
Back ot Up Cut Copy Paste Undo
J..-’-'-.gldress I@ C:AMy Documents j

R 0 O ¥

MagicSecure My Pictures R ar.mblk. Setupslg, bat

Document

Metlog.txt
Text Docurment

Modified:
1/30/02 10:46
ar -

A|—|L|_I

| |1 1.0k, |§J ky Computer i

The figure above displays a decrypted file.
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3. Screen Saver

Under the Windows environment, when a user leaves his/her computer for a certain period of
time, the screen saver is activated to protect the monitor. However, during the user's absence,
an unauthorized person may stroke any key to turn off the screen saver and have access to
important files and/or documents. In order to prevent this, the system can be configured to

request the user for fingerprint/password authentication before turning off the screen saver.

Dizplay Properties EH |

Backgound  Screen Sawver I.ﬁ.ppearancel Effects! wieh I Setlings i

—Screen Saver

Settings... I Prewvieiwm I

¥ Bazsword protected Charige... | Wait | 15=4 minutes

— Energy saving features of monitor

To adjust the power settings for your monitor,
click Settings.

Settings... |
(] % I Cancel | Apply I

From the Screen Saver tab, check the Password protected option and click OK.
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MagicSecure @ (ripicATION

FINGERPRINT IDENTIFICATHER

v chrpung. ung or the

ET—

Qs

If the user is absent from his/her computer for a specified amount of time, the screen saver will
be activated. Stroking any key while the screen saver is activated will display the fingerprint
authentication window. If the fingerprint provided is identical to that of the user, the screen saver

will be turned off and the user will be able to return to the work screen.
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Chapter 4. Q&A

I am currently using Ramses Il ver2.0. How can | upgrade to ver3.0?
Ramses Il ver3.0 features a new file encryption format to provide enhanced
security measures. Therefore, you must completely remove Ramses Il ver2.0
before installing version 3.0.

Please note Ramses Il ver3.0 cannot decrypt files that have been encrypted
with Ramses Il ver2.0. You must decrypt all files before removing Ramses I
ver2.0 from your system.

¥ Ramses | verl.0 users must take identical steps to upgrade to version 3.0.

| have set the Authentication Method as Password from Ramses Il
Center's system configuration, but the Fingerprint Authentication
window is displayed when | try to encrypt files. Why is that?

Each user's properties settings have higher authentication priorities than
system configuration settings.

Please check your user properties and verify whether the authentication
method is set to 'Fingerprint'.

| have encrypted and saved documents (Hangul or MS Word) in My
SecureDocs. Can | open documents saved in My SecureDocs using
corresponding application programs?

In order to facilitate working with documents, Ramses Il ver3.0 allows users to
open/edit/save documents in 'My SecureDocs' using corresponding
application programs.

| have installed and used Ramses Il without any problem. However, all of
a sudden, | can't register or authenticate fingerprints.

Wipe the fingerprint recognition sensor with a clean cloth and try again. If the
problem persists, please contact our customer service department.
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When | try to change the system configuration to set the Authentication
Method to Fingerprint, a message is displayed indicating that 'There is a
user without a fingerprint registered. Cannot change Authentication
Method.'

The message implies that the user who installed the program (the initial
administrator) did not register a fingerprint. Once the program installer (the
initial administrator) registers his/her fingerprint, the message will not be
displayed when changing the authentication method.

The authentication method is set to Password, but | have forgotten my
password and cannot log on.

You must have the Emergency Rescue Disk. Insert the disk when the
authentication screen is displayed to log on to your computer.

What is the maximum number of users that can be registered?
There is no limit in the number of registered users.

What is the administrator's security level setting?

It indicates the Fingerprint Authentication Level. Increasing the security level
will declare authentication successful only when there is a very high degree of
a fingerprint match.

Try decreasing the Security Level if your fingerprint is not vivid or requires
repeated registration attempts.

What operating systems are compatible with Ramses 11?
Ramses Il is compatible with Windows 98/98SE/ME.

| have connected the fingerprint recognition sensor to my computer, but
the Hardware Installation Wizard does not run.

Check your CMOS settings and verify whether the USB port is enabled.

If the Plug & Play feature does not function properly, even after enabling the
USB port, please contact our Customer Service.
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Software License Certificate

Product Name: Ramses |I® ver3.0 Standard Edition
Serial Number:

The user license is granted regarding this software product, including
the program, documentation and recording medium, to the user or
group entitled to the serial number above.

This software product is protected under Korean and international
copyright laws, including the Computer Program Protection Law.

Any aspect of usage of this software product must comply with the
Software License Agreement.

This Software License Certificate is proof that you have purchased the

product. Since it is required for receiving upgrades or services, please
keep it in a secure place.
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Ramses Il ver3.0 Software License Agreement
This agreement is a legal usage license agreement between Immanuel Electronics
co., Itd. and the user, and not an agreement of transaction.
By unpacking the CD-ROM package, you agree to be bound by the terms of this
agreement.
If you do not agree with the terms of the agreement, please return the product
promptly.
If you return the product, you will receive a refund.

1. Usage License
Immanuel Electronics co., Itd., grants you the license to use this software as indicated in the User
Certificate.
The software is considered 'being used' if it is stored in a computer's main or other storage device.
The number of software copies will be determined by taking the greater number of the number of
computers 'used' by the software and the number of computers with the software stored.

2. Right to Upgrade
If you have purchased the software by upgrading an older version, the usage license of the old
version is transferred to the new version. However, you may only use the old version under the
condition that the old and new versions are not running simultaneously. Therefore, you are
prohibited from transferring, renting or selling the old version. You maintain the usage license for
the program and ancillary files that are in the old version but not in the new version.

3. Assignment of License
If you wish to transfer the usage license of this software to a third party, you must first obtain
written statement indicating that the recipient agrees with this agreement. You must then transfei
the original disk and all other program components, and all copies of the program must be
destroyed. After the transfer is complete, you must notify Immanuel Electronics co., Itd., to update
the customer registration.

4. Copyright

All copyrights and intellectual properties of the software and its components belong to Immanuel
Electronics co., Itd., and these rights are protected under Korean and international copyright laws.
Therefore, you may not make copies of the software other than for your backup purposes. In
addition, you may not modify the software other than for reverse-engineering purposes to secure
compatibility. Finally, you may not modify, transform or copy any part of the documentation without
written permission from Immanuel Electronics co., Itd., (If you're using a network product, you may
copy the documentation in the amount of the number of users)

5. Installation
An individual user can install this software in his/her PCs at home and office, as well as in a mobile
PC. However, the software must not be running from two computers simultaneously. A single
product can be installed in two or more computers in one location, but one of those computers
must have a usage rate of at least 70%. If another computer has a usage rate of 31% or higher,
another copy of the software must be purchased.
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6. Limitation of Warranty

Immanuel Electronics co., Itd., guarantees that the CD-ROM and all components are free of
physical damage for the 90 days after purchase. If you find any manufacture defect within the
warranty period, we will replace the product. You must be able to prove that the product has
been purchased within 90 days to receive a replacement, but we will not replace a product
damaged due to your mishandling or negligence. Immanuel Electronics co., Itd., does nof
guarantee that the software and its features will satisfy your specific needs, and is not liable for
any consequential damages arising out of the use of this product.

7. Liabilities
Immanuel Electronics co., Itd., is not liable for any verbal, written or other agreements made by
third parties, including product suppliers and dealers.

8. Termination
This agreement is valid until the date of termination. However, the agreement shall terminate
automatically if you damage the program or its components, or fail to comply with the terms
described in this agreement.

9. Policy on Registration and Change
In order to receive customer services and revised versions, individual and group users must fil
out the attached Customer Registration Card and send it to Immanuel Electronics co., Itd.,
Immanuel Electronics co., ltd., provides customer services only to registered users.
Furthermore, registered users will be able to receive later versions at discounted prices.

10. Customer Service
Immanuel Electronics co., Itd., makes every effort to provide registered customers with
technical assistance and solutions to problems regarding software applications under certain
system environments. When a customer submits a suggestion about any inconvenience or
anomaly experienced during product usage, Immanuel Electronics co., Itd., will take corrective
action and notify the customer of the result.

11. Acknowledgement
You acknowledge that you have read, understood and agree with the terms of this agreement.
You also recognize the fact that this agreement has precedence over user agreements of older
versions, past order agreements, advertisement notifications and/or other written agreements.

12. Contact

If you have any questions about this agreement, please contact Immanuel Electronics co., Itd.,
via telephone, fax or e-mail.
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