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1. EF3P3UF / OF3UB

CHAPTERL1. PRODUCT SPECIFICATION
1. Components
EF3P3UF (Fingerprint Identification Optical Wheel Mouse), OF3UB (Fingerprint

Identification Security Device) , 1ZZIX FS1000 Program CD Program and User Manual

2. Applicable Environments

- One-User PC Environment

- Multi-User PC Environment

3. System Requirements

- Windows 98se/ME/2000/XP

- CPU Pentium 133MHz or higher

- 20MB or more Free Hard Disk Space
- 16MB or higher RAM

- USB Port

- CD-ROM Drive

This software does not operate in Windows 95/NT envirenment.




CHAPTER2. INSTALLATION OVERVIEW CHAPTERS3. HOW TO INSTALL EF3P3UF DEVICE DRIVER

Turn on the computer.

Plug in EF3P3UF or OF3UB to a USB port. Since the installation process of EF3P3UF and OF3UB is similar, this manual only covers

EF3P3UF.

Plug & Play runs and asks to insert the installation CD.

Insert 1ZZ1X installation CD into the CD-ROM drive and install the driver for EF3P3UF(OF3UB) using the Plug in EF3P3UF to a USB port and Plug & Play function automatically runs “Found New

Hardware Install Wizard. Hardware Wizard”

Execute 'Setup.exe' file from 1ZZIX installation CD and install IZZIX FS1000 program.
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The computer restarts automatically to complete the installation process.
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After restarting the computer, click 1ZZIX FS1000 tray icon to register as a new user.

The system mainboard must support USE and the LUSE port must be enabled in CHMOS satup.
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2 Insertinstdlation 0 and execute as shown balow.
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Let’s check if EF3P3UF driver is properly installed or not.

Right click [My Computer] on the Desktop to show the list shown below.
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L); Gett [Harwmrs] fab are. ook [Clav e Marmper] 5 When another window opens, find and dick [Universal Serid Bus conlroler].
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For fingerprint identification security device, it is enlisted as “OF3UB" in the
USB category.




CHAPTER 4. HOW TO INSTALL 121X FS1000 PROGRAM

TIPI!

For Windows NT {ex. Windows2000 Pro, Server, etc.) or XP, LOGIN 1D and PAS SWORD must
he registered if it is not registered, please do the following procedure. This is imelevant to

Windows 8se or Me.

1. Set Up Windows Users & Passwords
I Golo [Stad] = [Selings] = [Conira Pand],
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2 When the [Contrad Panel] window opens up, dick 'Users and Passwords”
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5 Adter| Users and Groups] window opens, dick *Users” foldsr, 70 Right dick on the cumrently logged on [0 1o show another list.
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4 List of users appears on the right-hand side.
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PASSWORD is nesded to use as a password for |ZZ1E FS1000 later on. 1ZZ1€ F5 1000
does not take Blank space as a password; so make sure to set up a password of your
choice before you install the program.

. | 3




I The order for Windows XP i [Contrdd Pansl] = [User Acoounts] 2. Install Program

1 Cpen up program installation CO from the CO-ROM DCrive
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b Adter folorsing message shows up, the system wil automatically restart.
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1) After restarting the system, 122X FE1000 will appsar in the Starup.
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I 1IZZ1E F51000 is deleted from the list, it will appear again when you logon next time.
This means that the deletion of IZZ1X F31000 must go through proper urrinstallation

5 When the installation is completed, folowing icon appears on the boltom-right cormer of the

Desklop.
[BORE |

Kemy-Lock Shapsd loan

) Following icon app=ars on the Deskiop as well.
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0 This icon wil b explaned more in details in Chapler 5.

CHAPTER 5. HOW TO USE IZZIX FS1000

1. Register

I Lets run 1221 FS1000. Click tray icon kecated on the bolom-right comer of the Desklop.
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2 When running the program for the first time, the person who ron the program will be registersd as

Administrator.

8 Administrator in IZZ1 F51000 has a same authority as an Administrator in Windows.
B Every user, except Administrator, is considerad to be a subordinate. Therefore, any

Felder that are lockad by a subordinate can ke unlocked by the Administrator witk
his'her 1DV and fingerprint.

Regisiralion process will be in following order:
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i Enter i the password, which you used when you logon bo the Windows.

If the passwaord you enter in is different from one for Windows, you will not be abls te
LOGIH or release the SCREENSAVER in the future, so pleasa be careful.
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S5TATUS:  Please eater lew fingerprint
Copyright [C] 2902 by Digesafo.Lid

43 Sean wour fingerpnt.

How to Scan
| Put ane of your fingers on the fingerprint identification devica, and click [Scan (1)]

button.

Put ancther finger of your choice on the device {can use the same finger) and
click [Scan (2)] buttan.

# It is recommended 1o scan different fingerprints for your convenience. (In cass, the desios cannot
read your firsl fingerprint, you can uss the second fingerprint fo logon.)
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T Adter compleling the egistralion process of 2 X FE1000, you will see following window.
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) [Securty 1]

I [Saourity 1] i fo monitor possible vius inlnusion from the external emvironment.
I It examines filenams and fiks type, and il there B a possiblity of vines inlnusion, the program
sends cul & warning message.

[Binary File]

0 This is ko wam the user when binary files such as “.ocom or *exe’ fils altempt to spproach the
syskam. As the level number decreases, the security level gels tighter.

I Defadlt level is curently sst upas "Lewel 1- Infector

Lewel Description
Lewvel 0 Highest lewel of security,. Restrict all incoming binary files. Send out
Unknown | warning mes=sage when thers is an allsmpt o aocess,

Ciefault level. Send out warmning message where the filename of the

Level 1

incoming file matches with that of wirus infector Vius scanning
Infector

recommended.
Lewvel 2 Send out wamning message whers the extension of the incaming file

Extension | matches with that of virus. Vines szanning recommended.

Lewel 2 Serd oul waming messags where the filename of the incoming file
Filename | matchas with that of virus. Vine scanning recommended.

Lewel 4 Send out wamning message where the path and filename of the
Path incoming file matche with that of virus. Yirus scanning recommended.
Lewel Serd oul waming message where the process, path and filename of the

incoming file match with that of virus. Can be considersd as a 100%
Procass

wirus Vins scanning recommended.

0 Almcet dl binary file exensions ae enlisted a5 a defaull; howsver, the user can add or deate
new exlension lype.

I Excepl, delelion of defaull extersion yps is prohibited.

O the securily kvel is al 'Lewel 0 - Unknown™ and Iy o install new program, it will be
troublesome with many warning message. In this cass, il will be corvenient to changs the
sanirity level 1o Level 17 and change back to Lewal O alter completing the installation.
{Changing the securily level also requires the user's fingerprint)

[Frocess]

0 This is ko allow access of specilic binary files without prior corsent.

I Specify the fles, which you do not wish 1o go through the fingerprint authentication process
I Rundl32’, "SECUWIN EXE, and "EXPLCRER.EXE are not able o dekts.

T [Becurity 2]
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# After completing the instalation, important systems fles are assigned as sither 'Read Only o
'Hidden' file as datault.

[Access]
I Read-Only
You CAM orly read fview) the conmesponding files and folders, and NOT permitied bo arite)!
edil! rerame/ delatal move.
This function is suitable Tor data files
I System
fou CAM read’ wrile, but CAMMNOT delete’ renamesd move the file.
For example, you should be Sllowsd o Ead’ wits on files that are used by Windows, bul those
files are protected from intentional! unntentiona deletion from the Windows Explorer.
This function is suitable for locking files{ Ex Windows Direclory, System Cirectory).




I Hidakn
Hidden files! fodders are resticted in acoess, and prohited o resd ! wrile! delets! rename’ move.

It is possible to complziely block any unauthonined access 1o specific programs or data fles.

# Bimilarly to [Becuwrily 1], after completing the instalation, important systems filks ae sssigned as
'Bystem’ file by defadt. Thesa default files are impossible 1o delsle.

# If onefile or folder has multiple attibutes, the prionty is as folowing:
READ-CHLY = SYSTEM = HIDDEN

[Prohibit]

This function is fo prohibit the execution of specific program. If you add the program (*.eee, * com),

which youdo not wish 1o be executed in the list, those programs will nol be exsculed.

2. Lock File
There are two different methods 1o lock certain files! folders

+  Nenu Leck : Lock files/! folders from (2205 FS1000 Manager window.

+ Click Lock : Lock files! fodders from [Windows Explorer] o [My Computer] by usng rght click
bulton of mouse.

1) Menu Lock
There are thres ways o lock fikes! foders (Hidden, Read-Only, System). This manus will only cover

HicKen and Read-Cnly.

Lock File ws. Lock Faldar
Lok file is only effective on one specific file; however, lock folder is effective on every

subordinate folder and file. This means, if folder & is in Read-Only state, rest of the files
and folders in ‘folder &' are also in Read-Only state. &nd you cannot create a new folder

inside ‘folder &',

A, Create Hidden Folder

1 After executing 1Z21X FS1000, dick [Edil] from [Security 2] tab in IZZE FE1000 Manager window.
WFEI¥ FS1000 Desklop” appears as shown below
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@ Sekect a folder (or a fik) wou wish to lock, and right dick. Then, Tollzang meny appsars.
CAUTION: 1IZZ1X F51000 Manager windcw must be opened. {Ctheraiss, ReadOnly, System,
or Hidden will b= nactive.)
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1! The icon changes as shown below,

This icon is only shown when
the 1220 FS 1000 Maresger

window i open.

Il you selaat ‘Hidden', nat only it restricts accass, bul aleo restricts reading.

1 Lets try to aocess the folder with 225X FS1000 closed.
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5 I the fike & properly Hidden, Tollwing waming message pops up.

]
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# If you are irying o aocess the file from Windows Explorer, the same warmin message will appear.

i IF you want fo open the Hidden fiks, dick iy icon once.
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7 Follow the authenlication procedurs
Log Onto 1

This message wil bz explained

in details on 7. fwto Scan
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@ IZZIX FS1000 Manager window opens. i Try o acces the very same Hidden folder, which IZZ1X FS 1000 Manager window is opened.
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# You can view the folder jor file) without any restraint.




A= seen on the [Securily 2] in the X FS1000 Manager, the stale of the foder i *Hdden'.
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E. Create Read-Cnly Folder

[ Creats a beamporarg et Tk in any folder.,
I Click tray icon on the boltomeright comer, and scan your fingerprinl.

Li=g On bo 1220X FS 1000

User name . |izad_=srg

e frdenee

@ Pul your finger on the fingerprint identification deviee and click [Scan] button.




50 In the folder that you created,

O .o

o Ader EAX FS1000 Manager window opens up, click [Ed] bution from [Security 2] tab.
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70 Click [Save], and Tollwing [Save As] window wil appesr. 0 Even if trging to ssve the file with a new name, you wil se= a warning messags as shown below,
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Encoding jaHis]
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Yiou do ok hevee permission bo apen this Fle.

=ee the orner of the fis or an administrebor bo obcsn peimission,

Awsmig BRAppEAE e e 0 IF you wanl to save or creale a new file,

CeE—— -Run 122X FS1000

).J,E Corvick crests the CATEST\Test Corurment bt i, - Sean your fingerprint to log on.
. Mok 308 AL £ et h oo et e Gl - Clck [Edif] button from [Securily 2] and changs the file o [Read-Only] stale, o save the fie

while [ZZ1X FE1000 is opensd.

# OR il & possible o save he locked fike by changng the path (save the fil in different fddder).
Lk i Read-Only files can besaved under different filsname.




2) Click Lock

1 Double-chick on the locked folder, and the folowing logon window will appear.
12 Right dlick on the foldar (o the file) you want o op=n and select ‘Lock with 12216 FS10000

] e
T Rt
] Pragr s e

& Sean wour fingerprint

50 Put your finger on the Fingerprint Idenfification Device and dick [Sean] bulton o view the Toldsr.

Y el

) To nlock, right click on the folder you want 1o unlock.

1 Broogrann Filss
_Ilml.b']l.l O pen
User name 2=y

- Explore
TWEHFEAR T

Click bzre and scan you

rgerprin to uilock

I The piclure of icon changes as you s2e on the piciore belos,

%‘F"Wﬂm Al 7’ sign on the icon comfirm
CFTEST

W INT the secure kack

S aToRES
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TIP!  Click Lock vs. Menu Lock
- 3. Set up Screen Saver
Click Lock I¥l=nu Lock

= Bimple Locking/Unlocking procedure | « Complele Lock (impossible o access

1) Right click on the Deskiop
{IZ£1% F51000 logon is nol requirsd) without logging on 1220 FS1000)

Merit | = Fasl process (Within 2 sec) = Offers thres different stales (Hidden, e S
+ Possible 1o lock many filesfolders with | System, Read-Only) Fernon il 4
Lire: L Jears
jusl one-dlick. = Deletion is impossible Refresh

+ Require authentication if you leave the |« LockingUnlocking process takes GNP,
file idle for more than 5 seconds. more fime and efforts than Click Ste
Demeril | = Require authenlication o esen acess | Lock
Ihe Tolder with lozked fil= in it
= Delktion is poesble

o+

2 Goto [Screen Saver] in the 'Display Properies’

Owarlay icon does not apgsar if you lock icons fncluding shortcuts) that are on the Dl play SRt 2=l

Desktop. Backomund  Sceen Saver | anpaaane | web | Evacts | e |
Unable to lock shortcuts on the Desktop that are not connected directly to the binary
file. [Ex: M5 Office Product, ete.} Check ‘Target’ in shortcut properties.

Unable to lock Virtual Folders such as [My Computer] or [My Documents]

IF[Password prodedisd | box is

not checked, fro=mnnt
aulbenlizalion is nok raquired To lest a screensaver, s=l

when you release the up “Wai to ONE minute

compular from @ s oresnesaves.

frans

Fiet B [0 e GL| |=| Settngs ,!Prﬂw |
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Energy saving fealuies of nonio

Tro sdusl ihs power selings lor your monior,
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Click [Apply] and [OK] button respectively.




1 Wait unlil a screensaver is aclive.

4. Logon

) Logon after instalation and regsiration of [ZAX FS1000 equres fingsrprnt authenticalion.
{Exzepl Windows OBse! ME)

21 Adter booling your computer, follssing window pops up to scan your fngerprint

Lo On ko IZ21X FS 1000

I Logon window pops up if you prees any key or mows your modse.

=N

Log O ko [ZZ1E FS10MI0

¢ This logon window will appear esen when you by to logon as a different user.

CAUTIONN

Any new user must set up a password from Windows ‘Wser= & Passwords' and registers as
a new user in 1ZZ1€ FS1000,

Windows ‘Usars & Passworcls’

®  Microsoft Windows 98! ME does not require 10 or password to log on, but Microsoft

Windows 2000/XP requires ID and password to log on.

B  Password protecticn WILL NOT BE active until screensaver has runs for minimum B For more information about 1D and password, refer to Chapter 4. How to Install 221X
of five seconds, F51000 Program

B May need to press Ctrl + Alt + Del, depending on Windows version.

5 Scan your fngerprint to relesss the scresnsaver.




5. Lock Desktop

‘Lock Desktop is bo probect wour computer from unauthorized person when you leave e computer for
a long penicod of time. To relesse the lock, fingerprnt authentization s required.

' Right cick on the 12214 FS 1000 iray icon located on the bottom-right comer of your Deskiop.
About TEE [ FS1000

Open TIT0 FS 1000 Manags

Lok Deskop

Users ard Passmoncs
W fin Scan

Cak 3T FSI000

D A screersaver will be aclive if the compuler is kcked property.

I Logon window pops up to release the keck, if you press any key or move your mouse.

6. Set up IZZ1X FS1000 Users & Passwords

Cnly Administrator has the authorily 1o add new user.

[ Right eick on 120 F51000 tray izon kocaled on the boltom-right comer of wour Deskiop.

by [0 S 0

et TZ70 P50 Burages
Lincl: [y

¥ Al Soan
ol T FS (00

Click [Users & Passwonds)

A

I Authentication of Administrator is needed 1o add you &5 & user.
Loy e by 120X P56 BN

1 After Adminisirator log on o 12215 FS1000, folowing regisiration window opsns up.

e — L
R
[ Jaite_my

Erase fdministralor's name
and typein new user's 10 and

Pas=word.

1 T [ SSRMPERE Seee—
i T e e




I Type in your information as shown belos.

IE21% FE100 1D and Fassword must

mabtch with that of Kicros oft iindows
Frpymm i

o | b
; i Coaparnlif]
oL e o e S Tt
Cogtprigha Oy iele By DNjosCa

5 Scan your fingarprints
£
LEUSER B O
LTI |;.:_.:-l;& amy

Passwoni: ol
FIMGFRPRINT [P

OO

e | o] | o

TRV AW N W U PERNICY

Mfler scanning fingarprints, click [Regisl)]

bulbon {0 complele the process.

Cmpari ghdt JCJ TURETE e D8 et Do Lid

7. Auto Scan

I Right click on IZZ1X FS1000 fray icon.

About 17208 FE 1000

Cpan IZ20% Fal 000 Manager
STeITET futo Scan is chacked as a defaulk.
Lok Deskton

Users and Passmonds

Uk YT FE1L000

Auto Scan is

m  When there is a nead to authenticate user {ex. Lock! Unlock files), the user does
nat have to go through logon window,

In ather wards, the fingerprint identification device automatically scans the finger
once, whenever the device neads to scan the fingerprint. At that time, if the user

already has the finger on the device, the user will log on to E21E F 51000 without
seaing the logon window,

DON'T FORGET that even if anew user is in Administrator level in Windows system, he!
she is in subordinate group of 1IZZ1X FS1000,

Lig On ko 122

This emror mezars thal the user did not put

his! ber finger when the devios scanned for
authentication.




8. Close

1 Right cick on 122X F51000 tray icon kocaled on the bottom-right comer of wour Decksop

about IEZ1 F3L000
Open TZZTE . FSLOND Manzonr

Lock Dissktop
Us=rs and Paszvecrds

Click Qi EZIX FE1000

2 Scan your fingerpnint o closs 127106 FS1000.

User name 2T D

I e i

TIRY

Even if |ZZ1¥ FS1000 is closed, after certain pericd of time, the program runs again

automatically to heighten the security.

B The IZZ1X F51000 has auto intemnal check function to check if the program is
currently closed.

B [n case of event such as starting a program, 1Z21X FS1000 will check the status and
autornatically restart if it's closad.

9. Uninstall

0 Click in the followint order: [Star]] = [Programs]« [IZZIX FS1000]+ [IZZ1% FS 1000 Uninstal].

e 00 Professional

Wi

Clck [OK] butlon

@ Closs [FA5 FS1000 program.

about 1ZX1% FLO00
0pen IZZT4 FSLOM Managar
Lock Desdabop
Lers mnd Fazzwaords

Click [Quil IZZ15 FE1000

W AL SO




4 Conlinue with uninstaliation.

rust alts hisldd Wiersrd
Welcoms
o, gl o s e pogian

Wialoaree bo T 20 F51 000 Setup Manisrancs proaan. This program et pou niodfy e
cigiesd slalslion Chok ore of the optons bedow.

1~ Hodip

Sl ney progesm componenly In sdd o sslsct conerdly neslsd
COMPOrR TE 10 ST

" Fapar
ﬁ FAeiratal 21 program componesds rebaled by e previous setop

i Femowe

F’ﬂ Alemovs =l ntalsd componentz,

|t ished

5 Click [Mexl] button and the program will be completely uninsiEled. Then, Windows system will
restart.

CHAPTER 6. HOW TO USE THE DEVICE
1. EF3P3UF / OF3UB

Watch closely on your fingerprint to find WHIRLPOOL shape. This is the CORE of your fingerprint.

Try to put the core on the center of the image sensor.

BRANCH

ERD FOINT

CORE

DELTA POMNT

[FINGERPRINT PICTURE]




