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Preface 3

I Preface

Thank you for purchasing SecuwayPCl—security device that enables you to protect banking and
financid transactionsfrom unauthorized access

The Future Systems Inc. specidized in network security solutions development is delighted to
introduce the SecuwayPCl—a system security device that performs user authentication and
encrypts TCP/IP communications

SecuwayPCl is designed to protect the ddivering of business-criticd data containing
confidentid  financid transactions information.  SecuwayPCl works in - conjunction  with
SecuwayCenter and SecuwayGate to ensure sife data transmission, regardless of production
location: within the finencid indiitutions, cross-ingtitutiond networks, ATMs, high amount
transactions sygems. etc. SecuwayPCl protects the financid transactions information that is
extremely crucid to individuas, organizations, and governments.
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I Before getting started

1. About SecuwayPCI Operator’s Guide

SecuwayPCl supports the gandard PCI interface dlowing users to operate SecuwayPCl
through their persond computerswhere Window NT isinstalled.

* Window 98isto be supported soon.
Thisguide condsts of four chapters.

Chapter 1. “The Introduction to SecuwayPCI” contains the generd information about
SecuwayPCl itsfegtures.

Chapter 2: “Configuring SecuwayPCl” isacomplete guideto PCl Security board inddlation
and software configuring.

Chapter 3: “How to use SecuwayPCl" dedswith usng Secuway PCI.

Chapter 4: “ Automatic Upgrade’ explains you you how to perform the automatic upgrade.

2. Notations

J,?_’ References

(") Warnings

a Terminology definitions

*

For more details, see footnotes or references.

| “Or” command

[1 Optional parameters

Underline | Underlined characters refer to the remote system
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Chapter 1. Introduction To SecuwayPCl

1. Introduction to Secuway PCI
2. Features of Secuway PCI
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Il. Introduction to Secuway PCI

As a key component of the SecuwaySuite, SecuwayPCl operdes in conjunction with
SecuwayCenter and SecuwayGate and provides the comprehensve solutions related to the security
itemsof datatransmisson.

SecuwayPCl s a hardware-based security token that encrypts and decrypts network packets
through key management based on Internet sandard.

SecuwayPCl saves the communication key on PCl security board after recaving it from
SecuwayCenter adminigtrator. As the security functions are from the SecuwayPCl security board,
they will be activated on inddling the SecuwayPCl security board, saving users from making
spaae preparation to activate them. PCl board provides fagt data transmission through many
different computing environments, regardless of itsbeing ATM or desktop.
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I 2. Features of Secuway PCI
SecuwayPCl fedures:

Security tokenin PCl board type

The PCI board-typed security token is easy to inddl, fast and provides the sraightforward
interface.

Compliancewith the security sandard

SecuwayPCl s in full compliance with the internationd standards induding 1PSec (Internet
Protocol Security Protocol), IKE (Internet Key Exchange), and Cryptoki (PKCS#11). It isreedy to
work with other upcoming products.

Providing data communications security

In line with 1PSec, SecuwayPCl provides the authentication mechanism (AH: Authentication
Header) that authorizes the producers of packets and verifies packets. SecuwayPCl performs
Encapaulating Security Payload (ESP) that encrypts the data entalled in packets to meet the
communication security requirements. SecuwayPCl uses the standard TCP/IP protocol dlowing
usersto send encrypted datato destingtion in the network.

Korean-government oartified encryption dgorithms

SecuwayPCl uses the encryption chips and hardware developed under the Korean government’s
upervison. Asasecurity device, SecuwayPCl performsreigble encryption and decryption process.

Automatic upgrade
SecuwayPCl automaticaly reflectsthe changes made on rdevant files.
Recordsthe action higtory
SecuwayPCl manages and recordsthe users' information and thelr actionsthat can be printed out

and saved on disks. Adminigtrators can use this function to keep track of usersand find aroot-cause
of errorsand security breaches.
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Tamper-Proof hardware protection

In order to prevent legkage of information, SecuwayPCl deletes encryption dgorithms—key
parameters required for encryption and decryption—and other security informetion, in the cases of
an unauthenticated user attempts to operate, disassemble SecuwayPCl hardware, or gain access to
memory.
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Chapter 2: Configuring of SecuwayPCl

1. Before Configuring
2. Configure

3. Getting Started

4. Main Window
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Il. Before the Secuway PCI Configuring
1. Operating Environment for SecuwayPCl

System requirements
P PCI Revison 2.1 compaible 32-hit, 33MHz, Card dat, PCl dat.

Compatiblewith IBM-PC AT, 80486CPU or higher, Main memory of 8M or higher

P Window NT operating system service pack 4 or higher

Product components
P Secuway PCI board (1ea)

P CD with installation software (1 ea)

P User's Guide (1ed)
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2. Hardware Specifications

Sze 170mm x 110mm x 13mm

Processor 32-hitRISC

Memory 16Mbytes

Tamper-proof || The Tamper-proof device deletes key information if an unauthorized person
device atemptsto open the cover on adrcuit in order tofind out internd key information.

PCl Universa Card sandard power (+5.0V, +3.3V)

PCI power )
Maximum power usage 10W, 2A
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3. Externd Interface

The components of theexternd interface are:
O Battery

i
@ Emergency o=
switch

@ Console port 4—/‘.'.

© TamperProof device

@ Emergency switch

The emergency switch deletesthe interna information to prevent leskage of key and information
in the event of emergency. The switch turnson, when it is pushed up.

PCl security board is a hardware intended to maintain a key safely. To ingtdl the board, the
emergency switch should bein down pasition to the console port, asshown infigure €.

l.) A system will not boot up even ater the ingdlation of PCI board, if the emergency
switch doesn't paint towards the console port.

@ Consoleport

Consoleport isto be used as adebugger and to upgrade theinternd software. The hyper termina
on the Windows system is used to connect to the console part.

© Tamper-proof device
Tamper-proof device is a protector of the interna key and user information. The tamper-proof

device deletes dl the security information, if an unauthorized user attempts to open up the black lid
of theboard or to damage it. Make sureto handleit with care before and after instdllation.
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O Batay
Batery is used to maintain the information inside the PCl security board when power to a

persond computer isdown. When the battery is removed from the Secuway PCI board, theinternd
informationis deletedbecauise of no power supply goeson to the system.
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|2. Installation & Configuration

1. Ingtdlation step by step

Ingdlation goeson through 3 steps:
@ SecuwayPCl Ingdlation
@ Configuring the software
© Preparation for key insertion
B Stating FHlesstupwiz.exe

- A key insertion requirestheinitidization of setup files made a SecuwayCenter.

2. Secuway PCI Ingdlation

Switch off the computer and insert the PCI board.

3. Configuring the Software

Insart CD with softwarein CD-ROM drive and sat SETUP.EXE file.

£ DR Re e
x|

printed in 7/16/01 9:41 AM 49



50 SecuwayPCl Operator’s Guide

Step 1: Starting SETUP.EXE
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Pressthenext button to continue the instal ation.

Step 2: Selecting a folder
|
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Create afolder or sdect from the exisiting folders where the program files are to be saved. The
default folder is Program Files\Futuré SecuwayPCl.
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Step 3: Selecting a program folder

i e A

283E W

AT
18 W

Sdlect a SecuwayPCl folder. The default folder is SecuwayPCl that can be changed according to
anindividua user environment.

Theprogram filesare copied to the hard drive after aprogram folder is chosen.

PP i A Y e e TP T R
- =

Step 4: Installing I PSec driver

The geps 4 to 7 are performed automaticaly according to sript files. If a user presses other
buttonsthan “ok” theingtalation process might beinterrupted.

SecuwayPCl uses | PSec standard for dataencryption and decryption.

EE NTE b5 ERNIAE FUNEELINT

] _msw |

Press the “Yes’button to ingdl a driver for Window NT. Press the “No” button to finish the
instdlation.

AR IORANE
=0ina aRE EiEio REUCL.
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Step 5: Message for driveinstallation

RN SRR R e

Press “OK” to automatically copy scripted files for drive indtalation. Please wait until you see
thefollowing message.

Step 6: Driveinstallation

P e

aneoim gl
Ll | =
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e 2 TRE NH 2 200 @l SR

Press“OK” button to prompt the program ingalation script thet activatesthe network, then  add
saviceand s2t up thebinding.
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Step 7: Adding network service

mi  MHL | EREE| D | e
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Press “OK” to reboot the sysem. When the network environment is modified and files are
copied to ahard drive the systiem must be rebooted to start Secuway PCl adminigrator’ s program.
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4, Prepartion for thekey insertion

Initialize Filesetupwiz.exe

The preparation for key insartion sarts when the system has been rebooted in order to add the
ingdled PCI board and the program files to the system.

Activate Hlesstupwiz.exe file located in inddlaion folder. A didogue box gppears upon
activating the files. Insart the key from SecuwayCenter to SecuwayPCl board. Sdect a file to
determinethe settings

Sdect afile->press“OK “ button -> press*Finish” button.

% SEEAE S I WS B VE DR

FERTE SRl
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m ma | &0
\b Activate
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o P AR e 12 o
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Press the “Open” button to select afile, then press “OK” button in a didogue box to cregte a
security tokenfilein order to assign disk information to SecuwayCenter to PCl security board.

_LE,L’ Please, make sure that the key disk from SecuwayCenter administrator is available.
Otherwise theingtdlation cannot be completed.
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|3. Getting Started

The presence of administrator menu in star\program\SecuwayPCl indicatesthat theingtdlation is
completed successully.

Run the FileSetupwiz.exeto insart akey and activate SecuwayPCl adminidrator.

By ==ame C Fp— ] = nE SIE0E
% B '
B SatusaPCl 4R

DT '
i3 v :
3 saun
H 10 wna,
; B us® ERW)..

1. Log-on

The log-on box comes up when the system is rebooted.  Add SecuwayPCl hardware and
ftwareto the system. User ID is* Manager’ and apassword isissued from the SecuwayCenter.

™ G e [ = |

e |

Wl A F.‘I WAL
neRs: -

") SecuwayPCl mugt be in the dot when a computer boots up. Otherwise the following
messageisdisplayed: “ Security tokenismissing.”
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2. SecuwayPCl adminidrator log-on for ATM operations.

SecuwayPCl for ATM operations doesn't require adminigtrator log-on after the indtlation. Log-
on takes place once during theingtalation.

The picture bdow isthe log-on did og box.
T N - |

Iﬂ Al BHf w1 Secuwep &G 20 ETED
THIZE SHED DR QAR AL SIEE

Activate FleSetupwiz.exe to get ready for key insertion if the above dialogue box did not gppear.
Missng thelog-on didogue box meansthat preparation for key insertionis not completed.

Toolbar Menu Box

SecuwayPCl adminigrator program automatically runs when Windows NT is rebooted. Click the
right mouse button on the right side of toolbar to bring up the menu as shown below.

O SecuwayPCl adminigrator View (V)

SecewayPCl B AN

A S0

SecuwayPCl B2 TIN (RBIA). .
R | ® 54

Theadminigrator view digplays the settings of SecuwayPCl, communicationsand log Satus.

O Center checkup

Center checkup examines the encryption process that involves SecuwayCenter. When the center
checkup is completed SecuwayPCl adminidtrator program creates a log saying, “ SecuwayCenter

responded.”
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3. Clo

ChoosetheClose” command to log-off and exit the SecuwayPCl adminigtrator program.

SecewayPCl B AN

A S0

SRR 2 e AHE LESHHAL .

|
R |# 2 zxs

When the program is dosed encryption cannot be peformed. A server that requires enarypted
communication has no accessto the network.

To runthe program again, go to Start\Programs\SecuwayPCl and run SecuwayPCl adminidrator.
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|4. Main Window

The picture bdow illustrates the main window of SecuwayPCl that comes up after log-on.
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[ Control pand that containsthe same menus astheiicons on the toolbar.

H Indicatesthat thekey tokenisin use. Hardware token is marked asasquare.
[E] User grade. Therearetwo users grades: premium user and regular user.

B [nformation window with thedetails about menus on the control panel
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— Memo™
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Chapter 3: How to use SecuwayPCl

1. Security Token Information
2. User Information

3. System Security

4. 1PSec

5. Viewing Logs

6. Version Information
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Il. Security Token Information

Security token is software or hardware module (PCI or PCMCIA type) which has been designed
to provide security services induding log-on, key management, encryption/decryption, measuring
and verifying authentication parameters service, management of security information and time.

Security token uses Cryptoki (PKCS#11) standard API by RSA, which is conddered as the

industry standard.
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O SecuwayPCl plays the role of security token. Security token information is contained in

SecuwayPCl.

O SecuwayPCl entailskey token, SA information, security policies, and security mode profiles.
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|2. User Management

SecuwayPCl adminigrator can register usersto dlow multiple usersto sign on with different IDs.

* Userscannot gain accessto user management functions

1. Adding, Deleting, and Modifying User Information

O

CECD

Y SENE

lipi‘! uﬁg-: u:i'llb IF’EL' iggh L'I%.‘-l H!%!
—_— |

— R LAl
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|l gt < i B T
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| a3 W W
IR Ny
o inEE
& e nuag
& =3C S QHE
& mamn
| D HbaY
' o | o
2 i Osein

This  window

displays
information
online.

user

This column displays the
users' grade, which can be:
root, administrator, premium
users, and regular users.

Only adminigtrator has a permission to add, delete users: accounts, and change users' passwords.
Nether premium nor regular users have accessto thisfunctions.

‘0 Addingusers

Adminigrators can register 6 premium and regular usars in dl. Be careful with user’s grade,
when adding anew user.
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EL b N - |
HaEwp: I'_'—
B&HE
NENES [

BERE R [
O HsAREESE: [T W

:.:_“ P / Be careful with user’s grade.
iw:

O Validity of password

When a password expires, a didogue box comes up to remind users to change the password.
Usersnead to enter anew password to log on to the program.

O Usr grade

Therearetwo gradesfor users: premium and regular. The premium users can register the security
pathinthe* sysem security” menu, whiletheregular usersare not alowed to do this

"2 Ddedingauser

When an administrator deletes a user hefshe cannot log on to the program. The didogue box
below comes up when the user’ saccount deleting processis activated.

_ﬁAn adminigtrator can ddete any users. However, users cannot delete their 1D or initidize the
password.

. Changing password

i LR
-j-lﬁ-.s. 3 !hllbl'lql-ﬂ!l I w3 II

uss um . [FEes
pamzEs |

L

EuaEwE . |

Adminigrator can change dl the users' passwords. The regular users can change only their own
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passwords.

It is recommended to change passwords on a regular bad's. Password must be comprised of
numbers and ideograms to makeit difficult for othersto guess.

W I usersforget their passwords, administrators can initialize the password to reset it.

W&  If anadministrator forgot hisher password, ask SecuwayCenter about root 1D and then log on
with theroot ID toinitidize password and rest it..

SecuwayPCl for ATM operationsis registered with the root and manager 1D in condderation for
itscircumgtances
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2. Usarsgradation

All the users can be graded as adminigtrators, premium user, or regular users. Regardless of grades,
users are provided with the settings for disk security, screen saving functions, and reliable encrypted
communication services.

However, some of thefunctions are graduated according to user grades:
Adminidrator

Adminigtrator can add and delete premium and regular users. Administrator can add path for
System security options

Premium users

Premium users can add path for system security options. However, they cannot add usars
accounts.

Regular usars

Thisisthe basic level given to users, when they are registered with SecuwayPCl administrator
program. Regular users can use the existing security path, however, they are neither dlowed to add
new usersnor st anew security path.

Roots and managers are the highest level of adminigratorsin SecuwayPCl for ATM operaions,
dueto the circumstances.
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|3. System Security

To meet the system security requirements, SecuwayPCl sdlects or removes a folder related to
hard disk encryption/decryption aswell as settings of floppy disk security functions.

* Thisfunction isnot availablewith SecuwayPCl for ATM operations.
* Regular userscannot usethe sysem security functions.
Sysem security functionsdlows you to perform fallowing:
P When afileis copied to afolder on the security peth, SecuwayPCl enaryptsthefile.

P When afile on the security peth is copied to afolder out of the path, SecuwayPCl decryptsthe
file

# SeocuwayPCl dlows the acoess to files on the security path only to those uswrs, which are
registered with the SecuwayPCl program.

P If adisk is protected through the SecuwayPCl disk security option, files on the disk cannot be
opened in other sysems without SecuwayPCl program. If a user copies a file from a
SecuwayPCl-protected hard disk to other system without SecuwayPCl program, the content
of filescannot beread becauseit isencrypted.

# Sub foldersof afolder on the security path are protected by the same security functions

# When afolder isput on the security peth, the existing filesin thefolder will bedl encrypted.
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Screen saver & disk setup

INE] =QEr =A00 SRRl
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= Add a security path
ELLET

1 Bl

List of security paths

1. Adding a Security Peth

Once a folder is added on the security path, the files and the programs in the folder are

automaticaly encrypted and decrypted when they are copied or activated. This function does not
dlow unauthorized usersto get accessto users sysem.

u

Onceafolder isinduded in asecurity path, copying filesis dlowed, however moving filesto
adirectory outsdethe security path isdisabled. Moving afile causeserrors
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1.1 Adding a security path
(&) Adding afolder to asecurity path

EEETEER]
HOIZEE AEY S0E UGN 2.
B () A
{2 Cardwork
{0 dskang3
{21 Hopaint
{2 Hyfont
-1 Msworks
=0 Org2
-1 product
{2 Program Files
& Rec
a8

Sdect afolder to be added to the security path. Selected folder you want to be displayed on the
window when the system security menu ischosen.

Once a folder is added to a security path, al the files and sub-folders in the folder will be
encrypted. The exidting filesin the sdlected folder will be encrypted aswell.

SEOEE £t

Only SecuwayPCl usars can read and write encrypted files. An unauthorized system doesn't
recognize an encrypted file asanormd file.

W&  Encrypted program displays the “It is not an gppropriste WIN32 program” message to an
unauthorized user. Encrypted text files are unreadable for unauthorized usars.

_EL' The security path doesn't cover the whole window, window system folders, loca C or D drives.
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1.2 Removing a Security Path
(& Removingafolder

Removing afolder from asecurity path decryptsthefilesin thefolder and makesthem accessible
to unauthorized userswithout SecuwayPCl program.

Sdect afolder to remove and pressthe” remove’ button.

ORI HEE =W SR

IE-III ﬂl@!H '1:#]:’.': P;IEI: :l'\'-;--E 2

Remove
-l

T30t = button
S ET FIL)
21T e i
J;ﬁ;;l 1:'_"'- ’-K»
I FE

Select a folder to remove

and press the “remove’
button.

[l i

When removing a folder, the following didlogue box comes up, asking whether the files in the
folder should be ddleted for the sake of security.

2. Regidration Information

The regigration function sets up screen saver and determines whether a floppy disk neads to be
protected or not.
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2.1. Screen Saver  Settings

Sets awaiting time from the lagt input and until the screen saver is activated. The screen saver
with the SecuwayPCl program has no connections with screen saving functions in the Windows

sysem.

* Thisfunction isnot availablewith SecuwayPCl for ATM operations.

2.2. Disk security

Disks can bedivided into security and regular disks

Regular disks

Files on afloppy disk will not be encrypted in regular disk mode. The right side window of the
system will haveaniconlooking likeafloppy disk.

Thisiswhen auser decidesto use afloppy disk without encryption.

@M 28613

Security disks

All theinformation on afloppy disk is encrypted and saved in security disk mode. Information on
the disks goesthrough decryption, when auser brings up theinformation.

L AHCF AEFH)

LA o2 AEFE|

Security disk modeisindicated by theicon of adisk with akey.
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RHE 27 540

In the security disk mode, an authorized user cannot reed information from afloppy disk. Toreed
theinformation users need to log on to SecuwayPCl program.
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|4. |PSec
1. Regigration Informetion

IPSEC displaystheinformation on SecuwayPCl security token issued from a SecuwayCenter.
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A1 IPSecregigraioninformation

Theregidration information comprisesthe settings of SecuwayPCl activein the networks

SecuwayCenter
= GecuwayCenter [P 341 [100.100.100.1 Q& EE: [0 |
23 SecuwayCenter P 52 [0 0 .0 0 215 EE:

JIEE
’7 = 5 2 e Bl = |l Sk = = ‘

=SBl

MR H| HEHE 0123 A2 JIES
WEDA3: [0 0 0 0 —‘ ( [ ES=EIR=Ea ]

Gk

O Main SecuwayCenter |P address Redundant SecuwayCenter |P address

A main SecuwayCenter |P address, redundant SecuwayCenter |P address, and authentication
port are from SecuwayCenter. Enter an dtered IP address, should system settings or network
environment be modified.

Q User definition subnet mask
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User definition subnet mask isa subnet mask according to user |P address. Standard subnet mask
inA, B, and C dasses does't require user definition subnet mask. A Classis 255.0.0.0, B Classis
255.255.0.0, and C Classis 255.255.255.0.

Should subnet mask IP not bein the gandard A, B, and C, tick on the user definition subnet mask
and enter a subnet mask. For example if IP address is 100.100.100.1 (A dass) and subnet is
255.255.255.0 (C dass), dick the user definition subnet mask and enter the subnet.

O Mage Key

A mager key is usad for encryption and keys in use are liged up from the tota 100 keys.
SecuwayCenter determines the vaue of keys and sendsit to SecuwayPCl. The key vaues must be
the samein different devicesin order to ensure the communicationstake place.

If auser changes the master key vaue ignoring the instruction of SecuwayCenter administrator, the
encryption will bedisabled. Thus, it isimportant to remind users avoid to dter the master key vdue
of their own.

& View thelaes information (refresh)
Bring up the changed and saved information.

Hogt

Hosts are |PSec objects. Hosts include SecuwayGate, dynamic |P address, and dtatic |P address.
SecuwayPCl isan object either with dynamic or Satic | P addressesby light of 1PSec.

Hog ID

Hogt ID is the only identifier for each IPSec host registered with SecuwayCenter. Hogt 1D
consists of 8 bytes (the first 4 bytes are currently pre-determined) in O|%1Z) and soreen pointer?

goesin theorder of a-bbb-ccc.

All the SecuwaySuite products follow the same numbering sysem for dl host IDs. Thefirg digit
is the type IPSec hogts (devices): 0 is SecuwayCenter, 2 is SecuwayClient, SecuwayPCl and
SecuwayGate.
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Mader Key

Master key is the highest security key of dl in the IPSec standard and each 1PSec hogt has the

uniguevaue

2. Key token information

Key token isashared key among | PSec hosts for security communication.
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KeytokenID

Key token ID istheonly identifier to tell apart key tokens. Key token information is created when
an IPSec hogt garts communicating with other hogt, as shown above. SecuwayCenter sends key

tokensto help encryption process

&  Thereis no communication with SecuwayCenter or an error is caused by network sitings, if no
key token is created between the hogs attempting to communicate. Check the SecuwayCenter 1P
address and that of a computer with SecuwayPCl to enaure that they are gppropriately entered to
the sysem.
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RemoteHogt 1D
A remotehogt ID isfor userswho gain accessinto the system through SecuwayPCl.
Vdid gating date

Vdid starting date is used when hogts start communicating with creating akey token.

_LE,L' Key tokensand SA are created when | PSec hosts perform the encrypted communications.

3. SA Information

SA (Security Asodiation) is shared encryption, authentication mechanism, and keys between
two hogts necessary to protect the exchanged information. SA information varies depending on the

security protocol.
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SA window displays both sender’s and recipient’'s SA information, remote host ID, and IP
addresswhen communication tekes place normaly.

See below for an example of SA information displayed during encrypted communication. The
upper part displays key token ID of ahost being accessed, while the lower part shows remote hogt
ID, itsIP address, authentication/encryption agorithmsin use.
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Sender, recaver, and SA information is crested to provide the connection datus to a

corresponding hod.

If two hosts are in different security mode, request from a hogt trying to have access is not

returned with response. Set the same security mode profilesfor two hodts

4. Managing Security Policy

Security policy is database of rulesof  how IPSec standard should process IP packets Security
policy iscomposed of sub rulesthat work on packetsin ascending order, meaning Number 1 ruleis

thefirgt ruleto be gpplied.

4.1 Formation of Security Policy

Security policy isdivided into higher, lower, and user defined policy. SecuwayPCl adminigtrator

cregtes user-defined palicy. SecuwayCenter determinesthe priority of the policy.

Security palicy is presented as @ for higher policy @for user policy © for lower policy.
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& Writing asecurity policy

Make sure to save the changes by pressing the “Write a security policy” button after adding or
ddeting arulein user palicy setup menu. The security palicy tekes effect after saving.

W The “write a security policy” button islocated on the user palicy setup tab. Only SecuwayCenter
can determine the priority of security policy (higher, lower); even the SecuwayPCl adminigtrator
cannot do the modification.

L+ Viewing thelatest information
Higher palicy
Press @ to bring out the lig of higher policy st by SecuwayCenter. SecuwayCenter
adminigtrator determines the priority of policy and SecuwayPCl cannot add or ater the palicy. The
maximum number of higher rulesis 30.
User definition policy

Users can add, modify and delete palicy. The maximum number of user definition rulesis 30.

printed in 7/16/01 9:41 AM 77



78 SecuwayPCI Operator’s Guide

Lower palicy

Press the lower policy tab menu @© to bring up the list of lower policy. Only SecuwayCenter
adminigrator can determine the priority of policy and SecuwayPCl adminigtrator cannot modify or
delete it. The lower policy dlows the network environment to operate and saves SecuwayPCl
adminigtrator from manua setup processing. The maximum number of lower policiesis 10.

Security policy works in order of higher, user definition, and lower policy. If two different rules
have conflicting details, SecuwayPCl program gppliesahigher rule over lower rule.

* Operating security policy

Once SecuwayCenter sets up a policy thet dlows dl the hogts to communicate, except the servers
protected by security function, SecuwayPCl adminidrator doen't have to create settings for
communications. That isto say, SecuwayCenter writes dl the rules to ensure SecuwayPCl works

on networks without the necessity to write new rules

4.2 Writing a security rule

Adding and ddeting arule

Click theright mouse button on the gray screen to bring up the“Add arule’ and “Deletearule’

menus.
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Click the right mouse button to 4J
bring up the above dialogue box.
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Editingarule

Double-click the mouse on a column to bring up a didogue box tha enables the editing of
security rules The top security rule has the highest priority and is firg to be adtivated on
communicaions

Multiplerules can be made to meet specific requirements of individua network environment and
security policy.
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Q IPaddress

Enter an |IP address of locd host or host to be accessed. The “All” command makes a rule
capableto work ondl the IP addresses of thehosts.

Q Port

Enter the number of a port to be bound by arule. Enter 23, if aruleis pointed for a spedific port
like TELNET.
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Communication directions
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Q Local hogt = remotehost

Thisoption governsthe packets going from alocd to aremote hog (outgoing packets).

Q Local hot « remote host

Thisoption governsthe packets going from aremoteto aloca host (incoming packets).

Q Local hogt +remotehost

Thisoption governsthe packets that go back and forth between aremoteand alocd hogt.

Protocol
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O Sdting up aprotocal

Sdect ether TCP or UDP as a protocol after checking with your program. If you choose the
“All" option, security policy will cover dl the protocols
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O Separate SA application by protocol

Thisoption dlowsthe protocolsto have different SA gpplications
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Users can put restrictions on packets by date and time. For example, if you want to make a palicy
that disables communications on Saturday and Sunday, enter the days of a week and time in a
correponding field and select “Communication disabled” option on thefidd of security mode.

Security mode
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Q Communicationsallowed/communication banned

This option endbles or dissbles the communications without andyzing the packets. Security
modeisnot used.

O IPSec application (all thetime)
This option available in security mode is to implement IPSec communicaions through
authentication and encryption protocols on 24 hoursaday and 7 days aweek basis

O IPSec application (optional)
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This option dlows to peform sdedtive IPSec communications through encryption and
authentication protocol. It passes packets that are nat digible for IPSec communications to engble
transactionswithout encryption.

Security mode

Sdlect asecurity praofile from the drop-down ligt. Security profileisrequired for 1PSec gpplication,
but is not nesded when security mode is “Allow the passage (by packets)” or “Disable the

passage (by packets).”

5. Security profile

Security profile determines authenti cation and encryption agorithms on packets. Security profile
isonly in use for IPSec communications and doesn’t go into effect when the “Passage allowed”
security policy rulesare on apacket.
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= Writing asecurity policy
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Press the “write a security policy” button to save changes in the SecuwayPCl program after
adding or ddleting user defined rules. Otherwise, the rule doesn't take effect whileit has been added
to the system. The basic profile menu tab is only avalable to SecuwayCenter adminigtrator and
users cannot write asecurity policy using thismenu.

O Badcprdfile
The badic profile is security mode that is crested at SecuwayCenter and sent to SecuwayPCl.

SecuwayPCl users are not dlowed to modify the basic profiles, but they can check the security
protocols currently in use.

O User defined prdfile
Users can determine aprofile.
Security protocol
ESP - Only encryption protocol isin use during communications.
O ESP (Encapaulating Security Payload) protocal
ESP is IPSec security protocol intended to maintain the confidentidity of 1P packets and to

sHectively provide connectionless integrity, data origin authentication, anti-reply services, and
trafficlow confidentiality on |P packet data.

Application mode
|[ERAEE BE ﬂ
O Transport mode

Trangport mode refers to AH or ESP security protocol header placed between 1P and protocol
header. In transport mode the AH security protocol provides security for dl the I P packetsinduding
the heeder, whilethe ESP security protocol protects |P packet dataexcluding the heeder.
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O Tunnd mode
Tunnd modeis added in the structure of proxy | P address heeder to host IP address that provides
the security functions, AH or ESP header on back of the proxy IP address packets and IP address
packets. Intunnd mode, either AH or ESPisinuse

Setting asecurity mode

HE QL TRANSPORT MODE -
SR72h: T AIZH =

[ESP] Z2E2

’7 2T YUC|E ¢ [SEAM_CFB -

s

The SEAM_CFB encryption dgorithm and SecuwayCenter reset the security mode when it was
expired.
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|5. Viewing log

Viewing logs provides the crucid information about the system operation by dlowing users to
keep track of it. Logs show the status of unauthorized accesses or communications errors aswell as
thebusiness-as-usud transactions.
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The figure above illudrates the arrangement of information related to the time, user ID,
destription of events, and errors

Menusare presented inicons.
) Savinglogs

Thisoption alows you to save token logs. When logs are saved in afile, token log tab menulogs
deletesthe particular st of logs. Users can decidethe name of alog file

“ Readinglogs

This option brings up the backed up (saved) logs. Go to the back-up log menu tab to view the
saved logs
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= Printinglogs
Thisoption providesthe logsto be printed.
! Log management

Click thelog management icon to bring up the following diaogue box.
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Set the period for log backup.
Destription of events

Asfor key management, thedescriptionsof eventsare:
W Altered amaster key

W Faled to dter amagter key

Asfor security information management, thedescriptionsof eventsare:

W Altering asecurity information
W Altering security policy

B Ddeting key token information
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B Ddeting 1-gtep authentication information

W Receiving security policy from asecurity center

Asfor onlineregigtration, thedecriptionsof eventsare
W Requesting onlineregistration
B Completing onlineregidration
M Onlineregidration isfaled

W Errorsinpasswvord  regigering

Normal communicationsbetween hogscreatelogsasshown beow.
B Reguestingtime
B Reguesting key token
W Recaving key token
B Stating SA satup
B Completing SA sstup
B Stating SA (ISAKMP) setup
W Completing SA (ISAKMP) setup

W Stating SA (IPSectrander) setup
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B Completing SA (Outgoing 1PSec) setup
W Starting SA (Incoming | PSec) setup

B Completing SA (Incoming IPSec) setup
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|6. Version Information

The version information displays the version of files used in Secuway PCI program. The figure
below shows the current versions of files as opposed to versions needed to be upgraded through the
automtic upgrade.
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Databackup: Thisoption dlows you to create abackup file ~autoup~.bak for thefilesexisting on
adient and saveit to adirectory.

Directory: Thisoption alows you to receive the datafrom the server and save it to the directory.

2.1 Changing Directory

Sdect the “change directory” option in the automatic upgrade to bring up a didogue box that
dlowsyou to sdlect and crete adirectory.

FEEERE]

ClEs): |
fc

£ found.0o0
Q) futureds
{2 inetpub
0 nfs%
3 open
3 opensry

Eate:

[@ ms-dos_bten |

2.2 Automatic Upgrade

Sdlect adirectory and press“OK” to run the autometic file upgrade.

ASEIE0I=

HEDIE: | sample

FHI I ¢ suhdlog, dat
= O 37 7602 Bytes
A
& 371

NNENNENENR

224152 / BBNIS4 Bytes
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2.3 Automatic Execution I con

Registering an automatic execution icon saves users from having to try accessing to an upgrade
save every time they do upgrade. By registering an upgrade icon on start menu files will be
automaticaly upgraded when a computer is booting or the process cfn be adtivated by the click on
theicon.

Sdect the “register an automatic execution icon” and then the “register a shortcut icon”
options to cregte a st of icons that corresponds to dl the automatic upgrade progress that we have
gone through so far. Thiswill save users from having to register for every automatic upgrade. And
upgrade processis activated through the dlick of theicon.
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Place the automatic execution icon to the start menu to prompt the automatic upgrade when the
systemisbooting.
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Appendix 67

|1. What is 1PSec?

SecuwayPCl isbased on the 1PSec standard that manages security keys using IKE protocol. The
IPSec standard and IKE protocol are;

1.1 1 PSec Standard

IPSec (Internet Protocol Security Protocol) is Internet security standard that makes up for
downsides of TCP/IP protocols and standardizes the | P protocol-based security services. The IPSec
gandard is documented in RFC 1828-1829, 2104, 2085, 2401-2412 and 2451 of IETF (Internet
Engineering Task Force). SecuwayPCl isfully compliant with the requirements.

1.2 Features of | PSec

IPSec is highly flexible protocol designed to materidize multiple security services required of
different Internet environments. IPSec is designed to accommodate the security reguirements that
arisewith the development of Interent. IPSec hasthefollowing festures:

W |PSecisan effective solution that addresses the shortfals of TCP/IP communications and setsup
thereliable pathsfor encrypted communications between hosts.

B The autonomous |P security protocol and key management mechanism ensures that 1PSec is
flexible to adapt to varied Internet environments.

B |P security protocol is divided into authentication (AH) and encryption (ESP), dlowing usersto
sdect the security service suitablefor their computing environment.

W |tisessy to add anew security modeto security protocal. Vaiousencryption and authentication
dgorithmsareavailable
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1.3 For mation of | PSec

IPSec is broken down into IP security protocol and key management protocol. IP security
standard and key management protocol work independently, but are il connected through SA
(Security Association).

key management,
protocol
A

SA(Security Association)

IP security protocol {y

l l

Authentication , Encryption
mechanism mechanism
A A
Authentication mode Encryption mode
IP security ¢andard condgts of:

A)  AH: Authentication Heeder that verifiesthe origin of | P packets and authenticity of packets
and

B) ESP. Encapsulating Security Payload that provides the confidentidity of datatransmission.
Users can sectively choose from two mechaniamsto their system requirements or choose
both of them.

1.3.1 SA (Security Association)

SA isthelogicd settings for security mechanism, security mode, authentication, and encryption
dgorithms, key values, and other parameters. SA goes only in one direction requiring senders and
recaversto set up and maintain their own versions. Set by key management protocol, SA isused to
provide the security to |P protocol. SAS can be told gpart by IP address and 32-byte SPI (Security
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Parameter Index).

SA containsthefallowing information:

Types of security mechanism: AH and ESP
A

Security mode

Sdf IPaddress

IP address of acounterpart

Authentication key

Encryption keys

Vdid period of SA

Packet sequentia No.

1.3.2 Authentication mechanism

Authentication mechanism (AH) provides the connectionlessintegrity, dataorigin authentication,
and anti-replay service.

An authentication mechanism measures MAC vaue of |P packets of asending host and transfers
the packets. For incoming hosts, AH messures the MAC vadue of them to seeif it isthe same as
received vaue Authentication key reads only two communicating hogts, diminating the possibility
of a third party copying IP packet and authentication information. AH tdls gpat authentic IP
packets of acommunicating host from unauthorized copies. Packet sequentia number of 32-bytein
AH is used to measure MAC (authentication information) preventing replay atacks that take
advantage of thetrandferred | P packets.

With AH in usg, the number “51" is placed on the next header fidd of IP header in front of AH,
meaning that next AH comesup.
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Next Header Payload Length Reserved

SPI

Sequence Number

Authentication Data

When AH is used in trangoort mode the AH comes next IP header and before higher-level
protocol or other IPSec header. |P packet is configured as follows dlowing AH in trangport mode
work on the | P packets of the current standard |Pv4.

Regular 1P packetswithout AH

IP Header TCP Header Data
IP packetswith AH
IP Header* AH TCP Header Data
« >
Authentication

(*) Thefidd vdueis51 on the next header of the P heeder.

1.3.3 Encryption mechanism

Encryption mechanism (ESP) provides the | P packet data confidentidity and sdlectively indludes
the authentication information in order to support connectionlessintegrity, data origin authentication,
and anti-replay service.

The encryption mechanism encrypts IP data (higher-level data) exduding the header to ensure
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the confidentidity of communications. It measures the MAC vaue on ESP header and IP datato
provide the encryption sarvices AH cdculaes al the authentication information related to 1P

packets, while the ESP factors in only the ESP components excluding the authentication
informetion field.

When the ESP in place, the next header in the IP header hasthe number “50” for the field vdue
toindicatethat ESPisin use The generd formation of ESPis:

SPI

Sequence Number

IV (Implicit)

Payload Data *

Padding (0~255 Bytes)

Pad Length Next Header

Authentication Data
(*) Payload Ddaiis |P packet data (upper-level).

With ESP in transport mode the ESP comes after [P header and before upper-level protocol or
other 1PSec header. |P packet has the following configuration when the ESP is in trangport mode
working on IP packetsof the current sandard | Pv4.

Regular P packetswithout ESP

TCP
IPHeader | Header Data
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IP packetswith ESP
P Header* ESP TCP Data ESP Auth.
Header Header Trailer Data

(*) Thefield value of the next header is 50 (inside the IP Header).

1.3.4 1 KE Protocol

IKE protocal is a key management protocal that authorizes the hogts for |PSec communications
and negotiates with SA to determine the process and formula of setting up, modifying, and deleting
security keys

IKE protocol manages the keys through two steps . In step 1 two hodts tha are up for
communications authorize each other and set up their own ISAKMP SA. In gep 2 the IPSec SA
comes into play for IPSec communications like AH and ESP. The ISAKMP SA formed in stepl
protects the messages crested in sep 2. Each sep sees negotiation, formation, key exchanges, and
mutual authentication going onin preparation for SA information to be used later.
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|2. Definitions of Terminologies
m AH (Authentication Header)

AH is an IPSec protocal that provides powerful connectionless integrity and data origin
authentication to |P packets. It supports anti-replay service asan option to users

m ESP (Encapsulaing Security Payload)

ESP is an IPSec protocol that guarantees the confidentidity of IP packets On top of this it
provides connectionless integrity, data origin authentication, anti-replay servicg, and limited traffic
flow confidentidity services

m Ethernet

Ethernet is LAN-based communication developed by private companies, such as: Xerox, Digital
Equipment (DEC), and Intd. IEEE802.3 is the second version of Ethernet standard developed on
the base of IEEEB02.3 designation. Thus, Ethernet version 2 and IEEE802.3 can operate on one
cablewnhile Ethernet verson 1 and 2 don't co-exigt.

m HOST
Hosts are nodes that are connected to network.
m |PSec (Internet Protocol Security Protocol)

Developed by IPSEC Working Group, 1PSec is standard Internet security protocol that
overcomes the shortfals of TCP/IP protocols in network and standardizes security mechaniams. It
is desgned to sarvice the current IPv4 verson as well as IPv6—the next generation Internet
protocol. 1PSec standard defines security protocols (AH, ESP) for network communications, SA,
and key management protocols (IKE).

m | PSec security mode

IPSec security mode refers to al security services activated on an IP packet. AH and ESP are
gpplied to a packet: one in trangport and the other in tunnd mode or dl in trangport mode
smultaneoudy.
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m |PSec security profile

IPSec security profile is comprised of multiple security modes listed up in order of priority. The
security profiles are used to negotiate with a correponding 1PSec hogt over 1PSec SA in gtep 2 of
IKE protocol.

mSA

SA (Security Asociation) is a series of mechanisms and keys shared between hosts to protect
communication information. The definition of communication information varies depending on
security protocols.

m SecuwayGae

SecuwayGate is hardware-typed security device that protects TCP/IP communications between
network server interface and users or between mullti-layered network interfaceand multiple users

m Security Rule

Security rules are the basic components of security policy. Security rules are comprised of the
packets, security decision, and security mode for 1PSec communication. Should a packet be digible
for security policy, the security rules dlow, rgect communication or pass for 1PSec
communications

m Making adecison

Decision is made on how to process a packet. The types of decigons are “Allow the
communications’, “Dissble the communication”, and “IPSec communication” that uses key
managemert.

m Madter key

Master key is the highest level of keys in IPSec security function. It has unique vaue to each
IPSec hogt. SecuwayCenter determinesthe magter keys.

m Security policy

Security policy isatype of database that contains the rules on how to process |P packetsin IPSec
communications. Security policy isalist of rules that goes down in order of priority. Rulesrefer to
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the internd information to decide whether to work on a packet or not. This reference check-up
process goes on urntil a packet is matched with aright rule that will examine the packet. When no
ruleisfound for a packet, the packet is discarded and the communications are interrupted. Security
policy implemented in I1PSec hogts, such as: SecuwayClient, SecuwayPCl, and SecuwayGate is
divided into higher-leve, lower-leve, and user defined policy, according to a cregtor of the policy
(either SecuwayCenter or host users). The security policy takes effect in aove-mentioned order.
The higher and lower-level policy are madein SecuwayCenter and delivered to IPSec hodts, while
IPSec hosts drft user define policy.

W Security token

Security token is software modules and hardware (SecuwayPCl) that provides log-on,
encryption/decryption, messuresiconfirms authentication information, and manages time services
(thisis optiond by products) for network communication security services. Security token isfully
compliant with Cryptoki (PKCS#11) gandard APl by RSA.

m User defined policy

Thisisasecurity policy made by 1PSec hosts. User defined policy comes after higher and before
lower-level security policiesin order of priority.

m Higher-leve policy

Made by SecuwayCenter, higher-level policy has the highest priority among security policies.
Higher-leve palicy isrulesthat must beimplemented to IPSec hosts.

m Lower-leve policy

The lower-leve policy takes the back seat to higher-level and user defined security. Made by
SecuwayCenter, the lower-level policy governs on how to process a packet that is out of the scope
of definition by IPSec users

m Communication dlowed

“Communication dlowed” is adecision that rules out 1PSec security on handing an |P packet.
Thisdlowstoincomethe |P packet asit is, without encryption.

printed in 7/16/01 9:41 AM 69



70 SecuwayPCI Operator’s Guide

70 printed in 7/16/01 9:41 AM



Appendix 71

|3. |ndex

A E
Add auser, 29 Editing arule, 46
Adding arule, 45 Emergency switch, 14

Adding a security policy(rule), 50
Authentication (AH), 64
Authentication information, 66, 68

Encryption mechanism(ESP), 64
Encryption mechanism, 65
Encrypts/decrypts a network packet, 8

Authentication mechanism, 65 ESP (Encapsulating Security Payload), 51

Automatic upgrade, 10, 60, 61

Basic profile, 50
Binding, 19

C

Changing adirectory, 61
Changing a master key, 54
Changing passwords, 30
Checking SecuwayCenter, 23
Communication disabled, 49
Confidentiaity, 51

Console port, 14

Cryptoki (PKCS#11), 9, 28

D

Data origin authentication, 66
Delete a user, 30

Description of events, 54

Event, 55

F

FileSetupwiz.exe, 22, 23

H

Higher-level policy, 44, 45 Host ID, 40

IKE protocol, 64, 69
IKE, 9

Inserting akey, 16
|P header, 51

|PSec application, 49
|PSec driver, 18
IPSec SA, 69

IPSec, 9, 64

IPv4, 68
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Key token ID, 41

Log-on, 22
Lower-level policy, 45
M

Managing akey, 8

Managing logs, 54

Managing security policy, 45
Master key, 41

Mode in use, 51

Modifying security policy, 54

)

Online registration, 55

P

PCI security mode, 16
Port, 47
Printing logs, 54
Proxy IP, 51

R

Registering an automatic execution icon, 61
Remote host ID, 42
Replay attack (retransfer attack), 67

S

SA (Security Association), 42, 65
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SA information, 42
Saving logs, 53
Screen saver, 37
Secured disk, 36
Security decision, 49
Security profile, 50
Security protocol, 51
Security token, 9, 28
SecuwayPCl, 8
SecuwaySuite, 8

SPI (Security Parameter Index), 66

T

Tamper-Proof device, 10, 15
TCP/IP encryption, 3
Toolbar menu, 23

Transport mode, 51, 67
Tunnel mode, 51

Types of hosts, 40

u
Upgrade, 60
User defined policy, 44, 45
User grade, 31

\

Valid period of passwords, 30
Viewing logs, 53

Viewing version information, 57
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FCC NOTICE

NOTE: This equipment has been tested and found to comply with
the limits for a Class B digital device, pursuant to Part 15 of

the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential instal-

lation.  This equipment generates, uses and can radiate radio
frequency energy and, if notinstalled and used in accordance
with  the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment

does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or
more of the following measures:

-Reorient or relocate the receiving antenna.
-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from
that to which the receiver is connected.

-Consult the dealer or an experienced radio/TV technician for
help.

NOTE: The manufacturer is not responsible for any radio or TV
interference caused by unauthorized modifications to this equip-
ment. Such modifications could void the user's authority to
operate the equipment.
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