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Notices

Copyright
Copyright @ 2002 Mobiwave Pte. Ltd. All Rights Reserved.

This user’s guide may be reproduced without further permisson from Mobiwave Pte. Ltd. However, all
dugicated copies sall i nclude the above wmpyright notice

Disclaimer

Mohiwave Pte. Ltd. reserves the right to revise this user’s guide and make changes to the cntent without
notice This documentation is provided without warranty of any kind either implied or expressed, with
resped to the mntents hereof and spedfically disclaims the implied warranties of merchantability and
fitnessfor a particular purpose.

Trademarks

Mohiwave and the Mobiwave logo are registered trademarks of Mobiwave Pte. Ltd. All other trademarks
belong to their respedive ammpanies.

FCC Compliance

This equipment has been tested and found to comply with the limits of FCC Rules. These limits are
designed to provide reasonable protedion against harmful interferencein a commercial installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
acoordance with the instructions in this user’s guide, may cause harmful interference to radio
communications.

However, thereisno guaranteethat interferencewill not occur in aparticular install ation. If thisequipment
does cause harmful interferenceto ather radio wave devices' reception, which can be confirmed by turning
on and off of this equipment, the user will be required to take following measures to corred the
interference

« Re-orientate the receving antenna of the affeded devices.

¢ Increase the distance separation between this equipment and the affeded devices.

< Conned this equipment to a power outlet on a circuit that is different from that of the affeded
devices.

e Consult the dealer of the affeded devices for help.

Any changes or modifications not expresdy approved by the party responsible for compliance ould void
the user’ s authority to goerate the eguipment.

No spedal accesory isrequired to enable the equipment to comply with the emisson limits.
In order to comply with FCC RF Exposure requirements, the Bluetooth Protocol Analyzer must beinstall ed

and operated in such a way so as to maintain a minimum 20 cm separation distance between the antenna
and all persons, during normal operations.

EU Compliance

This equipment has been tested and found to comply with the EN 301 4891 & 17, EN55022(ClassB),
EN610003-2/3, EN610004-2134/5/6/11, EN300 3281 & 2.
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Japan Compliance

VCCI ClassB.

Bluetooth ™ Compliance

Bluetooth Qualification Body has successfully qualified this product on 18" January 2002. This product is
for development and/or demonstration purpose only and it has not been tested for compliance with the
Bluetooth System Specifications.

General Safety Summary

Review the following safety precautions to avoid injury and prevent damage to this
product or any products connected to it. To avoid potential hazards, use this product only
as specified.

Only qualified personnel should perform service procedures.

Observe All Terminal Ratings.

Do Not Operate With Suspeded Failures. If you suspect there is damage to this
product, have it inspected by qualified service personnel.

Do Not Operate in Wet/Damp Conditions.
Do Not Operate in an Explosive Atmosphere.
Kee Product Surfaces Clean and Dry.

Do Not Clean the Surfaceswith Cleaning Agent.
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Warr anty Statement

Mobiwave warrants that the products that it manufactures and sdlls will be freefrom defeds in materials
and workmanship for a period of one (1) year from the date of shipment. If a product proves defedive
during thiswarranty period, Mobiwave, at its option, either will repair the defedive product without charge
for parts and labar, or will provide areplacement in exchange for the defedive product.

In order to oltain service under this warranty, Customer must notify Mobiwave of the defed before the
expiration of the warranty period and make suitable arrangements for the performanceof service Customer
shall be responsible for packaging and shipping the defedive product to the service ceater designated by
Mobiwave, with shipping charges prepaid. Mohiwave shall pay for the return of the product to Customer if
the shipment isto alocation within the wuntry in which the Mobiwave service cater islocated. Customer
shall be responsible for paying all shipping charges, duties, taxes, and any other charges for products
returned to any other locations.

This warranty shall not apply to any defed, failure or damage aused by improper use or improper or
inadequate maintenanceand care. Mohiwave shall not be ohligated to furnish serviceunder thiswarranty a)
to repair damage resulting from attempts by personnd other than Mobiwave representatives to install,
repair or service the product; b) to repair damage resulting from improper use or connedion to
incompatible equipment; c) to repair any damage or malfunction caused by the use of non-Mohiwave
supdies; or d) to servicea product that has been modified or integrated with other products when the dfed
of such modification or integration increases the time or difficulty of servicing the product.

Mohiwave shall not be liable for damage to aher property caused by any defeds in this product, damages
based upon inconvenience lossof use of the product, lossof time or data, commercial loss or any other
damages, whether spedal, incidental, consequential, or otherwise, whether under theory of contract, tort
(including negligence), indemnity, product liability, or otherwise. In no event shall Mohbiwave's liahility
excedl the total amount paid to Mohiwave for this product.

Mobiwave reserves the right to revise these spedfications without notice or penalty.
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Overview

CHAPTER

Overview

Introduction \

Mobiwave BPA-D10 is a non-intrusive Bluetooth ™
protocol analyzer that alows red-time capturing, logging,
demding and dsplaying of the Bluetooth ™  wireless
baseband and data padkets. The protocol information is
cgptured over the dr and relayed to a host desktop PC or
notebook through an Ethernet connedion, alowing remote
datalogging and 'unlimited’ storage caability.

The intuitive graphicd user interface @sures ease of
configuration, control and dsplay of cgptured data. The
seach engine and advanced dsplay filters help define the
relevant information to be displayed, making data
inspedion much easier.

Bluetooth ™ Overview

Bluetooth wireless technology is set to revolutionize the
personal connectivity market by providing freedom from
wired connections. It is a specification for a small form
factor, low cost radio solution providing links between
mobile computers, mobile phones and other portable
handheld devices, and connectivity to the Internet. The
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Overview

Bluetooth Special Interest Group (SIG), comprised of
leaders in the telecommunications, computing, and network
industries, is driving the development of the technology
and bringing it to market. The Bluetooth SIG includes
promoter group companies 3Com, Agere, Ericsson, IBM,
Intel, Microsoft, Motorola, Nokia and Toshiba, and more
than 2000 Associate and Adopter member companies.

« Bluetooth ™ v1.1 compliant

» Remote Information Collection

« Bluetooth ™ protocol information capture at radio level

» Data logging limited only by available disk space or
operating system at the host

» Multiple synchronization methods
- sync through dave inquiry
- sync through master inquiry
- sync via fake connection

* Point-to-point and point-to-multipoint/piconet

* Intuitive graphics user interface

* Protocol information representation for BASEBAND,
LM, L2CAP, SDP, SDP Attribute Lists, TCS, RFCOMM,
OBEX, AT Commands, HDLC and PPP levels

» Advanced search engine based on protocol layers or
payload content

» Packet time stamping display in Bluetoot
clock

* Advanced display filters (based on baseband packet,
device, and protocol layers) for easy debugging

 Timer and book markers to assist debugging and timing
measurements

» User customizable display colors for enhanced readability

» Saving of captured Bluetooth protocol information for
offline viewing

» 10/100BaseT Ethernet interface

* Built-in DHCP client

» Status LED indicators display

» Antenna dot for safe storage of swivel antenna against
damage

» Power-on self-diagnostics

» Power adapter with wide range AC power input

h ™ native
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Software Requirements ‘

Windows 98, Windows Millennium Edition, Windows NT
4.0 with Service Pack 6, or Windows 2000, Windows XP

Hardware Requirements ‘

Pentium 111, 450 MHz or above

128 MB of RAM

Minimum 100 MB of free space on hard drive

10/100BaseT Ethernet card

Screen display resolution of 1024x768 with 256 colors
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CHAPTER

Getting Started

This section provides instructions on connecting the BPA-
D10 hardware unit, and installing, uninstalling and starting
the Mobiwave BPA-D10 software.

Packing List ‘

BPA-D10

Power Adaptor

Ethernet Cable Straight (Blue)
Ethernet Cable Cross(Red)
Installation CD

User’'s Guide

Quick Start Guide

Carry Bag

ONOORMWDNE
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Setting up BPA-D10 Hardware \

1m Swivel the antenna to an upright postion for
maximum sensitivity. (figure 2.01)

Figure 2.01

BPA-D10
antenna

position ,

2m®  Connect the power cable to the rear of the BPA-
D10. (figure 2.02)

Figure 2.02 o8

LAN 45V ON OFF

Connect = T l@@jﬁ
power cable \//

Power Cable

3@  The BPA-D10 can be setup in either network or
standalone configuration. Network configuration is
recommended on office network that has ether a
DHCP server or static IP. In the absence of DHCP
server or static |P network, standalone configuration
is recommended for the initial setup.
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If the office network has a DHCP server or static IP
network, then setting up the BPA-D10 is easy.
Connect the Ethernet cable (blue in color) between
the Ethernet port of the BPA-D10 and the Ethernet
port of the office network. The PC should also be
connected to the same office network subnet.
(Figure 2.03) For static IP network, Step 4 below
might be required; aternatively, the static IP of
BPA-D10 could also be reprogrammed to suit the
prevailing static 1P network in the office.

=== Skip to Step 5.

Figure 2.03
Networked SERVER

configuration
SWITCH ETHERNET (] E
707 100 BASE-T

( Through cahle )

TERMINAL TERMINAL

NETWORK CONFIGURATION

Else,

To configure the BPA-D10 for standalone
configuration, connect the Ethernet cross cable
(RED in color) between the Ethernet port of the
BPA-D10 to and the Ethernet port of the PC. (figure
2.04)
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Figure 2.04

BLUETOOTH
Standalone ENABLED
configuration DEVICES
O
ETHERNET —
10/ 100 BASE-T -
[{ Gross cahle - Red =

BPA-D10

BLUETOOTH
ENABLED
DEVICES

STANDALONE CGONFIGURATION

4@ Setup the TCP/IP setting of the PC to
192.168.111.112 with netmask of 255.255.255.0.
(The BPA-D10 comes with a default |P address of
192.168.111.111 with netmask of 255.255.255.0).
(figure 2.05)
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Figure 2.05  Fo Tt HE|
PC’s TCP/IP

properties for Bindings I Advanced I MetBIOS |
standalone DMS Configuration I G ateway I WINS Configuration [P Address

configuration

An IP address can be automatically azsigned to this complker.
IF pour network, does not automatically azzign [P addresses, ask
wovr netwark adminigtrator for an addreszs, and then tpe it in
the space below.

™ Obtain an IP address automatically

—% Specify an |P address;

IPAddess:  1192.168.111.112 |

SubretMask: |255.255.255. 0 |

| aF. I Cancel

58  Turn on the power switch on the rear of the BPA-
D10. (figure 2.06)

Figure 2.06 LAN @f:-V@ ON OFF

Turnon fmmm, s
power switch

‘ Ny

Installing Mobiwave BPA-D10 Program

1® |nsert the Mobiwave BPA-D10 Installation disk
into the cd-rom drive.
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28 Double click on the program BPA-D10.ms in the
cd-rom. Follow the instruction in the instalation
program.

3 ®  During setup, a directory Mobiwave BPA-D10 will
be created under the folder Program Files in the C
drive.  An icon Mobiwave BPA-D10 will be
created under Programs in the Start Menu subfolder
of Windows.

Installing the License File for BPA-D10

The BPA-D10 program needs a license file to enable it to
make a connection to the BPA-D10 hardware. The
following describe the steps to install the license file.

If you are using the Mobiwave BPA-D10 software for the
first time, a license file dialog box will appear on the
screen. (Figure 2.07). Click OK. Follow the steps below to
install the license file for BPA-D10

Figure 2.07 Licenze File Doez not Exist or is Empty.
License File
Dialog box The BPA licenze file does not exist or iz empty.  You can create a

licenze file by getting license from the BPA Meighborhood.  [F ho BRA
waz dizcovered befare, the BPA Meighborhood Dialog will be shown
next zearching for BPAs in the neighborhood.  1F you do not want this
dialog by to be shown again, or you do not wizh to do a BPA
Meighborhood Search in future, pleaze check the box below,

[T Do Mot Show This Warning Agairé

1m Sdect Start --> Programs --> Mobiwave BPA-
D10 or double click on the icon to start the BPA-
D10 program. (figure 2.08)
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Figure 2.08

Mobiwave ﬁ.—
BPA-D10 icon

kobiwawe
BFA-D10

2m  Click the Menu option “BPA Interface” ==>
" Seach/Manage BPAs in Network”. (figure 2.09)

TP AR T intitled - BPA-D10

Menu Option File Edit Search Yiew | EPA Interfface Capture Data  Help
“BPA

a Connect ko BPA
Interface” = EHE % : —
J | T SebERA [Drecowerable

[Mizeawern W earby Bluetooth ewice(s]

Set BPA Options....
Search/tManage BPAs in Metwark. .

Eirmiwane [ parade..

You will see the BPA Neighborhood window pop
out. (figure 2.10)
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Figure 2.10
BPA

BPA Information Retrieved

Neighborhood BD Address Firrmware Ver  Software Yer  Hardware VWer -
window O0:04:5C:FFFE:98 [10.2 01000100
00:04:5C:FF:F2:80 10250115 o11ao Mo Licensze
BD Address: | 00:04:5C:FF:F2: 98

¥ Uze DHCP ta obtain [P &ddress Automatically
Fized IP &ddrezz: | 192 . 168 . 111 . 11
Gatewaw: | 192 . 168 . 111 . 2
NetMask: | 255 . 255 . 255 . 00

Diagnostic nfo: |E|:u:utu|:| | Tw 0K | R OF. et IF Lonfig | Get License |

If DHCF failz, BPA will uze the Fized IP address instead

Search BPAs | ok |

Click on Search BPAs. A list of BPAs detected on
the network will be added to the BPA
Neighborhood list box. Select any item on the list
box and click the Get License Button.

If nothing appears on the list, that means the BPA-
D10 program is not able to detect any BPAS on the
network. You will need to check your BPA-D10
again to make sure it is setup properly.

M obiwave BPA-D10 User's Guide
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3 W Save the license file in the Mobiwave BPA-D10
directory. (figure 2.11)

Save license
file.
Save As EHE3l
Savein | =y Mobiwave BPAD1D =l c¥|
E BPALicence. tst
|
File name: || Save I
Save a3 ype: ILicense Filef tat) =] Cancel |
[~ o d-on "
pen as [EET oy .
Search BPAs | ok ||
When the license file is installed properly, you will
see the BPA Neghborhood Window displayed
BPA-D10 Software Ver and Hardware Ver that the
license file allowed the BPA-D10 program to work
with (figure 2.12)
M obiwave BPA-D10 User's Guide 19
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Figure 2.12 BPA Information Retrieved

Save license

file. BD Address IP Addresz Firmeware Yer  Software Wer  Hardware Yer
00:04:5C:FFF&:58 [192.168.111.1 1 000 0

BD Addiess. | OD:045CFFFE.98
¥ Uze DHCF to abtain IP Address Autamatically
Fixed IP Address: | 1592 . 168 . 111 . 111
Gatewa_l,l:| 192 . 168 . 111 . 2
MNet Mask: | 255 . 255 . 285 . 0

Diagnostc Info: |Boatup | T« OF | Bx OF et IF Lonfig | Get Licence |

If DHCF failz, BPA will uze the Fized IP address instead

Search BPAs | ok |

Uninstalling Mobiwave BPA-D10

1m  Sdect Start -->Settings --> Control Pand -->
Add/Remove Programs

28 Sdect Mobiwave BPA-D10 from the list of
installed software (figure 2.13).
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Figure 2.13 Add/Remove Programs Properties

Selecting T e

Mobiwave —l—
BPA-D10

icrozoft Office 2000 Premium
icrozoft \Web Publishing ‘wizard 1.6
MMEEY +1.2
kobiwave BRA-10 Lite
we BEPA-D10
buzickd atch Jukebox
Morton Antivis 2001
M atebaaok, banager
ORIMOCO AP Manager

-'.'u 1
Al

3m  Click Add/Remove.... The Mobiwave BPA-D10
installer will display a window where you can
choose to ether repair or remove the installed
program.
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Figure 2.14

Setting the
option for
removal

i Mobiwave BPA-D10

IS E3
i'—' r Welcome to the Mobiwave BPA-D10 Setup Wiza

weaving the wireless era

Select whether you want to repair or remaove Mobiwawe BPA-D10.

" Repair Mobiwave BPA-D10
% Remove Mobiwave BEP&-D10

WARMIMG: Thiz computer program iz protected by copyright law and international treaties.
IInauthorized duplication or distribution of thiz program, or any portion of it, may rezult in zevere
civil or criminal penalties, and will be prozecuted to the maximunm extent poszible under the law.

LCancel Eresmus

4m Click the radio button next to Remove Mobiwave
BPA-D10.

58 Click Finish to complete the removal process or
Cancel to exit without removing the program.

Upgrading the Mobiwave BPA-D10 \

Mobiwave BPA-D10 is upgradeable for both software and
firmware. For software and firmware updates, please refer
to the Mobiwave website at http://www.mobiwave.com.

For the graphical user interface, smply uninstall the older
version and install the latest version.

M obiwave BPA-D10 User's Guide
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DO NOT turn off the power supply or disturb the
LAN connection when performing firmware
upgrading. Otherwise the BPA-D10 may be
unusable.

For firmware flashing of the hardware -
1m  Connect to the targeted BPA-D10.
2B EITHER Select Menu option BPA Interface -
Firmware Upgrade...
OR PressALT +B + U
3 Sded the file (with extension .out) to be flashed
into the BPA-D10

4m  Click “Open”.

Starting Mobiwave BPA-D10 |

BPA-D10 is a networked device. Therefore it needs an IP
address. BPA-D10 has a built in DHCP client which can
obtain IP address dynamically from the DHCP server. If
there is no DHCP server available it will automatically fall
back to factory default fixed |P address of 192.168.111.111
with netmask of 255.255.255.0. . You will then need to use
the BPA-D10 program to manually configure the network
configuration for your BPA-D10 in order to use it on the
network. You should check with your network
administrator for the correct network setting to use.

To run the Mobiwave BPA-D10 software on your machine,

M obiwave BPA-D10 User's Guide
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1m  Activate the “BPA Neighborhood” dialog box by
seleding the Menu Option “BPA Interface™
>"Seach/Manage BPAs in Network”. (figure 2.15)

Figure 2.15 BPA Information Retrieved |
BPA
Neighborhood ED Address IF Address Firrmware Ver  Software Yer  Hardware VWer -

00:04:5C:FF:F8:98 01000100

00:04:5C:FF:F3:80 10250115 0110 Mo Licenze

BD Addiess: | 00:04:5C:FF-F&: 98
¥ Uze DHCP ta obtain [P &ddress Automatically
Fired IP Address: | 192 . 168 . 111 . 111
Gatewaw: | 192 . 168 . 111 . 2
NetMaSk;| 255 . 255 . 285 . 0
Diagnostic nfo: |E|:u:utu|:| | Tw 0K | R OF. et IF Lonfig | Get License |
If DHCF failz, BPA will use the Fized IP address instead
Search BPAs | ok |

28 To configure the BPA hardware to dbtain the IP
address dynamicdly, click the Use DHCP
chedkbox.

To configure the BPA hardware to use afixed IP
address type in the rred network information
(e.g. Fixed IP Address Gateway, Net Mask) and
click Set 1P Config. Ensure that the chedk box “Use
DHCP to obtain IP address Automaticdly” is
uncheded.

3B Sded the BPA-D10 by clicking on the BPA IP
address item in the dialog box. The BPA-D10
seleaed will be highlighted.
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48 Click OK. Thiswill bring you to the main screen
Mobiwave BPA-D10 , which has 3 windows,
namely

- the Message Sequence chart (MSC) window for
protocol exchanges
- the protocol layer window for decoded protocol

fields
- the raw packet window for basic binary
information
Figure 2.16 T Untitled - BPA-D10
Main Screen
of Mobiwave
BPA-D10

Message Sequence Chart window
Protocol layer

window

Raw Data packet window

[so=o =0 o

Interpretation of MSC Window ‘

In the MSC window, each baseband packet captured is
decoded and displayed as an entry. Figure 2.17 shows an
example of a baseband packet that was captured. Its
contents are broken down and presented in showing all the
protocols embedded in its data. In addition to the
protocols, the following base band information is also
displayed:

i) Master Clock Sequence;

i) Active Member Address (AM_ADDR)

M obiwave BPA-D10 User's Guide 25
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1) Detailed breakdown of the packet header,
i.e. packet type, acknowledgment, sequence
and flow control;

In addition, for ease of tracking, each packet is tagged with
arunning packet number.

Figure 2.17

Protocol Messages

Example of a packet Numbered Time Marker 1
captured in Sequence Time Marker O
packet received by BPA
: : Pkt 34 SOP Service Attribute Regq (TID 0xf4af)
displayed in L2CAP Data. CID 0x0040, Len D011
MSC Window. L2CA Start
Clk D00a 725041 DHIJACKS=0]F=1 iiz r.;z? ﬁ,
Master Clock
Sequence
Active Member Address
Assigned to slave
Baseband
Baseband
Flow Control
Packet Type X
bit
Baseband Baseband Bookmark Indication
acknowledge

bit Sequence bit

LED Status Indicators ‘

The table below describes the various states representation
of the LED status indicators found on BPA-D10.
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Table 2.01

Mobiwave
BPA-D10’s
LED Status
Indicators

LED

. Functional Description Coalor
Indicators
Active when BPA-D10 radio transceiver is
TX TR . Green
transmitting information
Active when BPA-D10 radio transceiver is receiving
RX . : Green
information
When synchronized to target dave device Amber
SYNC When synchronized to target master device and G
during capturing of Bluetooth ™ information reen
Flashing Amber
Configured as static 1P and not connected to host. (approx. 1s
interval)
LAN ﬁg:tfigured as DHCP client and not connected to Fl(iigrng(ﬁ;q 52;3
interval)
Connected to host Amber
Active when BPA-D10 powered on Green
Flashing
PWR During firmware upgrade between
Green-Amber

Make connection to the BPA-D10 hardware only
when the LAN LED is flashing. The flashing of the
LAN LED will typically takes about 30 seconds from
the time the hardware is turned on.
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CHAPTER

Mobiwave BPA-D10 Basics

Mobiwave BPA-D10 is fully menu-driven and has 3 main
windows.  This section describes the functions of the
windows and the 4 basic ways you can access the various
functions of the software.

Windows in Mobiwave BPA-D10 ‘

Three core windows provide highly integrated views
(figure 3.01).
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Figure 3.01 'JFPP Device - BPA-D10
Main Screen S SE = | & A 18 |aa-BB:cc:pD:EEFF 5| ~
of Mobiwave nFE [ L_CH Pkt [Freq 51) =
BPA-D10 (Clk D0024094:AM7 Value

Fhi 3 LMP_features_rag

(Clk 00024095407

Pt 4 LtF_features_res

Clk 000240he:AM7

Fki 5 LkP_host_connection_reg

Clk 000240cc:Ah7

Fki b LkF_accepted {LMF_host_connection_req}

Clk 000240d6:AM?

Pkt 7 LMF_setup_complete

Clk 00024024:AM7

Pkt b LiF_setup_complete

Clk 0002402e:AM7

(] LkF_mex_slot_req

nN7 AN A7 FRATNERT SN T F=1
(sl |-
|
...L2CA_CONT 05 41 57 LA

Bo-o = [etsa-a e

The MSC window displays an overview of the protocol
exchanges in the form of message sequence dart in
chronologicd order.

The protocol layer window shows details of the decoded
protocol fields.

The raw data padket window displays the basic binary
information in ASCII and hexadedma format with
collapsible ‘tree branches for optimal screen usage. Right
clicking the mouse in this window could expand this
window.

Using Menu Bars \

You can select any function using pull-down menus which
appear along the top of each screen (figure 3.02).
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QTP ) PPP Device - BPA-D10

Selection
using menu

ba rs gljhjr |_| |:|t||:|r'|:5:

Dr1NAK] 2=0]F=1 |
LMF_features_req
D1 nak] S=1]F=1}

Flit 4 LMP_features
Clk 000240be:Akd 7 5=

Flt & LMP_host_connection_

The menu path to the desired function is represented as

 Menu bar item = submenu item

« Edit = Color Options

For the above, you have to first click the menu item
Edit, and then select Color Options.

mr o> XM

Using ALT Key Combinations

All operations in the menu bar have ALT keys assigned to
them. These are indicated by the underlined letters in the
menu bar (figure 3.03).

Example The BPA Interface function in the menu bar has
the letter B underlined while the submenu item Set BPA
Options has the letter O underlined. To select the BPA
Interface function, press the ALT key and hold it down
while you press the B key. The BPA Interface pull-down
menu will appear. Then, while still holding down the ALT
key, press the O key. This will bring up the BPA Options
dialog.
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ALT key combinations may consist of 2 or 3 keys. They

are represented as -

ALT + letterl {+ letter2} where letterl and letter2 are
letters of the alphabet

GUTEIA B ) PPP Device - BPA-D10

L2CA Continue [0 Paylo
DM1MaK]S=0]F=1 }—

D1 MAK] S=1]F=1
LFP_features

LkAFP_host_connection_

Selection
using hot
keys
Clk. [
Flt LMP_features_req
Clbe 1
Fht 4
Clk 000240be: A7 5=
Fkib
Clk 000240ccabd?  ———DMITJACK]S=0]F=1 —
E
S ° ALT+E+C
A
';,/l For the above, you have to press the ALT key and
M hold it down while you press the letter E and then the
=3 |etter C.

M obiwave BPA-D10 User's Guide
Version 1.0

31



M obiwave BPA-D10 Basics

Using Hot Keys

Certain operations have hot keys assgned to them and
these ae indicated at the gpropriate places in the pull-
down menu (figure 3.04).

Example The function for changing the filter protocol is
labeled with 'Ctrl + F.  This means you can perform that
function by pressng the Ctrl key and holding it down while
you pressthe F key.

AT U Y PPP Device - BPA-D10

Selection

using hot
keys

Flat 2

e

Flt

Hot keys consist of combinations of 2 keys, namely the
Ctrl key and a letter, represented as -

Ctrl + letter where letter isaletter of the alphabet

Note that you have to press the Ctrl key and hold it down
while you pressthe letter key.

o Ctrl+F

For the above, you have to press the Ctrl key and
hold it down while you press the letter F.

mr oZ>XmMm

L2CA Continue [0 Paylo
DM1MaK]S=0]F=1 }—

LMP_features_req

Clk. 1 D1 MAK] S=1]F=1
Pkt 4 LkAP_features
Clk 000240kb e A7 o=
Plt & LkAFP_host_connection_

Clk 000240ce4M7  ——————DMIJACK[E=0]F=1
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Using Function Keys \

Function keys have been assigned for frequently executed
operations such as searching for the previous error <F4>
and searching for the next error <F5> (figure 3.05).
Function keys are represented as <Fx> where x is an
integer.

GCEDLCICR I ) PPP Device - BPA-D10

Selection
using function
keys

Clk 00024

Plet 3 LMF_features_reg

Cllk 00024098487 — DmINAKIE=1]F=1 —
Flt 4 LMP_features_res
Clk 000240be:Akd 7 -+—Dr1|NAKS=1]F=
Flt & LkF_host_connection_req

Clk 000240ce:aM7  ————DMIJACK[E=0[F=1 ——

Using Graphical Icons \

Some commands are represented by graphical icons in the
toolbar for easier access (figure 3.06).

GCTICEC I Y PPP Device - BPA-D10
Graphical

icons

If you place the cursor over an icon, the appropriate pop-up
text will appear indicating the function of the icon (figure
3.07).
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Figure 3.07 - W Mobiw ave BPA-D10 Lite(Demo] - BPATD

Pop-up text
for graphical
icons

Setting Status Bar and Toolbars \

You can set the status bar, the toolbar and the bookmarking
toolbar on and off as desired.

Bookmarking
Toolbar

Figure 3.08 "V PPP Device - BPA-D10

Status Bar,
Toolbar and

L2CA Cantinue (0 Payload) =N LMF Pt (Freq 32) =

(=4

Bookmarking oy goz4094am?

Toolbar Flt 3 LiP_features_req PLa_ﬁa‘é::;i 03
Clk 00024098:Ah7 t_gﬂ [LD: 3:12
Fit 4 LiP_features_res LMP Code: 003
Clk 000240be:AR?7 DpCode Accepted: | 0x33
() LkP_host_connection_reg AL BBt
Cll 000240cc:AMT
it 6

(Clk D00240d6:AM7 DMTHAR5=0 -1

Pt 7 LkP_setup_complete

Clk 00024024:AM7

Flt 8 LkP_setup_complete
Clk 00024028:AM7
(R gt] LkP_mex_slot_req

h Nn2Anf?-AkA? CikAINIAK LS =N 1 F=1
—

LMP: 17 06 33 61 1=

Status Bar

The turning on and off of atoolbar is atoggle function.

To turn a toolbar on, click View and select the appropriate
item. Thisitem should not have atick next to it.
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To turn atoolbar off, click View and select the appropriate
item. Thisitem should have atick next to it.

Figure 3.09

Setting Status
Bar and
Toolbars

Printing Hardcopies

You can generate a hardcopy of the MSC window
information. You can also specify the print area using the
time markers, SO and S1 or print the entire captured data
file.

To print between the time markers, SO and S1 -

1® EITHER Seed File 2 Print MSC bet SO/S1

OR PressALT +F + M

To print the aetire catured datafile —
1m EITHER SeedFEile 2 Print...

OR PressALT + F + P

OR Click &,

In addition, user can specify the header for the printouts.
1m  Seect File 2 Set Print Header ...
OR PressALT +F + H

2W  Enter the header for the Printout as shown in figure
3.10.
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OR PressALT +F + H

Figure 3.10 Printout Header Ei |

Printout
Header

Title of Print Page: ITest Case: SDP Atibute Reques

ak I Cancel

An example of the printout is shown in figure 3.11

Figure 3.11
BPA-D10 Filename: C:\ProjectiTest Case Use Files\3hort File.bpa
An exampIe Title : 3hort Capture of Eluetooth Exchanges owver the air
of the printed
page
Pkt 15 LZCAP Conn Reg , ID Ox05, PSM Ox0001, 3CID
LZCh Start
Clk 0046e500: AM1 DM1 | ACE | 3=1 | F=1
Pkt 16 L2Ch Continue [0 Payload Prev. Pkt
Clk 0046e55e: AM1 DM1 | NAK | =0 | F=1
Pkt 17 LZCAP Conn Rsp, ID 0x05, DCID oOxO0
LZCh Ztartc
Clk 004fe592:AM1 DM1 | NAK | =1 | F=1
Pkt 18 LZCAP Cfg Req, ID OxeS, DCID 0Ox00«
LZCAh Btart
Clk 0046eS596: AM1 DM1 | MAE | =0 | F=1

Viewing Offline

You can save the captured information for offline viewing
and analyss. This allows sharing of data files for
troubleshooting in different geographical locations.

1® EITHER Seect File 2 SaveAs...

OR PressALT + F + A
OR Click I,
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2m  Inthe Save As didog, type in the desired file name

and click OK.

Figure 3.12

Saving a data
file

M obiwave BPA-D10 User's Guide

Version 1.0

Save Az

Save in: I 5] Test Case Use Files

i |J=| ) =) fesfes]

@ Copy of Multi-Device.bpa @ PPF Device.bpa
@ Multi-Device.bpa @ Short File.bpa

@ kulti-Protocaol Large. bpa @ TCS Protocol bpa
@ kulti-Protocaol Large? bpa

@ QBE® Protocol Large. bpa

@ QBE Protocol Large? bpa

File name: FPFP Device.bpa

Save I

Save as bwper | Captured Files [*.bpa)

j Cancel |

v
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CHAPTER

Interfacing with the Hardware

This section describes the steps required to detect and
connect to the BPAs available in the network.  This must
be done before the software can be used for capturing any
data.

Searching and Managing BPAs ‘

Before connecting to a BPA, you must first detect its
presence in the network. The license for each individual
BPA must also be selected before you are allowed to
connect to the BPA.

You only need to discover the BPA once; the software will
register the information.

1® EITHER Seect BPA Interface 2
Search/Manage BPAs in Network

OR PressALT +B+S

OR Click the down arrow next to the BPA IP
address entry on the tool bar (figure
4.01).
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Figure 4.01

BPA IP
address entry
on the tool
bar

255.255.255. 0 = | @

2®  |n the BPA Information dialog (figure 4.02), click
Search BPAs. The Bluetooth Device Address as
well asits IP address will be displayed.

Figure 4.02 BPA Information Retrieved |
BPA
Information BD Address IF Addres Firrware Wer  Software Yer Hardware YWer -
. -3 |2 50,238 010001 00
0110 Mo Licenze
BD Addiess: | 00:04:5C:FF-F&: 98
¥ Uze DHCP ta obtain [P &ddress Automatically
Fieed IP Addrezs: | 192 . 163 . 111 . 111
Gatewaw: | 192 . 168 . 111 . 2
NetMaSk;| 255 . 255 . 285 . 0
Diagnostic nfo: |E|:u:utu|:| | Tw 0K | R OF. et IF Lonfig | Get License |
If DHCF failz, BPA will uze the Fized IP address instead
Search BPAs | ok |

3W  Sdect a BPA entry to edit its IP configuration or
retrieved its license. You must have obtained the
license for the BPA before you intend to connect.
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license to a file. Subsequent retrieval of licenses is

If this is the first time that you are retrieving the
license, a dialog box will prompt you to save the
appended to thisfile.

48 Click OK.

the software must do a search again if the BPA

If the DHCP fails in the BPA, it will fall back to the
fixed IP address and its configuration. In addition,
switched from fixed |P to DHCP mode.

Managing the License file \

The BPA uses a unique license management system.

To connect to a BPA, the software must have obtained the
license from the BPA hardware itself; select a BPA entry in
the list box shown in Figure 4.02 and click Get License to
obtain the license from the BPA hardware. The software
may have licenses for multiple BPAs. The file for storing
these licenses is configurable.

If you are retrieving licenses for the very first time or the
software could not locate the license file, you will be
prompted to save the license to a designated file (figure
4.03).
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Figure 4.03 BPA Information Retrieved |

Prompt to
save license
file. 00:04: 5C:FF:F&:45
Save As HE

Save it | (il Mobiwave BPADT0 = =i

E BPALicence. tst

File name: || Save I

Save a3 ype: ILicense Filef tat) =] Cancel |

[ Open as read-only
&
Search BPAs | ok |
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Connecting to BPA

After detecting a BPA, it can then be connected to the
Mobiwave BPA-D10 graphical interface viathe local
network.

1m EITHER Seect BPA Interface 2 Connect to

BPA

OR PressALT +B+C

OR Click the down arrow next to the BPA IP
address entry on the tool bar to activate
the BPA Neighborhood dialog box.

OR  Click &

This brings up the BPA Neighborhood diaog
(figure 4.04), listing the Bluetooth Device and IP
addresses of detected BPAs.

Figure 4.04 BPA Neighborhood ]|
BPA
Neighborhood BD Addrezs IP Address Firmware Wer  Software Ver Hardware Ver ﬂ
00:04:5C:02:00:02 10250124 Moz 100000 000
00:04:5C:02:00:04 1025028 Moz 100000 000
00:04:5C:FF:F3:E4 1025019 ooz 0loo0ioo o100
J <]
Search BFés | ok |

28 Sded a BPA entry. Click OK. The seleded BPA
entry’s IP address will be displayed as the BPA |P
addresson the toal bar.
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M The BPA Neighborhood dialog (figure 4.04) is a
'l scaled-down version of the BPA Information dialog
" (figure 4.02).

Setting BPA Options

Mobiwave BPA-D10 allows you to set options for the BPA.

1m EITHER Seect BPA Interface - Set BPA
Options
OR PressALT +B + O

This brings up the BPA Options dialog (figure
4.05).
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Figure 4.05 BPA Hardware Options
BPA Options

BFa Blustooth Device Mame; |

Dizcoverable Duration: IE':I ZeC

—ACL Packets Filker — Special Packetz Filter
W D1 ™ Nul
W DH1 ™ Pall
W D3 W EHS
W DH3 — 500 Packets Filter
¥ D5 v Dy
v | DHS W H1
[ sl W Hy2
W Hv3

[~ Packets with CRC Emar

— Transmizzion Power
Law [ High

— Inquiry Access Code
% GlALC [0:9E8E33) " LIAC [0x9EBEOO)

| k. I Cancel

The options available ae —

» BPA Bluetooth Device Name This is the user-friendly
name of the BPA when it is in discoverable mode.
Discoverable mode is necessary for capturing via fake
connedion.

» Discoverable Duration This is the length of time that
the BPA wil remain discoverable. During this
discoverable period, al Neighboring Bluetooth devices can
discover the BPA and its user-friendly name.

» Packet Filters The padket filters enable you to spedfy
what padket types to cgpture. ACL, SCO and other speda
padket filters are available. When unchedked, a padet type
will not be catured by BPA-D10. These unwanted padets
cannot be recvered later.
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» Packets With CRC Errors This is a packet
filtering option. When checked, the BPA will return data
that it has detected as having CRC errors.  Erroneous
packets are captured for statistical purpose (see figures 5.01
and 5.02)

» Transmisgon Power This option alow
configuration of the transmisson power when doing
inquiry and sync-ing to the master or dave device when
initiating a capturing session. For example, in an area
populated with Bluetooth devices, reducing transmission
power will restrict the number of Bluetooth Device
Addresses (BD_Addr) returned during inquiry.

* Inquiry Access Code This dictates the inquiry access
code GIAC (Ox9E8B33) or LIAC (Ox9E8BO00)) that the
BPA will send while locating Bluetooth devices within its
Neighborhood.

Setting the BPA to be Discoverable |

In order to capture data via fake connedion, the Bluetooth
piconet Master device must have the Bluetooth Device
Address of the BPA. This function sets the BPA into
discoverable mode so that the Master device can retrieved
the BPA's Bluetooth Device Address

1m EITHER Sedeada BPA Interface - Set BPA

Discoverable
OR PressALT +B +D
OR Click M

This option is only enable if the GUI is conneded to
the BPA hardware.

m=0Q0Z2
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Discovering Nearbhy Bluetooth Devices \

Before data capturing (via syncing to Master or Slave) can
commence, the target Bluetooth device (Master or Slave

respectively) must be discovered.

1m EITHER Seect BPA Interface Discover
Nearby Bluetooth Device(s)

OR
OR

As devices are discovered, the Frequency Hopping
Sequence (FHS) packet for each returned device is
shown on the MSC Window while the Bluetooth
Device Address of each device is appended to the

PressALT + B + N
Click &%

IP address list (figure 4.05).

Figure 4.06

List of
Bluetooth
devices

|00:80:37:04:56:49 ~|
T —
08:00:17:0B:67:78
08:00:17:0B:66:9E
08:00:17:0B:66:F0
00:D0:B7:03:26:F3

-

If no devices are returned, check to ensure that the
Inquiry Access Code in the BPA Options dialog is set
correctly (see Setting BPA Options).

Click EI to stop this operation
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CHAPTER

Capturing Data

There are currently 3 capturing methods available, namely

* capturing via fake connection
* capturing via syncing to the dave
* capturing via syncing to the master

Under most circumstances, at least one of the methods will
be applicable for every data logging session.

The procedures for capturing data are classified as actions
on the BPA GUI (represented by ) or the Master Device
User Interface (represented by m).

Capturing Via Fake Connection ‘

1# EITHER Seect BPA Interface - Connect to

BPA
OR PressALT + B + B
OR Click &,

2% EITHER Sdect BPA Interfface - Set BPA
Discoverable

M obiwave BPA-D10 User's Guide 47
Version 1.0



Capturing Data

3n

4%

¥

6

7m

8 senm

OR PressALT + B + D
OR Click &

Activate theMaster Device to Inquiry mode,
ensuring that both the BPA and the Slave device are
discovered.

[OPTIONAL]

If the BPA is still in the discoverable mode, repeat
step 2 to set the BPA to non-discoverable mode.
Alternatively, the BPA will timeout and set itself
back into non-discoverable mode.

EITHER Select Capture Data - Via Fake
Connection

OR PressALT + C+F
OR Click &

From the master device user interface, attempt a
connection to the BPA using its Bluetooth Device
Address discovered. The Mobiwave BPA-D10
software will provide visual and audio indications
to indicate that it is synced to the Master device.

Wait for connection failure on the master user
interface before connecting to dave.

If no data comes through, click Stopﬂ, stop the
Bluetooth connection between the Master and Slave
and repeat steps 5, 6 and 7.

A Bluetooth device that has a long timeout on
disconnection faill may not be suitable for use as
Master in this method.
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Capturing Via Syncing to Slave \

(g

2%

3%

4%

5%

6m

M obiwave BPA-D10 User's Guide

EITHER Seled BPA Interface - Connect to
BPA

OR PressALT + B + B
OR Click &,

The status bar will indicate "Conneding to BPA"
followed by "Conneaed".

EITHER Seled BPA Inteface® Discover
Nearby Bluetooth Device(s)

OR PressALT + B + N
OR Click 8%

The satus bar should dsplay "Discovering

Bluetooth Devices' followed by "Seaching for
Devices'.

Click Stop once the targeted device (Slave) is
found.

Seled the Bluetooth Device Addressof the intended
dave.

EITHER Sdeda Capture Data - Via Save
Address

OR PressALT + C+S
OR Click &

The status bar will indicae “Slave Synced” with
audio feedbadk oncethe processis complete.

Activate the mnnedion from the Master Device

Version 1.0
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7%

The BPA's gatus bar should indicate “Capturing
Data” and generate an audio feadbad. If there is

no visua and audio feadbad, click Stop El and
reped from step 4.

If there is no data @ming in, click Stop S and
reped steps 5 and 6.

To halt data capture, click Stop =1,

The BPA must exeaute an Inquiry and must have
discovered the dave device before this method can be
used.

Make sure that the Bluetooth Device Address
(BD_ADDR) of the intended Save is captured.

Always disconned the BPA before powering off the
BPA hardware.

Capturing Via Syncing to Master \

(g

2%

M obiwave BPA-D10 User's Guide

EITHER Select BPA Interface - Connect to
BPA

OR PressALT + B + B
OR Click &,

The status bar will indicate "Connecting to BPA"

followed by "Connected".

EITHER Select BPA Inteface® Discover
Nearby Bluetooth Device(s)

OR PressALT +B + N

Version 10
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38

4%

¥

6

OR Click &4

The status bar should dsplay "Discovering
Bluetooth Devices' followed by "Seaching for

Devices'.

Click Stop =] oncethe targeted device (Master) is

found.

Seled the Bluetooth Device Addressof the intended

Master.

EITHER Sededa Capture Data - Via Master

Address

OR PressALT + C + M
OR Click €&

The status bar will indicate “Capturing Data” and

there will also be audio feedbadk.

Activate the mnnedion from the Master Device

If there is no data cming in, click Stopil and

reped steps 5 and 6.

To halt data capture, dlick Stop =,

m=-0Z

The BPA must exeaute an Inquiry and must have
discovered the master device before this method can
be used.

Make sure that the Bluetooth Device Address
(BD_ADDR) of the intended master device is
cgptured.
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Stopping Data Capture \

1%® EITHER Sdect Capture Data - Stop Data

Capture
OR PressALT +C+D
OR click ]

Which method to use?

When deciding on which capturing method to use, the
following table can be used as a reference. Note that the
table is not exhaustive and users must exercise their own
judgments.

The following factors must be considered:

Isthe Slave discoverable?
Isthe Master discoverable?

The following table can be used as a guide for selecting the
capturing methods.

Table: Guidefor selecting Syncronization M ethod

Fake Connection

Master is M aster isnon-

discoverable discoverable
Slaveisdiscoverable All Methods Sync to Slave or
Slave is non-discoverable Sync to Master or Fake Connection

Fake Connection

Displaying Statistics \

The BPA software offered packet statistics at a glance.

1m  Sdect Capture Data - Vital Packets Statistics

M obiwave BPA-D10 User's Guide
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2m  To view the detalls for the different packet types,
click the Packet Type Breakdown tab (figure 5.01).
This displays the number of packets captured, the
number of CRC errors and the percentage error.

Fig ure 5.01 Vital Packet Statistics

Packet Type Packet Type Breakdown | Frequency Ermor Distribution

Breakdown Pt Type Nurn Of Pkt Mum Of CRC Enr % Enr
Hull 1) 0 1)
ol 0 0 0
FHs 0 0 0
Dr1 31358 1} o
DH1 33 0 1}
HY1 1] 0 o
H2 1} 0 1}
HY3 1) 0 1)
O 1} 0 1}
a1 1} 0 1}
D3 5585 1} o
DH3 12865 0 1]
o7 i 0 0
77 o 0 0
D5 2914 0 1}
DHE 27936 1} o

Dropped Pkt [Estimated);  |3877 Corupted Pkt ID—
Fietransmission Pkt [Estimated):  [518
Canesl |

You must configure the BPA to return padkets to
tabulate the aror distributions of the padkets. This
applies to both Padket Type Bre&kdown and
Frequency Error Distribution.

Press PressALT + B + O to set the BPA Options.
Chedk Packets with CRC Error.

3 W To view the frequency error distribution, click the
Frequency Error Distribution tab (figure 5.02). This
table displays the number of CRC errors
encountered in eath RF Channel as defined in the
Bluetooth  Spedficaions Pat A - Radio
Spedfications. It gives user a dea view of the RF
Channel(s) that encounter the most
interference/collisions.
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Figure 5.02
Packet Type Breakdown  Frequency Ermor Distribution I

Frequency

Error

Distribution 0 1 2 3 4 5 5 7 8 3
Freq 0 0 0 0 0 0 0 0 1] 1]
Freq10 O 0 0 0 0 0 0 0 0 0
Freq20 0O 0 0 1] 1] 1] 1] 1] 1] 1]
Freq30 0 0 0 0 0 0 0 0 1] 1]
Freqdl O 0 0 0 0 0 0 0 0 0
Freq50 0 0 0 1] 1] 1] 1] 1] 1] 1]
Freq60 0 0 0 0 0 0 0 0 1] 1]
Freq70 O 0 0 0 0 0 0 0 0

Shows the Frequency Band where Erroneous [bad CRC) baseband packets originated.

Canesl |

Error Detection and Calculation \

Mobiwave BPA-D10 detects errors and indicates the error
status at the bottom right corner of the Ul.

Figure 5.03 X |41 il

Status bar i |Heu:u:un:|s =18351, Enrars =105 2
with number
of records
and errors.

Errors are classified as:
) Corrupted Packets, baseband packets with bad
CRC;
i) Drop Packets and;
i) Illegal/unknown/incomplete protocol messages

Note that error classified under iii) could be due to i) and/or
ii).

For example, a dropped packet may result in an incomplete
L2CAP message, which leads to an incomplete OBEX
message. Subsequently, there are atotal of 3 errors.
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CHAPTER

Customizing Captured Data Interface

The Mobiwave filter engine provides great flexibility in
selecting the Bluetooth protocol information to display.
The filtering rules may be based on

» Thetype of packets such as ACL and SCO
 Active member address (AM_ADDR)

» The protocol typessuchasLM, L_CH, L2CAP,
RFCOMM, TCS, OBEX, HLDC and PPP,

Mobiwave BPA-D10 also alows you to customize the
color scheme for the different protocol layers, Bluetooth
devices, and the protocol headers and body of the raw data
window.

This section describes how you can set

* Packet filters for easier debugging

* Protocaol filters for easier debugging

* Font size to accommodate different screen sizes
* Text colors for the various protocols
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Setting Packet Filters ‘

To make it easier to debug a particular protocol layer or
device, you can filter captured data based on

* Packet types (e.g. DH1, DH3)

 Active Member Addresses (AM_ADDR) or
* Protocol Layers

1® EITHER Seect Edit-> Eilter Protocol

OR PressALT +E +F
OR Press Ctrl + F
OR Click E.

This brings up the Filter Properties dialog (figure
6.01).

28  Click the Baseband Filter tab.
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Figure 6.01 Filter Properties Properties
Baseband :
Filters BazeBand Filter I Pratocal Filker Options I

—A&CL Packets — Special Packetz
W Bl Pl
¥ DHI v ol
W DM3 ¥ EHS
¥ DH3 ¥ Conupted Packets
¥ DM5 —5C0 Packets
W DHS 1BV
5 ¥ Hv1
W
B ¥ Hy2
v HY3
Clear Al ACL | @
Clear all 5C0 |
— Device Filker
v &M_ADDRO [ AM_ADDR 4
I aM_ADDR1 W &M_ADDR &
v 4M_ADDR 2 ¥ AM_ADDR 6B
¥ &M_ADDR 3 AM_ADDR 7

¥ Display Betransmizzion Packet

Check &1l |

Cleardl |

]|

0k, I Cancel

3 W Check the boxes of the packet types you wish to
display and/or uncheck those you do not wish to
display. The packet types available are -

M obiwave BPA-D10 User's Guide

» ACL packets (DM1, DH1, DM3, DH3, DM5, DH5
and AUX)

» SCO packets (DV, HV1, HV2, HV?3)

o Specia packets (Null, Poll, FHS, corrupted
packets)

To filter off al ACL packets, click the Clear All
ACL button.

Similarly, to filter off all SCO packets, click the
Clear All SCO button.
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4m  Check the boxes of the devices (AM_ADDRO to 7)
you wish to display and/or uncheck those you do
not wish to display.

58 To display retransmitted packets, check the Display
Retransmisson Packet box or press Alt + R. By
displaying retransmitted packets, you will have an
idea of the traffic and rate of retransmission within
a Piconet.

6@ Click OK to complete the operation or Cancd to
exit without changing the options.

To select all the packet types and device filters, click
Check All or pressALT + H.

To deselect all the packet types and device filters,
click Clear All or pressALT + A.

Setting Protocol Filters \

You can aso spedfy which protocol layersto display.

1® EITHER Seded Edit-> Eilter Protocol

OR PressALT +E +F
OR PressCtrl + F
OR Click E.

This brings up the Filter Properties didlog (figure
6.02).

28 Click the Protocoal Filter tab.

3 W Ched the boxes of the protocol filters you wish to
use. The protocols available ae —
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* Link Manager (LM)

¢ Logical Channel (UA/UI)
» Logica Link Control and Adaptation Protocol
(L2CAP)

* Service Discovery Protocol (SDP)

* RFCOMM

* Telephony Control Protocol (TCS Bin)
* Object Exchange (OBEX)

« AT Commands

» HDLC Protocaol

 PPP Protocol

Figure 6.02

Protocol
Filters
Options

Filter Properties Properties

BazeBand Filker  Protocal Filker Optionz |

Logical Channel (U0

Logical Link Contral and Adaptation Protocol [L2CAF]

v

™

v

¥ Service Discovery Protocol [SDF)

¥ BFCOMM

¥ Telephony Contral Protocal [TCS Bin
¥ Object Exchange [OBEX)

¥ AT Commands

¥ HOLC Protocal

¥ PPP Protocal

Clear all |

Check Al |

o |

Cancel |

4m® Click OK to complete the operation or Cancel to
exit without changing the options.
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To remove al protocol filters, click Clear All or
pressAlt + A.

To include al protocol filters, click Chedk All or
pressAlt + H.

Setting Font Size

1m EITHER Sdect Edit> Change Font Size

OR PressALT +E+S
OR Click (4],
This brings up the Change Font Size dialog (figure
6.03).
Changing

Font Size

Font Size: iG] -

k. I Cancel

2m  Click the Font Size field to bring up a list of
options, namely Small, Medium, Large.

3 W  Sdect the desired font size.

4m® Click OK to complete the change or Cancel to exit
without any change.
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Setting Basic Text Colors \

You can define the color of text displayed for each
protocol. Each connection (referred to by AM_ADDR) has
a configurable color assigned to its MSC arrow.

1m EITHER Sdect Edit= Color Options

OR PressALT +E+C
i v
OR Click Ful,
This brings up the Color Selection dialog (figure
6.04).
Figure 6.04 Color Selection |
Color
Selection
— Protocol Color
FFF
AT Command OBEX SOF Attribute
BFCOkk SDOP
L2CAR
e | L
— Connection Caolar —FRaw Data Dizplay

Akd_ADDRO

&M_ADDR4 |
n‘ﬁ-M_n‘ﬁ-DDHl | ."'-".r'-'1_."1".|:| [l HE B':"j_lr_l |:|:|||:|r |

AM_ADDRZ | Ab_aDDRE

Am_aDDR3

ab_sDDRY

| ok I Cancel

2m  Click the protocol for which you wish to change the
text color. This brings up a color palette for the
selected protocol (figure 6.05).

M obiwave BPA-D10 User's Guide 61
Version 1.0



Customizing Captured Data I nterface

Figure 6.05 PPP

Color Palette .
Bazic colors:

e e
__ U |
T ..
C Ay g i)l
ENEEEEEN
HENENT .

Custam colors:

o
o r

Define Custom Colors > |

s I Cancel |

3 W Click the color you wish to use for the text of the
selected protocol.

4m Click OK to set the color or Cancel to exit without
any change.

5m At the Color Selection dialog, click OK to complete
the change or Cancd to exit without any change.

Setting Custom Text Colors \

If the desired color is not available in the basic palette, you
can define a custom color.

1m  Follow steps 1 and 2 of Setting Basic Text Colors.

2Mm  Click Define Custom Colors or press ALT + D.
This brings up an additional color definition section
(figure 6.06).
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Figure 6.06 PPP =T=] |
Custom Color Basic colors: '
Definition =
Er T
m T =N
ErrEET.N
HEMrEEEEEN
ENEEEEEE
EEEENIMG .
LCustom colors:
e =
I_I_I_I_I_I_I_I_ ﬁat:lﬁ Greer: | 70
Wefine Custanm Calors == | CalorSolid Lurm: Iﬁ Elus: Iﬁ
| k. I Cancel | Add to Cuzstom Colors |

3 W Sdect a custom color using one of the following
methods -
» clicking on the visual palette
» defining the hue, saturation and luminosity
» defining the red, green and blue color components

4m Click Add to Custom Colors or press ALT + A.
The newly defined color will be added to the
Custom Colors palette.

5M®  Click the color in the custom palette that you wish
to use for the text of the selected protocol.

6 Click OK to set the color or Cancd to exit without
any change.

7MW At the Color Selection dialog, click OK to complete
the change or Cancdl to exit without any change.
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Assigning L2CAP Channel ID

Mobiwave BPA-D10 automatically deciphers the L2CAP
protocols and determines the upper layer protocol that sits
on top of a particular L2ZCAP Channel.

There may, however, be situations when these assignments
need to be done manualy, such as when the L2CAP
Session was not completely captured over the air, or when
the PSM assigned is not as specified in the Bluetooth
Systems Specifications.

1m  Select Edit= Assign L2CAP PSM

This brings up the Assign L2CAP Channel ID to
PSM diadog (figure 6.07), which displays the
L2CAP connections detected in the current captured
session.

LSO s sign L2CAP Channel ID to PSM ]|
Assign L2CAP

Channel 1D to Device: |&M_1 7] PSM: [sDP - Change |

Master CID: [0+0D43 Stant Clock:  |7+03302293 Adld
Slave CID: |DHDD43 End Clack: |DHDEBDa32u: Delete

0001
Ix0003

=
[T L2CAF CID/PSM Manualy Assigned Ok Cancel |
28 Toadda omnnedion—
* Click the Device fidld and seled a device (figure
6.08).
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Figure 6.08

Selecting a

Device

Figure 6.09

e Click the PSM fidd and sdlect a PSM value
(figure 6.09).

» Enter the Master CID and Slave CID

» Enter the Start Clock and End Clock values

* Click Add

Selecting a SOP
PSM Value RFCORMM

3m

4Am

TCS
TCS-BIM

To modify a mnnedion —

* Click a mnnedionin thelist.

* Type the necessary changes in the gpropriate
fields.

* Click Change.

The system will update the danges in the
respedive fields.

To delete a ©nnedion —

* Click a mnredioninthelist.
* Click Delete.
The system will delete the annedion.

Users can aso reset the manual connedions by
unchedcking L2CAP CID/PSM Manually Assigned.
This will force the BPA-D10 GUI to use the
CID/PSM assgnment as cgptured in the data.

Click OK to complete the operation or Cance to
exit without any change.
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When deading, the BPA will match the device
connedion's (AM_ADDR) Master CID or Slave CID
within the stipulated clock ticks and assgned it to the
designated upper layer protocol.

Assigning RFCOMM DLCI to Profile |

Mobiwave BPA-D10 automatically deciphersthe SDP
protocols and determines the service/profile on top of
RFCOMM to decode. However, if there are no SDP
sessions available, Mobiwave BPA-D10 will not be able to
determine the profile/service in use. The RFCOMM
Channel number then needs to be assigned manually.

1m  Select Edit2 Assign RFCOMM CN

This brings up the Assgn RFCOMM DLCI to
Profile dialog (figure 6.10) which displays the
RFCOMM sessions detected in the current captured
session.
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Figure 6.10 Assign RFCOMM DLCI to Profile [ ]
Assign
RFCgMM Device: |f.w|_1 vl DLCI: IE'><U8 o
LChange |
Channel to Prafile ID: |umus Start Clock: |Dxﬂ?9f92f8
Profiles Add
Profile Name: [DBEX Fie Trarster Profie  »]  EndClock:  [0+0753320 Do
Delete |
ddr Start Clk. Stop Clk DLCI Profile 1D Profile Mame -
=07 3328 0070634320 OBE: File Transfer Profile
Jid
™ BFCOMM DLEI Manually Assigned OK I Cancel |
20 Toadda onredion—

¢ Click the Device field and seled a device
* Click the Profile Name field and selea a profile
name or enter a hexadedmal value for the Profile

ID field.

» Enter the values for the DLCI.

* Enter the vaues for the Start
Clock.

* Click Add

To modify a mnnedion —

* Click a mnnedioninthelist.

* Type the necessary changes in
fields.

* Click Change.
The system will
respedive fields.

updete the

To delete a onnedion —

 Click a onnection inthe list.
* Click Delete.

Clock and End

the gpropriate

dhanges in the
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The system will delete the cnnedion.

3® If user would like to use the originally dedpher
information from the data caturing sesson, he
should unchedk the “RFCOMM DLCI Manualy
assgned” option.

4m® Click OK to complete the operation or Cancd to
exit without any change.

I BPA will match the device onredion’'s RFCOMM
'l DLCI within the stipulated clock ticks to the
" designated upper layer protocol.

Setting Time Markers

Mobiwave BPA-D10 provides 2 time markers, SO and S1,
that allows you to measure the timing between any two
points of interest in the captured Bluetooth protocols
information.

1m  Click the packet you want to mark as the start of the
timing period.

28 Click %5 to mark the packet as SO.

The clock value of the marked message appears on
the status bar (figure 6.11).
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Figure 6.11

Setting time
markers

Y bigfile.bpa - BPA-D10 HE e
Fle Edi Seach View BPAlnterface CapwieData Help

|EHE%|T =& e e mr| 2T 66 & & |[aspe:conp:re:rr 7|10 2 50 238 |+ | B

PHt 51 RFCOMNM Datawith CFC, DLCI 0x08, Len 0<0000 i’ [0BEX Success esponse 0x43 ;II
L2CAP Dats, CID 0x004a, Len Dx0005 DBEX Get Opcode 0403
L2CA Start i 2
Clk 075347 AN DITJACKS=0]F=1 E 3
Pkt 52 OBEX Get Packet Length: 4.
RFCOMM Dia, DLC 0x08, Len 0x0021 esder [0 5
L2CAP Data, CID 0x004a, Len 0x0025 IR EAPITEG THECE __
Lo0A Start End of Body: el version="1.0" B
isting STSTEM “obe
Clk 07536 cAM DM3[ACK[E-1]F-1 ﬁ.’” Kfalder g veisa | C
Pki53 RFCOMM Datawith CFC, DLCI 1408, Len 0x0000 e [
L2CAP Dats, CID (%0059, Len 0x0005 el [
L2CA Start created=' ¢
2002010316000
Clk 07896} 2: Al DMI[NAK] S ey o
e - RWD" modifed="s | %5
= d="2001082370924
. Len 0x029b 1B0DDIE" 5. <l
L2CAP Dats, CID (%0059, Len 0x0250 HOTE765" userpen | O
L2CA Start (Segrment ) 102970753042 e {5
Clk 07536 = AN 1 DM3[NAR]S=1[F=1 E] scossoed 200201 o
me="testfle bin" size
Fkt55 L2CA Continue (Segment 1) m="RWD" modifiec
CIk 078136 R2:AM1 DM3[NAK| S-0]F=1 aled="200112207C:
037160000 > /¢
Pkt 56 L2CA Continue [(Segment 2)
Clk 075136 RacAM DM3[NAK|S=1]F=1
l::mnr LI0A Continue (Senment L’LI . L'LI
= OBEX Pcket 0 02 of 49 02 co 3c 3 78 6d 6 20 78 65 72 73 T T<7zml vers -
B9 B Be 3d 22 31 26 30 22 ¥ e s Jo 21 44 4 fan="1.0"%:. <100
43 54 53 50 45 20 66 Bf 6o B4 65 72 2d fic 69 73 CTYPE folder-lis
74 B9 Be 67 20 53 59 53 B4 45 4d 20 22 #f ting SYSTEW "a
=-RFCPMM Data: all 02 of 43 02 cc 3c 3 78 6d o 20 T 1<7uml
H 76 BG 72 73 63 Bf Be 3d 22 31 2e 30 22 3f 3e Oa wersion="1_0"73
3c 21 44 4f 43 54 53 50 45 20 BE Gf Bc B4 B 72 <IDOCTYPE folder
2d B B3 73 74 B9 Bz 67 20 53 59 53 54 45....... “listing SYSTE...
e, 20 02 of 49 02 ce 3 3 Troie?
78 6d B 20 76 65 72 73 63 6f Be 3d 2 31 2e 3 sml wersion="1.0
22 ¥ e 0a 3021 44 4 43 5453 50 45 20 66 & "7 <IDOCTYPE fo
Bc B4 B5 72 2d o B9 73 74 B3 Be 67 20 53 Ilder-listing & -
Welcome to Hobinave BPA 10 UI SO-0f075563c | (51=0n07io65a ISD_-SUZI])(DEIDDD_DSE [ [Records = 80751, Enors = 10173 — |
Message marked S1 Clock difference

Message marked SO S0 value Slvalue

3 W Click the packet you want to mark as the end of the
timing period.

4m  Click 81 to mark the packet as S1.

The clock value of the marked message appears on
the status bar (figure 6.11). The clock difference
between SO and S1 is also displayed.

SO and S1 can be used as demarcations for printing,
i.e. printing the messages between SO and S1 only by
clicking & or Alt+F+M.
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Setting Book Markers

Mobiwave BPA-D10 provides 8 book markers for easy
access to certain areas of interest, eliminating the need for
tedious scrolling in order to view different areas.

1m  Click the packet you want to bookmark.

2 ®  Click one of the bookmarks (figure 6.12) to assign it
to the selected packet. Once a bookmark has been
set, the corresponding Goto icon  will be enabled
(figure 6.13).

Figure 6.12 B

Bookmark

Figure 6.13 T

Goto
bookmark

Clearing Book Markers

1m EITHER Click the bookmarked packet and click
on the corresponding bookmark. This
toggles the bookmark off.

OR Select another packet you wish to
bookmark and click on the bookmark
you wish to clear. This sets the
bookmark to the newly selected packet.
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1.

highlight the tagged message.

Click the desired bookmark. The display will then

Figure 6.14 : [=[#]x]
File Edt Seach Yiew BPAIntedace CaplueData Help
Bookmark in 2RSS (T Zn @ e mE 2T 0 e e ©|[assceoneerr =||[10 . 2 50 236 |+ | 2
. Pkt 60 RFCOMM Data, DLC) (<08, Len 0x0034 | [018EX Put T2 =
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—TEC IFinal Bt 0x00
Clk 079196 car AR DM3[MAK] S=1]F-1 e o 3
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CHAPTER

Using the Search Function

Mobiwave BPD-D10 allows you to search for errors easily
through the forward and reverse search functions.

The errors include missing packets, packet assembly and
segmentation, command and data fields, and missing and
illegal dataerrors.

This section describes how you can use the Search function
to

* |ocate errors
* locate retransmitted packets
* ook for PDU content

Forward Searching of Errors ‘

1® EITHER Select Search 2 Goto Next Error

OR PressALT + S+ N
OR Press <F5>
OR Click 2.
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This brings you to the next error, which is
highlighted (figure 7.01). The error number and
error count are indicated on the status bar.

Figure 7.01 I Multi- Device - BPA-D10
Err(ln(neous 5 S = &l 3 & |[aa-BA:cc:nD:EEFFF| o
Packet L2CAP Conn Rsp, 10 D1 1, DCID 00041, SCID 02 {L_CH Pkt (Freq 00) -
L2CA Start

Clk 019bccce:An3 : g:ﬁ"j

Pkt Pall Packet L_CH Flaw ik

Clk 01 9bcedD:akd3 [Foll [ACK[S=1]F=1] L_CH Len: g*;bg

. b 1=
PLin LZCAR Cig Feg, 1D 0x12, DCID 0x0041, Flags 00000
L2CA Start

(Clk 01 9bcedi:AM3

Flt 0 Mull Packet

(Clk 01 9bceda:AM3

Flt 0 L2 ntir nent 0 Press. Pl Dropped)|

Clk 01 9hcd36:AM3

Flt0 Foll Packet

Clk 01 9bcd38:4Ak3 [Foll [aCK[S=0]F=1] -

PLin L2CAP Clg Req, ID 0x02, DEID 00046, Flags 0x0

L2CA, Start
i a F—
e
L2Ca_CONT: 0d 00 3e db >

Error number Error Number of
detected Errors

Reverse Searching of Errors ‘

1m EITHER Seect Search > Goto Prev Error

OR PressALT + S+ P
OR Press <F4>
OR Click &

This brings you to the previous error.
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Searching of Retransmitted Packets ‘

1® EITHER Seect Search -2 Goto Next
Retransmitted Pkt

OR PressALT + S+R
OR Press<F7>
This brings you to the next retransmitted packet

(figure 7.02).

Figure 7.02 Pkt 161

Retransmitted  Clk DODffcE:AM? 4|Drm IN»‘-\KI =1 | = |—-—

Packet

Searching by Protocol, Message or Data Pattern \

1® EITHER Seect Search = Search PDU Content

OR PressALT + S+ C
OR Press SHIFT + <F3>
OR Click &,

This brings up the Search dialog (figure 7.03).
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Figure 7.03 Search

Search

LMF riot walid B

N = s | | S e

2m®  To seach by protocol —

* Click the radio button next to by Protocol Type
(figure 7.03).

e Click the Protocol field and sedled the protocol
(figure 7.04). < Click the Message Type field and
seled the message type (figure 7.05).

Figure 7.04
Selecting
Protocol L2CAP
{RFCOk R

SOP

SOP Abtribute
Figure 7.05
Selecting LMP not valid

Message Type

LMP_name_req
LMP_name_res
LMP_accepted
LMP_niot_accepted

To seach by data pattern —
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 Click the radio button next to By Data Pattern

(figure 7.06).

 Type the desired pattern in the Data Pattern field.

 Select Hex, ASCII or Unicode by click on the appropriate radio button.

Selecting

Message Type Find by:
™ by Protocal Type ¥ by Data Pattern
— Protocal Type
Protocal: |LMP j Mezzage Type:  |LMEP nob valid j
— Data Pattern

Diata Pattern:  |Owdd 046f 0262 0463 0x77 0x61 0x76 065

Fird Hext LCancel
38 EITHER Click Find Next
OR Press <F3>
The next packet that satisfies the stated conditions
will be highlighted.  Similarly the located data
pattern is also highlighted on the Raw Data Window
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Appendix A

Technical Specification \

This section lists the electrical, environmental, and physical characteristics of the
Mobiwave BPA-D10.

Power Requirements
Peak : 5V @ 1.5A

Norma :5V @O.7A

Radio Specifications

Transmitter power : +18 dBm (High)
+10 dBBm (Medium)
0 Bm (Low)
Recaver sengitivity : <-80 dBBm
Frequency range 1 2.402—- 248 GHz
L EDs Display

PWR : Active when power is applied to Mobiwave BPA-D10

LAN : Active when Mobiwave BPA-D10is conneded to LAN

SYNC : Active when Mobiwave BPA-D10 synchronizesto
Bluetooth devices under observation

RX: Active when radio transcaver isreceaving data

TX: Active when radio transcaver is transmitting data
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Certification
FCC 47CFR part 15.19
CE mark
VCCI

Environmental Spedfications

Operating temperature : 5°C to +50°C

Storage temperature : -20°C to +80°C
Humidity 1 < 80%

M echanical

Dimensions:

e 22x16x5cm (8.7 x 6.3 x 2.0 inches)

Weight:
e« 11kg(2.51bs)

Connectors:
 DC+5V input jack, center positive
* RM5 (LAN port, 10/100BaseT)

Switches;
* Power on/off

Antenna
e 2.4GHz external antenna
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Keyhoard Shortcuts ‘

You can use keyboard shortcuts to access or activate many
of the functions available in the user interface.

Function Performed Press
Open a previously saved captured datafile CTRL + O

Print a hardcopy CTRL+P
Post-filters on captured data CTRL +F
Search CTRL +F3
Search again F3

Go to previous error F4

Go to next error F5

Go to next retransmitted packet F7

View packet statistical information CTRL+ALT+S
Bookmark CTRL +1..8

Go to boomark ALT +1..8

Troubleshooting Guide

The following is a list of possible situations that you may
encounter during the use of BPA-D10. This will serve as
reference for assistance before you contact our dealer or
factory directly.

Possible Problems Encountered Corrective Actions
Turn on the power switch on BPA-D10and  « Check that the power adaptor jack is
nothing happen connected to BPA-D10.

e Check that the power adaptor is
plugged into the power socket and is
switch on.

« If condition persists, please contact
our nearest dealer or factory.

PWR indicator is on but failed to make a « Check that network cable is securely
connection to BPA-D10 from the host connected to BPA-D10.
¢ Check that correct network cable is
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used; cross cable for direct host to
BPA-D10 connection and straight
cable for connection through LAN.
Ensure that the host has obtained a
license from BPA-D10.

Ensurethat the host and BPA-D10 are
in the same network | P subnet.
Ensure that the attempt to make the
connection only when the LAN LED
isflashing.

LEN error dialog box appear Change the network cable or to a shorter
cable.

All 3 PWR, LAN and SYNC LED Please contact our nearest dealer or
continuous lit in amber factory.

Excessive packet retransmission, corrupted o
packet and dropped packet .

There is no audio feedback during
synchronization to Bluetooth ™ device

Synchronization to Bluetooth ™ device is
successful, however BPA-D10 fails to
capture any data .

Prop up the swivel antenna.

Place the Bluetooth ™ devices under
test and BPA-D10 closer to each
other.

The Bluetooth ™ devices used might
be defective or of poor quality.

The environment where the test is
conducted might have too much RF
noise.

Encryption could be active in
Bluetooth ™ devices under test.

Check that the audio is not disabled
on the host.

The audio playback volume setting
might be too |ow.

Check the correct synchronization
method used.

Place the Bluetooth ™ devices under
test and BPA-D10 closer to each
other.

Follow-on link connection between
Bluetooth ™ devices should be made
immediately after synchronization.
Repeat the data capturing steps again.

BPA is found in network neighborhood. Do a search again and check that the IP
However, connection returns message address of BPA-D10 is set correctly and
"BPA isnot available..." conforms to the subnet addresses.

BPA-D10 hardware disconnected .

Check that the network cables
connection are secure.

Change the network cable and try
again.

Disable the standby mode at the host
compulter.
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