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01 August 2025
TO: FCC
ATTN: Regulatory Officers

Subject: Covered Equipment or Services

Applicant: Deere & Company
Product: IDLink™ R Modem — 4G
Models: MA4R

To whom it may concern:
Deere & Company reviewed the Covered Equipment or Services list below.

Covered Equipment or Services* Date of Inclusion on Covered

List
Telecommunications equipment produced by Huawei Technologies Company, including telecommunications or video March 12, 2021
surveillance services provided by such entity or using such equipment
Telecommunications equipment produced by ZTE Corporation, including telecommunications or video surveillance March 12 2021

services provided by such entity or using such equipment

Video surveillance and telecommunications equipment produced by Hytera Communications Corporation to the
lextent it 1s used for the purpose of public safety, security of government facilities, physical secunty surveillance of critical March 12. 2021
infrastructure, and other national security purposes, including telecommunications or video surveillance services
provided by such entity or using such equipment

Video surveillance and telecommunications equipment produced by Hangzhou Hikvision Digital Technology

Company, to the extent it is used for the purpose of public safety, security of government facilities, physical security March 12 2021
surveillance of critical infrastructure, and other national security purposes, including telecommunications or video
surveillance services provided by such entity or using such equipment

Video surveillance and telecommunications equipment produced by Dahua Technology Company. to the extentitis
used for the purpose of public safety, secunty of government facilities, physical security surveillance of critical March 12. 2021
infrastructure, and other national secunty purposes, including telecommunications or video surveillance services

provided by such entity or using such equipment

Information security products, solutions, and services supplied, directly or indirectly, by AO Kaspersky Lab or any of its March 25, 2022
predecessors, successors, parents, subsidiaries, or affiliates

International telecommunications services provided by China Mobile International USA Inc. subject to section 214 of March 25 2022
the Communications Act of 1934

[Telecommunications services provided by China Telecom (Americas) Corp. subject to section 214 of the March 25, 2022
Communications Act of 1934

International telecommunications services provided by Pacific Networks Corp and its wholly-owned subsidiary September 20, 2022
ComNet (USA) LLC subject to section 214 of the Communications Act of 1934

International telecommunications services provided by China Unicom {Americas) Operations Limited subject to September 20, 2022

section 214 of the Communications Act of 1934

Cybersecurity and anti-virus software produced or provided by Kaspersky Lab, Inc. or any of its successors and
assignees, including equipment with integrated Kaspersky Lab, Inc. (or any of its successors and assignees)
cybersecunty or anti-virus software
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Here is the conclusion and the justifications from the review.
ITEM CONCLUSION
The device IS NOT capable of
storing or running software
listed on the covered list and
therefore IS inherently
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JUSTIFICATION

Deere & Company does not engage
with any suppliers listed on the
Covered List.

Our Supplier Add process includes
stringent controls and audits,
incorporating IT risk assessments. As
part of this process, all John Deere
suppliers are required to comply with
our Supplier Code of Conduct, which
mandates verification that no
sanctioned suppliers or products are
present in their supply chains.
Compliance is further validated
through an external monitoring
service that oversees our sub-tier
supply chain.

The software used in this device
operates within a closed system,
preventing third-party software
installations. Firmware updates are
exclusively managed by Deere &
Company, and all devices are actively
monitored. Any attempt at firmware
tampering triggers an event
notification

This document is solely submitted for purposes of review and for the certification of wireless devices
and for no other purpose and should not be disclosed to any third parties without prior written consent

of Deere & Company.

Should you have any questions, comments, or require additional information regarding this matter,

please dg not hesitate to contact me.
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Lane Arthur

Vice President, Precision Technologies
Deere & Company,

One Deere Place, Moline, IL 61265, USA.
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