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About this Manual

The Reference Manual is intended for the system administrator, as a guide for implementing the
First Access security solution. It assumes a working knowledge of Windows NT Server and
Workstation.

Chapter 1 introduces the First Access System. It puts the role of First Access Enterprise into
perspective by providing a background sketch of enterprise security and the role played by the
end-user in the security of any organization.

A brief overview of the System Architecture in Chapter 2 is followed by a description of the
installation procedure in Chapter 3 - First Access Enterprise. The procedure is preceded by a
section on several considerations that are to be noted before starting the installation.

Chapter 4 describes how the First Access system has been integrated with the User Manager for
Domains utility of Windows NT.

Chapter 5 provides a deployment guide in the form of a sample case study where the system
administrator s guided through the fundamental steps needed to put the First Access system into
operation.

An in-depth description of Vicinity Authentication is provided in Chapter 6 followed by step-
by-step instructions on how to configure a First Access user’s authentication and authorization
profile. End-user authentication is described in Chapter 7.

Typographic Conventions

) % : Notes are written in izalics and are used to draw atiention to important points .
3
LA

Y

V Tips remind the reader of points that are pertinent to the topic under discussion.

Bold italics  This style is used to indicate items that appear on interfaces such as menu
options.

Vicinity Authentication™ This style is used for trademarks of First Access Ltd.



FCC Compliance

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to correct the interference by one or more of the following
measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

Changes or modifications to this unit not expressly approved by the party responsibie for
compliance could void the user’s authority to operate the equipment.
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Enterprise Security

Enterprise Security

With the shift from massive mainframes to the more flexible client/server
network technology, with today’s world of internet connections, intranets
and extranects, few, if any computing environments work in isolation
anymore.

The Internet has revolutionized our lives in more ways than one. Not only
has it brought new technologies into existence, it has changed the
fundamental concept of networking and business Two key features of this
new environment are ‘communication’ and ‘mobility’. The phenomenal
degree of mobility brings into prominence a wide array of threats to
information technology from illegitimate users. Securing your product and
proprietary information has become the vital concem of corporate
environments.

Vendors have not been far behind to jump on the security bandwagon and
supply companies with the ideal solution. Today there is a bewildering
array of security products to counter every type of security threat
imaginable.

There are authentication systems to assist in the all-important user
identification and access control systems to control data access based on
the identity of the user. Active content security servers/clients and anti-
virus programs are employed to guard against external/internal software
attacks. Cryptography protects the integrity of your data when in transit
and firewalls restrict traffic between the LAN and other external networks.

Enterprise Security and the end user

1t is fairly obvious that the cornerstone of any security policy must start
with the identification of the legitimate users of the system. These users
may be employees, system administrators, customers and the like. All of
these users however do not have access to the same data and also differ in
what they arc allowed or should be allowed to do with the data. Thus the
root of enterprise security is in controlling which user can view, modify
and delete which data.
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Enterprise Security

User identification or authentication is a critical component of the security
policy of any organization. The impact that a simple user can have on the
security of a system is only now beginning to be understood by IT
managers and system administrators.

Recent studies show that most computer frauds originate from within the
organization. Internal penetration and break-ins have contributed more
than their lair share to leaks in proprietary information and financial
losses.

Existing End User Authentication Technologies

A quick overview of the technologies currently being employed show that
the end user authentication arena is still dominated by password-based
authentication mechanisms. Two other technologies that are gaining
ground are biometric and smart card based authentication techniques.

Passwords

The oldest method employed in end user authentication is the password.
Today most commercial operating systems continue to use passwords as
the means of authentication.

Passwords have however come a long way since their inception when they
were entered in clear text, for all the world to see. Most systems employ
strict password policies in terms of the length and type of characters that
make up the password etc.

The inherent flaws of password based authentication are too well known
to need illustration.

Biometrics

Biometrics identification is a technique of identifying a person by a
physical characteristic. Not too long ago biometrics was applied for
identification and securing access at top secret systems and highly secure
facilities. The use of biometrics for network log-in authentication is a
fairly new trend that has rapidly gained a market niche for itself.
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Enterprise Security

Two factors come up for consideration: the cost and psychological aspect
of employing such a solution for authentication. The cost of
implementation depends directly on the level of security desired by the
organization. The need for specialized hardware drives up the cost of what
is even otherwise a fairly expensive solution, especially in widespread
corporate networks.

Social acceptance has also not been forthcoming because it is intrusive
and psychologically disturbing to many employees.

Smart Cards

Smart Cards appear to be the prevailing answer to successful cnd user
authentication and are being deployed at many organizations.

Many network operating systems, especially Microsoft are shipped today
with smart card enabled technology.

Smart cards are superior to their credit card counterparts whom they
closely resemble in physical appearance. On the software side, smart cards
arc progammable; they have storage and processing capabilities. The
built-in processor enhances software only solutions based on client
authentication, logon support and sccure ¢-mail. On the hardware side
they are portable, relatively tamper proof and cost-effective.

Today’s smart cards are contact smart cards. That is, the smart card can
communicate with a computer only after it is passed through a smart card
reader. The reader has to be connected to the computer.

Drawbacks of Existing Technologies

The most obvious feature of all these technologies is that they are all user-
dependent, some more so than others. They are also time consuming and
fairly complicated for the end user to follow on a day-to-day basis.

It is difficult to ensure user compliance when users have to log off every
time they leave their computers, even for coffee-breaks. With contact
smart cards for example, users have to pass the card through the reader to
log off. The tendency to ignore this altogether notwithstanding, it is also
possible that users will leave the cards within the reader, defeating the
very purpose of the exercise.
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The First Access Concept

First Access based its concept of internal user authentication on the
premise that for the end user authentication process to be really secure,
user intervention has to be kept to a bare minimum. First Access has
introduced a new paradigm in the world of computer security - Vicinity
Authentication™,

Vicinity Authentication™ negates the need for passwords, because the
process by which the user’s identity is established is based on Sensor/Card
communication. It is completely automated and does not require any
action on the part of the user. It is only after a positive identification that
user action is required, probably in the form of a PIN, if so configured.

Minimum user intervention being required, chances of security breaches
are correspondingly reduced. It is practical, because it involves no
changes in the individual’s work habits. The authentiaction process
process takes only a few minutes. And perhaps most important is the fact
that even after authentication, the user is logged off automatically when
he/she walks away, precluding idle browsing and illegal data access.
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The First Access Product

The First Access product has been designed specifically for the corporate
environment. It is optimized to work in small to medium to densely
populated PC/NC office environments.

The First Access product package, First Access Enterprise™ aims at
providing a complete solution for internal network authentication
through the:

« First Access Sensor™
+ First Access Card™

» First Access Server™
» First Access Client™

The First Access Sensor™ and the First Access Card™ comprise the
hardware kit and are integral units of the product.

The First Access Server™ manages the server-based elements of the
software. The First Access Server™ provides the interface to register First
Access users and create their authentication profiles and generally manage
First Access user security. The information on each registered First Access
user is stored in the First Access database which also physically resides on
the server.

The First Access Client™ manages the client-based elements of the
software. It is installed on the workstation of each client. Interactive
logon, identification and authentication are performed through the
Graphical and Identification interface on the client’s workstation.

Features

Integration with Existing Authentication Systems

The First Access system uses industry standard authentication systems. As
such it integrates completely with existing authentication systems like
Kerberos and RADIUS.
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The First Access Product

System Scalability

System scalability as related to First Access Enterprise™ refers to the
fact that the solution can be deployed within any network organization,
regardlcss of the size of the network.

The number of First Access protected workstations can be increased at
any time by simply connecting additional sensors, distributing additional
cards and installing the client elements of the software.

Flexibility

Installing the First Access security solution does not make it imperative
that all network users have to be First Access users. You can decide who
to include in the First Access user list by means of a simple mouse-click,
by which you enable the First Access Card™.

Additionally, once you have defined First Access users, the system
provides the option of accepting the default security settings (already
configured) for a user or customizing the settings according to the security
level of the user. You can set up the First Access system according to the
level of security you require.

Ease of Use

The First Access solution is characterized by its ease of use, both for the
network administrator who has to implement the security system, and on
the other end of the scale, for the end user who has to conform to the
policies.

For the administrator, centralized security management makes it ¢asy to
configure and maintain user authentication profiles. For the end user, since
it does not require any change in the individual’s work habits, it is easy to
follow. Morcover, built-in automated features like AutoDetect™ and
AutoLock™ ensure effortless user compliance.
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Cverview

Overview

An understanding of the First Access system and how it works must begin
with an overview of the system architecture and how the different parts
work to make a smooth whole.

This chapter describes:
» Main features of the system design

+ System components
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Main Design Features

Main Design Features

Client/server Architecture

A client/server architecture is mostly employed in a network environment
where the client and server machines work together to accomplish the
processing of the application being used.

First Access Enterprise also employs a client/server structure in its
software to accomplish its goals. The First Access Server™ software
which is installed on a Windows NT server provides the capability for
centralized administration of its security policy - in terms of
implementation and user management. The First Access Client™ ,
installed on client workstations is typically optimized for user interaction
and provides the interface for user identification and authentication.

Domain Model Integration

The First Access system is fully integrated with the domain model
network in Windows NT. First Access Enterprise™ is integrated with the
NT Servers, both the primary domain controller (PDC) and the backup
domain controller (BDC) in terms of user management and database
synchronization.

Centralized Security Management

Considering the pivotal role of the User Manager in the world of user
security, the First Access Server has been fully and seamlessly integrated
with the User Manager for Domains. All aspects of First Access user
security are defined and administered through the First Access Card
Manager interface which appears as an extension of the User Manager.

RADIUS/Kerberos Compliance

The First Access Server™ is fully compliant with existing network
authentication protocols such as RADIUS and Kerberos.

First Access- System Architecture 11



System Components

System Components

The table below bricfly describes the various components, hardware and
software, that interact to accomplish Vicinity Authentication.

Table21 First Access - System Components

Component First Access Description

Enterprise

A\ First Access Client

Hardware unit connected to
server and client’s
workstation via serial port.
For more information, refer to
the section - "First Access
Sensor” on page 14.

W First Access Server

First Access Sensor

First Access Card v Hardware unit carried by
users; interacts with Senscr to
securely establish user's
identity.

For more information, refer to
the section - “First Access
Card" on page 15.

First Access Card Manager v GUl installed as extension of
User Manager for Domains on
NT Server (Primary Domain
Controllers and Backup
Domain Controllers).

Used to configure security
profile of First Access user.
For more information, refer to
the section - "First Access
Card Manager” on page 16.
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System Components

Table 21  First Access - System Components (continued)

FA GINA Authentication
Module

GUl installed on First Access
Client's workstation.

End-user authentication
interface.

For more information, refer to
the section - "First Access
Graphical and Identification
Authentication Interface” on
page 20

First Access Configuration
Manager

GUI installed as independent
application.

Used to set Sensor's
detection range.

Can be accessed from the
Control Panel and GINA.

for more information, refer to
the section - “First Access
Configuration Manager” on
page 17.

First Access Database

Installed on the First Access
Server (PDCs and BDCs).
Repository and storage of all
First Access user information.
For more information, refer to
the section - “First Access
Database” on page 17.
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Functional Description of System Components

Functional Description of System Components

The First Access hardware kit is comprised of :

» First Access Sensor

+ First Access Card

The administrative elements of the software are executed by the First
Access Server through the:

» First Access Card Manager

» First Access Database

Interactive identification and authentication is executed by the First
Access Client through the:

» First Access Graphical and Identification Interface (GINA)

- First Access Configuration Manager

First Access Sensor

The Sensor is First Access’s equivalent of the standard smart card reader.
The Sensor is connected via a serial port (R$232, USB or keyboard) to the
server as well as the client’s workstation.

The First Access Sensor™ is capable of:
+ Vicinity detection

» Multiple-card identification

« Card imtialization

Vicinity Detection

Utilizing wireless technology, the Sensor is able to detect the presence of a
First Access Card™ over a distance of several meters. It is thus capable of
vicinity detection as opposed to proximity detection.

The vicinity detection process is continuous, that is, the Sensor monitors
the area for the presence of cards and the authenticated user.
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Functional Description of System Components

When the workstation is left unattended, the Sensor does not detect the
Card and the system activates the AutoLock™ mode, whereby the desktop
is locked and unauthenticated access is denied.

Multiple Card ldentification

The First Access Sensor™ can identify the presence of multiple cards
within the vicinity and consequently the presence of multiple users. These
Cards are advertised in the Logon Information window. Access is however
restricted to a single user.

Initialization

An important function of the First Access Sensor™ is to inittalize the
First Access Card™ that is distributed to a First Access user. The
procedure initializes the Card with identifying information through infra-
red technology and makes it receptive to Sensor communication and
identification.

First Access Card

The First Access Card™ is the size of a credit card, slightly thicker. It can
be carried anywhere on the user’s person, including pockets, or, can be
worn as a badge.

When the First Access Sensor™ detects a First Access Card™, it is
immediately advertised on the screen. The appearance of the on-screen
card is determined by a number of attributes that can be assigned to the
card. The Card ID appears on all on-screen cards.

The First Access Card™:
* Vicinity smart card

« Establish user identity

First Access- System Architecture 15



Functional Description of System Components

Vicinity Smart Card

If the First Access Card™ is on the user’s person, it communicates with
the First Access Sensor™ from a distance of several meters. The First
Access Card™ is a vicinity smart card, as opposed to contact smart cards.
That is, it does not require contact with the reader (the Sensor) to execute
its function.

Externally, the appearance of the card is left to the company’s discretion
and may include company logos, employee numbers etc.

Establish User ldentity

The First Access Card through the communication with the Sensor
sccurely establishes user identity. The user performs authentication only
after the initial identification is positive. If the details are inconsistent,
user access is denied at a very early juncture in the interactive logon
process.

First Access Card Manager

In Windows NT, almost all aspects of user security are controlled through
the functions and menu options accessible from the User Manager.
Keeping this in mind, the First Access Card Manager, which is the
interface used to establish the authentication and authorization profile of
First Access users has been installed as an extension of the User Manager.

The Card Manager is used to configure the security profile of a First
Access user. The settings are user-related and are stored in the First
Access database. User authentication is performed on the basis of these
settings.

The First Access Card Manager can be accessed from the User Properties
panel by clicking on the Ist-Access button.

The following settings can be configured through the Card Manager:
+ Card ID
+ On-screen Card’s display settings

» PIN Code verification settings
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Functional Description of System Components

» Logon scttings
+ Peripheral authorization settings

For information on configuring a First Access user’s security profile, refer
to Chapter 7 - First Access User / Card Administration. A description of
First Access’s principle of user authentication is provided in Chapter 6 -
First Access Vicinity Authentication,

First Access Database

The repository of all First Access users’ security settings; it exists as a
distinct entity, but is synchronized with the databases of the PDC and the
BDCs.

First Access Configuration Manager

The distance at which the First Access Sensor is able to identify the card is
not arbitrary but can be set from every workstation which has a Sensor
connected to it.

Such flexibility is essential because the Sensor’s range is directly
influenced by the conditions in the working environment. The structure of
the area, density of workstations and the degree of RF interference are all
factors influencing the optimal distance. The distance itself can be as close
a meter from the workstation, extending to several meters.

The Configuration Manager can be accessed on the server and Windows
95/98 systems through the Control Panel where it appears as independent
applet.

For troubleshooting purposes, the end user can change the distance
through the Sensor Settings button on the Autolock ™ and Logon
Information and the NT Security windows.

The Configuration Manager is used to:
» Set Sensor’s receptivity

» Define a timeout prior to activating AutoLock

First Access- System Architecture 17



Functional Description of System Components

Figure 2.1

First Access Configuration Manager

Fisl Acces

5 Conliguration Manager

AT

Sensor Detection Range

Sensor sensitivity refers to the distance at which or from which the Sensor
can detect a First Access Card. This distance is variable and can be

adjusted per computer.

The Sensitivity panel (Figure 2.1) in the Configuration Manager displays
the available settings for the Sensor. Once you have established the
maximum distance at which the Sensor can communicate with the Card,
you can fine tune the distance through the tab options in the Configuration
interface.

Define a Timeout

Typically the Sensor continuously monitors the area within the range
assigned and automatically locks the workstation when it does not detect
the Card. Such a situation can occur even if you happen to turn away from
the computer and block the Sensor’s receptivity.
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Functional Description of System Components

To circumvent such situations, the Timeout option has been included.
When you specify a timeout (in seconds), you can in effect delay the
automatic locking of the computer until the defined number of seconds
have elapsed.

Figure 22 The Timeout panel of the Configuration Manager
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Functional Description of System Components

First Access Graphical and Identification Authentication
Interface

The First Access authentication mechanism consists of a three-step
procedure, involving identification, validation and verification. These
requirements are user-specific. Any changes made through the Card
Manager arc immediately effective and reflected in the GINA.

Identification is automated and is user transparent; user action may be
required in the validation and verification phases. Validation may be
automatic which is usually assigned to users logging on at a defined
workstation, whereby the user is authenticated on identification. Click-
card validation is a valid authentication method for both workstation and
domain logons and requires the user to identify the Card image.
Authentication is also associated with PIN Code verification.

Furthermore, the AutoLock™ feature which comes into play when an
authenticated user moves beyond the vicinity of the Sensor, ensures
continuous authentication. In this case, to regain access, the user has to
perform re-authentication.
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