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Fig. 12. Sample wireless bridge network topology.

WARNING: Don't let your network topology consisting of wireless DRBAPs, wireless bridges,
Ethernet switches, Ethernet links, and WDS links contains loops. If any loops exist, packets will circle
around the loops and network perfonnance will be seriously degraded-

Fig- 14-Link health monitoring.

Run Wireless Network Manager on a computer and locate the DRBAP you want to manage. Go to the
WDS tab, and then click Test- The test results (OK or Broken) will be shown in the Link Status
column of the WDS links table-

Ethernet Sw~ch/Hub

2.4.5. Step 4: Reviewing and Applying Settings

-- The settings have been
Rest"rt to ""'t.T': I:h"
.'\Pfor the settings to
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F'-~-""""
f ~..

I~..~el__-
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7 v1.4/t..5.3.393:J ,,~. WLAN 1: 00-90-4B-00-40-94. WLAN 2: 00-90-4B-00-B9-BD

0:04:07

Fig. 13. Network topology containing a loop.

TIP: You can check whether the WDS links of the DRBAP are functioning by using Wireless
Network Manager-

LANInterface. IPaddress: 192,,168.168.200. Subnet mask: 255.255.255.0.Default 0.0.0.0

LAN 1 AP Settings. Regulatory domain: FCC(U.S.). Channel number: 11. Data rate: Auto.Transmit power: High (t4~15 dBm).Networkname(SSID): wirelessl. SSIDbroadcasts: Enabled

TCP/IP Settings

Fig- 15- Settings changes are highlighted in red-

On the start page, you can review all the settings you have made- Changes are highlighted in red- If
they are OK, click Restart to restart the DRBAP for the new settings to take effect.

[NOTE: About 7 seconds are needed for the DRBAP to complete its restart process-
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3. Using Web-Based Network Manager
In this chapter, we'll explain each Web management page of the Web-based Network Manager.

3.1. Overview

Web-Based Network Management

You can click Restart to restart the Dual-Radio
6ridge-AP

'ual~~;'dl~!~~~f ~~:~f?p~:~~l!'i~~:::=::--~I

00-90-46-00-40-94
00-90-46-00-69-60

@ .~...~-

0:00:52

tongs

LANInterface. IP address:. Subnet mask:.Default gateway....~-_.-
Wireless LAN I AP Settings. Regulatory domain: FCC(U..S..). Channel number: II.Data rate: Auto.Transmit power: High (14~15 d6m)
. Network name (SSm) wlrelessl. ssm broadcasts: Enabled. Security mode: Open System

192..168..168..214

255..255..255..0
0..0..0..0

Fig. 18. The Start page.

3.1.1. Menu Structure

. Password. For gaining rights to change the settings of the DRBAP.

Firmware Tools. For upgrading the firmware of the DRBAP, backing up and restoring
configuration, and configuration reset settings of the DRBAP.

.

. TCP/IP. TCP/IP-related settings.

. Addressing. IP address settings for the DRBAP to work with TCP/IP.

DHCP Server. Settings for the DHCP (Dynamic Host Configuration Protocol) server on
the DRBAP.

.

. IEEE 802.11. IEEE 802.llg-related settings.

. Communications. Basic settings for the IEEE 802.llg interfaces of the DRBAP.

. Security. Security settings for authenticating wireless users and encrypting wireless data
for an AP interface. And security settings for encrypting data transmitted over the WDS
links for a LAN-to-LAN bridge interface.

. IEEE 802.1x1RADIUS. IEEE 802.lx Port-Based Network Access Control and RADIUS

(Remote Authentication Dial-In User Service) settings for an AP interface.

. Advanced. Advanced settings of the DRBAP.

Packet Filters. Ethernet Type Filters, IP Protocol Filters, and TCP/UDP Port Filters
settings.

.

. Management. UPnP, System Log, and SNMP settings.

3.1.2. Save, Save & Restart, and Cancel Commands

1- lIIII!Iij@.'0I'2:w'.:lrI"Mmr.- ~<'1'U;qq.1

Fig. 19. Save, Save & Restart, and Cancel.

At the bottom of each page that contains settings you can configure, there are up to three
buttons-Save, Save & Restart, and Cancel. Clicking Save stores the settings changes to the
memory of the DRBAP and brings you back to the start page. Clicking Save & Restart stores the
settings changes to the memory of the DRBAP and restarts the DRBAP immediately for the settings
changes to take effect. Clicking Cancel discards any settings changes and brings you back to the start
page.

The left side of the start page contains a menu for you to carry out commands. Here is a brief
description of the hyperiinks in the menu:

. Home. For going back to the start page.

. Status. Status information.

. Wireless Clients. The status of the wireless clients currently associated with the
DRBAP.

If you click Save, the start page will reflect the fact that the configuration settings have been changed
by showing two buttons-Restart and Cancel. In addition, changes are highlighted in red. Clicking
Cancel discards all the changes. Clicking Restart restarts the DRBAP for the settings changes to take
effect.

. DHCP Mappings. Current IP-MAC address mappings of the built-in DHCP server.

. System Log. System events log.

. General. Global operations.
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3.3. General Operations Notebook

Computer

"'"

~,
~

~

3.3.1. Specifying Operational Mode

(' Bridge Repeater
WDS Link

<" AP Repeater

~
.,~
~~.........

~

AP Repeater Wireless

Bridge'........

.
Fig. 27. AP Repeater mode.

Dual AP. In this mode, both WLAN interfaces are configured as AP interfaces. The dual AP can
handle twice the number of wireless clients than a nonnal AP. It can be treated as "two APs in a
box."

(' Dual AP
~ ~ "",--, '".....

. Bridge Repeater. In this mode, both WLANinterfacesare configuredas LAN-to-LANbridge
interfaces. A bridge repeater forwards packets between two wireless LAN-to-LAN bridges. It's
possible to use multiple bridge repeaters between two LAN-to-LAN bridges if the distance is
very long.

Fig. 25. Operational modes.

On this page, you can specify the operational mode for the DRBAP. There are 3 modes:

'fm -'-'~
;~ . ""'. WDS Link

,,-,a

IEEE802.1~"/
.

b -
Channe,/

DualAP

\.
IEEE802.11b

Channel 6

Wireless
Bridge

Bridge Repeater Wireless

Bridge

.
Fig. 26. Bridge Repeater mode.

AP Repeater. In this mode, one WLAN interface is configured as an AP interface, and the other
is configured as a LAN-to-LAN bridge interface. The AP repeater is suitable for situations in
which Ethernet wiring between the AP and the network backbone is impossible or costs highly.

Notebook
Computer

Fig. 28.Dual AP mode.

TIP: After you have selected the operational mode of the DRBAP, go to the IEEE 802.Ilg,
Addressing section of the management UI (see Section 3.4.2) to configure the IEEE SO2.llg settings
of the WLAN interfaces.

3.3.2. Changing Password

Old password:
New user name:

New password:

New password again:

Fig. 29. Password.
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4. On the computer, run the TFTP Server utility. And specify the folder in which the firmware files
reside.

5. On the computer, run a Web browser and click the General, Firmware Tools hyperlink.

6. Choose TFTP as the Firmware management protocol.

7. Specify the IP address of the computer, which acts as a TFTP server. If you don't know the IP
address of the computer, open a Command Prompt, and type IpConfig, then press the Enter key.

8. Trigger the firmware upgrade process by clicking Upgrade.

Fig. 36. TFTP Server.

NOTE: After the dialog box of the TFTP server program appears, be sure to specify the working
folder within which the downloaded firmware files reside.

NOTE: Make sure the Accept read requests check box of TFTP Server is selected.

NOTE: The LAN IP address of the DRBAP and the IP address of the TFTP server must be in the
same IP subnet for TFTP to work.

NOTE: Due to the unreliable nature of wireless media, it's highly recommended that the TFTP server
and the to-be-upgraded wireless DRBAP be connected by Ethernet, and on the same LAN, so that the
upgrade process would be smooth.

NOTE: After the firmware is upgraded, be sure to delete the contents of the Web browser cache, so
that the Web management pages can be shown correctly.

NOTE: A failed upgrade may corrupt the firmware and make the DRBAP unstartable. When this
occurs, call for technical support.

TIP: If you want to remotely upgrade the firmware of a deployed DRBAP from the Internet, adjust
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Ithe Timeout and Max no. of retries settings of TFTP Server for remote TFTP upgrade to succeed.

3.3.3.4. Backing up and Restoring Configuration Settings by TFTP

EI'IIII-
Fig. 37. Configuration backup/restore.

To back up configuration of the DRBAP by TFTP:

1. Get a computer that will be used as a TFTP server and as a managing computer to trigger the
backup process.

2. Connect the computer and one of the LAN Ethernet switch port with a normal Ethernet cable.

3. Configure the IP address of the computer so that the computer and the DRBAP are in the same
IP subne!.

4. On the computer, run the TFTP Server utility. Select the Accept write requests check box, and
specify the folder to which the configuration settings of the DRBAP will be saved.

5. On the computer, run a Web browser and click the General, Firmware Tools hyperlink.

6. Choose TFTP as the Firmware management protocol.

7. Within the Configuration BackuplRestore section, specify the IP address of the computer,
which acts as a TFTP server. If you don't know the IP address of the computer, open a
Command Prompt, and type IpConfig, then press the Enter key.

Trigger the backup process by clicking Back Up. The DRBAP's configuration settings will be
saved as "AaBbCcDdEeFf.hex" by the TFTP server, where "AaBbCcDdEeFf' is the DRBAP's
MAC address. For example, if the DRBAP's MAC address is 00-01-02-33-44-55, the
configuration backup file will be "OOO1O2334455.hex".

INOTE: Remember to select the Accept write requests check box of TFTP Server.

8.

To restore configuration of the DRBAP by TFTP:

1. Get a computer that will be used as a TFTP server and as a managing computer to trigger the
restoring process.

2. Connect the computer and one of the LAN Ethernet switch port with a normal Ethernet cable.

3. Configure the IP address of the computer so that the computer and the DRBAP are in the same
IP subne!.

4. On the computer, run the TFTP Server utility. And specify the folder in which the configuration
backup file resides. A configuration backup file is named by the DRBAP's MAC address. For
example, if the DRBAP's MAC address is 00-01-02-33-44-55, the configuration backup file
should be "000102334455.hex".

5. On the computer, run a Web browser and click the General, Firmware Tools hyperlink.
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1. Specify the MAC address of the DHCP client and the IP address to be assigned to it. Then, give

a description for this mapping.

assigned the same IP address.

To always assign a static IP address to a specific DHCP client:

2. Select the corresponding Enabled check box.

3.5. Configuring IEEE 802.11g-Related Settings
Fig. 43. Bridge links settings.

3.5.1. Communication To enable a WDS link:

An AP interface needs the Basic communication settings, and a LAN-to-LAN bridge interface needs
the Basic communication settings and the Bridge Links settings.

1. Specify the MAC address of the bridge at the other end of the WDS link.

2. Select the corresponding Enabled check box.

Basic IEEE 802.llg-related communication settings include Policy (RF type), Regulatory domain,
Channel number, Network name (SSID), Data rate, and Transmit power.

For example, assume you want a DRBAP with MAC addresses 00-02-65-01-62-C5 and a wireless
bridge!APwithMACaddress00-02-65-01-62-C6to establisha WDSlinkbetweenthem.OnDRBAP
00-02-65-0 1-62-C5, set the peer MAC address of port I to 00-02-65-01-62-C6 and on wireless bridge
00-02-65-01-62-C6, set the peer MAC address of port I to 00-02-65-01-C5.

3.5.1.1. Basic

Policy:

Regulatory domain:
Channel number:

Network name (SSID):
Data rate:

Transmit power:

TIP: Plan your wireless network and draw a diagram, so that you know how a DRBAP is connected
to other peer bridges and can therefore set the bridge links settings correctly.

WARNING: Don't let your network topology consisting of wireless DRBAPs, wireless bridges,
Ethernet switches, Ethernet links, and WDS links contains loops. If any loops exist, packets will circle
around the loops and network perfonnance will be seriously degraded.

Fig. 42. Basic IEEE 802.llg communication settings.

The RF type (Policy) of the WLAN interface can be configured to work in IEEE 802.1lb only (b
Only), IEEE 802.llg only (g Only), or mixed mode (Mixed-802.llg and 802.llb simultaneously). Ethernet Swich/Hub

Ethernet link

The number of available RF channels depends on local regulations; therefore you have to choose an
appropriate regulatory domain to comply with local regulations. For two wireless devices to
communicate with each other, they must be set to identical SSID (Service Set IDentifier).

If there is RF interference, you may want to reduce the Data rate for more reliable wireless
transmission. In most cases, leave the setting to Auto.

Bridge 2

rb-- WDS link

The transmit power of the RF module of the DRBAP can be adjusted so that the RF coverage of the
DRBAP can be changed.

Fig. 44. Network topology containing a loop.

TIP: You can check whether the WDS links of the DRBAP are functioning by using Wireless
Network Manager.

3.5.1.2. Bridge Links

A bridge link is an IEEE 802.11 WDS (Wireless Distribution System) link. A LAN-to-LAN bridge
interface is equipped with 6 WDS links so it can be connected to at most 6 other wireless bridges.
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Link Enabled Peer MAC
Address

1 r loOo26F9.1..62-c5

2 r 19960:B3.F1-FC-?5

3 r [oo60B3-?O-2B-D3

4 r IOO-60B3-?O2B-D4

5 r 100:60B3-?O2BD5

6 r loo-6O.B3-?O2B-D6






