Notion Pro

USER MANUAL

© 2017 IMC Group Ltd HP5525 Version 1.2.15
IMC Group Ltd




Table of Contents

1. About Notion Pro Help 6
2. Introducing the Notion Pro System 7
2.1 What does NOtion Pro do? ...t 8
2.2 Installing your Notion Pro EQUIPMENT ......ccccivrrreeeetiieecccisssnnneeeeeneccssssssneeseesessssssssnsssessesens 9
2.2.1 Notion Base Wall Bracket EXtENAEN .....ccovcuviieiiiiiiie et 13
3. Getting Started with the Notion Pro 15
3.1 The Opening DiSPlay ....cccccceiiiiiiiiiiicneeiiiiicciinennseeiiinecsssssnnssessresessssssnnsesssssessssssnsnssssssesens 16
3.1.1 The System OVEIVIEW PAZE .....uvieeiiei ittt e e e e e e e e e e e e eanes 17
3.1.2 Basic Operations in NOTION Pro .......cooouiiiiiiiii e eerr e e e e e e e e 17
4. HowTo... 20
4.1 (ADMINISEFATOIS) .eeeeeeeiiieiiiirrrrneetiieeeiirsssnseeeeeressssssssssseeesesesssssssssssssesessssssssnssssssesesssssnnnasans 21
4.1.1 Set Up Users, SiteS and ZONES ......ccuviiiiieiii et e e e e seerre e e e e e e e snnaeeees 21
4111 Create aNd EAIT USEIS ..ottt bttt sttt sttt st b et st b et st ba et st ebenens 21
41.1.2 Change @ USEr'S PASSWOIT ....cicuiieieeeieee ettt ettt sae e st e be st e be e ebeste s ebaaesesteneetesaensseneesanean 23
41.13 SEL PASSWOIT SECUTITY weveeirieieiere ettt ettt ettt e bt sen e neenen 23
41.14 Create EXTErnal CONTACES ...ccccvieerrieiccerieiee ettt ettt ns b 24
41.15 Create and POPUIGtE USEI GIrOUPS ...ccccceeieieriirieisteeeristeestesssestesessessesessesesseseesessesessessesessessssessessssensesenses 25
41.16 Create SiteS aNd SUDSITES ..ottt sttt e e et e e be e eseeteneetenean 26
41.1.7 SEEACCESS RIBNTS .ottt ettt s e nen 27
41.1.8 CrATE ZONES ...ttt ettt ettt a e s e e e e st s et R e e e Rt R e R e e et R e e R et Re e neer et nennen 29
4119 Define ROIES aNd PEIMISSTONS ..ottt ettt sttt sttt 30
4.1.1.10 Specify email and SMS AlEIT SEHHINES ....cecvcieieiceicee ettt re st st besaenesaanes 33
41.1.11 Create AlEIT GIrOUPS oottt ettt ettt et et b et b st s b e st e s e e b et sesene e s eneneas 38
4.1.2 SEE UP SENSOIS ..ttt ettt e et et e e e e e e et e e e e e e e e e e e e e e e e eeeaeaeeas 39
41.2.1 Create, EAit aNd VIEW SITES ...oveieiicieeeetesees ettt ettt sttt s e a e b s b ebeese e e e s et entansessessees 39
41.2.2 CONTIBUIE DEVICES ettt sttt ettt st sa et s e e e s s b e e e s e saese et e e esessenesseneeneseneesaneen 41
4123 AT SENS OIS ..ttt sttt sttt ettt b ettt b et st e b et s b e b et st b e bttt e b e b e et ebebe e st e bene e st bese et esenensee 43
41.2.4 Create and Edit SENSOI GIrOUPS ...cccciiieieieieiitenteeeessesestesesteeesessessssesesessessssessesestessetansessssensesessessssenseseses 46
4.2 (Al USEIS) .eeeeeeeiiieineeieeisneeieiisneesecsssnensesssnsessesssnsssessssnsssssssnssssesssnsessssssnsssssssnnessesssnsenassssnses 47
42.1 Get a QUICK VIEW OF ... e e e e e e e naeeeees 48
42.1.1 SENSOI FEATINES .oviuiitiieiiteie ettt ettt e sttt e e be st et e e e bebesesbessesebeseebasseseebessebensesesbessesetesestensetesaenessanes 48
42.1.2 AIATIMN STATUSES ..ottt ettt et et se st et s be s e e be s b esesbessebesseseebansesessens et aneeseesensebessenseseneesenean 49
4213 a sensor reading in graphical fFOrM et 51
4.2.2 Look at Sensor readings from . . . ..o 53

42.2.1 E= 00X o [T g4 o] o TSRS

4222 E= T a0 X4 (=T ol T YT STRTRRSR

4223 another time interval

423 View and ACKNOWIEAEZE ALGIMS ......coiiiiiiiiiiiiee et e e e e sebrreee e e e e e s seanes 56
423.1 View System Alarm STatUS OVEIVIEW .....cccccerieirieieerieeseeeestees e seesessesessessesessasessessesessessssessessssensesessans 56
4232 VIiEW SYSTEM IMESSAEES ..ocviierierierierierieteitestestessessessessesses s et assessastessessessesssessessestessessessessessesnsensesansensensasses 57

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Table of Contents

4233 ACKNOWIEAZE AIGIIMNS ..ttt ettt sttt ettt b et se b ettt be s et enesenees 57

4.3 Create and VIeW REPOItS ..ccccvveeeiiiiiiiiiiinnneetiiiinciiisnssessiiiessssssssssssssssesssssssssssssssssssssssnns 58
4.4 ViIieW SYSTEM LOES ..ciiiiiiiiiiiiiiiiiiiiiiiiiiiiiinississsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsns 61
5. Reference Section 63
5.1 Y 7=4 1 110 V-3 [ TR 64
5.1.1 View Archived Database .......c.eeeiiiiiieiciiiee ettt 65
5.1.2 VieW LiVe Database ....cccooieeeee ettt e e 66
5.2 Setting Up Users, Sites and DeVICeS ....cccccvvceeiiiiiiiiiiissnneniiniecsssssnneeesnnesessssssnssesssssesssssnns 66
5.2.1 USEr ManN@ZEMENT ..uuuieiiiiiiiiiiiiiie ettt e e e e e ttra b ese e e e eeeetaabaaseeeeeeeaeressnnssseseeesenerenes 66
5.2.2 User Group ManagemMENT ...couuuuuiie e eeeetteee e e e e e e et e e e e e e e seeannaaeeeeeeeeeeannnan 77
5.2.3 J Vol ol LY 6o 0 1 ¢ o) PR UURR 82
5.2.4 System CoNfIGUIAtION .......coiiiiiiiicceee e et e e e e araeae s 93
5.2.5 O Y =T o 1= £ SR 106
5.2.6 SItE MANAZEMENT oiiiiiiiieceeecece e e e e e e e e e e e e e e e 117
5.2.7 DeVice CONFIGUIAtION ..oviiiiiiieiiieieee e e e e e e e e e e nabraeereeeeeas 121
53 SELEING UP SENSOIS ..uuuurreeiiiiiiiiiiiinnnnneiiiiieiiiinssessiiieieimmssessiiiosssssssssssiesesssssssssssssssesens 134
53.1 PaVe o 1 0¥ 74 o 1Y 135
53.1.1 EITING ZONES vttt a e b e e st e e et et e se et et e se s ene e b et eseteneenensenensans 137
53.1.2 DEIELING ZONES ..ttt te ettt sttt et st e sttt e st e st e s e st e e et e e ese et eseeb e sese et eneesesteneebessesensasessensasessans 138
5.3.2 PV o 1YY =T o Yo oSN 138
533 CONFIGUIING SENSOIS ..uuviiiiiiiiieeeeiiite ettt str e e e e s tae e e s st bae e e s sbbaeesssbeaeesenabaeeeas 142
5.34 Y=y T AN - [ 4L USUS 146
5.4 Setting UP SENSOT GrOUPS ...cccceeererererrrersrssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsss 157
54.1 Creating SENSOr GrOUPS ....ucieiieeeeeieiieie e e e e e e ettt eie e e e e e e eetet e e e s eeeseeataneeeeeeeeeeannnnneeeas 158
5.4.2 o Tor: | AN =T o P 159
5.4.3 VIiEWING SENSOI GrOUPS .evvvuvuiererererurerererererereresererererererererereremererere..———————————— 161
5.5 VIEWINE DAta ...ciiiiiiiiiiiiiiiiiiieieisrsresssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnene 162
55.1 I =4 1 7= 1 TS 162
5.5.2 Viewing the Live Database ...t 166
5.5.3 Choosing the Site t0 VIEW ..cccciiieeeee e e e e s e 166
5.5.4 Operations from the LIVE VIEW .......eveeeiiiiiiicicieeeiee ettt ee e e e e 167
5.5.5 TRHE PlAaN VIBW ...ttt e et e e e e e e e et e e e e e e e e eensareaeeeaaeeas 184
5.5.6 The DEfaUIt VIBW ...eeeeeeeeee ettt e e e e e aae e e e neees 188
5.5.7 (€] o] o =] IY=Y u 41 oY= PP PPRTPI 189
5.5.8 (G To) o =1 0L T SRR 190
5.5.9 D LT ol g 1 o Yol Y P 191
5.6 VIieWING LiVe Data ...ccccccciiiiiiiiiiiiicisisssssssssssssssssssssssssssssssssssssssssnsssssssssssssssssssssssssssnssssssnnsns 192
5.7 Alarm ManNABEMENT ....cceeeeeiieeiiirrrreeeeeeeetecerssssneeseeeeseesssssssssssessessssssssssssessesesssssssnnassassesens 195
57.1 SYSTEM STAtUS OVEIVIEW ...eeiiicceeecce et s e e e e e e e e e e e e e e e e e as 195

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Table of Contents

5.7.2 AckNOWIEAEING ALQIMS ....viiiiiiiiee et s s e e e e baa e e s s anees 197
5.8 Setting Up and RUNNING REPOILS ....ceeiiiiineiiiiiinniiininneiisnsnensissssnnissssssensssssssssssssssssnens 200
5.8.1 SUMMATNY REPOMS .ttt s s e e e e e e ee e b e s e e e e e eaaabaaeeee s 201
5.8.2 Calibration REPOIS ...cccvvveieeieeiiiiiiiieeeee e e st e e e e e e eesetbraeeeeeeeeesesassbaseeeseessessnssseeens 205
5.8.3 EXCEPLION REPOITS oottt bttt ebsaebesebesebesesesesesssnsnsesnnnnnnes 207
5.8.4 Yol o T=Te [U] F=To B Y= oo T 3PP 211
5.8.5 Y=Y ool g i3l wlo] Lo [T SR PRSP 217
5.9 VIieWiING SYSEEM LOES ...ccceiiriiiiiiiiiicicicssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnsnnnsns 217
59.1 ACTIVITY LOES ooeteeeieiiiiiiiiititteieieittettteteteteteee et et et et etet et e tetetetetetetesssssssssssesssnsesnnnsnnnnnnnnes 218
5.9.2 DA\ - T .4 T X =SSP 220
5.9.3 R0V S o =S 221
5.9.4 o0 o= Y1 I o =£ P 221
5.10 Y1 441 1 V- L 222
5.11 Adding TranSMILLErS ....cccccciiiiiiieiiiiinneiiiinneeiiisnesiessssensssssssssssssssnsisssssssssssssssssssssssssness 223
5.12 2ol 1 {1 | R 225
5.13 Adding Users - Before you STArt ........cceccceerrcceeetrieeeccrsssnnneeeeesesecessssssssessesesssssssnnssssssesens 225
5.14 T 0T - 1V 225
5.15 = 1 1 1= VPOt 226
5.16 [ o T o1 g Y 1= 1 1 226
5.17 EqUIipmMent POSITIONING ..ccceeeeeereeeeeeenenenenenenenenenenenesesesesssesessssssssssssssssssssssssssssssssssssssssssssss 227
5.18 Y= D T - 227
5.19 LY T4 U £ 228
5.20 PEIMISSIONS .iiiiicunneriiiiiiiiiissnneniiiiessssssssnnsniiesssssssssssensssssssssssssssnssssessssssssssssnsssssssssssnnsanses 228
5.21 (=T ol =T V7T g 0 14T o T=T o o T 228
5.22 RECEIVEE LIRS «eeeeeeeeeiieeeiiiireeneeetiieccecrsnnneeeteeeeesssssnnneeeeesessssssssnsssessessssssssanssasassessssssannanses 229
5.23 3o = 229
5.24 Specifying Alert Settings - Before you Start ........cccceiiiiiieiiiinineninccenennccnneessscsneenens 230
5.25 L0 LY =T g g 11 o 1 231
5.26 USEI PriVIlEEES .eeeeeeeiiieiicieeietititcccc s reeneee ittt cccssssnnnesesesessssssnnnesssssessssssssnnsesssssessssssnnnanans 231
5.27 COMPLIANCE coueeeiiiiineniiiieeniiineeniessses e rsssssssessssssssssessssnsnsssssnssssssssssssessssnsnsssssnsssssssns 231
5.28 Terms and Conditions Of SAle ........cicicvveiiiiiieeiiiinneiee s ssanens 232
6. The Notion Pro Hardware 236
6.1 The NetWOrk RECEIVET .....ueiiiiiiniiiiiineiiiinnniinssnneiissssnssissssssssissssssssssssssssssssssssssssnnes 237
6.1.1 LE DS ittt e e st e e st b e e e st e e e s abte e e s e abe e e e e nraeeeearees 238
6.1.2 (07 ] a1 0 1= Tot (o] £ TP PP PP 239
6.2 The EChO MOdUIE ...t sssn s ssn s s sss s ssssssssssnsssssnssnns 239

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Table of Contents

6.2.1 (@00 o] s [=T o1 {0} PRSP 240

6.3 The SIVIS IMOUIE .......eeeeeiieeccccreceeetteeec e senneeeeeres s s s sssnnnesssesessssssnnnessnssessssssnnnnnennnenans 241
6.3.1 Installation and OPEration ..........eevieiiiicciiiieee e e e e e 242
6.3.2 (60031 T=To1 o] £SO 244

6.4 The ARB MOAUIE ......cuueeeiiiiieiiiiinetiicnensssssnssisssssnsssssssssssssssssssssssssnsssssssssssssssssssnsssssnsas 245
6.4.1 (6o o] g T=To1 o] £SO PP 246

6.5 The Calibration MOdUIE .......ccceccereeeetieeeccceeeeeettrececsrsseeeeeseesesessssnnneesessesssssssnnnsenaaesens 246
6.5.1 (600 o] [=To1 {o] £ J PP PRI 247
6.5.2 Y] o] - 1 USSP 247
6.5.3 L@ o =] o= 4 1o o P 247

6.6 THe TranSMILEErS ..cccccccrccceeeiiiiecccrreeeetttteeccesssnnneeeeeteseesssssnnneesaesessssssnsnsssessessssssnnnnssnsnesens 248
6.6.1 Single Channel, Air Temperature, Internal .......cccoovveeeiniiiee e 249
6.6.2 Single Channel, Air Temperature, Internal + Door Switch .......cccccceeiiiiciiiiivieer e, 250
6.6.3 Single Channel, External Temperature Probe ........cccceeeiieiiiiiieeeiee e 250
6.6.4 Single Channel, External Temperature Probe + Door Switch ........ccceoceiiiveeeeennnnnnes 251
6.6.5 Dual Channel Internal/External Temperature Probe .........cccccceeeevveeeeeiveeeeecinveee e, 251
6.6.6 Dual Channel External Thermistor .......ccccviieieeiei i 252
6.6.7 Single Channel, External PT100 Probe ......ccooooocciiiiiiee ettt e e 252
6.6.8 Single Channel PT100 Probe + Door SWItCh .....ccccvvveiiiiiiiiiiiieeeecce e 253
6.6.9 Dual Channel PT100 Probe ........ueeeeieiiiiicciiiieeee ettt e et e e e e e e e e anraeeeeea e 253
6.6.10 Single Channel Type T TherMOCOUPIE .....eveviiiieiciiiiieeee e e e rcrrrre e e e e 253
6.6.11 Dual Channel Type T ThermoCOUPIE .....ccuvvveeeeeeeiiecrreeeee e arrree e e 254
6.6.12 Single Channel Type T Thermocouple + Door SWitch .........ccccvvveeieeiieiciiieeeee e, 254
6.6.13 Dual Channel 4-20MA INPUL ....uvvieiiieeiieiiieeeeee e eeseareeree e e e e eesnabraeereeeeens 255
6.6.14 Dual Channel Voltage Input TranSmMItter .........ccccceeviiieiiiriiiee e 255
6.6.15 Temperature and RH Transmitter .......ccccuviiiiieei et 255
6.6.16 Linear Transmitter (1V 5V 10V 4 10 20MA) ..oeeiiieiieiiiiieeeeee et e e eesavrreeeeee e 256

6.7 Base Unit Installation Procedure (typical) ....cccceeevrereeirreereccreeeeccssneeeeessneenecsssneneeesnnens 257
6.8 Relay CONNECLIONS ...ccocueiiiiiiiiiiniieiinnnssn s sssns s sssssssssssssssssssansssssssssssnssssnnnes 259
7. Using the Help 260
8. Frequently Asked Questions 263
9. Warnings FCC 280
Index 281

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



About Notion Pro Help

1 About Notion Pro Help

Welcome to the Notion Pro online help system.

The current release of Help is version 1.2.15, release date 19th January 2017
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2 Introducing the Notion Pro System

2.1 What does Notion Pro do?
|

IceSpy Notion Pro enables you to configure and monitor temperature sensors installed in
(typically) refrigerated storage units or other temperature-sensitive environments.

Notion Pro is a System, containing software and hardware. For details of the hardware, see

The Notion Pro Hardware, also http://www.the-imcgroup.com/notionpro/.

The Notion Pro software (described in this Help) gives a graphical user interface (GUI) which
works through all the main web browsers, for display on a desktop PC, laptop or mobie
device such as a tablet or smart phone.

Summary of Functionality

Data is mainly generated by wireless sensors and collected by wireless receivers. The data
is relayed to the server by TCP/IP, USB or GPRS and is stored in an SQL database. The
data is then available for viewing using a local management application or via a standard
Web Browser.

Notion Pro is:

Scalable Notion Pro can be installed on a single site with 1 user up to 100’s of sites with
1000’s of users.

Browser- Notion Pro uses commercialy avaiable browsers such as Internet Explorer,
based Chrome or Firefox to view the data.

SQL Notion Pro uses an SQL database - the modern method making it easy to
Database access data. The SQL database could be used by 3rd-party tools if required/
commercially desirable.

Notion Pro:
_ allows you to rapidly change what you need to, given the necessary permissions

1 allows you to select any combination(s) of sensors to form 'Views’ with all subsequent
operations (alarms, reporting) only operating on that subset

1 gives you control of exception handiing protocols, the various options do not have to be
generically configured by the Administrator

1 has extensive reporting capabilties, with custom reports available as easily accessible plug-
ins to the main system (future proofing/ready customisation)

1 has a totally separate GUI (Graphical User Interface) from the underlying hardware
[lis a services-based system

 architecture ensures that support for as yet unknown hardware can be readily integrated
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(future proofing) by modularising the hardware services and accessing the database via a
universal interface module

1 uses Browser technology as the primary view (optionally over the web BUT NOT
NECESSARILY, could be all Intranet). Browser support wil likely be there as long as
computers run, the risk of problems caused by Operating System Providers is therefore
minimised

 allows seamless support for large numbers of sensor communication protocols, and very
large numbers of sensors over multiple sites.

See Also
Getting Started with Notion Pro

2.2 Installing your Notion Pro Equipment
|

A typical Notion Pro installation would consist of one or more Network Receivers (sometimes
referred to as a Base Station) and a number of sensors (transmitters). For the
transmitters, the procedure below (starting at Step 10) would need to be followed for each
transmitter that you are using.

The procedure below is for instaling the Network Receiver. The procedures for instaling the
Notion Pro family of Base Units (i.e. the Network Receiver, the Echo Module, the SMS
Module and the ARB Module) are very similar. For detais of the hardware, see the IceSpy
Notion Pro System Manual, IMC doc. no. IM5521.

As far as possible, the Receiver and Transmitter units should be placed where they wil not
be subject to electromagnetic interference and where they will not be shielded by walls,
doors, furniture, appliances etc. See Equipment Positioning for more detais.

Install Step Notes
1. Using the mounting bracket as a driling When mounting the Receiver, you should
template, drill holes for the receiver wall bear in mind that you wil need to run
mounting bracket into the wall at an cables from the Receiver to the mains
appropriate location. power supply and to your network socket.

2. Using the spacers provided to give
clearance, screw the mounting bracket to
the wall.
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Install Step Notes

3. Using a Philips screwdriver, remove and
retain the screws from the battery cover
plate at the rear of the Receiver.

4. Note: If instaling an SMS Module, the
SIM card must be installed prior to battery
installation, see Instaliation.

Insert the 8.4V backup battery into the
recess at the rear of the Receiver, taking
care to insert the connector attached to
the battery into the matching connector
within the Receiver.

5. Screw the battery cover plate to the rear
of the Receiver.

6. Attach the Receiver to the mounting
bracket.

7. Using the supplied Ethernet cable, connect
the Receiver to your Network connection if
you have one.

8. Using the suppled cable, connect the
Receiver to the mains power supply.

9. 1If you are NOT using the door monitoring | If you intend to the lay the transmitter
and alarm function option with this loosely in the storage unt, ensure that
transmitter, go to step 11 below. you position the door frame sensor pad

such that the cable running from the pad

Secure a matching pair of door monitoring goes into the storage unk,

and alarm function sensor pads to the
door and door frame of your refrigerated/

. If you intend to walF-mount the
frozen storage unit.

transmitter, ensure that you posttion the
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Install Step Notes

door frame sensor pad such that the
cable running from the pad runs outside of
the storage untt.

Ensure that the pads meet perfectly when
the door is closed.

10. Pull away the contact tag on the A green light wil flash briefly.
transmitter to ensure the battery contacts ™
and the transmitter contacts meet. 0 0

- B
- BN

The transmitters are powered by 1 x 1.5V
Lithium AA cells. Standard AA cels can be
used, but are not recommended. (1.5V
Lithium AA batteries supplied with
transmitter will work over range -30°C to
+50°C. 1.5V AA alkaline can be used but
will have reduced life and a reduced
operating temperature range 0°C to +40°
C.) See also Battery.

11. If you do NOT intend to walF-mount your
transmitter, go to step 20 below.

12. Drill holes for the transmitter wall mounting | When mounting the transmitter bracket,
bracket into the wall at an appropriate |you should bear in mind that, if you are
location. using the door monitoring and alarm

function and/or external sensor options,

you wil need to run cables from the
transmitter to your storage unit door
frame sensor pad and/or external sensor.

13. Screw the mounting bracket to the wall. As an alternative, the transmitter bracket
could be attached to a suitable post using
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Install Step Notes

cable ties. Slots are provided in the
bracket for this purpose.

14. Slot the transmitter onto the wall bracket.

15. If you are using the door monitoring and
alarm function option with this transmitter,
route the storage unit door frame sensor
pad cable up to the transmitter.

16. If you are NOT using the external sensor
option, go to step 20.

17. Place the external temperature probe and
associated cable at a suitable posittion in
your storage unit.

18. Route the temperature probe cable over
the door frame and up to the transmitter.

Insert the cable into the transmitter.

19. Repeat steps 10-19 above for each
transmitter that you are using.

20. Plug in the Receiver power supply to the|The green power LED comes on.
mains supply and switch on at the mains
socket.

21. Go into Notion Pro to add transmitters to|See Settihng Up the Sensor Model for
Zones and set them up for use. details.
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2.2.1 Notion Base Wall Bracket Extender

The Notion Base plastic Wall Bracket has been designed to provide a solution to the lack of
space between the Notion Base unit and the wall.

During some installations we have encountered radio reception interference caused by
certain materials within a wall such as metal.

This bracket helps bring the Notion Base away from the wall enough for the radio
transmission to work as specified.

Part Number: IN-WBE.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15
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Note:

All Extender holes are 4.5mm Diameter; fixings to attach Extender to users mounting
surface are not included.

The base mounting plate and spacers are supplied with the base, not with the extender
bracket.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15
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3 Getting Started with the Notion Pro

Administrator Users

After you have installed Notion Pro and physically installed your Base Units and Transmitters
you need to:

1. Set up the Notion Pro Users.
2. Create Sites, Subsites and Zones for your installation.

3. Add Base Units to your instalation.
4. Add Sensors for use in your installation.

Standard Users

Look at the Help on the opening display which shows you around the Notion Pro user
interface, and gives you links to further Help about how to use Notion Pro to monitor your
temperature data.

3.1 The Opening Display

If there is only one Site in your Notion Pro installation, when you first enter Notion Pro you
will see something like:

Sensor Name Live Data 1 Live Data 2 Door Alarm Battery Level
Office 110 01

Entry Hall and Door 50 02

Airflow 1

|/

A

P
|

1
3
g
-4

]
T

Stores A 50 17

Stores B and Door 50 05

Stores C Stores D 50 16

B R e

Workstation 1 50 03

EEEEEEE

Click on an area of the above display for help on that area.

If there is more than one Site in your installation you wil see something like the picture
below, and you must choose the Site to view:
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Available Sites

Site Name Alarm Status Action
Notion Pro Demo ﬂ > [ View Data ] [ User Alerts | [ Reporis | [ Loas ]
IMC Group Ltd M [ Sub-Site ]

See Choosing the Site to View.

3.1.1  The System Overview Page

System Overview  Sensor Groups Admin  Settings Help  Log Out

Available Sites

Site Name Alarm Status Action
Notien Pro Demo ﬂ » [ View Data ] [ User Alerts ] [ Reports ][ Logs ]
IMC Group Lid ~ [ Sub-Site ]

v

Click on an area of the above display for help on that area.

You see the System Overview when you have signed in to Notion Pro, selected the
Database and clicked e,

Wherever you are in Notion Pro, you can go back to the Home Page simply by clicking on

Home

See also ...
The Opening Display

Basic Operations in Notion Pro

3.1.2  Basic Operations in Notion Pro
From the Menu Bars

The Menu Bars are where the System Administrator performs all the principal Setup and
Control operations within Notion Pro.

Home  ViewData  UserAlerts Reports Logs
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View Data

The options under - enable you to view Live data (all Users) and set and
manipulate various aspects of data which go to make up the Live Data disply (System
Administrator Users only). See Viewing Data for more details.

User Alerts
- enables you to set up email and SMS User Alerts (System Administrator Users
only). See Setting Up User Alerts for more detais.

Reports
- enables you to set up and run Reports. See Setting Up and Running Reports for
more details.

Logs
.enables you to view System Logs (all Users).

System Overview Sensor Groups

Home

The System Overview page comes up when you click .

Sensor Groups . i
displays the available Sensor Groups which have been set up by the System
Administrator.

Admin  Seftings Help Log Out

Settings
The and menus enable the System Administrator to set up Notion Pro
for use following installation.

See the
yHow To. ..
) (Administrators)
menu for Help on typical Notion Pro setup tasks, and Setting Up Users, Sites and Devices

for Reference Information. See also Settings.
From the Opening Display

For each transmitter you can:
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m view live data

ﬁfx see the alarm status

44 52 %RH see the live temperature and humidity readings

—r see whether a door is open
see the state of the battery
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4 How To. ..
See the below for a list of things that you might want to do in Notion Pro.

4.1 (Administrators)
|

4.1.1  Set Up Users, Sites and Zones
4.1.1.1 Create and Edit Users
Read this first.

You need to create Users, give them Usernames and Passwords. You also need to assign
Access Rights, Privieges, Permissions and Roles to the Users.

Start by selecting Admin>User Management on the main menu bar.
Admin  Settings  Help
User Management
User Group Management

Device Configuration

System Configuration

Sites

Access Control

Note: you can only use the options under the Admin menu if you are a System
Administrator user.

You can:

= Create New Users =% Create User

You can create new users and set their name, role, email address and phone number. In

the dialog box:
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User Details

User Name:

Password:

Confirm Password:

Password Never Expires: [
Email:

Telephone Mo:

Reset Lockout: (|

Add User

1. Enter the user’s Full Name (for example, Robert Bull), User Name (for example
RBull), Password, email address and mobie phone number (optional). A password
must have at least four characters (eight recommended) and contain one number,
one letter, one uppercase letter.

When you are sure the details are correct, select Add User .
Repeat for all Notion Pro Users on your Site. All User Names must be different.

See also: User Management.

= Edit Existing Users =% Edit/View Users

You can list users, edt user attributes, delete users, assign privieges to users. From the list
in the dialog box:

View Users

Delete Users
| User Name Email Actions

Admin User c.burnell@the-imcgroup.com [ Edit ][ Delete ][ Privieges ]
1 MNotion Advanced Not Available [ Edit ][ Delete ][ Privieges ]
| Motion Pro Administrator r.bulli@the-imcgroup.com [ Edit ][ Delete ][ Privieges ]
] User1 r.bulli@the-imcgroup.com [ Edit ][ Delete J[ Privileges ]
1 User2 Mot Available [ Edit ][ Delste ][ Privieges ]

[l To edt user attributes click Edit for the User you wish to edt, click Update User when
finished.

1 To delete a user click Delete for the User you wish to delete, click M= to confirm.
See also: User Management.
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= Assign Viewing Privileges to a User =* Edit/View Users

You can control which Sites and Zones a User can see. From the list in the
dialog box:
1. Select Privieges for the appropriate user.
2. Inthe dialog box, select the Sites, Subsites and Zones that you
would like the selected user to be able to see.
3. Click Assign Site Access.
See Also:

User Privieges

4.1.1.2 Change a User's Password

If you want to change a user's password, proceed as follows:

1. Select Admin>User Management.

2. Select =* Edit/View Users

3. Inthe dialogue box, make sure the Keep Old Password tick box is clear.

4. Enter the new password in the Password box.

5. Enter it again in the Confirm Password box.

6. Click Update User _

Notes:

1 An ordinary user cannot change his/her own password. Only a System Administrator can
do this.

11 It is recommended that a password be at least eight characters in length and contain at

least one number, one letter, one uppercase letter.

41.1.3 Set
The

Password Security

password security features allow the System Administrator to set the password length,

expiry time and other password attributes. The security settings apply to all users.

1.

Select Admin>User Management, then select =* Password Security Settings to give
the [EEWelisISEIeIfaASISunglels dialogue box.
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Password Security Settings

IMC strongly recommends a minimum password length of at least 8 characters, requiring mixed alphanumeric and case
passwords, and using the Retries Lockout feature for systems accessible over the Intemet; this level of password

strength is required on validated systems.

Feature Name Value Feature Off
Auto Logout Peried (Mins): 30 |
Password Expiry (Days): 0 [

FPassword Expiry Waming (Days):

Password Depth:

Retries Allowed: 3 |
Reiries Period (Mins): 30
LockOut Period (Mins): ao
*Minimum recommended
Minimum Password Length: 4
length is 8 characters.
Minimum Numbers: 0 [
Minimum Letters: 0 [
Minimum Upper Case: 0 [

Update Delete Apply Default

2. Set the variables in this dialogue box to the values agreed for your Installation.

3. Click P9t

See Also:
User Management.

4.1.1.4 Create External Contacts

External Contacts are used when there is a requirement to email Reports or send SMS alarm
messages to people who are not Notion Pro users. The details of these people need to be

entered into Notion Pro. Select =% Create External Contact tg give the [SXISIIEIROONES

window.
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External Contact Details

User Mame:
Email:

Telephone Mo:

Add Contact

Enter the necessary details then select Add Contact .

See Also:

User Management.

4.1.1.5 Create and Populate User Groups

You can separate Users into User Groups. User Groups alow Privileges to be set, so
that only members of a given User Group will have the priviege to be able to view data
relating to the User Group. Users added to a Group inherit the viewing privieges associated
with that Group.

1. Select Admin>User Group Management. The [@EEICHVSSIEE(o8]s dialogue box
appears.

Create User Group

Group Name:

Non-Members Members

User1

Admin User
User2

(In this example, two new Users, named Userl and User2 have been created. None of
them are members of a Group yet.)

2. Enter a name for the Group into the Group Name: field.

3. Select a user in the Non-Members list who you want to be member of the named
Group.

=

4. Click

5. Repeat as necessary (or hold down the Ctrl key whie selecting users, then click -~ ).

. Add Members
6. Click .
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Note: You can define a Group to correspond to physical location on a Site. Another
approach would be to define and name Groups by sensor type, for example, a
Group for all temperature sensors or a Group for all humidity sensors (or a Group for
all temperature and humidity sensors).

See Also:

User Group Management.
4.1.1.6 Create Sites and Subsites

You wil have created a Site and given it a name as part of the ‘Creating a New Database’
steps in the Installation Procedure. We wil refer to this Site as ‘YourSite’. YourSite wil contain
a Zone called Zone 1 (created automaticaly by the Install Procedure.)

Start by selecting Admin>Sites from the main menu bar.
Admin  Setiings  Help
User Management
User Group Management

Device Configuration

System Configuration

Access Control

Note: you can only use the options under the Admin menu if you are a System
Administrator user.

You can:

- - .
= Create Sites Add New Site

You can create a new Site and give it a name and location information.

1. Select Admin>Sites to give the [Ne[slSiiz dialogue box:
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Add Site

Site Name:

Location:

Address:

Post Code:

Time Zone Select Option

Add Site

2. Enter the necessary details then select Add Site.

It is important to set the Time Zone correctly, otherwise Notion Pro wil give false time/
date data for that Site. You must now assign Site Access to the User Groups, so that
the User Group members can see data on the Site.

= Create Subsites = EditView Sites
A Sub-Site is a subdivision of a Site. For example, a Site could be a hospital, the Subsites
could be the different units in the hospttal.

1. To add a sub-stte, first select Admin>Sites, then select = EditView Sites ¢, o 0.

Available Sites

Delete Site

1 Site Name Activate Alarms Actions

[C1  Motion Pro Demo V [ Edit ] [ View Sub Sites ] [ Delete ][ Add Sub Site |
| IMC Group Lid v [ Edit ] [ View Sub Sites ] [ Delete ] [ Add Sub Site ]

2. Select Add Sub Site in the Actions column to give the Add Subsite dialogue box.
3. Enter the Sub Site name and other details as necessary, then select Add Subsite.

Note: you can also Edit and Delete Sttes from the Available Sites dialogue box.

See Also:

Site Management.
4.1.1.7 Set Access Rights

This topic introduces the procedure for assigning User access rights by assigning Privieges
to the User Groups of which the Users are members.
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You can:

= Set Access nghts Edit'View User Groups

1. Select Admin>User Group Management, then select = EditView User Groups

2. Select Privieges for the required Group to give the window:

Assign Privileges

User Name: User1

O Site Name Address Post Code
s Notion Pro Demo

Zones

Stores

Main Processing Area
Goods Out
Kingsclere

¥ Office

[+ IMC Group Lid Pendle House, Jubilee Road, Letchworth, Herifordshire 5G6 15P

Assign Sile Access Remove Site Access

Zones are commonly used to group different types of Sensor, for example you could
have a Zone for temperature sensors, a Zone for humidity sensors, etc. See Adding
Zones for how to create Zones.

3. Select the tick boxe(s) next to the required Sites and Zones.

4. Click Assign Site Access (you may need to scroll to the bottom of the
window to see this).
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See Also:

User Group Management.
4.1.1.8 Create Zones

Zones are used to logically group sensors, this could be all sensors of the same type or all
the sensors in a particular area. For example a Zone could be caled RH&T Sensors which
contains all the humidity and temperature sensors, or First Floor Sensors which contains
sensors of different types but which are all on the first floor. During installation a default Site
is created. This Site contains one empty Zone called Zonel.

Note: If there is only one Site in you Notion Pro installation you wil see the View Data
menu (see below) straight away, otherwise you must first select the Site of interest

starting from the Opening Display.
You can:

= Create a Zone
1. Select [Ne[sWAest= from the View Data menu, see below:

Home View Data User Alerts
Live View
Stores
Plan View

Edit Mode

Add Fone

Global Settings

Global Units

Decimal Places

Default View
arsuml
2. Inthe dialogue box, enter a name for the Zone, then click Add Zone.
See Also:

Setting Up the Sensor Model.
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4.1.1.9 Define Roles and Permissions
This topic introduces the procedures for assigning Permissions and Roles to users.
You can:
= Review Permissions =% Permissions Overview

These steps give an example of how the Administrator would review the Permissions of the
Site's users.

1. Select Admin>Access Control to give:
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erdew for Admin User

w
Iy
=3
<]
W

Permission Mame

fAocess Archive Database
Access Control

focess Logs

fpcess Reports

Access Reports - Sensar Groups
fAccess Setings

Aocess Sites

Acknowledge Alarms
Apfivate privileged Access
Bulk Acknowledge Alarms
Change Alarm Seftings on Reset
Device Configuration
Dizable User

Edit View

Emazil Alert Group

Live View

Live Wiew - Sensor Groups
Fassword Security Seffings
Plan iew

Flan View Edit

SME Alert Group

System Configuration

User Group Manegement

COOCCOOOOOOOCOOOCOOOOOCOOOCO

User Managemeant

Search User Name:

Change User

Admin User

(shows the default Permissions for a System Administrator).
2. Click on Userl in the list at the bottom of the Permissions table to give:
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ssions Overview for User

Permission Name

n

Access Archive Database
Access Control

Apcess Logs

Access Reports

Access Reports - Sensor Groups
Access Setfings

Access Sites

Acknowledge Alarms
Activate privileged Access
Bulk Acknowledge Alarms
Change Alarm Settings on Resst
Device Configuration
Disable User

Edit View

Email Alert Group

Live Wiew

Live View - Sensor Groups
Password Security Settings
Flan View

Plan View Edit

SME Alert Group

System Configuration

User Group Mansgement

0000000000000V OOOOOOOOOO ¢

User Management

(table shows typical Permissions for a Standard User).

= Manage Roles =» Manage Roles
These steps go through an example of creating Roles.

1. Select Admin>Access Control, then select .
2. Click on New Role to give the New Role dialogue box.
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3. Enter Advanced User into the Name: field.
4. Select the Ignore option buttons for:
[1 Access Control

1 Access Logs

1 Access Sttes

1 Activate privieged Access

" Disable User

1 User Group Management

[ User Management

Select the Allow option buttons for all other Permissions.

5. Click Save.

The Select a Role to Manage dialogue box appears, confirming that the Advanced
User Role has been defined.

= Assign Roles to Users = Manage Roles

Now you have defined some Roles, you need to assign those Roles to the Users. Most
users wil probably be ‘Standard Users’. You can aways ‘upgrade’ a user temporarily
(while, for example, you are on holiday) by assigning a different Role to them or by giving
them extra Permissions within their existing Role. It is assumed that you have at least
one User, one of who is called Userl.

1. Select Admin>Access Control, then select =F Manage Roles

2. In the S9Fad-HVSRGHUENEE dialogue box, click Select in the Action column for
Userl to give the dialogue box.

See Also:

Access Control

4.1.1.10 Specify email and SMS Alert Settings

This topic introduces Email and SMS Alerts and tells you how to specify them. Alerts enable
Users to be emaied with the status of Notion Pro. Alerts can also be set to enable Users to
be emailed if a sensor goes into Alarm condition (see Create Alert Groups). If your Site has
an SMS Module then users can also get text messages to inform them of alarm conditions.

Before you start
You can:
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Notion Pro

= Set Up Email Alert Global Settings

SMTF Mail Server:

Sender Email Address:
SMTP Username:

SMTP Password:

BCC Email Address:
Send Email Over S5L:
Email Receiving Protocol:
Receive Email Over SSL:
IMAP/POP3 Mail Server:
IMAP/POP3 User Name:
IMAP/POP3 User Password:
Heartbeat Enable:

Email Alert Heartbeat Time:

Update Delete

MS001:1
host@notionprao. yourcompany.com
host@notionpro-yourcompany.com

d

®mar OpPor3

O

MS001
YOUrCompany cominew user

¥

14:15:00

1. Select Admin>System Configuration, to give:
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Email Alert Global Settings

SMTP WMail Server: auth.smip.co.uk

Sender Email Address: host@notion-pro.the-imcgroup.com

SMTP Username: host@notion-pro.the-imcgroup.com

SMTP Password: Y T LT T LT L T I Y

BCC Email Address:

Send Email Over SSL: |

Email Receiving Protocal: ®vap O PoP3

Receive Email Over SSL: ]

IMARIPOR3 Mail Server: imap.co.uk

IMARIPOR3 User Name: host@notion—prulthe—imcgroup_com x
IMARP/POP3 User Password: PN RERRRERRRERS
Heartbeat Enable: 3|

Email Alert Heartbeat Time: 14:15:00

Update Delete

Note: the above settings are for ilustration purposes only and are not 'real.
2. Fillin all the fields in the Email Alert Global Settings window, then select Update.
See Also:

System Configuration

= Set Up SMS Alert Global Settings =& SMS Alert Global Settings

=» SMS Alert Global Settings

1. Select Admin>System Configuration, then select to

give:

SMS Alert Global Settings

EU Phone Band: )
Heartbeat Enable: [+l
SMS Alert Heartbeat Time: 10:00:00

Update Delete

2. When using the SMS Module anywhere using GSM900/1800, select EU Phone Band.
3. It s recommended that Heartbeat Enable is always selected.
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4. Set the Heartbeat Time as applicable
5. Click Update.

= Set Up the Email Heartbeat Group = Email Heartbeat Group

The Heartbeat Group enables several users to receive the same Heartbeat message.

1. Select Admin>System Configuration, then select =* Email Heartbeat Group tg gjve:

Create Email Heartbeat Group

Subrnit

Group Details Contacts

Group:
Group Mame:
Email:

Email Subject:

2. Give the Group a Name.

3. Enter an Email Subject. This is the text to be used as the Subject line in the
Heartbeat email.

4. To specify the Users that will receive the Heartbeat message begin by selecting the
Contacts tab.

If no contacts have been added select Add Contacts.
6. Select the required Site from Site Name:

7. Select User names as necessary from the Source List: and click ~ | for each

selection, or click - to select all Users.
8. Click Submit.

= Set Up the SMS Heartbeat Group =& SMS Heartbeat Group

(The procedure is very similar to setting up the Email Heartbeat group. Begin by selecting
=} SMS Heartbeat Group_)

Note: to see Usernames in the Source List for SMS Contacts, you must have entered
mobile phone numbers in the User Detais window for each User.
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= Set Up Email and SMS System Groups =* Email System Group = SMS System Group

The Email System group enables emails to be sent to notify users of ‘System Events’ such
as when Notion Pro starts or stops.

1. Select Admin>System Configuration, then select = Email System Group to give:

Create Email System Group

Subrmit

Group Details Contacts

Group:

Group Mame:

Email:

Email Subject:

System Events:

L Edit [ Login Fail

O System Start [l Hardware Event

O System Stop

2. Select the ‘events’ that you need users to see from the System Events panel.
3. Click Submit.

The procedure is very similar to the procedure for creating the Email Heartbeat Group,
see above.

The procedure to create an SMS System Group is very similar to the procedure for
creating an Email System Group, start by selecting =5 SM$ System Group

= Check email feature = Check Email Feature

This can be used to check that the Contact email settings you have specified work correctly.

1. Select Admin>System Configuration, then select =% Check Email Feature
2. Enter an email address into the @S d=nEINREINE window, then select Submit.

See Also:

System Configuration
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4.1.1.11 Create Alert Groups

User Alerts provide automated Alarm notification delivered via Email or SMS or both to Users
who are members of Alert Groups. (An SMS Module is required for SMS Alarms).

You can:

= Create Email Alert Groups =" Create Email Alert Group,

1. From the menu bar in the Live View, select User Alerts>E-mail Alert Group to

give the @Ficl=nEIRASgd€Eifellls dialog box.

Create Email Alert Group

Submit

Group Details Sensors System Contacts External Contacts

Group:

Group Mame:

Email Settings:

Email Subject:

Acknowledge Timeout:

Confirm Acknowledge: O
Round Robin Enable: O

Round Robin Timeout:

Email Reset Alarm: O

Alarms:

O High Alarm (Alarm on Qpen for Door Channels) O Elapsed

[ High Range [ pattery

[Low Range O Digital

[ Low Alarm [ Rate of Change

Complete the Group Details tab as applicable.
Select the Sensors tab.
4. Add Sensors for which Alerts are to be sent by selecting Add Sensors to give the

dialog box.

5. Select the required Zone from the Zone Name: pul-down list. The Source List:
wil become populated with the sensors in the selected Zone.

6. Select Sensors as necessary from the Source List: and click “ | for each

selection, or click ™ | to select al Sensors. Select Submit when you have
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finished specifying sensors for Alerts.

7. Select the System Contacts tab to specify the Users who are to receive the
Alerts.

6. Select the required Site from Site Name: pul-down list.

7. Select User names as necessary from the Source List: and click ~ | for each

selection, or click - to select all Users.
8. Perform the same operations for External Contacts if necessary.
9. When you are satisfied with the Email Alert Group settings click Submit.

Create SMS Alert Groups =% Create SMS Alert Group

This procedure is very similar to that used to create Email Alert Groups - see above. You
must also define SMS Alert Global Settings.

See also:
User Alerts

4.1.2  Set Up Sensors
4.1.2.1 Create, Edit and View Sites

Sites are the main access points to the system data, each Site represents a single physical
Site where receiving devices such as Network Receivers or SMS Modules are located along
with Sensors. Sites can also have Sub Sites associated with the main top level Stte.

You can:
= Create Sites =* Add New Site

1. Select Admin>Sites, then select =* Add New Site from the side menu to give the
A= dialogue box:

Add Site

Site Mame:
Location:
Address:
Post Code:

Time Zone Select Option [v]

Add Site
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Enter Ste Name, Location and Address information as appropriate.

Select the time zone of the Site from the Time Zone pul-down menu. (The value
displayed by default is the time zone of the host PC. It is important to set this
correctly, as dates in the database are stored using GMT.)

= Edit Sites =" Edit/View Sites

1. Select Admin>Sites, then select =* EditView Sites from the side menu to give the

AVEL=l/ SIS dialogue box.
Select the tick box next to the Site you wish to edit.

Select Edit in the highlighted line to give the dialogue box. This is very simiar
to the dialogue box, see above.

4. Carry out the required edits, then select Update to save your changes.

= View Sites = EditView Sites

1. Select Admin>Sites, then select =* EditView Sites from the side menu to give the

AVEIESIIGEE dialogue box.

The Sttes that have been created are listed here. You can carry out Edit, Delete or Add
Sub Stte operations from here on the selected Stte. If Sub-Sites have been added to the
selected Site then you can view them by selecting View Sub Sites, otherwise View Sub
Sites will not be click-able.

= Add Sub-Sites =" Edit/View Sites

1. Select Admin>Sites, then select =* EditView Sites from the side menu to give the

AVEL=l/ S dialogue box.
Select the tick box next to the Site you wish to add a Sub Site to.

Select Add Sub Site to give the IXe[sBSllslSI= dialogue box. This is very similar to the
dialogue box, see above.

4. Enter Sub Site Name, Location and Address information as appropriate.
5. Select Add Sub Site to create the Sub Site.

= View Sub-Sites =% Edit/View Sites

1. Select Admin>Sites, then select =* EditiView Sites from the side menu to give the

AVEL=l/ SIS dialogue box.

2. Select View Sub Sttes for the Site whose Sub Sites you wish to view. (If the Site has
no Sub Sites, View Sub Sites will not be click-able.)
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= Delete Sites =" Edit/View Sites

1. Select Admin>Sites, then select = EditiView Sites from the side menu to give the

IAVELEBSIIGEE dialogue box.
Select Delete against the Site that you wish to delete.

A confirmation box is displayed for you to confirm that you wish to delete the Site.
Select if you are sure you wish to delete the Site, otherwise select NO.

= Delete Sub Sites = Edit/View Sites

1. Select Admin>Sites, then select =* EditiView Sites from the side menu to give the

AVEL=l/ SIS dialogue box.

2. Select View Sub Sites for the Site which contains the Sub Sites you wish to delete. (If
the Site has no Sub Sites, View Sub Sites wil not be click-able.)

Select Delete against the Sub Site that you wish to delete.

4. A confirmation box is displayed for you to confirm that you wish to delete the Site.
Select if you are sure you wish to delete the Sub Site, otherwise select NO.

See also:

Site Management

4.1.2.2 Configure Devices

You need to set up and configure the Notion Pro Hardware Devices to get live sensor data
from your Site. For ful details of the hardware, see the IceSpy Notion Pro System Manual,
IMC doc. no. IM5521.

This section runs through what you need to do to:

1 set the Database Logger service for the Network Receiver device
"1 set the default Network Receiver Service Port details

_add a Network Receiver device to your Notion Pro instalation

[l create Device Groups

You can:

= Change the Database Logger Service =* EditView DB Service

The DB Logger Service is the Service that passes data to the Notion Pro SQL database.

The Listening Port Name and Number are set automatically during installation, but may
be changed to suit your local IT installation if required.
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Select Admin>Device Configuration, then select =* Edit/View DB Service from the side
menu to give the MEWINEISE N Kelo[o[|@=IgYe=MME] s dialog box, for example:

View DB Logger Service Details

Delete Record

| Listening Port Name Listening Port No Actions

1 Base Unit Service Port [ Edit ][ Delete ]

1. To change the Logger Service details click Edit to give the [BElClsEH A Kele[s[I@Ia e
dialog box. Make changes as required, then click Update Details.

2. To delete the Logger Service details click Delete for the relevant Service Port entry.
Alternatively, select the tick box for the relevant entry, then click Delete Record. In
both cases a confirmation box is displayed for you to confirm that you wish to delete
the Service. Select M= if you are sure you wish to delete the Service, otherwise
select NO.

= Add a Device to Notion Pro =" Add Device

1. Select Admin>Device Configuration, then select =* Add Device from the side
menu to give the KEeplige] B e=MBEE]S dialog box.

2. Enter the device details as required. In particular, you must select the Device Type
and Installation Site from the appropriate pul-down menus.

3. When you have entered all the necessary detais, click Add Device.

= Create a Device Group =" Create Device Group

You must have a Device Group, even if there is only one Receiver Device at your Site.

1. Select Admin>Device Configuration, then select =% Create Device Group from the
side menu to give the FOEIABAY A€ (o]8]s dialog box.

2. Give the Group a hame, then select the Device Type from the pulkdown menu. The
available devices of that type wil appear in the Non-Members list.

3. Select a device by highlighting it, then click - to move it across to the Members
column.

4. Clck Add Members to create the Device Group.

See also:

Device Configuration
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4.1.2.3 Add Sensors
We have already gone through the steps to create Zones.

This section goes through the steps to add Sensors to Zones. At this point it would be
advisable to record, in a table, attributes of the sensors you intend to add to Notion Pro.

Note: the examples in this section are for Temperature sensors or Humidity sensors (or
for sensors which measure both Temperature and Humidity). Notion Pro supports
other sensor types, the displays for those sensors will be slightly different to those
shown here.

You can:
= Add Sensors

1. From the System Overview select View Data for the Site which contains the Zones
that you with to add sensors to. The Live View display has the name of the currently
selected Zone at its top left corner.

2. Select View Data>Edit Mode from the menu bar to give a display similar to that
shown below:

E Development Test Sensors O
! Office
[ Goods out

Development iSense

Scout Delete Zone Edit Zone Add Sensor Add Multiple Sensors Copy Sensor Delete Sensor
- [F Office

- Sensor Name Type Serial No Actions
- Pro Internal 374 c 00-00-03-74 [Edit] [ Delete]
|m Pro Internal + External 494 EAG 00-00-04-94 [Edit] [Delete]
r Pro External 395 c 00-00-03-95 [Edit] [ Delete ]
r 543 PT100 @ 00-00-05-48 [Edit] [ Delete ]
[l G54 RHIT C, %RH 00-00-06-64 [Edit] [Delete]
r Internal 1185 @ 00-00-11-85 [Edit] [ Delete ]
r 1123 ext Temp setto 10C c 00-00-11-23 [Edit] [ Delete ]
r 1375 c 00-00-13-75 [Edit] [ Delete]
r Test C, %RH 00-00-18-06 [Edit] [ Delste ]
r 50163198 - Internal Hybrid @ 57-54-76 [Edit] [ Delete ]

3. Select Add Sensor to Zone to give the sfslSSiNe]| dialog box.

Using the table referred to earlier, enter details of the sensor you wish to add. Sensor
Type and Device Group are selectable from pulFdown lists. Serial number is on the
back of the transmitter.

When you have entered all the details you require, select Add Sensor.
Repeat the above steps for all the sensors you intend to add to the current Zone.
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Multiple sensors of same sensor type can also be added by selecting Add Multiple
Sensors, this feature is useful for adding sensors in a batch.

You can also sort sensor records by clickihg Sensor Name heading.

= Configure Sensors

You may need to change the sensor properties from the pre-set default values. These
properties include General Settings, Calibration, Alarms and Fiters. See Adding Sensors for
full details of sensor configuration.

Accessing Sensor Properties

E Stores

1. Continuing with the example above, select the # sign next to , then select
the  sign next to @O 11001 ol select the  sign next to = roperties

2. Select \WJSeneral 14 give the dialog box.

3. Set properties as required.

Calibration Properties

1. Continuing with the example above, select the ® sign next to - /~-aibration

2.

3.
4.
5.

Select WNEXLDUE 4 give the NENRGDEITOIIPIEIPEE dialogue box.

LA
Select a new date from the 144, tool.

Select Update .
Repeat as necessary for all sensors in all the Zones on your Site.

Temperature Calibration Properties (for sensors with a temperature channel)

1.

3.
4.

Temperature

Continuing with the example above, select the # sign next to & to give

the D ¢ dialog box.

If you need to change any of the default values, select the field next to the required
setting, enter the new value and select Update .

If you wish to return to the default settings at any time, select Set Default .
Repeat as necessary for all temperature sensors in all the Zones on your Site.

Door Calibration Properties (for sensors with a door monitoring and alarm function
channel)

1.

Continuing with the example above, select the  sign next to &222" to give the DY
dialog box.

If you need to change any of the default values, select the field next to the required
setting, enter the new value and select Update .

If you wish to return to the default settings at any time, select Set Default .
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4.

Repeat as necessary for all door monitoring and alarm function sensors in all the
Zones on your Ste.

Current Calibration Properties (for current clamp sensors)

1.

3.
4.

Continuing with the example above, select the # sign next to &S 14 give the
dialog box.

If you need to change any of the default values, select the field next to the required
setting, enter the new value and select Update .

If you wish to return to the default settings at any time, select Set Default .
Repeat as necessary for all current clamp sensors in all the Zones on your Site.

Humidity Calibration Properties (for sensors with a Humidity channel)

1.

4.

Continuing with the example above, select the @ sign next to &Humidt

dialog box.

If you need to change any of the default values, select the field next to the required
setting, enter the new value and select Update .

to give the

If you wish to return to the default settings at any time, select Set Default .
Repeat as necessary for all humidity sensors in all the Zones on your Site.

= Set Sensor Alarm Properties

You can set basic alarm properties on a sensor as follows:

J
U

0
J

whether the sensor is enabled to give alarms are not

the Levels (for example, of temperature and/or humidity) above or below which an
alarm would be triggered

the delay period (Alarm Advance) before an alarm would be raised

the rate of change of a quantity which would raise an alarm (for example, a rapidly
increasing temperature might indicate a fire)

the days of the week on which your sensor alarms are enabled (you may want to
turn alarms off at weekends fif there is no activity on the Site).

Filter alarms to help reduce interference

set Notes against an alarm.

Setting Sensor Alarm Levels and other Properties

1.

Click on the ® sign next to BAR™S ndar the sensor for which you wish to set alarm

properties. 4 Levels i highlighted by default and gives a dialog box dependent on the
sensor type.

If you wish to change any of the default values, select the field next to the required
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setting, enter the new value and select Update .
3. Repeat as necessary for all sensors (or all types) in all the Zones on your Stte.
Other Alarm Settings

1. Select # Advanced 4 give the [NEUBSNENS: dialog box.
2. Adjust the values and/or set the Yes/No options as necessary, then select Update.

Notes

3. If ﬁou wish to set any notes against an alarm setting, select ¥ to give the
A

s dialog box.
4. Enter the required note in the Notes Description field, then click Add.
Filters

1. Select ¥ Fiters 5 pring up a dialog box which allows you specify fitered limits on data
values.

2. Enter the required minimum and maximum values, then click Update.

= Define Global Settings
Global Settings allow alarm disable times and days to be set across a range of Sensors.

1. Select Global Setting on the Alarm Levels or R=linWXs\Elle= dialog box to give a
(Site-dependent) window, for example:

Please Expand the menu to do selection.
» 4 Notion Pro Demo

Submit

2. Click * to show the Zones within the Site.

3. Select the Zones (by clicking in the box next to the Zone name) that you wish to
apply Global Settings to, then click Submit.

See also:

Addin nsor

Configuring Sensors
Setting Alarms
4.1.2.4 C(Create and Edit Sensor Groups

The Sensor Groups feature is extremely useful for grouping sensors of the same type
that are measuring the same parameters.

You can:
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= Create Sensor Groups = Create Sensor Group

1. Select Settings>Customise Sensor Groups from the main menu bar to give the
OEEICISE IS e l[s dialog box, see below

- Create Sensor Group Create Sensor Group

=} Editview Sensor Groups

Group Name:

Site Name: |Select Name

Sub Site Name |Sele:t Name v
Zone Sensors No Zane exisis
Select by Physical

Location/Responsibility

2. Enter a name for the Group, for example 'Door Sensors'.

3. Select the owning Site for the Sensor Group from the pul-down list. If the Site has
Sub Sites these will now appear. Select the Sub Site if required.

4. After selecting the Site (or Sub Site) the available Zones on that Site become visible.
Select the + symbol next to the Zone name that contains the Sensors that you wish
to select.

5. When you are happy with you selections click on Create Group. The Group you
have created appears in the View Sensor Groups dialog box.

= Edit Sensor Groups = EditView Sensor Groups

1. Select Settings>Customise Sensor Groups, then select =% EditView Sensor Groups
on the side menu to give the iew SEWSORE sk dialog box.

2. Select Edit against the Group you wish to edit.

3. From here you can delete Sensor Groups (Delete Members, or Delete for the
selected Group), add a Sensor Group (Add Members) or edit a Sensor Group (Edit
again from under the Actions column to add or remove sensors).

See Also:

Setting Up Sensor Groups

4.2 (All Users)
|

All Users can:
[] view live data
[1 check alarm statuses

 look at system logs
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| produce reports.

The options described here are only a summary of what's avaiable. For full information see:
Viewing Data
Setting Up and Running Reports

4.2.1 Get a Quick View of ...
4.2.1.1 sensor readings

When you log in, if your System Administrator has only given you viewing rights for one Site,
you wil see something like:

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level
E 4 e .
N
m <«
Stores A 50 17 W ﬂ 46.33 %RH
/ 521C ]
Stores B and Door 50 05 W ‘@ 2521 ¢ _
Stores C Stores D 50 16 W E 2406 C 24.80C
i 52
——— =

In this example (caled the Live View) we see that:
I we are looking at the sensors in the 'Stores' Zone (see top left corner)
1 all the sensors except one are showing an alarm

1 all the sensors are showing temperature readings, except 'Stores A 50 17' which is also
showing a humidity reading, and 'Airflow 1' which is a current sensor

1 somebody has left the door open in the Entry Hall
[1the door is closed in Stores
[] all the sensor batteries are OK.

If you have you have more than one Site in your installation you wil have to select the Site
of interest first. In this case, when you log in you might see something like:
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Available Sites

Site Name Alarm Status Action
Notion Pro Demo ﬂ > [ View Data ] [ User Alerts | [ Reporis | [ Loas ]
IMC Group Ltd M [ Sub-Site ]

To see the sensor data in the Notion Pro Demo Site, just click View Data.

The IMC Group Ltd Site has a Sub-Site, click on Sub-Site to see it:

Site Name - IMC Group Ltd

Sub-Site Name Alarm Status Action 3

Pendle House M [ View Data | [ User Aleris | [ Reports | [ Loags |

d

Click View Data as before to see the sensor data in the Pendle House Sub-Site.

See also:

The Opening Display
The System Overview Page
Choosing the Site to View

4.2.1.2 alarm statuses

When you log in, at the top right corner you wil see something like:

Welcome: User1
= ALERT: You have sensors in alarm m
, Alarms unacknowledged; 11 —

Alarms awaiting reset: 0

In this example we see that:

[1 We have sensors in alarm.

1111 alarms are unacknowledged, 0 alarms are awaiting reset.
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L The System Message bubble on the left is showing amber dots, which means there no

new unread system messages. To see the System Messages, click on the bubble to
show:

> System Messages

Notion Pro Demo has sensors in alarm, Alarms unacknowledged: 11, Alarms awaiting reset: 0

Clicking on the red alarm bell icon gives:

Available Sites

Site Name Alarm Status Action

Notion Pro Demo ﬁ

- nd

[ View Data J [ User Alerts | [ Reports ] [ Leas ]

this case) shows that communications to all control devices (such as Network Receivers) are
working normally.

The Communication Status icon ( ) (green arrows in

A

Clicking on =™ from this view goes back to The Opening Display

See also:

View System Alarm Status Overview
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4.2.1.3 asensor reading in graphical form

Starting from the Live View,

Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

ﬂ 2527¢C

ﬁ_ 2531¢

Sensor Name

Office 110 M1

Entry Hall and Door 50 02

Airflow 1 __ Ampere _ _ Ampere

Stores A 50 17 2500C 46.33 %RH

B
-=]
=1
o

Stores B and Door 50 05

\'I
JHEHHE

Stores C Stores D 50 16

B e e K

Workstation 1 50 03

EEE B s
EEEEEEE :

click on for the sensor of interest to give, for example:

il

Date: 2015-06-29 1 Interval: Day ﬂ View Graph

Extra Tools

Cverlay Sensors || Range Alarm || Level Alarm | | Reset || Previous || Scale | | Export Data | | Print Graph || Summary | | Start of Data || End of Data || Go Back

Office 1 10 01 (Serial No = 50-00-00-01)

40

20

emperature (C}
[=]

02:00 04:00 0&:00 08:00 10:00 1Z:00 14:00 16:00 18:00 20:00 22:00

Il Cffice 1 10 D1, Temperature (C): 23.6. Date Time = Mon, 28 Jun 2015 03:50:28

Here, the graph shows live temperature data, starting at 00:00 for the Office 1 10 01
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Sensor.

An example of a graph for a two-channel sensor might be as shown below:

Date: 2015-06-29 1 Interval: Day ﬂ View Graph

Extra Tools

Overlay Sensors || Range Alarm | | Level Alarm | | Reset | | Previous || Scale | | Export Data | | Print Graph || Summary | | Start of Data | | End of Data || Go Back

Entry Hall and Door 50 02 (Serial No = 50-00-00-02)

200
40
T 150
20
@
2 0 100
T
@
o
£
5

50

0z:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00

Wl Entry Hall and Door 50 02, Tempersture (C):
Entry Hall and Door 50 02, Door (%)

Here we see temperature data in red, door data in yellow. The door had been open (and so
in an alarm state) until about 12:30, then somebody closed the door.

See also:

Viewing Live Data
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4.2.2 Look at Sensor readings from . ..
4.2.2.1 another Zone

The name of the Zone for the current data disply is shown at the top-left corner of the
Live View for the Zone ('Stores' below):

Sensor Name

!
&
B

Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

ﬂ 2527C

& 2531 ¢

Office 110 M1

Entry Hall and Door 50 02

Airflow 1 ~ __ Ampere __ Ampere

Stores A 5017 2500C 46.33 %RH

Stores B and Door 50 05

EEEEEEE

& 2406 C

Stores C Stores D 50 16

2480C

i
(9]

Workstation 1 50 03

EEEEEEE
»

To switch the Live View disply to show another Zone:

1. Select View Data>Live View:

View Data  User Alertis  Reporis Logs
Live View Stores
Plan View Main Processing Area

Edit Mode Goods Out

Add Zone Kingsclere

Global Settings Office

2. Move the mouse pointer down the Zone list until you have highlighted the Zone of
interest.

3. For example, moving the pointer down to 'Goods Out' might change the display to
show:
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Sensor Name Data Alarm
Entry and Door 00 12

V|
e

Loading Area 1

EEEE
S
Il I .

Loading Area 2 M-.
FProcessing m
See also:
Viewing Data

4.2.2.2 another Day
The graphical display shows data from, by defaul, the current day.
To show data from a day in the past:

1. Click on the calendar icon on the controls above the graphical display:

L
Date: 2015-07-30 X 4 Interval: Day ﬂ Wiew Graph
July 2015
Extra -
Mo Tu We Th Fr 5a 5u
Overl; 1 2l 3l 4l sl larm| Reset||Previous || Scale || Start of Data || End of Data || Go Back
6| 7| & 9f 10 1 12
13| 14| 15| 16 17| 18 19
20 21| 22| 23 24 25 326
= =| == Office 1 10 01 (Serial No = 50-00-00-01)

The current day is highlighted in yellow.

2. Click on the day in the past for which you would like to see the sensor data.
3. The graphical display changes to show data from the selected day.

4. To display data from a month (or a year) in the past, click the arrow ** at the top of
the calendar until you get to the month of interest, then click on the day of interest.
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Obviously you can only get historical data up to the point when the transmitter was
actually installed.

See also:

Operations from the Live View

4.2.2.3 another time interval

By default, sensor data is displayed for the current 24-hour period, but you can change the
display to show data from a wider time interval.

To show data over a different time span:

1. Select a different time interval from the Interval pul-down menu on the controls above
the graphical display:

Date: 2015-07-30 148 Interval:
Week
Month

(if you wish you may also select a different starting date at the same time).

2. Click View Graph .

For example, the two displays below show data for a sensor over a one-week period,
followed by a display of data from the same sensor over a one-month period:

40

100

38
&0

a0

a0
. \M

Temperature (C)
(HH%) Aupiungy

20
158

10
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40 100

a0

L
=

&0

40

ha
=]

Temperature (C)
]
HH%) Apiingy

See also:

Operations from the Live View

4.2.3  View and Acknowledge Alarms

4.23.1 View System Alarm Status Overview

1. Click i

2. View the Alarm and Communication Status of the Sites in your installation in the
window.

Available Sites

Site Name Alarm Status Action
Motion Pro Demo ﬂ ~ [ View Data ] [ User Alerts | [ Reporis | [ Loas ]
IMC Group Ltd . ~ [ Sub-Site |

See also:

Alarm Man ment
Alarm Statuses
Alarm Status
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4.23.2 View System Messages

1. From anywhere in Notion Pro, look at the System Message Alert icon at the top of
the screen.

2. To view System Messages, click on the icon.

stem Messages

Notion Pro Demo has sensors in alarm, Alarms unacknowledged: 11, Alarms awaiting reset: 0
See also:

System Status Overview
Alarm Statuses

4.2.3.3 Acknowledge Alarms

If the m symbol is displayed on the Live View page for a given Stte, the associated
transmitter has gone into an Alarm state (for example, a temperature threshold has been
exceeded) and the alarm has not been acknowledged.

To acknowledge an Alarm:

1. Make sure you are in the Live View page for the Zone which contains the sensor of
interest. See another Zone.

Click on the m symbol for the sensor of interest.
On the resulting AYealelW =le[e[gleWi\=15n1Mi{e]| page, enter a suitable message into the User
Actions box, then click Acknowledge.

The m symbol changes to to indicate that the alarm has been acknowledged.

4. To reset the alarm, click on the symbol.

See Also:
Acknowledging Alarms
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4.3 Create and View Reports
|

Notion Pro can produce a variety of Reports. These can be tailored to a customer’s
individual specifications. The report will be in .pdf format with the option to export a .csv
data fie.

You can create and view:

-
=] summary Reports Browser Summary Reports

These can be summaries of data collected by selected sensors or all sensors in a Zone over
the past week.

1. Select Reports>Browser Summary Reports to give the dialog
box.

Select Report Type: @ Sensor () Zone

Search

Browser Summary Report

Generate Report Add to Favourites Clear Selection
[ Sensor Name Serial Number Favourites
[  04-10 (INT) 00-00-04-10 -
0 D4-53(INT) 00-00-04-53 -
[  04-54 (INT) 00-00-04-54

2. To report on selected Sensors:
i. Ensure that the Sensor option button is selected.
i. Select the sensors of interest from the Sensor Name list.
ii. Select Generate Report.
3. To report on a Zone:
i. Ensure that the Zone option button is selected.
i. Select Search.
ii. Select the Zone of interest from the Zone Name list.
iv.Select Generate Report.

See also:

Summary Reports
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= Calibration Reports =} Browser Calibration Reports
A simple report of all sensors that need calibrating on a given date.

1. Select Reports>Browser Calibration Reports.

2. By defaul, a Report wil be generated for all sensors which need to be calibrated one
PALLLE

month from today's date. If you wish to select a different due date click 14*. and
select the required date. Select the 'Include Out of Service Sensors' tick box if
required. Click Search to generate the Report.

= Exception Reports =» Browser Exception Reports
Reports of ongoing alarm conditions, by Sensor or by Zone.
1. Select Reports>Browser Exception Reports.
2. To report on selected Sensors:
i. Ensure that the Sensor option button is selected.
i. Select the sensors of interest from the Sensor Name list.
ii. Select Generate Report.
3. Toreport on a Zone:
i. Ensure that the Zone option button is selected.
i. Select Search.
ii. Select the Zone of interest from the Zone Name list.
iv.Select Generate Report.

= Scheduled Reports =} Schedule Reports

Reports of a variety of types which start and end at predefined dates/times and run at
predefined intervals.

1. Select Reports>Scheduled Reports to give the [Ne[sl{e e[S Sls M Elololg @S Sluuglefs
dialog box.
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Add Scheduled Report Settings

Submit Submit and Run Now
Report Settings Sensors System Contacts External Contacts
Settings:
Report Type: Select Option j

Report User Title:

First Report Run: ?“ Hours: | 00 = I'u1inutes:m
Report Interval: Months:m Days:| 00 = Hours:m

Report Start: ?“ Hours: | 00 = I'u1inutes:m
Report End: ?“ Hours: | 00 = I'u1inutes:m

Select the required Scheduled Report Type from the Report Type: pul-down list.
Enter a suitable title for the Report in the Report User Title: box.

4. Select a date and time for the first Report run using the First Report Run: controls.
This should be later today or any time in the future.

5. Specify a Report Interval if required. This is the length of time between repeated
runs of the Report. For example an interval of one day would give daily Reports. You
don't have to specify a Report Interval, this would give a ‘one off’ Report.

6. Use the Report Start: and Report End: controls to specify the time span for the
Report. This would typically be dates in the past, but could be dates in the future
(although if, for example you specified a start date one week in the future and end
date two weeks in the future you would have to wait 2 weeks before you saw a
Report).

Note: you should set an Interval, with no Report Start or Report End time, or a
Report Start and Report End time, (but no Interval).

7. Having set up the Report dates, we now need to specify the Sensor data that we
wish to report on. Click the Sensors tab, then click Add Sensors to give the
dialog box.

8. Select the Zone that contains the sensors you wish to report on from the Zone
Name pul-down list. The Source List becomes populated with the sensors in the
selected Zone.

9. Select a sensor in the Source List that you wish to report on, and select " to

transfer it to the Destination List. To transfer all sensors in a single operation click

=

10. When satisfied with your selections, select Submit.
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11. Now we need to specify a list of Users (System Contacts) that the Report wil be
emailed to. Click the System Contacts tab, then click Add Sensors to give the [Xle
dialog box.

12. Populate the Destination List for System Contacts using the same methods that
you used to populate the Destination List for Sensors (see step 9 above). When
satisfied with your selections click Submit.

13. If any External Contacts have been set up and you wish to send the Report to
them, select the External Contacts tab and populate and Submit it in the same
way as for System Contacts.

14. When satisfied with all of your Report Settings, select Submit or Submit and Run
Now under the [Ne[sBSlesle I Mol j@SSlutigle banner. Submit and Run Now
button is used to generate reports immediately; however some delay can be
expected if a large report is submitted.

The Scheduled Report you have defined wil now be added to the RS l]Te M ololges
window.

See also:

Setting Up and Running Reports

4.4 View System Logs
|

Notion Pro has a series of System Logs for keeping track of critical events such as system
activity, alarm activity and SMS activity.

Activity Logs

Date Time Activity By Memo
06/Augf2015 11:22:00 User logged in Admin User B
You can:

= View the Activity Log = Activity Log

Logs user activity.

Select Logs>Activity Log to give the dialog box.

= View the Alarm Log =% Alarm Log
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Select Logs>Alarm Log to give the dialog box.

= View the SMS Log =" SMS Log

Select Logs>SMS Log to give the SliNlNlsE dialog box.

= View the Email Log=* Email Log

Select Logs>Email Log to give the dialog box.

See also:

Viewing System Logs
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5 Reference Section

See below for a list of information topics.

5.1 SigningIn
|

Note: If you are NOT a System Administrator, you wil be unable to access the Notion Pro
facilties detailed in this topic, the Setting Up Users, Sites and Devices topics, and the

Setting Up the Sensor Model topics.

To view the Notion Pro website, you wil need to open a browser and navigate to the Notion
Pro site.

If you are working on the Notion Pro Server itself, type http://localhost/NotionPro on to the
Browser’s address field.

If you are working on a another computer or device, you wil need to use the URL supplied
by your System Administrator or IT Support provider to reach the Notion Pro server. This
may be similar to \\ServerName\NotionPro for a LAN connection or www.mycompany.com/
Notion Pro for an internet connection.

notien P

Forgotten password?

Once you have navigated to the correct URL, the login screen will be displayed, as above.

As you are setting up the System immediately after installation, you need to login as the
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System Administration User:
Username:  Admin User
Password: Admin

Enter your username and password to login, then click SeliBti. Passwords are case
sensitive.

As this is the first time you have logged in, you must supply the answer to a security
question, so if you forget your password in the future you can retrieve t using a procedure
which includes supplying the answer to your security question. See below:

Security Question

In the field below answer a question, it will be required in
order to reset your password.

Select your question

Choose your security question by clicking and choosing from the list. Type the answer
into the box below, then click SIS You wil now be returned to the login screen, where
you will again need to enter your username and password.

The Security Question screen is only shown when a user logs in for the first time; it wil not
show when you login as the Admin User again.

Note: When you are editing users' details, you should change the default Admin User
password so that it is secure.

5.1.1 View Archived Database

For detailed information about the Notion Pro Archive / Backup system, see the IceSpy
Notion Pro Archive/Backup Manual, doc no IM5549.
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notian P

) Choose Database

Database Type: (@) Live Database Archive Database

Archive Database Name Archive Date Time

There is no archive database to choose from, only restored archive databases will appear here

To access Archived data, select Archive Database, select the required Archive Database
from the list, then click Next

5.1.2  View Live Database

To access the live Notion Pro system, make sure Live Database is selected and click Next
to give the System Overview, see below for an example.

System Overview  Sensor Groups Admin  Settings Help Log Out

Available Sites

Site Name Alarm Status Action

Mation Pro Demo ﬁ

- -

[ View Data | [ User Alerts ] [ Reperts | [ Logs ]

IMC Group Ltd ~ [ View Data ] [ User Alerts ] [ Reports | [ Logs |

&y

See Setting Up the Sensor Model and Viewing Data for more details of the System Overview
display and viewing Live Data.

Note: You wil only see the Available Sites view if your installation has more than one Site.
For a one-Site installation, clicking Next wil take you straight to the Live View, see

Viewing Live Data.

5.2 Setting Up Users, Sites and Devices

Admin
The options under the - menu enable System Administrators to set up Notion Pro for
use.

5.21  User Management

Note: The functionality described in this Section only applies to System Administrators or
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Users who have been given System Administrator access rights. The Admin User is
created automatically when Notion Pro is installed. The Admin User cannot be
deleted.

User Management allows you to add Users, edit Users add External Contacts and edit
External Contacts.

Adding and Editing Users

RTINS O Sl Select Admin then User Management from the drop down
menu to access the User Management section.

User Manz t
ser Hanagemen The Admin menu is located at the right hand side of the top

menu bar.
User Group Management

After selecting User Management a new window appears see
Device Configuration below.
System Configuration

Sites

Access Control

Create User

Creale Extermal Contact Lisar Name

Editrview Lisens

Editview External Contacts Pl

A I

Password Securty Sefngs Confirm: Fasswond

Fasswond Mever Expines

Email
Telephone Mo

Resal Lockout [l

Add User

Add User Name

In the dialog box above enter a new User Name. If the user name is already taken the
following message wil be displayed.

Thiz name iz already taken

Select another User Name until the following message is displayed:
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—

Add Password

Enter a password into the Password field, now re-enter your password into the Confirm
Password field. It is not recommended to cut and paste the password as this would copy a
mistake to the Confirm Password field. If when typing your password into the Confirm
Password field you make a mistake, the following message wil be displayed.

* Fields do not match

If you have re-typed your password correctly then you will be able to proceed to the next
step.

By default, Notion Pro requires passwords to be at least four characters long. The
Administrator wil not be able to set a minimum password length of less than four
characters. This is configurable by the Administrator. The User ID and password cannot be
the same.

Administrators may also require that user passwords have an alphanumeric and mixed case.
In this case, passwords must have numeric characters, upper and lower case letters.

Note: It is recommended that a password be at least eight characters in length and
contain at least one number, one letter, one uppercase letter.

Password Never Expires

By default user passwords are set to expire in 90 days, this is selectable by the
Administrator.

Password Expiry does NOT apply to the Admin User password, which is always set to never
expire.

Email:
This field allows you to enter your email address. This is used to receive the following:

_ email alerts generated from the system
1 email reports.

1 password reminders.

Telephone No:

This field allows you to enter your mobie phone number. This is used to receive SMS text
alerts generated from the system.

The number should be entered in the following format:
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+44 123 987654

When you are happy that all details are correct, click the Add User button.

Edit/View Users

Edit/View Users allows you to edit existing user’s details. The following functions are
avaiable:

1 Edit allows passwords to be changed along with email address, phone number and
calibration technician status

"1 Delete allows single or multiple users to be deleted

L Privieges allows users to be set with viewing rights.

= Create User View Users

= Edit'View Users

«» Create External Contact Delete Users

=} EditView External Contacts O User Name Email Actions

=» Password Security Settings Admin User Mot Available [ Edit ][ Delete ][ Privileges ]
O MNew User newuser@thecompany.com [ Edit ][ Delete ][ Privileges ]
O Notion Advanced Not Available [ Edit ][ Delete ][ Privileges ]
] Notion Pro Not Available [ Edit ][ Delete ][ Privileges ]

To edit new user, select Edit/View Users. A new window opens, see below.

View Users

Delete Users
[ User Name Email Actions
Admin User Mot Available [ Edit ][ Delete ][ Privileges ]
] Mew User newuser@thecompany.com [ Edit ][ Delete ][ Privileges ]
Edit

To edit a user select Edit. After selecting Edit a new window opens, see below.
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User Details

User Name Usert

Keep Cid Password: O

Passward

Confirm Pasgword

Password Mever Expires: [

Email: r.bull@the-imcgroup.com
Tetephone No

Disable User ) Yes (@ No

Reset Lockout |
Update User

In this screen you can change the User’s email address, mobile phone number or calibration
technician status. If you wish to update the User without changing your password tick Keep
Old Password and the existing password wil be populated in the password dialog boxes. If
you wish to change your password follow steps in Add Password. (See also Change a User's
Password.)

Reset Lockout

Locked out users can be reset from this screen, by selecting Reset Lockout.
When you are happy that all details are correct, click the Update User button.
Delete User

There are three methods for deleting users:

1. Select Dekete. This wil delete the record selected, once you are happy with your selection
confirm delete by selecting J= on the warning dialog box (see below.

This will delete the selected user, are you sure?

MO YES

2. If more than one user is to be deleted select the tick box to the left of the name, tick all
users to be deleted. Once you are happy with your selections click Delete Users select
confirm delete by selecting (= on the warning dialog box.

3. By clicking the tick box next to User Name all users will be deleted. WARNING, this will
select all users for deletion. Once you are absolutely sure you want to delete all users
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click Delete Users and confirm delete by selecting M= on the warning dialog box.
WARNING: Deleting users cannot be undone.

User Privileges

This allows individual users to be assigned viewing rights to Sites and Zones. (See Site
Management for more information on Sites and Zones.) Click on Privieges in the View User
window (see Edit/View Users) for the User that you wish to assign viewing rights to. This
gives the Assign Privileges dialogue box (see below).

Assign Privileges

User Name: User1

O Site Name Address Post Code
[ Motion Pro Demo

Zones

Stores

Main Processing Area
Goods Cut

Kingsclere

Office
& IMC Group Ltd Pendle House, Jubilee Road, Letchworth, Hertfordshire SG6 15P
Assign Site Access Remove Site Access

In the example above, Userl has been pre-allocated with viewing access to the Notion Pro
Demo Site and the listed Zones. Click Assign Site Access or Remove Site Access as

required. See also User Group Management.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

Create External Contacts

External contacts are used when there is a requirement to email reports or send SMS
alarms to people who are not Notion Pro users.

-
Create User To create external contacts, select Create External

Editview Users Contact.

Create External Contact After selecting Create External Contact a new window opens,
see below.

Edit"iew External Contacts

L L L )

Password Security Settings

External Contact Details

User Name:
Email:

Telephone Mot

Add Contact

Enter User Name, Email and Telephone No for an external user. There is no requirement
for a password as these users do not have access to Notion Pro.

Edit/View External Contacts

=} Create User To Edit/View external contacts, select Edit/View External

=» Editiview Users Contacts.

=} Create External Contact After selecting Edit/View External Contacts a new window
opens.

=» Edit/\View External Contacts

-

Password Security Settings

Delete Contacts

Username Email Telephone Ho Actions

External User External@thecompany.com +44 123 987654 [Edit]] Delete]

To edit external user detais follow steps at Edit, to delete external users follow the steps in
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Delete User.

Password Security Settings

=¥ Create User To Edit/View Password Security Settings, select Password
= Editview Users Security Settings. Once selected, the Password Security

Settings window will be shown see below.
Create External Contact

-
=» Edit"iew External Cantacts
-

Password Security Settings

Password Security Settings

IMC strongly recommends a minimum password length of at least 8 characters, requiring mixed alphanumeric and case
passwords, and using the Retries Lockout feature for systems accessible over the Internet; this level of password

strength is required on validated systems.

Feature Name Value Feature Off
Auto Logout Period (Mins): 30 [l
FPassword Expiry (Days): 0 [

Password Expiry Wamning {Days):

Fassword Depth:

Refries Allowed: 3 [l
Retries Period (Mins): 30
LockOut Period (Mins): a0
*Minimum recommended
Minimum Password Length: 4
length is 8 characters.
Minimum Numbers: 0 [
Minimum Letters: 0 [
Minimum Upper Case: 0 [

Update Delets Apply Default

Figure

The Password Security Settings window is used to set the system’s login security
features. Login security features apply globaly to all logins, with some exceptions for the
Admin User account, as detailed below. Individual features can be disabled by selecting the
associated Feature Off tick box. Clicking Apply Default wil return Password Security
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features to the default settings. click Update to apply any changes made.
Auto Logout Period (Mins)

If a login session is left unattended, then the system wil log the user off after the Auto
Logout period. The auto logout period can be set by the Administrator.

When Auto Logout activates, the browser wil continue showing the last screen actioned by
the user, and if on the Live View, data values will continue to update on the screen.
However, when the user tries change window or enter a value, then the browser will show
the Login screen and require the user to log back into the system.

The Auto Logout Period can be set between 5 and 60 minutes, the default period is 30
minutes.

Password Expiry

Passwords will automatically expire, and need to be changed, after the Password Expiry
time. By default user passwords are set to expire in 90 days, this is selectable by the
Administrator. Password Expiry does NOT apply to the Admin User password, which is
always set to never expire.

Users are warned on login within 10 days of expiry, and given the option to type in a new
password. This can be done any time between the first warning and expiry. The warning
time is settable by the Administrator. This wil be a countdown warning and will decrease as
the expiry deadine approaches.

Once a password has expired no further access wil be allowed for that user until they enter
their expired password at which point the system will force a change before any further
progress can be made.

Password Depth
This option is NOT available on the standard version of Notion Pro.

The Password Depth sets the number of previous passwords that cannot be immediately
reused by a user. A password depth can be set globally, between 1 and 10.

Retries Allowed

This is the number of faied login attempts allowed for a username, within the Retries
Period, before the user is locked out. Locked out users are informed of their locked out
status, when they try to login.

Lockout Period is the time that a user will be locked out after the Retries limit is exceeded.

By default users wil be locked out for 60 minutes after three consecutive failed password
login attempts within a 30 minute period. Where a lockout occurs, the user wil be informed
of the lockout period by a message on the browser, and the lockout will be recorded in the
activity log.

The number of Retries Allowed can be up to 10. The Lockout Period can be up to 1440
minutes and the Retries Period can be between 10 and 1440 minutes. The Admin User is
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never locked out.

A lockout value of 0 will lock out users until reset by the Administrator. Any Administrator
lockout will be for 30 minutes, (this prevents the Administrator becoming permanently locked
out).

A Reset Lockout tick box is available on the User Details screen. This control will
normally be greyed out, and wil only become active when the user is currently locked out.
This control is only accessible by an Administrator. Administrators can reset a locked out
user from the Edit/View Users window, see Edit.

Username Reuse

Deleted usernames cannot be reused for the period of time specified by Username
Reuse. If an Administrator types a Reuse blocked username into the User Details
screen, a warning will be displayed. By default, Username Reuse checking is disabled.

Minimum Password Length

By default, Notion Pro will require passwords to be at least four characters long, the
Administrator wil not be able to set a password length of less than four characters. This is
configurable by the Administrator. The User ID and password cannot be the same.

Accepted Value Ranges

The list below details the setting ranges for each option:

Auto Logout — 5 to 60 minutes.

Password Expiry — 30 to 730 days.

Retries Allowed — 1 to 10 attempts.

Lockout Period — 0 to 1440 minutes; 0 will lockout users until reset by the Administrator.
Retries Period — 10 to 1440 minutes.

Password depth — 1 to 10; not available on the standard version of Notion Pro.
Minimum Password Length — 8 to 50 characters.

Minimum Numbers, Minimum Letters, and Minimum Upper Case — 1 to 50, these values are
consistency checked, against minimum length and each other.

Changing the Password
=} Change Password To change your password select Settings>Account

Settings then Change Password to give the Change
=» Change Security Question  Password dialogue box. See below.
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Change Password

Old Password:
Mew Password:

Confirm Mew Password:
Submit

Enter the old password in the Old Password field. Enter the new password in the New
Password field, enter it again in the Confirm New Password field.

Note: It is recommended that a password be at least eight characters in length and
contain at least one number, one letter, one uppercase letter.

Click Submit. The message shown below wil be displayed to confirm a successful password
reset.

Change Password

Password reset successfully.

Old Password: LTIy
Mew Password: [T Y]
Confirm New Password: TTTTYTIITS

Changing your Security Question

You wil need to know the answer to your security question if you have forgotten your
password and you have to click on the Forgotten password? Link on the Sign In screen.

=) Change Password To change your security question select Settings>Account
_ _ Settings then Change Security Question to give the
=} Change Security Question  Change Security Question dialogue box. See below.

Change Security Question

Security Question: What is your favourite color? ﬂ
Answer: ErEE R R ke
Submit

Select your desired question from the Security Question pul-down list, the enter the answer
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into the Answer field, then click Submit. Click Submit. The message shown below will be
displayed to confirm a successful password reset.

Change Security Question

Q&A reset successfully

Security Cluestion: What city were you born in? ﬂ

Answer: EkEhEEREE RS

Submit

5.2.2  User Group Management

User Group Management

This section describes how User Groups are created and used. User Groups allow viewing
Privileges to be set for a group, Users added to that group inherit the viewing Privieges
associated with that group. Any previous viewing Privieges assigned to an individual user will
be overridden by the viewing Privieges associated with that group.

To learn about setting Privieges for individual users see User Group Management. Privieges
are the viewing rights that allow a user to see Sites and Zones. Through Privieges a user
can be restricted to the number of Zones they can see. This is especially useful on very
large systems.

Admin  Settings  Help

Select Admin>User Group Management from the drop down menu
LRI to access the User Group Management section.

User Group Management

After selecting User Group Management a new window appears, see
Device Configuration bebw

System Configuration

Sites

Access Control

Create User Groups
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=} Create User Group Create User Group

=) EditView User Groups

Group Name:

Non-Members Members

Admin User

Add Members

To create a User Group, enter a name for the User Group, see examples below:

[1 T+RH Sensors - for a small Site this could be used to allow access to all of the
temperature and humidity sensors.

1 T+RH Sensors 1st Floor - for a larger site this could be used to allow access to all of
the temperature and humidity sensors on one floor.

Select the Users that you would like to add to the group. All users that have not already
been associated with a group wil be shown in the left column. To select more than one user
hold the Ctrl key and select the required users. Once you are happy with the selected users
click the double left arrows located between the columns, this will move the users to the
right column.

Users can be de-selected by selecting them in the right column and clicking the double left
arrows. When you are happy with your selection, click on Add Members. You wil be asked
if you would like to proceed, see below.

Would you like to proceed?

MO YES
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Select YES to proceed or NO to cancel.

Delete User Group

Delete Groups

[ Group Name Members Actions

[]  MNotion Pro Notion Pro, Notion Advanced [ Delete | [ Edit ] [ Prvileges ]

To delete a User Group select Delete in the line corresponding to the User Group to be
deleted. Once Delete has been selected you will be asked if you would like to proceed, see
below.

This will delete the selected record, are you sure?

MO YES

Select M= to proceed or {8 to abort.

Edit User Group

To Edit a User Group select Edit in the line corresponding to the User Group to be edited.
Once Edit has been selected the Edit User Groups window wil appear, see below.
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=>» Create User Group

Edit User Group

=} Edit'View User Groups

Group Name: T + RH Sensaors on 1st Floor

Non-Members Members

User2

Update Members

Users can be removed from the User Group or added. To remove Users highlight them in
the right column and click the double left arrows. To add Users highlight them in the left
column and click the double right arrows.

When happy with your selections click Update Members. You cannott remove all the
members from a group you must always have to have at least one member. If you want
to remove all the members then the User Group needs to be deleted.

When a User is removed from a User Group that User wil require Privileges adding, see
section 2.1.9 to add Privieges.

User Group Privileges

To set the Privieges for a User Group select Privieges in the line corresponding to the User
Group to be edited. Once Privieges has been selected the Assign Privileges window wil
appear, see below.
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Asgsign Privileges

Group Name: Motion Pro

| Site Name Address Post Code
w1 Notion Pro Demo

Zones

M stores

[ main Processing Area

[ Goods Out

[+ IMC Group Ltd

Assign Site Access Remaove Site Access

All Sites that have been added to Notion Pro wil be visible in the Assign Privileges window.
Sites with an empty tick box are top level Sites with no Sub Sites associated. Sites with a +
symbol have Sub-Sites associated, see IMC Group Ltd above.

Selecting the + symbol will reveal the Sub Site details, see below.
= IMC Group Ltd

Sub-Sites

[ Pendle House

Zones

[l zonet
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To alow the members of User Group T + RH sensors 1st floor to view the sensors from
the IMC Group Pendle House subsite select the tick box next to Pendle House. This wil now
allow all Users added to this group to be able to see those sensors only.

When you are happy with your selections click on Assign Site Access, see below.

Assign Privileges

Records updated successfully

Group Name: T + RH Sensors on 1st Floor

] Site Name Address Post Code
] Notion Pro Demo

= IMC Group Ltd

Sub-Sites

W Pendle House

Zones

Wl zone1

To remove access the process is the reverse of the above. When happy with your
selections click on Remove Site Access.

Some sites will have more Zones and sensor types than others. However, the process for
allocating Privieges is the same. Depending on what the System Administrator wants an
individual user to see as many or as few sensors or Zones can be selected.

See also User Privieges for more information on setting Privieges.

5.23  Access Control

This topic describes how users are granted Permissions. Permissions are system access
rights such as Edit, Delete etc.

Notion Pro allows the creation of Roles which are assigned with access permissions. Users
are added to Roles and inherit the permissions assigned to the Role thus avoiding the
repetitious and error-prone task of adding mutiple individual users.

Permissions Overview
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=} Permissions Overview
Permissions Overview for Admin User

=% Manage Users

=} Manage Roles Permission Name Status
Access Archive Database 0
Access Control (1]
Access Logs o
Access Reports o

The menu on the right above gives access to the different sections of Access Control, the
list on the left above is the Permissions Overview for the Admin User.

Note: the Permissions Overview list is much longer than the lists shown here, but these are
abbreviated here for space reasons.

The Admin User is created automaticaly when Notion Pro is installed. The Admin User
cannot be deleted or the Permissions altered. As Users are added to the system they wil
automaticaly appear at the bottom of the Permissions Overview screen, see below.

User Management ™

Search User Name:

Change User
Customer

Master

To view the Permissions granted to a user click on the underlined user name. The
Permissions Overview for Customer window will appear, see below.

Permissions Overview for Colin

Permission Name Status
Access Archive Database
Access Contral

Access Logs

Access Reports

Access Reports - Sensor Groups
Access Seftings

Access Sites

Acknowledge Alarms

0000000

A red circle with a cross means that the Permission is denied, a green circle with a tick
means that the Permission is granted. These permissions are inherited from the Role that
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the user has been assigned, this process is described below.
Manage Roles

Before you can assign Permissions to a user you need to create Roles. To view Roles click
on =% Manage Roles The NG ReRVENErE window wil appear see below.

=} Permissions Overview

Select a Role to Manage

= Manage Users

=) Manage Roles Search Role Name:

Role Name Action
Administrator [ Select ]
Advanced User [ Select]

User [ Select]

New Role

When Notion Pro is installed there are no pre-defined Roles set. The Admin User can create
Roles and decide what Permissions to assign to each Role. The list below shows a typical
set of Role. There is no limit to the amount of Roles that can be set.

1 Administrator
This would be a high level Role with all Permissions assigned.

[ Advanced User
These would be trusted users with access to Admin functions blocked but stil able to edit
sensor properties. Full data viewing and alarm acknowledging allowed.

"1 General User
These would be lower level users with access to Admin functions and sensor editing
blocked. Full data viewing is allowed.

1 Guest User
These would be view-only users with no editing or alarm acknowledging rights. Full data
viewing is alowed. See also Roles.

When Notion Pro is installed a default Admin User is created. The Admin User cannot be
deleted and is preset with the Username “Admin User” and the Password “Admin”. We
recommend that these details are changed immediately after instalation. This can be done
from Admin>User Management see User Management. The Defaut Admin User is pre-
assigned with all available Permissions.

When setting up from first instal, select Admin>Access Control>Manage Roles. The
Select e ROHENElel: window appears see below.
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=} Permissions Overview

Select a Role to Manage

=% Manage Users

Search Role Name:
=3 Manage Roles

Role Name Action

Mo roles are defined yet.

MNew Role
Click on New Role. The window appears see below.

= Permissions Ovenview
MNew Role

=} Manage Users

= Manage Roles Rale Name:
Permission Allow Deny Ignore
Acess Archive Database o] @] ®
Access Control o] B (O]
Acress Logs O »} ]
Access Reports ] (@] ®
Access Reports - Sensor Groups & (8] [
Access Settings [§] 9] 1]
Aroess Sites [§] ) ()
Acknowladge Alarms ] (@] (O]
Artivate privileged Access O ] w
Bulk Acknowizdge Alarms O O ()
Change Alarm Settings on Resst O 9 [
Device Configuration ] (@] (O]
Disable User O @] ]
Edit Wiz (8] 8] ]
Email Alert Group O [
Live Wiew 8] (@] ®
Live Wiew - Sensor Groups [ [ [
Fassword Security Settings ] (@] (O]
Plan Wizw (8] ]
Plan Vizw Edit ] (@] (O]
SMS Alert Group [ (8] [
System Configuration ] (@] (O]
User Group Management O (]
User Managemsnt O ) (53]

Save

Enter a name for the Role. We would recommend using Administrator for the highest level
user. It is also suggested that all functions are set to Allow with the exception of Activate
privileged Access which should be set to Deny. Select Save. You have now created the
Administrator Role. See below.
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= Permissions Cwervi
RrmiEsions s Manage Fole Administrator

=} Manage Usars

=} Manage Roles Role Name: Adminisiraton
Permission Allowr Deny Ignore
Arcess Archive Databass [ (] (]
Arcess Control ] O
Arcess Logs - ]
Arcess Reports ] ] 0
Access Reports - Sensor Groups: - [ [
Arcess Settings ] (9] 2
Arcess Sites O] O L
Acknowledge Alarms ] O J
Activate privileged Access o - (o]
Bulk Acknowledge Alarms - b B
Changs Alarm Settings on Resst - () )
Drevicz Configuration ] o 2
Disable User ] ] @]
Edit View & O )
Email Alert Group [C] O
Live View ] () 8
Live View - Sensor Grougs (1) (] (]
Password Security Settings - [} 3
Plan \iew - [
Plan Visw Edit @) O ¥
SMS Alert Group [ (] (]
Systam Configuration ] )] 3
User Group Management -
User Managemsnt ] )] J

Save Cancel Delate

Other Roles can be created as required. following the instructions above.

Permission Definitions

Permission Description E:\?;I
Access Archive Database | Controls access to Archived read only data M
Access Control Controls access to the Access Control section H
Access Logs Controls access to System Logs M
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. - _ User
Permission Description Level
Access Reports Controls access to Reports M

Access Reports - Sensor Controls access to the Sensor Groups, Reports menu | M

Groups

Access Settings Controls access to entire Settings menu H
Access Sites Controls access to Sites meu M
Acknowledging Alarms Allows a user to acknowledge alarms M
Acknowledge Alarms in Bulk | Allows user to acknowledge multiple sensors alarms H
Activate privieged Access ﬁiok\)/\\:vs Admin User to login as the user, see note 1 H

Change Alarm Settings on | Allows a user to change alarm values when resetting M

Reset an alarm

Device Configuration Controls access to the Device Configuration menu. H
Disable User Allows a user to disable other users. H
Edit View Controls access to Edit Mode for Views. M
Email Alert Group Controls access to Email Alert Group settings M
Live View Controls access to the Live View, see note 2 below. L
Live View - Sensor Groups | Controls access to Sensor Groups L
Password Security Settings | Allows access to Password Security Settings screen H
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Permission Description E:\?ZI
Plan View Controls access to Plan View menu, see note 2 L
below.

Plan View Edit Allows movement of sensors in Plan View M
SMS Alert Group Controls access to SMS Alert Group menu M
System Configuration Controls access to System Configuration menu H
User Group Management | Controls access to User Group Management menu H
User Management Controls access to User Management menu H
Key:

'H  These permissions are recommended for the highest level user only
1M  These permissions can be granted to general users
1L These permissions can be granted to all users

Notes:

1. So the Admin User can configure settings which the normal user does not have access
to.

2. This should be available to all users.
Suggested Role Definitions

The following table gives suggested roles and the settings for those roles. You may wish to
define roles and permissions slightly differently for your Site.

Role Permissions

General Select Ignore for:
Administrator
1 Access Control
1 Access Logs

[] Access Sites
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Role Permissions

1 Activate privieged Access
" Disable User

[ User Group Management
[l User Management

Select the Allow option buttons for all other permissions.

Advanced User Select Ignore for:

1 Access Control

1 Access Logs

1 Access Sttes

1 Activate privieged Access
[1Change Alarm Settings on Reset
1 Device Configuration

" Disable User

[ User Group Management

[l User Management

Select the Allow option buttons for all other permissions.

Standard User Select Ignore for:

1 Access Reports

1 Access Reports — Sensor Groups
1 Access Settings

1 Acknowledge Alarms

1 Buk Acknowledge Alarms

1 Live View

) Live View — Sensor Groups

1 Plan View

Select the Deny option buttons for all other permissions.
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Role Permissions
Guest User Select Ignore for:
U Live View

] Live View — Sensor Groups
[l Plan View

Select the Deny option buttons for all other permissions.

Manage Users

Notion Pro allows users to be associated with Roles rather than having to individually add
Permissions to each individual User. Permissions can also be done individually if required.

When setting up users, select Admin>Access Control>Manage Users. The
User [eMENElsl: window appears. See below.

=} Permissions Overview

Select a User to Manage

=» Manage Users

=) Manage Roles Search User Name:

User Name Action

Admin User [ Select ]
Notion Advanced [ Select ]
Notion Pro [ Select]
User 1 [ Select]
User2 [ Select]

To assign a User to a Role click on Select next to the user name that you want to assign a
Role to, see above. The window appears, see below.

=} Permissions Overview Managing Admin User
vi C 5t

=» Manage Users
> Manage Roles Existing Roles for User [ Manage Roles |

No Role has been assigned.

Existing Permissions for User [ Manage Permissions ]

Access Archive Database

To assign a Role to this User select Manage Roles. The UEREERVSSIENOEE window
appears. See below.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

=} Permissions Overview

Manage User Roles: Admin User

=3 Manage Users

=3 Manage Roles Roles Member Not Member
Administrator O @
Advanced User O ®
User O ®

Save Cancel

In this case the previously selected User was the Administrator user, so we need to select
the Member option button next to Administrator to put this user into the Administrator
Role. This user will now inherit the Permissions assigned to this Role. More than one user can
be assigned to the same Role.

A user can be assigned to more than one Role, for example a lower level user can be
assigned a higher set of Permissions by an Admin user on a temporary basis. This allows a
user to stand in for a colleague without the need to access the user settings and individually
change the Permissions.

User Permissions

The main method for Notion Pro users to be granted Permissions is by association to a
Role. For total flexibiity an individual user can have some permissions Allowed or Denied
rather than inherited.

To Manage Permissions for a User:

1. Select Manage Users to give the Select a User to Manage dialogue box.
2. Select the required user to give the Managing <user name> dialogue box.
3. Cick Manage Permissions to give the window. See below.
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=» Pamissions Cwenvizw

=} Manage Users

<3 Manage Roles Permission Status
Access Archive Databass Inherit {Deny) ﬂ
Arcess Control Inheerit (Deny) [v]
Arcess Logs Inheerit {Dieny) [v]
Access Reports Inbeerit {Dieny) [~]
Access Reports - Sensor Groups Inherit {Deny) ﬂ
Arcess Settings Inheerit {Dieny) [v]
Access Sites Inbeerit {Dieny) [~]
Acknowladge Alarms Inheerit (Deny) ﬂ
Activate privileged Access Inherit {Deny) il
Bulk Acknowledge Alarms Inheerit (Deny) il
Change Alarm Setlings on Reset Inheerit (Deny) ﬂ
Device Configuration Inherit {Deny) ll
Disable Usar Inherit (Deny) [v]
Edit Wiew Inherit (Deny) [v]
Email Alert Group Inherit {Deny) [v]
Liwe Wiew Inheerit (Deny) [v]
Live Wiew - Sensor Groups Inherit {Deny) ll
Pazsword Secunty Setfings Inherit {Deny) ll
Plan Vi Inheerit (Deny) [v]
Plan Visw Edit Inheerit {Dieny) [v]
SMS Alert Group Inheerit (Deny) [v]
System Configuration Inheerit (Deny) [v]
User Group Management Inherit (Deny) il
User Managemsant Inheerit (Deny) il
Save Cancel

To change a Permission select the drop down arrow next to the Permission to be changed
and select either Allow or Deny. The above process can be repeated for other Users and
Roles.
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5.24  System Configuration
This section describes where SMS settings are set for the automated alarm functions.

Email Alerts enable Notion Pro Users to be emailed with the status of Notion Pro. Email Alerts
can also be set to enable Notion Pro Users to be emailed if a sensor goes into Alarm
condtion. If your Site has an SMS Module then users can get text messages to inform
them of alarm conditions.

Note: You should have details of values and settings for the following items. These details
should be completed in the IceSpy Notion Pro Pre-Requisites document, doc. no.
IM5546:

"1 SMTP Mail Server name

1 Sender Email Address

[1SMTP Username

"1 SMTP Password

1 BCC Email Address

1 Heartbeat Enable setting

" Email Alert Heartbeat Time setting

| Email Receiving Protocol (optional)

1 Receive Email over SSL setting (optional)
11 IMAP/POP3 Mail Server Name (optional)
'1 IMAP/POP3 User Name (optional)

11 IMAP/POP3 User Password (optional)

Select Admin>System Configuration from the drop down
menu to access the System Configuration section.

Admin  Settings  Help

User Management

User Group Management After selecting System Configuration a new window appears,
see below.

Device Configuration

System Configuration

Sites

Access Control
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Email Alert Global Settings

Email Alert Global Settings

SMTP Mail Server: M5001:1

Sender Email Address: host@notionpro.yourcompany.com

SMTF Username: host@notionpro-yourcompany.com

SMTP Password: RN RN NN ENNRRRRRRRRRS

BCC Email Address.

Send Email Over 551 O

Email Receiving Protocal: ®mar O PoP2

Receive Email Over S3L: O

IMAP/POP3 Mail Server: M3001

IMARPOR3 User Name: YOUICOMpany.cominew. user

IMAP/POP3 User Password: NN NN NNNNINNEINeEaRRERRES
Heartbeat Enable: ¥

Email Alert Hearibeat Time: 14:15:00

Update Delete

The in the above example details ideally should have been collected prior to installation and if
available wil be on the Notion Pro Pre-Requisites document. If the details are not available at
the time of commissioning, you will need to contact your IT department or provider. If the
details are avaiable enter them into the dialog boxes above.

It is not essential that these details are entered at this time. If email alerts and emailed
reports are not required at this point these details can be entered at a later date.

Mail Servers can be specified as a resolvable hostname or IPv4 address. The example
settings, shown above use standard IANA assigned port humbers when connecting to the
mail server(s). If required you can specify the port number to be used, by adding a colon *:’
followed by the required port number to the server hostname or IPv4 address; e.g.
‘MS001:25" would use port 25.

If you do not know the address(s) and/or port number(s) used by your Mail server, contact
your system administrator or IT support provider. Do NOT contact IMC Technical Support,
as this is information that only your IT administrator or support provider can supply.

It is recommended that the Heartbeat message is enabled, the problem with automated
alarm systems using tools such as email, is if you don't get an alarm for several days or
weeks then it is difficult to know if that is because the system is not generating any alarms
or is it because the email system has faied. The Heartbeat message wil give a daily
indication that everything is functioning correctly. The timing of the Heartbeat message can
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be set in the bottom dialog box, please ensure that the time is entered in the following
format:

114:15:00
Any time from the 24 hour clock can be set. When all settings are entered select Update.

The Receive Email and IMAP/POP3 settings are for email alert acknowledgement handiing,
and can be left blank should this feature not be required.

Note: Do NOT set the BCC Email Address to be the same as the Sender Email Address.

Warning: It is not recommended that email alerts are used on their own for critical alarms.
Email alerts rely on your internal email systems functioning correctly. Or if your Internet
Service Provider is suffering any problems this will also cause disruption of service.

For critical alarms IMC recommends the use of two different methods to send out alarm
alerts. Other forms of alarm alert generation methods are SMS driven from the SMS Module
GSM device or hard wired relays driven locally from the Network Receivers. Both methods
require extra hardware.

Contact your IceSpy sales representative or your local distributor for further details. Contact

information can be found on our website at http://www.the-imcgroup.com/contact-us for
our UK Head office contacts or http://www.the-imcgroup.com/global-distributors to contact

one of our authorised distributors
SMS Alert Global Settings
Notion Pro allows alarm alerts to be sent out via SMS Alerts.

To set up SMS Alert Global Settings, select SMS Alert Global Settings, the SlSFAEy
(Eele=IINEugles Window will appear see below.

=} Email Alert Global Settings
3 SMS Alert Global Settings

SMS Alert Global Settings
Email Heartbeat Group IMC recommends the use of automatic Band selection; consult your cellular service provider for specific Band

selection.

SMS Heartbeat Group

Phone Band: Automatic - Recommended v
Heartbeat Enable:

SMS System Group

SMS Alert Heartbeat Time

-

-

-t

=} Email System Group
-t

=} Check Email Feature
-t

SMS Power & Comms Group Hpodte| |Delel

IMC recommend that the SMS unt is set to auto-detect the phone band; however, the
Phone Band drop down control can be used to select a specific band for your service
provider.

It is recommended that the Heartbeat message is enabled. The problem with automated
alarm systems using tools such as SMS is, if you don't get an alarm for several days or
weeks then it is difficult to know if that is because the system is not generating any alarms
or is it because the SMS system has failed. The Heartbeat message will give a daily
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indication that everything is functioning correctly. The timing of the Heartbeat message can
be set in the bottom dialog box, please ensure that the time is entered in the following
format:

1110:10:00

Any time from the 24 hour clock can be set. When all settings are entered select Update.
Email Heartbeat Group

You can create the Email Heartbeat Group which allows multiple users to be allocated to a
group. To create the Email Heartbeat Group select Email Heartbeat Group from the side
menu and the Create Sl N CEIgueeE e ol]s \Window will appear see below.

Submit

Group Details Contacts

Group:
Group Mame:
Email:

Email Subject:

Step 1

Enter a name for the group in the dialog box next to Group Name, then enter a phrase in
the dialog box next to Email Subject. The text entered here wil become the subject of the
email.

Step 2

Click on the Contacts tab and the Contacts dialog box appears, see below.

Create Email Heartbeat Group

Submit

Group Details Contacts

Add Contacts

User Name Email

Mo Contact has been selected, please add a contact.

To add Contacts select Add Contacts and the [As[sK®elgirzlas window appears, see below.
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Add Contacts

Site Name:

Select Site [v]

Filter: Filter:

Source List: Destination List:

==

el

Submit

Select a Site from the Site Name drop-down menu on the dialog box. On initial setup there
will only be one Site available which is created during the installation. See more about creating

Sites in Site Management.

The selected Site's associated contacts wil appear in the left window, when the Site
contacts/users list is long the required Contacts can be found by using the Filter. Select the
right-facing arrow to move the Contact to the right window. More than one Contact can be
moved across. Once you are happy with your selection of Contacts select the Submit
button at the bottom left. This will return you to the Edit Email Heartbeat Group window.
Select the Update button to save the group.

SMS Heartbeat Group

You can create the SMS Heartbeat Group, which allows multiple users to be allocated to a

group. To create the SMS Heartbeat Group select SMS Heartbeat Group from the side
menu and the [OEEICIS NN [EleE1dElellls Window will appear see, below.
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Create SMS Heartbeat Group

Submit

Group Details Contacts

Group:

Group Name:

Step 1
Enter a name for the group in the dialog box next to Group Name.
Step 2

Click on the tab marked Contacts and the Contacts dialog box appears, see below.

Create SMS Heartbeat Group

Submit

Group Details Contacts

Add Contacts

User Name SMS

Mo Contact has been selected, please add a contact.

To add Contacts select Add Contacts and the [s[cK®elgirzla&s window appears, see below.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

Add Contacts

Site Name:

Select Site [v]

Filter: Filter:

Source List: Destination List:

==

el

Submit

Select a Site from the Site Name drop-down menu on the dialog box. On initial setup there
will only be one Site available which is created during the installation. See more about creating

Sites in Site Management.

The selected Site's Contacts wil appear in the left window, when the Contact list is long the
required Contact can be found by using the Fiter. Select the right facing arrow to move the
Contact to the right window. More than one Contact can be moved across. Once you are
happy with your selection of Contacts select the Submit button at the bottom left. This wil
return you to the window. Select the Submit button to save
the group.

Email System Group

You can create the Email System Group, which sends email alerts from a predefined list of
System Events. These events are:

] Edit
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1 System Start

] System Stop

1 Login Fail

1 Hardware Event

Multiple users can be allocated to the group. To create the Email System Group select
Email System Group from the menu and the Create Email System GroupRigle[el'

appears, see below.

Create Email System Group

Submit

Group Details Contacts

Group:

Group Mame:

Email:

Email Subject:

System Evenis:

LEdit [ Login Fail

O System Start [ Hardware Event

O System Stop

Step 1

Enter a name for the group in the text box next to Group Name, next enter a phrase in the
text box next to Email Subject. The text entered here wil become the subject of the email.

Step 2
Select the parameters from the System Events panel that you require notification on.
Step 3

Click on the Contacts tab, see below.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

Create Email System Group

Submit

Group Details Contacts

Add Contacts

User Name Email

Mo Contact has been selected, please add a contact.

To add Contacts select Add Contacts and the [Xs[sK®6ai=lass \Window will appear, see below.

Add Contacts

Site Name:

Select Site [~]

Filter: Filter:

Source List: Destination List:
=
>>
==
=

Submit

Select a Site from the Site Name drop-down menu on the dialog box. On initial setup there
wil only be one Site available which is created during the installation. See more about creating

Sites in Site Management.
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The selected Site's contacts wil appear in the left window, when the Site contacts list is long
the required Contact can be found by using the Fiter. Select the right facing arrow to move
the Contact to the right window. More than one Contact can be moved across. Once you
are happy with your selection of Contacts select the Submit button at the bottom left. This
will return you to the Create Email System Group window. Select the Submit button to save
the group.

SMS System Group

You can create the SMS System Group. The SMS System Group, which sends SMS alerts
from a predefined list of System Events. These events are:

1 Edit

] System Start

] System Stop

"1 Login Fail

" Hardware Event

Multiple users can be allocated to a group. To create an SMS System Group select SMS
System Group from the side menu and the Create SNSRI GEInREelfls window will appear,
see below.

Create SMS System Group

Submit

Group Details Contacts

Group:

Group Name:

System Evenis:

[ Edit [ Login Fail

O System Start [T Hardware Event

O System Stop

Step 1

Enter a name for the group in the dialog box next to Group Name.

Step 2

Select the parameters from the System Events panel that you require notification on.
Step 3
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Click on the Contacts tab and the Contacts dialog box appears, see below.

Create SMS System Group

Submnit
Group Details Contacts
Add Contacts
User Name SMS

Mo Contact has been selected, please add a contact.

To add Contacts select Add Contacts and the [lslsi@®6lgieloes window appears. See below.

Add Contacts

Site Name:

Select Site [v]

Filter: Filter:

Source List: Destination List:
=
==
==
<

Submit

Select a Site from the Site Name drop-down menu on the dialog box. On inttial setup there
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will only be one Site available which is created during the installation. See more about creating
Sites in Site Management.

The selected Site's contacts will appear in the left window, when the Site contacts list is long
the required Contact can be found by using the Fitter. Select the right facing arrow to move
the Contact to the right window. More than one Contact can be moved across. Once you
are happy with your selection of Contacts select the Submit button at the bottom left. This
will return you to the Create SMS System Group window. Select the Submit button to
save the group.

The Check Email Feature

This can be used verify that the settings that have been set up in Email Alert Global Settings
function correctly and that you can receive an email from Notion Lite.

Select Check Email Feature to give the [@)Se danEINFEEINE dialog box, see below.

Check Email Feature

Receiver Email Address :

Submit

Enter your email address into the Receiver Email Address field then click Submit — you should
receive an email from Notion Pro.

SMS Power & Comm's Group

This Group is used to set up a list of phone numbers to receive SMS messages, should the
IMC SMS Module detect a power failure or lose of communications with the Notion Pro
server.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

Edit M3 Power & Comms Group

Update Delete

Group Details Contacts

Group:

Group Name: Power ar Netwark Faill
SMS Setftings:

Power / Comms failure Timeout: 00:05:00

Round Robin Timeout: 00:05:00

Enter the required Group name, Power / Communication failure timeout and Round Robin
Time.

Group name - user set name, this appears at the start of the SMS sent on the event of a
Power or Communications failure.

Power / Comm's failure Timeout - period the IMC SMS Module wil wait after a Power or
Communications failure, before sending SMS messages.

Round Robin Timeout - period the IMC SMS Module wil watt between sending each SMS
message to the contacts assigned to the group.

Click on the Contacts tab to display the current list of contacts set to receive the SMS

messages.
Create SMS Power & Comms Group
Submit
Group Details Contacts
Add Contacts
User Name SMS

Mo Contact has been selected, please add a contact

To add or edit Contacts, click Add Contacts, the Add Contacts screen will display as
below.
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Add Contacts

Site Name:

Select Site [+]

Filter: Filter:

Source List: Destination List:

=

=

Submit

Select a Site from the Site Name drop-down menu on the dialog box. On initial setup there
will only be one Site available which is created during the installation. See more about creating

Sites in Site Management.

The selected Site's contacts wil appear in the left window, when the Site contacts list is long
the required Contact can be found by using the Fitter. Select the right facing arrow to move
the Contact to the right window. More than one Contact can be moved across. Once you
are happy with your selection of Contacts select the Submit button at the bottom left. This
will return you to the Create SMS Power & Comm's Group window. Select the Submit
button to save the group.

5.2.5  User Alerts

The options under this menu concern setting up user alerts by email and SMS. A user must
be a member of an Alert Group in order to receive messages specified when setting up

the System Configuration.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

User Alerts provide automated Alarm notification delivered via Email or SMS or both. (An
SMS Module is required for SMS Alarms).

This section will take you through the use and settings for Email alarms and SMS Alarms. To
access the User Alert settings select User Alerts from the main menu, see below.

Home  View Data  User Aleris Reports
E-mail Alert Group

SMS Alert Group

Email Alert Group

To access the Email Alert Group settings select SRMEIRA gl €lfellls from the menu, see
below.

Home  View Data  User Alers Reporis

E-mail Alert Group

SMS Alert Group

After selecting E-mail Alert Group, select =* Create Email Alert Group_ The (@f=FICR =0 EIRN g
window appears, see below.
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=} Create Email Alert Group

Create Email Alert Group

=» EditView Email Alert Group
Submit

Group Details Sensors System Contacts External Contacts
Group:

Group Name:

Email Settings:

Email Subject:

Acknowledge Timeout:

Confirm Acknowledge: O

Round Robin Enable: O

Round Robin Timeout:

Email Reset Alarm: 1

Alarms:

[ High Alarm (Alarm on Open for Door Channels) [ erapsed

[[] High Range [ gattery

[ Low Range [ pigital

[ Low Alarm [ rate of Change

The window above allows Alert Groups to be created and configured for the automated
notification of email Alarms.

Step 1

Input a Group Name. This can be something that makes sense to the Site in question or
something related to the function. For this example, we will call the group, “Service Email”
this will be a Group that sends email Alarms to the Service Engineers.

Step 2

Enter a subject title for the Email into Email Subject. For this example we will call it “System
Alarm on Notion Pro Site” this would then alert the engineer in the email subject that they
were getting an email about an Alarm condition on that Site.

Step 3

Enter an Acknowledge Timeout. This is the time that the system wil wait for an
acknowledgement email. This should be entered in time format like this 12:00:00, this would
be a 12 hour delay.

Step 4
Select the tick box next to Confirm Acknowledge if an acknowledgement email is required.
Step 5

Email Alerts can be sent in "Round Robin" mode. Round Robin mode is when email alerts are
sent to the first name in the list. If there is no response within the time imit the system
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moves on to the next person in the list and so on until a response is received, or emails
have been sent to everybody in the list. To activate Round Robin mode select the tick box
next to Round Robin Enable.

Step 6

You can select the time period the system waits before sending the next email, this should
be entered in the Round Robin Timeout field in time format like this: 00:15:00. This would be
a 15 minute delay.

Step 7

If required, a reply email can be sent which will reset the alarms. To activate this feature
select the tick box next to Email Reset Alarm.

Step 8

Select the alarm parameters that Email Alerts are required for by clicking in the tick box next
to the alarm condition within the Alarms panel. Multiple selections can be made.

Step 9

Select the Sensors that you require to be included in the Alert Group. Click on the Sensors
tab. A new window will appear, see below.

=} Create Email Alert Group

Create Email Alert Group

=» Edithiew Email Alert Group
Submit

Group Details Sensors System Contacts External Contacts
Add Sensors

Sensor Name Serial No Zone Name

Mo Sensor has been selected, please add a Sensor

To add sensors click the underined Add Sensors link. A new window wil appear, see below.
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To select a Sensor first select a Zone from
the Zone Name: drop down menu.

Add Sensors

As the Zone is selected the available sensors v
in that Zone wil populate the left column
(Source List).

Filter: Filter:

Source List: Destination List:

To select Sensors highlight the ones that you
want to generate email alerts for then click

=

To deselect Sensors highlight them in the

right column and click

To move all Sensors across click the double
arrows.

Once happy with you selection select
Submit.

To add Contacts to the Group select the System Contacts tab, see below.

=3 Create Email Alert Group

Create Email Alert Group

=} Edit"iew Email Alert Group
Submit

Group Details Sensors System Contacts External Contacts
Add Contacts
User Name Email

Mo Contact has been selected, please add a Contact.

Contacts are the people that you want alerting by email when any of the selected sensors
are in Alarm. To add Contacts select Add Contacts. A new window will appear, see below for
example.
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Add Contacts

Filter: Filter:

Source List: Destination List:
Admin User

MNaokia

User 3

-

=

Submit

| [T | »

To select a Contact or Contacts highlight the required contacts and select . , to de-select

a Contact highlight the Contact and select
When happy with the details select Submit.

There is an option to have emai Alarms sent to non-Notion Pro Users or External Contacts.
See User Management.

To select External Contacts click the External Contacts tab and follow the procedure above
for adding System Contacts.

SMS Alert Group
To access the SMS Alert Group settings select SUSWAli€(olf]s from the menu, see below.
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Home  ViewData UserAlets Reporis
E-mail Alert Group

SMS Alert Group

After selecting SNSWAViH€Eloll]s the OfEIEISUNWATil€l(e[8]s Window appears, see below.

=» Create SMS Alert Group

=) EditView SMS Alert Group

Submit

=} Set SMS Times

Group Details Sensors System Contacts External Contacts
Group

Group Name:

SMS Settings:

SMS Site Name: Pendle House

Acknowledge Timeout:
Confirm Acknowledge: [l
Round Robin Enable O
Round Rebin Timeout:
SMS Reset Alarm: O

Maximum Round Robins:

Alamms:

[T Hign Alarm (4larm on Open for Door Channels) [ eiapsed

] Hign Range [ Battery

O row Range O Digital

[ Low Alarm [ Rate of Change

User Defined SMS Message for Channel Alarms:

Enable: []

The window above alows SMS Alert User Groups to be created and configured for the
automated notification of SMS Alarms.

Step 1

Input a Group Name. This can be something that makes sense to the Site in question or
something related to the function. For, example we could call the group, “Service SMS". This
wil be a group that sends SMS Alarms to the Service Engineers.

Step 2

Enter an Acknowledge Timeout. This is the time that the system wil wait for an
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acknowledgement message before re-sending the message. This should be entered in time
format like this: 00:10:00. This would be a 10 minute delay.

Step 3

Select the tick box next to Confirm Acknowledge if an acknowledgement SMS message is
required.

Step 4

SMS Alerts can be sent in "Round Robin" mode. Round Robin mode is when SMS Alerts are
sent to the first name in the list. If there is no response within the time imit the system
moves on to the next person in the list and so on until a response is received. To activate
Round Robin mode select the tick box next to Round Robin Enable.

Step 5

You can select the time period the system waits before sending the next message, this
should be entered in time format like this: 00:15:00. This would be a 15 minute delay.

Step 6

If you require, a Reply SMS can be sent which wil reset the Alarms. To activate this feature
select the tick box next to SMS Reset Alarm.

Step 7

The number of times the system wil go around the Round Robin loop can be limited. To
activate this feature enter the number of times the system should go round the loop in the
Maximum Round Robins field.

Step 8

Select the Alarm parameters that Email Alerts are required for by clicking in the tick box next
to the Alarm condition within the Alarms panel. Multiple selections can be made.

Step 9

For Channel Alarms, you may define your own text message, (this can be used to trigger
events on a 3rd-party system with SMS receive capability).

To set-up the required message select Enable and enter the required text in the text box.
See below.

User Defined SMS Message for Channel Alarms:
Enable:

Set Qutput 1]

Step 10
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Select the Sensors that you require to be included in the Alert Group. To select sensors click
on the Sensors tab. A new window wil appear, see below.

=} Create SMS Alert Group

=} Edit"View SMS Alert Group

Submit

=} Set SMS Times

Group Details Sensors System Contacts External Contacts

Add Sensors

Sensor Name Serial No Zone Name

Mo Sensor has been selected, please add a Sensor.

To add sensors click the Add Sensors link, a new window will appear, see below.

To select a Sensor first select a Zone from
. the drop down menu.

Filter: Filter:

As the Zone is selected the available
Sensors will populate the left column (Source
List).

Source List: Destination List:

To select sensors highlight the ones that
you want to generate email alerts for then

click
To deselect Sensors highlight them in the

right column and then click

Submit

To move all Sensors across click the double
arrows.

Once happy with you selection select
Submit.

See below for example.
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Zone Name:

Stores ﬂ

Filter: Filter:

Source List: Destination List:

Office 1 10 01 Entry Hall and Door 50 02
Airflow 1 Stores B and Door 50 D5

Stores A BD 17

Stores C Stores D 50 16
Workstation 1 50 03
fred

==

=

Subrmit

@& oannnr

To add Contacts to the Group select the System Contacts tab. A new window will appear,
see below.

Create SMS Alert Group

Submit
Group Details Sensors System Contacts External Contacts
Add Contacts
User Name SMS

Mo Contact has been selected, please add a contact
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Contacts are the people that you want alerting by email when any of the selected Sensors
are in Alarm. To add Contacts select Add Contacts. A new window will appear see below.

Add Contacts

Filter: Filter:

Source List: Destination List:
Admin User

MNokia

User 3

-

=

Submit

I Tl | »

To select a Contact or Contacts highlight the required Contacts and select . , to de-select

a Contact highlight the Contact and click ~ . When happy with the details select Submit.

There is an option to have email Alarms sent to non-Notion Pro Users or External Contacts.
To add External Contacts to the system see Create External Contacts.

To select External Contacts follow the procedure above for adding System Contacts.

Set SMS Times

You can set times of day within which SMS messages can be sent. Select Set SMS Times
to give the m dialogue box. See below.
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=* Create SMS Alert Group
Select SMS Group Name: Select Option ﬂ
=} EditView SMS Alert Group
Submit
=* et 5M35 Times

Set SMS Times

Maonday

=) Start Time:  00-00:00 End Time: 23:58:59
O Start Time: End Time:

Tuesday

A Start Time:  00:00:00 End Time: 23:58:50
N Start Tima: End Time:
Wednesday

=) Start Time: | 00:00:00 End Teme: | 23:58:50
N Start Time: End Teme:

Thursday

=) Start Time: | 00:00:00 End Teme: | 23:58:50
N Start Time: End Teme:

Friday

=) Start Time:  00:00:00 End Teme: 235850
O Start Time: End Time:

Saturday

[ Start Time:  00:00:00 End Teme: 235850
N Start Tima: End Time:

Sunday

4 Start Time:  00-00:00 End Time: 23:58:58
N Start Tima: End Time:
Subrnit

Select the required SMS Alert Group from the Select SMS Group Name pul-down menu.

For each day of the week, select the required Start and End times for SMS messaging. If
necessary, two Start and End time periods can be set within a single 24-hour period.

Enter Start and End times as required, then click Submit.

5.2.6  Site Management

Sites are the main access points to the system data, each Site represents a single physical
Site where receiving devices such as Network Receivers are sited along with measuring
Sensors/Transmitters.

Sites can also have Sub Sites associated with the main top level Site. A Sub Stte is used
where it is desirable to sub-divide a main Site, for example when there are large numbers of
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sensors on a Site or many departments. Sub Sites could also be floors in a buiding or

departments.
Available Sites
Site Name Alarm Status Action
Notion Pro Demo ﬂ 7 [ View Data ] [ User Alerts | [ Reporis | [ Logs ]
IMC Group Ltd M - [ Sub-Site ]

When Sub Sites are used the View Data, User Alerts, Reports and Logs are not available
from the top level Site. These functions are now avaiable from the Sub Sites. See below for
details of viewing Site data from the Available Sites dialogue box.

Creating Sites

UL Sclect Admin>Sites from the drop down menu to access the Sites
section.

User Management

After selecting Sites a new window appears (see below).

User Group Management

Device Configuration

System Configuration

Sites

Access Control

=> Add New Site Add Site

= Edithview Sites

Site Name:

Location:

Address:

Post Code:

Time Zone Select Opfion

To add a Site complete the following:

1 Site Name: Enter a name for the Site. For example, this could be the name of the
company.

[l Location:  Enter the location. For example, this could be the town or city. (not
mandatory)

(1 Address:  This would be the Site address. (not mandatory)
1 Post Code: This would be the Site post code. (not mandatory)

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

_ Time Zone: Set this to the time zone of the Site. (The value displayed by default is the
time zone of the host PC. It is important to set this correctly, as dates in the
database are stored using GMT.)

1 When all details have been entered and are correct, click Add Site.
Viewing Sites

To View Sttes select Edit/View Sites from the side menu. The Available Sites window
appears. See below.

=} Add New Site

Available Sites

= Edit'View Sites
Delete Site

[ Site Name Activate Alarms Actions
[l Motion Pro Demo « [ Edit ][ View Sub Sites ][ Delete ] [ Add Sub Site |
[0 IMC Group Ltd v [ Edit ] [ View Sub Sites ] [ Delete ] [ Add Sub Site |

Note: The Available Sites dialogue box here is for editing Sites and Sub Sites and is not
same as the Available Sites dialogue box avaiable from the System Overview
selection.

Editing Sites
To edit a Site select Edit on the line corresponding to the Site you wish to edit. The
window appears, see below.

=» Add New Site Edit Site

=» EditView Sites

Site Name: IMC Factory
Location:
Address:
FPost Code:
Time Zone |{uTC) Dublin, Edinburgh, Lisbon, London
All Site details can be edited in this window. When all details are correct select Update to

save details.
Adding Sub Sites

To add Sub Sttes select Add Sub Site on the line corresponding to the Site you wish to add
Sub Sites to. The Add Sub Site window appears, see below.
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=P AddNew Sile Add Sub Site

= EditiView Sites

Site Name: IMC Group Ltd

Sub Site Name:

Location: Letchworth Garden City

Address: 8-9 Jubilee Road, Letchworth, Hertfordshire

Fost Code: 5G6 18P

Time Zone (UTC) Dublin, Edinburgh, Lisbon, London ﬂ
Add Sub Site

Enter a name for the Sub Site into the Sub Site Name field. When all details are correct
select Add Sub Site to save the details and add the Sub Site.

To return to the main Sites menu select Edit/View Sites from the side menu.
Deleting Sites

To delete a Site you must first delete all Sub Sttes if any exist. To check this select Edit/
View Sub Sites. If Sub Sites exist select Delete to delete the Sub Site, see below.

=» Add New Site

Available Sites

= Edit'View Sites

Delete Site

O Site Name Activate Alarms Actions

O Motion Pro Demo v [ Edit ][ View Sub Sites ] [ Delete ] [ Add Sub Site ]
[0  I1MC Group Lid v [ Edit ] [ View Sub Sites ] [ Delete ] [ Add Sub Site |

When you are happy that you are deleting the correct Sub Site click Delete and confirm the
deletion, see below.

This will delete the selected record, are you sure?

MO YES

=} Add New Site

Available Sub Sites of - Test

=» EditView Sites

”

Record deleted successfully.

After deleting all Sub Sites the main site can now be deleted, to delete the required Site
select Dekete against the Site to be deleted.

When you are happy that you are deleting the correct Site select M=, see below.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

This will delete the selected record, are you sure?

MO YES

Viewing Sub Sites

To View a Sub Site select View Sub Sites on the line corresponding to the Site you wish to
view Sub Sites for. The A=l IS IS = Ne)i window appears, see below.

=» Add New Site

Available Sub Sites of .. IMC Group Lid

=» Edit/View Sites

Delete Site

O Site Name Activate Alarms Actions &

[0  Pendie House ¢ [ Edit ] [ Delete ]

To Edit the Sub Site select Edit, address details and images can be changed or added.
When happy with any changes select Update.

Adding Company Details

Select Company Details from the menu allows you to add your Company logo. After adding
the details the logo wil appear next to Notion Pro logo in the header of the website.

To add your logo, click Choose File navigate to the required logo image, and click Open.
Choose File button varies from browser to browser; in some browsers it might say Browse.

=» Add New Site

Company Details

=} Editview Sites

=» Company Details Company Name IMC Factory
Company Logo: Browse... | Mo file selected.

Update Reset

5.2.7 Device Configuration

Warning: Changing settings in this section wil impact on system function, please proceed
with caution. If in doubt please contact your local supplier or IMC Support.

This section is where Notion Pro Hardware Devices are setup and configured.
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Select Admin>Device Configuration from the drop down
menu to access the Device Configuration section.

User Management After selecting ISV e=R@nliellr10en a new window appears (see
below).

Admin Settings  Help

User Group Management

Device Configuration

System Configuration

Sites

Access Control

DE Logger Service
99 Database Logger Service Details

Editview DB Service
Add Device Listening Port Name:

Listening Port No:

Create Device Group Add Details

-

-

-

=} Edit'View Devices
-

=} Edit/View Device Groups
-

Device Sensor List

Setting up the Database Logger Service

The DB Logger Service is the Service that passes data to the SQL database. The Listening
Port Name and the Listening Port No are set automatically during installation. There is an
option to change this information during installation but it is highly recommended that the
default values are used. If there is a port conflict this should be noted on the Notion Pro
Pre-Requisites Manual (doc. no. IM5546).

Edit/View DB Service

To Edit the Listening Port No select Edit/View DB Service from the menu. A new
window iew DB Logger Service DetaisRl appear, see below.

View DB Logger Service Details

Delete Record

[ Listening Port Name Listening Port No Actions

[[]  Base UnitService Port 10997 [ Edit ] [ Delete |

It is possible at some time in the future that a new piece of software could be added to the
server which causes a Port conflict. IMC would recommend that the new item be given a
different Port number. If this is not possible then a new Port number can be allocated to the
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relevant Notion Pro Service.

To Edit the Port number select Edit in the line corresponding to the Service you wish to
change the Port number a new window BEIGIsESNNee[s @I e=ABEEls Wil appear, see
below.

Database Logger Service Details

Listening Port Name: Base Unit Service Port
Listening Port No: 10957
Update Details

You wil need to contact your IT department or IT service provider to get a new Port
number. Once you have the new Port number enter it into the dialog box next to Listening
Port No. Once you are happy with the details select Update Details.

Warning: The Data Services wil need to be re-started after changes are made, and all
Receiver Units , Alarm Units and SMS Units wil need to be reconfigured.

Adding Devices

This section describes the addition of wireless receiving devices to Notion Pro. To add
Devices to Notion Pro select Add Device from the side menu. A new window [@elaligeiBI=\Ye=
wil appear, see below.

Control Device Details

Control Device Name:

Device Type: Select Device Type ﬂ
Device Serial No:

IP Address:

Port Mo:

Elapsed Connection Alert (Hrs):

Installation Site: Select Installation Site [v]
Installation Sub-Site Select Installation Sub-Site [v]
Add Device

Control Device Name:

This should to be related to Site and location to identify the Device this should be a unique
name across all stes. Example: Network Receiver First Floor Building One. Enter required
text into dialog box next to Control Device Name.
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Device Type:

The Device Type is selected from a pre-defined list. Select the Device Type from the drop-
down menu. There is a label on the back of all Receiving Devices that states the Device
Type.

Device Serial No:
This can be found on a label on the back of the device.
Elapsed Connection Alert

An Alert is generated if the specified time period elapses, without the selected device
connecting to the IMC Remote Data service. An entry is recorded in the Activity Log and

&,
the icon in the INEI=ISINEE dialogue box (see Site Management) changes to red ( = ).
If the Email System Group and/or the SMS System Group has Hardware Event selected,
then an Email and/or SMS wil be sent.

Installation Site:

The Installation Site can be selected from the drop-down menu. This list is automatically
populated with Site names added in the Sites section. Select the Site name for the Site that
you are adding the Device to.

Installation Sub-Site:

The Installation Sub-Site can be selected from the drop down menu. This list is automaticaly
populated with Sub Site names added in the Sites section. Select the Sub Site name for the
Site to which you are adding the Device.

Edit/View Devices
Select the tems to Edit when happy with the changes select Update Details.
Create Device Groups

Base Units can receive data from a maximum of 200 transmitters. On systems with more
than 200 transmitters, Device Groups enable specific sensors to be assigned to a Base Unit,
or group of Base Units.

On systems with fewer than 200 transmitters, all sensors are available to be received by all
Base units. However, Base Units still need to be a member of a Device Group.

If you are going to fewer than 200 transmitters and all your Base Units are in a single
location such as a warehouse or a laboratory, then it is probably best to group all your Base
Units in a single group.

If you are going to exceed 200 transmitters then you wil need to use mutiple Device
Groups; also if you have Base Units at separate physical locations, then using separate
Device Groups can help you manage your system.

To add a Device Group select Create Device Groups from the menu, a new window
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DY e=K€lfellls Wil appear, see below.

Create Device Group

Group Name:

Device Type: Notion Base v

Non-Members Members

b

LS

Add Members

The Group Name should be a hame that easily identifies a Device Group, a Group that
contains one or more Receiving Devices. Every receiving device must be in a Device Group.

The Device Type is selected from a drop down menu. Select the Device Type that
corresponds to your Device. The name of the device type is clearly printed on the front of
your device (Base Unt).

Available Devices will be listed in the left column, to select a Device highlight it then click the
double right arrows to move it across to the right column.

Once you are happy that the details are correct select Add Members.

Edit/View Device Groups
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To Edit/View Device Groups select Edit/View Device Groups from the menu to give the View
Device Groups window, see below.

=} DB Logger Service

=3 EdithView DB Service

=} Add Device Delete Groups

=} EditView Devices 0  Group Name Members Actions

= Create Device Group O Motion Pro group Base 1, Base 2 [ Edit ] [ Delete ]
=3 Edit/'View Device Groups O LongTermTest 40000010 [ Edit][Delete ]
=3 Device Sensor List

To Edit a Device Group select Edit in the line corresponding to the Group Name that you
wish to Edit, a new window called Edit Device Group wil appear, see below.
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Edit Device Group

Group Name: NMotion Pro group

Device Type: Noticn Base v
Non-Members Members
Base 1
Base 2
>
<<
Update

To remove Devices from the Group highlight them in the right hand column then select

", This wil deselect them and move them to the left column. You cannot de-select all
Devices from a Group a Group always has to have at least one Device. If you need to
deselect all the Devices then Delete the Group. This can be done by selecting Delete in the
previous step.

Device Sensor Lists
Note: For systems with less than 200 sensors, Device Sensor Lists have no effect.

These list all the sensors associated with a Device Group. The signal from a given sensor
can be received by more than one Base Unit (Network Receiver). You can select a
particular sensor instance (for example, the one with the highest signal strength) and assign
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it to the associated device group.

To display a Control Device Sensor List select Device Sensor List from the menu on the

left to give the [@e]plige] NSRS Window, see below.

=3} DB Logger Service

i : i v
= Edit’view DB Senvice Site Name Nation Pro Demo
Sub Site Name: Select Name v
=} Add Device
Control Device Group: Select Name
=) EditView Devices
=3 Create Device Group Search
=3 Edit\iew Device Groups
=} Device Sensor List Control Device Sensor List
=} Add Alarm Unit Sensors
[l Serial No Sensor Name Signal Strength Device Name Device Group Name
=} Edit’view Alarm Unit Sensors
O 50-00-00-02 48-2 100 Base 2 Motion Pro group
] 00-00-01-06 Dual Ext thermistor -81 40000010 LongTermTest
[l 00-00-02-01 Dual Thermocouple -94 40000010 LongTermTest
Internal/External
¥ 00-00-01-08 -83 40000010 LongTermTest
thermistor
O 50-00-00-14 Kingsclere 5-14 &0 Base 2 Motion Pro group
Kingsclere Fridge 50
O 50-00-00-04 53 Base 2 Motion Pro group
04
O 50-00-00-17 Stores A 50 17 &1 Base 2 MNoticn Pro group
Stores C Stores D 50
O A0-00-00-16 64 Base ? Motion Pro group

16

Assign Remove

Note: You cannot create (or delete or edit) a Control Device Sensor List. These are
created by Notion Pro as sensors are added to the System.

Select the Site of interest from the 'Site Name’ list. You must select a Site. Select the Sub
Site of interest from the ‘Sub Site Name’ list, and the Control Device Group of interest from
the ‘Control Device Group’ list. It is not necessary to specify a Sub Site or a Control Device
Group, in this case a list of sensors for all Sub Sites and Device Groups wil be generated (as
in the example above). Click Search to generate the list.

To assign a sensor to its associated Device Group, select the tick box on the left side of the
table, then click Assign. The list will be redisplayed with assigned sensors highlighted. (See
above, three sensors have already been assigned to the ‘LongTermTest’ Device Group).

To remove a sensor from its associated Device Group, select the tick box on the left side of
the table for the sensors you wish to remove, then click Remove. The list wil be
redisplayed with assigned sensors highlighted. (In the example above, three sensors have
already been assigned to the ‘LongTermTest’ Device Group).

As another example, the example below shows a case where signals from two sensors (05-
09-00-62 and 05-09-00-46) are each being received by two Network Receivers. The user
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has selected the two sensors with the highest signal strengths to link to a Device Group.

=3 DB Logger Senice

Site Name: Pendle House -
=} EditView DB Senice =
Sub Site Name: Select Name =l
=} Add Device
Control Device Group: Select Name j
=} Editview Devices
Search
=} Create Device Group
= EditView Device Groups
=} Device Sensor List Control Dev nsor List
=} Add Alarm Unit Sensors
- Serial No Sensor Name Signal Strength Device Name Device Group Name
=} EditView Alarm Unit Sensors
Motion Base Group
- 06-09-00-59 Archives +Flood 20 Motion base1
1
Motion Base Group
I 05-09-00-62 Metwork, Rack 60 Motion base1
1
Motion Base Group
- 05-09-00-62 Metwork, Rack 10 Motion Base 2
2
MNotion Base Group
v 05-09-00-46 Server Rack 50 Motion Base 2
2
MNotion Base Group
r 05-09-00-46 Server Rack 20 Motion base

4

Assign Remove

Adding Alarm Unit Sensors

This faciity supports the operation of the Notion Alarm Unit (the ARB Module) and enables
you to associate sensors with the unit. Select Add Alarm Unit Sensors from the side
menu, see below.
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=& DB Logger Service

Add Alarm Unit Sensors

=} Edit’View DB Semvice

=} Add Device Site Mame: Select Name El
=} Edit'View Devices Sub Site Mame:  Select Mame
=} Creste Device Group Zone Mame: Salect Mame El
=} Edit/View Device Groups Alarm Unit Name:  Salect Mame &4
=} Device Sensor List
Non-Members Members

L

Add Alarm Unit Sensors

=} Edit’view Alarm Unit Sensors

==

<l

Add Members

Site Name
Select the Site which contains the Alarm Unit of interest from the pul-down list.
Sub Site Name

Select the Sub Site (if present) which contains the Alarm Unit of interest from the pul-down
list.

Zone Name
Select the Zone which contains the Alarm Unit of interest from the pul-down list.
Alarm Unit Name

Select the Alarm Unit of interest (previously created using the Add Device facility described
at section 2.7.3). The Add Alarm Unit Sensors dialog box changes to show a list of the
sensors which can be associated with the Alarm Unit. See below for example.
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Add Alarm Unit Sensors

Site Name: IMC Factory

Sub Site Mame:  Select Name

4 E &

Zone Mame Development Test Sensors

<]

Alarm Unit Mame: Alarm Unit 1

Hon-Members Members

Dual 0-10'v 205

Dual 0-1v 109

Dwual 0-5v 204

Dual 4 - 20ma 208
Dual Ext Therm 106
Druzal Thermocouple 201
Ext Therm 104

Int and Ext therm 105
RHT 108

Single Int Therm 0103
Single PT100 107
Therm Door 203
Thermocouple 202 o

Ll

Add Members

To associate sensors with the Alarm Unit select the required sensors from the Non-

Members list then select | ~~ | to move the selected sensors to the Members list. Click
Add Members to move the selected sensors to the Members list. The View Alarm Unit
Sensors dialogue box will appear to show the sensors which have been associated with the
Alarm Unit. See below for example.
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View Alarm Unit Sensors

Delete Record

O Alarm Units Sensors Actions

Cual 0-10 Vv 205, Dual 0-1v 109, Dual 0-5V 204, Dual 4 -

O Alarm Unit 1 [ Edit ][ Delete ]

20mA 209, Dual Ext Therm 106, Dual Thermocouple 201

Editing/Viewing Alarm Unit Sensors

To edit or view associated Alarm Unit sensors select Edit/View Alarm Unit Sensors from
the menu to give the View Alarm Unit Sensors window, see above for example.

To the list of sensors associated with a given Alarm Unit, select Edit in the line corresponding
to the Sensor list that you wish to Edit. A new window called Edit Alarm Unit Sensors wil

appear, see below.
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Edit Alarm Unit Sensors

Site Name: IMC Faclor =
Sub Site Mame:  Select Name =
Zone Name: Selsct Name ~
Adarm Unit Mame:  Asar =
Hon-Members M

Dual 0-10 V 205

>

Lol 4

Update

To remove sensors from the list highlight them in the left hand column then select
The double left arrows will de-select the selected sensor(s) and move them to the left
column. Having de-selected the required sensors click Update to update the list.
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5.3 Setting Up Sensors

This topic gives detailed information on how to add Zones and Sensors to the Notion Pro
System in your Instalation.

During the Notion Pro installation process a default Site wil have been created. You can Edit
the details for the default Site, see section Ste Management. The first time you run Notion
Pro the System Overview screen wil look something like:

Welcome: Admin User

notien P ) & amimsras M

System Overview  Sensor Groups Admin  Seftings Help LogOut
Available Sites
Site Name Alarm Status Action
IMC Group Ltd M [ View Data ] [ User Alerts ] [ Reporis ][ Logs ]

= =

Before you can start monitoring temperature, humidity and other data you wil need to add
some sensors to Notion Pro.

Each main Site can have any number of Sub Sites. Sensors added to a Site can be sub
divided into Zones. Zones are viewed in a familar Windows-style tree, see below.

o Zones allow large systems to be sub-divided into logical groups of
7 @orice sensors.

[]____ﬂ Entry Hall and Door

[]____0 Airflow 1

[]____g Stores A

) Stores B and Door Zones can alo be used when granting viewing Privieges. When a
[

[

[

E

]0 Stores C Stores D

. @ Worksttion Site contains many sensors, just granting Privieges for a whole Site
. @) Kingsclere Fridge could still lead to a single User being overloaded with data that
7. § Kingaclere 12 doesn't relate to that User. Zones can be allocated to Users as well

..[f Main Processing Area
B E Main Processing Area

. @) Tank Depth as Sites.

[]....0 Tank Temperature

[]----0 Fridge 1
[]____0 Fridge 2
- [ Goods Out Individual sensors can't be allocated Privieges, only Sites and Zones.

There is no practical imit to the number of Zones that can be
added to the system. To allocate an individual sensor to a User add
a Zone for that sensor.
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53.1 Adding Zones

Zones are used to logically group sensors, this could be all sensors of the same type or all
the sensors in a particular area. For example a Zone could be called RH&T Sensors which
contains all the humidity and temperature sensors, or First Floor Sensors which contains
sensors of different types but which are all on the first floor.

During installation a default Site is created. This Site contains one empty Zone called Zonel.

An example of a Zone which has had Sensors added and which has live data coming
through is shown below.

Stores C Stores D 5016 M_ 2513C 2579C

Workstation 1 50 03

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level
@ & =1
Entry Hall and Door 50 02 W ~ — ———
@ =
@ «
Stores B and Door 50 05 W ~ — —

" EXN EDE

" EZE =

M %22C
The above display shows the 'Stores’ Zone. See Viewing Data for full details of the Live Data
viewing facilties in Notion Pro.

To Edit and add Zones select View Data from the System Overview disply for the Site of
interest then View Data>Edit Mode from the main menu bar, see below.

A new window will appear. This window wil, as we add Zones and sensors become the main
data viewing and access window, see below (for the default Zone, Zonel).

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

No Sensors available, please add a Sensor from Edit Mode

To add a new Zone select FEEIANEE from the main menu, see below.
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' el
notien P© ¥ e i

Usar Alarts

Notian Fro Demo == View Dats => Add Zons

Site Name.

Zone Mame:

A new window will appear, see below.

E Room RH + T Sensors
Add Zone

Site Name: Pendle House

Zone Name:
Add Zone Cancel
To add a new Zone, enter a name into the Zone Name field. For this example we wil call

the Zone Outdoor Sensors. When happy select Add Zone. You wil now see that another
Zone has appeared in the tree, see below.

....... E Room RH + T Sensors
Room RH + T Sensors
... Outdoor Sensorst

Delete Zone Edit Zone Add Sensor to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Flease Add a Sensor.
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5.3.1.1 Editing Zones

Edit Mode is only available if you have the correct access Permissions. If you do not have
the required access permissions you wil see the following message:

Access Denied. You are not authorised to perform this task, please contact your System
Administrator.

Home  WiewData UserAerts Reporis  Logs

Lo Ve

Plan Ve

Edit hode

Add Fona

Global Set Tangs

Global Units

Dl Placos

Default View
|

After selecting [Ss[dllilelsls the Sensor and Zone editing/configuration window appears, see
below.

[ Zonet
Zonel

Edit Zone Add Senser to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Please Add a Sensor.

To Edit the Zone select Edit Zone. the [Ss[@A4elils window will appear, see below.

[ Zonet
Edit Zone

Site Name: Pendle House

Zone Name: Zone1

Update Cancel

Select a name for the Zone that will make it easy to identify either the type of sensors in
the Zone or the location of the Zone. In this example we are changing the Zonel name to
‘Room RH + T Sensors'. Enter the name into the Zone Name field, once happy select
Update, see below.
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E Room RH + T Sensors
Room RH + T Sensors

Edit Zone Add Sensor to Zone Copy Sensor

O Sensor Name Type Serial No Actions

Flease Add a Sensor.

5.3.1.2 Deleting Zones

To delete a Zone select the tick box next to the Zone that you want to delete then select
Delete Zone. You cannot delete a Zone with Sensors still in the Zone, see below.

Room RH + T Sensors

o Please delete all the sensors on this Zone first.

Delete Zone Edit Zone Add Sensor to Zone Copy Sensor Delete Sensor

| Sensor Name Type Serial No Actions

| Test C 50-00-02-08 [ Edit] [ Delete ]
Delete all sensors in the Zone then repeat the steps above to delete the Zone.

53.2  Adding Sensors

Now that we have added some Zones we can now add some Sensors. Before adding
Sensors you need to select the Zone that you wish to add Sensors to. To add Sensors
select View Data>Edit Mode, then select Add Sensor to Zone. A new window called [YXel8
wil appear, see below.

E Room RH + T Sensors

Add Sensor

Sensor Name:

Family Type: Select Family Type

Sensor Type: Select Sensor Type

Hardware Serial No:

Control Device Group: Select Control Device Group
Add Sensor Cancel

You wil notice that the Zone Room RH + T sensors is highlighted (because it is at the top of
the list). This is the Zone that the new Sensor wil be added to. If you wish to add a sensor
to another Zone, simply click on the Zone name.

Sensor Name:

Here you can type a name for the Sensor that means something in relation to either the
type of measurement that the Sensor is making or the location, for example, Room 1 RH/
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T.

Family Type:

The ‘family’ for the sensor you are adding. Select from iSense, Notion or Legacy / Scout.
Sensor Type:

Select the type of Sensor you are adding from the drop-down menu, a detailed list
explaining all the Sensor types can be found on the IMC Group website.

For this example we wil add a temperature sensor, the standard temperature and humidity
sensor can be found in the list as Notion Temperature/RH.

Hardware Serial No:

This is the transmitter serial number and can be found on the back of the transmitter, for
example: 50-00-02-08.

Note: if the sensor has already been added, you would get an error message, as shown in
below:

| This value already taken

Control Device Group:

The Control Device Group contains wireless receiving device that wil receive the data from
the transmitters. The Control Device Group is selected from the drop down menu, select
the Group that corresponds to the Site and is compatible with the wireless transmitters used
at that Site. For more details see Device Configuration. For this example, we are going to
select Notion Pro Group.

Once you are happy with the details select Add Sensor. You wil now see that the Zone
icon has a + symbol to the left of the icon and that the sensor we have just created has
appeared in the table on the right hand side of the screen. See below.

@ [ RoomRH+T Sensors ~
Room RH + T Sensors
E Outdoor Sensors

Delete Zone Edit Zone Add Sensor to Zone Copy Sensor Delete Sensor

O Sensor Name Type Serial No Actions

]  Room1RHT C, %RH 50-00-02-08 [ Edit ] [ Delete |

You can add more sensors by repeating the steps above. Multiple sensors of same sensor
type can also be added by selecting Add Multiple Sensors, this feature is useful for
adding sensors in a batch. When adding more sensors additional Zones can also be added
and addttional sensors added to those Zones. Sensors can be edited or deleted by selecting
either Edit or Delete in the line corresponding to the sensor to be edited or deleted.

Copy Sensors

Sensors can be copied from on Zone to another. There are cases where you may want to
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have the same sensor duplicated in different Zones.
Example 1

When a site has an outdoor sensor it is desirable to have this sensor available in every
Zone. The data from an outdoor sensor can be compared with sensor data from individual
rooms to see if the conditions inside are being driven by the conditions outside. This is a
good indicator of how well HVAC systems (Heating, Ventilating and Air Conditioning) are
performing.

Example 2

Rooms that have many enclosed spaces such as fridges in a hospital or display cases in a
museum can benefit from being able to compare sensor data. A gallery with 20 display
cases all with RH/T sensors could be compared with an RH/T sensor placed in the open
galery. By comparing the data you can see if the conditions outside are driving the
conditions inside the cases.

To copy sensors, highlight in the Zones list the Zone that you want to copy sensors to then
select Copy Sensor from the Zone dialog box. The Copy Sensors to window appears, see
below. You wil notice that the name of the Zone that the sensors are going to be copied to
forms part of the window name.
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Copy Sensors to Room RH + T Sensors

Zone Name (Copy from):

Select Zone [v]
Filter: Filter:
Source List: Destination List:

==

e

Submit

Select the Zone that you want to copy the sensor/s from. The names of the available
sensors in that Zone will appear in the left column. Highlight the sensor/s you wish to copy

then click - . This will move the highlighted sensor/s to the column on the right. When
happy with the details select Submit. To copy all the sensors click

Delete Sensors

There are three methods to delete Sensors:

1 Select the tick box to the left of the sensor names that you want to delete on the Zone
dialog box then select Delete Sensor from the top menu. This will delete all highlighted
Sensors.

1 Select Delete in the row corresponding to the sensor you wish to delete. This will delete
only that sensor.
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(1 To delete all sensors in the table, select the tick box on the left of the title row (next to
Sensor Name), then click Delete Sensor.

Warning: Deleting Sensors cannot be undone.

5.3.3  Configuring Sensors

This topic takes you through the configuration of the Sensor properties which include
General Settings, Scale, Alarms and Filters.

Accessing Sensor Properties

To access Sensor properties highlight the Zone name that contains the Sensor that is to be
edited, see below.

E Room RH + T Sensors

To see the available Sensors click on the + symbol next to the highlighted Zone. The
selected branch wil expand showing all the avaiable sensors, see below.

= E Room RH + T Sensors
@) Room 1 RHIT
. ) Room 2 RHIT
. ) Room 3 RHIT
E Outdoor Sensors

To view the properties of the Sensor that is to be edited click on the + symbol next to the
Sensor name. This will expand the branch again, see below.

E E Room RH + T Sensors
w @) Room 1 RHIT
= ‘] Room 2 RHIT
. FiProperties
w @) Room 3 RHT
[{ Outdoor Sensors

To access the individual Sensor properties click on the + symbol next to properties this will
expand the branch again, see below.
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EIE Room RH + T Sensors
ﬂ Room 1 RH/T
Eﬂ Room 2 RHIT

= P Properties
UGeneraI

L Alarms
.. ) Room 3 RHIT
EEI----E Qutdoor Sensors

General Properties

To edit the General Sensor Properties click on the underscored link General .This opens

the [EhS=IRn{olanklels window, see below.

: General Information

Q Room 1 RHT

Eﬂ Room 2 RHIT

: ByProperties Station Name: Room 2 RHIT
Family Type: Notion

W Filters Sensor Serial No: 50-00-02-09
. @)Room 3 RHT Units: C, %RH
[]____E Qutdoor Sensors

Sensor Out of Service: O Yes (@ No

Location:

Update

Station Name:

The Station Name can be changed, be aware that changing the name may be confusing for
other Users as the Station Name normally relates to the physical location of the Sensor.
Changing the Station Name no longer starts a new data fie.

Family Type:

Notion.

Sensor Serial No:

This is set when the Sensor is added to the system.
Units:

This is the units for each of the channels for the Sensor. These cannot be changed here as
they are set by the Sensor instal. (But see Global Units.)

Sensor Out of Service:

This feature allows you to temporally take a sensor out of service. This is useful if the
Sensor is measuring something that is turned off for a period and monitoring is not required.
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It avoids alarms being generated while the Sensor is not required. Out of Service Sensors
are displayed with blue text in the Live View.

Location:

The Location field allows you to put a note against the sensor to assist with physically
locating the Sensor within a building. This is an aide-mémoire and serves no operational
function within the software and is not mandatory.

Once you are happy with any changes select Update.
Scale

To access Calibration Scale properties click on the + symbol next to Scale and the tree wil
be further expanded, see below.

EIE Room RH + T Sensors
ﬂ Room 1 RHIT
Eﬂ Room 2 RHIT

El P Properties
UGeneral

= hS{:alE
I‘“'.Hvulmct Due

El____‘_AIarrns

.. ) Room 3 RHIT
EEI---E Qutdoor Sensors

The Scale section allows you to set Graph Scaling, Decimal places and the Next Due
calibration date for Calibration Reports.

If you have iSense Sensors, then this section will allow you to enter the Sensors/
Transmitters to IMC, having IMC Calibration Engineers come to Site or self-correct
calibration parameters for those sensor(s). See the documentation delivered with the iSense
unit for specific calibration details.

Next Due

This feature allows the next Calibration due date to be entered into the system. A PDF
Report can be triggered from the due date field. This is very useful in a regulated
environment where exceeding the stipulated calibration period would cause a non-
compliance. (See Calibration Reports for more information on Calibration Reports.)

To access Next Due click the link, the N24H@=1ls]ICe] lBIINBEE wWindows appear, see
below.
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E Temperature Sensors
EI‘J Support Office Fridge Next Calibration Due Date
& EyProperties

.. AJGeneral

A Scale Mext Calibration Due Date 2016-10-08 .;m,.si
.. Next Due
.\JIemperature Update
....‘_.Alarms
i W Filters

To change the due date enter the new date into the Date field (in LYLY-MM-DD format) or
click on the calendar icon and select the required data. If the Sensor has just been added to
the system the date in the form is one year from the date that the Sensor was added.

A typical period would be 12 months for environments that are contaminated or the
constant operating humidities are very high. Where the environments are clean and the
averages humidities are mid-range then every 24 months would be acceptable.

When you are happy with the new date click Update.

Channel One/Temperature Calibration

To enter the Temperature scale page select Temperature. The window
appears, see below.

Temperature

Upper Scale: 50
Lower Scale: -50

Decimal Places: 1
Update Set Default

Each Sensor is installed with a default range. These are only a suggestion and can be
changed to suit your requirements.

The defaults can be re-loaded by selecting Set Default,you wil be asked to confirm see
below.

Load default calibration values, are you sure?
HO

Once the new Scale details are known these can be entered into the table above. Select
Update to confirm the details. If correct the folowing message will be displayed:
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@ Record updated successfully.

Channel Two/Humidity Scale
To access the Humidity scale settings click Humidity and repeat the steps above.

Note: Not all Sensors/Transmitters have two channels, some have only one.

53.4  Setting Alarms
This topic wil take you through setting Alarms.
Levels

To access Alarm Settings click on the + symbol next to Alarms (in Edit Mode). This wil
expand the branch again, see below.

= [f Room RH +T Sensors To access Levels click on Levels. See below.
ﬂ Room 1 RHIT

Eﬂ Room 2 RH/T

B P Properties

UGeneraI

- ;-,.ﬁuale

. JAAlarms
g Levels
... 7 Advanced
i.... f Notes

...... W Eilters

.. @) Room 3 RHIT

@[ OQutdoor Sensors
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Temperature Humidity

Channel Qut of Senvice: ) Wez (@ Mo

Alarm Enable: w ez () Mo

High High Alarm: 25 *Not Set
High Alarm: 19 *MNot Set
Low Alarm: *Mot Set
Low Low Alarm: *Mot Set
High / Low Alarm Delay (Mins): 0

Alarm Outside High / Low: ) Wes (@ Mo

High High / Low Low Alarm Delay (Ming): [u]

Rate of Change: 1 *Not Set
Rate of Change Period (Mins): 25 * *MNot Set
Alarm Disable Start Time: *Mot Set
Alarm Disable End Time: *Mot Set
Active Days

Sunday: w Yes (O Mo

Maonday: ) Wes (O Mo

Tuesday: w ez () Mo

Wednesday: ) ves () No

Thursday: w Wezs (O Mo

Friday: w ves () Mo

Saturday: m Wes () No

Update | | Global Sefting

The Sensor in this example is a two-channel temperature and humidity device. You wil see
two tabs at the top one marked Temperature and highlighted, the other marked
Humidity. The highlighted tab is the active tab. The tab names wil change depending on
sensor type, the number of tabs wil change depending on the number of channels.

Channel Out of Service

This feature allows a single channel on a dual channel device to be taken out of service.
This is useful as it may not be desirable to take the whole device out of service for example
if a dual channel temperature transmitter was being used to measure the temperatures in a
fridge freezer and the freezer had faied or was not in use the channel associated with the
freezer could be taken out of service. This would allow alarms from the fridge to come
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through the system but there would be no alarms from the unused freezer.

To take a channel out of service select the appropriate tab and select the No option button
to take that channel out of service. When the channel is required again select the Yes
option button.

Alarm Enable

If a Sensor is temporally out of service, or if the alarms are temporally not required rather
than set all the alarm settings to zero the alarms can be disabled. To disable the alarms
select the No option button. When the alarms are required again select the Yes option
button.

High/High High Alarm

The High High Alarm is the highest level alarm that can be set on the system. This alarm
should be set at a level that warns the user of potential damage. (High would represent the
highest point of the desirable working range.) To set the High High Alarm type a value in the
text box next to High High. The level can be set to one decimal place.

Low/Low Low Alarm

The Low Low Alarm is the lowest level alarm that can be set on the system. This alarm
should be set at a level that warns the user of potential damage. (Low would represent the
lowest point of the desirable working range.) To set the Low Low Alarm type a value in the
text box next to Low Low Alarm. The level can be set to one decimal place.

High/Low Alarm Delay (Mins)

The high/low alarms can be delayed, which is very useful to prevent false alarms. In many
buidings rooms are air conditioned to keep the environmental conditions constant. The
condtions in any room change when doors are opened but soon recover when the door is
closed again.

If alarms are set these could be activated every time a door is opened which would
generate many alarms on the system. There is a danger with alarms that a syndrome
called alarm fatigue develops where alarms are generated so frequently that they become
an annoyance and are consequently ignored.

To avoid this a delay in minutes can be set for the alarms. For example when a door is
opened the temperature drops but has recovered back to normal 10 minutes after the door
is closed, without an Alarm Delay an alarm would be generated every time the door is
opened. With an Alarm Delay of 15 minutes there would be no alarm generated however if
the door was left open there would be an alarm generated after 15 minutes. To enter a
High/Low Alarm Delay enter the time in minutes in the text box next to High/Low Alarm
Delay.

Alarm Outside Range

To activate High/Low Alarms click the Yes option button. To disable High/Low Alarms click
the No option button.
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High High/Low Low Alarm Delay (Mins)

This feature allows a delay to be activated on the High High and Low Low alarms. It is
generaly accepted that no delay is enabled on the High High and Low Low alarms as these
are normally the fail safe alarm levels. If delays are used here it may be that a very small
delay is used to avoid a single reading out of spec generating alarms. To put a delay on the
High High and Low Low alarms type a value in the text box next to High High/Low Low
Alarm Delay (Mins), and should be entered in minutes.

Rate of Change

This feature activates rate of change alarms, depending on the application, a high and low
level alarm may not work. A Rate of Change alarm is a mechanism that monitors how fast a
parameter is changing and generates an alarm based on the selected criteria. For example,
and alarm could be generated if temperature changes by more than 10°C per minute.

To set the Rate of Change enter a value in the dialog box next to Rate of Change. For
example, a value of 10 would mean 10°C per minute if temperature units are set to °C.
(See Global Units for how to set units.)

Rate of Change Period (Mins)

This feature is used together with the Rate of Change value above. Rate of Change Period
is the time period associated with the Rate of Change value. This would be entered in
minutes, so combined with Rate of Change would work like this - if the temperature changed
by more than 10°C in 5 minutes an alarm would be generated. To set the Rate of Change
Period enter a value in the field next to Rate of Change Period (Mins).

Alarm Disable Start Time

This feature allows alarms to be disabled during certain time periods. For example if a room
is used during the day to work on sensitive items, alarms would be required during the day,
but not required during the night. To set the Alarm Disable Start Time enter the time in the
field next to Alarm Disable Start Time and should be entered lke this: 18:00:00 in hours, (24
hour clock format) minutes and seconds. All alarms wil be disabled after 18:00.

Alarm Disable End Time

This feature works together with Alarm Disable Start Time and sets the reactivation time for
alarms. To set the Alarm Disable End Time enter the time in the dialog box next to Alarm
Disable End Time and should be entered like this: 08:00 in hours, (24 hour clock format)
minutes and seconds. All alarms for this device wil be active again after 08:00:00.

Active Days

This feature allows alarms to be turned off on certain days. For example where sensitive
goods are worked on during the week and put away each evening and at the weekend
alarms would not be required at these times. The weekday alarms are handled by Alarm
Disable Start and Stop Times. The weekends can be handled by disabling the alarms on
Saturday and Sunday. To disable alarms on certain days select the No option button. In this
example we want to disable the alarms on Saturday and Sunday. To do this select the No
option button next to Saturday and Sunday. To make those days active again select the
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Yes option button.

Once you are happy with your selections click Update. The alarm settings wil be saved.
The above can be repeated for the second tab if applicable. After selecting Update and the
settings are saved the settings page returns with a message “Record updated successfuly”
see below.

@) Record updated successfully.

The example dialog box below shows a correctly completed temperature alarm settings
page. The actual values wil change depending on the measuring parameters, every
application will be different. The example shows a high level alarm of 25.5°C, a low level
alarm of 5°C with a delay of 5 minutes. The high range is set to 20°C and the low range to
5°C with a delay of 5 minutes.

There is a rate of change alarm active which wil alarm if the temperature changes by more
than 10°C in 5 minutes. All alarms are disabled between the hours of 8am and 6pm and
there wil be no alarms at any time on Saturdays or Sundays.

Caution:

Alarm fatigue can be a major problem on automated monitoring systems especialy when
the alarms can drive emails or SMS alerts to call out service personnel.

There are many circumstances where the conditions of a room or space are not actively
controlled and are driven by outside forces such as what's happening next door or the
weather outside. In these cases there is little point setting alarms that would relate to ideal
conditions, especialy if those conditions couldn’t be met on a daily basis. In these cases t is
better to have no alarms set.

The danger of receiving many alarms that do not have an action where something can be
done to prevent the re-occurrence of that alarm is the main cause of alarm fatigue.

If on the same system there was a critical space with high value objects that was controled
by an HVAC (Heating Ventilation and Air Conditioning) system, and on system failure an
alarm was generated there is a great danger that this alarm could be ignored.

We are not suggesting that alarms are never set in these conditions just that thought and
consideration are given during the alarm setting process.
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& E Engineering Test
g E Test 102
=] QTmﬂniﬁrm
= B Properties
. UGeneral
& ?\Scale

=) ‘Alanns

" Lewvels
. ;M Advanced

g Notes
..W Eilters
& mTlansmiﬂErMS
] QTlansmitIEr:’A?
B ﬂTlansmiHErm
& mTlansmiﬂErMB
@) Int and Ext 207
& ﬂ int and Ext 408
® E Development Test Sensors
B E Andy test
® E Development iSense
- [F Hybrid Base 88
B E Temperature Sensors
® E Old Scouts

Temperature

Channel Out of Service:

Alarm Enable:

High High Alarm:

High Alarm:

Low Alarm:

Low Low Alarm:

High / Low Alarm Delay (Mins):

Alarm Cutside High J Low:

High High / Low Low Alarm Delay (Ming):

Rate of Change:

Rate of Change Period (Ming):
Alarm Disable Start Time:
Alarm Disable End Time:
Active Days

Sunday:

bMonday:

Tuesday:

Wednezday:

Thursday:

Friday:

Saturday:

Update | | Global Setting

) Wes
® Yes
40
30
20

10

) Wes

20

® Yes
® Yes
® Yes
® Yes
® Yes
W ves
® Yes

® Mo
() Mo

® Mo

*MNot Set
*Not Set
*MNot Set

*Mot Set

O Mo
O Mo
O Mo
QO Mo
O Mo
O Mo
O Mo

Digital Alarms are Alarms generated by digital channels that record data from devices
such as ‘door open’ sensors. Digital channels can only have two states, which are analogous
to open or closed. The example dialog box below shows the alarm Levels settings view for a

Digital channel:
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Temperature Door

Channel Out of Service: ) Yes (@ No

Alarm Enable: ® Yes () No

Alarm on Open: |

Door Alarm Delay (Mins): 0

Alarm Disable Start Time: *Not Set
Alarm Disable End Time: *Not Set
Active Days

Sunday: ® Yes () MNo

Monday: ® Yes () MNo

Tuesday: ® Yes () MNo

Wednesday: ® Yes () MNo

Thursday: ® Yes () MNo

Friday: ® Yes () No

Saturday: ® Yes () No

Update | | Global Setting

For a door open/close sensor, Alarm on Open would give an alarm if someone opened the
door.

Global Settings

If there are many Sensors/Transmitters on the same system doing the same function in
different spaces it can be tedious and error-prone to go through all the Sensors/
Transmitters on the system. There is a facilty to change the Alarm settings globally on a
number of sensors.

To make global changes stay on the alarm settings tab that you want to use to update
other Sensors/Transmitters with and select Global Setting at the bottom of the tab. A new
window will appear, see below.
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F |
& hittpy//notionprol.the-imcgroup.com/netionpro/alarmProplLevelsGlobalSetting.php - Internet Explarer = | 5]
& http://notionprol the-imecgroup.com/notionpro//alarmProplevelsGlobalSetting.php
— -
Please Expand the menu to do selection. i
» | f Pendle House
Submit
N
#100% -
LS
To expand the tree, select the blue arrow to the left of the Site name, see below.
. ~
&) httpi//notionprol.the-imcgroup.com/notionpro/alarmProplLevelsGlobalSetting php - Internet Explarer =ie
& http://notionprol the-imcgroup.com/notionpro//alarmProplevelsGlobalSetting.php
— -
Please Expand the menu to do selection. i
¥ I 4 Pendle House
# | Room RH + T Sensors
# | Outdoor Sensors |
Submit | b
#100% -
To see the Sensors/Transmitters in a Zone click the blue arrow to the left of the Zone
name, see below.
- =
& hitpi//notionprol.the-imcgroup.com/netionpro/alarmProplevelsGlobalSetting php - Internet Explarer = | 5]
[ & http://notionprol the-imcgroup.com/notionpro/alarmProplevelsGlobalSetting.php
— T
Please Expand the menu to do selection. i
¥ I 4 Pendle House
¥ | Room RH + T Sensors
1 Room 1 RH/T
— Room 2 RH/T
| Room 3 RH/T
b | Outdoor Sensors
Submit [
#.100% -
b = =

To select the Sensors/Transmitters to update the alarm settings either click in the tick box
next to the Zone name which will select all the sensors in that Zone or individually select each
sensor in turn by clicking in the tick box next to the Sensor name, see below.
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f -
/=2 hitp://notionprol.the-imcgroup.com/notionpro/alarmProplevelsGlobalSetting.php - Internet Explarer l == | [S] | S
= h':t_i:- 'netic:n.,r_z_rcl.th&—im.c_g“l_'ol..!_p.com_'nCticn:?m-a!3|'m!3|'cPLEn'EIsG!cba!SE*H!:_'l::|1,r_3l1..p |
'~

Please Expand the menu to do selection.
v 4 Pendle House
¥ [# Room RH + T Sensors
# Room 1 RH/T
# Room 2 RH/T
# Room 3 RH/T

p | Outdoor Sensors

Submit ot

H100% -

A

Once you are happy with your Sensor selections select Submit. The selected Sensors wil
now be updated with the alarm settings from the selected Sensor. This can be checked by
going into the alarm properties of another Sensor.

Advanced

To edit the Advanced settings select Advanced. A new window called wil
appear, see below.

EIE Room RH + T Sensors
ﬂ Room 1 RHIT
EO Room 2 RHIT
E| P Properties

Alarm Advance

i Elapsed Time Waming (Mins): 120
______ UGeneral
hSGale Alarm Reactivation Time (Mins): G0
Auto Reset () Yes (@ No

Update Global Setting

[]____ﬂ Room 3 RHIT
[ Outdoor Sensors

Elapsed Time Warning (Mins)

The elapsed time warning is used to alarm when a signal is not received from a Sensor
within the predetermined time. In the default settings the Elapsed Time Warning is set to
120 minutes. This can be changed to any time up to 999 minutes. It is not recommended
to set the Elapsed Time Warnings to very long periods. If there are lots of Elapsed Time
Warnings being generated this may be an indication of a more serious problem such as poor
radio coverage.

The main purpose of the Elapsed Time Warning is to alert you that a problem has occurred
such as a Sensor has faied, been moved out of radio range or has inadvertently had the
battery removed.

There are occasions where all the sensors in a Zone or Zones that are served by a wireless
receiving device go into Elapsed Time Warning at the same time. This would be caused by
either a failure in the wireless receiving device or a network problem causing the wireless
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receiving device to stop communication with the database. If such problems are seen then
these need to be investigated.

To set the Elapsed Time Warning period enter the required time in minutes into the field
next to Elapsed Time Warning.

Alarm Reactivation Time (Mins)

The Alarm Reactivation Time is the default setting for the time between acknowledging an
alarm and when the system checks to see if the alarm condition has returned to normal.

If the alarm condttion has returned to normal the alarm status wil change from amber
(acknowledged) to green (OK), if after the Alarm Reactivation Time the alarm condition stil
exists the alarm status will return to red (unacknowledged) and create a new alarm on the
system.

The default setting is 60 minutes. To change this enter a new value in minutes in the field
next to Alarm Reactivation Time.

Auto Reset

Auto Reset is used to reset an alarm status to green when an alarm condtion returns to
normal. The default is No which means that all alarms have to be acknowledged. The
disadvantage is that a Sensor could go in and out of alarm all night but when the User
checks in the morning the status shows green, so without looking at the graphs or alarm
logs they would be unaware of a problem.

To change the setting select one of the Yes or No option buttons as required.

When happy with the settings click Update. The setting wil be saved, see below.

Alarm Advance

@ Record updated successfully.
Elapsed Time Waming (Mins): 120
Alarm Reactivation Time (Mins): 100
Auto Reset: () Yes (@ No

Update Global Setting

Notes
To edit the Notes settings select Notes. A new window called A=linM\el=E appears, see
below.
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EE Qoo it
: arm Notes
‘1 Room 1 RHIT

5‘1 Room 2 RHT

£ BiProperties Notes Description:

y Levels

7 Advanced
¥ Notes
... Eilters

[]___‘1 Room 3 RHT

Add

This feature allows you to enter notes for an Alarm. This is especially useful for
inexperienced operators. The system can be set up so that low-level users can monitor the
system but can't make changes. The Alarm Notes will give an inexperienced user specific
instruction on what to do when an Alarm occurs.

For example in the middle of the night the temperature increases in a room or space
containing high value objects, an Alarm is generated and a night shift operative or security
guard views the Alarm. The Alarm message might say “On a high temperature alarm
contact Facilities Management on Ext 235 and report the alarm condition and the room
location”. This feature means that someone not familiar with an area or its contents can stil
effectively and efficiently deal with an alarm condition.

To activate this feature type your instruction into the dialog box and when happy select
Add. This will add the message to this Sensor. This can be set individually for every Sensor
on the system. Once the changes have been added and are OK you wil see the following
window, see below.

Record added successfully

Motes Description: . L
P On 2 high temperature alarm contact Facilities Management on

Ext 235 and report the alarm condition and the room location.

Update

Filters

This feature lets you set fitter imits for the Sensor. These should only be used in exceptional
circumstances. For example if a Sensor is located in or near an electrical switch panel which
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can be very noisy electrically this can occasionally cause interference on the radio link, which
would be seen on the graph as a large spike in the data.

The fiters are designed to remove such interference. If the Sensor is reading temperature
and the expected range for this application is -10°C to +50°C a fitter could be set at say -
40°C for the Min Value and +80°C for the Max Value. Any readings seen above or below

these readings would be rejected.

To edit the Filter settings select Filters. The Temperature tab (for temperature in this
case) wil appear, see below.

EE Room RH + T Sensors
= @) Room 1 RHIT
= P4Properties
] i {JGeneral Max Value:

Temperature Humidity

il Alarms Min Value:

Q Room 2 RHIT Update
& ﬂ Room 3 RHIT

B E Qutdoor Sensors

To activate this feature enter the required Min and Max values in the appropriate fields. The
values should be whole numbers in the range 50 for the Max Value and -40 for the Min
Value. Select Update when finished. (A warning message is given if you click on another tab
before you've selected Update for a change you made on the current tab.) Once the data
is accepted you wil see the following screen, see below.

= E Room RH + T Sensors
Elﬂ Room 1 RHIT
E| P Properties

- Record updated successfully.

----- JGeneral Temperature  Humidity
Scale
. JALAlarms
W Filters Max Value 50

ﬂ Room 2 RHT

ﬂ Room 3 RHT
[ Qutdoor Sensors Update

Min Value: 20

For dual channel Sensors, repeat the above process for the other channel.

Note: Setting fiters wil cause data to be rejected above and below the fiter imits. Check
that any filter imits set are above and below the expected ranges.

5.4 Setting Up Sensor Groups
|

Notion Pro has the capabilty to group sensors of the same time together into Sensor
Groups. The Sensor Groups feature is extremely useful for grouping sensors of the same
time that are measuring the same parameters. Sensors from different Sites can be added
to one Sensor Group.

Sensor Groups are also used to control Network Receiver Alarm Relays, SMS Module Alarm
Relays, and associated MS1000 Control Interface outputs via the Local Alarms settings.
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To create a Sensor Group select Settings>Customise Sensor Groups from the main
menu, see below.

Admin  Settings Help Log Out
Customise Sensor Groups

Account Settings

The [OEIEINENodEoll[s Window appears, see Creating Sensor Groups

5.4.1 Creating Sensor Groups

=» Create Sensor Group

Create Sensor Group

=} Edit\View Sensor Groups

Group Name:

Site Nama: |Select Name
Sub Site Name |Se|ect Name ~
Zone Sensors No Zone exists

Select by Physical

Location/Responsibility

Enter a name for the Group this could be “Door Sensors” . Select the Site from the drop
down menu next to Ste Name. For this example we will select Notion Pro Demo. If the
selected Site contains Sub Sites, these can be selected from the Sub Site Name drop down
menu.

After selecting the Site the available Zones on that Site become visible, select the + symbol
next to the Zone name that contains the Sensors that you wish to select. Here we wil select
the sensors which have a door channel.

Once you are happy with your selections select Create Group. The View Sensor Groups
window appears, see below.

=» Create Sensor Group
Sensor Group Name: All [v]
=» Edit'View Sensor Groups
Search

View Sensor Groups

Delete Record

O Sensor Group Name Actions

O Door Sensors [ Edit 1] Delete ]

This list contains all the Sensor Groups that are available. Each Sensor Group can be Edited
or Deleted.
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See also:

Create and Edit Sensor Groups
Viewing Sensor Groups

5.4.2 Local Alarms

Sensor Groups are used to control Local Alarms which drive the alarm relays on Network
Receiver, Alarm Unit and SMS Unit devices. If an alarm is activated for a Sensor that is a
member of the Sensor Group, then the associated Local Alarm will be activated on the
device.

Setting up Local Alarms
Firstly create a Sensor Group, adding the required Sensors.

Once the required Sensor group is created, select Edit/View Sensor Group in the left
hand menu, see below for example.

=} Create Sensor Group
Sensor Group MName: Al
=} Edit'View Sensor Groups
Search

View Sensor Groups

Delete Record

O Sensor Group Name Actions

O test group [ Edit ] [ Delete ]
O Kingstlere Alarm [ Edit ] [ Delete ]
[0  Alarm Testing [Edit ] [ Delete ]

Now click on the Edit action for the new Sensor Group. The edit view wil be displayed, see
below.

=} Create Sensor Group

Group Mame: test group

=} EditView Sensor Groups

Delete Members Add Members Local Alarms

O Physical Location Site Name Parent Site Actions

O Engineering Test IMC Factory /A [ Edit ][ Delete |

Click the Local Alarms button to disply the Local Alarms view, see below.
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=} Create Sensor Grou
P Local Alarm Details

=} EditView Sensor Groups

o Mo Local Alarm has been set for this Sensor Group

Logical Group Mame: test group
Device Type: Select Device Type
Device Name: Select Device Name

(@] Relay Output
Lacal Alarm Type:

(@) K3 1000 Channel

Set Alarm

Click on the Device Type combo control, and select the required control device type —
Notion Base [Receiver Unit], IMC Alarm Unit or IMC SMS Unit, see below, then click on the
Device Name combo control and select the require device by name.

Logical Group Mame: fest group
Drevice Type: Motion Base

Device Name:
Pro 101
Engineering on wall
Test for 104
Local Alarm Type: First Pro Baze Test
Testfor 113
Test for 10
Andy test bage

id Base 66
Set Alarm II;JETSUUGGGW

The view will now change to display device information and Local Alarm options, see below

for example.
Logical Group Mame: test group
Device Type: Metion Base
Hybrid Base 66
Device Name: IP Address 192.168.17.116

Listening Port 0

(0] Relay Cutput
Local Alarm Type:

&) MS 1000 Channel

Set Alarm

To use the Relay output, select the Relay Output option button.

If you wish to use an output on a MS1000 card; select the option button adjacent to the

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

MS 1000 Channel text, this displays the MS1000 channel options, see below.

8 Relay Output

® WS 1000 Channad [T

s

Local Alarm Type:

Set Alarm

[ L

T

[

n

et

RNEBRENEE

rrb
<

S

Select the required channel number (up to 32 channels are avaiable). When the required
Local Alarm has been selected, click Set Alarm to save the setting.

5.4.3  Viewing Sensor Groups

To Sensor Groups that have aIreadi been created select from the

menu bar to give the NEI=ls]Ke€l(el8]sk dialogue box, see below.

System Overview Sensor Groups Admin  Settings Help Log Out
Available Groups
Group Name Site Name(s) Alarm Status Action
Door Sensors Metion Pro Demo M [ View Data ] [ Reporis ]

v

The MEI=IKE(sE dialogue gives you an alarm status summary for the sensors which
form the Group. Clicking View Data shows you the Live View for the sensors in that group.
See below for example.

Door Sensors

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

oo ) % =
i ] % =
.
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See Viewing Data for details of the faciities available from the Live View window. You can
also generate Reports for the sensors in the Group by clicking on Reports. See Setting Up
and Running Reports.

Note: An unlimited Sites and Sensor Groups licence can be purchased, IMC product code
W604. Contact IMC Group Ltd for details.

5.5 Viewing Data

This topic gives detailed information on how to view live data coming from the sensors in
your Installation.

5.5.1 SigningIn
First Time Login (Any User)

To view the Notion Pro website, you wil need to open a browser and navigate to the Notion
Pro site.

If you are working on the Notion Pro Server itself, enter http://localhost/NotionPro in the
browser’s address field.

If you are working on a another computer or device, you wil need to use the URL supplied
by your System Administrator or IT Support provider to reach the Notion Pro server. This
may be similar to ServerName/NotionPro for a LAN connection or www.mycompany.com/
NotionPro for an internet connection.

To view the Notion Pro website, you wil need to open a browser and navigate to the Notion
Pro site.

If you are working on the Notion Pro Server itself, enter http://localhost/NotionPro in the
browser’s address field.

If you are working on a another computer or device, you wil need to use the URL supplied
by your System Administrator or IT Support provider to reach the Notion Pro server. This
may be similar to ServerName/NotionPro for a LAN connection or www.mycompany.com/
NotionPro for an internet connection.
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notien Po

Forgoiten password?

Once you have navigated to the correct URL, the login screen wil be displayed, as above.
Log in using the username and password that the System Administrator has given you.

Enter your username and password to login, then click Sign In. Passwords are case
sensitive.

The first time you log in you must supply the answer to a security question, so if you forget
your password in the future, you can retrieve it using a procedure which includes supplying
the answer to your security question. See below.
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Security Question

In the field below answer a question, it will be required in
order to reset your password.

Select your question

Choose your security question by clicking 1 and choosing from the list. Type the answer
into the box below, and then click Submtt.

You will now be returned to the login screen see above, where you wil again need to enter
your username and password.

Subsequent Logins (Any User)

Once you have navigated to the correct URL, the login screen will be displayed, see 132
below.
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notien Po

Forgoiten password?

Log in using the username and password that the System Administrator has given you.

If you have forgotten your password click Forgotten password? and work through the
procedure that follows. You wil need to know the answer to your Security Question to be
able to do this.

Archived Databases

Archived Databases will probably only be present if the Notion Pro installation at your site has
been running for some time, and if the System Administrator has performed one or more
archive operations.

If you login as System Administrator, or with a username with the Access Archive Database
permission set, then the Choose Database screen will be displayed, see below.

If your Username does not have the Access Archive Database Permission set, then Notion
Pro will go straight to the live system Home screen.
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notian P

) Choose Database

Database Type: (@) Live Database Archive Database

Archive Database Name Archive Date Time

There is no archive database to choose from, only restored archive databases will appear here

To access archived data, click Archive Database, select the required Archive Database, then
click Next. For detailed information about the Notion Pro Archive / Backup system, see the
IceSpy Notion Pro Archive/Backup Manual, doc no IM5549.

5.5.2  Viewing the Live Database

To access the live Notion Pro system, make sure Live Database is selected on the
Choose Database dialog box then click {34 to give the System Overview, see below for
an example.

System Overview  Sensor Groups Admin  Settings Help Log Out

Available Sites

Site Name Alarm Status Action
Notion Pro Demo g = [ View Data | [ User Alerts ] [ Reperts | [ Logs ]
IMC Group Ltd ~ [ View Data ] [ User Alerts ] [ Reports | [ Logs |

&y

Note: You wil only see the Available Sites view if your installation has more than one Site.
For a one-Site installation, clicking will take you straight to the Live View.

5.5.3  Choosing the Site to View

On logging in to Notion Pro, you are presented with the System Overview display, see
below.
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' Welcome: Admin User
p rO ALERT: You have sensors in alarm ﬁ
| 0) (TT] Alarms unacknowledged: 11

-
Alamms awaiting reset: 0

Admin  Setfings Help Log Out

System Overview Sensor Groups

Available Sites

Site Name Alarm Status Action
Motion Pro Demo E‘ > [view Data | [ User Alerts ] [ Reporis [ Loas |
IMC Group Ltd M = [ Sub-Site |

The icons under the Alarm Status column in the RYEIESBSIESE window show the alarm
and sensor communication status of the Site under the Site Name column on the left. See

Alarm Management for details of Alarms. The available Actions for each Site are:
View Data (see also Viewing Live Data)

User Alerts  Allows you to set up email and SMS Alert Groups.

Reports Allows you to create sensor Reports.
Logs Allows you to view and edit System Logs.

5.54  Operations from the Live View

The Graphical Display

To view the graph data for a Sensor click the . icon for the sensor on the Live View,
or double-click on the Sensor Name to give the same graph in its own window. See below for
an example graph.
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Date: 2015-11-06 1.3 Interval: Day Wiew Graph

Extra Tools

Owerlay Sensors || High f Low || High High / Low Low || Reset || Previous || Scale || Export Data | | Print Graph || Summary | | Start of Data || End of Data | | Go Back

Single Int Therm 0103 (Serial No = 00-00-01-03)

Temperature (C)

0Z:00 04:00 D6:00 D2:00 10:00 1200 14:00 16:00 18:00 2000 2200

Bl Single Int Therm 0103, Temperature (C):

Line Graph, Temperature Data

Here, the graph shows live temperature data, starting at midnight for the 'Single Int Therm
0103' sensor. Summary data in textual form is shown in the display box under the graph
area.

Double-click on the Sensor Name in the Viewing Live Data list to give the same graph in its
own window.

An example of a graph for a two-channel sensor might be as shown below:
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Date: 2015-11-06 1 Interval: Day iew Graph

Extra Tools

Overlay Sensors || High 7 Low | | High High / Low Low || Reset || Previous || Scale || Export Data | | Print Graph | | Summary | | Start of Diata || End of Data | | Go Back

Therm Door 203 (Serial No = 00-00-02-03)

100

&0

Temperature {C)

40

20

00-00 0200 D4:00 06:00 03:00 1000 12:00 14:00 16:00 1800 20:00 200

B Therm Door 203, Temperature (C): 8.6, Date Time = Fri, 06 Mov 2015 05:25:46
Therm Dwoor 203, Door (%): 0.0, Diate Time = Fri, 06 Now 2015 05:25:468

Line Graph, Temperature Data and Door State Data

Here we see temperature data in red, door data in yelow. The door sensor graph line
indicates the percentage of time in each data period that the door was open. This could be
one continuous period or an accumulation of several periods.

Display Time Spans
The graph window defaults to displaying the current day’s data.

To change the date range for the graphing period, use the Date and Interval controls,
see below.

Date: 2015-07-09 1 il

Interval: Day ﬂ View Graph

Select the calendar icon to change the data graphing start date, this is the data that the
graph wil start from, see below.

Date: 2015-07-08 1 i Interval: Day ﬂ View Graph

r
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The date has been changed to the 8th July 2015. To view data for one week (commencing
12th of October 2015) use the Interval drop down menu and select Week, see below.

Date: 2015-10-12 1 il Interval: View Graph

Click on | V'8 Gr3PN | +4 generate the graph, see below for example.

Int and Ext therm 105 (Serial No = 00-00-01-05)

40 40

20 20

G @
o 3
g 3
= 0 o0 5
@ 3]
g g
g o
= s}
-20 -20
-40 40
Oct 12 Oct13 Oct 14 Oct 15 Oct 18 Oct 17 Oct 18

MMlint and Ext therm 105, Tempersture (C): 20.2, Date Time = Sun, 18 Oct 2015 22:17:07
MMint and Ext therm 105, Tempersture (C): 20.3, Date Time = Sun, 18 Oct 2015 22:17:07

To view data for a month follow the steps above, selecting a date from the calendar that is
a month or more prior to the current date, set the Interval to Month and select

View Graph | gae below.
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Int and Ext therm 105 (Serial No = 00-00-01-05)

40 40

Temperature (C)
[=]
[=]

() sumesadws |

Sep 28 Cct01 Oct 04 Oct 07 Oct 10 Ot 13 Ot 16 Oct 10

Il int and Ext therm 105, Temperature (C): 22.7. Date Time = Wed, 07 Oct 2015 20:28:21
Ml int and Ext therm 105, Temperature (C): 22,8, Date Time = Wed, 07 Oct 2015 20:28:21

Using the tools above the graph window the following functions can be performed.
Overlay Sensors

This feature allows the comparison of one or more sensors. This is particularly useful if you
have an outdoor sensor and want to see if the outdoor conditions are driving the conditions

indoors. To overlay sensors, in Live View select Overlay Sensors from the bar menu in
the Live View window. A new window called Select Sensors to Overlay GraphiRWl appear, see
below.
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Select Sensors to Overlay Graph

Zone Name:

Selet Zone [+]

Filter: Filter:

Source List: Destination List:

==

==

CQwverlay Clear Cverlay

Select the Zone containing the relevant sensors from the Zone Name: pul-down list. See
below.
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Select Sensors to Overlay Graph

Zone Name:

R - |

Filter: Filter:

Source List: Destination List:

lan's Office

Derek's Office
Accounts

Sales Office

Sales Reception
Mail Room

Sales Meeting Room
Dispatch

Stores Centre
Machine Room

Calibration Lab =
Production SMT Area

Production Test ==
Tech Support/Design

Server Room+Flood <

Overlay Clear Overlay

Select the sensor(s) you require from the Source List then click "I, To select more than

one sensor, hold down the Ctrl key as you select the sensors, then click ~ |, See below.
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Select Sensors to Overlay Graph

Zone Name:
RH sensors ~

Filter: Filter:

Source List: Destination List:

Archives +Flood Derek's Office
Accounts lan's Office
Sales Office

Sales Reception
Mail Room

Sales Meeting Room
Dispatch

Stores Centre
Machine Room
Calibration Lab

Production SMT Area =
Production Test
Tech Support/Design ==

Server Room+Flood

QOverlay Clear Qverlay

Once you are happy with your selection, scroll to the bottom of the list and select Overlay,
see below.

Overlay Clear Overlay

After selecting Overlay you wil be asked to confirm your selection, see below.

Would you like to overlay the selected sensors?

Select to confirm and to proceed with overlaying data. The graph window will re-appear
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with the selected Sensors overlaid over the original graph, see below.

Letchworth Cutdoor RH/T (ID Number = 48, Serial No = 1012-01732)

40 100
30
50
20
%) T
Q 80 2
@ 3
S/ =
@ Z
= i
= 4ap
S )
2 o0 =
20
0
-5 a
04:00 08:00 12:00 16:00 20:00

Il Letchworth Outdoor RHIT, Temperature {C): 18.3, Date Time = Fri, 27 Sep 2013 12:52:21

Wl |_eichworth Qutdoor RHIT, Hum dity (%RH): 63.8, Date Time = Fr, 27 Sep 2013 12:52:21
ans Office, Tempersture (C): 25.1. Date Time = Fri, 27 Sep 2012 12:48:33 W
ans Office, Humidity (%RH]: 47.5, Date Time = Fri, 27 Sep 20M32 12:48:33

The coloured key below the graph window clearly identifies the overlaid data traces. To see
all the key information use the scroll bars to view the lower data. To view specific values on
the graph a cursor can be applied, to use the cursor move the mouse pointer over the
graph window and the cursor wil appear, see below.
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Letchworth Outdoor RH/T (ID Number = 48, Serial No = 1012-01732)

40 100
30
80
0 ——-J-(E
3} I
2 a0 =
~ L I 3
.é 0 """‘*"——-’-\""\..______________j e g
-
= 40 &=
E s}
= o =
20
-10
20 0
04:00 08:00 12:00 16:00 20:00
| _eichworth Qutdoor RHIT, Temperature (Ck 18.9, Date Time = Fri, 27 Sep 2013 08:27:01
~
Il Letchworth Outdoor RHIT, Humidity (%RH): 67.7, Date Time = Fri, 27 Sep 2013 08:27:01
ans Office, Tempersture (C): 22.8, Date Time = Fri, 27 Sep 2013 09:27:01 ¥

ans Office. Humidity (%RH): 50.32, Date Time = Fri, 27 Sep 20M3 02:27:01

Keeping the mouse pointer within the graph window, move the mouse to the left and right
to move the cursor across the screen. As the cursor moves you wil see the sensor values,
along with the date and time, changing.

You can see from the above that as the outside temperature (red trace) increases the two
indoor temperature traces (salmon and mustard) are moving up as well. This indicates that
the equipment controling the indoor space is not powerful enough to overcome the effects
of the outside temperature changes.

To remove the overlay select the Overlay Sensors button and scroll to the bottom of the
Sensor list and select Clear Overlay, see below.

Overlay | | Clear Overlay

The graph data wil return to the original data.
High Low Alarm

This feature allows the levels for alarms to be overlaid on the graph. To use this feature
alarm levels will need to be set, see Add Sensors for how to set alarms.

Click on the High Low Alarm button, then the S&<aR@s=IalalS RN ol =\ A ulcsWAK\HN=1110
window appears, see below.
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Select Channel to Display Range Alarm Setlings

Sensor Name :. RH/T 57-50-81

Channel No Property Mame
] Channel 1 Temperature
9] Channel 2 Humidity

Submit | | Clear Range Alarm

To bring on the temperature range alarms select the option button next to Channel 1 and
select Submit. Lines representing where the range alarm levels are set will appear on the
graph, see below.

RH/T 57-50-81 (Serial No = 57-50-81)

100

40

80

20

@
=]

1
Hy%) Aipiwny

Temperature (C)

20

-40

02:00 04:00 06:00 0&:00 10:00 12:00 14:00 16:00 12:00 20:00 22:00

M RHT 57-50-81, Temperature {C):
BRHT 57-50-81, Humidity (%RH)

This gives a clear visual indication if there has been an excursion either above or below the
range alarm settings.

To clear the Alarm select High / Low Alarm from the graph window, the SE<of@E]alglE
(NI ol =\ [ A WA KA. =linaBSSuxglels window will appear again, this time the Channel that has
been put on the graph wil be highlighted. See below.
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Sensor Name :. RH/T 57-50-81

Channel No Property Name
" Channel 1 Temperature
) Channel 2 Humidity

Submit| | Clear Range Alarm

Select Clear Range Alarm to remove the Range Alarms from the graph.
High High / Low Low Alarm

This feature has the same function as the High / Low Alarms only this time the High
High and Low Low alarm levels are overlaid on the graph. Level Alarms are set in a similar
way to Range Alarms. To start the routine, select High High / Low Low Alarm from the
toolbar above the graph window. See Add Sensors section for setting alarm levels (System
Administrator Users Only).

The result here might be as shown below.

RH/T 57-50-81 (Serial No = 57-50-81)

40

&0

20

@
=]

Temperature (C)
I
(HY%) Apuny

.
=]

-20

20

02-00 04:00 o800 08:00 10:00 12:00 14:00 168:00 18:00 20:00 22:00

MRHIT 57-50-81, Tempersture (Cf.
W RHT 57-50-31, Humidity (3%6RH):

(Temperature has gone below the Low Low setting in the above example).

Reset

This function wil clear the graph window back to the default view regardless of where you
are. The default view is the current date with one day’s data displayed. To reset the graph
select Reset from the menu above the graph window.

Previous

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

The Previous function steps you back through the data one graph span at a time. If the
Interval is set to Day then the graph wil step in days, Week and it wil step in weeks, Month
it will step in months.

Next

The Next function steps you forward through the data one graph span at a time. If the
Interval is set to Day then the

graph wil step in days, Week and it wil step in weeks and Month it wil step in months. When
a graph is first generated the Next button won't be visible as there is no future data to
display. Once you select a time to graph in the past the Next button wil appear.

Scale

The configuration of the graph Scale is selectable. There are three methods of selecting the
graph Scale. To change the Scale select Scale from the menu above the main graph
window. A new window called wil appear, see below.

Graph Scale

Sensor Name: Dual Ext Therm 106

Change Scale Values: -

Temperature - Channel 1

Upper Scale: 50
Lower Scale: -50

Temperature - Channel 2

Upper Scale: 50
Lower Scale: -50
Scale Type

Default/ User Defined Scale [
Fixed Scale (0-100) I
Auto Scale &

Submit| | Set Default

Default/User Defined Scale

You can define a default Scale for each Sensor on the system. The User Defined Scale can
be set here or in the Calibration page see Configuring Sensors. Some Sensors have a very
wide operating range but the Sensor in question may be being used at one end of the
range. A User Defined Scale allows a more detailed view of the data.
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Fixed Scale (0-100)

Each Sensor installs with a Default Scale which would cover the maximum range for that
Sensor. This is Scale setting is OK if the Sensor is going to be used over its range. If t's to
be used over a smaler range then a User Defined Scale may be more appropriate, see
above.

Auto Scale

This feature allows the graph Scale to be set automatically. Auto Scale will set the graph
Scale to a very tight range which covers the range for the data displayed. This gives a
much expanded view of the data and may be confusing as the data can look like it is
changing dramatically.

Select the Scale type you require by clicking the option button next to the Scale Type and
select Submit. The graph wil re-draw with the new Scale settings, see below.

RH/T 57-50-81 (Serial No = 57-50-81)

Temperature (C)
(H%) Anpiwiny

-150

78 45
0200 04:00 06:00 08:00 10:00 12:00 14:00 18:00 18:00 20:00 22:00

M RH/T 57-50-81, Temperature {C)

W RH/T 57-50-81, Humidity (3%RH)
The User Defined Scale for this Sensor is -40°C to +40°C and 0% to 100% Relative
Humidity. Using Auto Scale has rescaled the graph to 150°C to 23°C and -165%
[theoretical] to 20% Relative Humidity.

Export Data

The data associated with Day and Week interval graphs can be saved as a comma
separated variables file, (.CSV). The entire Day or Week’s data wil be exported, irrespective
of the current zoom state when the data is exported. To export data click Export Data.

Once clicked you may be asked to choose between saving the fie and opening with your
computer’s default spreadsheet application (see below). However, the exact action wil
depend on the browser you are using, the default settings for your browser and the
computer operating system and its setup. If you require assistance with this contact your
system administrator or IT support provider, please do NOT contact IMC Technical
Support, as this is help that only your administrator/support provider can supply.

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15




Reference Section

Print Graph

The Print Graph function allows you to export a picture of the graph (line or bar chart) in
.pdf format. Clicking on the Print Graph button gives the browser’s standard “Do you want
to open or save . . .” window. (Example below is for Internet Explorer.)

Do you want to open or save data.csv from notionprol.the-imegroup.com? Open Save |¥ Cancel x

Clicking Open displays the graph in a .pdf window, with IMC headers and footers:

fﬁ?qrapn.pnf-mm_:.e.\!uahm
: File Edit View Window Help

= =
L T W o= Customize ~ P

B | Bee- B geozhb

Y jf2| | = e -] B E Toals | Fill & Sign Comment

notian Pe

Time Span: 29/jun/2015 00:00 - 29/Jun/2015 23:59

Stores A 50 17 (ID Number = -1, Serial No = 50000017}

e
2 %R H

2imc .

Select File>Save As... to save the fie to your desired location with name graph.pdf,
renaming the file if required.

Start of Data, End of Data

Select Start of Data to change the graph display to the date/time when data was first
recorded by the sensor. End of Data returns the display to the show data at the current
date/time.

Go Back

Click this button to go back to the Live View display for the Zone at the top of the Live View
list. See also Viewing Live Data.
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Zooming In

The graph can be zoomed by using the mouse. To Zoom in on a section of the graph place
the mouse cursor at the place where you want to Zoom in on, click and hold the left mouse
button and move the mouse to cover the section of the graph to Zoom in on.

When the area required is highlighted release the left mouse button, see below.

Stores A 50 17 (Serial No = 50-00-00-17)

40

/—/ﬂ)L -

20

@
=

o I
= £
@ 3.
= £
© 2
& e
& a0 2
[ =
20
20
-40
o
02:00 04:00 0800 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
WlStores A 50 17, Tempersture (C): 27.7, Date Time = Tue, 30 Jun 2015 03:04:21

Il Stores A 50 17, Humidity (3%RH): 42.0, Date Time = Tue, 20 Jun 2015 02:04:21

The graph wil re-draw, zoomed into the area selected, see below.
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Stores A 50 17 (Serial No = 50-00-00-17)

40

e .

20

@
=]

Temperature (C)
Hy%) fpiwny

B
o

et

-1

20

05:30 06:00 06:30 a7.00 0730 08:00 08:30 02:00

Ml Stores A 50 17, Tempersture (C): 26.3, Date Time = Tue, 30 Jun 2015 05:27:37
Ml'Stores A 50 17, Humidity (%RH): 45.5, Date Time = Tue, 30 Jun 2015 05:27:37

Once the graph has been zoomed a new button (Zoom Out) wil appear on the graph
toolbar, see below.

Date: 2015-06-30 1 Interval: Day ﬂ View Graph

Extra Tools

COverlay Sensors || Range Alarm | | Level Alarm | | Reset | | Previous | Zoom OQut (+1) § Scale | | Export Data || Print Graph | | Summary | | Start of Data || End of Data

Go Back

The new button wil Zoom the graph out. You wil see that Zoom Out is followed by a
number in brackets. In the example above (+1) tels you that the graph has been zoomed
one time. If the number in brackets was (+3) that would indicate that the graph has been
zoomed three times.

Clicking the Zoom Out button once will take you back one step. To go back to no Zoom in
one step you can select Reset. Once the graph has been returned to an un-zoomed view
the Zoom Out button wil disappear.

Graph Title

The graph title appears above the graph and is auto generated by the system. The name
consists of the Station nhame allocated by the user when the Sensor was added to the
system and the serial number, see below.

Stores A 50 17 (Serial No = 50-00-00-17)

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

5.5.5 The Plan View

Notion Pro allows you to allocate Plans to a Zone. Plan View gives a graphical view of the
data. To access Plan View select View Data>Plan View from the top menu bar, see
below.

View Data  User Alerts Reports Logs

Live View

Plan View Stores

Edit Mode Main Processing Area

Add Zone Goods Out

Global Settings Kingsclere

Global Units Office

Decimal Places

Default View

To add a Plan select Browse... to locate a suitable Plan fie if available, suitable Plan
formats are .gif, jpg and .png and should be no larger than 30K, see below.
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Upload Map: | Browse. ..

Upload Reset Re-Activate Tool Tips

Phil=
Office
s ————
Server
Room

Engincering

Marks
OFffice

Confrence Room

Front
Door

Toilets

Calibration Lab

Production Offices

Pauls
Office

PMeeting
Room

Production Shop Floor

Machine Room

Shaker |

Stores

Pick and Place

Azzembly Line

Fandom

Epace

Toiletd Archive

[B2] [ET] (WA [ WA ] [WA ][3553 ][ WA J[NA |[WA [ [WA | [NA ][ NA [ WA |[NA [ WA ][227]
| WA | [ N/A | [ N/A |

Once a suitable Plan has been located select Upload to load the image.

»

When a plan is first loaded all the sensor icons will be located along the bottom bar. The
icons can be dragged to the Plan by moving the mouse pointer over the icon, holding down
the left mouse button and dragging the required sensor icon to the desired location on the
Plan, see below. You must have the Plan View Edit Permission set to Allow to be able to do
this. (See Access Contral).

‘Out of Service’ sensors are displayed on the Plan View in blue, see below.
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N/A
N/A

Upload Map: Brows=...

Upload Reset Re-fctivate Tool Tips

[ 26.4 |
EX ik
NJA
A |
>

Each channel is represented by a single block. A double-channel device is represented by
two blocks, a three-channel device by three blocks. See below for an example.
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Upload Map: Browse_ | Mo file selected.

Upload Reset

Re-Activate Tool Tips

Apply Sensor Positioning

Expand Plan View

22.8
37.3
19.8 10.3
44.1 199.0
0.0
21.1 17.7 || 20.7 || 22.9 || 201 20.9 N/A NIA 0.0 0.7 33.6 18.2
4 258 || .7 || 28.6 || 244 || 241 33.5 N/A NIA 0.0 0.0 30.6 1.7
N/A NIA 0.0 0.8 22.7 0.7

If required all icons can be removed from the Plan to the bottom bar, to perform this
function select Reset, you wil get a confirmation request, see below.

NO

This will rezet positioning of all the sensors on this
view, are you sure?

To continue select M=, all icons wil be moved to the bottom bar.

Moving the mouse pointer over a Sensor icon displays a tool tip with the sensor nhame and
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its parent Zone. See below. Click Re-Activate Tool Tips if the tool tips are not visible.

26.4
41.5

[ Stores & 50 17 on Stores h

5.5.6 The Default View

The Live View is the default view type following Notion Pro install, but you can change this
to the Plan View if required. To do this, begin by selecting View Data>Default View,
see below.

View Data  User Alerts
Live View

Plan View

Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

This selection gives the DRENRYSWISEue dialogue box, see below.

Default View Setting

This will change default data view setting on this site.
Default View: () Live View (%) Plan View
Submit

Select the required default view type, then click Submit.
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5.5.7  Global Settings

Global Settings allows alarm disable times and days to be set across a range of Sensors. To
access Global Settings select View Data>Global Settings from the top menu bar, see
below.

View Data  User Alerts
Live View
Plan View
Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View

After selecting Global Settings a new page wil appear, see below.

Please Expand the menu to do selection. Alarm Disable Start Time
» [ 4 Notion Pro Demo Alarm Disable End Time
Active Days [ sunday
[Imonday
O Tuesday

[CJwednesday
[ Thursday
[ Friday

O Saturday

Apply Global Setting

For information on setting times and days see Setting Alarms, once the times and days
have been set use the Site and Zone tree on the left side to select which Sites and Zones to
apply the changes to. (Click on the desired Site, the Zone tree then expands underneath i,
see below for an example.)
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Flease Expand the menu to do selection.

¥ ) 4 Notion Pro Demo
> O stores
» [ Main Processing Area
» [ Goods Out
» £ Kingsclere
O E office

For example, setting Active Days to Sunday to Saturday (by selecting the 'day’ tick boxes,
see above, then using the tree view shown immediately above to select those Zones (or
individual sensors within the Zones) to which the global settings are to apply, then selecting
Apply Global Setting wil result in all selected sensors becoming active Sunday-Saturday
inclusive.

5.5.8 Global Units

Global Units alow common Sensor value types to be displayed using aternative units, for
example displaying Temperature values as Fahrenheit instead of Celsius. To access the
Global Units window, select View Data>Global Units, see below.

View Data  User Alerts
Live View
Plan View
Edit Mode

Add Fone

Global Settings

Global Units

Decimal Places

Default View

After selecting Global Units the [s[WASWE€lolsEINBale window will display, see below.
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=) Edit/View Global Unit
Wiiew Global Units EditiView Global Units

Property Name Default Global Units Selected Global Units

Temperature C Default [v]
Door % Default [v]
Humidity %RH Default [v]
Current Ampere Default [v]
Voltage Volt Default [v]

Save

To change the units used for Temperature, for example, click the down arrow to the right
of Default and select the required untt option, F or K, see below, then click Save. When
asked ‘Are you sure?’ click M= to confirm.

Property Name Default Global Units Selected Global Units

Temperature c E_
F
Door Y K

5.5.9 Decimal Places

View Data User Alerts

Live View

Plan View

Edit Mode

Add Zone

Global Settings

Global Units

Decimal Places

Default View
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=» Decimal Places
Decimal Place Setting

This will change sensor data decimal place setting for all sensors on this site.

Decimal Places:

Submit

This window allows you to set the number of decimal places to be used to display sensor
data. Enter the number of decimal places you require in the Decimal Places: field and click
Submit. A confirmation window will appear confirming that the setting has been applied, see
below.

Decimal Place Setting

N

Record updated successfully.

This will change sensor data decimal place setting for all sensors on this site.

5.6 Viewing Live Data

Viewing Live Data

To view live data, click View Data from the Available Sites dialogue box. For a Site which has
Sub-Sites you must first click on Sub-Site and select the sub-site of interest to give the Live
View window. See example below.

Sensor Name Data Alarm Live Data 1 Live Data 2 Door Alarm Battery Level

(a
"
o
i
i
"
o

Stores

ﬂ 2527¢C

2531 C

Office 110 M1

Entry Hall and Door 50 02

Airflow 1 __ Ampere

_ _ Ampere

Stores A 50 17 2500C 46.33 %RH

Stores B and Door 50 05 2521 C

Stores C Stores D 50 16 2406 C

Workstation 1 50 03 2524 C

EEEEEES

Zone Selection

The example Live Data display above is for sensors in the Stores Zone — see top left
corner. To choose another Zone, select View Data>Live View and then move the
mouse pointer to the right to show the Zones within the current Site. See below.
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notien P

Horme View Data Ui Adorts Ropors Logs
Live View Shores
Plam View Mamn Processing Amea
Exdi Modo Goods Ot

Add £ ona Kangsc lesr

Global Setings Office

Live View Controls and Indicators

Sensor Name The colour of the text for each named sensor in this column gives
an indication of ts state:

Black - sensor giving normal reading, within alarm threshold.
Red — sensor in alarm condition.

— sensor in alarm condition, but alarm has been acknowledg
Blue - sensor is out of service.

Single-clicking on this text gives more information — see below.
Double-clicking opens graphical display of the live sensor data — see

Operations from the Live View

m‘ Click on this to give a graphical display of the sensor data — see
Operations from the Live View.

~

This icon indicates the alarm status of the sensor.

The current reading for the sensor channel. Typically, channel 1
would be for temperature data, channel 2 for relative humidity.
A red icon indicates that the sensor reading has gone over its alarm

threshold value.

The Door Alarm icons indicate the state of the door alarm channel (if present):
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The door is closed.

The door is open and the alarm has not been acknowledged.

The door is open and the alarm has been acknowledged.

There is no door monitoring and alarm function associated with this
transmitter.

The battery icons indicate the state of the battery for the associated transmitter:

Battery is fuly charged.

E:] Battery has less than haff its life keft, but need not be replaced yet.
m Battery is very low and should be replaced as soon as possible.

Battery is empty and must be replaced immediately. Note: Scout/
' Legacy sensors do not output battery information and so the
battery display symbol will always be grey. Check for Elapsed Time
Alarms.
Alarm Condition Tooltips

Click once on the sensor name to show the current alarm status for that sensor. See below
for example.

Sensor Name

Office 1 10 01

Office 110 01 [ x |

Last Reading:

Date Time: 29/Jun/2015 13:30:13
Battery: 1.5V

Channel Alarms:
Temperature{C). Low Level

Here we see the date and time of the previous reading from the sensor, also the current
battery voltage. The channel 1 temperature value is below the Low Level value that has
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5.7

5.7.1

Notion Pro

been set, and so is giving an alarm.

An ‘open door’ alarm might be as shown below.

Entry Hall and Door 50 02
Entry Hall and Door 5002 [[EJ

Last Reading:
Date Time: 23 Jun/2015 12:45:00

Channel Alarms:
Door: Alarm on Cpen

Alarm Management

This section will take you through managing alarms generated by the system. When the
User first signs in to Notion Pro the first screen gives an overview of the system. The
overall system alarm status can be seen by looking at the Alarm icons under Alarm Status,
see below:

Available Sites

Site Name Alarm Status Action
MNotion Pro Demo _ﬂ 5 [Yiew Data ] [ User Alerts ][ Reports ] [ Logs |
IMC Group Ltd ~ [ Sub-Site ]

System Status Overview

Available Sites

Site Name Alarm Status Action
MNotion Pro Demo ﬁ 5 [ View Data ] [ User Alerts ][ Beports ] [ Logs |
IMC Group Ltd p o [ Sub-Site ]

2l

We can see straight away that there are alarms on the Notion Pro Demo Site, but no
alarms on the IMC Group Stte.

System Messages

System Messages can be viewed from the System Message Alert icon, see the example
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below:

The three coloured dots indicate the system message status:
N there are no system messages

O there no new unread system messages

_ Red there are new unread system messages

To view the System Messages click on the System Status message bubble. A new
window will appear, see below for example:

Notion Pro Demo has sensors in alarm, Alarms unacknowledged: 3, Alarms awaiting reset: 0

The System Messages inform you of where on the system the Alarms are. Once this
window is closed the System Message bubble changes to amber which indicates that there
are stil lve messages but there are no new ones since the last time the System Messages
were checked, see example below.

) &

The Status Message bubble is amber.
System Alarm Status Overview

The Alarm icon on the top right of the main screen gives a system wide view of the Alarm
status, see the example below.

Welcome: Admin User
ALERT: You have sensors in alarm ﬂ

Alarms unacknowledged: 3

Alarms awaiting reset: 0

The following data is shown:
"1 The User that is logged in, in this example it is Admin User
" The number of unacknowledged alarms, in this example there are three

_ The number alarms awatting reset, in this example there are none.
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The individual Site icons show the alarm status for that individual Site only, see \El=lslE

above. The ¥ icon indicates that Control Device communications are operating
normally, (see below for detaiks).

Communications Status

The green connection icon, shown under Alarm Status on the Available Sites
dialog box, indicates that communications to all control devices (such as Network
Receivers) associated with the site are operating normally.

= i
If communications have been lost to one or more of the sites control devices,
the connection icon will display in red and entries wil be added to the activity log.
| o
.

Locating Alarms on the System
There are two ways that you can find Alarms on the system:

Method 1

Select [Ii: (or SR URONENSN) from the main menu bar.

This takes you to the main System Overview (Avaiable Sites) screen. If any Sites that are
visible are in Alarm their individual Alarm icons wil have turned red.

Method 2
Click on the main Alarm icon, see below.

A

Wherever you are in Notion Pro, clicking this icon will take you back to the System
Overview screen, so you can tell which Site(s) contain the sensors that are in alarm.

5.7.2  Acknowledging Alarms
Acknowledge Individual Alarms

To acknowledge an individual Alarm click on the red Alarm Bell in the line in the Live View

corresponding to the sensor that you want to acknowledge the alarm for. The
Yo a o) e le[iale WA =Tanali{e]; Window appears, see below.
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Acknowledging Alarm for Single PT100

Alarm Status
[nstructions Temperature
Ho Special Inacructions [[] Low Alarm [[] High Alarm
[ Low Low Alarm & High Hagh Alarm

[[]Rate of Change Alarm

Cthers
[[]Low Battery Alarm
[C]Elapsed Time Alarm

User Actions

Additional Notes

Acknowledged by

Acknowledge

The type of Alarm wil be highlighted in Red, in this example t is a High High Alarm for
Temperature. If there were special instruction added when the alarm parameters were set
these would appear in the Instructions text box. For more information on instructions see
Setting Alarms (System Administrator Users Only).

In the User Actions text box enter a note that is relevant to the Alarm, for example
“Humidifier out of water, humidifier tank filed up”. You cannot acknowledge the Alarm
without putting something in this dialog box. When happy click Acknowledge. The window
will close and the Alarm icon wil turn amber which indicates an acknowledged state.

When you are satisfied that either the cause of the alarm has been resolved and the
condtions returned to normal limits the Alarm can be completed. To reset the alarm click on
the amber icon, the [ESSWA=Innli{e]] window wil appear, see below.
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Reset Alarm for Single PT100 { Alam Type:. High High ]

Current Alarm Settings for Temperature

High High Alarm 2

High Alarm 21

Low Alarm 15 "Not Set
Low Low Alarm 3a ®x "Mot Set
Range Alarm After Minutes 0

Alarm Reactivation Time (Minutes) 0

Reactivation Method
() Reactivate Now
1 Time Out
(1 Return to Acceptable Conditions
() Timed Reset Ovemde

Timed Reset Overnde

sy
Resat Date 1o, Hours [00|w MlnulesIDEIIVi

Alarm Motes

Submit Cancel

This window allows several features to be used.

The Current Alarm Settings are displayed at the top of the window, if the logged in User
has the Permissions these limits can be adjusted at this stage. Caution Note: Any changes
made here wil be written back to the main database.

There are four methods available to reset the Alarm:

Reactivate Now

If Reactivate Now is selected as soon as you select Submit the Alarm wil be
acknowledged. If the Alarm condition still exists the status will return to red and a new Alarm
will be generated on the system. If the Alarm condtions have returned to normal the amber
Alarm icon will be removed from the list.

When selecting Reactivate Now a default message “Reactivate Now was selected for
this Alarm” wil be entered into the Alarm Notes text box. This can be added to or
overwritten.

Time Out

If Time Out is selected as soon as you select Submit, the Alarm wil be acknowledged
after the time delay entered into the Alarm Reactivation Time (Minutes) dialog box. If the
Alarm condttion still exists after the Time Out period the status will return to Red and a new
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Alarm wil be generated on the system, if the Alarm conditions have returned to normal the
amber Alarm icon wil be removed from the list.

When selecting Time Out a default message “Time Out was selected for this Alarm”
wil be entered into the Alarm Notes dialog box. This can be added to or overwritten.

Return to Acceptable Conditions

If Return to Acceptable Conditions is selected, as soon as you select Submit the
Alarm will be acknowledged as soon as the condttions return to normal limits. The amber
Alarm icon will remain until the conditions return to normal imits.

When selecting Return to Acceptable Conditions a defaut message “Return to
Acceptable Conditions was selected for this Alarm” wil be entered into the Alarm
Notes text box. This can be added to or overwritten.

Timed Reset Override

This feature allows you to defer the Alarm reset until a date in the future. To enter the
required date select the calendar icon and select the date. This wil be entered in the dialog
box next to Reset Date. Select the time of day from the Hours and Minutes drop down
menus.

This feature would be used if for example the air conditioning in a room or space failed and
it was going to take several days to get an engineer in to carry out repairs. In this case the
Alarms would be going off all the time which is an inconvenience.

Using this feature requires you to manually enter a note into the Alarm Notes text box. A
suitable note might be “Engineer called to repair Humidifier unable to attend site before next
Friday”

When happy with the details select Submit.

5.8 Setting Up and Running Reports
|

Home

View Data  User Alerts Reports  Logs
Browser Summary Reports

Browser Summary Reporis Browser Calibration Reports

Browser Calibration Reports i
Browser Exception Reports

.

Browser Exception Reports

Schedule Reporis

=» Schedule Reports

Notion Pro can produce a variety of Reports. These can be tailored to your individual
specifications. The report wil be in PDF format with the option to have a CSV data file
attached.

Scheduled Reports are user configurable and once configured to be auto generated on a
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daily, weekly or monthly basis and sent to the user by email. The on-screen reports can be
downloaded and saved in PDF format.

The topics in this section give detailed instructions on how to set up and run data Reports
for the sensors on your Site.

5.8.1  Summary Reports
(Reports>Browser Summary Reports)
These can be divided into two sub-types:

- Sensor Reports - Summaries of data collected over the past week by selected
sensors. You can also generate Reports for sensors of a selected type (temperature
for a Temperature Sensor, current for an Energy Sensor etc.) over a specified date
range (the past week by default).

- Zone Reports - Summaries of data collected by all Sensors in a given Zone for a
specified date range.

To generate a Summary Report:

1. Select Reports>Browser Summary Reports to give the dialog box,
see below for example.
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Browser Summary Reports
Select Report Type: ® Sensor () Zone

Browser Calibration Reporis
- Browser Exceplion Reports

=» Schedule Repors

Browser Summary Report

Generate Report Add to Favourites Clear Selection

|:| Sensor Name Serial Number Favourites
O o4-10(0NT) 00-00-04-10 ™
O 0453 (0MNT) 00-00-04-53 |
[0 04-54 (INT) 00-00-04-54 |
[0 04-55(NT) 00-00-04-55 =
0 =z 00-00-03-28 |
[0 &75026 57-50-26 |
[0 Dualp-10v205 00-00-02-05 |
[] Dual0-1v109 00-00-01-09 |
[0 Dualo-5vz04 00-00-02-04 |
[] Dual4-20maz208 00-00-02-09 |
[ Dual ExtTherm 106 00-00-01-06 |
[ Dual Thermocouple 201 00-00-02-01 |
0 ExtTherm 104 00-00-01-04 |
[ External Thermistor 00-00-03-93 |
(| External Thermistor 00-00-03-24

”~

12 3 W

The sensor list is for all sensors of all types across your Site. To report on one or more
Sensors:

i. Ensure that the Sensor option button is selected.

i. Select the sensor(s) of interest from the Sensor Name list. If the list of sensors is long

you may need to click on ™ to see the next page in the sensor list. To select all
sensors in the list simply click in the tick box next to Sensor Name at the top of the
list.

ii. Select Generate Report .

This gives a report in .pdf format. For example, see example below:
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Browser Summary Report - Site Name: IMC Factory
Time Span: 01/0ct/2015 to 08/0ct/2015
Generated By: Admin User, Date Time: 08/0ct/2015 08:38:11

Summary for Sensors of Type: Notion Dual Voltage
Ssensor Serial Voltape (Channel 1) Voltage (Channel 2)
Name No Min Max Mean Spread Count Low Count< Low High Count> High Min Max Mean Spi

Dual 0- 00-
fWwv 0 0 0 D 0 10991 g": 0 g“: 0 0 0 0 O
05 0205 = &
puaip- 9 Nt Mot
v 109 Eil'_u 0 0 0 0 10832 Set 0 Set 0 0 O 0 0
00-
Dual 0- Not Mot
i ggm ¢ 0 o0 0 10973 §0 0 | 0 0 0 O

Summary for Senscrs of Type: Notion Dual 4 to 20mA
Sensor Serial Milliampere (Channel 1) Milliampere (Chann

Name NO  mip Max Mean Spread Count Low Count<Low High Count> High Min Max Mean S§j

Dual 4
- i Mot Mot
00- 234 258 2458 24 11025 D [ 37 625 4543 25
20mA Set Set
309 02-09
L
£ >

Note that you need to use the scroll bar at the top (or bottom) to see all of the Report. If

you wish to save the report, click on “«#== to give the standard browser 'Save' dialog box
(example below is for Internet Explorer): :

Do you want to open of save summaryReport.pdf (1.40 MB) from 81.137.20.1967 Open | Save |v| Cancel | x

Select Save or Save as to save the .pdf fie to the required location.

There may be sensors that you often wish to report on. You can specify these as
‘favourite’ sensors. To do this, select the grey star symbol next to the sensors of interest.
The star colour changes to blue and the row containing the sensor becomes highlighted. See
below for example:

Blood fridge air core 1212-01655 '

Blood Fridge Long block 0509-00455 '

Having specified your ‘favourite’ sensors, select Add to Favourites. If you then nominate
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other sensors as ‘favourites’ select the grey start for the sensors of interest then select
Update Favourites .

Your favourite sensors will then move to the top of the Sensor List and Generate
Summary Report wil then generate a report for your favourite sensors.

Having generated a Report, to generate Summary Reports for a selected sensor type over
mAbbkl

a specified date range, first use the 1:%. icon to choose the required Start and End dates
(or enter the required dates directly into the Start Date and End Date boxes), then select
the required sensor type from the Select Sensor Type pul-down list. Click Search to
generate the specified Report.

Note: you wil only see the date range selection controls:

Start Date: 2015-07-01 | EndDate  2015-08-07 o |

=

-

Select Sensor Type MNaotion Temperature

Search
after you have already generated a Report.

To report on a Zone, ensure that the Zone option button is selected. Click Search to
generate a list of Zones for your Site. See below for example.
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Browser Summary Report

Generate Report Add to Fawourntes Clear Selection

|:| Sensor Name Serial Number Favourites
[ o410 (NT) 00-00-04-10 |
[ o4s30Mm 00-00-04-53 |
[0 04-54 (INT) 00-00-04-54 |
[0 04-55(MT) 00-00-04-55 R
O] a2 00-00-03-28 -
[0 575028 57-50-26 |
[l oualo-10vz2os 00-00-02-05 |
[l DualD-1v10% 00-00-01-09 ™
[l Dualo-svzos 00-00-02-04 |
[0 Dual4-20maz208 00-00-02-09 R
[0 oDual Exi Therm 106 00-00-01-06 |
[0 Dual Thermocouple 201 00-00-02-01 |
[0  ExtTherm 104 00-00-01-04 |
[l Extzrnal Thermistor 00-00-03-23 |
] Extzrnal Thermistor 00-00-03-24

12 3 e i

To generate a report for all sensors in a Zone simply select the Zone of interest from Zone
Name list then select Generate Report. You can select ‘favourite’ Zones, or sensor types
and date ranges using the same methods as detailed above for sensors.

5.8.2  Calibration Reports
(Reports>Browser Calibration Reports)

A simple report of sensors that need calibrating on a given date. This is one month from
today’s date by default, but the example below shows sensors due for calibration within one
year of the current date.

For example:
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Sensor Calibration Report - Notion Pro Demo
Due Date: 01/Aug/2016 Current Date: 01/Jul/2015

Calibration Date Sensor Name Sensor Serial No
01/Janf2016 Office 11001 S0coo001
01/Jani2016 Entry Hall and Door 50 02 50000002
01/Janf2016 Airflow 1 50001000
17/Junf2016 Tank Depth 50001002
17Munf2016 Tank Temperature 55000003
01/Janf2016 Stores A S0 17 S00o0017
01/Janf2016 Stores B and Door 50 05 50000005
17/Junf2016 Entry and Door 00 12 00000012
17/Junf2016 Fridge 1 50000206
17/Junf2016 Fridge 2 50050056
01/Manf2016 Workstation 1 50 03 50000003
17 uni2016 Loading Area 1 500001867
17 Juni2016 Loading Area 2 500001658
17Munf2016 Processing 50020006
17Munf2016 Kingsclere Fridge 50 04 50000004
18/Junf2016 Kingsclere 5-12 50000012
18/Junf2016 Kingsclere 0-14 0oooD014
19Juni2016 Kingsclere 5-11 Dual Thermocouple 50000011
19/Junf2016 Kingsclere 5-14 50000014
23Muni2016 fred 98765432

To generate a Calibration Report select Reports>Browser Calibration Reportins, see
below:

=* Browser Sum mary Reports

Due Date: 20151108
=} Browser Calibration Reports

Select Options:
-+ Browser Exception Repors

Keep Default Due Date:
=} Schedule Repors

Include Cut of Senice Sensors: I

Search

By default, a Report wil be generated for all sensors which need to be calibrated one month
from today's date. If you wish to select a different due date, clear the ‘Keep Default Due
Date’ tick box then click the Due Date calendar and select the required date. There may be
Sensors on your Site which are out of service, but may stil be due for calbration. If you
wish to include such sensors in the Report select 'Include Out of Service Sensors' tick box if.
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Click Search to generate the specified Report.

5.8.3  Exception Reports
(Reports>Browser Exception Reports)
Reports of ongoing alarm conditions, by Sensor or by Zone.

For example:

-+ Browszer Summary Reports
Select Report Type: ® Sensor () Zone
=} Browser Calibration Reporiz

Search
=} Browser Exception Reports

= Schedule Reporis

Browser Exception Report

Generate Report Add to Fawourites Clear Selection

|:| Senzor Name Serial Number Favourites
[ 04-10 (INT) 00-00-04-10 |
O  04-53 (NT) 00-00-04-53 |
[ 04-54 (INT) 00-00-04-54 |
[ 04-55(INT) 00-00-04-55 "N
1 =328 00-00-03-28 |
[] s7s02s 57-50-26 ”
D Dual 0-10 % 205 00-00-02-05 | _
[0 Dual0-1v108 00-00-01-09 ”
D Dual 0-5V 204 00-00-02-04
[0 Dual4-20mA209 00-00-02-09 ”~
D Dual Ext Therm 106 00-00-01-06 |
[0 Dual Thermocouple 201 00-00-02-01 |
[0 ExtTherm 104 00-00-01-04 |
[ External Thermistor 00-00-03-33 |
[ External Thermistor 00-00-03-24

The sensor list is for all sensors of all types across your Site. To report on one or more
Sensors:

1. Ensure that the Sensor option button is selected.

2. Select the sensor(s) of interest from the Sensor Name list. If the list of sensors is long

you may need to click on ¥ to see the next page in the sensor list. To select all
sensors in the list simply click in the tick box next to Sensor Name at the top of the list.

3. Select Generate Report.

This gives a report in .pdf format. See below for example.
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Browser epfion Report

Generate Report Add to Fawourites Clear Selection

|:| Sensor Name Serial Number Favourites
[ 04-10(NT) 00-00-04-10 "
[0 o453 (NT 00-00-04-53 ™
[0 04-54 (NT) 00-00-04-54 |
[0 04-55(NT) 00-00-04-55 N
[ 328 00-00-03-23 "
[ s7s028 57-50-26 )
[l Dualp-10v205 00-00-02-05 |
[0 DualD-1v108 00-00-01-09 N
[0 Dualo-sv204 00-00-02-04 |
[l Dual4-20maA209 00-00-02-09 o
[l Dual Ext Therm 106 00-00-01-06 |
(| Dual Thermocouple 201 00-00-02-01 ™
[0 ExtTherm 104 00-00-01-04 |
[] Esternal Thermistor 00-00-03-83 ™
[] Estarnal Thermistor 00-00-03-54

This gives a report in .pdf format. See below for example.
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Browser Exception Report

Browser Exception Report - Site Name: IMC Factory
Time Span: 15/0ct/2015 to 22/0ct/2015
Generated By: Admin User, Date Time: 22/0ct/2015 14:26:17

Sensor Name Serial Mo Raise Time Acknowledge Time Acknowledge Duratic
Int and Ext therm 105 00-00-01-05 21/0ct/2015 17-50:05 22/0ctf2015 11:25:45 17:35:40

Ext Therm 104 00-00-01-04 21/0cti2015 17:43.35 22/10ctf2015 11:25:45 17:42:10

Dual Ext Therm 106 00-00-01-06 21/0ctf2015 17:43.05 22i0ctf2015 11:25:45 17:42:40

Single FT100 107 00-00-01-07 21/0ctf2015 17:44.05 22f0ctf2015 11:25:45 17:41:40

RH/T 108 00-00-01-08 21/0cti2015 17:43.05 22/10ctf2015 11:25:45 17:42:40

Dual 0-1v 109 00-00-01-08 21/0ctf2015 17:43:35 22f0ctf2015 11:25:45 17:42:10
Thermocouple 202 00-00-02-02 21/0cti2015 17:43:35 22/10ctf2015 11:25:45 17:42:10

Dual Thermocouple 201 00-00-02-01 21/0cti2015 17:43.05 22/10ctf2015 11:25:45 17:42:40

Therm Door 203 00-00-02-03 21/0ctf2015 17:43.05 22i0ctf2015 11:25:45 17:42:40

Dual 0-5v 204 00-00-02-04 21/0cti2015 17:43.05 22/10ctf2015 11:25:45 17:42:40

Dual 3-10v 205 00-00-02-05 21/0ctf2015 17:44.05 22i0ctf2015 11:25:45 17:41:40

Dual 4 - 20mA 209 00-00-02-08 21/0ctf2015 17:43.05 22f0ctf2015 11:25:45 17:42:40

Single Int Therm 0103 00-00-01-03 21/0cti2015 17:50:08 22/10ctf2015 11:25:45 17:35:40

< >

Note that you need to use the scroll bar at the top (or bottom) to see all of the Report. If

you wish to save the report, click on "4 to give the standard browser Save dialog box
(example below is for Internet Explorer):

Do you want to open or save summaryReport.pdf (1.40 MB) from 81.137.20.1967 Open | Save |V| Cancel | X

Select Save or Save as to save the .pdf fie to the required location.

There may be sensors that you often wish to report on. You can specify these as
‘favourite’ sensors. To do this, select the grey star symbol next to the sensors of interest.
The star colour changes to blue and the row containing the sensor becomes highlighted. See
below for example:
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Blood fridge air core 1212-01655 w
Blood Fridge Long block 0509-00455 '
Having specified your ‘favourite’ sensors, select Add to Favourites. If you then nominate

other sensors as ‘favourites’ select the grey start for the sensors of interest then select
Update Favourites.

Your favourite sensors wil then move to the top of the Sensor List and Generate
Exception Report wil generate a report for your favourite sensors.

Having generated a Report, to generate Exception Reports for a selected sensor type over
RALELL

a specified date range, first use the 1:*. icon to choose the required Start and End dates
(or enter the required dates directly into the Start Date and End Date boxes), then select
the required sensor type from the Select Sensor Type pul-down list. Click Search to
generate the specified Report.

Note: you wil only see the date range selection controls after you have already generated

a Report.
Start Date: 2015-07-01 . EndDate:  2015-08-07 |
Select Sensor Type Motion Temperature

Search

To report on a Zone, ensure that the Zone option button is selected. Click Search to
generate a list of Zones for your Site. See below for example.

Browser Exception Report

| Generate Report | Add to Favourites Clear Selection

Zone Name Favourites
Alarm Testing

Andytest
DewelopmentiSense
Development Test Sensors
Engineering Test

Hybrid Base 66

Test10

Test102

OododoooOooonogao

Test 104
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To generate a report for all sensors in a Zone simply select the Zone of interest from Zone
Name list then select Generate Report. You can select ‘favourite’ Zones, or sensor types
and date ranges using the same methods as detailed above for sensors.

5.84  Scheduled Reports
(Reports>Schedule Reports)

These cover a variety of Report types, which can be set up to start and end at predefined
dates/times and can run at predefined intervals.

For example:

Add Scheduled Report Settings

Submit Submit and Run Now

Report Settings Sensors System Contacts External Contacts

Settings:

Report Type: Summary Report j

Report User Title: system Administrator

First Report Run: 2015-07-01 " Hours:[09 =] Minutes: [00 =]
Report Interval: Months:l Uﬂj Days:l Uﬂj Hours:lﬂﬂj

Report Start 2015-06-17 ™ Hours:[09 =] wminutes: [00 =]
Report End: 2015-07-01 ¥ Hours:[0a =] Minutes:[00]=]

The above would generate .pdf report which would be emailed to the System Contact
user(s). See below.
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Time Span: 17/Jun/2015 to 01/Julf2015

Summary for Sensor of Type: Notion Temperature
Sensor Hame Id | Min Max Mean |Spread | MKT
Office 1 10 01 -1 222 365 252 14.3 25.14
Workstation 1 50 02 -1 222 333 253 11.1 25.15
Summary for Sensor of Type: Notion Temperature/Door
Sensor Hame Id | Min Max Mean | Spread | MKT Min Max Mean |Spread|MN/A
Entry Hall and Door 50 02 -1 222 345 252 12.3 25.12  |N/A MNIA NIA MNIA MNIA
Stores B and Door 50 05 -1 18.5 386 253 20.1 2515 |MN/A MIA A MNIA MNIA

Summary for Sensor of Type: Notion Dual Temperature

Sensor Hame Id | Min Max Mean |Spread|MKT Min Max Mean |Spread|MKT

Stores C Stores D 50 16 -1 |-90.4 |26.4 23.5 116.8 |-B7.63 |21.7 775 246 5.8 2437

Summary for Sensor of Type: Notion Temperature/RH

Sensor Hame Id | Min Max Mean |Spread| MKT Min Max Mean |Spread|N/A

Stores A 50 17 -1 J0.0 3277 |59 3277 |1.79 0.0 J327.7 ]10.3 J27.7 | MNiA

The Sensors to be reported on and the Contacts who are to be emaied the report are
defined in a similar way to the method used for Email Alert Groups.

As an example, the steps to set up and run the Scheduled Report shown above might be:

1. Select Reports>Schedule Reports. Note =* Add New Settings o the side menu is
highlighted — we are defining a new Report.

2. Select Summary Report from the Report Type: pul-down list.

3. Enter a title for the Report in the Report User Title box, for example ‘Sys Admin
Summary Report’.

4. Select a date and time for the first Report run using the First Report Run: controls. This
should be later today or any time in the future.

5. Report Interval is the length of time between repeated runs of the Report, for example
an interval of one day would give daily Reports. You don't have to specify a Report
Interval, this would give a ‘one off’ Report.
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6. Use the Report Start: and Report End: controls to specify the time span for the Report.
This would typically be dates in the past, but could be dates in the future (although ff,
for example you specified a start date one week in the future and end date two weeks
in the future you would have to watt 2 weeks before you saw a Report). In our example
17 June 2015 has been set at the start date, 1 July 2015 as the end date.

Note: you should set an Interval, with no Report Start or Report End time, or a Report

Start and Report End time, (but no Interval).

7. Having set up the Report dates, we now need to specify the Sensor data that we wish
to report on. Click the Sensors tab, then click Add Sensors to give the
dialog box, see below for example:

Add Sensors

Zone Name:

Select Zone

Filter: Filter:

Source List: Destination List:

==

==

Submit

8. Select the Zone that contains the sensors you wish to report on from the Zone Name
pul-down list. The Source List becomes populated with the sensors in the selected

Zone. See below for example:
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Add Sensors

Zone Name:

Stores

Filter: Filter:

Source List: Destination List:
Airflow 1

Entry Hall and Door 50 02
fred

Office 1 10 01

Stores A 50 17

Stores B and Door 50 05
Stores C Stores D 50 16
Workstation 1 50 03

==

e

Submit

9. Select a sensor in the Source List that you wish to report on, and select " to
transfer it to the Destination List. To transfer all sensors in a single operation click

. When the Zone Name list is long the required Zone can be found by using the
Fiter. See below for an example of a populated Destination List.
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Add Sensors

Zone Name:
Stores
Filter: Filter:
Source List: Destination List:
Airflow 1 Entry Hall and Door 50 02
fred Office 1 10 01
Stores A B0 17
Stores B and Door 50 05
Stores C Stores D 50 16
Workstation 1 50 03
-
=
=
=
Submit

10. When satisfied with your selections, select Submit.

11. Now we need to specify a list of Users (System Contacts) that the report wil be
emailed to. Click the System Contacts tab, then click Add Contacts to give the [¥els
dialog box. See below for detais.
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Add Contacts

Filter: Filter:
Source List: Destination List:
Admin User

Motion Pro Administrator
User1

==

el

Submit

12. Populate the Destination List for System Contacts using the same methods that
you used to populate the Destination List for Sensors (see step 9 above). When
satisfied with your selections click Submit .

13. If any External Contacts have been set up and you wish to send the Report to them,
select the External Contacts tab and populate and Submit it in the same way as for
System Contacts.

14. When satisfied with all of your Report Settings, select Submit or Submit and Run
Now under the banner. Submit and Run Now button
is used to generate reports immediately; however some delay can be expected ff a
large report is submitted.

The Scheduled Report you have defined will now be added to the EWASIeale[l]=ls T ole]ges
window. See below.
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View Scheduled Reports

Filter Report Name:

Report Name Action
System Administrator [ Edit Settings ] [ Delete ]

To change the Report settings, click on Edit Settings.

Note: If your Email Server has been set up to imit the maximum alowed email/attachment
size, then Scheduled Reports in excess of the size imit wil be blocked by your Email
Server. Note that because there is no standard mechanism for feeding this
eventualty back to the email client, Notion Pro cannot know that these emails have
been blocked by the server. Most Email Servers inform the sender of this situation
by placing a message in the sender account's Inbox. If Scheduled email Reports are
not being sent, check the Inbox for the sender account you set up in Notion Pro.

5.8.5  Reports Folder
(Reports>Reports Folder)

This section display Scheduled reports saved in the Reports Folder, users can view or
save the report by clicking the hyperlink provided under Download. The Reports folder
needs to be set-up first by using Notion Pro Config utiity otherwise reports wil not be
displayed. In order to refine the search use two calendars to select a Start and End Date
and select Search. Al scheduled reports generated between these dates will be displayed,
see Figure below. A particular fie can be searched quickly by entering first few characters of
the fie name in Search by File Name input field.

- Browser Summary Reports
LR
- Start Date: 2016-09-01 1 il End Date: 2016-10-12

AkbLY
Browser Calibration Reports 1 i)

=» Browser Exception Reports SEEEE]

=} Schedule Reports

Reports Folder

=} Reports Folder

Search by File Name:

File Name Size Date Created Download

Extend Excep201610121130 27174 KB 12/0ct/2016 12:30:18

T
=]
5

201610111041 105 bytes 1/0cti2016 11:41:36

]
(]
=

5.9 Viewing System Logs

|
The options under this menu enable you to view the System Logs.

Notion Pro has a series of System Logs for keeping track of critical events such as system
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activity, alarm activity and SMS activity.

To access the System Logs select [IEEE from the main menu, see below.
Home  View Data  User Alarts Reporis  Logs
Actraty Log

Alarm Log

SMS Log

Email Log

59.1  Activity Logs

The Activity Log contains all the user activity on the system such as logging in and out
and editinﬁ. To access the Activity Log select Logs>Activity Log from the main menu.

The s window appears, see below.
=} Activity Log
jLbiby, [
=3 Alarm Log Start Date: 2015-07-01 1 il End Date: 2015-07-01 1 ]
=> sMmSLog S
=» Email Log
Activity Logs
Date Time Activity By Memo
01/Jul2015 07:54:57 User logged in Admin User B
01/Jul2015 08:04:30 User logged out Admin User B
01/Julf2015 08:08:28 User logged in Admin User B
Calibration due date updated, Sensor Mame: Office 1 10 01, .
01/Julf2015 08:21:41 Admin User B
Site Name: Notion Pro Demo, Zone Name: Stores
Calibration due date updated, Sensor Name: Entry Hall and N
01/Juli2015 08:22:14 Admin User B

Door 50 02, Site Name: Notion Fro Demo, Zone Name: Sfores

Calibration due date updated, Sensor Name: Airflow 1, Site "
01/Jul/2015 08:22:36 Admin User B
Name: Motion Pro Demo, Zone Name: Sfores

Calibration due date updated, Sensor Mame: Stores A 30 17, .
01/Juli2015 08:22:59 Admin User B
Site Name: Notion Fro Demo, Zone Name: Stores

Calibration due date updated, Sensor Name: Sfores B and "
01/Juli2015 08:23:17 Admin User B
Door 30 05, Site Name: Notion Fro Demo, Zone Name: Sfores

Calibration due date updated, Sensor Name: Sfores C Sfores .
01/Jul/2015 08:23:40 Admin User B

D 50 16, Site Name: Nofion Pro Demo, Zone Name: Stores

Calibration due date updated, Sensor Mame: Workstation 1 30

01/Juli2015 08:24:02 Admin User B
03, Site Name: Notion Pro Demo, Zone Name: Sfores

The Activity Log follows system events. Each entry is date and time stamped with a
description of the action carried out or activity and the user.
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There is a Memo field that may or may not contain any memos, for example an activity
such as User logged out would not have a memo as t is created by the system when the

user logs out. If required you can select the memo icon next to an activity and add a
memo. See below.

Action Taken

Existing
Comments:

Additional

Comments: B I U===g:=:= FontSize.. Font Family. Font Format X

,

r
Il
Tl

Submit

When happy with memo select Submit.

The memo wil now be saved in the top section under existing comments. These comments
are date and time stamped and are identified by user and are now not editable, see below.

Action Taken

Existing Finished early due to breakdown in HVAC plant. Added: 2015-07-01 09:51:22 By: Admin User
Comments e et e e e m e m e e  mnm nm e m o m i mm i m i m e
Additional comments can be added at any time.

To search back through previous Activity Logs use the Search function, see below.
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Start Date: 2015-04-01 1 i End Date: 2015-07-01

=

Search

Use the two calendars to select a Start Date and End Date and select Search. All Activity
Logs between these dates will be displayed.

To move through available log pages, use the blue left and right arrows at the bottom of
the page. The single blue arrows wil step through one page at a time, the double blue
arrows will take you to etther the first page or the last page of the search, see below.

1 2 ed

59.2  Alarm Logs

The Alarm Log contains all the alarm activity on the system. To access the Alarm Log
select Logs>Alarm Log from the main menu. The Alarm Logs window appears, see
below.

= Activity Log

i pasiy
1 1

2015-07-01 End Date: 2015-07-01

<> Alarm Log Start Date:
= sus Log Sensor Name:

=» Email Log Search

Alarm Date Time Alarm Type Sensor Name Channel Acknowledged By Extra Info Memo

01/Jul/2015 08:21:12  Elapsed Time Kingsclere 512 N/A MiA [ Detail ] B

The Alarm Log contains date and time stamped data, Alarm Type, Sensor Name,
Channel, Acknowledged By, Extra Info and a Memo. Extra Info is a link to a floating
tip, the tip contains Site and Zone name information.

The Memo contains information on alarm reasons and action taken. Additional notes can be
added at any time. These notes are not editable. Notes are added by following the steps in

Activity Logs.
More Alarm Logs can be viewed by using the calendar Search function.

To move through avaiable Alarm Log pages, use the blue left and right arrows at the
bottom of the page. The single blue arrows will step through one page at a time. The
double blue arrows will take you to either the first page or the last page of the search.
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593 SMS Logs

The SMS Log contains entries for all system SMS activity. To access the SMS Log, select
Logs>SMS Log from the main menu. The SMS Logs window appears, see below.

= Activity Log
= Alarm Log Start Date: 2015-06-17 T‘“ End Date: 2015-07-01 .:.nuf
<> SMS Log Search
=» Email Log
Date Time Activity Contacts Details

The SMS Log contains date and time stamped data, Activity details, Contacts and a
Details or memo field.

The SMS Details contains details of the message sent including User hame and the contact
number that the SMS message was delivered to, see below.

SMS Activity Delails

Contact Details
Usear Name Telephone No
Admin User <44 T208 632458

SMS Message Details
Sent Alert Group: SMS Heartbeat Message

System I active as at 150042013 0959

The example shown above SMS is a regular system heartbeat message sent to the Admin
User. More SMS logs can be viewed by using the calendar search function.

To move through available SMS log pages, use the blue left and right arrows at the bottom
of the page. The single blue arrows will step through one page at a time. The double blue
arrows will take you to either the first page or the last page of the search.

5.9.4 Email Logs

The Email Log contains entries for all system email activity. To access the Email Log,
select Logs>Email Log from the main menu. The |Mih-~ window appears, see below.
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= Activity Log
> Aamog StartDate 20150701 | EndDate: 20150701 )
=3 SMS Log Search
=» Email Log
Date Time Activity Contacts Details

Sent.Alarm Sensor Name: Kingsclere 5-12 Alert N
01/Jul/2015 08:21:13 Admin User B
Group: Sensor Alarms

The Email log contains date and time stamped data, Activity details, Contacts and a
Details or memo field.

The Email Details contains details of the message sent including User name and the contact
email address that the Email was sent to, see below for example.

Email Activity Details

Contact Details
User Name Email Address

Admin User ¢_burnall@the-imcgroup.com

Email Message Details

Sent,Alarm Sensor Name: Kingsclere 5-12 Alert Group: Sensor Alarms
Site: Notion Pro Demo

Sensor Mame: Kingsclere 5-12

Sensor S/N: 50000012

Hardware

Alarm Type: Elapsed

Date / Time: 01/Julf2015 08:21:12

Server |D: fofcaica-8794-41bd-9222-1731da2des50

5.10 Settings

The options under the eI menu enable System Administrators to create Sensor

Groups and handle User Passwords.
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5.11 Adding Transmitters

Installing a Transmitter

As far as possible, the transmitter units should be placed where they wil not be subject to
electromagnetic interference and where they wil not be shielded by walls, doors, metal
furniture, appliances etc. They should also be mounted verticaly to maximise radio range. A
walF-mounting bracket is available, IMC part no. N494.

Note: the procedure below must be folowed for each Transmitter that you are instaling.

Install Step

Notes

1. If you are NOT using the door
monitoring and alarm function
option with this transmitter, go to
step 2 below.

Secure a matching pair of door
monitoring and alarm function
sensor pads to the door and door
frame of your refrigerated/frozen
storage unit.

If you intend to the lay the Transmitter loosely in
the storage unit, ensure that you posttion the door
frame sensor pad such that the cable running from
the pad runs into the storage unt.

If you intend to walFmount the Transmitter, ensure
that you position the door frame sensor pad such
that the cable running from the pad runs outside of
the storage unt.

Ensure that the pads meet perfectly when the door
is closed.

2. Pullaway the contact tag on the
transmitter to ensure the battery
contacts and the transmitter
contacts meet.

A green light wil flash briefly.

The sensors are powered by 1 x 1.5V Lithium AA
cels. Standard AA cells can be used, but are not
recommended.

3. If you do not intend to wal-
mount your transmitter, go to

(Transmitter is lying loosely in your storage unit.)
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Install Step

Notes

step 11 below.

Drill holes for the Transmitter wall
mounting bracket into the wall at
an appropriate location.

When mounting the Transmitter bracket, you
should bear in mind that, if you are using the door
monitoring and alarm function and/or external
sensor options, you wil need to run cables from the
Transmitter to your storage unitt door frame sensor
pad and/or external sensor.

Screw the mounting bracket to
the wall.

As an alternative, the transmitter bracket could be
attached to a suitable post using cable ties. Slots
are provided in the bracket for this purpose.

Slot the Transmitter into the wall
bracket.

If you are using the door
monitoring and alarm function
option with this transmitter, route
the storage unt door frame
sensor pad cable up to the
transmitter.

If you are NOT using the
external sensor option, go to
step 11.

Place the external temperature
probe and associated cable at a
suitable posttion in your storage
unit.

10.

Route the temperature probe
cable over the door frame and
up to the Transmitter.
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Install Step Notes

Insert the cable into the
Transmitter.

11. Repeat steps 1-10 above for
each Transmitter that you are
adding.

12. Use Notion Pro to set up the See Add Sensors.
Transmitters for use.

5.12 Backfill
|

If a transmitted signal can't get through for some reason, data is stored in an on-board
cache. Backfil is where the transmitter is placed close to the ARB unit, stored data is then
transferred automatically to the ARB via RFID.

5.13 Adding Users - Before you Start
|

1 You need to know how many Notion Pro Users there are on your Site, their names, email
addresses and the types of access they need to sensor data. If your installation includes
an SMS Module you also need to know users' mobile phone contact nhumbers.

71 You need to be sure that your Notion Pro licence wil allow you to create the number of
users necessary for your Ste. Additional licences are available from IMC Group Ltd.

11 It is assumed you know how to log in to Notion Pro and that you have System
Administrator rights.

5.14 Alarm Status
|

Status

-

The symbols under Alarm mean:

)ﬂ Temperatures are within the levels that have been set.

Temperatures are outside the thresholds, but the alarm has been acknowledged.
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Temperatures are outside the thresholds, and the alarm has not been
acknowledged.

5.15 Battery

The symbols under Battery Level indicate the state of the battery for the associated
transmitter:

Battery is fully charged.

:[:] Battery has less than haff its life left, but need not be replaced yet.

c[j] Battery is very low and should be replaced as soon as possile.

! Battery is empty and must be replaced immediately.
Replacement Batteries

IMC recommends:

[ Lithium - Energizer Ultimate Lithium L91 IMC stock No. G301
1 Alkaline - Duracell ID1500-10 IMC stock No. 88705

Note: Akaline batteries wil work from +55°C to -20°C, but with greatly reduced life
compared to the Lithium cell IMC recommends. For example (all these figures are
approximate):

1 40% life at 20°C compared to equivalent Lithium
1 20% at 0°C
"1 5% or less at -20°C.

5.16 Door Alarm
|
]
IP————

The symbols under Door Alarm indicate the door posttion for the storage unit being
monitored by the associated transmitter.
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S S The door is closed.

I The door is open but the alarm has been acknowledged.

he door is open and the alarm has not been acknowledged.

There is no door monitoring and alarm function associated with this transmitter.

5.17 Equipment Positioning

" Mount the Base Station vertically and away from metal as far as possible. Remember that
some walls may contain metal reinforcement, so fix to a masonry/plasterboard surface if
you can, or space the unit away from the wall

" Mount the transmitters vertically if you can. All transmitters can be walkmounted or free
standing, as required. As far as possible, the transmitter units should be placed where
they wil not be subject to electromagnetic interference and where they will not be shielded
by walls, doors, metal furniture, appliances etc.

L If the transmitters are vulnerable to physical disturbance then fix them in place to ensure
consistent performance.

I Repeater units can be supplied to increase effective range f needed.

5.18 Live Data

6.7°C

This is the last reading received from the transmitter.
A live data display icon such as:

235°

I

indicates that the temperature has gone over the alarm threshold value, but the resulting
alarm has been acknowledged.

For a transmitter which has a Relative Humidity channel, a symbol such as the following
would be displayed:

44 52 %RH
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5.19 Manuals
|

The following manuals, in .pdf form, should be present on your Notion Pro install DVD:

IceSpy Notion Pro Pre-Requisites Manual , IM5546. (You should have read this before you
purchased Notion Pro, but this manual may stil be a useful source of reference).

IceSpy Notion Pro Instalation Guide , IM5529. (If you are reading this Help topic you have
already installed Notion Pro, but this manual may stil be a useful source of reference).

IceSpy Notion Pro System Manual , IM5521 (Describes the software GUI from a 'reference'
point of view, and goes through all the options in detail. Also gives a summary description of
the Notion Pro hardware.)

IceSpy Notion Pro Archive Backup Manual , IM5549. (Describes how to back up and restore
old Notion Pro data.)

IceSpy Notion Pro Archive BaseUtil Manual , IM5575. (Intial configuration of Notion Pro
devices. System Administrators only.)

5.20 Permissions
|

Permissions are System Access rights such as Edit, Delete etc. Permissions can be allocated
to Roles.

5.21 Receiver Connectors
|

The connectors on the underside of the Network Receiver unit are as shown below.

2nd Relay
DC Power 1% Relay
onfOff
Jack Plug Fla_shing i R5485
Mutes huzzer, indicates
cancels relay and Ethernet
changes alarm traffic

LED fram flashing
to steady On.
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5.22

5.23

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15

(The connectors on the underside of the other members of the Notion Pro Base Unit family
are similar, but some of the connectors are blanked off.)

Receiver Lights

Roles

Red (flashing)

Y elow (constant)

Green (constant)

Alarm. (For example, Temperature i
thresholds.)

Receiver is connected your Network.
yelow light means that a connection |
yet been established.

Unit is powered up. Flashes to indicat
reception.

Users assigned to a Role inherit the Permissions assigned to the Role.

Suggested Role Definitions

The following table gives suggested roles and the settings for those roles. You may wish to
define roles and permissions slightly differently for your Site.

General Administrator

Select Ignore for:
Access Control
Access Logs
Access Sites

Disable User

I I I O O

User Management

Select the Allow option buttons for all other permissions.

Activate privieged Access

User Group Management

Advanced User

Select Ignore for:
[1 Access Control
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Access Logs

Access Sites

Activate privieged Access
Change Alarm Settings on Reset
Device Configuration

Disable User

User Group Management

User Management

0 e O A

Select the Allow option buttons for all other permissions.

Standard User Select Ignore for:

Access Reports

Access Reports — Sensor Groups
Access Settings

Acknowledge Alarms

Bulk Acknowledge Alarms

Live View

Live View — Sensor Groups

Plan View

Select the Deny option buttons for all other permissions.

I Y I O O

Guest User Select Ignore for:

[l Live View

[ Live View — Sensor Groups

[l Plan View

Select the Deny option buttons for all other permissions.

5.24 Specifying Alert Settings - Before you Start

You should have details of values and settings for the following items. These details should
be completed in the IceSpy Notion Pre-Requisites document, IMC doc. no. IM5546:

"I SMTP Mail Server name
"1 Sender Email Address

1 SMTP Username

'] SMTP Password
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BCC Email Address

Heartbeat Enable setting

Email Alert Heartbeat Time setting

Email Receiving Protocol (optional)
Receive Email over SSL setting (optional)
IMAP/POP3 Mail Server Name (optional)
IMAP/POP3 User Name (optional)
IMAP/POP3 User Password (optional)

I I e B .

5.25 User Groups

User Groups allow viewing Privileges to be set for the Group. Users added to that Group
inherit the viewing Privieges associated with that group. Any previous viewing Privieges
assigned to an individual user will be overridden by the viewing Privieges associated with that
group

5.26 User Privileges

Privileges are the viewing rights that allow a User to see Sites and Zones. Through
Privileges a user can be restricted to the number of Zones they can see. This is especialy
useful on very large systems..

5.27 Compliance

The Notion Pro equipment conforms to the following international standards:

1 Country specific radio approval.

1 CE approval. Al Notion Pro hardware carries the C€ mark to indicate that the equipment
meets the requirements of the applicable EC directives.

"I WEEE compliance.
1 ROHS compliance.
"1 Conflict minerals.
"1 Reach.

See also:

R & TTE Declaration of Conformity

Notion Pro © 2017 IMC Group Ltd HP5525 Version 1.2.15



Reference Section

5.28 Terms and Conditions of Sale
|

1. GENERAL

In these Terms and Conditions 'The Company' means The IMC Group Ltd and 'The
Customer' means the person, firm or company named in this Quotation, Order
Acknowledgment, Advice Note or Invoice. No variation to these conditions shall be binding
unless agreed in writing between the authorised representatives of The Customer and the
Company. Any advice or recommendation given by the Company or its employees or
agents to The Customer or its employees or agents which is not confirmed in writing by the
Company is followed or acted upon entirely at The Customer's own risk.

2. CONTRACT

A contract shall be affected when The Company sends its confirmation and acceptance in
writing of The Customer's order. Quotations which are valid for 30 days are not binding until
the date of such acceptance. No oral quotations will be binding on The Company. Delivery
periods shall run from the date of such acceptance.

3. PRICES

Unless otherwise expressly stated the prices quoted do not include VAT or packaging,
insurance, carriage and delivery charges. Quotations represent no obligation unti The
Company accepts The Customer’s order. All orders are accepted for execution at prices
current at date of despatch.

4. PAYMENT

Terms of payment are strictly net cash with order unless a credit account has been
established. Payment by an accepted credit card may be made. Where a credit account
has been established payment is strictly net monthly and payment should be made to the
Company's offices at Pendle House, Jubilee Road, Letchworth, SG6 1SP by the last day of
the month following that in which the goods are despatched. All outstanding balances not
paid on that date will be liable to compound interest charged at the rate of 1.75% per
month.

5. PROPERTY AND RISK

Property in the goods shall not pass to The Customer until The Company has been paid the
whole of the purchase price. Notwithstanding the above the risk in the goods shall pass to
The Customer upon delivery to the carrier at The Company's works.

6. DELIVERY

The Company wil endeavour to adhere to the delivery date set out in the Quotation but
such delivery date is a business estimate only and The Company shall not in any way be
liable for delay in delivery or the consequences thereof however caused, including but not
imited to delay or interruption of work at The Company's works before or during the delivery
period any strike lockout labour dispute fire breakdown of machines force majeure or any
cause whatsoever beyond The Company's control in which case deliveries may be wholly or
partially suspended and the delivery period extended by the length of time during which
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deliveries are suspended, Where goods are ready for delivery The Company may postpone
delivery at the request of The Customer provided that The Customer pays the full price of
the goods to The Company forthwith. The Company may store the goods at its own
premises or elsewhere at The Customer's sole risk and all storage, insurance and transport
charges shall be paid by The Customer.

7. CANCELLATION FEE

No contract for goods ordered may be canceled by The Customer. If The Company
agrees to accept a cancellation it shall be entitled to charge The Customer a cancellation fee
of up to fifty per cent (50%) of the purchase price in respect of costs and expenses
incurred and other damages without prejudice to any right to claim further costs expenses
and damages howsoever arising. The Customer is responsible for returning any such goods,
at their cost, in good condition to The Company.

8. WARRANTY

The Company guarantees the goods against defects of materials or workmanship for a
period of one year commencing on the date on which the goods are dispatched. The
Company in so far as it is able will also pass on to The Customer the benefit of all other
manufacturers' guarantees connected with the goods supplied which are not of The
Company's manufacture.

The Company's liability under this clause shall apply to defects that appear during normal
and proper operational use in accordance with any operating or service manuals supplied by
The Company. The Company shall be under no liabilty in respect of any defect of the
goods arising from any causes beyond the Seller's reasonable control, or to defects arising
from The Customer's faulty maintenance or handiing or from alterations carried out without
The Company's prior authorisation in writing or from repairs which have not been carried out
in accordance with any operating or service manual supplied by The Company or defects
arising from normal wear and tear.The Company's liabiity under this clause is limited to
replacing or making good the defects in the goods.

If The Company so requests, The Customer, at the expense and risk of The Customer,
shall send the goods, or part thereof which are to be replaced or made good, to The
Company or some place nominated by The Company. Any repaired or substituted goods
may be delivered to The Customer at the risk of The Customer but The Company may if it
wishes pay the cost of carriage.

9. LIABILITY

Save as provided above The Company accepts no other liabiity for any other conditions or
warranties expressed or implied as to the quality or fitness of any purpose of the goods and
all such conditions and warranties are to the extent permitted by law hereby expressly
excluded to the intent that save as provided above The Company shall not have liability to
The Customer or to any third party in respect of any loss or defect in the goods supplied or
in respect of any personal injury or damage or loss of any kind directly or indirectly
attributable to faults or defects in such goods and The Customer wil indemnify The
Company against any such claims. Under no circumstance wil The Company be liable for
any consequential loss suffered by The Customer. In the event that The Company under
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any liabiity to The Customer in respect of the goods the same shall form a separate cause
of action and shall not entitle The Customer to any setting off and the full amount of all
sums payable to The Company from The Customer hereunder shall remain due and owing.
Good returned under this warranty shall be delivered to our premises at The Customers
expense and if found not to be defective (or when the defect is attributable to The
Customer’s design or materials) wil be returned to The Customer at its expense and subject
to a testing charge of 15% of the invoice price together with VAT thereon if applicable.

The goods shall not be defective unless:

i. They are not in accordance with The Customers specification where this is the agreed
specification

i. If The Customer has no such specification or to the extent that The Customers
specification is sient as to any aspect of the design function performances tolerances quality
or characteristics of the goods do not conform to The Company’s published information or if
no such information has been published the goods to not conform to the standards which
The Company considers normal or usual for products of the kind sold at a similar price. The
Company is not in a position to ensure that The Customers specification is correct and/or
sufficient for the purposes intended by The Customer and The Customer must satisfy
himseff on this point.

10. CONTRACTS FOR SERVICES

a) In the event that a contract made between The Company and The Customer shall
amount to a contract for the provision of services rather than a contract for the sale of
goods then the provisions of these Terms and Conditions shall apply with such modifications
as may be necessary, to give effect to them.

b) Where specffications are to be supplied by The Customer they must be supplied before
the contract can be entered into. Where The Customer is to supply working drawings/
components these must be delivered to The Company by the agreed date. Delay in the
supply of such drawings or components wil entitle The Company to defer delivery of the
goods by a period equivalent to such delay.

¢) Where any addtional or changed information is submitted to The Company by The
Customer The Company reserves the right to increase prices to cover any costs (including
overheads) arising from any losses incurred by The Company as a result of such alteration
and/or to extend the delivery period.

d) Where goods have been supplied to The Customer's specifications The Company
accepts no liabilty for any failure or defect in such goods, and The Customer shall indemnify
The Company against all actions, claims, costs and proceedings, including claims that the
specification or goods infringe(s) the intellectual property rights of another. The Company
gives no warranty as to the fitness for any particular purpose of goods so supplied to The
Customer's own specifications and accepts no liability for clerical or stenographical errors on
the drawings or specffication provided by The Customer.

e) The Company reserves the right to sub-contract the fuffilment of any order or contract
or any part thereof.
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f) Any experimental results supplied or recommendations made under a Service contract are
given in good faith within the imitations of the data available, but no warranty, express or
implied, is given as to the performance of, or results obtained from such service and The
Company cannot accept any liabilty for the consequences of using or applying the said
results or recommendations.

11.

If any of these Clauses or any part of these Clauses is rendered void or unenforceable by
any legislation to which it is subject it shall be void or unenforceable to that extent but no
further.

12.
This contract shall be governed by and construed in accordance with the Laws of England.

May 2011
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6 The Notion Pro Hardware
A Notion Pro system contains the following hardware:

[l Transmitters to monitor the levels of temperature and other variables and transmi the

data by radio to the Receiver. See The Transmitters for more details of the
transmitters.

" the Network Receiver (may also be referred to as the Base Unit). See the Network
Receiver.

[l Optional Items. These are the Echo, the ARB Module, the SMS Module and the
Calibration Module.

6.1 The Network Receiver

The Network Receiver receives radio signals from the Notion Pro Transmitters and passes
them over a network to the Notion Pro software. The Hybrid Receiver will also receive
signals from IceSpy System 5 Scout transmitters, Notion Pro Legacy and Notion Pro
transmitters.

Key features:
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1 IMC Part No IN-NR0O1x (where x indicates the territory-specific frequency, for example

F1 for Europe, F2 for USA; this notation will be used throughout this Help). Hybrid
unit is IN-HROO1-Fx.

_ Wall mountable.
_ Internal aerials as standard — external aerials are a factory-fitted option.

1 Red LED for alarm (normal state off), green LED for power (normal state on), yellow LED
for communications (normal state on). See also LEDs.

1 Mains powered from supplied adaptor.

0 TCP/IP communications.

_ Two on-board Relays, one configured for alarm activation - driven by Notion Pro Local
Alarms, one for communications and power failure.

1 RS485 output for optional Modbus or IMC MS1000 system relay cards - driven by Notion
Pro Local Alarms.

1 Memory lasts for 5 days for up to 50 sensors.

[1 IP53 rated.

6.1.1 LEDs

Green Unit is powered up. Flashes to indicate radio reception.
(constant/
flashing)

Red (flashing)  Alarm. (For example, temperature is outside thresholds.) Changes to
steady red if Reset button is pressed. Goes off when Alarm Clear signal is

received.
Y elow Receiver is connected your Network. A flashing yellow light means that an
(constant) Ethernet connection has not yet been established.
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6.1.2  Connectors

2nd Relay
DC Power 1% Relay
Jack Plug Flashing EQ{CC;TW RS465
Mutes buzzer, indicates
cancels relay and Ethernet
changes alarm traffic
LED from flashing I

to steady On.

6.2 The Echo Module

(__ B 1__1‘1
(19N
@
o 7
N .

The Echo module provides a Repeater function for transmitted signals, should this be
required in your installation. Key features:

' IMC Part No IN-RP0O02F1
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[0 Wal mountable.

_1  Green LED for power (normal state on), red LED to indicate signal being received, 1
yellow LED to indicate signal being transmitted.

[l Mains powered from supplied adaptor.
[ Battery backup for 3 days.
11 IP53 rated.

6.2.1 Connectors

See also Connectors.
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6.3 The SMS Module

—

#IMNC |

This unit gives the ability for Transmitter alarms to be sent as SMS messages to mobile

phones. See SMS Global Settings, SMS System Alerts, User Alerts, and SMS heartbeat, for
details of SMS configuration. Key features:

[

|
|
]

IMC Part No IN-TAO0O1
WalF-mountable.
External aerial.

Red LED for alarm (normal state off), green LED for power (normal state on), yelow
LED for communications (normal state on).

OLED display showing signal strength and alarm message status.

Base push-button — quick press shows setup and signal strength, (RSSI), 5-second
press sends SMS test message.

Mains powered from supplied adaptor.
TCP/IP communications.

Two on-board Relays, one configured for alarm activation - driven by Notion Pro Local
Alarms, one for communications and power failure.
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[ Rechargeable battery backup, to send power fail messages.
[ SIM socket — accessed from back of battery compartment.
[ IP53 rated.

6.3.1 |nstallation and Operation
SIM Installation

Note:

Make sure that both SMS sending and receiving is enabled by your cellular Service provider,
for the SIM card you are using.

The SIM card is not hot-swappable, do NOT attempt to remove the SIM card without
removing power and the battery first.

It is recommended that the battery be removed, when the SMS Module is not in use.

The SIM card must be installed prior to battery installation and wall mounting.

Remove the battery cover and slide the SIM card into the exposed SIM socket, so that the
gold plate contacts on the SIM card connect with the gold plated contacts of the SIM
socket.

» -

*® o

Once the SIM is correctly located in the socket, fit the battery, battery cover, and mount
the SMS module; see Instaling your Notion Pro Equipment for details.
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oy D

LED Operation
The SMS Module has three LED's which provide a quick visual indication of current status.

. % The red SMS Cross LED wil be off during normal operation; it wil flash slowly
@ .~ during a power fail.

+ The amber SMS tick LED wil be on during normal operation; it will flash
approximately twice a second if there is no network connection to the Notion

pro server.

~#.  The green power LED will lluminate during normal operation; it wil go off
® during a power fail condition.

Push Button
Briefly press the push button to display SIM status and signal strength, (RSSI).

When the relay is on due to an Alarm, a brief press of the push button will reset the alarm
rely.
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Press and hold the push button for at least five seconds to send a test message to one of
the SMS Power & Comm's Group phone numbers. The SMS Module wil display the phone
number at the bottom of the OLED display, when the message is sent.

Error Message

When inttially powered on pressing the push button will display "Unit not fully powered up.
Wait 60 seconds and try again."; if pressing the button continues to display the same
message after a few minutes, then there may be a problem with your SIM or cellular
account.

6.3.2  Connectors

Sends SMS
test message

See also Connectors.
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6.4 The ARB Module
|

I

'_-’-—"'_

e

The ARB unit gives an alarm display, with a keypad enabling the user to cycle through alarm
information. Has RFID and Bluetooth connectivity. See ARB Module Help

' IMC Part No IN-NA0O2.

1 Wal mountable.

1 Bluetooth module to interface to MM2000 series recording thermometer.

"1 Red LED for alarms (normal state off), green LED for power (normal state on), 1 yelow
LED for network status (normal state on).

[l Mains powered from supplied adaptor.

[0 TCP/IP communications.

[l On-board alarm relay - driven by Notion pro Local Alarms - and reset button.

1 RS485 output to drive IMC MS1000 system relay cards - driven by Notion Pro Local
Alarms.

'1 ARB units to be able to communicate with each other via the PC software for relay
activation.

[0 RFID interface and cradle for transmitter backfill.
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[J IP53 rated.

6.4.1 Connectors

st
DC Power 1¥Relay  21¢Relay

Cancels 100Mbps Activity

Jack Plug

Ethernet

6.5 The Calibration Module

]
| F k1

| ((e))

The Calibration Module collects data from the Notion Pro Calibration Tool (part of the Notion
Pro software) and transfers the data to transmitters via RFID. Transmitter to be placed on

Calibration Module cradle. Buit in licence key routine to communicate with Server. Licence to
use device wil expire annually.

-1 IMC Part No IN-CMO1.
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. Green LED for power (normal state on).
1 Mains powered from supplied adaptor..
[ IP53 rated.

6.5.1 Connectors

See also Connectors.

6.5.2  Display

Alarm display. Used to show faied communications.

6.5.3  Operation

Would usualy be held by a Calibration Engineer, who would come in to the customer’s
premises on request. Would be used flat on a table connected by RS485 cable to the
Engineer’s laptop.

The Calibration Tool interacts with the Calibration Module and acts as a virtual display and
keyboard. When a transmitter is to be calibrated it must be placed on the Calibration
Module cradle. The Engineer then puts the Calibration Module into calbration mode via the
calibration tool software.

When a Transmitter is put into calibration mode it sends messages to the System to identify
that it is in calbration mode to stop alarms. When the transmitter is taken out of calibration
mode another message is sent to the System that it is back in normal mode. If the sensor
for some reason has not been taken out of calibration mode in 6 hours then an alarm is
sent to warn that the transmitter is still in calibration mode.

Once the unit has gone through its calibration routine the Engineer wil take it out of
calbration mode. All calibration details will be held in the Transmitter itself, so no
adjustments to the Notion Pro data base are required.
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6.6 The Transmitters
|

All the members of the Notion Pro Transmitter family have the same basic enclosure (see
above) and share many common characteristics. The available sensors can monitor
temperature and relative humidity, vottage and 4-20mA current, (intended to interface with
third party sensors), as well as providing door alarms. There are also external PT100 and
thermocouple sensor probe options. For more detail on the Notion Pro transmitter family,

see http://www.the-imcgroup.com/notionpro/temperature-sensors.

All transmitters can be walFmounted or free standing, as required. As far as possible, the
Transmitter units should be placed where they wil not be subject to electromagnetic
interference and where they will not be shielded by walls, doors, metal furniture, appliances
etc. Note that if you have more than one Network Receiver on your Site and the signal
from a given transmitter is being picked up by more than one Receiver, you can associate
the transmitter with the Receiver unit which is showing the highest signal strength for that

transmitter. See Device Configuration.
[l Allunits can operate within a -30°C to +50°C temperature range.

_ Allunits have user-replaceable 1.5V Lithium AA batteries. These have an expected life
of over 2years and work over -30°C to +50°C temperature range. 1.5V AA alkaline can
be used but with a reduced battery lfe and a reduced operating temperature range (0°
C to +40°C).

LED Operation

The transmitter LED indicates when the unit is transmitting data, and wil briefly flash
approximately once every minute.
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6.6.1  Single Channel, Air Temperature, Internal

tlo

! J
IMC Product Code IN-THOO1Fx
Product Family: NP3000 series
Accuracy £0.5°C, 0.1°C resolution.
Transmits data once per minute
Battery level status and alarms.
Calibration options are return to IMC, or on site by trained Engineer.
Gap filing protocol via ARB Module with RFID interface.
Green Status LED for commissioning and fault finding.

IP65 rated.
Approvals.

o o o0 oo o0 oo oo
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6.6.2  Single Channel, Air Temperature, Internal + Door Switch

1 IMC Product Code IN-THDO1Fx
1 Product Family: NP3000 series

1 As Single Channel Internal Thermistor Temperature but with door monitoring and alarm
function.

1 External sensor range -30°C to +50°C.

6.6.3  Single Channel, External Temperature Probe

1 IMC Product Code IN-THO02Fx
1 Product Family: NP3000 series

[l As Single Channel Internal Thermistor Temperature but replacing the internal sensor with
an external sensor via a waterproof connector.

1 External sensor range -40°C to +70°C.
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6.6.4  Single Channel, External Temperature Probe + Door Switch

©1 IMC Product Code IN-THDO2Fx
1 Product Family: NP3000 series

© As Single Channel Internal Thermistor Temperature but replacing the internal sensor with
an external sensor via a waterproof connector.

. External sensor range -40°C to +70°C

[0 Dual Channel Internal and External.

6.6.5 Dual Channel Internal/External Temperature Probe

(1 IMC Product Code IN-THOO3Fx
[l Product Family: NP3000 series

[l As Single Channel Internal Thermistor Temperature with the addition of external sensor
channel via waterproof connector.

1 External sensor range -40° to +70°C

1 No door monitoring and alarm function.
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6.6.6  Dual Channel External Thermistor

1 IMC Product Code IN-THO004Fx
[l Product Family: NP3000 series

1 As Single Channel Internal Thermistor Temperature with the addition of a second
external sensor channel.

[l Sensor range -40° to +70°C.

6.6.7  Single Channel, External PT100 Probe

1 IMC Product Code IN-PT001Fx
1 Product Family: NP3100 series

[l As Single Channel Internal Thermistor Temperature with the internal thermistor being
replaced by a single external 4-wire Class A PT100 probe. Used to measure
temperature at a specific point, typically inside a freezer. This unit can withstand a much
wider temperature range that an internal thermistor.

1 Range -100°C to +200°C.
1 Resolution 0.1°C.
11 Accuracy % 0.1°C calbrated.
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[l PT100 Probe Class A accuracy un-calbrated.

1 Probe connected via a waterproof connector.

6.6.8  Single Channel PT100 Probe + Door Switch

] IMC Product Code IN-PTDO1Fx
[l Product Family: NP3100 series
7 As Single Channel PT 100 Probe with door monitoring and alarm function.

6.6.9  Dual Channel PT100 Probe

[1 IMC Product Code IN-PT002Fx
1 Product Family: NP3100 series
71 As Single Channel PT 100 Probe with the addition of a second external PT100 channel.

6.6.10 Single Channel Type T Thermocouple

'] IMC Product Code IN-TTO001Fx
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1 Product Family: NP3200 series
Single thermocouple base connector

As Single Channel PT 100 Probe with the internal thermistor being replaced by a single
Type T thermocouple.

Range -200°C to +350°C
Resolution 0.3°C
Accuracy = 0.5°C.

IP53

I I A I B

6.6.11 Dual Channel Type T Thermocouple

IMC Product Code: IN-TT002Fx
Product Family: NP3200 series

Dual thermocouple base connector

O o o O

As Single Channel Type T Thermocouple with the addition of a second external Type T
thermocouple channel.

6.6.12 single Channel Type T Thermocouple + Door Switch

1 IMC Product Code: IN-TTDO1Fx
[l Product Family: NP3200 series
"1 Single thermocouple base connector
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"1 As Single Channel Type T Thermocouple with door monitoring and alarm function.
"1 Range -200°C to +350°C

"1 Resolution 0.3°C

(1 Accuracy £ 0.5°C.

0 IP53

6.6.13 Dual Channel 4-20mA Input

[0 IMC Product Code IN-MAQOQ1Fx

[l As Single Channel Internal Thermistor Temperature with the internal thermistor being
replaced with two current channels.

©1 Input 4-20mA.

6.6.14 Dual Channel Voltage Input Transmitter

] IMC Product Codes IN-VT001Fx, IN-VT002Fx, IN-VT003Fx

1 As Single Channel, Air Temperature, Internal + Door Switch the internal thermistor being
replaced with two voltage channeks.

6.6.15 Temperature and RH Transmitter
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IMC Product Code IN-RHO01Fx

As Single Channel Internal Thermistor Temperature + door monitoring and alarm
function using the internal thermistor.

Sensor type: Sensirion type SHT75.
RH range 10-90%.
Resolution 0.1%.

Accuracy £3%.

e I I A N

Sensor mounted in external housing fixed to case.

6.6.16 Linear Transmitter (1V 5V 10V 4 to 20mA)

Hardware

Connect the supplied cable as follows: Red +ve, Blue -ve

The input impedance of the 0...10V and 0...5V voltage units is a nominal 10k, that of the
0...1V device is 100k. They can withstand a permanent over voltage of 2 * nominal, and
short term polarity reversal.

0...20mA devices present an internal load resistance of 50R and wil normally be connected
as shown below. The user must ensure that no more than 2V is applied across the Red and
Blue Notion Pro connections under any circumstances. The 50R resistance shown is internal
to the device; the user does NOT need to add this.

4-20mA Loop Powered Sensor Connection

Sensor Supply +ve

+ve
Loop Powered
4.20mA Sensor
-ve
|:|5DR
Sensor Supply -ve BLUE |

With a gain of 1.0 and offset = 0 (default) the software wil read V or mA directly. To read
in other engineering units set the OFFSET to be the voltage/current at which the device
reads 0 and the gain/units as required.
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Example 1 - A 0...1V sensor corresponds to +/-100Bar
Offset =0.500, Gain=100/0.5=200, Units="BAR’

For 4 to 20mA: Gain = sensor range / 16, Offset = 4 - (minimum sensor reading / Gain)
Example 2 - A 4...20mA sensor corresponds to 0 to 100Bar

Offset =4.00, Gain=100/16=6.25, Units="BAR’
Example 3 - A 4...20mA sensor corresponds to 90 to 100Bar

Gain = (100 — 90) / 16 = 0.625, Offset = 4 - (90 / 0.625) = -140, Units="BAR’

Note: Applying signals levels over the limits stated above may damage the unit
and will invalidate the warranty

6.7 Base Unit Installation Procedure (typical)
|

Note: This procedure takes you through the generic setup steps for physically setting up
the members of the Notion Pro Base Unit family, that is:

"I Network Receiver
"1 Echo Module
1 SMS Module
"1 ARB Module

Each of these units will be referred to as a ‘Base Unit’ in the following procedure.

Install Step Notes

1. Using the mounting —— When mounting the
bracket as a driling - Pl f Base Unit, you should
template, drill holes for bear in mind that you
the Base Unit wall may need to run cables
mounting bracket into ™ from the Base Unt to
the wall at an the 12V power supply,
appropriate location. also Ethernet and

RS485 connections.

2. Using the spacers
provided to give
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Install Step Notes

clearance, Screw the
mounting bracket to
the wall.

3. Using a Philips
screwdriver, remove
and retain the screws
from the battery cover
plate at the rear of the
Base Untt.

4. Insert the backup
battery into the recess
at the rear of the Base
Untt, taking care to
insert the connector
attached to the battery
into the matching
connector within the
Base Unit.

5. Screw the battery
cover plate to the rear
of the Base Unt.

6. Attach the Base Unit to
the mounting bracket.

7. Using the supplied R145 (Echo Module
cable, connect the communicates by radio
Base Unit to your and must NOT be
Network. connected to a
Network.)

8. Using the supplied
cable, connect the
Base Unit to its 12V
power supply.

9. Plug the power supply
cable into the power
supply unit.
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Install Step Notes

10. Slide the appropriate Do not connect the
plug adaptor onto the power supply to the
power supply. mains supply yet.

11. Plug in the Base Unit A green light comes on.

power supply to the
mains supply and
switch on at the mains

Power Supply works
automaticaly with 110V-
120V or 220V-240V

socket. ‘
mains voltage.
11. Go into Notion Pro to See Configure Devices

add the device and
configure it for use.

6.8 Relay Connections

| - RED . C
2 - WIHITE

I BLACK l

4-YELLOW | NC

5 _PURPLL °\c

6-BLUL ] NO .
SHIELD

[ Pins 1&3, 28&4, 5&6 are internally connected together in pairs to increase the current
carrying capacity

1 The shield wire is internally connected to GND.

I Both relays have the same pinout and the cables are interchangeable.

(1 These relay outputs are suitable for low voltage switching.
Rating: Max. loadlA at 24V, do NOT exceed 50V; shield is connected to Unit QV rail.
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7 Using the Help

Selecting Help>Notion Help gives the Notion Pro Help, in its own window.

@ hittp://127.0.0.1/H:/Notion320Pro/Help/HTML/index.htmli?what_does_notio1 O v & (2 What does Notion Pro do?

[ Euick Search: p g} 'CD )3 - z_‘ =) & ﬁ & &
Undock ShowHide Permazfink Home Previous  Met

Browse Index Search

New Tab Showi/Hide  Print

[ Basic Operations in Nation Pro
ElHow To . ..

-] Reference Section

|") Using the Help

Notion Pro 4 J'\.;,,]J What does Notion... H ||
Navigation: Introducing the Notion Pro Syster
) Introducing the MNotion Pro System A
B e What does Notion Pro do?
|] Installing your Notion Pro Equipment
] Getting Started with the Notion Pro IceSpy Notion Pro enables you to configure and monitor temperature sensors installed in A

(typically) refrigerated storage units or other temperature-sensitive environments.

Notion Pro is a System, containing software and hardware. For details of the hardware, see the
IceSpy Notion Pro System Manual, IMC doc. no. IM5521.

The Notion Pro software (described in this Help) gives a graphical user interface (GUI) which
works through all the main web browsers, for display on a desktop PC or laptop.

Summary of Functionality

Data is mainly generated by wireless sensors and collected by wireless receivers. The data is
relayed to the server by TCP/IP, USB or GPRS and is stored in an SQL database. The data is then
available for viewing using a local management application or via a standard Web Browser.

Notion Pro is:

Scalable

Notion Pro can be installed on a single site with 1 user up to 100's of sites with
1000's of users.

Browser- Notion Pro uses commercially available browsers such as Explorer, Chrome or

based Firefox to view the data.

SQL Notion Pro uses an SQL database - the modermn method making it easy to access

Database data. The SQL database could be used by 3rd-party tools if required/commercially
desirable.

Notion Pro:

€ 2015 IMC Group Ltd HP5525 Version 1.1

+ allows you to rapidly change what you need to, given the necessary permissions v

The large pane on the right gives the Help for the topic you have selected in the 'co__r)tents
ist' pane on the left. Click 4 to hide the contents pane, click » to show it again. The =
symbols and the text alongside them are 'chapter headings'. Click the ! to show the

contents of the 'chapter' (the symbol changes to L), click L again to hide the chapter
contents. Some of the 'headings' have their own content (for example 'Getting Started' and
"The Opening Display'), some 'headings' just open onto a list of Help topics (for example
'Basic Operations in Notion Pro').

The tabs at the top of the topic pane give you tools for getting Help in different ways.

The left-hand tab displays the name of the currently displayed Help topic. The Keyword
Index gives a list of keywords (like an index in a reference book) that you can search on
for Hep.
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JE” Setting Started “ Keyword Index || ‘

ABCDEFGHIIKLMNOPQRSTUVWXYZ

| | | Search Keywords ‘ ] Instant Search ® First Word ) Word Anywhere ) Full Text
Search

- -
Account
Acknowledge
Alarm
Alarms
and emails
and SMS messages
defining message recipents
Audit
-B-
Battery
ol
Calendar
Calibrate
Calibration b

T mlibemds s (R~

For example, to find a Help topic containing the word 'Calendar' simply click on Calendar in
the index on the left. Some keywords appear in more than one Help topic, and a sub-menu
of topics appears. For example, 'Battery' appears in three Help topics:

Battery

-C i The Cpening Display
Cal! [ Basic Operations in Notion Lite
Ea!! [ Battery

To click on another keyword move down the list using the scroll bar on the right, or click on
a keyword inttial letter on the list at the top.

To search for a keyword, enter the keyword in the box to the left of the | Search Keywords |
button, then click on the button.

Instant Search megng that the search wil jump to the required keyword, and highlight it,
even before you have finished typing it. Clear the tick box to disable this facility.

=

SEIrsL Word means only the keyword whose first word is the search keyword is found,
'® Word Anywhere aang that all keywords which contain the search keyword at any
position will be found. For example, a search for 'Offset’ with 'First Word' selected means
that 'Offset' will be found but 'Calibration Offset' would not be. A search for 'Offset’ with
'Word Anywhere' selected would mean that both 'Offset' and 'Calibration Offset' would be
found.

® Full Text Search oang that any word containing the search keyword string will be found.
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For example, a search for 'Cal with 'Full Text Search' clear would find 'Calendar', 'Calibrate’,
'Calibration' and 'Calibration Offset' but not 'Graphical Display'. With 'Full Text Search'
selected, 'Graphical Display' would be found too.

The Search tab enables you to search for any keyword in the Help, regardless of whether
the word is in the Keyword Index or not.

Clicking will produce a list of topics which contain the keyword(s) that has been
searched for, ranked in order of number of occurrences of the keyword within the topic.
The Score value gives the relevance of the topic found.

® any search words means that topics containing any of the search keywords wil be listed. For
example a search for 'Configure Transmitters' would give a list of all topics containing
'Configure' or 'Transmitters'.

® all search words means that only those topics containing all of the keywords wil be fisted.
For example a search for 'Configure Transmitters' in this case would give a list of all topics
containing 'Configure' and 'Transmitters'.

R=Rd! gives a method of scroling through the three tabs at the top of the Help window
(click the left and right arrowheads).

The Help toolbar:

[ Quick Search: —~ . . ; 2 N |
|Qu1c Sear] | J_) = @ ._)3 o B (= 5 o P=] =
Browse  Index Search Undock Mew Tab ShowHids: Prink Permalink  Home Previous  Mext |

gives additional methods of navigating through the Help and performing operations on .
(Most of the icons in the toolbar perform the same operations as the main Topic/Keyword
Index/Search tabs described above.)
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8 Frequently Asked Questions
FAQ Contents
Operating System Questions
Can I install Notion Pro on Windows 8?
Can I install Notion Pro on Windows 8.1?
Can I install Notion Pro on Mac, Linux, Windows XP or Server 2003?
How do I tell if my PC is Windows Pro or Enterprise?

How I .Net 3.5 to Server 2012 without installation media?

need any Microsoft user accounts?

= Licensing, Hosting & Components Questions
How is the system licensed?
What are the typical server requirements for the server side of the system? List the requirements for
physical and virtual environments?
How can the main server system software be supplied/hosted?
Does the system use any third party APT's if so are there any cost implications?
Is there any hardware limitations?
When will the system be offline and unavailable to the user?
Does the system require any third party licences?

Can the system be installed and operated in a virtual server environment?
If the system is supplied as SaaS (Software as a Service) in the cloud where is it located?

If the system is supplied as SaaS (Software as a Service) in the cloud would this hosted at your

premises?
If the system is supplied as SaaS (Software as a Service) in the cloud does it operate independentl

from the other systems?

If the system is supplied as SaaS (Software as a Service) in the cloud what methods are available to
prevent unauthorised access?

Does the system have an API (Application Programming Interface)?

Does the client interface require any additional software (Plug-ins, Add-ons, Java, Flash, word
processor, spreadsheet)?

Is there a fixed schedule for software upgrades and patches?

Are there training or test environments available on the system?

= Database Questions (SQL/Data Storage)
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What SQL server can I use with Notion Pro W600B?

Can I use Notion Pro with an Oracle SQL or a MySQL server?

When I create a New Database from NotionProConfig, I get a TargetInvocationException message?
What is the expected database growth?

Notion Pro does not work after a Microsoft SQL update?

When I browse to Notion Pro I see text with SQL login or connection errors; or the

NotionProDataService is showing SQL login or connection errors in the Application Event Log; what

can Ido?

How can system data be backed up?

Can the system archive data?

Is the system scalable?

How can you retrieve a complete copy of the dataset?

If hosted system contract is terminated what happens to the data?
Are there any limits the number of concurrent users?

Is there a limit to the data volumes on the server side of the system?
What are the backup and data protection measures?

On hosted systems what are the DR and BC plans?

Will the system need to be off line during the back-up process?

= Network, E-mail & Connection Questions
What is the data upload from a Network Receiver / Hybrid Receiver Base Unit to the Notion Pro
server?
Notion Pro is not working with my email server, what can I do?
How do I find the DNS suffix required for Notion Pro Base Util settings?
There is no data arriving from my Base, or my ARB Module shows no Alarm screens, what can I do?
How do I allow internet access to the Notion Pro website?
How much internet bandwidth capacity is required for users client interface?

What protocols does the system use?
What is RSSI?

= Security & Conformity Questions
What is the minimum password length?
What is the Password Strength?
Where are the passwords stored?

Can users change their passwords?
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Can administrators change user’s passwords?

Can the system enforce a password change at initial logon?

Is a user forced to change their password after an administrator has reset it?

Can the system enforce password history?

Can the user id and password be the same?

Does the system enforce a maximum password age?

Are accounts suspended if the user fails to change their password before or at the maximum
password age?

Are passwords encrypted?

Can the system suspend an account after a number of failed login attempts?

Does the system have an inactivity logout?

Can the system control user access rights?

Does the system maintain a log of all system activity?

Are system activity logs date and time stamped?

Can you view or export the system activity logs?

Are there any security implications or restrictions arising from the use of the system in a virtualised
environment?

Does the system conform to eGov standards BS7666 for personal information?

Are there any licence implications arising from the use of the system in a virtualised environment?
Does the system conform to the Data Protection Act 1998?

Does the system have built in audit trail to track user changes?

Does the system undergo regular independent security testing by an accredited organisation with
recognised qualification CESG (Certified Cyber Security Consultancy)?

Do the Service providers that host the systems have 1ISO27001?

Who has access the audit trail on the system?

Is there any system testing during the system deployment?

Does the system support data classification schemes such as HMG Protective Marking Scheme?
Is there any personal data held on the system that needs to be transferred in accordance with the 8th
principle of the Data Protection Act 1998?

Is the data in transit appropriately encrypted?

Is the System compliant with UK e-Gov standard e-GIF interoperability?

= User Interface & Browser Questions
Graphs are not displaying properly, and/or date time pickers not working with Internet Explorer?

Notion Pro does not display properly in my browser after an upgrade?
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How can the data be viewed?

On what devices can the data be viewed?

Where can I view my data if my system is on my LAN?
Where can I view my data if my system is in the Cloud?

Operating System Questions

Can I install Notion Pro on Windows 8?

There is no technical reason why Notion Pro should not work with Windows 8 Pro or
Enterprise. However; due to the limited business user base and difficutties with using the
user interface on a PC, The IMC Group does not recommend, or provide support for,
Notion Pro installations on Windows 8.

Customers should upgrade to Windows 10, before instaling Notion Pro.

Can I install Notion Pro on Windows 8.1?

Synergy can be installed on Windows 8.1 Pro or Enterprise. However; due to the limited
business user base, The IMC Group is only able to provide limited support for Notion Pro
installations on Windows 8.1; and would recommend upgrading to Windows 10, before
instaling Notion Pro.

Can I install Notion Pro on Mac, Linux, Windows XP or Server 2003?

No.

How do I tell if my PC is Windows Pro or Enterprise?

Note: This FAQ only applies to desktop operating systems, such as Windows 7, Windows
8.1 and Windows 10; it does not apply to server operating systems.

Open: Control Panel 0 System.
Below the 'View basic information about your computer’ title, there is a section headed
‘Windows edition’.
Here you should see something like:
Windows 7 Professional, or Windows 7 Enterprise,
Windows 8.1 Pro, Windows 8.1 Enterprise,
Windows 10 Pro, Windows 10 Enterprise.

Some editions may show a letter code, such as ‘N’ at the end of the edition description, e.g.
‘Windows 10 Enterprise N’, this can be ignored.

If your edition of Windows is not shown above, then Notion Pro may not work on your
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computer and should not be installed.

How do I add .Net 3.5 to Server 2012 without installation media?

Note: This requires an internet connection.

Open a command prompt as administrator, and run the folowing command:
dism /online /enable-feature /featurename:NetFx3 /all

Check server features, .Net Framework 3.5 should be added.

Licensing, Hosting & Components Questions

How is the system licensed?

On-premise systems will need licensing by sites, users, and add-ons if you require more
than the default options.

What are the typical server requirements for the server side of the system? List
the requirements for physical and virtual environments?

See the system prerequisites documentation.

How can the main server system software be supplied/hosted?

The system can be supplied as SaaS (Software as a Service) or On-Premise.

Does the system use any third party API’s if so are there any cost implications?

Yes, but no cost implications to the end user.
Is there any hardware limitations?

See system prerequisites documentation.

When will the system be offline and unavailable to the user?

During the application system upgrades and patches and also during some applications of
Microsoft updates to the server.

Does the system require any third party licences?

Yes at no additional cost to end user: Accepted by EULA agreement.

Can the system be installed and operated in a virtual server environment?
Yes, works with standard virtualisation technologies (VMware etc.).

If the systemis supplied as SaaS (Software as a Service) in the cloud where is it
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located?
We normally use UK data centres to host our systems but in principle anywhere.

If the system is supplied as SaaS (Software as a Service) in the cloud would this
hosted at your premises?

No to ensure customer SLA’s and security levels are maintained we outsource suppliers that
meet our requirements.

If the system is supplied as SaaS (Software as a Service) in the cloud does it
operate independently from the other systems?

Each customer system is allocated its own server environment therefore each system
operates independently by design, only sharing the underlying resources of the cloud.

If the system is supplied as Saa$S (Software as a Service) in the cloud what
methods are available to prevent unauthorised access?

The system can be connected with a site to site using VPN (Virtual Private Network), and/or
use a configurable firewall.

Does the system have an API (Application Programming Interface)?

There are no direct APIs available however we do provide access to data via Modbus and
OPC at addtional cost.

Does the client interface require any additional software (Plug-ins, Add-ons,
Java, Flash, word processor, spreadsheet)?

The client interface uses just standard browser technology. Viewing user generated reports
wil however require a PDF reader and / or a CSV file reader.

The management tool wil require software to be installed (normally on just one machine).
This tool is used for a variety of hardware related configuration tasks

Is there a fixed schedule for software upgrades and patches?

No, updates are released as required.

Are there training or test environments available on the system?

Yes easily created as required.

Database Questions (SQL/Data Storage)

What SQL server can I use with Notion Pro W600B?
Microsoft SQL 2008 R2, Microsoft SQL 2012, or Microsoft SQL 2014.
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Can I use Notion Pro with an Oracle SQL or a MySQL server?

No.

When I create a New Database from NotionProConfig, I get a

TargetInvocationException message?

This Exception is thrown by the underlying Microsoft .Net code when your server has
Federal Information Processing Standards (FIPS) mode enabled; Microsoft no longer
recommend the use of FIPS mode.

To disable FIPS Mode:
Control Panel I System and Security 1  Administrative Tools 0 Local Security Policy.
In Security Settings, expand Local Policies, and then click Security Options.

Scroll down to “System Cryptography: Use FIPS compliant algorithms for encryption,
hashing, and signing”. Make sure the setting is disabled.

You will now need to use Microsoft SQL Server Management Studio to delete the notionPro
database, before clicking New Database again.

What is the expected database growth?

Depends on number of sensors, Sensor types, number of alarms and logged events etc. If
we took a system with 50 sensors, (40 single channel and 10 dual channel), as an example,
the data growth would be approximately 700Mb per year + Alarms + log entries + SQL
transaction log.

When I browse to Notion Pro I see text with SQL login or connection errors; or
the NotionProDataService is showing SQL login or connection errors in the

Application Event Log; what can I do?

Note: A SQL Login error can be caused by a connection issue to the SQL server instance; it
is not necessarily an account login issue.

W600B systems:

Because W600B systems connect to a database on a different machine to the Notion Pro
server, the Apache Service and NotionProDataService run as a specified active directory
user, created by your IT Administrator or service provider so that the services can
authenticate against the SQL server.

There are a number of potential causes: not rebooting after an upgrade; network
connection issue; firewall changes; logins being changed on the domain; logins being
changed on the SQL server or a user changed on the database; that the Notion Pro or SQL
server for some reason, could not get a connection to the Customer’s domain controller on
a reboot; antivirus program blocking the connection on start-up; Notion Pro or SQL server
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name change; database(s) being altered; to name but a few.

Note: If you request IMC Group Ltd Support and the problem turns out to be an internal IT
issue, such as one of the above, then you may be charged for the support given.

Note: W600B systems must be installed and maintained by experienced IT personnel; as
such this FAQ answer is intended for IT Administrators, if you are not an experienced IT

professional, ask your IT Administrator or service provider for assistance. In order to fault
find this kind of problem, you wil need administrator access to both the Notion Pro Server,
and the SQL Server.

If SQL Server Management Studio is installed on the Notion Pro Sever, use it to test the
connection to your SQL Server.

If SQL Server Management Studio is not installed, you can test the connection using Telnet;
Tenet to the SQL server on the instance port number, (the default port number is 1433); if
you get a connection error message, then your IT Administrator or service provider wil
need to resolve the connection issue to the SQL server.

If the connection works; then you can try restarting the Apache service and the
NotionProData Service — this can resolve odd login glitches.

Next check that the Login used by Notion Pro has not been altered. During installation, the
Apache service, NotionProArchiveService, and NotionProDataService wil have been set to
use a network login account provided by your network administrator. Check that the
services stil log on as this account.

Check that this login still exists on the SQL server instance, and also that the user stil exists
on the notionPro and IMCNotionProArchive databases:

notionPro database user should have db_datareader, db_datawriter,
db_backupoperator and db_owner roles.

IMCNotionProArchive database user should have db_datareader and db_datawriter
roles.

Check that the login password has not been altered; try to login as the user on a network
computer, or try resetting the user login on one of the Notion Pro services.

WG600A systems:

There are a number of potential causes: not rebooting after an upgrade; logins being
changed on the SQL server or a user changed on the database; antivirus program blocking
the connection on start-up; Notion Pro server name change; database(s) being altered; and
others.

Note: If you request IMC Group Ltd Support and the problem turns out to be an internal IT
issue, such as one of the above, then you may be charged for the support given.

Note: In order to fault find this kind of problem, you wil need to be logged onto the Notion
Pro server as a local administrator.

Run SQL Server Management Studio. The Connect to Server  dialog wil show, the Server
Name entry should show the name of your Notion Pro server and the SQLEXPRESS
instance, in the form <Server name>\SQLEXPRESS; if the correct entry is not shown,
select it from the drop down combo selection; click connect.
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If SQL Server Management Studio cannot connect to the SQL server instance, make sure
the SQL server is running. Open Control Panell Administrative Toolsl Services; then try
starting or restarting SQL Server (SQLEXPRESS) and SQL Server Browser.

Expand Security then Logins. Check Management, and NT AUTHORITY\NETWORK
SERVICE or Network Service, and NT AUTHORITY\SYSTEM or System Logins are present.

Expand Databasesll notionProll Secuirtyl Users; check that the following users are
present: Management, and NT AUTHORITY\NETWORK SERVICE or Network Service, and
NT AUTHORITY\SYSTEM or System.

In turn right click each User, and select properties; check the following roles:
Network Service user must have db_datareader and db_datawriter.

System must have db_datareader, db_datawriter, db_backupoperator and
db_owner.

Expand IMCNotionProArchivell Secuirtyll Users; check that the NT AUTHORITY\SYSTEM
or System User has the db_datareader and db_datawriter roles.

If any of the Users, Logins, or roles is missing, they wil need to be recreated; t is advisable
to request IMC or your distributor to do this work.

Note: Where IMC provides support to fix changes that have been made to Users, Logins,
and / or Roles; then this work wil be chargeable.

How can system data be backed up?

The system has its own archive and backup routines, which allow data to be stored in a
convenient location, ready to be backed by any proprietary backup program.

Can the system archive data?

Yes and the archived data to can be viewed on demand via the standard browser interface.

Is the system scalable?
Yes, within SQL data limits.

How can you retrieve a complete copy of the data-set?

All of the system backups are a complete copy of the data-set.

If hosted system contract is terminated what happens to the data?

After giving the customer the option of a copy of the data, the hosted system wil be rebuit
with a fresh image and all data erased.

Are there any limits the number of concurrent users?

Only imited by SQL version and underlying system resources

Is there a limit to the data volumes on the server side of the system?
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Yes limited by the version of the SQL (SQL express: 10GB, SQL Standard: > 1 terabyte)

What are the backup and data protection measures?

This depends on the system configuration, design and end user requirements.

On hosted systems what are the DR and BC plans?

Hosted Systems DR and BC considerations are configured in line with individual end user
requirements. Typically DR would involve server imaging and off site data backup.

Will the system need to be off line during the back-up process?

No

Network, E-mail & Connection Questions

What is the data upload from a Network Receiver / Hybrid Receiver Base Unit to

the Notion Pro server?

This depends on the number of sensor being received by the base receiver. Trying to give
a size for one sensor would be of little value, as data is transferred from the base unit at
about the same frequency as the sensor transmission rate; so most of the data would
actualy be due to the communications protocol. If we took a system with 50 sensors; then
the average upload would be approximately 7700bytes. Uploads occur approximately once
per minute.

Notion Pro is not working with my email server, what can I do?

First of al, check the Notion Pro Email log for error messages. And make sure that you
have entered the email server name / IP address; sender email address; and user name
and password correctly.

When you are sure all the settings are correct; then you can try to connect to the email
server from the Notion Pro server using the Windows Telnet client.

Note: you may need to turn on the Telnet Client in Windows features first.

Open a command prompt, and type Telnet <email server host name or IP address>:<port
number> <press enter>

For example: mailserver:465 or 192.168.1.12:25

You should see a login message from your email server - the exact message wil depend on
the email server.

If you do not see a login message, then the email sever address is either wrong, or is not
reachable from the Notion Pro server; and you wil need to ask your network administrator
or IT service provider for assistance.

If you get a login message, then it is most likely that the email server is refusing to accept
the account login credentials provided to Notion Pro.
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Check the Notion Pro server machine event log for errors. Open: Control Panel
Administrative Tools 0 Event Viewer.

The select Windows Logs and then Appilication; look for Error entries with
NotionProDataService as the Source, and Event ID’s in the 33000, and 21000 ranges, e.g.
21007.

Looking at the General descriptions for these errors can give an indication of the problem.

How do I find the DNS suffix required for IMC Base Utility settings?

Open a command prompt on the Notion Pro server, or other Windows PC on the same
domain, and run wmic computersystem get domain

There is no data arriving from my Base, or my ARB Module shows no Alarm

screens, what can I do?

There are a number of potential causes for this problem, please work through the list below,
before contacting your supplier for assistance.

Power
Have you fitted batteries to your transmitters? If not fit them now.

If the green power LED is off, then the device is not powered, you need to connect power
to the device.

Radio Reception

For a Base check that radio data is being received. The green LED should flash periodically;
if not move a transmitter close to the base and check again; if there is stil no flashing,
contact your supplier.

Network connection

The amber network LED wil flash more than once a second, if a device has no network
connection, or if a DHPC enabled device is unable to obtain an IP address. If this is the case
carry out the following:

Look at the LED's on the network socket; the amber LED should be solid, and the green LED
flashing frequently; if not you have an issue with your network connection, contact your
system administrator or IT support provider for assistance.

If the device needs to use a fixed IP:

Use the IMCBaseUtiity application to re-apply settings to the device, checking that the
correct IP address is used.

If the device needs to use DHCP:

Use the IMCBaseUtityl application to re-apply settings to the device, checking that the ‘Use
static IP Address’ check box is NOT selected.

Also, check with your system administrator or IT support provider that the DHCP server is
configured to allow your devices to obtain an address; options such MAC fitering can
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prevent devices from obtaining IP settings from your DHCP server.
Device Configuration
Check that the device is correctly set-up in Notion pro:

Log into Notion Pro; and select Admind Device Configurationd Edit/View Devices, this will
display a table of Control Devices.

Check that the devices serial number is correct, and for a Base check that the device is a
member of a Device Group.

Network Configuration

The amber network LED wil flash approximately once a second, if the device has network
connectivity, but is unable to connect to the Data Service on the Notion Pro server. If this is
the case carry out the following:

Make sure the data service is running. On the Notion Pro server, open Control
Panell Administrative ToolsO Services; check that the NotionProDataService is running.

If the device is configured to connect to your Notion Pro server using a hostname, make
sure that the hostname is resolvable:

Open a Command prompt, and type nslookup <full hostname with DNS suffix> <press
enter>

Example nslookup computer.domain.local

The command will display the name and IP address of your DNS server, folowed by name
and IP address of the supplied hostname. If the DNS server name and address is folowed
by an error message, such as *** <DNS server> can't find <hostname> then the
hostname you have used is not resolvable and you wil need to obtain assistance from your
system administrator or IT support provider.

Make sure that any firewall on the Notion Pro server — including the Windows firewall - is not
blocking the incoming device connection; and that you have added rules to allow incoming
connections on the Base Data port, (default port number is 10997).

Make sure any Anti-Virus or network security product on the Notion pro server is configured
it to allow the various Notion pro services to operate; if the Anti-Virus / network security
product is intended for the home / consumer market, you may need to replace it with a
product intended for professional use. Contact your system administrator, IT support
provider, or the product vendor, for assistance.

How do I allow internet access to the Notion Pro website?

You wil need to create a rule on your Corporate Firewall to allow an inbound connection to
your Notion Pro server on port 80.

If you wish to use a port other than 80 for external access to the Notion Pro website, you
can configure the rule to use 'Port Translation', so that the external port xxxxx is connected
to port 80 on the Notion Pro server.

Example
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Internal users - http://LAN-Address/notionpro
External users - http://WAN-Address/notionpro
External users with Port Translation' - http://WAN-Address:xxxx/notionpro

Note: Different Firewalls use different terminology. 'Port Translation' may be caled some
thing different on your Firewall.

How much internet bandwidth capacity is required for users client interface?

Several client users can be connected over a standard ADSL line.

What protocols does the system use?

SMTP, IMAP, POP3, SMS, GPRS, HTTP client access, TCP communication between
sensors, bases, and backend system services.

What is RSSI?
RSSI stands for Received Signal Strength Indicator; it is an indication of the power in a signal
received by a radio receiver.

Security & Conformity Questions

What is the minimum password length?
It is configurable from 4 to 40 by the system administrator

What is the Password Strength?

The system can configure password strength rules by specifying the minimum number of
upper case letters, lower case letters, and numbers. Options are set by the system
administrator.

Where are the passwords stored?

They are stored as non-readable encrypted strings in the SQL database

Can users change their passwords?

Yes as long as they know their old password.

Can administrators change user’s passwords?

Yes they can without knowing the old password. A counter signatory wil be required for this
in the compliant versions.

Can the system enforce a password change at initial logon?

Yes but currently only on compliant systems
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Is a user forced to change their password after an administrator has reset it?

Yes but currently only on compliant systems.

Can the system enforce password history?

Yes the password depth is set to 1 in the standard system, and is configurable up to a
maximum of 10 on a compliant system. Specifying a low number for ‘Enforce Password
History’ allows users to continually use the same small number of passwords repeatedly

Can the user id and password be the same?

No, the system wil not allow the user to use a password the same as their ID.

Does the system enforce a maximum password age?
Yes, tt is configurable by system administrator from 30 to 730 days.

Are accounts suspended if the user fails to change their password before or at
the maximum password age?

The account is not actually suspended, but the system wil not allow further access unti the
user has changed their password.

Are passwords encrypted?

Yes

Can the system suspend an account after a number of failed login attempts?

Yes, if the user exceeds the number of allowed retries (can be set 1 to 10) in the
predefined retry period of time (can be set from 10 to 1140 minutes). The user wil be
locked out of the system for predefined period of time (up to 1140 minutes).

Does the system have an inactivity logout?

Yes the time period can be set from 5 to 60 minutes.

Can the system control user access rights?
Yes individually, or by assigning them to groups/roles.

Do you need any Microsoft user accounts?

Only on B variant systems, for the system to access the SQL database; but not for the
users.

Does the system maintain a log of all system activity?
User logins, system settings edits, alarms, and system events are logged.

Are system activity logs date and time stamped?

Yes
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Can you view or export the system activity logs?

Yes, you can view directly in the system and/or generate reports.

Are there any security implications or restrictions arising from the use of the
systemin a virtualised environment?
No

Does the system conform to eGov standards BS7666 for personal information?

N/A - There is no personal information held on the system.

Are there any licence implications arising from the use of the systemin a
virtualised environment?
No

Does the system conform to the Data Protection Act 1998?

The system does not hold any client information that is subject to the Data Protection Act
1998.

Does the system have built in audit trail to track user changes?

Yes user changes are logged along with date/time, but not the IP address of the user.

Does the system undergo regular independent security testing by an accredited
organisation with recognised qualification CESG (Certified Cyber Security
Consultancy)?

No

Do the Service providers that host the systems have 1S027001?
Yes

Who has access the audit trail on the system?

Access to the audt trail is set by the administrator and defined on an individual basis or by
roles in the system.

Is there any system testing during the system deployment?

Yes, if the compliant option is selected

Does the system support data classification schemes such as HMG Protective
Marking Scheme?
No.
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Is there any personal data held on the system that needs to be transferred in

th

accordance with the 8 principle of the Data Protection Act 1998?

No the system does not hold any personal data.

Is the data in transit appropriately encrypted?
Not in HTTP version of the product but HTTPS can be supported.

Is the System compliant with UK e-Gov standard e-GIF interoperability?

The system conforms to some of the key e-GIF policies, by adoption of the browser as the
key interface presenting data and adoption of common specifications used on the Internet
and World Wide Web for public sector information systems.

User Interface & Browser Questions

How can the data be viewed?

The client access is by a web browser (for a full up-to date list of compatible web browsers
please contact IMC technical support)

On what devices can the data be viewed?

The target client is PC's and Laptops, it can be viewed on mobile devices (but it is not
optimised for these).

Where can I view my data if my systemis on my LAN?

Only via machines on your LAN, unless your firewall is configure to provide the system with
a connection from WAN.

Where can I view my data if my systemis in the Cloud?

From any location with internet access. This may be limited to devices on a VPN if you have
selected that hosting option.

Graphs are not displaying properly, and/or date time pickers not working with

Internet Explorer?

This problem is usually due to Compatbiity Mode being enabled; go to Tools -->
Compatibility View Settings, and disable Dispiay intranet sites in Compatibiity View

Notion Pro does not work after a Microsoft SQL update?

Some SQL updates can leave the SQL server restricted to Singke User access; in this case
rebooting the SQL server will usually correct the problem.

Notion Pro does not display properly in my browser after an upgrade?
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Browser improve web page load times, by caching recent / frequently used pages; cached
pages can cause Notion Pro to appear corrupted after an upgrade; to fix this issue, clear

your browsers cache or history.
The actions required to clear cache / history cannot be laid out in this FAQ because they

differ between browsers, and even between different versions of the same browser;
however, a quick internet search will usualy provide the required information.
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9 Warnings FCC
FCC Class A Notice

Devices sold into the USA comply with Part 15 of the FCC Rules. Operation is subject to the
following two condtions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause
undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and if it is not installed and used in accordance with the instruction manual, it may
cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference, in which case the user wil be required
to correct the interference at his own expense.

Modifications: Any modffications made to this device that are not approved by The IMC
Group Ltd may void the authority granted to the user by the FCC to operate this
equipment.
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