Section 3 - Configuration

Name:

IP Address:

TCP/UDP:

Schedule:

Inbound Filter:

Port Forwarding

This will allow you to open a single port or a range of ports.

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

Enter the TCP and/or UDP port or ports that you
want to open. You can enter a single port or a
range of ports. Separate ports with a common.

Example: 24,1009,3000-4000

The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

:

This option is used to open multiple ports or a range of ports in your router and redirect deta
through those ports to a single PC on your network. Thi feature zllows you to enter ports in
various formats incuding, Port Ranges (100-150), Individual Ports (20, 68, 888), or Miced
(1020-3000, 689).This option s only applicable to the INTERNET sassion.
l Save Seitings l Den't Save Settings I
24 -- PORT FORWARDING RULES
Ports to Open
etnd = 3t Schedule
& Applcation Name = Always =
TP Address ; upp Inbound Filter
0.0.0.0 Computer Mame  + Allow 2l ~
HNarme TCP Schedule
- m Applualion Nans = Mwayas -
P Addrass upp Tnbound Fitter
0.0.0.0 [i] Corputer Mame - Allow &ll -
Hiame TP Schadule
A Applcation Name Always =
T Addrass uop Inbound Fitrer
0.0.0.0 Computer Mame  w Al 2l -
Name TCP Schedule
& Applcation Name = Always -
TP Addrass uce Inbound Fifter
0.0.0.0 m Computer Name e Allow &l =
Name — e Schadule
Al lﬁ] Appication Name - Always -
P Addrass ) ) uop Inbound Fitter
0.0.0.0 Computer Name  » Allews &Il -
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UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-825. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or

The DIR-825 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enabile it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP,
UDP, or Both).

This is the port number on the Internet side
that will be used to access the application. You
may define a single port or a range of ports.
You can use a comma to add multiple ports or
port ranges.

Select the protocol of the firewall port (TCP,
UDP, or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

This option is used to open single or multiple ports on your router when the router senses
data sent to the Internet on a "trigger” port or port range. Specikl Applications rules apply to
al computers on your internal network.

| sawesetings | [ Dontsaesetings |

24 -- APPLICATION RULES

Port Traffic Type Schedule
Trigger . -
Application

e o = Always -
Apolicaton Mame »  Firewall

Trigger
Application
- 8 Always -
Applicaton Mame »  Firawall

Trigger

Application
- - - Always -
Applicaton Name ~  Firewall

Trigger
Application
Amolicaton Mame +  Firewall

‘t see th_a sche!:l _

n th
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the

QoS Engine settings are disabled and application priority is not classified automatically.

Enable Traffic This option is disabled by default. Enable this option for
Shaping: better performance and experience with online games
and other interactive applications, such as VolIP.

Automatic Uplink This option is enabled by default when the QoS Engine
Speed: option is enabled. This option will allow your router to

automatically determine the uplink speed of your Internet |

connection.

Measured Uplink This displays the detected uplink speed.
Speed:

Manual Uplink The speed at which data can be transferred from the
Speed: router to your ISP. This is determined by your ISP. ISP’s
often speed as a download/upload pair. For example,
1.5Mbits/284Kbits. Using this example, you would enter
284. Alternatively you can test your uplink speed with a

service such as www.dslreports.com.

Connection Type: By default, the router automatically determines whether
the underlying connection is an xDSL/Frame-relay
network or some other connection type (such as cable
modem or Ethernet), and it displays the result as

Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually connected
via XDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other
Frame Relay Network ensures that the router will recognize that it needs to shape traffic slightly differently in order to give
the best performance. Choosing xDSL or Other Frame Relay Network causes the measured uplink speed to be reported

IRK QO0S ENGINE SETUP

Use this section to configure D-Link's Qa5 Engine, The QoS Enging improves your online
gaming experience by ensuring that your game traffic is prioritzed over other network traffic,
such as FTP or Web. For best performance, use the Automatic Classification opton to
autormaticaly set the prionty for your applications.

l Save Seitngs | Don't Seve Settings ]

B
Speed
WAN TRAFFIC SHAPING 5

Enable Traffic Shaping: [7]
Automatic Uplink Speed : [7]
Measured Uplink Spaad @ Not Estimated
Manual Uplink Spead : | kbps << |SeEct Transmission Rate
Connection Type :  Auto-detct

Detected xDSL or Other No
Frama Ralay Network @

Enable QoS Engine : [7]
Automatic Classification : [7]
Dynamic Fragmentation : ||

10 -- QOS5 ENGINE RULES

Namie Priority Protocol
1 (1..255) 5 | %= TCP ~

Local IP Range B Local Port Range
D 0.0.,0.0 tp 255.255.255,255 a ta 85535

Remnce 1P Ranoe Refmate Poit Range

0.0.0.0 o 255.255.255.255 a to 65535

slightly lower than before on such connections, but gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Enable QoS Engine: This option is disabled by default. Enable this option for better performance and experience with online games and other
interactive applications, such as VolP.

Automatic This option is enabled by default. This will allow your router to automatically determine the network priority of running
Classification: programs.

Dynamic This option should be enabled when you have a slow Internet uplink. It helps to reduce the impact that large low priority
Fragmentation: network packets can have on more urgent ones.
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clients that are currently connected to the Broadband Router.

Configure MAC
Filtering:

MAC Address:

DHCP Client:

Clear:

Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the network. You can either manually add a MAC address or select the MAC address from the list of

Select Turn MAC Filtering Off, Allow MAC
addresses listed below, or Deny MAC
addresses listed below from the drop-down
menu.

Enter the MAC address you would like to
filter.

To find the MAC address on a computer,
please refer to the Networking Basics section
in this manual.

Select a DHCP client from the drop-down menu
and click << to copy that MAC Address.

Click to remove the MAC address.

The MAC (Media Access Controler) Address filter option is used to control network access
based on the MAC Address of the network adapter. A MAC address is 2 unique ID assgned by
the manufacturer of the network adapter. Ths feature can be configured to ALLOW or DENY
network/Internet accass.

[ Save Settings ] | Don't Save Settings ]

24 -- MAC FILTERING RULES

Configure MAC Filtering below:
Turn MAC Filtaring OFF

MAC Address DHCP Client Lst

. :___c.r_n_pbter MName
| '_;Lomputer Name

| Computer Name
2| || Computer Name

= | || Computer Mame

< | | Computer Name
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls
to only grant access to approved sites, limit web access based on time or dates, and/or block access from applications

like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access BIZFi1] <
Control Wizard. [

The Access Control option alows you to control access m and out of your network. Use this
feature as Access Controls to only grant access to approved sices, init web access hasad on
time or dates, and/or block internat access for appications ke P2P utites or games.

oo |

ACCESS CONTROL

Enable Access Control : 7]

:;ldanlfr’-_

Logged Schedule

WIRELESS

Access Control Wizard
Click Next to continue with the wizard.

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose 3 unigue name for your palcy

Stap 2 - Sglect 3 scheduk

Step 2 - Salect tha machina te which this policy apples
Step 4 - Salect fitaring method

5tep 5 - Select fitars

5tep 6 - Configure Web Access Logoing
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (l.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

* Address Type - Select |IP address, MAC address, or
Other Machines.

* IP Address - Enter the IP address of the computer
you want to apply the rule to.

Select the filtering method and then click Next to continue.

STEP 1: CHOOSE POLICY HAME

Choose 3 unique name for your pobicy.

Policy Hame :

STEP Z: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Amays
Details : Awnays

(prev | [Mesty] | soe | | Comel

STEP 3: SELECT MACHINE

Sedect the machine to which this policy applhes.

Specty a machine with s 1P or MAC address, or select "Other Machines™ for machines that do not have a policy.

Address Type: ¥ 1 0 MaC O Other Machings
™ Addrass : s Fear bor Hama

Machine Address :

Machine

STEP 4; SELECT FILTERING METHOD

Select the method for Mltering.
Method : © Log Web Access Onby 0 Block All Accass B Block Some Access

Apply Web Fiter: 7
Apply Advanced Port Flters : ¥

Prev | | hext Save Cencel

D-Link DIR-825 User Manual

42



Section 3 - Configuration

Access Control Wizard (continued)

Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

Your newly created policy will now show up under Policy

Table.

STEP 5: PORT FILTER

Add Port Filters Rulbes.

Specty rules to prohibit access to specfic IP addresses and pors,

Enable  Name ity Destil Protocol ot port

Start End
i 0.0.0.0 355,255, 255.255 Ay = [0
£l n.0.0.0 255,25, 255,255 Any [
1 1.0.0.0 255,255, 255,255 Ay «b o | fssss
0 1.0.0.0 255,25, 255,255 Any 55535
1 0.0.0.0 233,253, 253,255 Amy w0 [ S3NS
| 0000 755,255, 255,255 Ay 55535
1 0.0.0.a 255, 255, 255. 755 amy
| 1.0.0.0 255,255, 255,255 Ay

==

STEP 6: CONFIGURE WEB ACCESS LOGGING

Tha Access Contral aptian dows you to Contred 3ccass in and o
feature as Access Controk to only grant aooess to aporve:
ma or dates, andfor block i 0 H

UWIRELESS
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through
the network. To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You
must also select Apply Web Filter under the Access Control section (page 41).

Add Website Select Allow or Deny.

Filtering Rule:

Website URL/ Enter the keywords or URLs that you want to
Domain: allow or block. Click Save Settings.

D-Link

The Wehsite Fiter option allows you to set up 2 list of Web sitas you would like to allow or
deny through your natwork. To uce this feature, you must zlso selact the "Apply Wb Fiter”
chedcbox in the Access Contral section.

[ Save Scttings : ] k Don't Save Settings ]

64 -- WEBSITE FILTERING RULES

Configure Websre Fiter below:
DENY computers access to OMLY these sites

Clear the istbelow...

—
—= —:ﬂ_

SETUP ADVANCED TOOLS STATUS

SUPPORT
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule.

Action: Select Allow or Deny.

SETUP ADVANCED
Enable: Check to enable rule. et e Helpfultimts
i The Inbound Filter option & an advanced method of controling data received from the Give gach rule a3 Name
) ax ér;zrge‘!}tr; ::]rrtlr; g}:ji%rfsgsmréig:u can configure nbound data fitering rules that control data that s meaningful to
Rem Ote IP Start' Enter the Startlng IP address' Enter 0'0'0'0 005 NE Inbound Filbars can !ne used for limiting Br:cg;sto_a SErver on your network_tﬂ a system or s :
If you do not Want to SpeCIfy an IP range : - = %?#%g:ﬁ:nf:étiﬂrt:;mles can be used with Virtual Server, Port Forwarding, or Remote .ﬂlc.iu”.l.? :;—L;n;hcecr“
- : from the WAN.
Remote IP End: Enter the ending IP address. Enter R i

255.255.255.255 if you do not want to Mutm
specify and IP range. = on: Deny ~

Remote IP Range : Enable Remote IP Start Remote IP End

Fl 0000 255,255, 255,255
0.0.0.0 255,255,255.255

Add: Click the Add button to apply your settings.
You must click Save Settings at the top to
save the settings.

b.D.IJ.O 255.255.255.255
0.0.0.0 255,255,255, 255 =
= ¥ i Click the Add or

0.0.0.0 255,255,255, 255 Update button to
- o d rule in
0.0.0.0 255,255,255, 255 .

0.0.0.0 255,255,255,255

Oo@aEEEE

Inbound Filter This section will list any rules that are created.
Rules List: You may click the Edit icon to change the [dd ]| [ gear |

settings or enable/disable the rule, or click o

the Delete icon to remove the rule.
Name Action Remote IP Range

0.0.0.0 | 255.255,255.255

WIRELESS
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