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1. Test Laboratory

1.1. Introduction & Accreditation
Telecommunication Technology Labs, CAICT is an ISO/IEC 17025:2017 accredited test laboratory

under American Association for Laboratory Accreditation (A2LA) with lab code 7049.01, and is also an
FCC accredited test laboratory (CN1349), and ISED accredited test laboratory (CAB
identifier:CN0O066). The detail accreditation scope can be found on A2LA website.

1.2. Testing Location
Location 1: CTTL(Huayuan North Road)
Address: No. 52, Huayuan North Road, Haidian District, Beijing, P. R. China

100191.

1.3. Testing Environment
Normal Temperature: 15-35C
Relative Humidity: 20-75%

1.4. Project data
Testing Start Date: 2025-04-30

Testing End Date: 2025-05-30

1.5. Signature

e
-2
7N
Dong Yuan
(Prepared this test report)

mF

Zhou Yu
(Reviewed this test report)

Zhao Hui Lin
Deputy Director of the laboratory
(Approved this test report)
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2. Client Information

2.1. Applicant Information

Company Name: Japan Radio Co., Ltd.
3000 Scott Blvd, Suite 212, Santa Clara, California 95054, United

Address:
States

Contact: Yuji Kinoshita

Email: kinoshita.yuji@jrc.co.jp
Tel.: +81-49-257-6468

Fax: +81-49-257-6214

2.2. Manufacturer Information

Company Name: Japan Radio Co., Ltd.
3000 Scott Blvd, Suite 212, Santa Clara, California 95054, United

Address:
States

Contact: Yuji Kinoshita

Email: kinoshita.yuji@jrc.co.jp
Tel.: +81-49-257-6468

Fax: +81-49-257-6214
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3. Equipment Under Test (EUT) and Ancillary Equipment (AE)

3.1. About EUT(*)
Description
Model Name
CBSD Category
Antenna Gain
Supported Channel bandwidth
Maximum Output Power

Number of Antenna ports
Frequency range
Type of modulation
Extreme Temperature
Normal Voltage
EUT in Test

(*): Declared by applicant.

CBRS eNodeB Base Station
JRL-1411

Category A

3dBi

LTE:10/20MHz

conducted 24dBm per port for 20MHz bandwidth, 21dbm per
port for 10MHz bandwidth

4

LTE B48 3550MHz-3700MHz
QPSK, 16QAM, 64QAM, 256QAM
-30/+50°C

12V DC

CBSD

3.2. Internal Identification of EUT used during the test

EUT ID* SN or IMEI

UTO1a  1202000466241RB0004

HW Version SW Version Date of receipt
JRL-1411 JR 1.11 2025-04-08

*EUT ID: is used to identify the test sample in the lab internally.

©Copyright. All rights reserved by CTTL.
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4. Reference Documents

4.1. Documents supplied by applicant

Supported features, referring to Annex A for detailed information, are supplied by the client or
manufacturer, which is the basis of testing. CAICT is not responsible for the accuracy of customer
supplied technical information that may affect the test results (for example, antenna gain and loss of

customer supplied cable).

4.2. Reference Documents for testing
The following documents listed in this section are referred for testing.

Reference Title Version

WINNF-TS-0122 Test and Certification for Citizens Broadband Radio Service V1.0.2
(CBRS); Conformance and Performance Test Technical
Specification; CBSD/DP as Unit Under Test (UUT)

ONGO-TS-9001 OnGo Release 1 Certification Test Plan V1.2.1
FCC 47 CFR Part Citizens Broadband Radio Service 10-1-23
96 Edition
KDB 940660 D01 Certification And Test Procedures For Citizens Broadband v03
Radio Service Devices Authorized Under Part 96 October
29, 2020

©Copyright. All rights reserved by CTTL. Page 7 of 39
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5. Test Results

5.1. Summary of Test Results

Test Case Name Description Verdict
WINNF.FT.C.REG.1 Multi-Step registration Pass
WINNF.FT.C.REG.5 Single-Step registration for CBSD with CPI signed data Pass
WINNF.FT.C.REG.8 Missing Required parameters (responseCode 102) Pass
WINNF.FT.C.REG.10 | Pending registration (responseCode 200) Pass
WINNF.FT.C.REG.12 | Invalid parameter (responseCode 103) Pass
WINNF.FT.C.REG.14 | Blacklisted CBSD (responseCode 101) Pass
WINNF.FT.C.REG.16 | Unsupported SAS protocol version (responseCode 100) Pass
WINNF.FT.C.REG.18 | Group Error (responseCode 201) Pass
WINNF.FT.C.GRA1 Unsuccessful Grant responseCode=400 (INTERFERENCE) Pass
WINNF.FT.C.GRA.2 Unsuccessful Grant responseCode=401 (GRANT_CONFLICT) Pass
WINNF.FT.C.HBT 1 Heartbeat Success Case (first Heartbeat Response) Pass
WINNF.FT.C.HBT.3 Heartbeat responseCode=105 (DEREGISTER) Pass
WINNF.FT.C.HBT .4 Heartbeat responseCode=500 (TERMINATED_GRANT) Pass

Heartbeat responseCode=501 (SUSPENDED_GRANT) in First | Pass

WINNF.FT.C.HBT.5
Heartbeat Response

Heartbeat responseCode=501 (SUSPENDED_GRANT) in | Pass

WINNF.FT.C.HBT.6
Subsequent Heartbeat Response

WINNF.FT.C.HBT.7 Heartbeat responseCode=502 (UNSYNC_OP_PARAM) Pass
WINNF.FT.C.HBT.9 Heartbeat Response Absent (First Heartbeat) Pass
WINNF.FT.C.HBT.10 | Heartbeat Response Absent (Subsequent Heartbeat) Pass
WINNF.FT.C.RLQ.1 Successful Relinquishment Pass
WINNF.FT.C.DRG.1 Successful Deregistration Pass
WINNF.FT.C.SCS.1 Successful TLS connection between UUT and SAS Test Harness | Pass
WINNF.FT.C.SCS.2 TLS failure due to revoked certificate Pass
WINNF.FT.C.SCS.3 TLS failure due to expired server certificate Pass

TLS failure when SAS Test Harness certificate is issue by | Pass

WINNF.FT.C.SCS 4
unknown CA

WINNF.FT.C.SCS.5 TLS failure when certificate at the SAS Test Harness is corrupted Pass

WINNF.PT.C.HBT.1 UUT RF Transmit Power Measurement Pass

Note: please refer to Annex B in this test report for the detailed test results.
The following terms are used in the above table.

Pass Amount of testcases with pass results in the given frequency band.

Fail Amount of testcases with fail results in the given frequency band.

Inc Amount of testcases with ambiguous results in the given frequency band.
Declare Amount of testcases with conformity declaration from the client in the given

frequency band.

©Copyright. All rights reserved by CTTL. Page 8 of 39
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5.2. Test Setup Diagram

SAS Test
Harness

SAS-CBSD
interface

CBSD Unit-
Under-Test

CBSD RF
interface

RF Test
Equipment

5.3. Statements
4G LTE Base Station, Model JRL-1411, manufactured by Japan Radio Co., Ltd.. is an initial model

for the test. The CBSD and the Laptop with SAS test harness were connected directly. The RF
antenna port on UUT was connected to spectrum analyzer with RF cable. UUT and the SAS Test
Harnesses were time synchronized. The WinnForum Test Harness Test Harness (V1.0.0.3) was

used. The RF measurement was performed by conducted method.

6. Test Equipment Utilized

Test Equipment List

L. Series Cal Due Calibration
Description Type Manufacture
Number Date Interval
PXA Signal .
N9030B | MY57142378 Keysight 2026-02-20 1 year
Analyzer
Description of Support Units
Description Model No. Series Number Manufacture
Laptop(with SAS Thinkpad
PF-136YPF Lenovo
Test Harness) E480

7. Measurement Uncertainty

For a 95% confidence level, the measurement uncertainties for defined systems are:
Test Discipline Measurement Uncertainty

Conducted RF power 0.68dB

©Copyright. All rights reserved by CTTL. Page 9 of 39
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ANNEX A: Supported Features
Condition Feature Description Supported

C1 Mandatory for UUT which supports multi-step registration message Y

Cc2 Mandatory for UUT which supports single-step registration with no CPI-signed data in | N
the registration message. By definition, this is a subset of Category A devices which
determine all registration information, including location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI-signed data | Y
in the registration message.

C4 Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT | N
measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement | N
report type.

C6 Mandatory for UUT which supports parameter change being made at the UUT and prior | N
to sending a deregistration.

Y: Supported

N: Not supported

©Copyright. All rights reserved by CTTL.
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ANNEX B: Detailed Test Results

Annex B.1 Terms used in Results column

Pass This testcase has been tested, and EUT is conformant to the applied standards
in the given frequency band.

Fail This testcase has been tested, but EUT is not conformant to the applied
standards in the given frequency band.

n/a This test case is either not required/not applicable in the specified band or is not
applicable according to the specific PICS/PIXIT for the EUT.

Inc Test case result is ambiguous in the given frequency band.

Decl Declaration is received from the client to demonstrate the conformity to the
relevant specification in the given frequency band.

BR This testcase is not tested in the given frequency band, but this testcase was

tested with pass result for the initial model in the given frequency band.

©Copyright. All rights reserved by CTTL. Page 11 of 39
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Annex B.2 Testcases Results

[WINNF.FT.C.REG.1] Multi-Step registration

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with the SAS Test Harness

* UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5],
to the SAS Test Harness:

* The required userld, fccld and cbsdSerialNumber registration
parameters shall be sent from the CBSD and conform to proper
format and acceptable ranges.

2 " . : . PASS

* Any REG-conditional or optional registration parameters that may be
included in the message shall be verified that they conform to proper
format and are within acceptable ranges.

Note: It is outside the scope of this document to test the Registration

information that is supplied via another means.

» SAS Test Harness sends a CBSD Registration Response as follows:

- cbsdld=C

3 - measReportConfig shall not be included B
- responseCode = 0
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 12 of 39
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[WINNF.FT.C.REG.5] Single-Step registration for CBSD with CPI signed data

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
UUT is in the Unregistered state
All of the required and REG-Conditional parameters shall be
configured and CPI signature provided

CBSD sends Registration request to the SAS Test Harness:
* The required userld, fccld and cbsdSerialNumber and
REGConditional cbsdCategory, airnterface, measCapability and
cpiSignatureData registration parameters shall be sent from the

CBSD and conform to proper format and acceptable ranges. PASS

Any optional registration parameters that may be included in the
message shall be verified that they conform to proper format and
are within acceptable ranges.

» SAS Test Harness sends a CBSD Registration Response as follows:
- cbsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 13 of 39
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[WINNF.FT.C.REG.8] Missing Required parameters (responseCode 102)

Test Execution Steps Results

H*

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

—_—
1
1

* UUT is in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -

SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 — SAS response does not include cbsdld -
- responseCode = 102
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

[WINNF.FT.C.REG.10] Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

* UUT is in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -

SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 — SAS response does not include cbsdld -
- responseCode = 200
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 14 of 39
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[WINNF.FT.C.REG.12] Invalid parameter (responseCode 103)

Test Execution Steps Results

H*

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

* UUT is in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -

SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 - SAS response does not include cbsdld -
- responseCode = 103
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

« UUT shall not transmit RF

[WINNF.FT.C.REG.14] Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

* UUT is in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. --

SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 — SAS response does not include cbsdld -
- responseCode = 101
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 15 of 39



)

CAIC

No. 25T042100627-002

(lllﬂl
S

[WINNF.FT.C.REG.16] Unsupported SAS protocol version (responseCode 100)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

* UUT is in the Unregistered state

—_—
1
1

2 CBSD sends a Registration request to SAS Test Harness. -

SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 — SAS response does not include cbsdld -
- responseCode = 100
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

[WINNF.FT.C.REG.18] Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

* UUT is in the Unregistered state
2 CBSD sends a Registration request to SAS Test Harness. --
SAS Test Harness rejects the request by sending a CBSD Registration
Response as follows:

3 — SAS response does not include cbsdld -
- responseCode = 201
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. -

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 16 of 39
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[WINNF.FT.C.GRA.1] Unsuccessful Grant responseCode=400 (INTERFERENCE)

Test Execution Steps Results

H*

Ensure the following conditions are met for test entry:
+ UUT has registered successfully with SAS Test Harness, with --

cbsdld =C

—_—

2 UUT sends valid Grant Request. --

SAS Test Harness sends a Grant Response message, including
3 * cbsdld=C --
* responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test.  Verify: PASS

« UUT shall not transmit RF

[WINNF.FT.C.GRA.2] Unsuccessful Grant responseCode=401 (GRANT_CONFLICT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 + UUT has registered successfully with SAS Test Harness, with --
cbsdld =C

2 UUT sends valid Grant Request. --

SAS Test Harness sends a Grant Response message, including

3 * cbsdld=C --
* responseCode = 401

After completion of step 3, SAS Test Harness will not provide any positive

4 response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test.  Verify: PASS

* UUT shall not transmit RF

©Copyright. All rights reserved by CTTL. Page 17 of 39
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[WINNF.FT.C.HBT.1] Heartbeat Success Case (first Heartbeat Response)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
* UUT has registered successfully with SAS Test Harness, with cbsdld --

—_—

=C
UUT sends a message:
2 * If message is type Spectrum Inquiry Request, go to step 3, or --

* If message is type Grant Request, go to step 5

UUT sends Spectrum Inquiry Request. Validate:
3 * chsdld=C PASS
* List of frequencyRange objects sent by UUT are within the CBRS

frequency range

SAS Test Harness sends a Spectrum Inquiry Response message,
including the following parameters:
4 . cbsdld=C --
. availableChannel is an array of availableChannel objects
. responseCode = 0

UUT sends Grant Request message. Validate:

e cbsdld=C

. EIRPi I he limi iate f BSD
5 max is at or below the limit appropriate for CBSD category as PASS

defined by Part 96
* operationFrequencyRange, F, sent by UUT is a valid range within
the CBRS band
SAS Test Harness sends a Grant Response message, including the

parameters:
5 . cbsdld=C B
. grantld = G = a valid grant ID
. grantExpireTime = UTC time greater than duration of the test
. responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
7 * cbsdld=C PASS
* grantld=G
* operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the
following parameters:
8 * chsdld=C B
* grantld=G

* transmitExpire Time = current UTC time + 200 seconds

* responseCode = 0

©Copyright. All rights reserved by CTTL. Page 18 of 39
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For further Heartbeat Request messages sent from UUT after completion
of step 8, validate message is sent within latest specified

heartbeatinterval, and:

* cbhsdld=C
* grantld=G
* operationState = “AUTHORIZED” and SAS Test Harness
o responds with a Heartbeat Response message including the following PASS
parameters:
* cbhsdld=C
* grantld=G

* transmitExpire Time = current UTC time + 200 seconds

* responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:

* UUT does not transmit at any time prior to completion of the first

heartbeat response PASS
UUT transmits after step 8 is complete, and its transmission is
limited to within the bandwidth range F.

10

Spectrum Analyzer 1 ‘7 Spectrum Analyzer 4 o
Swept SA ¥ Channel Power + a S i
KEYSIGHT [input RF Input Z: 50 0 Atten: 14 dB Trig: Periodic Center Freq: 3.560000000 GHz B

Goupling: DG Gorr CCorr Preamp: Off Gate: LO Avg|Hold>10/10 P

n: Auto Freq Ref: Int (S)  pW Path: Standard #IF Gain: Low Radio Std: LTE, BTS, 20M 40.0 ms

NFE: Adaptive Auto Sweep

Man Config

| Scale/Div 10.0 dB Ref Value 19.25 dBm Sweep / Measure
A | Continuous

Single
Restart

Pause

Span 40 MHz|

|Center 3.56000 GHz #Video BW 620.00 kHz*
#Sweep 40.0 ms (2001 pts)|

#Res BW 200.00 kHz

2 Metrics. v

Occupied Bandwidth
17.801 MHz Total Power 24.6dBm

Transmit Freq Error 4.488 kHz % of OBW Power 99.00 %
x dB Bandwidth 18.47 MHz xdB -26.00 dB

- ~ May 12, 2025| R (OO
=9 M ? SR E «in % 00
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[WINNF.FT.C.HBT.3] Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
UUT has registered successfully with SAS Test Harness

* UUT has a valid single grant as follows:
o valid chsdld = C
o valid grantld = G
! o grantis for frequency range F, power P B
o grantExpireTime = UTC time greater than duration of

the test
UUT is in AUTHORIZED state and is transmitting within the
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correcily,

2 including: PASS

* cbsdld=C

* grantld=G

* operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the

following parameters:

3 * cbsdld=C B
* grantld=G
* transmitExpireTime = T = Current UTC time
* responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further B
grants to the UUT.
Monitor the RF output of the UUT. Verify:
5 » UUT shall stop transmission within (T + 60 seconds) of completion of| PASS

step 3

©Copyright. All rights reserved by CTTL. Page 20 of 39



<|IIEI)w

[WINNF.FT.C.HBT.4] Heartbeat responseCode=500 (TERMINATED_GRANT)

CAIC

No. 25T042100627-002

Results

# Test Execution Steps

Ensure the following conditions are met for test entry:

UUT has registered successfully with SAS Test Harness ¢
UUT has a valid single grant as follows:
o valid cbsdld = C

o valid grantld = G
o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of

the test
UUT is in AUTHORIZED state and is transmitting within the

grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified

heartbeatinterval, and is formatted correctly, including:
2 PASS
* cbsdld=C
* grantld=G
* operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the
following parameters:
3 * cbsdld=C B
* grantld=G
* fransmitExpireTime =T = current UTC time
* responseCode = 500 (TERMINATED_GRANT)
After completion of step 3, SAS Test Harness shall not allow any further
grants to the UUT. B
Monitor the RF output of the UUT. Verify:
PASS

» UUT shall stop transmission within (T + 60 seconds) of completion of

step 3

©Copyright. All rights reserved by CTTL.
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[WINNF.FT.C.HBT.5] Heartbeat responseCode=501 (SUSPENDED_GRANT) in First

Heartbeat Response

Test Execution Steps Results

Ensure the following conditions are met for test entry:
* UUT has registered successfully with SAS Test Harness

H+

UUT has a valid single grant as follows:
O valid cbsdld = C
1 o valid grantld = G B
o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of

the test
* UUT is in GRANTED, but not AUTHORIZED state (i.e. has

not performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

2 * cbsdld=C
* grantld=G

* operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the

PASS

following parameters:

* cbsdld=C
3 * grantld=G B
* transmitExpireTime =T = current UTC time
* responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further B
grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is
sent within latest specified heartbeatinterval, and is correctly
formatted with parameters:
* cbsdld=C
* grantld=G
5 * operationState = “GRANTED” PASS

B. UUT sends a Relinquishment request message. Ensure

message is correctly formatted with parameters:
* cbdsld=C
* grantld=G
Monitor the RF output of the UUT. Verify:
* UUT does not transmit at any time

©Copyright. All rights reserved by CTTL. Page 22 of 39
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[WINNF.FT.C.HBT.6] Heartbeat responseCode=501 (SUSPENDED_GRANT) in

Subsequent Heartbeat Response
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry:
* UUT has registered successfully with SAS Test
Harness
* UUT has a valid single grant as follows:
o valid chsdld = C
o valid grantld = G .
o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of
the test
* UUT is in AUTHORIZED state and is transmitting
within the grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 PASS
* cbsdld=C
* grantld=G
* operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the
following parameters:
* cbsdld=C
3 * grantld=G B

* transmitExpireTime =T = current UTC time
* responseCode = 501 (SUSPENDED_GRANT)
After completion of step 3, SAS Test Harness shall not allow any further

4 grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is

sent within latest specified heartbeatinterval, and is correctly

formatted with parameters:
* cbsdld=C
* grantld=G

5 * operationState = “GRANTED” PASS

B. UUT sends a Relinquishment Request message. Ensure

message is correctly formatted with parameters:
* chdsld=C
* grantld=G

Monitor the RF output of the UUT. Verify:
* UUT shall stop transmission within (T + 60 seconds) of

©Copyright. All rights reserved by CTTL. Page 23 of 39
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completion of step 3
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[WINNF.FT.C.HBT.7] Heartbeat responseCode=502 (UNSYNC_OP_PARAM)

CAIC

Results

No. 25T042100627-002

Test Execution Steps
Ensure the following conditions are met for test entry:
UUT has registered successfully with SAS Test Harness *
UUT has a valid single grant as follows:

o valid chsdld = C

o valid grantld = G
! o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of

H+

the test
UUT is in AUTHORIZED state and is transmitting within the

grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.

heartbeatinterval,and is formatted correctly, including:

Verify Heartbeat Request message is sent within latest specified

PASS

2

* chsdld=C
* grantld=G
* operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the

following parameters:

3 * chsdld=C B
* grantld=G

transmitExpireTime = T = Current UTC Time
responseCode = 502 (UNSYNC_OP_PARAM)

4
grants to the UUT.

After completion of step 3, SAS Test Harness shall not allow any further

Monitor the SAS-CBSD interface. Verify:
UUT sends a Grant Relinquishment Request message.

message is correctly formatted with parameters:
ocbdsld=C
5
o grantld =G
Monitor the RF output of the UUT. Verify:

of step 3.

Verify

UUT shall stop transmission within (T+60) seconds of completion

PASS

©Copyright. All rights reserved by CTTL.
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[WINNF.FT.C.HBT.9] Heartbeat Response Absent (First Heartbeat)

CAIC

No. 25T042100627-002

Results

l# Test Execution Steps

Ensure the following conditions are met for test entry:
has a valid single grant as follows:
o valid cbsdld = C
o valid grantld = G
! o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of

the test

performed its first Heartbeat Request)

UUT has registered successfully with SAS Test Harness « UUT

UUT is in GRANTED, but not AUTHORIZED state (i.e. has not

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message
heartbeatinterval, and is formatted correctly, including:
i * cbsdld=C

* grantld=G

* operationState = “GRANTED”

is sent within latest specified

PASS

3
further messages from UUT to simulate loss of network connection

After completion of Step 2, SAS Test Harness does not respond to any

4 3. Verify:

Monitor the RF output of the UUT from start of test to 60 seconds after step

PASS

* At any time during the test, UUT shall not transmit on RF interface

©Copyright. All rights reserved by CTTL.
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[WINNF.FT.C.HBT.10] Heartbeat Response Absent (Subsequent Heartbeat)

CAIC

No. 25T042100627-002

Results

Test Execution Steps

H

Ensure the following conditions are met for test entry:
UUT has registered successfully with SAS Test Harness ¢
UUT has a valid single grant as follows:

o valid cbsdld = C

] o valid grantld = G
o grantis for frequency range F, power P
o grantExpireTime = UTC time greater than duration of

the test
UUT is in AUTHORIZED state and is transmitting within the

grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.

heartbeatinterval, and is formatted correctly, including:

Verify Heartbeat Request message is sent within the latest specified

PASS

2
* cbsdld=C
* grantld=G
* operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the
following parameters:
* cbhsdld=C
3 * grantld =G .
* fransmitExpireTime = current UTC time + 200 seconds
* responseCode =0
4 After completion of Step 3, SAS Test Harness does not respond to any B
further messages from UUT
Monitor the RF output of the UUT. Verify:
5 « UUT shall stop all transmission on RF interface within PASS
(transmitExpire Time + 60 seconds), using the transmitExpireTime
sent in Step 3.

©Copyright. All rights reserved by CTTL.
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[WINNF.FT.C.RLQ.1] Successful Relinquishment

H

Test Execution Steps Results|

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
UUT has successfully registered with SAS Test Harness, with
1 cbsdld=C -
UUT has received a valid grant with grantld = G
UUT is in Grant State AUTHORIZED and is actively transmitting
within the bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains

all required parameters properly formatted, and specifically:
2 Y Y PASS
* cbsdld=C

* grantld=G

SAS Test Harness shall approve the request with a Relinquishment
Response message with parameters:
3 - cbsdld=C -
- grantld = G

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any additional
4 positive response (responseCode=0) to further request messages from thel -
UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after
5 Step 3 is complete. This is the end of the test. Verify: PASS
« UUT shall stop RF transmission at any time between triggering the

relinquishment and UUT sending the relinquishment request
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[WINNF.FT.C.DRG.1] Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

* UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness
UUT has successfully registered with SAS Test Harness, with
1 cbsdld=C -
UUT has received a valid grant with grantld = G
UUT is in Grant State AUTHORIZED and is actively transmitting
within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT may send a Relinquishment request and receives Relinquishment

response with responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsdld = C.| PASS

SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:

4 -
* cbsdld=C
* responseCode =0
After completion of step 3, SAS Test Harness will not provide any
5 additional positive response (responseCode=0) to further request --
messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after
Step 4 is complete. This is the end of the test. Verify:
« UUT stopped RF transmission at any time between triggering the
6 deregistration and either A OR B occurs: PASS
A. UUT sending a Registration Request message, as this is not
mandatory

B. UUT sending a Deregistration Request message
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[WINNF.FT.C.SCS.1] Successful TLS connection between UUT and SAS Test Harness

#

Test Execution Steps

Results

* UUT shall start CBSD-SAS communication with the security procedure

* The UUT shall establish a TLS handshake with the SAS Test Harness using configured
certificate.

« Configure the SAS Test Harness to accept the security procedure and establish the
connection

PASS

* Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
* Make sure that UUT uses TLS v1.2
* Make sure that cipher suites from one of the following is selected,
* TLS_RSA WITH_AES_ 128 GCM_SHA256
* TLS_RSA WITH_AES 256 _GCM_SHA384
« TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256
*« TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384
*« TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256

PASS

A successful registration is accomplished using one of the test cases described in section
6.1.4.1, depending on CBSD capability.

« UUT sends a registration request to the SAS Test Harness and the SAS Test Harness
sends a Registration Response with responseCode = 0 and cbsdld.

PASS

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
* UUT shall not transmit RF

PASS

©Copyright. All rights reserved by CTTL.

M scs1-pass.peapng

R REEO HEM REG) BRO WA HHE BEY BEw) TEM  #mEH)

aAmi® REses=f a5 EQaaaH

(WT==L [x] -]+
Tize Source Destination Protocsl  Info

2025-05-12 09:03:33.225472  192.192.1.162 192.192.1.167 TLSvi.2  Client Hello

2025-05-12 £9:03:33.226012  192.192.1.167 192.192.1.102 TLSv1.2  Server Hello

2025-05-12 09:03:33.226012  192.192.1.167 192.192.1.162 TLSv1.2  Certificate, Certificate Request, Server Hello Done

2025-05-12 09:03:33.331216  192.192.1.162 192.192.1.167 TLSv1.2  Certificate [TCP segment of a reassembled PDU]

2025-05-12 09:03:33.331216  192,192.1.162 192.192.1.167 TLSvi.2  Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
2025-05-12 09:03:33.333477  192.192.1.167 192.192.1.102 TLSV1.2  Change Cipher Spec, Encrypted Handshake Message

2005-05-12 09:03:33.334227  192.192.1.162 192.192.1.167 TLSvi.2  Application Data

2M05-A5-17 A9:A3:33.335335  192.192.1.1A7 192.192.1.182 TISV1.2  Annliration Data

Cipher Suites Length: 168
v Cipher Suites (88 suites)

Cipher Suite: TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (@xc@3e)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCH_SHA384 (@xc82c)
Cipher Suite: TLS_ECDHE_RSA_WITH AES_256_CBC_SHA384 (@xc028)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (@xc@24)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (&xc@14)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@ea)
Cipher Suite: TLS_DH_DSS_WITH_AES_256_GCM_SHA384 (@x@@as)
Cipher Suite: TLS_DHE_DSS_WITH AES_256_GCM_SHA3S4 (8x20a3)

Cipher Suite: TLS_DH RSA_WITH_AES_256_GCM_SHA3S4 (@xB@al)
Cipher Suite: TLS_DHE_RSA WITH_AES_256_GCM_SHA3S4 (0x009f)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (8x2@6h)

Cipher Suite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 (@x@@6a)
Cipher Suite: TLS_DH RSA_WITH_AES_256_CBC_SHA256 (@x2069)
Cipher Suite: TLS_DH_DSS_WITH_AES_256_CBC_SHA256 (Bx068)

Cipher Suite: TLS_DHE_RSA WITH_AES_256_CBC_SHA (@x8839)
Cipher Suite: TLS_DHE_DSS_WITH_AES_256_CEC_SHA (@x0@3%)
Cipher Suite: TLS_DH RSA_WITH_AES_256_CBC_SHA (@x0837)

Cipher Suite: TLS_DH_DSS_WITH AES_256_CBC_SHA (8x8036)
Cipher Suite: TLS_DHE_RSA_WITH_CAMELLIA_256_CEC_SHA (0x@088)

Cipher Suite: TLS_DHE DSS_WITH CAMELLIA_256_CBC_SHA (8x9087)

Cipher Suite: TLS_DH RSA_WITH_CAMELLIA_256_CBC_SHA (@x@886)
Cipher Suite: TLS_DH_DSS_WITH_CAMELLIA 256_CBC_SHA (€x0085)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256 GCM_SHA3S4 (@xc@32)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2e)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256_CBC_SHA3S4 (@xce2a)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (@xc026)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (@xc@ef)
Cinher Suite: TIS FCDH FCDSA WITH AES 256 CRC SHA (AxcAAs)

f4 39 89 45 c3 de 48 bf 74 2e e5 le 03 00 45 00 B>E«-H- t. E
(O 7 sceipass pespng S4: 70 - BEFR: 10 (14.3%) FiS: Default
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M scs1-pass.peapng - o X
MHE R\RE RV BSG) BRO Afe) wHe BEY) ZEW) IR0 ®BEH)
AE 7@ REces=T o555 aaan
(LIES -]+
Tize Source Destination Protocsl  Info |—
2025-85-12 09:03:33.225472  192.192.1.102 192.192.1.187 TiSvi.2  Client Hello
2025-05-12 09:03:33.226012  192.192.1.107 192.192.1.102  TiSvi.2  Server Hello
2025-@5-12 09:03:33.226012  192.192.1.107 192.192.1.162 TiSv1.2  Certificate, Certificate Request, Server Hello Done
2025-65-12 09:03:33.331216  192.192.1.102 192.182.1.107 TLSvl.2  Certificate [TCP segment of a reassembled PDOU]
2025-05-12 09:03:33.331216  192.192.1.102 192.192.1.107 Tisvi.2  Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
2025-05-12 09:03:33.333477  192,192.1.107 192.192.1.162 TiSv1.2  Change Cipher Spec, Encrypted Handshake Message ||
2025-65-12 09:03:33.334227  192.182.1.102 192.182.1.107 TLSvl.2  Application Data
JA75-G5-17 0Q:0R:33.3353I5  197.192.1.1a7 195.192.1.109  TISvi>  anelication Data
» Frame 6: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{ASB0CS7-EF3F-4965-8B1E-B78444ABF661}, id ©
» Ethernet II, Src: HewlettP_45:c3:de (f4:39:00:45:c3:de), Dst: Baicells 2e:eS:le (48:bf:74:2ereS:le)
5 Internet Protocol Version 4, Src: 192.192.1.187, Dst: 192.192.1.162
> Transmission Control Protocol, Src Port: 5008, Dst Port: 42181, Seq: 1, Ack: 518, Len: 1460
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (ex@303)
Length: 81
“~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (@x8303)
> Random: 2c6f f2b7631a5F4ef 170e9dc4942839d47662b
Session 1D Length: 32
Session ID: 535c3c53e6d1adobcso31ed9se190485c9a740b3d4471547d3e213617 374931
[Cipher Suite: TLS RSA WITH AES 256 GO _SHA384 (6x0@9d)
Compression Hethod: null (@)
Extensions Length: 5
5 Extension: renegotiation info (len=1)
[ eeze 43 31 [ZJEL 00 00 65 ff ©1 6@ 01 00 16 03 63 6b L1
| © 7 Ccipher Suite (tlc handshake. ciphersuite), 2 byte(s) || 248 70 - BER: 10 (14.3%) || m®: pefaul:

Packet capture sequence
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[WINNF.FT.C.SCS.2] TLS failure due to revoked certificate Test prerequisite:

# | Test Execution Steps

Results

—_

* UUT shall start CBSD-SAS communication with the security procedures PASS

» Make sure UUT selects the correct cipher suite.

* Make sure that UUT uses TLS v1.2 for security establishment.

2 * UUT shall use CRL or OCSP to verify the validity of the server certificate. PASS

Harness.

* Make sure that Mutual authentication does not happen between UUT and the SAS Test

3 UUT may retry for the security procedure which shall fail

4 SAS Test-Harness shall not receive any Registration request or any application data. PASS

5 | complete. This is the end of the test. Verify:
* UUT shall not transmit RF

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

PASS

ﬁ HFS ~ HTTP File Server 2.3m Build 300
& Menu | § Port: 80 | 82 Vou are in Easy mode

@ Open in browser |http://192.192.1.107/crlserver.crl

Virtual File System Log
Y 11:28 63 Check update: failed
11:29:51 192.192. 1. 102: 59984 Requested GET Jcrlserver.crl

] erlserver.crl

11:20:51 192,192, 1. 102: 59984 Fully downloaded - 103 @ 5.9 KB/s ~ forlssrver.crl

= a x

" Copy to clipboard

¥8 1P address 3 File Status speed Time.

Progress

Out: 0.0 KB/s _In: 0.0 KBfs

UUT CRL file download

M scs2.pcapng
P REE WBEM G BRO SWW Fuhe) ISy REW O TEM EEH)

<

AN z@ BRERes=2F7 5= aqan

(W [els and ip adér = 152 192 1107 ] 1f send end self rov  thinkpad send
liree Destination Protocel Length Info ~
2.192.1.162 192.192.1.107  TLSvl.. 524 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encryp
2.192.1.167 192.192.1.102  TLSvl.. 185 Change Cipher Spec, Encrypted Handshake Message

2.192.1.102 192.192.1.107 TLSvl.. 708 Application Data

2.192.1.107 192.192.1.102 TLSvl.. 1063 Application Data

2.192.1.107 192.192.1.102 TLSvl.. 519 Client Hello

2.192.1.162 192.192.1.167  TLSvl. 286 Server Hello, Change Cipher Spec, Encrypted Handshake Message
2.192.1.167 192.192.1.102  TiSvi.. 61{Alert (Level: Fatal, Description: Certificate Unknown)

2.192.1.1607 192.192.1.162  TLSvl.. 487 Client Hello

2.192.1.102 192.192.1.187  TLSvl.. 206 Server Hello, Change Cipher Spec, Encrypted Handshake Message
2.192.1.167 192.192.1.162  TLSvl.. 165 Change Cipher Spec, Encrypted Handshake Message

2.192.1.167 192.192.1.102  TLSvl.. 9@5 Application Data

2.192.1.162 192.192.1.1067  TLSvl.. 1430 Application Data —
2.192.1.107 192.192.1.102  TLSvl.. 905 Application Data

2.192.1.102 192.192.1.107 TLSv1.. 1430 Application Data

v
>

v Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)

Content Type: Alert (21)

Version: TLS 1.2 (8x8383)

Length: 2

¥ Alert Message

Level: Fatal (2)
Description: Certificate Unknown (46)

Frame 111: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{A588@C57-EF3F-4965-8B1E]
Ethernet II, Src: HewlettP_45:c3:de (f4:39:09:45:c3:de), Dst: Baicells 2e:eS:le (48:bf:74:2e:e5:le)
Internet Protocol Version 4, Src: 192.192.1.107 (192.192.1.107), Dst: 192.192.1.162 (192.192.1.102)
Transmission Control Protocol, Src Port: 57349 (57349), Dst Port: https (443), Seq: 1926, Ack: 153, Len: 7

@2 zrowe 14 196 -

28T 40

(20, 4%)

B : Defalt

Packet capture sequence
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[WINNF.FT.C.SCS.3] TLS failure due to expired server certificate

Test Execution Steps

Results

—_

» UUT shall start CBSD-SAS communication with the security procedures

PASS

* Make sure that UUT uses TLS v1.2 for security establishment.

» Make sure UUT selects the correct cipher suite.

» UUT shall use CRL or OCSP to verify the validity of the server certificate.

» Make sure that Mutual authentication does not happen between UUT and the SAS Test
Harness.

PASS

UUT may retry for the security procedure which shall fail

SAS Test-Harness shall not receive any Registration request or any application data.

PASS

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
* UUT shall not transmit RF

PASS

©Copyright. All rights reserved by CTTL.

M <cs3peapng - [m] b4
SR REE HEV) BEG) BREO SR shs) BEY xEw IEM BEH)
4 m ® REse>=f 5 Eaaan
[W]ss1 and ip. sddr=1g2. 192, 1. 107 [X] -]+
Tize Source Destination Protsesl  Info
2025-05-12 09:08:39.347679  192.192.1.102 192.192.1.167 TLSv1.2  Client Hello
2025-9©5-12 29:08:39.348401 192.192.1.107 192.192.1.182 TLSv1.2 Server Hello
20825-85-12 29:88:39.348401 192.192.1.107 192.192.1.182 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2025-85-12 ©9:@8:39.364549  192.192.1.182 192.192.1.167 TLSv1.2  Alert (Level: Fatal, Description: Certificate Expired)
2025-985-12 ©9:88:44.396124 192.192.1.182 192.192.1.187 TLSv1.2 Client Hello
20825-85-12 ©9:88:44.397772 192.192.1.107 192.192.1.102 TLSv1.2 Server Hello
2025-85-12 89:08:44.397772  192.192.1.107 192.192.1.102 TLSv1.2  Certificate, Certificate Request, Server Hello Done
2825-95-12 89:88:44.415834 192.192.1.182 192.192.1.187 TLSv1.2 Alert (Level: Fatal, Description: Certificate Expired) il
2025-085-12 29:83:44.5087152 192.192.1.107 192.192.1.102 TLSv1.2 Application Data
2025-05-12 09:08:44.940029  192.192.1.102 192.192.1.167 TLSv1.2  Application Data
> Transmission Control Protocol, Src Port: 5888, Dst Port: 42192, Seq: 1, Ack: 518, Len: 146@
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 81
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (@x@3@3)
> Random: 8c1396f8e4b359558274af753fdb764deb%aal2d2939974cf12e31651a55fe55
Session ID Length: 32
Session ID: eae525e@888celc9d3215835253d2708ed2ffofdbeI8be5d3b281a39173643ccdb
[Cipher Suite: TLS_RSA WITH_AES 256 _GCM_SHA384 (Gx089d)
Compression Method: null (@)
Extensions Length: §
> Extension: renegotiation_info (len=1)
2080 cc d6 @0 @b @5 ff @l @0 01 00 16 @3 03 ob -] —
@ 7 Cipher Suite (tls. handshake. ciphersuite), 2 byte(s) 434H: 43 - 2ESR: 18 (41.9%) | BME: Default
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M scs3peapng - [m] X

P REE BN BRG) HEIRC  HiTA) sHE) BEY)  FTE0W) IEM EEH)

Ama@ REce==Fi5E=aqan

W [=el and ip. addr—132.182.1 107 [X] -]+
e Source Destinatien Protocol Info

2025-85-12 ©9:08:39.347873  192.192.1.102 192.192.1.167 TLSv1.2  Client Hello

2025-85-12 ©9:08:39.348401  192.192.1.107 192.192.1.182 TLSv1.2  Server Hello

2025-85-12 @9:08:39.348401  192.192.1.107 192.192.1.182 TLSv1.2  Certificate, Certificate Request, Server Hello Done

2025-85-12 ©9:08:39.364549  192.192.1.102 192.192.1.187 TLSwl.2  Alert (Level: Fatal, Description: Certificate Expired)

2025-85-12 ©9:08:44.396124  192.192.1.102 192.192.1.167 TLSv1.2  Client Hello

2025-85-12 ©9:08:44.397772  192.192.1.107 192.192.1.182 TLSv1.2  Server Hello

2025-85-12 ©9:08:44.397772  192.192.1.107 192.192.1.182  TLSv1.2  Certificate, Certificate Request, Server Hello Done

2025-85-12 ©9:08:44.415034 __ 192.192.1.102 192.192.1.187 Tlsvl.2 ‘Alert (Level: Fatal, Description: Certificate Expired)

2025-05-12 ©9:08:44.507152  192.192.1.107 192.192.1.162 TLSv1.2  Application Data —

2025-85-12 ©9:08:44.040029  192.192.1.102 192.192.1.187 TLSv1.2  Application Data

~ Transport Layer Security

“ TLSv1.2 Record Layer: Alert (Level: Fatal, Description:

Content Type: Alert (21)
Version: TLS 1.2 (@x0303)
Length: 2
w Alert Message
Level: Fatal (2)

Description: Certificate Expired (45)

Certificate Expired)

Frame 38: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF {A5860CS7-EF3F-4965-8B1E-B78444ABF661}, id @
Ethernet II, Src: Baicells_2e:e5:le (48:bf:74:2e:eS:le), Dst: HewlettP_45:c3:de (f4:39:09:45:c3:de)

Internet Protocol Version 4, Src: 192.192.1.102, Dst: 192.192.1.187

Transmission Control Protocol, Src Port: 42192, Dst Port: 5000, Seq: 518, Ack: 388, Len: 7

4 39 @9 45 c3 de 48 bf 74 2e e5 le @8 8@ 45 @@

9-E--H- t.-

o7

scsl. peapng

©Copyright. All rights reserved by CTTL.

|| 4A: &2 - E27: 18 4L || Bim: Defaule

Packet capture sequence
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S

[WINNF.FT.C.SCS.4] TLS failure when SAS Test Harness certificate is issued by an unknown CA

# | Test Execution Steps Results

1 | « UUT shall start CBSD-SAS communication with the security procedures PASS
* Make sure that UUT uses TLS v1.2 for security establishment.

» Make sure UUT selects the correct cipher suite.

2 | « UUT shall use CRL or OCSP to verify the validity of the server certificate. PASS
» Make sure that Mutual authentication does not happen between UUT and the SAS Test
Harness.

3 | UUT may retry for the security procedure which shall fail /

4 | SAS Test-Harness shall not receive any Registration request or any application data. PASS
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

5 | complete. This is the end of the test. Verify: PASS
* UUT shall not transmit RF

M scsd.peapng - m} b4
R RERE) WEN) BExe) BRI SA)  SES) BEY) FEw) TR EEIH)
Am2® BB Recs=FoEEaaan
[A]tls and ip. addr = 182 182 1. 107 [x] =]+ self send and self rev  thinkpad send
Ho. Time Sowrce Destination Protosel Length Infe [l
41 6.969868 192.192.1.162 192.192.1.187 TLSv1.2 757 Application Data
46 7.298223 192.192.1.102 192.192.1.187 TLSv1.2 619 Application Data
47 7.380433 192.192.1.107 192.192.1.182 TLSv1.2 1863 Application Data
49 7.710647 192.192.1.102 192.192.1.187 TLSv1.2 761 Application Data
54 18.437554 192.192.1.182 AS LI AN ST TLSv1.2 571 Client Hello
55 18.439725 b P LR S L 192.192.1.182 TLSv1.2 1514 Server Hello
57 10.439725 192.192.1.1807 L B P T TLSv1.2 223 Certificate, Certificate Request,
61 10.441839 192.192.1.102 slaplair el TLSv1.2 61 Alert (Level: Fatal, Description: — w

Frame 61: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{A586@C57-EF3F-4965-8B1E
Ethernet II, Src: Baicells 2e:e5:le (48:bf:74:2e:e5:1e), Dst: HewlettP_45:c3:de (f4:39:09:45:c3:de)
Internet Protocol Version 4, Src: 192.192.1.162 (192.192.1.182), Dst: 192.192.1.187 (192.192.1.107)
Transmission Control Protocol, Src Port: 42212 (42212), Dst Port: commplex-main (508@), Seq: 518, Ack: 3898, Len: 7
v Transport Layer Security
v TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (B8x8383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Unknown CA (48)

< >

() 7 Klert message desoription (tls alert message desc), 1 byte(s) | $4B: &2 - BET: 21 (33.9%) || EE: Default

Packet capture sequence

©Copyright. All rights reserved by CTTL. Page 35 of 39




CAIC

No. 25T042100627-002

[WINNF.FT.C.SCS.5] TLS failure when certificate at the SAS Test Harness is corrupted

# | Test Execution Steps Results

—_

* UUT shall start CBSD-SAS communication with the security procedures PASS

* Make sure that UUT uses TLS v1.2 for security establishment.
* Make sure UUT selects the correct cipher suite.

2 | « UUT shall use CRL or OCSP to verify the validity of the server certificate. PASS
* Make sure that Mutual authentication does not happen between UUT and the SAS Test
Harness.

3 UUT may retry for the security procedure which shall fail /

4 | SAS Test-Harness shall not receive any Registration request or any application data. PASS
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

5 | complete. This is the end of the test. Verify: PASS
* UUT shall not transmit RF

Ml scs5peapng = [m] .4
IER SESE MEBNV BEG) B0 sSite) gt BEY) ZEw) IRM #EHH
Am 2 ® RE e =FTaTEaaan
[]t1s and ip addr = 192,192 1 107 [X] =]+ =elf zend and self rev  thinkpad send
Ho Time Source Destination Frotocol Length Info ~
43 7.420022 152.192.1.107 192.182.1.102 TLSul-. 214 Certificate, Certificate Reque
47 7.438692 192.192.1.102 192.192.1.107 TLSvI.., 61 Alert (Level: Fatal, Descripti
49 7.490991 192.192.1.162 192.192.1.167 FLSwl 761 Application Data
54 12.468198 192.192.1.102 192.182.1.107 TLSvI.. 571 Client Hello
55 12.476020 192.192.1.167 192.192 .1.162 TLSv1.. 1514 Server Hello
57 12.470020 192.192.1.167 192.192.1.1e2 LSl 214 Certificate, Certificate Reque
‘ 61 12.488646 192.192.1.102 192.182.1.107 TLSvI.. 61 Alert (Level: Fatal, Descripti
< >

Frame 61: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{AS808C57-H
Ethernet II, Src: Baicells 2e:e5:1e (4B8:bf:74:2e:e5:1e), Dst: HewlettP_45:c3:de (f4:39:09:45:c3:de)
Internet Protocol Version 4, Src: 192.192.1.162 (192.192.1.182), Dst: 192.192.1.187 (192.192.1.187)
Transmission Control Protocol, Src Port: 42244 (42244), Dst Port: commplex-main (5080), Seq: 518, Ack: 3
v Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (lLevel: Fatal, Description: Decrypt Error)
Content Type: Alert (21)
Version: TLS 1.2 (8x@303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Decrypt Error (51)

< 2>

() 7 Mert Message (tls. alert message), 2 byte(s) | #4862 - BEF: 22 (35.5%) || FEIE: Default

Packet capture sequence
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[WINNF.PT.C.HBT.1] UUT RF Transmit Power Measurement

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

« UUT has successfully completed SAS Discovery and Authentication with the SAS Test
Harness

* UUT has registered with the SAS, with CBSD ID =C

* UUT has a single valid grant G with parameters {lowFrequency = FL, highFrequency =
FH, maxEirp = Pi}, with grant in AUTHORIZED state, and grantExpireTime set to a value
far past the duration of this test case

Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide appropriate
guidance in the availableChannel object of the spectruminquiry response message, and
the operationParam object of the grant response message. Alternately, the UUT vendor
may provide the ability to set those parameters on the UUT so that the UUT will request a
grant with those parameters.

PASS

UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is as
follows:

* UUT sends Heartbeat Request, including:

o chsdld=C

o grantld =G

* SAS Test Harness responds with Heartbeat Response, including:
ochsdld=C

o grantld =G

o transmitExpire Time = current UTC time + 200 seconds

o responseCode = 0

PASS

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies
with the maxEirp setting, Pi. The RF measurement method is out of scope of this
document, but may include additional configuration of the UUT, as required, to fulfil the
requirements of the power measurement method.

Note: it may be required for the vendor to provide a method or configuration to bring the
UUT to a mode which is required by the measurement methodology. Any such mode is
vendor-specific and depends upon UUT behavior and the measurement methodology.

PASS

©Copyright. All rights reserved by CTTL.
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Tx1
Frequency | Bandwidth ir:xr;ztigp Conducted gz;y gr;ti(re]nna SSaSEIRP verdict
(MHz] (MHz] [dBm/MHZ | o0 [dB] [dBi] [dBm/MHZ]
[dBm/MHz]
3555 10 20 13.55 3.01 3 19.56 PASS
3555 10 17 10.86 3.01 3 16.87 PASS
Note:

1. Array Gain=10log(n), n is the antenna number, for this CBSD the n=2

2. From output power pretest results, the Tx3 is the maximum output power antenna port.

3. maxEIRP PSD = worst port Tx3 Conducted PSD + Array Gain + Antenna Gain

4. The conducted PSD test results include a correction factor for cable loss. The antenna gain is
provided by the customer.

ICenter 3.55500 GHz
|#Res BW 1.0 MH

< v
Fraq Ref Inf (S)

Specirum Analyzer 4
% el P

NFE- Adaplive

iz

sectrum Analyzer 2

0
Socupied BIV
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#Video BW 3.0 MHz"

Spectrum Analyzer 4
Channel P

Atten: 20 dB PN
off

Ref Level 24.61 dBm

s g

#Video BW 3.0 MHz"

Gate Length
5.4634 ms

20,000
Span 20.00 MHz| |

#Sweep 60.0 ms (1001 pts)

Gate View Start Time:

|G
|| current nput

| d
]L-Edw Comection E Cuipit
———

Gompiex Triag
e rcira Trigger

Output

-lF Ref
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Accredited Laboratory

AZ2LA has accredited

TELECOMMUNICATION TECHNOLOGY LABS, CAICT
Beijing, People's Republic of China
Electrical Testing

This laboratory is accredited in accordance with the recognized International Standard ISO/IEC 17025:2017
General requirements for the competence of testing and calibration laboratories. This accreditation demonstrates
technical competence for a defined scope and the operation of a laboratory quality management system
(refer to joint ISO-ILAC-IAF Communiqué dated April 2017).

Presented this 23« day of July 2024.

Mr. Trace Mcinturff, Vice President, Accreditation Services
For the Accreditation Council

Certificate Number 7049.01

Valid fo July 31, 2026

For the tests to which this accreditation applies. please refer to the laboratory's Electrical Scope of Accreditation.

**END OF REPORT***
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