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1 Introduction
The ITCRNG-BR Base Radio Installation and Field Service Guideprovides important radio-frequency safety
information, installation procedures, and servicing instructions for theMeteorcomm Interoperable Train
Control (ITC) Base radiomodel 65030.

Themodel nameof this radio is ITCR-NG-BR, expressed in this document variously as ITCR-NG-BR and
ITCRNG-BR . Informally, throughout this andother documents, the radio is referred to as the "ITCRNG Base
radio" or the "Base radio".

1.1 Audience
This guide is intended for userswhoperformany of the following tasks on Base radios:

l Install or replace them.
l Diagnose commonproblems.
l Adjust radio characteristics.
l Make simple repairs.
l Perform routinemaintenance.

Prerequisites for users of this guide include:

l The ability toworkwith standard radio-frequency (RF) test equipment, including knowledge of
how to prevent equipment damageor personal injury.

l The ability tomeasure basic transceiver performance, includingRF power, frequency and
receiver sensitivity, and the knowledge to analyze RF performance.

l Basic knowledge of the Linux shell.
l Knowledgeof how to use an SSH client.
l Familiarity withmeans to limit RF exposure fromantennas and familiarity with theMeteorcomm
RF Energy Exposure Guide.

1.2 SomeTermsUsed in thisDocumentation
Certain terms and conventions are used throughoutmany ITCRdocuments.

The term “Base radio” refers to the radio hardware unit and its immediately associated equipment, such
as antenna, GNSS, andpower source.

The term “base” refers to a network role that provides a connection to the BackOffice. At present, only a
Base radio can occupy the base role.

The term “remote” refers to a network role that does not provide a direct connection to the BackOffice
but thatmaintains its connection to a radio in the base role. Locomotive orWayside radios usually fill
the remote role, but you can also configure a Base radio to operate in the remote role.

12/19/2024 Tier 2: Proprietary and Confidential – Do not distribute DCN00006165-B

©2024MeteorcommLLC.All RightsReserved. 1

1    Introduction



The terms “class C address” and “classD address” refer to the IPv4 address ranges.

The term “Class Cmessaging” refers to theUDP-basedmessage protocol used to broadcast short
messages. Interoperable applications in the ITC interoperablemessaging architecture joinmulticast
groups to receivemessages of interest.

The term “ClassDmessaging” refers to the TCP-basedmessage protocol used for reliable point to point
message delivery. ClassDmessaging is usedbetween interoperable applications and the ITC
ApplicationGateways. ClassDmessaging is also usedbetween radios in remote areas andoneormore
ITCMessaging (ITCM) ConnectionManagers aswell as bases andoneormore ITCMExternal Link
Managers.

The ITCRNG-BR Base Radio Installation and Field Service Guideuses Linux-style notation.

Throughout this document the names of commands and their arguments in running text, aswell as
examples of commands and their outputs in shaded example boxes, are printed infixed-width
font, as in the following example:

config --profile --list

1.3 Specifications for ITC Model BaseRadio65030
The following tables describe the general, transmitter and receiver specifications for the Base Radio
65030.

Note: Specifications are subject to changewithout notice.

Table 1-1: ITC Model Base Radio 65030General Specifications

Specification Description

Frequency range 217.6 to 222MHz

Channel spacing 25 kHz

Temperature range Operating: -30°C to+70°C

Storage: -55°C to+85°C

Humidity, operating 95%non-condensing; test per S-9401

Frequency stability ±0.1 ppmover operating temperature range (+25°C reference)

DC input voltage
range

21 to 61V
Damage limit 65VDC
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Specification Description

DCcurrent drain
(13.6VDC input)

Transmit: 11Amax into 50Ohm load, 4A to 7.5A typical

Receive: 1.2Amaxwhile receiving

DCpower connector 5/16"-18 threadedposts for ring lug connection

Height 5.25 in.

Width 17.17 in.

Depth 18.66 in.

Weight 30.4 lbs. (13.8 kg)

Antenna connector TypeN female

GNSS receiver Antenna power: 3.3V or 5V at 50mAmax

Antenna connector: TNC female

GNSS antenna Active or passive

External interface:

Ethernet (3)
10/100/1000Mbps

DataNetwork ports (2) – TypeRJ-45

Maintenance port - (1) Type RJ-45

External interface:

USB

USB 2.0/3.0 compatible

General purpose I/O 2x - Phoenix pluggable terminal block – 8 pos pn: 1873113

Display Activity/Diagnostic LEDs on front panel
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Table 1-2: ITC Model Base Radio 65030 Transmitter Specifications

Specification Description

RFpower output 75WPEP

Adjustable 0.75W to 75WPEP

Output impedance 50ohms

OperatingVSWR≤ 4:1

Modulationwaveforms 16kbps π/4DQPSK (linear)

32kbps π/4DQPSK

48kbps π/8D8PSK

64kbps π/8 16DAPSK

Occupied bandwidth Meets:

Part 80Occupied BW: 2.1049

Part 90Occupied BW: 90.209, 90.733(d)

Conducted spurious
emissions

-25dBmmax

Max duty cycle rating 50%

Emission designator 17K6DXW (32kbpsπ/4DQPSK, 48kbps π/8D8PSK, 64kbps π/8 16
DAPSK)

8K90DXW (16kbpsπ/4DQPSK)

Regulatory approval IDs FCC (US) BIB65030

IC (Canada) 1300A-65030

Table 1-3: ITC Model Base Radio 65030 Receiver Specifications

Specification Description

Maximumusable sensitivity, static,
BER<10-4

16kbps PI/4DQPSK -111dBm

32kbps PI/4DQPSK -108dBm
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Specification Description

Adjacent channel selectivity 70dB@25kHzoffset

Spurious response rejection 65dB

Intermodulation response rejection 65dB

High input level (-7dBm) BER<10-4

Blocking, 1MHzoffset Half rate: 80dB

Full rate: 77dB

Number of channels simultaneously
received

40 (20 diversity receivers)

Diversity support Equippedwith twoRF antenna connectors to support diversity
reception

1.4 ReleaseDocumentation
Alongwith this document, the following documents are included in the release package.

l ITC Radio SystemArchitecture, DCN00004692-A
l ITCRNG 1.0 Release Notes, DCN00004475-A
l ITCRNGAPI Reference, DCN00004474-A
l ITCRNGCommand Line Reference for Administration and Service (also called "CLI Reference"),
DCN00004461-C

l ITCRNGData Dictionary User Guide and Reference, DCN00004470-C
l ITCRNGGetting Started Guide, DCN00005090-A
l ITCRNG Logging User Guide and Reference, DCN00004469-C
l ITCRNG Radio Configuration Guide, DCN00004468-C
l ITCRNG RadioManagement Guide, DCN00004463-C
l ITCRNG Security User Guide and Reference, DCN00004471-A
l MeteorcommProduct Compatibility Matrix, DCN00003775-L
l RF Energy Exposure Guide, DCN00001235-G

1.5 HowtoGetHelp
Please contact our ServiceDesk (https://support.meteorcomm.com/home) if you have any questions
regarding this release.
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Weencourage you to provide feedback, comments, and suggestions so thatwe can improve the
documentation to bettermeet your needs. Send your comments to the ServiceDesk andprovide the
following information:

l Document name
l Section or page number
l Software release number
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2 Safety
Your employer has created safety guidelines that apply to yourwork environment and tasks. Please
follow them. If you have questions about general on-the-job safety concerns, please consult your
employer’s established safety guidelines.

2.1 Electrical SafetyGuidelines
To reduce the risk of electric shock:

• Follow your employer’s established electrical-safety guidelines.

• Disconnect power from radio before removing the cover.

• Be aware that removing the radio covermay expose you to dangerous voltages or other risks. Avoid
making internal adjustments to the radiowhen you are alone.

• Avoid contactwith a radio’s electrical components. Electric shock fromvoltages presentwithin the
radio is potentially fatal.

• Reassemble radios correctly. Incorrect reassembly of a radio can cause a harmful electric shock to
radio handlers.

2.2 RFSafety Information
Youmust be aware of the following information to prevent your physical harmor death or damage to
the equipment.

2.2.1 LimitingRFExposure

CAUTION! Please see theRF Energy Exposure Guide that is packagedwith each radio for
specific information regarding safe distances thatmust bemaintained betweenpersonnel
and energized transmitting antennas.

The information in theRF Energy Exposure Guide is determined fromFCC and Industry Canada (IC) rules
that, when followed, limit human exposure to radio frequency energy to acceptable levels. Note that
although the Base radio should be sited, installed, andmaintained only by professionals in a controlled-
exposure environment, theRF Energy Exposure Guide lists the larger lateral safe distances for an
uncontrolled environment. Obeying these limits will protect both railroad employees and the public.

The transmitter should be operatedwith a fixed antenna in anOccupational/Controlled Exposure
environment per Federal Communications Commission (FCC)Office of Engineering and Technology
(OET) 65 or ControlledUse Environment per IC RSS-102. TheMaximumPermitted Exposure (MPE) limit
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for devices in the presence of the general public in the 100-300MHz range is 0.2mW/cm2=2W/m2 vs.
10W/m2 in a controlled-exposure environment.

This radio is intended for use by railroad employeeswhohave full knowledge of their exposure and can
exercise control over their exposure tomeet FCC and IC limits. This radio device is not intended for use
by consumers or the general population.

The table in theRF Energy Exposure Guide lists the calculated lateral distances to bemaintained between
the general public and anoperational Base radio transmitter antenna for two antenna types suitable for
fixed applications.

CAUTION! RF exposure compliancewhile servicingmultiple transmitter sitesmust be
addressed on a site-by-site basis. It is the responsibility of the licensee to ensure
compliancewithmaximumexposure limits.

2.2.2 FixedAntennaGuidelines

This section contains antenna information and additional notes regardingmethods to limit RF
exposure.

Youmust:

l Complywith limits on antenna location, power and effective antenna height per 47CFR Subpart
T §90.701 et. seq., or Industry Canada SRSP-512 §6.3 as applicable. See section 4.3 for additional
information about how to complywith ERP limits. See theRF Energy Exposure Guidefor specific
guidelines regarding the siting and installation of fixed antennas.

l Follow the acceptable fixed-antenna types that are listed in the lateral separation distance tables
in theRF Energy Exposure Guide.

l Install antennas in accordancewith themanufacturer’s instructions.
l Disable the transmitter when installing or servicing its antenna or transmission line.
l Maintain a safe distance fromenergized transmitting antennas. See the table of safe distances
for Base radios in theRF Energy Exposure Guide, which is packagedwith each radio.

l Remove any unauthorized antennas, equipmentmodifications, or attachments that could
invalidate any equipmentwarranty or authority to transmit.Modification could damage the
radio andmay violate FCCor IC regulations. ContactMeteorcommbefore using other antennas.

2.2.3 RF InterferenceConsiderations

Notice to user: This equipment complieswith Part 15 of the FCCRules. Operation is subject to the
condition that this device does not cause harmful interference.
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Note: This equipment has been tested and found to complywith the limits for a Class Adigital
device, pursuant to part 15 of the FCCRules. These limits are designed to provide reasonable
protection against harmful interferencewhen the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed andused in accordancewith the instructionmanual,may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference inwhich case the userwill be required to correct the interference
at his own expense.

2.2.4 EquipmentModifications

CAUTION! Any changes ormodifications to this equipment not expressly approvedby the
party responsible for compliance (in the respective country of use) could void the user’s
authority to operate the equipment.
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3 TransmitterOperation
It is your responsibility, as the licensee, to operate this radio transmitter in compliancewith FCC and
Industry Canada service rules for 220-222MHz, namely FCCRules Part 90 Subpart T and Industry
Canada SRSP-512. It is also your responsibility to coordinate specific frequency usewithin a specified
areawith PTC-220 LLC.

3.1 RadioChannelizationandFrequencyRange
You can configure the Base radio to transmit on any oneof 80 selectable 25 kHz-spaced channels
ranging from220.0125 to 221.9875MHz inclusive. The spectrum included corresponds to all 5-kHz-
wide FCC channels numbered from1at 220.0025MHz to 400 at 221.9975MHz. Each Base radio
transmission occupies five of the FCC-defined 5 kHz channels. The lowest channel center frequency for
the Base radio is in the center of FCC channel 3 and the next is FCC channel 8, then 13, 18, and so on, up
to the highest in the center of channel 398.

3.2 ChannelRestrictions
Section 90.715 of the FCCRules lists the authorized frequencies of the 400 total 5-kHz-wide channels.
According to §90.733(d), these can be aggregated into larger channel widthswith the exception of FCC
channels 161 through 170 and 181 through 185. Therefore, the Base radiomay not transmit on those
channels or their 221MHz counterparts, 361 through 370 and 381 through 385. This corresponds to
Base radio frequencies 220.8125, 220.8375, 220.9125, 221.8125, 221.8375, and 221.9125MHz.

Please see Part 90 Subpart T and SRSP-512 for additional frequency use restrictions in Canadian and
Mexican border areas.

3.2.1 RestrictingBaseTransmission

If a Base radio connects to a Base radio advertising a local channel with a restricted frequency, the Base
radiowill transmit on that frequency. To prevent this situation, thelocalInhibit configuration
parameter specifies a list of channels that the Base radiowill not use.

{
"itcnetd" : {

"channels" : {
"localInhibit" : [140, 141, 142]

}
}

}

There is no need to inhibit a channel if there is no risk of connecting to a Base radio using that channel.
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3.3 RadiatedPower Limits

WARNING! It is your responsibility, as the licensee, to complywith the effective radiated
power limits basedonoperating frequency, geographic location, and effective antenna
height set out in 47CFR Subpart T §90.701 et. seq., or Industry Canada SRSP-512 §6.3, as
applicable.

Important: The following supplementary antenna system information discussesmethods for
you, as the licensee, to determine effective radiated power (ERP) and complywith regulatory
power limits.

Youmust complywith the specific power and antenna height limitations for fixed-antenna stations per
§90.729 or SRSP-512 §6.3. Note that U.S. andCanadian power limits vs. HAAT are not identical.

You should note that allmobiles and also fixed installations transmitting between 221 and 222MHz
must limit ERP to 50Wor 10*log(50) + 30=47dBmpeak envelope power (PEP) referenced to the 2.15
dBi gain of a dipole, unless operating under awaiver of FCC rule §90.729(b) or SRSP-512 §6.3 as
applicable. The EIRP for this case is 49.15 dBm. Also note that themaximumERPon FCC/IC channels
196 through 200 at 220.975 to 221.000MHz is 2W.

The allowable transmitter peak envelope power output in dBm is determinedby subtracting the
antenna gain in dBi from47, then adding the loss from the antenna feedline and connectors. If the
result is greater than or equal to 44.85 dBm=14.85 dBW then themaximumpower output of the Base
radio transmitter can be used. If the value is less than 44.85 dBm, then the transmitter output power
must be reduced to the calculated value.

3.3.1 Mobile Installation

The Base radio is not intended formobile service.

3.3.2 Fixed Installation

In a fixed installation, a common single-element exposed foldeddipole antennawithout reflector has 0
up to 2.9 dBd (2.1 – 5.0 dBi) azimuthal gain depending on the design.

After the allowable ERP is determinedby applying all the previously listed power-restrictive rules and
the antenna gain is known, the transmitter peak envelope power output feeding the transmission line is
determinedby subtracting the antenna gain in dBd from the ERP and adding the loss from the antenna
feedline and connectors plus the loss fromany external inline power sensors, combiners, filters or
lightning arresters. If the net value is greater than or equal to 44.85 dBm, then themaximumpower of
the Base radio transmitter can be used. If the value is less than 44.85 dBm, then the transmitter output
powermust be reduced to the net value.

12/19/2024 Tier 2: Proprietary and Confidential – Do not distribute DCN00006165-B

©2024MeteorcommLLC.All RightsReserved. 11

3    TransmitterOperation



Example for the 50WERP fixed case: Antenna gain=2.9 dBd and feedline loss is at least 0.5 dB for 25
feet of TimesMicrowave LMR-400 coax plus 0.4 dB for inline lightning arrester and three connectors.
Assuming noother losses, the transmitter power output limit = 47-2.9+0.9= 45dBmPEP. In this case,
the actual Base ERP is 44.85+2.9-0.9 dBm=46.85 dBm=48.4WPEP and therefore the system is
compliantwith the 50WERP limit. This installation is not allowed to transmit on FCC channels 196
through 200because themaximumERP is greater than 2W.
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4 Installation
The Base radio satisfies the industry standard ITC requirements as part of an integrated 220MHz radio
network supporting the implementation of Positive Train Control (PTC) systems. The ITC Base,
Locomotive, andWayside radios form the transportation backboneonwhich amessaging application
provides communication capabilities between railroad assets and their BackOffices. The ITC radio
provides communication in an interoperable fashion enablingmessaging to occur across railroad
boundaries.

Base radios are typically installed at co-located facilities and configured as bases tomake connections
with remote radios. The radios are housed inmetal enclosures. The radio's dimensions are
approximately 17.17"wide x 5.25" tall x 18.66" deep and it weighs 30.4 pounds.

All input/output ports are grounded and/or shielded. Internal shielding, unit assembly andprinted
circuit board (PCB) design are used tominimize unwanted radiated emissions.

Figure 4-1: Base radio
[Illustration to be provided]

Radio installation consists of these steps:

1. Unpack and inspect the radio.
2. Mount the radio.
3. Ground the radio.
4. Install current-limiting circuit protection.
5. Connect the antenna.
6. Connect the Ethernet cable.
7. Connect theGNSS antenna.
8. Connect the power cable.
9. Power on the radio.
10. Check front-panel LEDs.
11. View the power-on self-test (POST) results.
12. Initialize coordinated universal time (UTC) time correction data.

The following sections describe each of these steps in detail.

4.1 EquipmentRequired forVerificationof SpecificationCompliance
Following is a list of equipment required to performall of the tests described in this document. You
should be familiar with the pieces of test equipment listed in the following table. Instructions about how
to use the following equipment are beyond the scope of this document.
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Table 4-1: Equipment required for installation and field service

Type Model Notes

Vector signal generator Agilent E4438Cor
equivalent

Recommendoption for 50VDC, 50W input protection of
RF signal output port. PreprogrammedwithDQPSKdata
packet.

Vector signal analyzer Agilent E9010Aor
equivalent

10MHz frequency standard Standard Research
Systemsmodel
FS725 or equivalent

Base radio frequency adjustments require frequency
standard accuracy to 0.01 ppmor better.

60 dBpower attenuator/load Consists of twopieceswith 100Wand2Wmin. power
rating.

Constant voltageDCpower supply Verify unit supports voltage and current draw required
by unit under test.

Host computerwith at least one Ethernet
port andMobaXterm, PuTTY, or
equivalent terminal program installed

If the host computer’s Ethernet port has not been
configured, follow the instructions in "Appendix A:
Configure Computer Ethernet Interfaces " onpage 47.

Clip-on ammeter

Antenna/VSWR test kit

Cable ties as required

Digital voltmeter

Network analyzer

Portable powermeter

Site tester

4.2 Unpackingand Inspecting theRadio
When youunpack and inspect the radio, note any damage thatmay have resulted from shipping
including dents or loose parts. Also note any damageor discrepancies between the contents in the
shipping container and the packing list.

Note: The radio is shippedwith a power connector (Meteorcomm [MCC] part number 010-
031-0306). Please ensure it is connected to the radio andnot left in the packing box.

If you detect damageor the contents do notmatch the invoice,make note of the defect and contact the
radiomanufacturer, with particular attention to the following:
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l Observable damage to chassis and connectors
l Missing parts such as screws and included connectors
l Evidence of contamination including stains andodors
l Evidence of electrical stress such as plasma flashover, pitting, and arc damage

If you donot detect any damage and the shipping invoicematches the contents, continuewith the
installation.

4.3 Mounting theRadio
The radio cover is equippedwith top andbottommounting features. The Base radio should be
mounted on a vertical surfacewith the cooling fins oriented vertically formaximumheat dissipation.

Inmounting the radio, ensure that:

l Equipment that produces substantial heat is not installed below the radio.
l There is adequate room to install and remove aUSBmemory stick.Note: Leavingmass storage
USBdevices installedwhile the radio is unattended is not recommended.

l There is adequate room for cable connections.
l Cables are restrained to prevent kinking, and stressing connectors.

Figure 4-2: Vertical mount
Figure 4-3: 19-inch rackmount
[Illustration to be provided]

4.4 PowerSupplyRequirements forBaseRadios

CAUTION! Applying an incorrect voltage outside the rated voltage range of a Base radio
can damage it. Confirm the voltage ratings of the radio and the power supply before
applying power.

Table 4-2: Base radio input power parameters

Parameter Value

Nominal DCPower Input Voltage 24VDCor 48VDC

Operational Range 21VDC– 61VDC

Damage Limit 65VDC

CurrentDrain (while transmitting
rated power)

4A to 7.5A typical typical while transmitting into 50Ohm load,
11Amaximum
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4.5 Grounding theRadio

WARNING! Ensure the radio is grounded.Not grounding the radio could result in
possible bodily injury.

The Base radio is equippedwith a¼-inch grounding stud located between the antenna connection and
the external power connection.

To ground the radio:

1. Remove the nut andwasher from the grounding stud.
2. Connect the groundwire ring lug to ground.

Note: Meteorcomm recommends that the gaugeof the groundwire connected to the
grounding studof the radio be the same as or lower than the gaugeofwire supplying
power to the radio.

3. Replace thewasher and nut and tighten to 65-75 in-lb for the¼-20 nut.

4.6 InstallingCurrent LimitingCircuit Protection
External circuit protectionmust be supplied to each radio. If necessary, always replace the fusewith a
11A/32V-ratedATO fuse.

4.7 Connecting theAntenna
Youmust plan the location before you can connect the antenna.

4.7.1 Antennaplanning

The radio is designed to beproperly terminated to 50-Ohm resistance load. Base radios have three
antenna ports.

4.7.2 Connecting thecable

The Base radio is rated for 75Wpeak envelope power (PEP). Sufficient termination is required to protect
test equipment. The Base radio usesN-type connectors for narrowbandRF antennas. For transmitter
and receiver testing, connect the test equipment to the port labeledANT.

Figure 4-4: Antenna connector
[Illustration to be provided]

To connect the cable:
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1. Performor confirm a 220MHz antenna voltage standingwave ratio (VSWR) test prior to
connecting the antenna to the radio using an antenna/VSWR test set.

2. Slip the connector over the radio port and tighten.
3. Restrain all cableswhile observing the cablemanufacturer’sminimumbend radius

requirements.

4.8 Connecting theEthernetCable
The Base radio uses a shieldedCAT5or CAT6 Ethernet cable and three RJ-45 Ethernet I/Oports, each on
its ownnetwork.

Figure 4-5: Ethernet connections
[Illustration to be provided]

Insert the cable into one of the ports on the radiomarked LAN for 'local area network'.

Note: It is recommended that only shielded cable be used.

4.9 Connecting theGNSSAntenna
Position theGNSS antenna to avoid strong interferers that could saturate the antenna lownoise
amplifier or the radioGNSS receiver internal lownoise amplifier. Combinations of strong interferers
couldmix and interfere directly with theGNSS signal quality. Test the radioGNSSwith any interference
source active to qualify the antenna-antenna isolation of theGNSS antenna position.

4.9.1 GNSSsatellite constellationoverview

The current GNSS satellite constellation is comprised of 30 active satellites in six inclined orbits, with
several on-orbit spares. TheGNSS satellites operate in circular, ~11-hour, 58-minute orbits at an
inclination of 55 degrees, at an altitude of 20,200 km.

This type of satellite is referred to as amediumEarth orbit (MEO). It is not in geostationary orbit. This is
important because unlike geostationary orbit (GEO) satellites, which are located at an altitude of 35,790
kmover the equator,MEO satellitesmove throughoutmost of the sky so there is no significant
preferential sky visibility sectorwhen installing theGNSS antennas at the site. Youmust optimize the
GNSS antenna location selection for asmuch sky visibility as possible, in all directions, not just south.
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Figure 4-6: GNSS satellite constellation

4.9.2 GNSSantennaplanningconsiderations

Whendetermining antenna locations, you should consider several factors. The figure below illustrates
four typical degradation conditions that aGNSS antennamay face.
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Figure 4-7: GNSS antenna considerations

l DegradationCondition 1: Someof the satellites have a direct view to theGNSS antenna and as
theymove they fall behind various obstructions. Theremay be instanceswhere the satellite
constellation can provide replacement satellites that have unobstructed visibility. However, in
the example shown, even the visible GNSS satellites have a poor geographic separation and this
contributes to a poor dilution of precision (DOP).

l DegradationCondition 2: Some satellitesmay only have an indirect viewof theGNSS antenna
so that a reflected path that is longer than the direct path is all that is available. This results in an
artificially longpath, and timing errors are introduced, likely causing position errors during the
self-survey and timing anomalies, depending on the distance of the reflecting object.

l DegradationCondition 3: Satellites that are completely obstructed have no viewof the antenna
and are invisible to the antenna, even though they are in theGNSSAlmanac in the radio.

l DegradationCondition 4: Satellites that are below themask angle (~10degrees) that is set in the
radio are ignored by the radio, even if they have perfect visibility of the antenna.
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4.9.3 MinimizepotentialofGNSSantenna issues

You should optimize theGNSS antenna installation to avoid intermittent timing anomalies. Inmany
cases, simply roof-mounting theGNSS antenna to a bungalowmay not be sufficient.

The bestways tominimize impact from timingproblems are to do the following:

l Install the antenna as high as is practical and as allowedby local, state, and federal laws.
l Reduce the obstruction angles by installing the antenna further fromobstructions to reduce
their apparent size from the perspective of theGNSS antenna:

o Static obstructions to sky aperture include terrain, buildings, highway overpasses, flyovers,
and coniferous vegetation.

o Transient obstructions to sky aperture include vehicles, rolling stock (eithermoving or
parked in a siding, especially at AARPlateH), storedConexes, anddeciduous vegetation.

l Always note the format of theGNSS coordinates (for example, decimal-degrees or decimal-
minutes).

4.9.3.1 Antennaseparationatcollocatedsites

Ifmultiple GNSS antennas are to be collocated, you should consider separation options.

This consideration stems from the use of high-gain low-noise amplifiers (LNAs) in theGNSS antenna
itself. Close proximity can result in the input of one LNAdetecting the output of an adjacent LNA,
creating a feedback loop thatmay result in jitter anddesensing.

Generally, activeGNSS antennas should be separated by at least 6 feet, without compromising sky
aperture. This is especially important at collocated siteswheremaintenance responsibilities of the
variousGNSS antennas and their transmission systemsmay spandifferent departments, or even
different companies. This is less of an issuewithGNSS antennas installed on locomotives, where one
department in a single company is responsible for themaintenance of GNSS antennas and their
transmission systems.

Sometimes, due to environmental and economic constraints, optimizing theGNSS antenna location
any further is not possible. In those cases, itmay bemore effective to reconsiderwhich of the three
available timingmodeswill best serve an impairedGNSS installation.

4.9.4 Connecting theGNSSantenna

TheGNSS antenna connection is a threadedNeill–Concelman (TNC) female connector and always
provides an active antenna voltage. If the active antenna installed exceeds either the voltage or current
ability of the radio then external powermust be supplied to that antenna. ADCblockmust be used at
the radiowhen the additional power is supplied to avoid damage to the radio.
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Figure 4-8: GNSS connector
Insert image showing connector on a Base radio

To connect the GNSS antenna:

1. Confirm that theGNSS antenna has been verifiedwith a network analyzer.
2. Verify the power requirement of theGNSS antenna and connect aDCblock and tee in the case

that external power is necessary.
3. Connect theGNSS antenna cable to theGNSS antenna input connector on the radio and

tighten securely but do not overtighten. Avoid cross-threading the connector.

4.10 Connecting thePowerCable

CAUTION! Applying an incorrect voltage to a radio can cause damage. Confirm the voltage
of the power supply and the polarity before applying power to the radio.

The Base radio operates froma24VDCor 48VDCnominal supply (21VDC– 61VDC range) isolated from
other electronic equipment using aDC-DC isolated converter. The Base radio uses terminal studs; it is
recommended to use the compatible ring lugs.

Note: The radio only operates onDC voltage. Any application of AC voltage could damage the
radio.

Figure 4-9: Example of a typical power cable externally fusedwith 10AATO
[Illustration to be provided]

Figure 4-10: Power connector
[Illustration to be provided]
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To connect the power cable:

1. The radio does not have a power switch. Verify that the power is off before connecting the radio
to a power source.

2. Confirmproper grounding.
3. Verify the groundbond from the ground lugon the radio through external surge protection.
4. Confirm that the ground lug connection has not bypassed the isolator converter.
5. Insert the connector into the slot. The connector can only fit oneway.Make sure the redwire is

connected to the slotmarked+.

4.11 Connecting theGPIOconnectors
Figure 4-11: GPIO connectors

4.12 PoweringOn theRadio

WARNING! You should never apply power to any radio unless you are acutely aware of
your intentions and the environment inwhich the radio is operating. Applying power to
an improperly terminated radiomay result in damage to the radio, cause operator injury,
or violate regulatory laws regarding radio transmissions because radioswill begin
transmitting full-rated powerwithout any user intervention under certain conditions.

To power on the radio:

1. Confirm that all connections are tight and secure.
2. Power on the radio.
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4.13 Checking the FrontPanel LEDs
The layout of the LEDs is as follows:

First row:  POWER | TX
Second row:  RF LINK | RX
Third row:  MSG | RFANT
Fourth row:  GNSS | RADIO
Bottom row:  GPIO LEDs

4.13.1 LEDsatPower-On

Onpower-on, the front panel LEDs, including the general purpose input output (GPIO) LEDs, progress
through a sequence indicating that the operating systemhas booted and the radio application software
is starting. The Power LED is not under software control. The progress is described in Table 4-3.

Table 4-3: Front panel LED sequence on radio start-up

Trigger Pattern Notes

Start of boot
sequence

All settable LEDs
Green for a brief
period,
approximately 0.5
seconds.
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Trigger Pattern Notes

All settable LEDsOff
for a brief period,
approximately 2.5
seconds.

All settable LEDs
Red for a brief
period,
approximately 2.5
seconds. GPIO LEDs
areOff.

All settable LEDs
Green for a brief
period,
approximately 2.5
seconds.
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Trigger Pattern Notes

All settable LEDs
Amber for a brief
period,
approximately 2.5
seconds. GPIO LEDs
areOff.

The LEDs take on their normal states upon completion of the boot sequence. These are described in
Table 4-4.

The LEDs (except POWER) remain amber if the radio is booted to the failsafe partition upon factory
reset.

4.13.2 NormalLED States

The normal states of the front panel LEDs are described in the following table.

Important: Read the description of each LEDbelow carefully. Some LEDs, such as the POWER
LED, indicate a problemwhen they are off. Other LEDs, such asMSG (Message) andRADIO,
indicate a problemwhen they are steady red.

Table 4-4: Normal states of front panel LEDs

Label Description Color

POWER l GREENwhen the power is good. Red/Green/Amber

RF LINK l OFFbefore itcnetd is running.
l AMBER after first DTDMAcycle andbefore first remote
has connected.

l GREENafter one ormore remotes have connected to
the base.

l RED if there are no remotes connected to the base.

Red/Green/Amber
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Label Description Color

Note: TheRF LINK LED only transitions to RED from
GREEN.

MSG l OFFuntil configuredHRX servers are started.
l AMBER after HRX servers are started andwaiting for ELM
connection on startup.

l GREENwhenprimary andbackup ELMs are connected.
l RED if primary connection is lost (indicatesmessage
fault).

l RED for 5 seconds if backup connection attempt fails.

Note: TheMSGLEDwill remainOFF if, for any reason,
the radio is not configured for anHRX connection to a
messaging host.

Red/Green/Amber

GNSS l OFF after timesyncd service starts.
l AMBER after GNSS initialization is complete andbefore
radio enters Precise timesync state (or a validGNSSUTC
time is received).

l GREENwhen a validGNSS fix is achieved.
l REDwhen initial configuration is not completewithin 60
seconds.

l REDwhen the validGNSSUTC timehas not been
receivedwithin 60 seconds after timesyncd service starts
or 3 seconds after previousGNSSUTC timeupdate,
which occurs every second.

l REDwhen an SBF ReceiverStatus is not receivedwithin
60 seconds.

l REDwhenGNSS antenna circuit is openor short (an
overcurrent is detected); remains REDuntil condition is
cleared (the fault condition of not receivingGNSSUTC
timewithin 3 secondswill likely be triggered before an
antenna fault condition but the LED remains REDuntil
the next ReceiverStatus report, which occurs every 30
seconds, to confirm the antenna condition is cleared or
not).

l REDwhen radio discovers any health related issues
causing reconfiguration or recovery; remains REDuntil
fully recovered (i.e. Precise timesync state is entered).

Red/Green/Amber
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Label Description Color

TX l OFF initially
l OFFwhen transmit is completed successfully
l GREENwhen the transmitter is active

Red/Green

RX l OFF initially
l OFFwhenno receiver is in RECEIVING state
l GREENwhen any receiver is in RECEIVING state

Red/Green

RFANT l OFFbefore itcnetd or testmoded is running.

l AMBERwhenno transmitmeasurements have been
made.

l GREEN if VSWR is less than the thresholdAND forward
power is between 75% to 133%of PApower. The
threshold is 4.0 (if transitioning fromAMBER) or 3.0 (if
transitioning fromREDorGREEN).

l REDwhenVSWR is greater than 4.0.

l REDwhen forward power is less than 75%ormore than
133%of PApower.

l AMBER when noVSWRmeasurements have beenmade
within 30minutes of a good transmission.

Red/Green/Amber

RADIO l OFF Initially upon radio boot until software is sufficiently
running tomaintain proper states.

l OFFwhen a restart is requested.

l AMBERwhenoneormore of the following conditions
exists:

l Configuration and calibration have not yet
completed.

l The duration of the periodwhenduty cycle limiting
is being enforced.

l Radio is configured to be in testmode.

l Transmitter is disabled (as for examplewith the
txdisable command).

l GREENwhen all of the following conditions aremet:

Red/Green/Amber
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Label Description Color

l Radio is in normalmode (itcnetd is operational).

l Avalid configuration is loaded and calibration is
locked.

l Transmitter is not disabled.

l REDwhen any of the following conditions aremet,
regardless of above conditions:

l The selected configuration is invalid.

l Radio is not calibrated (calibration is unlocked).

l A required service is not running.

GPIOOUTPUT
1

Illuminated onGPIO Output 1 activity. Green

GPIOOUTPUT
2

Illuminated onGPIO Output 2 activity. Green

GPIOOUTPUT
3

Illuminated onGPIO Output 3 activity. Green

GPIO INPUT 1 Illuminated onGPIO Input 1 activity. Green

GPIO INPUT 2 Illuminated onGPIO Input 2 activity. Green

GPIO INPUT 3 Illuminated onGPIO Input 3 activity. Green

4.14 DisplayingPOSTResults
Apower-on self-test (POST) is a series of several dozen tests that the radio quickly runs on itself each
time it boots up to determinewhether it has any problemsor ismissing any critical information.
Entering thepost commandmultiple times does not rerun the tests. Thepost commandonly reports
the results of themost recent POST.

Possible POST results are: PASS, FAIL, orNOTRUN.

To display the POST results:

1. Connect to the radio.
2. On the command line, enter:post
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3. View the POST results list. (For information about using thepost command see the ITCRNG

CLI Reference for Administration and Service.)

4.15 InitializingUTCTimeCorrectionData
Following initial connection of theGNSS antenna, itmay take up to 12.5minutes (assuming nominal
conditions) for the radio to obtainUTC time correction data from theGNSS satellite constellation. Prior
to receiving theUTC time correction data, theGNSS receiver outputs a time value that is an integral
number of seconds aheadof the correct time. The radio detects this condition and inhibits time-
synchronized ITCnet transmissions in order to avoid causing network interference. Upon receipt of the
UTC time correction data, theGNSS receiver reports the correct time and the radio stores theUTC time
correction data in nonvolatilememory for future use in aiding theGNSS receiver.

Note: A radio that is put in storage after this initializationmay hold stale UTC time correction
data, andmay require reinitializationwhenplaced into service.
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5 CommandSecurity
User authentication identifies you as someonewho is allowed to change the radio's configuration
settings.

User authentication tasks consist of:

l Logging on to a radio
l Logging off froma radio
l Managing your SSH authentication keys

The following sections describe each task in detail.

5.1 LoggingOn toaRadio
To logon to a radio, youmust configure a computer to communicatewith the radio. Your computer
and terminal emulator applicationmust satisfy the followingprerequisites:

l The computer is connected to the radio'smaintenance (MAINT) port.
l The Ethernet interface is configured to communicatewith TransmissionControl Protocol (TCP)
port 22 on the radio.

l The firewall rules are configured to allow Secure Shell Protocol (SSH) access.
l The computer has native support for an SSH client or has an SSH client installed.
l The radio’s SSHprivate key for the user account or the admin account is available to the
computer’s SSH client. The predefined identity files containing the private keys are in Privacy
EnhancementMail (PEM) format andmay need to be converted to a different format if your SSH
client does not support PEM files.

Additional prerequisites for logging on to a radio are:

l The radio has beenpowered.
l Youhave permission to enter commands that can change configuration settings.

Youmay logon to a radio using SSH through an account named “user” or “admin”; these account
names are case sensitive. The admin account has permission to runmore commands than the user
account. These accounts do not have passwords, but they are authenticated through SSHusing private
keys provided to your SSH client.

Notes:

l You canmake an unlimited number of log-on attemptswithout being lockedout of the radio.
l More than one SSHauthentication key can be associatedwith an account.

To log on to the radio:
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1. On your computer, use your SSH client to log on to the account that youwish to usewith the
account’s identity file. The radio uses the default SSHport, TCPport 22.

2. When youhave successfully loggedon to the radio, youwill see the commandprompt of a
Linux interactive login shell.

5.2 LoggingOff fromaRadio
After you logon to a radio, you can logoff at any timeby ending the SSH session. If you have opened
more than one sessionwith the radio, ending one sessionwill not affect the other sessions.

To log off from a radio:

1. On your computer, access your SSH client that is handling the session that youwish to end.
2. At the commandprompt type:

exit

Alternatively, enter Ctrl+D.

Note: Youmay have to do thismore than once if you have opened sub-shells.

The final command logs off the login shell and closes the SSH session.

5.3 ManagingSSHAuthenticationKeys
Changing your SSH authentication key from the predefined key or a key you have been using for a
while to a newauthentication key improves radio security. If you are not surewhen to change your
authentication key, ask an administrator to checkwith your company’s establishedprocedures for
guidance.

Theuserkey command canbe usedby the admin account to list keys. See the section "CreatingNew
SSH Keys" in the ITCRNGGetting Started Guide for information about how to create a new key and create
a kit containing the newkey. Then, if you are usingMobaXterm, see the section "KitManagement" in
that document for information about how to add and remove kits containing keys for the admin and
user accounts. Tomanage kits using the command line see "ManagingUser Access" in the ITCRNG Radio
Management Guide and thekit command in the ITCRNGCommand Line Reference for Administration
and Service.

The predefined keys for each user account can only be replaced by installing a kit with newSSHauth
keys for the sameuser account.
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6 Troubleshooting
This section describes common radio problems, their probable causes, and likely solutions. Problems
covered in this section are those related to:

l Power
l Antenna
l Transmitter
l Receiver
l Ethernet connectivity
l RF link
l Time and location

In the following sections, solutions to a given problemare listed in the order you should try them.

6.1 Guidelines for TroubleshootingCommonProblems
Always check these items first when a radio problemoccurs:

1. Check physical radio connections

Make sure that all physical connections to the radio are secure. This includes: power, Ethernet,
antenna(s), andGNSS.

2. Check the LEDs

Use the LEDs to determine the state of the systemandwhether there is a fault condition. See
"Front panel LEDs" on the facing page formore information.

3. Determine the software version each radio is running

Check the result of theapps command to determinewhat revision of radio software is running.

4. Check the state of the radio

Use theradiostate command to view the state of the radio.

5. Check the POST results

Check the output of thepost commandon the radio to ensure that no tests failed during the
most recentpost. See "View the results of themost recent POST" onpage 34 formore
information.

6. Check that the radio configuration is up-to-date
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Use theconfig command to query the configuration components of interest (see the ITCRNG

CLI Reference). Formore information on radio configuration, see the ITCRNG Radio Configuration
Guide.

6.1.1 Commonlyuseddiagnostic commands

Anumber of CLI commands are available to provide information about the state of the radio, including
current RF connections and software version information. You can use them to collect information that
may be useful in determiningwhy a radio connection is not performing as expected. Theradiostate
command is describedbelow. For the full list of CLI commands, see "CommandsGroupedby Function"
in the ITCRNGCommand Line Reference, paying particular attention to the Status andDiagnostic groups.

6.1.2 Frontpanel LEDs

Onpower-on, the front panel LEDs indicate the progress through the boot sequence.

The front panel LEDs show the general operational status of the radio after the radio conducts a POST,
which it does each time the radio boots up. Table 1-2 includes a description of the function of each LED
aswell as the color of each LEDwhen the radio is functioning properly.

6.1.3 Check thestateof the radiowith the radiostatecommand

Theradiostate commandqueries the radio's operational states, composedof the asset state and
the POST state. It displays the LED status and the detailed reasonwhy the LED is in its current state.

As shown in Table 6-1, theradiostate command returns an asset state value indicating the radio's
current state, including the Radio LED color, and a table listing the status of each of the radio's
subcomponents.

Table 6-1: radiostate command response

Asset state: Fully Operational (Radio LED: Green)

Subcomponent Status Reason
----------------------- ------------ -------------
Configuration Good Valid
HRX connection Good Connected to host
Calibration Good Calibration locked
Mode Good itcnet operational
Tx state Good Enabled
VSWR Good In range
Timesync Good Precise
Temperature Good In range
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Voltage Good In range
Software Good All services active
Hardware Good No failures
POST Pass All post tests pass

The asset state portion of the response is a summary basedon a set of criteria. Each criterion is included
in the table and reported as "Good" or "Bad", depending on the criterion’s value compared to a fully
operational radio. Onlywhen all criteria are designated as "Good" is the asset state shown as "Fully
Operational".

The POST item in the response is a summary of the results of the power-on self-test, which is actually
many discrete tests. See thepost command for additional information regarding the results of
individual tests.

The value returned for Radio LED is one of the following:Off, Red, Green, or Amber.

To view the radiostate command output:

1. Connect the computer to the radioMAINTport.
2. On the command line, enter theradiostate commandwith no arguments:

radiostate

6.1.4 Viewthe resultsof themost recentPOST

APOST (power-on self-test) is a series of several dozen tests that the radio quickly runs on itself each
time it boots up to determinewhether it has any problemsor ismissing any critical information.
Entering thepost commandmultiple times does not rerun the tests. Thepost commandonly reports
the condition of the radio at the time it was last powered up.

Possible POST results are PASS, FAIL, andNOTRUN.

To display the POST results:

1. Connect to the radio.
2. On the command line, enter thepost commandwith no arguments:

post

3. View the POST results list. For details about each test, see thepost command in the ITCRNG

Command Line Reference.)
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6.1.5 Systemlogcontents

The system log addsmore debug information that you can use for POST analysis so that you can
troubleshoot issueswith your radios by analyzing the system log.

6.1.6 Boota radio

A radio boots upwhen it is powered on, when thesysreboot command is sent to it, or the software
stops responding.

To boot a radio:

1. Power on the radio by connecting it to a power supply thatmeets the "DC input voltage range"
specified (see "Specifications for ITC Model Base Radio 65030" onpage 2) or send the
sysreboot command to the radio.

2. Connect the computer to the radioMAINTport.
3. On the command line, enter thesysreboot commandwith no arguments.

sysreboot

If you solved the radio problem, the front panel LED that indicated a problem should now indicate
normal operation. If it still indicates a problem, continue troubleshooting.

6.2 RadioPowerProblems
Problem indicators:

l There is no power to the radio.
l The POWER LED is off.
l The radio does not transmit.
l The Fault LED is on.
l The POST results show that the internal voltages are out of range.

To troubleshoot radio power issues:

1. Make sure the power-cable connectors are securely connected to the power supply and to the
radio.

2. Make sure the power-cable polarity is correct.
3. Make sure the power supply is turnedon.
4. Measure the voltage at the power-cable connector to the radio. Adjust the power supply to

within the rated operating voltage.
5. Verify that current limiting on the supply is not less than themaximumcurrent draw.
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6. Replace the power cable.
7. Replace the radio. See "Replacing a Radio" onpage 41.

6.3 AntennaProblems
Problem indicators:

l Transmissions fromor to the radio are poor or absent.
l The radio’s RFANT LED is on.

To troubleshoot antenna issues:

1. Make sure the antenna-cable connector is securely connected to the antenna and to the radio.
2. Check the antenna for any defects or breaks.
3. Check the cable connector and radio connector for corrosion.
4. Check the lightning suppression device for shorts, faults, etc.
5. Use the commandstxtest,canmsg, andvswr to verify that there are no electrically

detectable defects in the above components (for information about these commands, see the
ITCRNGCommand Line Reference).

6. Replace the cable or connector if necessary.
7. Replace the antenna if necessary.
8. Replace the lightning suppression device if necessary.
9. Check the radio output powerwith a nonreactive load connected.
10. If the RFANT LED is lit, use thevswr command to determinewhy.On the command line enter:

vswr

Following are examples of the response to thevswr command that showgood andbad status.

A good status looks like this:

Status: good
Age: 1 min
VSWR: 1.2:1

Forward power: 43.90dBm
Reflected power: 23.07dBm
PA temperature: 32.0C

PA current: 5.97A
PA driver current: 0.00A
Battery voltage: 13.70V
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Abad status looks like this:

Status: bad
Age: 1 min
VSWR: 4.5:1

Forward power: 39.96dBm
Reflected power: 36.03dBm
PA temperature: 33.0C

PA current: 5.93A
PA driver current: 0.00A
Battery voltage: 13.70V

11. Replace the radio. See "Replacing a Radio" onpage 41.

6.3.1 GNSSAntenna

Check yourGNSS antenna. It is recommended that yourGNSS antenna supports L1, L2, and L5.

6.4 TransmissionProblems
Problem indicators:

l Transmissions from the radio areweak or intermittent.
l Another radio in the network stops receiving expected communications from this radio.
l The TX LEDnever comes on.
l TheRADIO LED is on.

To troubleshoot transmission issues:
l Make sure the radio is turnedon and the green PWRLED is on.
l Use thevswr command to confirm the power output of the last transmission andVSWR (for
information about this andother commands, see the ITCRNGCommand Line Reference).

l Check the cable connector and the radio connector for corrosion. If there is evidence of
corrosion, replace the connector.

l If the STBY LED is on, use thetxstate command to verify that the transmitter is enabled.

l Use theradiostate command to check subcomponents of the radio to ensure it is in proper
working condition.

l Make sure the antenna-cable connectors are securely connected to the antenna, to the lightning
protector, and to the radio.

l Adjust the RF power output higher and lower to verify that the transmitter output is controllable.
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l Monitor the current supplied by the power supply to confirm that the typical transmit current is
drawn and the radio is not current-limited.

l Check the antenna for any defects or breaks.
l Check the power supply voltage. If the power-supply voltage is too low, the radiomight stop
transmitting.

l Replace the cable or connector.
l Replace the radio (see "Replacing a Radio" onpage 41).

6.5 Receiver Problems
Problem indicators:

l This radio stops receiving communications fromanother radio in the network.

To troubleshoot receiver issues:

1. Make sure the radio is turnedon and the green POWER LED is on.
2. Verify that the receive frequency of this radio is within limits (see "Specifications for ITC Model

Base Radio 65030" onpage 2).
3. Make sure the antenna-cable connectors are securely connected to the antenna and to the

radio.
4. Check the cable connector and radio connector for corrosion. If there is evidence of corrosion,

replace the connector.
5. Make sure the base has a local channel configured for transmit. See the section on channel

assignments for bases in the ITCRNG Radio Configuration Guide formore information.
6. Check the antenna for any defects or breaks.
7. Replace the radio. See "Replacing a Radio" onpage 41.

6.6 EthernetConnectivity Problems
Problem indicators:

l The radio is disconnected from the network.
l TheMSGLED is off.
l The link and activity indicators are off.

To troubleshoot network connectivity issues:

1. Check network activity. If the network is down, then the problemprobably is not in the radio.
2. Make sure the Ethernet cable is securely connected to the radio’s LANport.

a. Physically inspect the cable and connectors for damage andmissing pins.
b. Inspect the Ethernet socket on the laptop and the radio for damageor "crossed fingers".
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3. Verify that external equipment is functioning properly.
4. Connect your computer to one of the radio’s LANports, send commands to the radio, and then

see if the radio responds.

Note: To connect the computer to the LANport, youmust configure the computer’s
Ethernet interfaces to communicatewith the radio, and youmust know the LANport's
IP address. If you donot know the IP address, contact your systemadministrator.

5. Replace the cable.
6. Replace the radio. See "Replacing a Radio" onpage 41.

6.7 RF LinkProblems
[Information to be updated for Base radio]

Problem indicators:

l TheRF Link LEDnever comes on.

To troubleshoot RF link issues:
l Make sure the radio is turnedon and the green PWRLED is on.
l Make sure the antenna-cable connectors are securely connected to the antenna and to the
radio.

l Check the antenna for any defects or breaks.
l Check the antenna leading cable or coax for defects, breaks, or sharp bends (thosewith less than
the cable’s rated bend radius)

l Use theradiostate comand tomake sure there is a valid configuration loaded.

l Verify that the base is transmitting. Use a signal source andperformadirect receiver test if
necessary to isolate the problem.

l Replace the radio. See "Replacing a Radio" onpage 41.

6.8 TimeandLocationProblems
The ITCRNG radio's CLI commands, configuration items, and logging provide enough information to
support the radio's operationwithin the ITCNet protocol. In particular, the CLI commanditctime can
be used to display timeof day, timesync state, andday length, while thepntinfo commanddisplays
location alongwith hardware, firmware and software version numbers andother data (see the ITCRNG

Command Line Reference for Administration and Service formore information). Enabling log TS-1312
provides human-readable printout ofNMEA sentences to themonitor (see the ITCRNG Logging User
Guide and Reference formore information). These data are handled byMetercomm's time
synchronization service as a client application of gpsd, an open source service that interfaceswith the
GNSSmodule.
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Further useful information is available through cgps, a client-side utility of gpsd that also displaysNMEA
sentences in real time from theGNSS module.Most of the information displayed by cgps is available in
the radio's timesync-related logmessages, but someusersmaywish to use cgps rather than the radio's
time synchronization service for debuggingGNSS issues. AlongwithNMEA sentencemonitoring, the
cgps output also contains a table displaying data about all the satellites theGNSSmodule detects, as
shown in Figure 6-1, andwould immediately give evidence of problems such as a broken antenna.

Figure 6-1: Partial cgps output

┌───────────────────────────────────────────┐┌──────────────────Seen 15/Used 10┐
│ Time: 2021-07-07T21:07:49.000Z ││ PRN Elev Azim SNR Use │
│ Latitude: 47.47301250 N ││GP 5 47.0 59.0 29.0 Y │
│ Longitude: 122.23358633 W ││GP 13 20.0 93.0 39.0 Y │
│ Alt (HAE, MSL): -24.606, 37.402 ft ││GP 15 25.0 128.0 26.0 Y │
│ Speed: 0.04 mph ││GP 16 23.0 316.0 22.0 Y │
│ Track (true, var): n/a deg ││GP 18 62.0 278.0 34.0 Y │
│ Climb: -19.69 ft/min ││GP 20 23.0 51.0 44.0 Y │
│ Status: 3D DGPS FIX (1 secs) ││GP 23 31.0 205.0 47.0 Y │
│ Long Err (XDOP, EPX): 0.54, +/- 6.6 ft ││GP 26 36.0 284.0 35.0 Y │
│ Lat Err (YDOP, EPY): 0.63, +/- 7.8 ft ││GP 29 67.0 128.0 43.0 Y │
│ Alt Err (VDOP, EPV): 1.67, +/- 31.5 ft ││SB 46 35.0 189.0 36.0 Y │
│ 2D Err (HDOP, CEP): 0.83, +/- 12.9 ft ││GP 10 2.0 213.0 0.0 N │
│ 3D Err (PDOP, SEP): 1.86, +/- 29.0 ft ││GP 25 10.0 186.0 13.0 N │
│ Time Err (TDOP): 1.02 ││SB 48 35.0 184.0 32.0 N │
│ Geo Err (GDOP): 2.12 ││SB 51 33.0 160.0 0.0 N │
│ ECEF X, VX: n/a n/a /s ││QZ 194 18.0 301.0 14.0 N │
│ ECEF Y, VY: n/a n/a /s ││ │
│ ECEF Z, VZ: n/a n/a /s ││ │
│ Speed Err (EPS): +/- 10.6 mph ││ │
│ Track Err (EPD): n/a ││ │
│ Time offset: 0.082 sec ││ │
│ Grid Square: CN87vl ││ │
└───────────────────────────────────────────┘└─────────────────────────────────┘

Review the cgps output:

1. Verify that Time is correct for UTC Time
2. Verify latitude, longitude, and altitude are correct for this location.

a. If theymatch yourmeasurements, there are no issues
b. If they donotmatch yourmeasurements, theremaybe a problemwith the configuration

loaded into the radio, if extant.
3. Check the Status field. Acceptable statuses are 2D Fix, 3D Fix, 3DDGPS Fix, and 3DRTK Fix.
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4. Verify that you are seeingmultiple satelliteswith signal-to-noise ratios (SNRs) that are greater
than 30.

a. Some satellitesmay have SNRs less than 30, but this wouldmean that those satellites are
screenedby vegetation, clutter, or terrain.

b. To simplify this scenario, select a satellitewith an elevation above 60degrees, and the SNR
should be in themid 30s or higher.

c. Consistently poor SNRs indicate aGNSS antenna location issue, or a hardware fault in the
GNSS transmission system (GNSS antenna, lightning suppressor, coaxial cable segments).

d. Satelliteswith a zero SNR (or no SNRat all) indicate that some satellites are completely
blockedby vegetation, clutter, or terrain.

5. Verify thatmost of the satellites aremarked as ‘Y’.

a. Ifmost or all satellites aremarked ‘N’, this indicates a probable issuewith the configuration
loaded into the radio.

Formore information see the following:

l gpsd - https://gpsd.gitlab.io/gpsd/

l cgps - https://gpsd.gitlab.io/gpsd/cgps.html

6.9 ReplacingaRadio
When replacing a radio in the field, follow the safety information in "Safety" on page 7. Inspect the
installation of the radio to determine if an installation problem caused the radio to fail.

To uninstall the existing radio:

1. Power down the radio.
2. Disconnect the power cable.
3. Disconnect the antennas.
4. Disconnect the Ethernet cable(s).
5. Disconnect theGPIO connectors.
6. Disconnect theGNSS antenna.
7. Remove the ground connection from the radio.

After uninstalling the radio, follow the instructions in "Installation" onpage 13 to install the replacement
radio.

For radioswithmanually obtainedGNSS coordinates, reobtain theGNSS coordinates. If you donot
knowhow theGNSS coordinateswere determined, contact your network administrator.
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7 Real-Time Log (a.k.a "Trace")Monitoring
The Base radio has combined tracing and logging into one function. See the ITCRNG Logging User Guide
and Reference for log definitions and the ITCRNG Radio Configuration Guide for configuration
instructions.

To provide a live viewof logmessages as they occur you can usejournalctl. Thejournalctl
utility is a standard Linux tool used to interact with logs captured by systemd. Usingjournalctl you
can read, filter, andmonitor logs in real time. The followingbriefly describes how to usejournalctl
tomonitor logs in real time, but please see thejournalctlmanpages for complete details on all the
uses of the utility.

Inmonitoring logswithjournalctl, themost important switch is--follow (or-f), which
continually prints logmessages to the screen as they are produced. The following commanddisplays all
new logmessages as they arrive.

journalctl --follow
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8 Managing SoftwareApplication Images
From time to time, new functionality becomes available from the radiomanufacturer in the formof a
new software application image (also simply called an “image”). This new functionality is provided to the
radio by updating the radio software.

All imagemanagement operationsmaybe accomplished using operator commands. However, the
radios also support performing some imagemanagement operations using ITC SystemsManagement
(ITCSM) features throughnetwork connection froman application gateway. See the ITCRNG Radio
Configuration Guide for information about how to configure a radio for ITCSMconnectivity.

Using ITCSM features involves creating a radio software kit, aswell as sending the appropriate
messages to the radio in order to perform themanagement operations. Consult with your BackOffice
support teamor engineers formore information about ITCSMsupport of your radios.

This section offers instructions for:

l Determining software image status.
l Updating radio software application images.
l Performing amanual software rollback.
l Determiningwhether automatic rollback has occurred.
l Maintainingmultiple software application images in the radio.

8.1 DeterminingSoftware ImagesStatus
The radio is partitioned into three areas: A, B, and F. Partitions A andB are the alternate active and
backup (or rollback) partitions, and F is the Failsafe partition used to recover the radio.

Theapps command lists the current active and rollback software images loaded into the radio, as
shown in the example output below.

Slot Status Version SHA Rem Installed
---- ------ ------- --- --- ---------
linuxA Booted 0.1.72.06-f2-36-g475fd7c 820ab1 3 2023-04-07T15:40:42Z
mccfsA Booted 0.1.117.01-f2-0-g1e045e19b e9be89 3 2023-04-07T15:40:13Z
linuxB 3
mccfsB 3
linuxF 0.1.72.06-f2-36-g475fd7c 11c8d5 3 2022-01-06T03:33:30Z
boot 0.1.72.06-f2-36-g475fd7c 8a6c68 2023-04-07T15:40:03Z
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8.2 UpdatingSoftwareApplication Images
The Base radio does not directly ingests images, but rather kits containing images that are signed for
security purposes. Kits are created off the radio.

Updating the softwaremeans installing the software application kit, selecting it to be active, and then
running it. This procedure can bedone using the command line as shownbelow, or usingMobaXterm
as described in the "KitManagement" section of the ITCRNGGetting Started Guide. To roll back an
image, see "Rolling Back an Image" on the facing page. For information about uninstalling and
removing images, see the ITCRNG RadioManagement Guide.

To update the radio’s software application image using CLI commands:
Use the followingprocedure to transfer and add a software kit to the radio and install the updated
software image contained in the kit.

Note: You cannot schedule a software updatewith the command line. This can bedone using
ITCSM (see "Updating radio software through ITCSM" in the ITCRNG RadioManagement Guide.

1. Transfer the software kit to the radio using thekit commandwith the--addoperation.

kit --add=/dev/sda/usb-drive/myKit.kit

This command also adds the kit to the kit directory.

2. You can use thekit commandwith--listoperation to verify that the kit is now in the kit
directory.

kit --list

This commanddisplays all the kit files in the kit directory, aswell aswhether or not each is
installed, active, available to be installed, and in the rollback position.

Kit name Kit ID Available Installed Active Rollback
--------- --------- --------- --------- --------- ---------
abc.kit 2 Yes Yes No No
xyz.kit 4 Yes Yes Yes Yes
34.kit 7 Yes Yes Yes Yes
c_luffman3.kit 3 Yes Yes No No
mykit.kit Not installed Yes No No No

3. Install the kit using thekit commandwith the--installoperation. The following command
dispatches elements from the specified kit file to the installers.
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kit --install=myKit.kit

4. Verify the contents of the installed kit. The following commandqueries the contents of an
available kit file.

kit --query=myKit.kit

The above command receives a response indicating that the kit contains amanifest file and two
RAUCbundles.

KitFileID :myKit
Description :Manifest file used for manual testing
Size of kit file :59888040 bytes
Elements:
boot.raucb
rootfs.raucb

5. Restart the radio.

6. Confirm the software update using theapps command.

8.3 RollingBackan Image
You canmanually rollback softwarewhen there aremultiple images installed in the radio.

Tomanually roll back an image:

1. Run theapps command and view the list of images in the output table, notingwhether the
Status column for each image reports "Booted" or "Bad" or is blank.

2. Select the image listed as blank to roll back to using theappsCLI commandwith the--
selectoption.

apps --select=b

3. Reboot the radio using thesysrebootCLI command.

8.3.1 Howautomatic rollbackoccurs

If for some reason the active image cannot boot, the backup imagebecomes active and is booted. If
there is no backup imageor it also fails, the failsafe image is run. The radiowill not be fully operational
running in failsafe partition.
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9 RoutineMaintenance
The following aremaintenance items that you should perform routinely:

l Removedust andobstructions fromheatsink fins.
l Ensure that the radio is free of excessive condensation andmoisture.
l Ensure that the radio is not subjected to excessive heat fromadjacent equipment.
l Make sure that the radio is securelymounted and supported.
l Make sure that the cables do not bendwith less than theminimumbend radius.
l Restrain cables to prevent stress on connectors.
l Keep the LEDpanel dust-free and viewable.
l Remove cables during a powered-offmaintenance cycle andmake sure the pins do not have
corrosion nor signs of thermal stress:

o Discoloration and flaky or granularmaterial
o Darkened color, signs of oxidation, pitting, or plasma flashover

l Verify that cable insulation is not sliced, worn, or cracked.
l Verify that all unused connectors are coveredwith the appropriate dust cover.
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AppendixA: Configure Computer Ethernet Interfaces

It is recommended that you use a computerwith two Ethernet interfaces, Ethernet 1 and Ethernet 2, so
that your computer can communicatewith a radio'smaintenance (MAINT) and LANEthernet ports at
the same time. Youmust have a terminal emulator such asMobaXTERMor PuTTY installed on the
computer and have administrative rights to configure the Ethernet interfaces.

Notes:

l The following configuration example is for directly connecting to the radio andbypassing any
network infrastructure. If you cannot get direct access to the radio, contact your network
administrator for instructions.

l If you are using the factory defaults, use the following example. If you are not using the factory
defaults, contact your network administrator for the appropriate IP settings.

l The following procedures are intended for usewithWindows 10. Consult with your network
administrator if you are using a different version ofWindows.

To configure the computer Ethernet interface for connecting to the radio’s MAINT port:

1. On the computer, click Start, then clickControl Panel.
2. ClickNetwork and Internet, then clickNetwork and Sharing Center.
3. ClickChange adapter settings.
4. Click Local Area Connection, then clickProperties.
5. On theNetworking tab, select the Internet Protocol (TCP/IPv4) check box, and then click

Properties.

6. ClickObtain an IP address automatically.
7. ClickOK.

To configure the computer Ethernet interface for connecting to the radio’s LAN1 port:

1. On the computer, click Start, then clickControl Panel.
2. ClickNetwork and Internet, then clickNetwork and Sharing Center.
3. ClickChange adapter settings.
4. Click Local Area Connection, then clickProperties.
5. On theNetworking tab, select the Internet Protocol (TCP/IPv4) check box, and then click

Properties.

6. ClickUse the following IP address.
7. In the IP address field, type 10.255.255.200.
8. In the Subnetmask field, type 255.255.255.0.
9. ClickOK.
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Appendix B: Parts List

The following part numbers are for reference only and are subject to changewithout notice.

Table B-1: Base radio parts and part numbers

Part Number Part Name Qty Unit of Measurement

65030001-01 Final Assembly, Base Radio, NGR EA

000-046-0024 Adhesive, Loctite Permanent, Thread 0 AS_REQ

000-046-0026 Adhesive, Loctite 242 Threadlocker 0 AS_REQ

000-160-0018 Cable, USB 3.0, TypeAMale/TypeAMale, 1.6FT 1 EA

000-160-0020 Cable, Ethernet, CAT6, RJ45, Shielded, 2.5FT, Gray 1 EA

000-160-0021 Cable, Ethernet, CAT6, RJ45, Shielded, 2.5FT, Beige 1 EA

000-160-0023 Cable, Ethernet, CAT6, RJ45, Shielded, 1.5FT, Black 1 EA

005-002-0104 SCREW,MACH, 4-40X1/4, FLHD, PHIL, SST 12 EA

005-002-4008 SCREW,MACH,4-40X1/2,PNHD,PHIL,SST, BLKOX 2 EA

005-004-0106 SCREW,MACH, 8-32X3/8, FLHD, 100DEG, PHIL,
SST

36 EA

005-005-0106 Screw, 10-32 X 0.375" LG, Undercut, 82deg, FH
PHIL, SST

4 EA

005-005-4008 SCREW,MACH,10-32X1/2,PHPHIL,SST,BLKOX 6 EA

005-005-4106 SCREW,MACH,10-32X3/8,FHPHIL,100
DEG,SST,BLKOX

7 EA

005-007-0008 SCREW, 1/4-20 X 0.50" LG, PHPHIL, SST 2 EA

005-007-0903 NUT, HEX, 1/4-20, SST 1 EA

005-008-0902 Washer, External Lock, 1/4", SST 1 EA

005-009-0902 WASHER, FLAT, 5/16" ID, 0.750"OD, 0.05" Thk, SST 4 EA

005-009-0903 NUT, HEX, 5/16-18, SST 4 EA

005-009-0919 WASHER, EXT LOCK, 5/16" ID, SST 4 EA

005-015-4004 SCREW,MACH,M3X10MM,PH,PHIL,SST,BLKOX 4 EA

005-040-0068 HANDLE, 0.38"DIA, 10-32 THREAD, ALUM, BLACK 2 EA

005-051-0001 Coding Key for Terminal BlockHeaders 2 EA

005-051-0002 Coding Key for Pluggable Terminal Block 2 EA

005-051-0802 Pluggable Terminal Block, 5.08mm, 8 Pos., 24AWG
to 12AWG, 2.5mm², Push In, 12A

2 EA
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Part Number Part Name Qty Unit of Measurement

005-091-0055 Clamp, TO270WB, for RF amplifier 1 EA

005-103-0001 Spacer, #4, 3/16"Dia, 3/16" Lg, Aluminum 1 EA

005-130-0060 TIE, CABLE, 4.52" X 0.1", 1"MAXDIABUNDLE 10 EA

005-130-0068 Holder, Cable Tie, #4, Natural 1 EA

005-130-0069 Holder, Cable Tie, #8, Black 9 EA

005-201-0065 Label, Tamper Proof 4 EA

010-020-0904 TermBlock, Feedthru, 2x 5/16-18 Studs, DC Input 1 EA

010-220-0002 Dust Cover, USBA, Black 1 EA

010-220-0004 Adapter, USB Feedthrough, TypeA, PanelMnt 1 EA

020-031-0011 Resistor, RF Termination, 50 ohm, 100W, AlumNit 1 EA

030-071-0068 Amplifier, RF,MRFE6VP5300NR1, 2-600MHz,
300W,Gain 27dB, TO-270AB

1 EA

030-122-1002 CIRCULATOR, RF, ENIG, 217-222MHz, LCL357-C03 1 EA

040-010-0008 Light Pipe, PanelMt, 0.100",Wht 14 EA

055-022-2007 DC/DCConverter, 18-75Vin, 28Vout, 14A, 400W, -
40 to+100degC

1 EA

14001674-01 Cable,MCX_MCX, RG-316, 12.6", PRI 1 EA

14001674-03 Cable,MCX_MCX, RG-316, 7.3", LO 1 EA

14001674-04 Cable,MCX_MCX, RG-316, 12.6", DIV 1 EA

14001674-05 Cable,MCX_MCX, RG-316, 7.1", FB 1 EA

14001678-01 Cable, Sense, 8p 1 EA

14001679-01 Cable, RFDCPower, 4-PIN 1 EA

14001680-01 Cable, Panel LED Interface, 24-Pin, Ribbon 1 EA

14001681-01 Cable, FE Interface, 16P 1 EA

14001684-01 Cable,Main Power Input, Red 1 EA

14001684-02 Cable,Main Power Input, Black 1 EA

14001686-01 Cable, RFAntenna,MCX/N 3 EA

14001687-01 Cable, GPIO LED, 10-Pin, Ribbon 1 EA

14001690-01 Cable, Ethernet, LED,MAINT, 4p/4p 1 EA

14001690-02 Cable, Ethernet, LED, LAN1, 4p/4p 1 EA

14001690-03 Cable, Ethernet, LED, LAN2, 4p/4p 1 EA

14001692-01 Cable, GNSSAntenna,MCX/TNC, RG-316, 24" 1 EA
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14001693-01 Cable, RF I/O, 30 Pin, Ribbon, 24.75", Base 1 EA

5-50-000012 PCBA, Daughter Board, GNSS,Mosaic-X5 1 EA

5-50-000015 PCBA, Power Supply Board, Base, NGR 1 EA

5-50-000023 PCBA, Front-End, Base, NGR 1 EA

5-50-000024 PCBA, RF Board, Base, NGR 1 EA

5-50-000043 PCBA,Main Board, Base , NGR 1 EA

6-32-000001 Sleeving, 1/2" I.D., SelfWrapping, Flexible 12 IN

6-41-000007 SCREW,MACH, 8-32X1/4, PNHD, PHIL, SST 9 EA

6-41-000008 Screw, 4-40 X 0.25, Nylon Patch, PHPHIL, SST 88 EA

6-41-000009 Screw, 4-40 X 0.50, Nylon Patch, PHPHIL, SST 7 EA

6-41-000010 Threaded Stud, 1/4-20 x 1.0", SST 1 EA

6-41-000061 Screw, 4-40 x 0.75", PanHead, Philips, Stainless 4 EA

6-42-000007 Cap, Protective, Black, For 1/2" hex nut 1 EA

6-42-000008 Cap, Protective, Red, For 1/2" hex nut 1 EA

63030509-01 BRACKET, DUST SHIELD, LAN 3 EA

65010510-01 GapPad, 1.00" SQ, 0.08" THK,Master Board, NGR 1 EA

65010511-01 GapPad, 0.64" x 2.60", 0.08" THK,Master Board,
NGR

1 EA

65010512-01 GapPad, 0.46" SQ, 0.08" THK,Master Board, NGR 1 EA

65010514-01 GapPad, 0.58" SQR, 0.08" THK,Master Board, NGR 1 EA

65010515-01 GapPad, 0.34" x 1.15", NGR 1 EA

65010516-01 GapPad, 0.20 SQ, 0.08 THK,Master Board, NGR 3 EA

65030001-01_EXPLODED_
VIEW

AssemblyDrawing, Base Radio, NGR - Exploded
View

0 EA

65030305-01 PCBA, LEDBoard, Base, NGR 1 EA

65030307-01 PCBA, GPIO, Base Radio, NGR 1 EA

65030308-01 PCBA, Ethernet Board, 1Gb, Base Radio, NGR 3 EA

65030513-01 Heat Spreader, RF Board, Base Radio, NGR 1 EA

65030514-01 Thermal Pad, PA, Base Radio, NGR 1 EA

65030515-01 Thermal Pad, Cincon, Base Radio, NGR 1 EA

65030516-01 Front Panel, Base Radio, NGR 1 EA

65030517-01 Rear Panel, Base Radio, NGR 1 EA
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65030518-01 TopCover, Base Radio, NGR 1 EA

65030519-01 BottomCover, Base Radio, NGR 1 EA

65030520-01 Chassis, Base Radio, NGR 1 EA

65030521-01 Label, LED, Base Radio, NGR 1 EA

65030522-01 Label, GPIO, Base Radio, NGR 1 EA

65030523-01 Label, Part Number, Base Radio, NGR 1 EA

65030524-01 Gasket, LEDBlinder, GPIO, Base, NGR 1 EA

65030525-01 Gasket, Status LEDBlinder, Base, NGR 1 EA

65030526-01 Mounting Ear, Base Radio, NGR 2 EA

7-01-000013 Cable,Main Board Power, 4-Pin 1 EA

7-01-000031 Cable Assy, GPIO Input, NGRBase 1 EA

7-01-000032 Cable Assy, GPIOOutput, NGRBase 1 EA

7-21-000005 Label, Operation License, NGR 1 EA

MFG_DOCS_65030001-01 [MFGDOCS] Base Radio, NGR 0 EA

TEST_DATA_65030001-01 [TESTDATA] 65030001-01 0 EA
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Appendix C: BlockDiagram

[Illustration to be provided.]

DCN:00006165-B Tier 2: Proprietary and Confidential – Do not distribute 12/19/2024

52 ©2024MeteorcommLLC.All RightsReserved.

Appendix C: BlockDiagram



AppendixD: Sample Post Results

Following is an example of the output from thepost command for a Base radio.

AppendixD: Sample Post Results
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Appendix E: Acronyms

The following table defines initialisms and acronymsused in this document.

Table E-1: Initialisms and acronyms

Usage Meaning or description

A amp

AWG Americanwire gauge, a unit of wire diameter

cm centimeter

CM ConnectionManager

dB decibel

dBi decibel, isotropic

dBm decibel referenced to onemilliwatt

DC direct current

DOP dilution of precision

DQPSK differential quadrature phase-shift keying

DSP digital signal processor

EIRP effective isotropic radiated power

ERP effective radiated power

EVM error vectormagnitude

FCC Federal Communications Commission

GEO geostationary orbit

GNSS global navigation satellite system

GPIO general purpose input output

IC Industry Canada

ITC Interoperable Train Control

ITCM ITCMessaging

ITCR ITCRadio

LAN local area network

LNA lownoise amplifier

m meter

MCC MeteorcommLLC

MEO mediumEarth orbit

MHz megahertz, a unit of frequencymeasurement

MPE maximumpermitted exposure

mW milliwatt
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Usage Meaning or description

PEP peak envelope power

POST power-on self-test

PPM parts permillion

PTC Positive Train Control

RF radio frequency

RU rack unit, defined as a height of 44.5mm

SAR specific absorption rate

SMA subminiature, versionA, a type of connector

SNR signal-to-noise ratio

SWR standingwave ratio

TCP/IP transmission control protocol/Internet protocol

TNC ThreadedNeill-Concelman, a type of connector

VDC voltage, direct current

VSWR voltage standingwave ratio

W watt
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