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REVISION HISTORY

The revision history for this test report is shown in table.

Revision No. Date of Issue Description

0 March 12,2024 Initial Release

Notice

Content

The results shown in this test report only apply to the sample(s), as received, provided by the applicant,
unless otherwise stated.
The test results have only been applied with the test methods required by the standard(s).

When confirmation of authenticity of this test report is required, please contact www.hct.co.kr

The test results in this test report are not associated with the ((KS Q) ISO/IEC 17025) accreditation by KOLAS
(Korea Laboratory Accreditation Scheme) / A2LA (American Association for Laboratory Accreditation) that
are under the ILAC (International Laboratory Accreditation Cooperation) Mutual Recognition Agreement
(MRA).
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1. Applicant Information
The EUT has been tested by request of

Company HFR, Inc.

2. Equipment Under Test (EUT)
2.1 Identification of the EUT

Model flexAU10-3.55G-4TW
CBSD 1: NAC1A2309000001
CBSD 2: NAC1A2309000002

Serial Number

Hardware version 1.0.0

Software version 4.0.13

Firmware version 22.0.45

FCCID 2BEQ9-AU10-3550-4T
CBSD Category Category A

Unit Under Test Type CBSD with DP

Transmitter Frequency Band NRn48

2.2 Supported Features

Conditional Test Case Supported

C1 Mandatory for UUT which supports multi-step registration message

Mandatory for UUT which supports single-step registration with no CPI-signed data
in the registration message. By definition, this is a subset of Category A devices

c2 which determine all registration information, including location, without CPI =
intervention.

3 Mandatory for UUT which supports single-step registration containing CPI-signed ]
data in the registration message

ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT ]
measurement report type.

s Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement ]
report type.

6 Mandatory for UUT which supports parameter change being made at the UUT and
prior to sending a deregistration.
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3. Measurement Setup
3.1 Test Equipment

Due to
No. Instrument Model Manufacturer Serial No. o
Calibration
1 Signal Analyzer N9020A Agilent MY51240852 2024-01-25
2 SAS Test Harness Laptop NT551XDA SAMSUNG KPXH99YR9003T4D N/A
3.2 Test Environment
SAS Test Harness version V1.0.3
Operating System Windows 10
TLS Version V1.2
Python version V2.7
3.3 Test Configuration
SAS Test
Harness
SAS-DP
interface
Unit Under Test
CBSD RF
mterface
RF Test
Equipment
F-TP22-03 (Rev. 06) Page 7 of 50

The report shall not be (partly) reproduced except in full without approval of the laboratory.



aCT

4. Test Summary

Report No. HCT-0OT-2403-SS001

. . T
Section Test Case ID Test Case Title est
Result
6.1.4.1.2 WINNF.FT.D.REG.2 Domain Proxy Multi-Step registration PASS
6.1.4.1.7 WINNF.FT.C.REG.7 Registration due to change of an installation parameter PASS
6.14.2.2 WINNE FT.D.REG.9 Domain Proxy Missing Requlr(;ezd) parameters (responseCode PASS
6.1.4.2.4  WINNF.FT.D.REG.11 Domain Proxy Pending registration (responseCode 200) PASS
6.1.42.6  WINNF.FT.D.REG.13 Domain Proxy Invalid parameters (responseCode 103) PASS
6.1.4.2.8  WINNF.FT.D.REG.15 Domain Proxy Blacklisted CBSD (responseCode 101) PASS
614210 WINNEET.D.REG.17 Domain Proxy Unsupported SAS protocol version PASS
(responseCode 100)
6.1.4.2.12 WINNF.FT.D.REG.19 Domain Proxy Group Error (responseCode 201) PASS
6.3.4.2.1 WINNF.FT.C.GRA.1 Unsuccessful Grant responseCode=400 (INTERFERENCE) PASS
6.3.4.2.2 WINNF.FT.C.GRA.2 Unsuccessful Grant responseCode=401 (GRANT_CONFLICT) PASS
6.4.4.12 WINNEFT.D.HBT 2 Domain Proxy Heartbeat Success Case (first Heartbeat PASS
Response)
6.4.4.2.1 WINNF.FT.C.HBT.3 Heartbeat responseCode=105 (DEREGISTER) PASS
64493 WINNEET.C.HBTS Heartbeat responseCode=501 (SUSPENDED_GRANT) in First PASS
Heartbeat Response
64424 WINNEET.C.HBT 6 Heartbeat responseCode=501 (SUSPENDED_GRANT) in PASS
Subsequent Heartbeat Response
6.4.4.2.5 WINNF.FT.C.HBT.7 Heartbeat responseCode=502 (UNSYNC_OP_PARAM) PASS
Domain Proxy Heartbeat responseCode=500
442, WINNF.FT.D.HBT. PASS
6 6 8 (TEMINATED_GRANT)
6.4.4.3.1 WINNF.FT.C.HBT.9 Heartbeat Response Absent (First Heartbeat) PASS
6.4.4.3.2  WINNF.FT.C.HBT.10 Heartbeat Response Absent (Subsequent Heartbeat) PASS
6.4.4.41  WINNF.FT.C.HBT.11 Successful Grant Renewal in Heartbeat Test Case PASS
6.6.4.1.2 WINNF.FT.D.RLQ.2 Domain Proxy Successful Relinquishment PASS
6.6.4.2.2 WINNF.FT.D.RLO.4 Domain Proxy Unsuccessful Relinquishment, PASS
responseCode=102
6.6.4.3.2 WINNF.FT.D.RLO.6 Domain Proxy Unsuccessful Relinquishment, PASS
responseCode=103
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6.7.4.1.2 WINNF.FT.D.DRG.2 Domain Proxy Successful Deregistration PASS

6.7.4.2.2 WINNF.FT.D.DRG.4 Domain Proxy Deregistration responseCode=102 PASS

6.7.4.3.1 WINNF.FT.C.DRG.5 Deregistration responseCode=103 PASS

6.84.11 WINNE.ET.C.SCS.1 Successful TLS connection between UUT and SAS Test PASS
Harness

6.8.4.2.1 WINNF.FT.C.SCS.2 TLS failure due to revoked certificate PASS

6.8.4.2.2 WINNF.FT.C.SCS.3 TLS failure due to expired server certificate PASS

TLS failure when SAS Test Harness certificate is issue by

6.8.4.2.3 WINNF.FT.C.SCS.4 PASS
unknown CA
6.8.49.4 WINNE.ET.C.SCS.5 TLS failure when certificate at the SAS Test Harness is PASS
corrupted
7.14.1.1 WINNF.PT.C.HBT.1 UUT RF Transmit Power Measurement PASS
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5. Test Results

5.1CBS

D Registration Process

5.1.1 [WINNF.FT.D.REG.2] Domain Proxy Multi-Step registration

HCT-OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUTisin the Unregistered state

DP with two CBSD sends correct Registration request information, as specified in [n.5], in
the form of one 2-element Array or as individual messages to the SAS Test Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent for each CBSD and conform to proper format and acceptable ranges.
® Any REG-conditional or optional registration parameters that may be included in
the message shall be verified that they conform to proper format and are within
acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that is
supplied via another means.

PASS | OFAIL

® SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or individual messages as follows:
- cbsdld=Ci
- measReportConfig shall not be included

- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
®  UUT shall not transmit RF

XPASS | OFAIL
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5.1.2 [WINNF.FT.C.REG.7] Registration due to change of an installation parameter

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
1 ®  UUT has successfully completed SAS Discovery and Authentication with SAS Test - -

Harness

2 UUT has successfully registered with SAS Test Harness - -

Change an installation parameters at the UUT (time T)

3 - -
Tester needs to record the current time at which the parameter change is executed.
Monitor the SAS-CBSD interface.
4 UUT sends a deregistrationRequest to the SAS Test Harness. PASS | OFAIL
The deregistration request shall be sent within (T + 60 seconds) from step 3.
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5.1.3 [WINNF.FT.D.REG.9] Domain Proxy Missing Required parameters (responseCode 102)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode = Ri for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.1.4 [WINNF.FT.D.REG.11] Domain Proxy Pending registration (responseCode 200)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode (Ri) =200 for each CBSD
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.1.5 [WINNF.FT.D.REG.13] Domain Proxy Invalid parameters (responseCode 103)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode R1=0for CBSD1 and R2 =103 for CBSD2
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.1.6 [WINNF.FT.D.REG.15] Domain Proxy Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode R1=0for CBSD1 and R2 =101 for CBSD2
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.1.7 [WINNF.FT.D.REG.17] Domain Proxy Unsupported SAS protocol version (responseCode 100)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode (Ri) = 100 for each CBSD.
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.1.8 [WINNF.FT.D.REG.19] Domain Proxy Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
! Harness - -
® UUTisin the Unregistered state
The DP with two CBSDs sends a Registration request in the form of one 2-element Array or
2 as individual messages to SAS Test Harness. N -
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element Array or
as individual messages as follows:
3 - SASresponse does not include a cbsdld. N -
- responseCode R1=0for CBSD1 and R2 =201 for CBSD2
After completion of step 3, SAS Test Harness will not provide any positive response
: (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
® . UUT shall not transmit RF
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5.2 CBSD Spectrum Grant Process

5.2.1 [WINNF.FT.C.GRA.1] Unsuccessful Grant responseCode=400 (INTERFERENCE)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld =C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ® chsdld=C - --

® responseCode=R

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisis the end of the test. Verify: PASS | OFAIL
®  UUT shall not transmit RF
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5.2.2 [WINNF.FT.C.GRA.2] Unsuccessful Grant responseCode=401 (GRANT_CONFLICT)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 | UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ® chsdld=C - -
® responseCode (R) =401

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisisthe end of the test. Verify: PASS | OFAIL
®  UUT shall not transmit RF
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5.3CBS

D Heart Beat Process

Report No. HCT-0OT-2403-SS001

5.3.1 [WINNF.FT.D.HBT.2] Domain Proxy Heartbeat Success Case (first Heartbeat Response)

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® DP hastwo CBSD registered successfully with SAS Test Harness, with cbsdld = Ci,
i={1,2}

DP sends a message:
® |f messageis a Spectrum Inquiry Request, go to step 3

® |f message is a Grant Request, go to step 5

DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a separate

message per CBSD, or together in a single message with array of 2.

Verify Spectrum Inquiry Request message is formatted correctly for each CBSD, including
for CBSDI, i={1,2}:

® cbsdld=Ci

® List of frequencyRange objects sent by DP are within the CBRS frequency range

PASS | OFAIL

If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Spectrum Inquiry Request message with a separate Spectrum

Inquiry Response message.

If a single Spectrum Inquiry Request message was sent containing a 2- object array (one per
CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry Response

message containing a 2-object array.

Verify parameters for each CBSD within the Spectrum Inquiry Response message are as
follows, for CBSDi, i={1,2}:

® cbsdld=Ci

® availableChannelis an array of availableChannel objects

responseCode =0

DP sends a Grant Request message for each CBSD. This may occur in a separate message
per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for CBSDi,
i={1,2}:

® cbsdld=C

®  maxEIRP is at or below the limit appropriate for CBSD category as defined by Part

96

operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS band

PASS | OFAIL

F-TP22-03 (Rev. 06)
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If a separate Grant Request message was sent for each CBSD, the SAS Test Harness shall
respond to each Grant Request message with a separate Grant Response message.
If a single Grant Request message was sent containing a 2-object array (one per CBSD),
the SAS Test Harness shall respond with a single Grant Response message containing a 2-
object array.
6 - -
Verify parameters for each CBSD within the Grant Response message are as follows, for
CBSDi, i={1,2}:
® cbsdld=Ci
® grantld=Gi=avalid grantID
® grantExpireTime = UTC time greater than duration of the test
® responseCode=0
Ensure DP sends first Heartbeat Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array
of 2.
. Verify Heartbeat Request message is formatted correctly for each CBSD, including, for CBSDi pass | OFalL
i={1,2}:
®  cbsdld =Ci, i={1,2}
® grantld = Gi, i={1,2}
®  operationState = “GRANTED”
If a separate Heartbeat Request message was sent for each CBSD by the DP, the SAS Test
Harness shall respond to each Heartbeat Request message with a separate Heartbeat
Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object array (one
per CBSD), the SAS Test Harness shall respond with a single Heartbeat Response message
8 containing a 2-object array. __ _
Verify parameters for each CBSD within the Heartbeat Response message are as follows, for
CBSDi:
® cbsdld=Ci
® grantld=Gi
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
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For further Heartbeat Request messages sent from DP after completion of step 8, validate
message is sent within latest specified heartbeatinterval for CBSDi:
® cbsdld=Ci
® grantld=Gi
®  operationState = “AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response message including the following BIPASS | LIFAIL
parameters, for CBSDi
®  cbsdld=Ci
® grantld=Gi
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
Monitor the RF output of the UUT from start of test until UUT transmission commences.
Monitor the RF output of the UUT from start of test until RF transmission commences. Verify:
10 ®  UUT does not transmit at any time prior to completion of the first heartbeat 5PASS | CIFAIL
response
®  UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range Fi.
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5.3.2 [WINNF.FT.C.HBT.3] Heartbeat responseCode=105 (DEREGISTER)

Report No. HCT-0OT-2403-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 o validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on
RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the latest
5 Heartbeat Response, and formatted correctly, including: PASS | CIFAIL
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C B 3
® grantld=G
® transmitExpireTime =T =Current UTC time
® responseCode =105 (DEREGISTER)
4 | After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. - -
Monitor the RF output of the UUT. Verify:
5 XIPASS CIFAIL
UUT shall stop transmission within (T + 60 seconds) of completion of step 3
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5.3.3 [WINNF.FT.C.HBT.5] Heartbeat responseCode=501 (SUSPENDED_GRANT) in First Heartbeat

Response
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O valid grantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin GRANTED, but not AUTHORIZED state (i.e. has not performed its first
Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
2 ® chsdld=C XIPASS | OFAIL
® grantld=G
® operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdld=C B B
® grantld=G
® transmitExpireTime =T =current UTC time
® responseCode =501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. A UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
O chsdld=C
O grantld=G
5 O operationState = “GRANTED” XIPASS | OFAIL
B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
O chdsld=C
O grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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Report No. HCT-0OT-2403-SS001

5.3.4 [WINNF.FT.C.HBT.6] Heartbeat responseCode=501 (SUSPENDED_GRANT) in Subsequent

Heartbeat Response

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness

®  UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld=G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval, and is
formatted correctly, including:

® cbsdld=C

® grantld=G

® operationState = “AUTHORIZED”

PASS | OFAIL

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
® cbsdld=C
® grantld=G
® transmitExpireTime =T = current UTC time
® responseCode =501 (SUSPENDED_GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within

latest specified heartbeatinterval, and is correctly formatted with

parameters:
+ cbsdld=C
+ grantld=G

. operationState = “GRANTED”
B. UUT sends a Relinquishment Request message. Ensure message is
correctly formatted with parameters:
+ chdsld=C
+ grantld=G
Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T + 60 seconds) of completion of step 3

XPASS | OFAIL
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5.3.5 [WINNF.FT.C.HBT.7] Heartbeat responseCode=502 (UNSYNC_OP_PARAM)

Report No. HCT-0OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness

® UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld=G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:

® cbsdld=C

® grantld=G

®  operationState = “AUTHORIZED”

PASS | OFAIL

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
® chsdld=C
® grantld=G
® transmitExpireTime =T = Current UTC Time
® responseCode =502 (UNSYNC_OP_PARAM)

After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is correctly
formatted with parameters:
O chdsld=C
O grantld=G
Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T+60) seconds of completion of step 3.

XPASS | OFAIL
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Report No. HCT-0OT-2403-SS001

5.3.6 [WINNF.FT.D.HBT.8] Domain Proxy Heartbeat responseCode=500 (TERMINATED_GRANT)

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP hastwo CBSD registered successfully with SAS Test Harness

® FEach CBSD {1,2} has a valid single grant as follows:
O valid cbsdld =Ci, i={1,2}
O valid grantld = Gi, i={1,2}
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test

®  Both CBSD are in AUTHORIZED state and transmitting within their granted

bandwidth on RF interface

DP sends a Heartbeat Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval, and is
formatted correctly for each CBSD, including, for CBSDi i={1,2}:

® cbsdld=Ci,i={1,2}

® grantld =Gi,i={1,2}

®  operationState = “AUTHORIZED”

PASS | OFAIL

If separate Heartbeat Request message was sent for each CBSD by the DP, the SAS Test
Harness shall respond to each Heartbeat Request message with a separate Heartbeat

Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object array (one
per CBSD), the SAS Test Harness shall respond with a single Heartbeat Response message

containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as follows, for
CBSDi:

® cbsdld=Ci
® grantld=Gi
® ForCBSD1:

O transmitExpireTime = current UTC time + 200 seconds
O responseCode=0
® ForCBSD2:
O  transmitExpireTime =T =current UTC time
O responseCode =500 (TERMINATED_GRANT)
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After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness shall
respond with a Heartbeat Response message with parameters:

cbsdld =C1

grantld = G1

transmitExpireTime = current UTC time + 200 seconds

responseCode =0

Heartbeat Request message is within heartbeatinterval of previous Heartbeat
Request message

Monitor the RF output of CBSD2. Verify:

5 ®  CBSD2 shall stop transmission within bandwidth F2 within (T + 60 seconds) of XIPASS | LIFAIL

completion of step 3
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5.3.7 [WINNF.FT.C.HBT.9] Heartbeat Response Absent (First Heartbeat)

Report No. HCT-0OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness

® UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld=G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUTisin GRANTED, but not AUTHORIZED state (i.e. has not performed its first

Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

® cbsdld=C

® grantld=G

®  operationState = “GRANTED”

PASS | OFAIL

After completion of Step 2, SAS Test Harness does not respond to any further messages from

UUT to simulate loss of network connection

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify:

® Atany time during the test, UUT shall not transmit on RF interface

XPASS | OFAIL
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5.3.8 [WINNF.FT.C.HBT.10] Heartbeat Response Absent (Subsequent Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within the latest specified

heartbeatinterval, and is formatted correctly, including:

2 XIPASS CIFAIL
® chsdld=C
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdld=C
3 ® grantld=G - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
After completion of Step 3, SAS Test Harness does not respond to any further messages from
oot - -
Monitor the RF output of the UUT. Verify:
5 ®  UUT shall stop all transmission on RF interface within (transmitExpireTime + 60 PASS | OFAIL
seconds), using the transmitExpireTime sent in Step 3.
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5.3.9 [WINNF.FT.C.HBT.11] Successful Grant Renewal in Heartbeat Test Case

HCT-OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld=G
O grantis for frequency range F, power P
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on
RF interface.
®  Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds
=Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200
seconds

O heartbeatInterval =60 seconds

UUT sends a Heartbeat Request message.

If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go to Step 3.

Verify Heartbeat Request message is sent within the latest specified
heartbeatInterval, and is formatted correctly, including:

® chsdld=C

® grantld=G

®  operationState = “AUTHORIZED”

XPASS | OFAIL

SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdld=C
® grantld=G
® transmitExpireTime = current UTC + 200 seconds
® grantExpireTime =same as Step 1

® responseCode=0

Go to Step 2

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval, and
is formatted correctly, including:

cbsdid=C

grantld=G

operationState = “AUTHORIZED”

°
°
°
® grantRenew =TRUE

PASS | OFAIL
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SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdld=C
7 ® grantld=G B 3
® grantExpireTime = UTC time set far in the future
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat
Response with the following parameters:
8 ® chsdld=C B 3
® grantld=G
® transmitExpireTime = same as Step 7
® responseCode=0
5 Monitor RF transmission of UUT from start of test until Tgrant_expire N p—
+60 seconds and ensure UUT continues to transmit throughout the time period.
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5.4 CBS

D Relinquishment Process

5.4.1 [WINNF.FT.D.RLQ.2] Domain Proxy Successful Relinquishment

Report No. HCT-0OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the
bounds of their grants.

Invoke trigger to relinquish each UUT Grant from the SAS Test Harness

Verify DP sends a Relinquishment Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld=Ci

® grantld=Gi

PASS | OFAIL

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS

Test Harness shall respond to each request message with a separate response message.

If a single Relinquishment Request message was sent by the DP containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Response message
containing a 2-object array.
Parameters for each CBSD within the Relinquishment Response shall be as follows:

® cbsdld=Ci

® grantld=Gi

® responseCode=0

After completion of step 3, SAS Test Harness will not provide any additional positive

response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
®  UUT shall stop RF transmission at any time between triggering the

relinquishments and UUT sending the relinquishment requests for each CBSD.

PASS | OFAIL
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Report No. HCT-0OT-2403-SS001

5.4.2 [WINNF.FT.D.RLQ.4] Domain Proxy Unsuccessful Relinquishment, responseCode=102

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the
bounds of their grants.
Invoke trigger on UUT to Relinquish Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test Harness.
This may occur in a separate message per CBSD, or together in a single message with array
of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld=Ci

® grantld=Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS

Test Harness shall respond to each request message with a separate response message.

If a single Relinquishment Request message was sent by the DP containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Response message
containing a 2-object array.

Parameters for each CBSD within the Relinquishment Response Message shall be as

follows:
® cbsdld=Ci
® No grantld

® responseCode =Ri

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
A. UUT stopped RF transmission at any time between triggering the relinquishment

and UUT sending the relinquishment request

XPASS | OFAIL
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Report No. HCT-0OT-2403-SS001

5.4.3 [WINNF.FT.D.RLQ.6] Domain Proxy Unsuccessful Relinquishment, responseCode=103

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the
bounds of their grants.
Invoke trigger on UUT to Relinquish Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test Harness.
This may occur in a separate message per CBSD, or together in a single message with array
of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld=Ci

® grantld=Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS

Test Harness shall respond to each request message with a separate response message.

If a single Relinquishment Request message was sent by the DP containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Response message
containing a 2-object array.
Parameters for each CBSD within the Relinquishment Response Message shall be as
follows:

® cbsdld=Ci

® responseCode =R =103 and responseData = “grantld”

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
UUT stopped RF transmission at any time between triggering the relinquishment and UUT

sending the relinquishment request

XPASS | OFAIL
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5.5CBS

D Deregistration Process

5.5.1 [WINNF.FT.D.DRG.2] Domain Proxy Successful Deregistration

Report No.

HCT-OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  Each UUT has successfully registered with SAS Test Harness
® Each UUT isin the authorized state
® DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the
bounds of their grants.
Invoke trigger to deregister each UUT from the SAS Test Harness

UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Deregistration Request message contains all required parameters properly formatted
for each CBSD, specifically, for CBSDi:

® cbsdld=Ci

If a separate Deregistration Request message was sent for each CBSD by the DP, the SAS

Test Harness shall respond to each request message with a separate response message.

If a single Deregistration Request message was sent by the DP containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Response message
containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:

® cbsdld=Ci

® responseCode=0

After completion of step 4, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the deregistration
and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory

B. UUT sending a Deregistration Request message

XPASS | OFAIL
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5.5.2 [WINNF.FT.D.DRG.4] Domain Proxy Deregistration responseCode=102

Report No.

HCT-OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the
bounds of their grants.
Invoke trigger to deregister each UUT from the SAS Test Harness

UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0 for each CBSD

Verify DP sends a Deregistration Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Deregistration Request message contains all required parameters properly formatted
for each CBSD, specifically, for CBSDi:

® cbsdld=Ci

If a separate Deregistration Request message was sent for each CBSD by the DP, the SAS

Test Harness shall respond to each request message with a separate response message.

If a single Deregistration Request message was sent by the DP containing a 2-object array

(one per CBSD), the SAS Test Harness shall respond with a single Response message

containing a 2-object array.

Parameters for each CBSD within the Deregistration Response Message shall be as follows:
®  No chsdld in either response

® responseCode =Ri

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
®  UUT stopped RF transmission at any time between triggering the deregistration
and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory

B. UUT sending a Deregistration Request message

XPASS | OFAIL
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5.5.3 [WINNF.FT.C.DRG.5] Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 ®  UUT has received a valid grant with grantld =G - -
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsdld = C - -

The SAS Test Harness sends the Deregistration Response Message to UUT with:

* ® responseCode (R) =103 and reponseData = “cbsdld” - -
After completion of step 3, SAS Test Harness will not provide any positive response
> (responseCode=0) to further request messages from the UUT. N -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is complete.
This is the end of the test. Verify:
6 ®  UUT stopped RF transmission at any time between triggering the deregistration 5PASS | CIFAIL
and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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Report No. HCT-OT-2403-SS001

5.6.1 [WINNF.FT.C.SCS.1] Successful TLS connection between UUT and SAS Test Harness

#

Test Execution Steps

Results

1 configured certificate.

the connection

UUT shall start CBSD-SAS communication with the security procedure
®  The UUT shall establish a TLS handshake with the SAS Test Harness using

®  Configure the SAS Test Harness to accept the security procedure and establish

XPASS | OFAIL

2 le]
o
o
e}
)

Harness.
®  Make sure that UUT uses TLS v1.2

Make sure that cipher suites from one of the following is selected,

TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2 56
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3 84
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

®  Make sure that Mutual authentication happens between UUT and the SAS Test

XPASS | OFAIL

A successful registration is accomplished using one of the test cases described in section
6.1.4.1, depending on CBSD capability.
® UUT sends a registration request to the SAS Test Harness and the SAS Test

Harness sends a Registration Response with responseCode = 0 and cbsdld.

XPASS | OFAIL

4 | Thisisthe end of the test. Verify:

®  UUT shall not transmit RF

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.

PASS | OFAIL

Wireshark Capture Example for Test Case:

Cipher Suite: TLS_ECDHE_RSA WTTH_AES 128 GCM_SHAZS6 (8xc82f)

4 o . X
DEE BEE 27V 0sG BAO 24w BAG TAv SO EFM ESEMH
mEe XNE Qe EFLIl EaaqiF
(W] = +
No. Time Source Destination Protocol  Length Info {a
J- 52300 2023-12-21 04:31:25.8.. 172.16.1.204 172.16.1.199 TLSW1.2 571 Client Hello (SNI=testharnessl.hct-co.kr)
52301 2023- 1312 172.16.1.199 172.16.1.284 TLSv1.2 1514 Server Hella
4 52303 2023- 172.16.1.139 172.16.1.264 TLSvl.2 535 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
52367 2023-12-21 04: 172.16.1.204 172.16.1.199 TLSvl.2 1514 Certificate
52308 2023-12-21 84:31:25.8.. 172.16.1.204 172.16.1.199 TLSw1.2 384 Client Key Exchange, Cortificate Verify, Change Cipher Spec, Encrypted Handshake Message
52316 2023-12-21 04:31:25.8.. 172.16.1.199 172.16.1.204 TLSv1.2 105 Change Cipher Spac, Encrypted Handshake Message
52312 2023-12-21 04:31:25.5.. 172.16.1.204 172.16.1.199 TLSv1.2 330 Application Data
52315 2023-12-21 04:31:25.9.. 172.16.1.199 172.16.1.204 TLSv1.2 180 Application Data
52317 2023-12-21 84:31:26.0.. 172.16.1.199 172.16.1.284 TLsvl.2 540 Application Data, Application Dats, Application Data, Application Data, Application Data, Application Data, Appli.
52322 2023-12-21 B4:31:27.4.. 172.16.1.204 172.16.1.199 TLSwi.2 298 Application Data
52324 2023-12-21 04:31:27.5.. 172.16.1.199 172.16.1.204 TLSv1.2 100 Application Data
52326 2023-12-21 04:31:27.5.. 172.16.1.199 172.16.1.204 TLS¥1.2 540 Application Data, Application Data, Application Data, Application Data, Application Data, Application Dats, Appli.
52335 2023-12-21 04:31:29.0.. 172.16.1.204 172.16.1.199 TLSvi.2 462 Applicaticn Data
52336 2023-12-21 ©4:31:29.0.. 172.16.1.199 172.16.1.284 TLSwl.2 160 Application Data
52336 2023-12-21 04:31:29.0.. 172.16.1.199 172.16.1.204 TLsvi.2 798 Application Data, Application Dats, Application Data, Appli Data, Application Data, Appli Data, Appli.
52342 2023-12-21 04:31:30.5.. 172.16.1.204 172.16.1.199 TLSv1.2 462 Applicatien Data
.. 172.16.1.199 172.16.1.2684 TLSwi.2 160 Application Data
| 47 2023-12-21 €4:31:30.5.. 172.16.1.199 172.15.1.204 TLSv1.2 798 Application Data, Application Data, Application Dats, Application Data, Application Data, Application Dats, Appli. v
Frame 52301: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\N A 1c do <o 2f 06 09 =
Ethernet II, Src: SamsungElect 1d:a9:77 (Bc:b@:e9:1d:a9:77), Dst: Broadcom b@:41:48 (80:62:8b:b:a1:4 || 8099 : =
Internet Protocol Version 4, Sre: 172.16.1.199, Dst: 172.16.1.204 ”':"j
Transmission Control Protacol, Src Port: 443, Dst Port: 54100, Seq: 1, Ack: 518, Len: 1468 FE
 Transport Layer Security sode [
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello 8026
Content Type: Handshake (22) eafe
Version: TLS 1.2 (6x08303) f::‘g
Length: B9 8120
~ Handshake Protocol: Server Hello 0130
Handshake Type: Server Hello (2) 140
Length: 85 ora
Version: TLS 1.2 (8x0303) ;:7';
Random: 2efdele?7bd03deof1a8115b0b22e5378¢073d5b53a17Fe515a15492376b05be S
Session ID Length: 32 8190
Session ID: bid e8fc14d1b04af 976 7393d1cd0 0120
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5.6.2 [WINNF.FT.C.SCS.2] TLS failure due to revoked certificate

Report No. HCT-OT-2403-SS001

# Test Execution Steps

Results

UUT shall start CBSD-SAS communication with the security procedures

PASS

OOFAIL

®  Make sure UUT selects the correct cipher suite.

SAS Test Harness.

®  Make sure that UUT uses TLS v1.2 for security establishment.

UUT shall use CRL or OCSP to verify the validity of the server certificate.

®  Make sure that Mutual authentication does not happen between UUT and the

PASS

OFAIL

3 UUT may retry for the security procedure which shall fail

XPASS

OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data.

5 This is the end of the test. Verify:
®  UUT shall not transmit RF

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.

PASS

OIFAIL

Wireshark Capture Example for Test Case:

i -olcist

270 2023-12-21 05:00:40.0.. 172.16.1.199
0. 172 204
172.16.1.204

172.16.1.204 TLSv1.2
72 .19% Lsv1.2 61 Alert (Level:

Fatal, Description

172.16.1.

uindow: 142

[Calculated window size: 72784]
[Windew size sealing facter: 512]
Checksum: @xe89d [unverified)
[Checksum Status: Unverified]
Urgent Pointer: @

[Timestamps]

[SEQ/ACK analysis]

TCP payload (7 bytes)

v Transport Layer Security

08 2f al be 40 B0 48 06
01 €7 ce o4 01 bb 72 %c
08 Be ef 9d 00 80 15 03

v TLSv1.2 Record Layer: Alert (level: Fatal, Description
Content Type: Alert (21)
Version: TLS 1.2 (@x8383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Rewoked (44)

Cortificate Revoked)

< >
D # _Alert message description itls.alert message.desc, 15101

689 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
ate Re

689 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

689 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

689 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

199 TLSvi.2 571 Client Hello (SHI-testharnessi.hct-co.kr)

281 2023-12-21 05:00:41.2. 172.16.1.199 172.16.1.204 TLSVI.2 1514 Server Hella

263 2023-12-21 05:00:41.2.. 172.16.1.199 172.16.1.204 Tisvi.2

286 2023-12-21 05: 172.16.1.204 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)

395 2023-12-21 05 172.16.1.204 172.16.1.199 TLSv1.2 571 Client Hello (SWIstestharnessi.hct-co.kr)

396 2023-12-21 05:01:13.0.. 172.16.1.199 172.16.1.204 TLSv1.2 1514 Server Hello

398 2023-12-21 ©5:01:13.8.. 172.16.1.199 172.16.1.204 TLsvi.2

480 20823-12-21 ©5:81:13.8.. 172.16.1.284 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)

410 2023-12-21 ©5:01:14.2. 172.16.1.204 172.16.1.199 TLSv1.2 571 Client Hello (SWI-testharnessl.hct-co.kr)

411 2023-12-21 €5:01:14.2.. 172.16.1.199 172.16.1.204 TLSV1.2 1514 Server Hello

413 2023-12-21 05:01:14.2. 172.16.1.199 172.16.1.204 TLsvi.2

415 2023-12-21 05:01:14.2. 172.16.1.204 172.16.1.199 TLSvi.2 61 Alert (Level: Fatal, Description: Certificate Revoked)

521 2023-12-21 05:01:46.0.. 172.16.1.204 172.16.1.199 TLSv1.2 571 Client Hello (ShI-testharnessl.hct-co.kr)

522 2023-12-21 05:01:46.1. 172.16.1.199 172.16.1.204 TLSV1.2 1514 Server Hella

Flags: 0x018 (PSH, ACK) ~ 5c b o9 1d a9 77 60 62 b b 41 43 B8 OB 45 0O whb oA OE
3457 ac 1081 cc ac 18/ B8 =W

e £ ¢2 2¢ fo 76 50 18 - P
63 60 02 2 & ool |

E3l <3830 - BAIE: 224(5.8%) - EAIE: 1(0.0%)

- o x
TEn BEE 270 0BG BHQ #d4m BAm HEm FHw ERM S8¥M
mae R Qe EFLET 5984870
A [ts [BED -]+
lo. Time Source Destination Protocol Lengtt Info ~
267 2023-12-21 05:00:40.0.. 172.16.1.204 172.16.1.199 TLSV1.2 571 Client Hello (SHI-testharnessl.hct-co.kr)
268 2023-12-21 ©5:00:40.0.. 172.16.1.199 172.16.1.204 TLSV1.2 1514 Server Hello
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5.6.3 [WINNF.FT.C.SCS.3] TLS failure due to expired server certificate

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures XPASS | OFAIL

®  Make sure that UUT uses TLS v1.2 for security establishment.

®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XIPASS | OFAIL

®  Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. XPASS | OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data. -- -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 This is the end of the test. Verify: XPASS | OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

r EEES - a8  x
THUF) BIE EIN OIEG WHC BHA) BAS) HEY) RUW) EFM EZSVMH)
Adm i@ ARG Qe =F &[5 LN
(A [us [Es -+
M. Time Source Destination Protocol Lengt Info

450 2623-12-21 85:25:02.7_ 172.16.1.284 172.16.1.199 TLSv1.2 571 Client Hello (SNI=testharness1 hct-co.kr)

451 2023-12-21 05:25:04.7. 172.16.1.199 172.16.1.204 TLSv1.2 1514 Server Hello

453 2623-12-21 85:25:02.7_ 172.16.1.139 172.16.1.204 2 542 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

455 2023-12-21 ©5:25:04.7.. 172.16.1.204 172.16.1.199 2] 61 alert (Level: Fatal, Description: Certificate Expired)

465 2023-12-21 ©5:25:05.6.. 172.16.1.204 172.16.1.199 TLsvi.2 571 Client Hello (SNI=testharnessi.hct-co.kr)

466 2023-12-21 95:25:05.8. 172.16.1.199 172.16.1.204 TLSv1.2 1514 Server Hello

468 2023-12-21 ©5:25:05.8.. 172.16.1.199 172.16.1.204 TLSV1.2 542 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
478 2023-12-21 ©5:25:85.8.. 172.16.1.284 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)

578 2023-12-21 ©5:25:37.8- 172.16.1.204 172.16.1.199 TLsv1.2 571 Client Hello (SNI=testharmessi.hct-co.kr)

571 2023-12-21 05:25:37.8.. 172.16.1.199 172.16.1.204 TLSv1.2 1514 Server Hello

573 2023-12-21 ©5:25:37.8- 172.16.1.199 172.16.1.204 TLSV1.2 542 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
575 2823-12-21 5:25:37.8- 172.16.1.284 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)

588 2023-12-21 ©5:25:38.8. 172.16.1.204 172.16.1.199 TLsv1.2 571 Client Hello (SNI=testharmessi.hct-co.kr)

589 2023-12-21 05:25:38.8.. 172.16.1.139 172.16.1.204 TLSv1.2 1514 Server Hello

591 2023-12-21 ©5:25:38.8. 172.16.1.199 172.16.1.204 TUSV1.2 542 Certificate, Server Key Exchange, Certificate Request, Server Hello Dome

594 2823-12-21 85:25:38.8. 172.16.1.284 172.16.1.199 Tisv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)

Flags: @xd18 (PSH, ACK) ~ Bc bo €6 1d a9 77 00 62 ©b bO 41 48 06 00 45 00 Wb o AHE
Window: 142 00 2f ac d2 40 00 40 06 32 43 ac 10 01 cc ac 10 /@@ X
(Calculated window size: 72704) 01 €7 €6 4B 01 bb 7e ed a2 11 9e ed d6 86 58 18 @~

00 e ae 87 00 00 15 03 03 00 02 02 2d
[Window size scaling factor: 512]
Checksum: @xaedf [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©
[Timestamps]
[SEQ/ACK analysis]
TCP payload (7 bytes)
~ Transport Layer Security
v TLSV1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Expired)
Content Type: Alert (21)
version: TLS 1.2 (0x0303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Expired (45)

D 7 uireshark OICIATOIBF? peapng

HH2 2 757 - BAIE: 16(.1%) - - EHE- 0i00%) 2§ Delaul]
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Report No. HCT-OT-2403-SS001

aCT

5.6.4 [WINNF.FT.C.SCS.4] TLS failure when SAS Test Harness certificate is issued by an unknown CA

Results
PASS CJFAIL

# Test Execution Steps

UUT shall start CBSD-SAS communication with the security procedures

®  Make sure that UUT uses TLS v1.2 for security establishment.

®  Make sure UUT selects the correct cipher suite.

UUT shall use CRL or OCSP to verify the validity of the server certificate XIPASS | OFAIL
®  Make sure that Mutual authentication does not happen between UUT and the

SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. XPASS | OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data. -- -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.

5 This is the end of the test. Verify: XPASS | OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

Flags: 0x018 (PSH, ACK)
Window: 142

[Window size scaling
Chacksum: @x57d8 [u

[Calculated window size: 72784]
or: 512]

ied)

FEr - o x
oEEn BEO 2700 olEG MO Qe BAG EHy FUW SIm 2R
mae % CenEFEE @ @ & T

Afis [BEa -+
MNa. Time Source. Destination Protocol  Lengtt Info

79 2023-12-21 05:29:57.8.. 172.16.1.204 172.16.1.199 TLSvi.2 571 Client Hello (SMI-testharnessi.hct-co.kr)

80 2023-12-21 €5:29:57.6.. 172.16.1.199 172.16.1.204 TLSvi.2 1514 Server Helle

82 2023-12-21 05: 2 . 172.16.1.199 172.16.1.204 TLSv1.2 544 Certificate, Server Key Exchange, Certificate Request, Server Hello Dane

84 2023-12-21 05: 2 . 172.16.1.264 172.16.1.195 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)

94 2023-12-21 05:29:56.8.. 172.16.1.264 172.16.1.198 Tisvi.2 571 Client Hello (SNI=testharnessi.hct-co.kr)

95 2023-12-21 05:29:58.9.. 172.16.1.199 172.16.1.264 TLSv1.2 1514 Server Hello

97 2623-12-21 ©5:29:55.9.. 172.16.1.199 172.16.1.264 TLSv1.2 542 Certificate, Server Key E: e, Certificate Request, Server Hello Done

95 2623-12-21 ©5:29:56.9.. 172.16.1.204 172.16.1.198 TLSvi.2 61 Alart (Lavel: Fatal, Desc n ca)

" Bc b@ o9 1d a9 77 80 62 b bA 41 45 08 80 45 @0 whb A E
00 2f T 86 40 90 40 06 e He & o1
81 c7 d8 63 @1 bb 47 7 89 c4 2f o7 95 67 50 18 &

/&P
@836 @8 8e 97 48 80 80 15 @3 03 60 o2 62 [ =

ps
[SEQ/ACK analysis]
TCP payload (7 bytes)
v Transport Layer Security
v TLSV1.2 Record Layer: Alert {Lewel: Fatal, Desceiption: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (8x@303)

Length: 2
~ Alert Mes

(2)
n: Unknown CA (48)

@ 7 nlert message description (tls.alert_message.desc), 1510[E 251 52160 - EAIH: 8(5.0%) 2@ Defaul
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5.6.5 [WINNF.FT.C.SCS.5] TLS failure when certificate at the SAS Test Harness is corrupted

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication withthe security procedures XPASS | OFAIL

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite.

UUT shall use CRL or OCSP to verify the validity of the server certificate. XPASS | DCIFAIL
Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. XPASS | OFAIL

N
e o o o

4 SAS Test-Harness shall not receive any Registration request or any application data. -- -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisis the end of the test. Verify: XPASS | OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

rEE - o x
TR BUE 2V oSG T[HO E4w BAS By FOw EIM E8FH)

Am20 I DRB Aes=FsS]Eaqan

s |BE3 -]+

No. Time Source Destination protocal  Length Info
81 2623-12-21 85:36:26.4.. 172.16.1.284 172.16.1.199 TLSV1.2 571 Client Hello (SNI=testharnessl.hct-co.kr)
82 2623-12-21 85:36:26.4.. 172.16.1.199 172.16.1.284 TLSv1.2 1514 Server Helle
84 2023-12-21 €5:36:26.4.. 172.16.1.199 172.16.1.2684 TLSv1.2 535 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
86 2623-12-21 85: 4. 172.16.1.204 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
97 2023-12-21 85: 172.16.1.204 172.16.1.199 Tusvi.2 571 Client Hello (SNI=testharnessl.hct-co.kr)
98 2023-12-21 @5: 172.16.1.199 172.16.1.2684 TLSV1.2 1514 Server Hello
100 2023-12-21 e5: 172.16.1.198 172.16.1.280 TLSV1.2 535 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
102 2023-12-21 @5:
227 2023-12-21 @5:
226 2023-12-21 e5:
230 2023-12-21
232 2023-12-21
245 2023-12-21
246 2023-12-21 @5:
245 2023-12-21 85:

172.16.1.204 172.16.1.199 Tisvi.2 61 Alert (Level: Fatal, Description: Decrypt Error)

227
:59.5.. 172.16.1.204 172.16.1.199 TLSvi.2 571 Client Hello (SNI-testharnessi.hct-co.kr)

:59.5.. 172.16.1.199 172.16.1.200 TLSV1.2 1514 Server Hello

172.16.1.198 172.16.1.204 TLSV1.2 535 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
172.16.1.204 172.16.1.199 TLSvi.2 61 Alert (Level: Fatal, Description: Decrypt Error)

172.16.1.204 172.16.1.199 TLSV1.2 571 Client Hello (SNI=testharnessl.hct-co.kr)

oA 172.16.1.199 172.16.1.204 TLSV1.2 1514 Server Hello

:06.4.. 172.16.1.199 172.16.1.208 TLSV1.2 535 Certificate, Server Key Exchange, Certificate Request, Server Hells Done

250 2023-12-21 85:37:00.4. 172.16.1.204 172.16.1.199 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
Flags: Bx818 (PSH, ACK) ~ Bc b2 3 1d a9 77 @ 62 @b b8 41 48 08 09 45 00 wb A E
80 2f 97 58 42 00 40 06 47 bd ac 10 01 cc ac 10 /K@@ G

Windew: 142

(Calculated window size: 72784]
[Mindow size scaling factor: 512]
Checksum: @xeldd [unverified]
[Checksum Status: Unverified]
Urgent Pointer: ©

B1 7 d6 dc B1 bb ef e3 83 88 92 9e 7 16 50 18 L 3
8030 80 e e1 dd 60 68 15 03 03 68 a2 02 [ el

[Timestamps]
[SEQ/ACK analysis)
TCP payload (7 bytes)
~ Transport Layer Security
v TLSV1.2 Record Layer: Alert (Level: Fatal, Description: Decrypt Error)
Content Type: Alert (21)
Version: TLS 1.2 (0x0303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Decrypt Error (51)

D ¥ Alert message description (tl.alert_message.desc), 1H0|= 3] 2= 250 - EALH: 16(6.2%) - 52 E: 0(0.0%) 2 Defau
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5.7 CBS

D RF Power Measurement

5.7.1 [WINNF.PT.C.HBT.1] UUT RF Transmit Power Measurement

Report No. HCT-0OT-2403-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the SAS
Test Harness
®  UUT has registered with the SAS, with CBSD ID=C
®  UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and

grantExpireTime set to a value far past the duration of this test case

Note: in order for the UUT to request a grant with the parameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry response
message, and the operationParam object of the grant response message. Alternately, the
UUT vendor may provide the ability to set those parameters on the UUT so that the

UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles, which
continues until the other test steps are complete. Messaging for each cycle is as follows:
®  UUT sends Heartbeat Request, including:
O cbsdld=C
O grantld=G
®  SAS Test Harness responds with Heartbeat Response, including:
O cbsdld=C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
O

responseCode =0

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but
may include additional configuration of the UUT, as required, to fulfil the requirements of

the power measurement method.

Note: it may be required for the vendor to provide a method or configuration to bring the
UUT to a mode which is required by the measurement methodology. Any such mode is

vendor-specific and depends upon UUT behavior and the measurement methodology.

PASS

OFAIL

F-TP22-03 (Rev. 06)
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® RF Power Measurements
Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with the maxEirp setting, Pi. The
RF measurement method is out of scope of this document, but may include additional configuration of the UUT, as

required, to fulfill the requirements of the power measurement method

Conducted Power Density

Duty
Granted Antenna
Frequency Bandwidth EIRP Tx1 T2 ™3 Tx4 Total Cycle Gai maxEIRP
max ain
[MHZ] [MHz] Conducted Conducted Conducted Conducted Conducted Factor ' [dBm/MHz]
[dBm/MHz]  pgp PSD PSD PSD PSD @p) 81
[dBm/MHz] [dBm/MHz] [dBm/MHz] [dBm/MHz] [dBm/MHz]
3560 20 11 -9.86 -9.92 -9.78 -9.95 -3.85 1.54 5.07 2.75
3560 20 15 -5.59 -5.85 -5.90 -5.92 0.21 1.54 5.07 6.82
3560 20 21 -0.42 -0.38 -0.43 -0.67 5.55 1.54 5.07 12.16
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® Plots of RF Power Measurements

Report No. HCT-OT-2403-SS001

Granted max EIRP =11 dBm/MHz

Tx1

Tx2

Agilent Spectrum Analyzer - Swept SA

t Spectrum Analyzer

[ R TS AC T CORREC SENSEIINT] SOURCE OFF ALIGNAUTO —|06:44:12 AM Jon 04, 2024 Save N S T SOURCE OFF e reak Search
Avg Type: RMS TRACE Avg T MS
[Marker 1 3.564680000000 3P gyt wEl123926 Marker 13.568040000000 GHz _ gyt
IFGain:Low Atten: 30 dB OETJANNNNN IFGain:Low Atten: 30 dB
Mkr1 3.564 68 GHz State», MkKr1 3.568 04 GHz NextPeak
{ggBidiv_Ref 20.00 dBm -9.857 dBm {ggBidiv_Ref 20.00 dBm -9.918 dBm
Trace "
° * stau)’ 100 Next Pk Right|
0. 0.
¢ 'Y Next Pk Left
-100 - w7 -100 e
200 f Data 200
I \ (Export)> / \ Marker Delta
200 Trace 1 200
i ! J Y
400 e Screen» 400 st - MKrCF
Image
-50.0 -50.0
-600 600 Mkr—RefLvl
-700 -700
More|
Center 3.56000 GHz Span 40.00 MHz Center 3.56000 GHz Span 40.00 MHz 10f2
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)
s satus s status
Tx3 Tx 4

Agilent Spectrum Analyzer Agilent Spectrum Analyzer
3 ac < Peak Search e o hc | CorveC Peak Search
Marker 1 3.566880000000 GHz Avg Type: RMS eak Searc Marker 1 3.557560000000 GHz Avg Type: RMS eak Searc
PNO-Fast —5= Trig: Free Run AvglHold: 1001100 PNO-Fast —5= Trig: Free Run AvglHold: 1001100
IFGain:Low Atten: 30 dB IFGain:Low Atten: 30 dB
Mkr1 3.566 88 GHz NextPeak Mkr1 3.557 56 GHz NextPeak
{ggBidiv_Ref 20.00 dBm -9.778 dBm {ggBidiv_Ref 20.00 dBm -9.945 dBm
® Next Pk Right| " Next Pk Right|
0. 0.
1 1
Next Pk Left| Next Pk Left|
00 . 100 «!‘
-200 /r 200 f '\
/ \ Marker Delta| / \ Marker Delta|
-300 300
| A " J by
o0 ¥ Mkr—CF| ‘0o ¢ Mkr—CF|
-50.0 -50.0
600 Mkr—RefLvl 600 Mkr—RefLvl
700 700
More, More,
Center 3.56000 GHz Span 40.00 MHz 102 Center 3.56000 GHz Span 40.00 MHz 1of2
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)
hisc starus hisc starus
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Report No. HCT-OT-2403-SS001

Granted max EIRP = 15 dBm/MHz

Agilent Spectrum Analyzer - Swept SA

usc

sTATUS

use

Peak Search Peak Search
PNO: Fast —— Avg|Hold: 100/100
IFGain:Low
Mkr1 3.563 72 GHz NextPeak Mkr1 3.566 04 GHz NextPeak
{9deidiv__Ref 20.00 dBm -5.593 dBm {ogaidv_Ref 20.00 dBm -5.845 dBm
® Next Pk Right| ® Next Pk Right|
0. 0. 1
[IPRDPS WP FREPT. (AP Next Pk Left MQ.M Next Pk Left
100 1 ™ 100 ks ™
/ \ / \
x \ Marker Delta j \ Marker Delta)
-300 -300
40.0 MJJI 40.0 M )
— N MKr—CF| MKr—CF|
-50.0 -50.0
600 Mkr—RefLvl 600 Mkr—RefLvl
700 700
More, More,
Center 3.56000 GHz Span 40.00 MHz 1of2 Center 3.56000 GHz Span 40.00 MHz 1of2
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 1.000 ms (1001 pts)

sTATUS

Tx3

Tx 4

Agilent Spectrum Analyzer - Swept SA

Agilent Spectrum Analyzer - Swept SA

[ T R oo ac [ Comec | | eNSEMNT|SORGEOR| AUGNAUTO ] Peak Search [ | & s AC| Cowec | | ceveNISOURGEOR | AUGNAUTO lorzmseammnOdzes | oo oo
Avg Type: RMS Avg Type: RMS TRACE
[Marker 1.3.560640000000 G,,',','g Fase == Trig:Free Run AvalHold: 1001100 S [Marker 1.3.567920000000 G,,l,',lg Fase == Trig:Free Run AvaiHold: 1001100 Tt oy
IFGainiLow  Atten:30 dB peTlA NN IFGainlow  Atten:30 dB oer/ANNNNN
Mkr1 3.560 64 GHz NextPeak Mkr1 3.567 92 GHz NextPeak
[ggBidiv_Ref 20.00 dBm -5.899 dBm [ggeidiv_Ref 20.00 dBm -5.922 dBm
0 Next Pk Right| 0 Next Pk Right|
o ,1 o ‘}1
A Next Pk Left| emaitinin Prade et Next Pk Left|
-100 - = 00 baa ™
200 / \ -200 / \
/ \ Marker Delta| / \ Marker Delta|
30.0 N‘x ‘huw =300 ’r
e ¥ MKr—CF| 00 b A MKr—CF
500 500
00 Mkr—RefLvl 00 Mkr—RefLvl
-70.0 -700
More| More,|
Center 3.56000 GHz Span 40.00 MHz 1of2 Center 3.56000 GHz Span 40.00 MHz 1of2
#Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 1.000 ms (1001 pts)
s staTus s staTus
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Report No. HCT-OT-2403-SS001

Granted max EIRP =21 dBm/MHz

Agilent Spectrum Analyzer - Swept SA

usc

sTATUS

use

Peak Search Peak Search
PNO: Fast —— Avg|Hold: 100/100
IFGain:Low
Mkr1 3.558 92 GHz NextPeak Mkr1 3.568 00 GHz NextPeak
{ggBidiv_Ref 30.00 dBm -0.419 dBm {ggBidiv_Ref 30.00 dBm -0.379 dBm
» Next Pk Right| » Next Pk Right|
10. 10.
.1 Next Pk Left 1 Next Pk Left
o \\ o S Iy R S '\
-100 /_~ -100 /
/ \ Marker Delta| / \ Marker Delta|
-200 -j \ -200 )./ \\\
0o Mkr—CF| o Mkr—CF|
-400 -400
500 Mkr—RefLvl 500 Mkr—RefLvl
600 60.0
More, More,
Center 3.56000 GHz Span 40.00 MHz 1of2 Center 3.56000 GHz Span 40.00 MHz 1of2
#Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 15.00 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 15.00 ms (1001 pts)

sTATUS

Tx3

Tx 4

Agilent Spectrum Analyzer - Swept SA

Agilent Spectrum Analyzer - Swept SA

[ T R oo ac [ Comec | | eNSEMNT|SORGEORF| _AUGNAUTO ] Peak Search [ | & I AC| Cowec | | coVelNI|SOURGEOR | AUGNAUTO loresOaMmnOdzoes | oo oo
Marker 1 3.556800000000 GHz Avg Type: RMS 23456 | FeakSearc Marker 1 3.566680000000 GHz Avg Type: RMS macelrazase| eak Seard
PNO: Fast == Trig: Free Run Avg|Hold: 100/100 PNO-Fast —5= Trig: Free Run Avg|Hold: 100/100 TYPE|A WA
IFGainiLow  Atten: 40 4B peTlA NN IFGainlow  Atten:40 dB oer/ANNNNN
Mkr1 3.556 80 GHz NextPeak Mkr1 3.566 68 GHz NextPeak
[ggeidiv_Ref 30.00 dBm -0.434 dBm [ggeidiv_Ref 30.00 dBm -0.665 dBm
» Next Pk Right| » Next Pk Right|
10. 10.
.1 Next Pk Left .1 Next Pk Left
0. 0.
-100 -100
/ \ Marker Delta| / \ Marker Delta|
200 J \4 200 J \\‘
»e MKr—CF| we MKr—CF|
-400 -400
500 Mkr—RefLvl 00 Mkr—RefLvl
-60.0 -60.0
More More,
Center 3.56000 GHz Span 40.00 MHz 1of2 Center 3.56000 GHz Span 40.00 MHz 1of2
#Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 15.00 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 15.00 ms (1001 pts)
s staTus s status
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N
h’a- Report No. HCT-OT-2403-SS001

6. TEST LOGS

Please refer to the attached file named ‘Test Logs’
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7. TEST SETUP PHOTOGRAPHS
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