RFIDStation User Manual

Technical Document

Technical Document Name: RFIDStation. User Manual
Technical document number:

Edition: V2.0.1.1

Preparation.

Review.

Sign .

Standardization.

Approve.




RFIDStation User Manual

The list.

LLOVEIVIEW. ..ottt ettt ettt ettt sttt e sttt e s b e sbe b et e s bt bt ebe et e sbe s bt ebeenbesbeeneenne 1
2. Interface INtrodUCHION........cc.coieriiriiriirieiciee ettt sttt saeennens 2
2.1 CoMMUNICAION SEELIMES ...eeuveeveetietieriieniierteesteeteeteeteeteenteenseenteeseeseenseenseenseenseennens 3
2.1.1 Serial POTt SETNES. ...c.vevueeriieriieriieriieniienieesitertteiteriee sttt e st esieesieesaeesseesseeseeenaes 3
2.1.2 USB POTt SELHNES ..eevveeieiieiieiiesiteniteite ittt ettt et et e st e aeesseesseeseeeens 3
2.1.3 Network Port SEtHINGS .....ccvevierieriieriieieereeteteeete ettt 4
2.1.4 Communication Fault Handling............ccoccevieniinienieniinieeeeseee e 5

2.2 Parameter CONTIGUIATION ....c..eeiuieiieiieiieieete ettt ettt et et et e bt e bt enbeenbeeseennees 6
2.2.1 Short range ISO15693 reader parameters ...........ecceereereereereeneeneeneeseeseeennes 8
2.2.2 Middle range and long range ISO15693 reader parameters...........ccoccoueeueeee. 10
2.2.3 ISO14443 parameter configuration .............ecceeveereerieerieesieesieeieeieeieeieeeens 12

2.3 ReAdEI CONIOL...c..iiiiiiiiiiiiiiieietccecctct ettt sttt eanens 13
2.4 Reader infOrmation.........cc.eoereerieriinereeienieniteeetenie st eeete et ettt eeeesne b saeennens 13
I B oo I 1S) 15 T ) 4 LSO 15
3.1 ISO15693 1abel OPETation ....cc.cevueeruieriieiieiieiieiteiteite et e st et e st aeesiee st e sneesaeeeee 15
31,1 UID OUEPUL .ottt sttt 15
3.1.2 Label 0peration 1.........ccoecieiiieiiieieeie ettt 15
3.1.3 Label OPETation 2........cceecuieriieiieeieeie ettt ettt st sttt sate st ees 18
3.1.4 PasSthrOUZN ..oo.viiiieie e e 19
3.1.5 Direct operation of 1abels ........ccoeceriiiiiniiiiiiiie e 20

R B 1Y o) 1S5 15 10 USRS 22
3.1.7 Channel GAte......cccueeveeiieiieieeie ettt sttt st sttt 24

3.2 ISO14443 A 1abel OPETation......cc.eevuieriieiieiieiieiteiteiteite st ettt et siee s e saee s ees 25
3.2.1 Information OULPUL ........eecuieiieriieieete ettt ettt sttt 25
3.2.2 M1 OPeration I ....cvciciiiiieieieiciiietetee ettt et eee e 27
3.2.3 M1 0peration Il .......c.oecueeiieiiiie et 30
3.2.4 NTag operation (MO OPEration) ........ccceceeveirieriveereernerieerereereeessernseseenenens 31
B2 5 ESAMuciiiieee ettt 33
3200 APDU ..ot e 34
3.2.7 PasStNIOUZN ..o e 36

3.2.8 Intelligent OPETation ........ceevvieriieriierieeieeieeie ettt ettt st st ee e 38



RFIDStation User Manual.

1. Overview.

[RFIDStation] is an operating software demo that designed for high frequency
reader of 1SO15693 and 1SO14443 protocols. Users will understand the functions of
high frequency reader products based on 1S015693 and 1S014443 protocols quickly
through this software. This software Demo currently known to support bellow
devices: M321, M321A. M321B. M324. M324U. M325. M325Y. M327. D322,
D322p . D322p. D322ED322E. D322Y. D322SE. D322SY. D330S. D330N. D330L.
D332, D332N. D334A. D343. D343X. D335X. R321. R321E. R321Y. R343D.
R331. R331L. R3332. R332N . R332A. R342. R342N. R345. R345H. R342,

R343D. R342N etc.
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2. Interface Introduction

Open [RFIDStation] , the interface is as Figure 2.1:

4 RFIDStation = 3

Communi cation Set€nemm u Addr
Interface CDM ¥ | Serial Port [COM4 Baud 35400 - Open ualn)

eader Parameters |Reader Control | Reader Infor

Tool - Protocols Language

Hone d HE_ETH'“HI— English «

Frotocol Type
@ IS015693 (0 IS0144438 () IS014443F () Felica

Conflguratlon parar mter area

Command Mode Set Param

) Autao @ Trigger 0001
Get Param
Tag Contral AFT Mode
@ Silence @ Ho Silence @ Ban () Enable 01
Buzzer Control Baud Rate Control
() Ban @ Enable (C) 9800 @) 35400 (0 115200

Output
Clear

Il

Data display area

COM Close COM4:38400 iEE : HEXEREEE | [Hoaan

Figure 2.1 RFIDStation main interface
[ RFIDStation] It supports ISO15693 and 1SO14443 A/B dual protocols. The

main interface includes five areas: communication setting area, parameter
configuration area, data display area, tools area and label operation area.

Communication setting area: Select USB, serial port (RS232/RS485) or
network port (RJ45) according to the interface type supported by the reader.

Configuration parameter area: Configure the parameters related to ISO15693
and 1SO14443 protocols.

Data display area: Displays communication data between the DEMO and the reader.

Label operation: Operates (read UID, read data block, write data block, etc.) label
(supports ISO15693 or ISO14443 protocol).

The communication setting area, configuration parameter area, and the DEMO's
UID reading, data block reading/writing and pass-through for ISO15693 and ISO14443A

tags are described in more detail in a later section.
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2.1 Communication settings

2.1.1 Serial Port settings

As shown in Figure 2.2, select “COM” for port. Please refer to the device
manager for serial port selection. Select 38400-8-N-1 baud rate (factory default baud
rate is 38400bit/s, fixed 8-bit data length, 1-bit stop bit, no parity bit). Ensure that the
serial port cable is connected properly. Click "Open" to complete the serial port
setting. The software reads the device version and displays it in the display area

(example device: D334A).

B RFIDStation = =
_Communication Settings Addr  Tool Protocols  Language
Interface |COM “mal Port |CON4 -“aud [aman < | | clese | o001 [Heme v| [mone =] [English ~
Beader Farameters |Reader Control | Reader Infor |
Frotocol Type
@ 15015653 *) ISD144434 *) IS0L4443F * Falica
Conmand Mode Hew hddr Set Param
) bt @ Trigger annt —
Get Param
Tag Control AFT Mode
*) Silence @ ¥o Silence @ Ban * Emable 01
Burrer Control Band Rate Contrsl
) Ban @ Enable T 900 @ 3400 ) 115200
Dutput
Clear
[Device Version: 1834h Soft Version: 20082400 Herdware Version: W332KF_i80100 |
COM Open COM4:38400 I HEXERETEEE | B oaai

Figure 2.2 Serial Port settings

2.1.2 USB Port settings
As shown in Figure 2.3, select "USB" for port, click "open" to do the USB port

settings. The software reads the device version and displays it in the display area

(example device: R321). USB port supports simultaneous access of multiple devices.
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a RFIDStation = P
Communication Settings Addr Tool Fraotacols Language
Tnter face |USB List [USB 1 - | Close || 0001 [Hone v] [Fome =] [English ~
Reader Farameters |Reader Control | Reader Infor|

Protocol Type
@ T5015693 () I50144434 ) I50144438 @ Felica
Auto @ Trigger 0001
AFI Mode
Silence @ Fo Silence @ Ben ©) Enable 01
Buzzer Control
) Ban @ Enable 9600 @ 38400 115200
Output
Device Version: R321 Soft Version: 1304168 Hardware Version: 150503 -
USB Open |USB1 S HEXIBR SR | [E=Taal

Figure 2.3 USB connector settings.

2.1.3 Network Port Settings

As shown in Figure 2.4, select “TCP” for port, fill in the device parameters for IP
address and port. (IP address and port information can be looked up by using
[ DeviceComTool Ysoftware’s Network Port Parameter Function. [RFIDStation Jonly
supports TcpSever mode. The IP address of the upper computer and the IP address of
the device should be in the same network segment). Click “Open” to complete
network port setting, and software reads the device version and displays it in the

display area (example device: D322p) .
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all RFIDStation = 29
TR S E T LI Addr Tool Protocols Language
nterface [TCP 192 163 1.7 10001 0001 [Home =] [Hone | [Emelish ~
Beader Parameters |Reader Contrel IReader Infor
Frotocol Type
@ IS015693 _ IS0144434 ) IS014443F ! Felica
Command Meode Hew Addr
) huto @ Trigger oot
Tag Control AFT Mode
) B1lence @ Fo Silence @ Ban ) Enable 01
Buzzer Control
) Ban @ Enable 9600 (@) 35400 115200
Output
I]Jevice Yersion: E332ZH Soft Version: 19110400 Hardware Version: M332H_150403 I -

MNET

192.168.1.7:10001 |5 : HEXEAETEEE | BT ail

COpen

Figure 2.4 Network Port Settings

2.1.4 Communication Fault Handling
If there is no communication between the device and Demo when in use, fault
handling is as below:

@

@eO® @

If it is serial port connection mode, check whether the COM port of the

device is correctly selected (check through device management), and whether

the baud rate is selected correctly (the general factory configuration is

38400bit/s. If the baud rate communication fails, select 3 baud rates to try to

communicate). Set the device address the broadcast address: FFFF for

troubleshooting.

If it is network port cnnection mode, check whether IP address and port

information are correct. (IP address and port information can be looked up

by using [ DeviceComTool] software’s Network Port Parameter Function.
[ RFIDStation] only supports TcpSever mode.)

If both of the previous communication modes fail, restart the reader, restart

the Demo, and then try the communication again;

Check whether the serial port cable itself can communicate well;

Check whether the port of the upper computer is correctly connected;

Check whether the device's IP address conflicts with the upper machine or

whether it is in the same network segment.
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2.2 Parameter configuration

The parameter configuration consists of three parts:

The first part includes the selection of “protocol type”, “command mode”, “label
control” and “buzzer control”.

The second part includes the setting of "device new address”, "AFl mode", and
"baud rate control".

The third part includes "set parameters" and "get parameters".

When users use it for the first time, please click "get parameters" to view the
parameter configuration of the reader. After that, users can select parameters
according to their own requirements, and click "set parameters" to complete

parameter settings.

The definition of specific parameters is shown in the table below:

Parameters Options Description

ISO 15693 Select the ISO 15693 protocol as needed

Protocol
ISO 14443A | Select the ISO 14443A protocol as needed

Type
ISO 14443B Select the ISO 14443B protocol as needed

When the RF is turned on, the reader

Automatic automatically sends the Inventory command to
Command
count the labels

mode
After the RF is turned on, the reader waits for
Trigger
the command to count labels

After the reader gets the label UID, it sets the
label silent so that the label no longer
Silent responds to the reader's Inventory command
unless the label leaves the antenna RF field

Label control
and then enters again

After the reader gets the label UID, the label
Not silent still responds to the reader's Inventory

command, which is typically used to test the
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reading distance of the label

The buzzer does not respond (no sound) when

Ban the reader recognizes the Ilabel for the
Buzzer corresponding protocol
control When the reader recognizes the label for the
Enable corresponding protocol, the buzzer responds
(with a “beep”)
Device Reader device address, where OxFFFF is the
0x0000~0xFFFF
address broadcast address
AFl domain is banned in inventory command
Ban
fram
AFl mode
AFl domain is enabled in inventory command
Enable
fram
9600 Baud rate: 9600 bit/s .
Baud rate
38400 Baud rate: 38400 bit/s .
control
115200 Baud rate: 115200 bit/s .




RFIDStation User Manual.

2.2.1 Short range 1ISO15693 reader parameters

As shown in figure 2.5, select “ISO15693” for protocol type, “trigger” for command mode, “silent”
for label control, “enable” for the buzzer, “banned” for AFl mode, 38400 for baud rate. After
these settings, click “parameter configuration” to complete the configuration of 1SO15693
protocol.

Reader Parameters :n....dgr Control | Reader Infor |

Protocoel Type
9 IS015693 150144434 150144438 Felica
Conmand Mode Hew Addr Set Param
Auto @ Trigger 0001
Get Param 1
Tag Control AFT Mode I ——
9 Silence Mo Silence @ Ban Enable 01
Buzzer Control
Ban @ Enable 9800 (@) 38400 115200

Figure 2.5 1SO15693 parameter configuration
Then select “1S015693” protocol as shown in figure 2.6, and an “ISO15693”
label operation window pops up as shown in figure 2.7.

E= L X]

a5 RFIDStation

—

Communication Settings Addr Tool Protocols Language
Interfacs IF 192.168.1.7 » Port 10001 = Open 0001 [Hone | [s0i565 v] [Enelish +
= & e 5 | Home

Reader Parameters IReader Control IReader Infor 150144434

15014443E

Protocol Type IS0

@ IZ015693

—-—*

Felica

() IE0144434 () I5014443F () Felica

Figure 2.6 Label Operation selection

sl 18015693
1D

E0040150E03TES1S

eI

WID0utpat |

UID Info
E0040150E03TES1S

Label Opl | Lshel 0pz | Fassthrough |Direct Op of Lal| ™ Op Channel gate

Read Numz a1

Remain Hums 00

Output

Guery the label in the wenne<<TE 55 09 00 00 01 00 11 00 00 7O FI

E -
Query the label in the venue and retwn <{TE 55 14 01 00 00 00 LF 11 00 19 ES 37 EO 50 01 04 EO AA 00 00 16
ar

Operation iz suecessfull
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Figure 2.7 1SO15693 Label Operation window
Attention:
@ If 1SO15693 label operation window shown in Figure 2.7 was closed unexpectedly during operation,

click the label operation selection box shown in Figure 2.6 again.
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2.2.2 Middle range and long range 1SO15693 reader parameters

As shown in figure 2.8, select “ISO15693” for protocol type, “automatic” for command mode,
“silent” for label control, “enable” for the buzzer, “banned” for AFI mode, 38400 for baud rate.

After these settings, click “parameter configuration” to complete the configuration of 1ISO15693

protocol.

Reader Farameters |Reader Control I Reader Infor

Trotocol 170E
@ IS015E93 ) IS0144434 () IS014443F () Feliea

@ Auto ) Trigger o001
AFT Mode

Tag Contral

@ Silence (7 Wa Silence @) Ban (7 Enable 01
Euzzrer Control Baud Rate Control
(") Ban @ Enable () 9RO0 @ 39400 () 115200

Figure 2.8 1SO15693 parameter configuration
Then select “1S015693” protocol as shown in figure 2.9, and an “ISO015693”

label operation window pops up as shown in figure 2.10

Bl RFIDStation G=NEEN x|
—
Communication Settings Addr Taol Protocols Language
Interface |CON ~| Serial Port [COM4 v Baud (38400 w| [ Clese | 0001  [Weme ~| [zsoises ] [Enelish ~]
Hone
Reader Farameters |Reader Control I Beader Infor| I50144434

Frotocol Type
@ ISD1SR93 () ISD144434 () ISD144438 (7) Felica

Figure 2.9 Label Operation selection

ol 15015693 - : [E=SRENC <
1D
E0040150E03TES19
ULDGutput | Label Opl | Lshel OpZ | Fassthrough |Direct Op of Lal| ™ Op Channel gate

UID Info
E0040150E03TES1S

Read Numz a1

Remain Hums 00

Output

Guery the label in the wernme<<TE 55 09 00 00 01 00 11 00 00 7D FB

-
Query the label in the venue and retwn <{TE 55 14 01 00 00 00 LF 11 00 19 ES 37 EO 50 01 04 EO AA 00 00 16
ar

Operation iz suecessfull

Figure 2.10 1SO15693 Label Operation window

10
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Attention:

@ If 1ISO15693 label operation window shown in Figure 2.10 was closed unexpectedly during operation,
click the label operation selection box shown in Figure 2.9 again.

@ Not all devices support reading data stored in the reader, i.e. it is possible that the UID information

reading failed.
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2.2.3 ISO14443 parameter configuration

As shown in figure 2.11, select “1ISO14443A” for protocol type, “trigger” for command mode,
“no silent” for label control, “enable” for the buzzer, 38400 for baud rate. After these settings,

click “parameter configuration” to complete the configuration of 15014443 protocol. ( below

device D322 as example)

Reader Farameters |Reader Contral I Reader Infor

Frotocol Type

(©) 15015693 @ IS0144434 () 150144438

(7) Felica
Command Mode Hew Addr Set Param
) huto @ Trigger ululeh
Tag Control
) Silence @ Wo Silemece @ Ban Enable |01

Buzzer Control Baud Rate Control

) Ban @ Enshle ) 9800 @ 38400 () 115200

Figure 2.11 ISO14443 protocol reader configuration

Then select “ISO14443A” protocol as shown in figure 2.12, an “ISO14443A” label

operation window pops up as figure 2.13.

ot RFIDStation

(= | (-
Communication Settings Addr Tool Protocols Langnage
Interface | COM Serial Pert [COM  +| Band (38400 | [ Close ] 0001 [Heme - [zao158e ~] [Enelish +|

Hone
Reader Parameters |Reader Control I Reader Infor| IE-II:II-'-I-'-I-'-IZE:A
150144438
Frotocol Type IS015695
(©) TS015693 @ IS0144434 () IS014443E () Felica Felica
Command Mode Hew Addr
) Auto @ Trigger oo01 [ﬁ
Mad+ Drawrnm
Figure 2.12 Label Operation selection
[Foiaasa ] g =) LX)
11D

0000 04 11223344

UIDOutput [M10pT | MioRIT | HTaglp | ESaM
\IDIafe
0004 04 87208600

| 4PDU [ Passthwough | Intelligent Op

Mode @ TDLE © W1
Readfuns 01

Remain Hum=z 00

I Fead l[Hang up ][ Clear

Output

Check the lsbel in the wemmeX>7E 55 09 00 00 01 00 16 00 00 78 77

T -
Query the label in the venue and retwn <<7E 55 19 01 00 00 00 1F 16 00 04 OO
04 87 20 86 DD 00 00 00 00 00 00 02 00 00 CD A3
peration iz successful}

Figure 2.13 1SO14443 Label Operation window

12
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Attention:
If 1ISO14443 label operation window shown in Figure 2.13 was closed unexpectedly during operation, click the

label operation selection box shown in Figure 2.12 again.

2.3 Reader control

As shown in figure 2.14, reader control interface is composed of three areas: RF
control, antenna control and power control.
RF control: turn on/off RF output; reset RF. (start RF output 20ms after RF is turned
off)
Antenna control: Number of antennas should be the same as device actual number of
antennas, so that the antenna to be connected can be selected.
Power control: select the number of corresponding antenna, and set the level of
power (from low to high LVO. LV1. LV2, LV3).

ol RFIDStation L= o |
Communication Settings Addr Tool Protocols Langnage
Interface |USE List [USB 1 -] Cloze | 0001  [Hene v [msote44 v [English -]
Reader Parameters IReader Contral IReader Inforl

EF Control Antenna LContrel Forer=Cumrot
® fun ot 12 it o et
() Dpen EF

Set Set Set

Oatput
Clear

Set reader configuration parameters<<TE 55 OE 00 00 01 00 F4 00 12 01 00 BT 01 01 BB C9 -
Set reader configuwration parameters Retwn <<TE 55 0F 01 00 00 00 1F F4 00 00 00 BE E&
Operation iz successful>

Read reader configuration parameter <<TE 55 09 00 00 01 00 FS 00 00 ED 91

Read reader configuration parameter return <<TE 55 OF 01 00 00 00 1F FS 00 02 01 00 BT 01 O1 81 83
Operatien iz zuccezzfull

Device Version: E321 Soft Versiom: 180416 Hardware Version: 150503

Dewice Yersion: D334 Soft Version: 20082400 Hardware Versionm: M332HF_150100

Dewice Yersion: D334 Soft Version: 20082400 Hardware Versionm: M332HF_150100

UsB Open UsSB 1 AR HEXELETEEE | o aal

Figure 2.14 Reader control
Attention:
® Only multiple antennae supported devices have antennae control fuction, otherwise it is invalid;

® Only power adjustable devices have power control function, otherwise it is invalid.
2.4 Reader information

After the device is connected successfully, device and software and hardware
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information can be obtained by click “OK” button in “reader information” area, as

shown in figure 2.15.

|Reader Farameters |Reader Control||Reader Infor "

Version

Device Yersiom:
Soft Version:

Hardware ¥ersion:

R321

150416

150503

Juersy

Output

Get version informatien <{TE 55 08 00 00 01 00 FT 00 27 TF

s

Get version information retwn <<TE 55 3D 01 00 00 00 1F F7 00 52 33 32 31 20 31 38 30 34 31 36 20 31 35 30 35 30 33 00
00 12 01 00 02 00 OO0 00 40 05 05 50 50 00 02 01 02 03 01 00 00 14 03 41 00 GE 00 79 00 49 00 00 OO 93 ES
Operation iz succezzful’

Figure 2.15 Reader control
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3. Label operation

3.1 ISO15693 label operation

Based on ISO15693 parameter configuration according to chapter 2.2.1, ISO15693 label

operation function of the software is introduced as blow.

3.1.1 UID output
Put an ISO15693 label in reader working field. Set up the parameters, reset RF,

and click “read” button in ISO15693 operation frame, UID read displays in “UID

information” frame, as shown in figure 3.1. (device D322 as example)
ol 15015693 — G=NEE x

VLD
E0040150E0STES1S

UIDOutput | Labsl Opl Label Op2Z | Passthrough |Direct Op of Lal| I Op Chatnel gzate
1T0 Info

FO040150E03TES1S

Eead Hums o1

Eemain Hums 00

Dutpuat

Ouery the label in the wenume<<TE 55 03 00 00 01 00 11 00 00 7D FB

-
Ouery the label in the wenue and vetwn <<TE 55 14 01 00 00 00 1F 11 00 19 ES 37 EO 50 01 04 EO Ah 00 00 1B
aT
“Operation is successful >

Figure 3.1 read 1ISO15693 UID

3.1.2 Label operation 1
Read data block: a label’s UID must be selected before the label’s data block is read.

(as shown in figure 3.1, click “label UID” in “UID information frame” with left
mouse button, “UID information” frame on top changes to the label UID). Click

“read”, and “data” frame displays label’s data block, as shown in figure 3.2.

15
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ULDOutput Label Opl | Label Op2 Pas=sthrough I]]irect Op of La]l IN Op I Chanmel gate
ead Data DLoc Write Data BElock
hddr 00 Hum=s 02 iddr 0o Fums 02
Data [IOOOOCO0 - Data 01020304 -
0000000 01020304
I Read I [ Clear l [ Write ] [ Clear
Lock Elock
Addr 00 [ Lock l [ Clear l
Maré it

Figure 3.2 Read label’s data block

Attention: as shown in figure 3.2, when inputting data block’s head address and block number, the data
format should be hexadecimal, and the data length should be 1 byte.

Write data block: a label’s UID must be selected before the label’s data block is
written (as shown in figure 3.1, click “label UID” in “UID information frame” with
left mouse button, “UID information” frame on top changes to the label UID). Click
“write”. Data block is written successfully if the return result of multiple blocks

writing in “output” frame is not blank. As it is shown in figure 3.3.

oSl 1SO15693

G=NEEE *
uani}
EO040150E03TES1E
UTD0untput Label Opl Label Op2 Passthrough IDirect Op of Lal IM Op Channel gate
Read Data Block frite Data Elock
Addr 00 Hums 02 Addr 00 Humz 02
Dlata 00000000 - Data (01020304
00000000 01020304
|
[ Read ] [ Clear ] [ Write ]I[ Clear
| Lock Flock
Addr 00 [ Lock ] [ Clear ]
Output

rite multiple pieces of data<<TE 55 14 00 00 01 00 23 00 19 ES 37 E0 50 01 04 EO 00 02 01 02 03 04 01 02 |-
3 04 T8 BT

rite multiple pieces of data retwn <<TE 55 0F 01 00 00 00 1F 23 00 00 00 ET 47
(Operation is successful>

Figure 3.3 write ISO15693 data block

Attention: as shown in figure 3.2, when inputting data block’s head address and block number, the data
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format should be hexadecimal, and the data length should be 1 byte.

)
@

Data format written in label is hexadecimal;

The length of a data block is 4 byte, so the length of the data written in a “data” frame must be 4 times
of the number of blocks;

Block address must be within the label's actual memory address;

If the address of the data block to be written to the label is locked and cannot be written, the "output"
frame shows that the write multiple data block returns blank;

The lock block operation is irreversible. Once the data block of the label is locked, the address

corresponding to the label will never be written into data.
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3.1.3 Label operation 2

As shown in figure 3.4, “label operation 2” is composed of four areas: AFI
operation, EAS operation, DSFID operation and information acquisition.

AFT operation: input data format should be hexadecimal, and the data length
should be 1 byte. Operation is irreversible.

EAS operation: electronic anti-theft system.

DSFID operation: input data format should be hexadecimal, and the data length
should be 1 byte. Operation is irreversible.

Information acquisition: click “OK” and get label information.

o 15015693 G=NECE X
ini]
E0040150E03TES1A
VID0utput Label Opl Label Op2 Passthrough |Direct Op of Lal IN Op Charmel gzate
AFT Uperation
. Ean Operation
@ Write AFT 01 _ _
@ Set EAS ) Reset EAS
() Lock AFI :
() Lock EAS
[ et [
TEFIN Uperation Get Into
@ Write DSFID 01 Flag F DSFID 00 Block zize 04
(0) Leck DSFID AFT U1 IC Reference "' Block Fums 1€

Output

-

Figure 3.4 ISO15693 label special function mark operation

18
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3.1.4 Passthrough

Passthrough function enables users operate the cards using readers directly. The
operation specification must strictly comply with ISO15693 protocol. Open the
Passthrough page, send the data frame to the label, and receive the information

returned by the label. It is shown as figure 3.5. (device D322 as example)

ol 15015693 E=NEEE X" ]
ID
E0040150E03TES19
UIDutput Label Opl Label Op2 || Passthrouzh [Divect Op of Lal H op Themeal goite
Send J2E0100
Clear
Tag TimeOut 10000 us (Dac) Eezponze Frame Length 0OC
e —————————————————————————————
Eec D00019ES3TEOSO0104EOTEES00 P
Clear
Fassthrough
Output

Pazsthrough<<7E 55 OF 00 00 01 00 2F 00 03 26 01 00 10 27 OC TC 1D &
Pazsthrough retwn<<{TE 55 18 01 00 00 00 1F 2F 00 00 00 19 ES 37 EO S0 01 04 EO 7B B9 00 00 00 EF 6F

{Operation iz successful’

Figure 3.5 1S0O15693 label passthrough
Attention:
Inventory : 15000 s
@ Label response time: Read : 15000 s
Write : 20000 1S
@ data format is hexadecimal, and no interval between bytes, e.g.120325...

Examples:

UID : E00222252B831BE6

Inventory :
>>> 260100
<<< 0000E61B832B252202E0

19
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Write — Block :
>>>2221E61B832B252202E00022222222
<<<00

Read — Block :
>>>2220E61B&832B252202E000
<<< 0022222222

Read — Inf :
>>> 222BE61B832B252202E0
<<< 000FE61B832B252202E000003F0322

3.1.5 Direct operation of labels

As it is shown in figure 3.6, this function can operate batch label directly such as UID
reading, data block reading, data block writing, AFI writing without reading label UID first
(support multiple label devices). This function is applicable to some of the M-series, D-series and
R-Series devices supporting ISO15693 protocol. (D322, D322p. D322E. D322Y. D322SE.
D322SY. D330S. D330N. D330L. D332, D332N. D343. D343X. D335X. R343D etc.)

o0 15015693 E=NEEN X
D
EO040150E037ES19
UTD0utput Label Opl Label OpZ | Fassthrough |irect Op of Lab|  Tn g | chennel gate |

Elock Addr |fa-0B-D1-02-03 Wo-Repeat Read Block

"

Read UID+Elock
frite Elock
Hrite AFI

Read UTDHHrite Elock

Eead SingleUID

Read SingleUITH+Elocl:
inglelWIDHrite Elocl

4 [}

Passthrough<<TE 55 OF 00 00 01 00 2F 00 03 26 01 00 10 27 OC 7C 1D -
Passthrough retwn<<TE 55 15 01 00 00 00 1F 2F 00 00 00 19 ES 37 EO 50 01 04 EO TE E9 00 00 00 EF GF
{Operation iz succeszful>

Output

Figure 3.6.0 Function select

UID reading: After the device communicates with the upper computer normally,
put the label in the device’s working field, and click “start” to output the label UID

and time used.
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Block reading: After the device communicates with the upper computer
normally, put the label in the device’s working field, and click “start” to output the
label UID and time used. The block reading address and number can be set.

Block writing: After the device communicates with the upper computer
normally, put the label in the device’s working field, and click “start” to output the
label UID and time used. The block reading address and number can be set.

AFI writing: AFI value can be written in the range of 0-255. After the device
communicates with the upper computer normally, put the label in the device’s
working field, and then input AFI value, and click “start” to output the label UID and

time used.



RFIDStation User Manual.

3.1.6 IM operation

As it is shown in figure 3.7, this function enables batch labels operation (use
multiple labels supported devices) of UID reading, data block reading without reading
the label UID first. This function is applicable to some R-Series devices of our
company that support ISO15693 protocol (R332, R332N . R342. R342N. R345. R345H
etc.)

UID reading: After the device communicates with the upper computer normally,
put the label in the device’s working field, and select the antenna to work (it can be
single antenna or multi round scanning antenna). Click “start” to output the label UID
and time used.

Block reading: After the device communicates with the upper computer
normally, put the label in the device’s working field, and select the antenna to work (it
can be single antenna or multi round scanning antenna). Click “start” to output the

label UID and time used. The address and number of read blocks can be set.

ol 15015693 ~ > = S
I
EO040150E03TES1S

| ULD0utput I Label Opl I Label Op2 | Passthrough IIlirect Op of La“ In op |I Channel gate |

Mode [Read UTD | Block adar [00-01-02-03
Choos g T ok tiple Ant [00-01-02-03-04-05-06-07

Figure 3.7 label reading of IM operation
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ol 15015693 - E=NEEN X" ]

D
E0040150E03TES1S

| UID0utput | Label Opl I Label Op2 I Fassthrough IDirect Op of Lail N Op I Chanmel gate
Mode [Read UID »| Block Addr [D0-01-02-03

Choose Ant [ANT1 T Multiple Ant [I0-01-0Z-05- 04050807 |

Output
18
E

Passthrough<A121 26 01 00 10 27 OC 7C 1D P
Passthrough 40122 7 2F 00 00 00 19 ES 37 E0 50 01 04 E0 7B B9 00 00 00 EF &F

Operation i

Figure 3.8 select antenna to work of IM operation
Attention:

® To avoid antenna damage, do not turn on the RF to the port which doesn’t connected to an antenna.

reset RF counting label times completed

® Process of multiple antennae turning: select antenna

or timeout——turn off RF: switch antenna
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3.1.7 Channel gate

As it is shown in figure 3.9, make single select or multiple select to the antennae HJ
ports (corresponding to the antenna connected with the reader). Click “set” so that
the selection is confirmed. Select “enable scan antennae” and confirm selection.
Click “start display alarming UID”, as a result label UID is displayed. This function

is applicable to some R-Series devices of our company that support ISO15693

protocol (R342. R342N etc.).

ol 18015693 - = ﬂ_h,l

o

Lo
E0040150E03TES1S

| upoutpat | Label 0pt |  Label 0p2 | Passthrough [Direct Op of La|  Imop | Chammel gate
[t ante Tants ] antd [ AntS [ Ante ] AntT [ Ants

Ho Scanming hntenna - [ Set II displaying alarm UID

Enable Scanning Antenna <

Output

Passthrough<<7E 55 OF 00 00 01 00 2F 00 03 26 01 00 10 27 OC 7C 1D -
Pazsthrough retwn<<TE 55 18 01 00 00 00 1F 2F 00 OO0 00 19 ES 37 EO S0 01 04 EO 7B B9 O0 00 00 EF 6F

Operation iz sueccessful’

Figure 3.9 select antenna
"Disable scanning antenna / enable scanning antenna" is to turn off and turn on antenna
scanning function respectively. Select "enable scanning antenna", click "set", and the reader will

start to install the selected antenna round scanning labels in antenna field.

"Start displaying alarm UID" is a special AFl alarm function, which gives alarm prompt to the label
with specific AFl value written in, and displays its UID in the output port below.
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3.2 ISO14443A label operation

Based on ISO14443 A parameter configuration according to chapter 2.2.2, ISO14443A label

operation function of the software is introduced as blow.
3.2.1 Information output

Put an ISO14443A label in reader working field. Set up the parameters, and click
“read” button in ISO14443A operation “UID output” frame. UID read displays in
“UID information” frame, as shown in figure 3.10. (device D322 as example)

Read UID sending instruction: REQA-AC-SELECT three instructions. If the UID

is read successfully, the label will be in active state. If the first read UID is successful,
the second read UID will send the same instruction. According to ISO14443A

protocol, the label returns to the IDLE state, so the read fails.
a0 1S014443A L= )

1D
0000 04 11223344

UIDOutput | Mi0pT | M10pTT | HTag0p [ ESM | APDU | Passthwough | Intelligent Op
1TNTnfn
0004 04 37202600 a

Mode @ IDLE O a1

Readfums 01

Kemain Wums 00

[I Eead "Ha.ng upl[ Clear

Output

G 0000 TsTT -
1000000 1F 16 00 04 00

Check the label in the wenme>>TE 55 09 00 00 01
Query the label in the wemue and return <<TE 55
04 8T 20 86 DD 00 00 00 00 OO 00 03 00 00 CD A3

“Operation iz successful >

oot
190

Figure 3.10 read ISO14443A label UID
Attention:
(D Read: this operation (read label UID) is a necessary prerequisite for other operations;
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@ Suspend: the suspended label will not be able to perform other operations (unless you return it to
the factory to read the label UID after leaving the factory; or change the label mode to “ALL”I).

Please refer to ISO14443A protocol for details.
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3.2.2 M1 operationl
Data block writing: in M1 operationl, write the head "address" of the data

block. The key type (KeyA/KeyB) and key (6 bytes) strictly comply with ISO14443A
protocol (label factory default key: FFFFFFFFFFFF). Click the "write data block"
button, the "output" window returns "operation successful", which indicates that the

write data block is successful.
ot 150144434 L= [ ||

1T
0004 04 ST2056DD

=

UIDOutput [M0pT % M10pIT | #Taglp | ESAM | 4PV [ Passtbwough | Intelligent 0p

Elacklp
addr 01 Warrant Key type ey FFFFFFFFFFFF

Fums 01 Data

Read Block

Clear

Hums 02 Data 000102030405080705090A0B0C0D0EQFDI010203040508070509 |
OANBOCODOED L

WriteBlock |

Clear

Output

Clear
Fheck the label in the venues>7E 55 09 00 00 01 00 16 00 00 78 17

.
uery the label in the wenue and retwn <<7E 55 19 01 00 00 00 1F 16 00 04 00

4 87 20 86 DD 00 00 00 00 00 00 03 00 00 CD A3
Clperation is successful>

Figure 3.11 write M1 data block
Attention:
@ Before this operation, the label UID must be read once (entering the third layer), and after the
operation error, the label UID must be read again;

® The input data format is hexadecimal;

®

Block 3 of each sector is the cipher area, which should be written carefully. As shown in Figure 3.12;

@ Block 0 of sector 0 is the manufacturer flag code. If you fill in 00 in the address column, a write error
will occur. Then a startover from reading UID is needed after the error;

® The block address must be within the label's actual memory address. The number of blocks has been

set to 1 by default. One block (16bytes) is written at a time.
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O FdsERES)

o X &

bl P B b
wln|=]e

E— (A FID+ {7 HFEH+B HS D
)=
=4
1 Block 0
> Block 1

» Block 2
] Block 3(A B A HLEE B 35 )

N :

Figure 3.12 M1 card storage structure

Read data block: in Mlopertion I, write the head "address" of the read data
block. The key type (KeyA/KeyB) and key (6 bytes) strictly comply with ISO14443A
protocol (label factory default key: FFFFFFFFFFFF). Click the "read data block"
button, the "output" window returns "operation successful", which indicates that the

read data block is successful. As shown in figure 3.13.
ol 1S014443A = e

1D
0004 04 5TZ03B00

UIDOutput | MOPT  |M10pIT | WTaglp | ESmM | 4PV | Passthwoueh | Intelligent 0p

Elocklp
Addr D1 arvant Key type Key FFFFFFFFFFFR

Hums 01 Data 000102030405060T0S090A0B0CODOEQR

Hum= 02 Data O0010Z2030405060T0S090A0E0CODOEOFO10102030405080T0309

OADBOCODCOEDT

WriteElock

Output

Clear

cad M1 data block retwn <<TE 55 11 00 00 01 OO TO 00 &0 FF FF FF FF FF FF
1 01 50 BS

ead M data block retwn <<TE 55 1E 01 00 00 00 1F TO 00 OO0 01 02 03 04 05
5 OT 05 09 0& OF OC OD OE OF 00 00 44 91

<Operation iz zuecessfull

THTT
0o 1F 16 00 04 00

Checl the label 1n the wermer+TE 55 09 00 00 01
HQuery the label in the werue and retwn <<TE 55
04 87 20 86 DD 00 00 OO0 00 00 00 05 00 00 CD A3
Operation iz succezzful >

a0 16 00 00
19 01 00 00

Figure 3.13 read data block
Attention:

@ Before this operation, the label UID must be read once (entering the third layer), and after the
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operation error, the label UID must be read again;
® The block address must be within the label's actual memory address. The number of blocks has been

set to 1 by default. One block (16bytes) is read at a time.
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3.2.3 M1 operation 11

As shown in figure 3.14, in M1opertion II, write the head "address" of the value
operation. The key type (KeyA/KeyB) and key (6 bytes) strictly comply with
ISO14443 A protocol (label factory default key: FFFFFFFFFFFF). Click “read value,
write value, decrease value, add value, transfer” button, and the "output" window

returns "operation successful", which indicates that the value operation is successful.

a0 150144434 T = S

LLani]
ooc4 04 ST203600

UID0utput | MOpI | MIOPIT JWTaglp | ESaM | AFDU | Passthrough | Intelligent Op

Yaluelp

hddr 01 Warrant Key type [Keyh w| Key FFFFFFFFFFFF

l Fead Value ] ['ﬁ'rite Yalue l ¥alue 10 Backup addr 01
[ Dec walue ] [Add Talue l Yalue 10 Backup addr 01
Value 10 Backup addr 01

COutput

Clear

rite Ml walue <<TE 55 15 00 00 01 00 T3 00 &0 FF FF FF FF FF FF 01 04 00 00
001 3F 89

rite Ml wvalue retwn <<7E 55 0B 01 00 00 00 1F 73 00 OO 00 F1 92
fDperation is successful?

Figure 3.14 M1operation II
Attention:

@ Before this operation, the label UID must be read once (entering the third layer), and after the

operation error, the label UID must be read again;

® This value address and data block address are not of the same concept.
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3.2.4 NTag operation (MO0 operation)
Read data page: Write the head "address" and "number" of the data page, click the "read

data page" button, and "success" in the "output" window indicates that the data page is read

successfully. As shown in Figure 3.15.
ol 1S014443A B o | )

T
0044 07 04983122092980

=]

UIDDutput [ W10pT | miopIr | ¥Tasle [Esam | aPou | Passtivoueh | Intelligent op

UltralightCWarrant | Key  49454D4B41455242214E4143554F5948
Addr 05 Funs 01 Data 50000083 P

| Read Data Fage
Clear -

Addr 05 Humz 01 Data 00010203 -

:

Dutput

Clear
Fead M0 data page <<TE 55 0F 00 00 01 00 75 00 00 05 01 TE

ED
Fead M0 data page retwn <<TE 55 OF 01 00 00 00 1F 75 00 50 00 00 83 00 00 6E

i
<Operation iz succeszful’

Check the label in the venneX>7E 55 09 00 00 01 00 16 00 00 78 1T

Query the label in the venme and return <<TE 55 19 01 00 00 00 IF 18 0D 44 00
07 04 95 31 22 09 29 50 00 00 00 00 00 00 TF 0D

<Operation iz successful

m

Read M0 data page <<7E 55 0B 00 00 01 00 75 00 00 05 01 TB BD
Read M0 data page retwn <<TE 55 0B 01 00 00 00 1F 75 00 01 01 34 D1
< operation failed: tag error >

Write Ml value <<TE 55 15 00 00 01 00 73 00 60 FF FF FF FF FF FF 01 OA 00 00
00 01 3F 83

Write M1 value return <<TE 55 OF 01 00 00 00 1F 73 00 00 00 F1 92

<Operation iz succeszful =

Figure 3.15 read M0 label data page
Write data page: Write the head "address" and "number" of the read data block.
Click the "write data page" button, and "success" is returned in the output window,

indicating that the data page is successfully written, as shown in Figure 3.16.
all 150144434 e (=l (S|

UL,
o044 07 (933122082980

=]

[VIDOutput [Mi0pT | M0pIr |[RToc0p |ESAM | APDU | Passthrough | Intelligent Op
e

TltralightCWarrant | Key  49454D4B41455242214F4143554F5946
hddr 05 Hums 01 Data 50000083

Fead Data Page

Clear

Addr 05 Hums O1 Data 00010203

Write Data Page

Clear

A
L
Output
Clear
rite M0 data page <<TE 5-5 OF 00 00 01 00 T-Eu 00 00 05 01 00 01 02 03 Fa 8D e

rite M0 data page retwn <<TE 55 0B 01 00 00 00 1F 76 00 00 0D A6 FC
peration iz =uecessfull

Bead MJ data page “olE o5 OB 00 00 O OO 1% 00 OO 0% OT 18 BT
Eead M0 data page return <<TE 55 OF 01 00 00 00 1F 75 00 50 00 00 83 00 00 BE
EG

m

POperation iz suecessful’>

Check the label in the wemme>TE 55 09 00 00 01 00 16 00 OO0 7§ 77

Query the label in the wemme and retwn <<TE 55 19 01 00 00 00 1F 16 00 44 00
07 04 95 31 22 09 29 80 00 00 00 00 00 00 7F OD

peration iz successfull

Fead MO data page <<TE 55 OB 00 00 01 00 75 00 00 05 01 7B BD
Fead MO0 data page retuwn <<TE 55 OF 01 00 00 00 1F 75 00 01 01 34 I1
< operation failed! tag error >

Figure 3.16 M0 label write data page
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Attention:
@ Before this operation, the label UID must be read once (entering the third layer), and after the
operation error, the label UID must be read again;

® The input data format is hexadecimal, and MO0 card data page address starts from 04;

The page address must be within the label's actual memory address;

® @

The length of the input data is 4 times of the number, that is, a data page is of 4 bytes.
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3.2.5 ESAM

As shown in figure 3.17, the function of this interface can control
ESAMI/ESAM2 to power on, power off or reset (the device in this example is

M327).
ol 1SO14443A . B =T

uIn
0044 07 04953122092930 Enable

| ULDOutput | M10pT | MOpIT | HTagOp | ESAM | APDU | Passthrough | Intelligzent Op
SAMOp

Index |ESAM1
State

Power ofi
Power on

FFS FF1013FT

Set |Baud rate: 9600 - |

Figure 3.17 ESAM
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3.2.6 APDU
As shown in figure 3.18, at this time, the test label i1s CPU card. Click "Rats",
and the label information will be displayed in the display frame. For details, please

refer to ISO / IEC 14443-4 protocol (example device: R321).
agl 15014443A . =) e

I
0044 07 04383122092950

UID0utput [ M10pL | ML0RII [ HTaglp [E5AM | APDV | Passtteough [ Intelligent 0p

Clear
: :

[ DSEL ]

Clear

Figure 3.18 RATS
Attention:
@ Before this operation, the label UID must be read once (entering the third layer), and after the

operation error, the label UID must be read again.

As shown in Figure 3.19, select the index type to be communicated, edit the data
in the data frame input box, and click "APDU" and the Information for index type
communication returned. For details, please refer to ISO/IEC7816-1/2/3/4 protocol
(example device: M327).
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all 1SO144434 N ==

(il
0044 07 04953122032950 Enable

UID0utput | M10pT | MLOpIT | WTaglp | ESAM | APV | Passtbrough | Intelligent Op

Rats
Index uln]
AT uln]
Clear

DSEL

Cutput
-

il

Figure 3.19 APDU

Attention:
(@ Before this operation, the power on operation in section 3.2.5 must be performed, otherwise the

communication fails.
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3.2.7 Passthrough
The passthrought function allows users to operate the card directly through the

reader, and the operation specification must strictly comply with ISO14443 A protocol.
Open the passthrough page, send the data frame (the data content of REQA is "26") to
the label, and receive the information returned by the label, as shown in Figure 3.20

(example device is D322).
al [SO14443A B L= |l

In
0044 07 04983122092950

UIDDutput | W0pT | W0pTI [ WTagp [Esn [ aPDU | Passthroush | Tntelligent 0p

Send [35 1 [Clear

Tag TimeOut 10000 uz (Dec) Besponse Frame Length 00

The last =zent bitz OT The first rec align bitz 00

Bl faoo =
Clear

Fassthroungh

Output
Clear
-

Passthrough<<TE 55 OF 00 00 01 00 TF 00 01 O7 26 10 27 00 00 BE 8F
Pazsthrough retwn<<TE 55 OE 01 00 00 00 iF 7F 00 44 00 00 00 00 75 74
Operation is successfull

Figure 3.20 passthrough

attention:

Inventory : 10000 us
@ Label respond time: Read :10000 s
Write : 15000 us

Label response frame length is not required;
Click Crc button in Figure 3.20 to add Crc verification;

The number of bits sent by the last byte strictly follows the protocol specification;

®@ ® ©® ©®

The data is sent in hexadecimal format with no space between bytes, such as 120325...
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Example:

short range reader

UID:0004 04 1E06CEF7 (M1 card)

Inventory:

>>>26 (Bit number of last byte sent: 07)

<<<<0400

>>>9320 (Bit number of last byte sent: 00)
<<<I1EO06CEF721

>>>93701E06CEF721+CRC (Bit number of last byte sent: 00)

<<<68BOBE

Middle/long range reader: Please refer to your label manual for label timeout, label response

frame length, and the number of bits sent in the last byte.
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3.2.8 Intelligent operation

Put an ISO14443 A label into the reader's workplace, set the parameters, select the
working mode "read UID / read block / write block" in the "intelligent operation”
column of the ISO14443A operation box, and click the "start" button. The read UID
will be displayed in the "result" box, and the read data block will be displayed in the

"data block" box, as shown in Figure 3.21 (example device: D334A).
ol 150144438 — = 2 e

LD
0000 04 11223544

UIDOutput | M0pI | M10pIT [ WTacop | Esam | aPDU | Passthwough| Intelligent Op |

HorkMode: |ReadBloc v I ElockAddr: 1 = Elockiums: 1 =
Ant Hums: ! 5 Ant WorkTime: 100 WorkTimeCt; 1000
DelayTime: 1000 Continuons Op [] Globalmode [ Clear ] ’ Start ]
Fezult: -
Elack: REFEICIEE £ 8 I R D T RS EE ) BRELCIEE )

Output

Figure 3.21 IM operation

Attention:

® When "read UID" is selected, the address and number of blocks do not need to be changed;

® When "read block" or "write block" is selected, the range of data block address should be defined
according to the type of test label (M1 card data block address starts from 01, M0 card data page
address starts from 04);

® Check "continuous operation" to repeat one of the three operations of "read UID", "read block" and
"write block"';

@ When "write block" is checked, the data to be written into the data block is edited in the "data" box in
Figure 3.20. The input data format is hexadecimal, and the data length is determined by the type of

label and the number of blocks to be written.
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FCC WARNING

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
this device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for help.

To maintain compliance with FCC” s RF Exposure guidelines, This equipment should be installed and
operated with minimum 20cm distance between the radiator and your body: Use only the supplied antenna.
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