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Scan to download The App

@ Please refer to sales agents and professionals for information not included in this manual.

I Introduction

The App communicates with the lock via —
Bluetooth BLE, and can unlock, lock, firmware
upgrade, read operation records, etc. The Bluetooth i
key can also open the door lock through the watch.
The app supports Chinese, Traditional Chinese,
English, Spanish, Portuguese, Russian, French, and
Malay.
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I 1.registration and login
Users can register the account by mobile phone and Email which currently support

200 countries and regions on the world. The verification code will be sent to user’ s mobile
phone or email, and the will be successful after the
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1.1 security question settings

You will be taken to the security question settings page when registration is
successful. When log in on a new device, the user can authenticate himself by
answering the above questions.
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1.2 login authentication

Log in with your mobile phone number or email account on the login page. The
mobile phone number is automatically recognized by the system and does not input
the country code. If you have forgotten your password, you can go to the passward
page to reset your password. When reset the password, you can receive a verification
code from your mobile phone and email address.

2 mobile phone/Email

1 ot

[ s e coce |

2 mobile phone/ Email

—

register

When the account is logged in on the

new mobile phone, it needs to be verified. he

When it is passed, you can log in on the new B —
mobile phone. All the data can be viewed P

and used on the new mobile phone.
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1.3 ways of identifying

There are two ways of security verification. One is the way to get the verification
code via the account number, and the other is the way to answer the question. If the
current account is set the "answer the question" verification, then when the new device
is logged in, there will be an "answer question verification" option.

verify by answering questions

Verify with verification code
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1.4 login successful

The first time you use the lock app, if there is no lock or key data in the
account, the home page will display the button to add the lock. If there is already a lock
or key in the account, the lock information will be displayed.

no lock adding the account with lock
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I 2. lock management

The lock must be added on the app before it can be used. The addition of a lock
refers to the initialization of the lock by communicating with the lock via Bluetooth.
Please stand beside the lock. Once the lock is added successful, you can manage the
lock with the app including sending a key, sending a password, and so on.

@D When the lock is added, the adder becomes
the administrator of the lock. At the same time, the
lock cannot enter the setup mode by touching the
keyboard. This lock can only be re-added after the
current administrator has deleted the lock. The
operation of deleting the lock needs to be done by
Bluetooth beside the lock.

2.1 lock adding

The App supports multiple types of lock, including door locks, padlocks, safe locks,
smart lock cylinders, parking locks, and bicycle locks. When adding a device, you must
firstly select the lock type. The lock needs to be added to the app after entering the
setting mode. A lock that has not been added will enter the setting mode as long as
the lock keyboard is touched. The lock that has been added needs to be deleted on the App
first.
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The initialization data of the lock needs to be uploaded to the network. The data
needs to be uploaded when the network is available to complete the entire whole
adding process.

2.2 lock upgrading

User can upgrade the lock hardware on the APP. The upgrade needs to be done via
Bluetooth next to the lock. When the upgrade is successful, the original key, password,
IC card, and fingerprint can continue to be used.

2.3 error diagnosis and time calibration

Error diagnosis aims to help analyse the system problems. It needs to be done via
Bluetooth beside the lock. If there is a gateway, the clock will be calibrated firstly
through the gateway. If there is no gateway, it needs to be calibrated by the mobile
phone Bluetooth.

lockclock

te the time.
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2.4 Authorized administrator

Only the administrator can authorize the key. When the authorization is successful,
the authorized key is consistent with the administrator's interface. He can send keys to
others, send passwords, and more. However, the authorized administrator can no
longer authorize others.
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I 3. key management

After the administrator successfully adds the lock, he owns the highest administrative
rights to the lock. He can send keys to others. Meanwhile he can increase the key manage-
ment that is about to expire.

oo community
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beginningtime 20180408 1545
deadine 2016.04.08 1646

Allow remote unlocking. »

Click the type of lock it will show the time-limited
ekey, one-time ekey and permanent ekey. e p—
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Permanent ekey: The ekey can be used permanently. time-limited key |
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3.1 key management

The manager can delete ekey, reset ekey, send and adjust the ekey, meanwhile he can
search the lock record.
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3.2 deadline warning

System will show two colors for deadline warning. The yellow means close to expiring and
the red means it has expired.
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I 4. passcode management

After inputting the passcode on the keyboard of the lock, press the unlock button
to unlock. Passcodes are classified into permanent, time-limited, one-time, empty,

loop, custom, etc.

4.1 permanent passcode

The permanent passcode must be used within 24
hours after it is generated, otherwise it will automatically
expire.

4.2 time-limited passcode

The time-limited passcode can own an expiration
date, which is a minimum of one hour and a maximum
of three years. If the validity period is within one year,
the time can be accurate to the hour; if the validity
period is more than one year, the accuracy is month.
When the time-limited passcode is valid, it should be
used within 24 hours, otherwise it will icall

Passuord needs o be sctvsted witin 24 hours

beginning time 201708141000

deadine 20170814 1000

Passuord needs o be sctated within 24 hours

expire.

4.3 one-time passcode

One-time passcode can only be used for one
time, and which is available for 6 hours.

4.4 clear code

Clear code is used to delete all the passcodes the
lock has set, and which is available for 24 hours.

4.5 cyclic passcode

The cyclic password can be reused within a specified
time period, including daily type, weekday type,
weekend type, and more.

4.6 custom passcode

User can set any passcodes and validity period he
wants.

4.7 passcode sharing

The system add new communication ways of
Facebook Messenger and Whatsapp to help users share
the passcode.

send passcode

cycicmode working day
begining time 1000
deadine 100

Passuord needs o be sctvated within 24 hours

beginming time 2017.08.14 1000

deadine 2017.08.14 1000
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4.8 passcode management

All generated passcodes can be viewed and managed in the password manage-
ment module. This includes the right of changing the password, deleting the
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I 5. card management

T o |

You need to add the IC card first. The whole name
process needs to be done via the app beside the | s
lock. The validity period of the IC card can be set, . >
either permanent or time-limited. '

Effctivetime.

EndTime

All IC cards can be
queried and  managed @ e
through the IC card manage- 20070726 1821 permanent addthecard
ment module. The remote Mary 2334807796 Send card remotely
card issuance function is 2017.07.28 0329 permanent
displayed in the case of a
gateway. If there is no
gateway, the item is hidden.

remove the card

I 6. fingerprint management

Fingerprint management is similar to IC card After adding a fil

you can use the fingerprint to unlock the door.

I 7. unlock via Bluetooth

App User can lock the door via Bluetooth
and can also send the Bluetooth ekey to anyone.

¢ unlock by App

Click the round button at the top of the page to unlock the door. Since the
Bluetooth signal has a certain coverage, please use the APP within the certain area.

= lock management lock management
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I 8. attendance management

The APP is access control, which can be used for company attendance manage-
ment. The app contains functions of employee management, aitendance statistics and
soon.

All 3.0 door locks have attendance functions. The normal door lock attendance
function is turned off by default. The user can turn it on or off in the lock settings.
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9. system setting

In the system settings, it includes touch unlock
switch, group gateway
security settings, reminder, transfer smart lock and
soon.

@D Touch unlock setting determines whether you

can open the door by touching the lock.

9.1 user management

The user name and phone number can be seen in the user list. Click the
customer you want to view to get the door lock information.
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9.2 key groups management & grovpmanagement

In the case of a large number of keys, you can use
group management module.

9.3 transfer admin rights

The administrator can transfer the lock to other users or to the apartment
(Room Master user). Only the account that manages the lock has the right to
transfer the lock.

After inputting the account, you will receive a verification code. Filling in the
correct number, you will transfer successfully.

@D  The account of the apartment transfer receive must be the administrator account.
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9.4 Lock recycling station

If the lock is damaged and cannot be
deleted, the lock can be deleted by
moving it into the recycling station.

9.5 Customer service

The user can consult and give feedback through the Al customer service

9.6 about

In this module you can check the app version number.

I 10. gateway management

The Smart lock is directly connected via Bluetooth, that
is why it is not attacked by the network. The gateway is a
bridge between smart locks and home WIFI networks.
Through the gateway, the user can remotely view and
calibrate the lock clock, read the unlock record. Meanwhile, it

can remotely delete and modify the password.

10.1 gateway adding

Please add the gateway via APP:

AConnect your phone to the WIFI network which the gateway is connected to.

B Click the plus button in the upper right corner and input the WIFI passcode and gateway
name. Click OK and input the passcode for authentication.

CPress and hold the setting button on the gateway for 5 seconds. The green light indicate
that the gateway has entered the add-on mode.

10.2 manual

After a short period of time, you can see which locks are in their coverage in the app. Once
the lock is bound to the gateway, the lock can be managed through the gateway.

< A gateway
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Gateway Added Successfully
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This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that
may cause undesired operation.

Changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user’s authority to operate the
equipment.

NOTE: This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following
measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which
the receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

This device and its antenna(s) must not be co-located or operation in conjunction
with any other antenna or transmitter.

Radiation Exposure Statement
The device has been evaluated to meet general RF exposure requirement. in
portable exposure condition without restriction.





