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1. Product Overview

1.1. Product Introduction

Based on infrared thermal imaging technology, imported sensor is used to
support face recognition, body temperature measurement, and upload captured
pictures to the management platform. After face recognition passed, the access
control function would be activated. The high temperature warning value can be
preset, a warning window will pop up when high temperature is detected, and the
captured picture will be uploaded to the platform. (It is supported to preset door Sales Department

open/close after warning, the default is not to open the door) ﬁ
i

1.2. Product characteristics

Thermal imaging resolution: 32*32/12um.

Angle of field FOV: 33®33%r 902909 Confirm when ordering).
Infrared Maximum Image Size:>320*240 (Within 0.5m).

Temperature measuring range: 30 € -45 <€.

Temperature measuring accuracy:#).5€.

Temperature alarm threshold: default 35.5 € ~ 37.5 € (Support customization).
Passing mode when temperature over threshold: pass through or no pass.
Man’s face mode: Alarm or no alarm.

Voice prompt of authentication result: support.

Face verification accuracy: >99%.

Face recognition distance: 0.3m-1m.

Max number of faces: 20000, JPG or JPEG format.

Max numver of Event records:100000.

Camera: 2MP,Hardware Wide Dynamic.

Screen: 5 inch/7 inch

CPU: Quad core A9 32bit.

RAM: 1GB DDR3.
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ROM: 8GB eMMC.

OS: Embeded linux os,or Android (Confirm when ordering).

I/0O port: 485 output, relay output; WG output is customizable.
Communication: wired or wireless network(Confirm when ordering).
Power input: DC 12V.

Work temperature: 0°C - 50°C (For temperature measurement), -10 ‘C - 50°C (Only for Face
recognition).

Work humidity: <90% RH.
work environment: indoor, no wind, no direct sunlight.

Deployment mode: supporting offline operation, or managed by cloud platform, LAN Platform;
web management; installation free.

Working mode: identity recognition mode, only temperature measurement mode, full open
recognition mode.

1) Identity recognition mode: after the face + body temperature pass, the gate will automatically
open and pass, and strangers will automatically warn and record; after the body temperature is
judged successfully, they will enter the face recognition mode, and strangers will automatically
recognize and upload, which is suitable for recognition and authentication scenarios.

2) Only temperature measurement mode: face recognition doesn’t word, only measure the
temperature and record the photos of the measuring personnel. Applicable to large flow
scenarios.

3) Full open recognition mode: all pass through, automatically recognize face and measure the
body temperature. Any person passing through the machine will be recorded face and body
temperature. Can be used without platform.

Installation mode: wall hanging, floor type (triangle support), desktop type, gate brake.

Instructions for use

The thermal imaging sensor is imported from abroad. Please calibrate it after 10 minutes before use.
Please calibrate in time after shutdown and site replacement. Our company is not responsible for the
temperature measurement results. All technical standards and test conditions are subject to the
specifications.

Warm tips: the temperature measurement distance must meet the requirements of specifications and
parameters, and be calibrated. The product shall be installed in the indoor environment. If it is
installed outdoors or semi outdoors, it is recommended to add isolation channel and rainproof and
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sunscreen shed. Ensure that there is no object with high heat source and strong sunlight within the
detection range of the probe, including but not limited to direct sunlight, metal roof, etc.

It is recommended to use Google browser to access the platform management system.

3.

3.1. Port definition

Equipment wiring diagram

NO | NAME | COLOUR DETAIL NOTE NO | NAME | COLOUR DETAIL NOTE
9 12v RED POWER I>500mA 1 GND BLACK GROUND
8 GND BLACK 2 B- BLUE RS485 B-
7 NC YELLOW RELAY NC to magnetic lock | 3 A+ YELLOW RS485 A+
6 COM WHITE RELAY COM 4 WGO GREEN Wiegand 0
5 | NO GREEN RELAY NO to Electronic | 5| \yeq | wHITE Wiegand 1
control lock
Effective
4 RX- RJ45-6 6 OPEN PURPLE OPEN DOOR to the
ground
3 RX+ RJ45-3 7 GND BLACK GROUND
Connected to FIRE
NETWORK
2 TX- RJ45-2 LAN 8 FIRE RED SINGNAL
INPUT
Gate magnetic Effective
1 TX+ RJ45-1 9 MAG BROWN . to the
signal
ground
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3.2. Wiring diagram

Wiring harness

head and password
keyboard
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12V 3A
GND DC Power @

1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 9
Black | Blue |Yellow| Green| White| Purple | Black | Red |Brown vellow | Green | Red | Black | Green | White | Yellow | Black | Red
GND| B- | A+ |WGO|WG1|OPEN | GND | FIRE [MAG TX+ | TX- | RX+ | RX- | NO [COM| NC |GND [ 12V

¢ Wlegand . Network

. RS-485 “gon @ @ Corresponding to R145

. ) ol g 1.2.3, 6

onnected to

: Gate
access controller, BDUor Fire magnetic
i utton SEnsor
common reading sensor

electric lock




3.3. How to control gate lock

Face p 8 Electric Open
Machine ower Box Lock Switch
VCC 12V 12V
GND GND L d -
NC NC -
COM COM =
NO
\ NO L+
PUSH +
Face Magnetic Open
Machine Power Box lock Switch
VCC 12V
GND GND -

NC NC
COM COM s +
NO NO

\ PUSH +

3.4.1f used to check body temperature only

If used to check body temperature only (Factory default operating mode), just connect DC Power.

If you want to view records in real time or export all records, you should connect to the LAN of your

company.

The default IP address of device is 192.168.1.249/255.255.255.0.
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4. Local setting on the device

1. Click 3 times in the lower left corner of the device screen to display the bottom menu. Click the

bottom menu, choose “Password”.

ontine  Temp~*¢  Run time 7 holr 10:32

Device ID:AFBICCOCSS 03-19[Thursday
Wwelcome to face recognition system & >

Poim our face at the lens

2. Click "Password", and input 666888#888888# to enter the device parameter setting interface.

3. After entering the setting interface, select the corresponding function options of the left menu bar

to set the relevant parameters, click the left menu to select, and swipe the right option to switch.

4. For example, if you want to set the “thermal imaging emissivity”, select “system” in the left menu
bar, and then select “External”, find “thermal emissivity”. After modifying or setting the relevant

parameters, click “Save” and then “RESET” button.
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Overview  Camera Features ul External

o Fill tight: Close

System Photosensitive close:
~

_ Photosensitive open:
~ & other [ozsnimaer o g

rgb light high:

Self-test —
{ |
rgb light low:

= -

bl Access

Infrared light high:
Infrared light low:

Tt;elmal emissivity:

Thermal cryo-threshold:
Thermal alarm temperature:
0/10000 Local service:

Back

5. if you want to set the temperature calibration mode, select “system” in the left menu bar, and then

select “Ul”, find “temperature calibratio”. After your choice, click the “Save” button.

Overview Camera Features ui External
Face Main floating layer: o«
System Show after auth:
ot ACCesS Floating layer style: ”nomu! 1
Room style: normal
Scene state: m

Device state: Allocated
&

Show unknown card: -
Network dependence:  No

Pass popup style:

Preview resize:

Thermal mode: Relay control

Temperature calibration Mode3

Playback temperature:

0/10000 Playback too far:

Back Save

6. Other parameters can be set according to the menu bar instructions.
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5. Independent use without platform

5.1.0pen local service

1. This function is faster and more convenient for local deployment of customers, solves the
problems of difficult wiring and network environment protection, and is completely independent of the
platform function and does not affect each other. (only version 4.53 and above is supported)

2. Enter local setting interface, select system->External, and find "local service™, set to open and
Save.)

Overview Camera Features ul External

Face Fill lght: Close

System photosensitive close:

5 f A
o Photosensitive open:

rgb light high:

rgb light low:

ln.tra.rtd light high:

Inl'raréd light low:

Thermal emissivity:

Thermal cryo-threshold:
Thermal alarm temperature:
1/10000 Local service:

Back

3. Browser access address: http: / / {device IP}: 10088 / (you can use the device search tool to

search directly, double-click the list to pop up the login page.), and default login password: 888888
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x  +

@ Access System

A =% | 169.254.60.249:10088/static/dist/#/vcard2/bigdata

c

Please enter a password

* Admin Password

4. View record in real time: after login into the device , you will view all records, including the in
and out records of body temperature detection in real time.

Open Open Open Open Open
2020-04-13 2020-04-13 2020-04-13 2020-04-13 2020-04-13
15:14:48 15:14:21 15:14:15 15:14:03

|[ewJoN
|[ewIoN

15:14:59

|eWJoN
|eWJON

L ;|

5. Record export: in the upper right corner of the interface, click the button to pop up the time
interval selection box, click the Export button, select the time interval, and export the corresponding

records. (the default retention policy of the device is: keep the records of the last month, and keep 500m

pictures (about 8500).
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Recorde Export

* Time period

5.2. Modify Machine’s IP

After the device is powered on and networked, open the "vCard device configuration tool" and click
the "search™ button to search. (the default network segment of the device is 192.168.1. X, if you can't

find the IP address, please change the computer to the corresponding network segment first.)

The default IP of the device is 192.168.1. 249.(mask 255.255.255.0)

VCARD Device Configuration Tool - - . . - m:-l‘:-ﬂ
Mlias Device IP Verzion MAC Server IP Device Type Hetwork Local Po Al
ias
P 0 a a 0
Mask : 0 o o 0
Gw u] 0] 0] u]
Mac: |[MN/A
e I Show
Select native IP Native
\ ‘ HWID: NA Copy
1 L] M| Version = MN/A DeviceType: N/A
0/0/0 [ All [0 Reverse| lShow Settingsl 192,168, 1. 136 Search DevicelD : N/A
Wait 169. 254, 150, 231 | |
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VCARD Device Configuration Tool -_ - - - N -—— =

Alias Deviece IP Yerszion MAC Server IP Device Type Hetworl

Alias :
[ 192, 168. 1. 215 |01. AD 00:CC:00:00:00:19 |0.0.0. 0 App-Hetviom |0
Ml test 192. 168, 1. 245 04. 27 04:91:62:B7:60:06 120.T6. 116. 242 |App-Face 0K 1P : 192 18 1 249
192, 166, 1. 243 |04. 32 80:1F:12:CE:4A:C7 [120. 76. 116, 242 |App-Face ) Macks | 2 = = A

i 192. 168, 1. 247 |04. BB B0:1F:12:7F:33:C9 120, T6. 116, 242 App-Face 0K : : :

[ .0 01.02 I 0.0.0.0 Android-Face |OK Gw : 192 18 1 1
[H] 0.0.0.0™_ 51.02 WA 0.0.0.0 Android-Face |DE Mac: |BOAFI2CEARCT

p\l\fd B EEEEFELE D Shm
Check the corresponding equipment on the left to modify | I I |

. . . Madify Cancel Get device

the IP address in the list on the right

HWID : 801F12CE4ACT
< | m | P || Version : 0432 DeviceType: NDK-DF121

0/1/6 O ald Reverse| 1Show Settings! | 192, 165. 1. 136 - Search DevicelD : 8D558DECOC

5.3. Configure WiFi

In "vCard device configuration tool", select "specific device functions™ in the lower right corner,
select "WiFi configuration”, enter the SSID and password of WiFi in the pop-up window, and click

"confirm" to configure WiFi. The device will automatically get the IP address.

] VCARD Device Configuration Tool - . = 28
il a4 SESEE S - —
Alias Tevice IF Yersion NAC Server IF Tevice Type Hetworl Al
1as :
] 192. 165. 1. 215 |01. AD 00:CC:00:00:00:190.0.0.0 hpp-Hetvion 0K
[] ] tast 192, 168. 1. 248 04, 27 04:91:62:B7:60:06 120. 76, 116, 242 |App-Face 0K P: 192 188 1 24
192. 168, 1. 248 |04. 32 80:1F:12:CE: 4A:CT |120. T6. 116, 242 |App-Face 0K Mask : 255 s s 2
|| ‘DoDDD 192. 168, 1. 247 |04. B8 80:1F:12:7F:33:C9 120. T6. 115, 242 App-Face 0K : : :
] 0.0.0.0 01.02 R 0.0.0.0 Android-Face  |OK Gw : 192 188 1 1
] 0.0.0.0 01.02 0 0.0.0.0 Android-Face  |OK R =
P\Nd : drkkdkkdik I:‘ ShO’W
| Modify || Cancel || Get device |

S5I0: m red
estore wire
Pazsword: network HWID: 801FL2CE4ACT

< | m ion: 0432 3 3 4
: Version Dewicelype: MDK-DFL21
0/1/6 O Al 0 Reverse| THid - I DevicelD : 8D558DECOC

C: Wellecome WCARD Dewice Configuration Teol 1.3.6.2 Dther Laboratory Special Device Functions |_ 4

Face Recognition Machine |‘i’oice Customizati0n|

| Splash Screen | | Boot Screen | | Screensaver |

| Restore Touch | | Top | Eoftom

1 : | GIF Frame Delay | Config WIFI |
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5.4. Check whether the device is online

After the IP modification of the device is completed, check whether the device is connected to the
network normally. Dobule click the lower left corner of the face recognition machine interface to check
the operation status parameters of the device, check whether the "status™ is online, and "online™ means

the device is connected to the network normally.

6. Use under support of management platform

6.1. Login to the cloud platform

Open the browser (Google browser is recommended), enter the cloud platform (web page

http://admin.erpaier.com:22345), and enter the corresponding account password to log in to the platform.
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(if there is no platform account, please click "register account” to register. Enter the company name,
mobile number (management account), password and confirm password to register. Click "register"” to

confirm.

Vcard Smart Access Manager Platform

V card
Access Manager Platform
Credentials
55 5.7
‘IIIIIIIIIIIIIIIIEHHIIIIIIIIIIIIIIII

Sign up

6.2. Platform interface

The interface is divided into menu bar on the left and content display area on the right, as shown in

the following figure:
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liil
0
@
@

Intelligent System

© Dashboard 2020-04-13 10:04:09 Monday

- &

Stranger Capture

E Area Manager
EH De
i Organization

8 Authorith

6.3. Add Device

Select the left menu bar, click "Device manager” - " Device list" - "add device ", enter "Device

Num" ( very important), fill in other relevant information freely, and then click "Submit” to add.

Intelligent System [ES Device Info
Home / Device Manage Device List Device Num Location
Device List
visitorpass remoteopen

B Device Manager

Location: Device Status:

Sy ata Type Device Departme
+ Add Device Device Reconnect Count Maintenance assistant Delete More v Syn Data Ty ice Depariment

@ sclected 0 Item  Total 3, Online 1, Offline 2, Syncdatafail0 Al Reset

Device List

Device Use Thrid Url
Device Device Device Device
Location Authorized La
D Department Type Status
3¢ Authorization code Password
L Root . Access . A
9857 one N/A ® Online 13
department Saerver 1
5-inch
Face 2(

R Root Human
18347 333 Machine Offline 30 Cancel
department face:0 P | Cance

How to obtain the device number: open the "vCard device configuration tool", click "search", after
the device list appears, pull the scroll bar to the right at the bottom, find the "hardware ID" list, and copy
it.
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-

VCARD Device Configuration Tool -- LI - - &N - = e
F - %y
Local Fort Mask Gateway Storage Hardware ID(HE ID) Dewice ID Al
1as
&0 55, 255.255.0(192. 188 1.1 |32M 3OFFDE0S4E4 7333532541951 |0
10083 255 255 255.0 192, 183, 1. 1 TOT-FACE-F3 (3G 049162ETE0DA 22195 IP : 182 188 248
10038 255, 255, 255, 0(192. 168, 1. 1 |IOT-FACE-F3 (3G)] S01F12CE4ACT 18547 Mask : 255 P P a
10088 255, 255, 255. 0 |192. 168, 1.1 IOT-FACE-F1 (3G)) B01F12TF33C8 14633 :
i 0.0.0.0 0.0.0.0 il VCARDFACERIFDISC14451133 1 Gw 182 188 1
i ] 0000 | VOARDFACEE4FTI9E1C1133 |1
Mac B80:1F12:CE:AA:CT
. e— Click C%%::LD
Madify Cancel \
HWID : 801F12CE4ACT Copy
1 m P || Version : 0432 DeviceType: NDK-DF121
0/1/6 [ Al [0 Reverse| THide settingsT 192 165, 1. 138 - Search DevicelD : 8D558DECOC

6.4. Observe device status

After the equipment is added, observe the "device status”. When the device status is "online", the
equipment can be configured. If the device status is offline, please refresh the browser several times or
log in to the platform again. If the device displays "offline™ all the time, please check whether the status
of the machine’s interface is "online”. Offline reason: the device is not connected normally or the

platform needs to be refreshed.

a Manager

B Device Manager

Location: Device Status: Query Area Query Reset | Expand W
+ Add Device Device Reconnect Count Maintenance assistant
@ sclected 0 tem  Total 3, Online 1, Offline 2, Syncdatafail 0 Al Reset
Device Device Device Device
Location Authorized Lasttime Remote IP Operate
ID Department Type Sjarter
ot Access
St o A A 255.127.1¢ dit
department Server
nch
oot Human . N ) T o )
8347 . 30 24 157:4 dit
department ce:0 o
15:32
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6.5. View records in real time.

After logging into the cloud platform, open the web page and input "http://admin.erpaier.com: 22345
[/ # [ vCard / bigdata" to view the in and out records of body temperature detection in real time.

B seer B awreBmE & amsien & B35 - VardE=a.. W SEHFPRD-Ax. (9 [AFRF) =28

2020-04-13 10:34:24 Monday
full open

full open

full open full open
2020-04-08 2020-04-08 2020-04-08 2020-04-08
10:34:29 10:34:22 ©10:33:50

© 10:33:44

W j TEMP:36.0

A

6.5.1. Record query

1. Pass (body temperature) record, including personnel information, body temperature information
and snapshot pictures reported by each device.
Record List

D Araganization Mame:
i Organization
& Authorith

l

Cardid: Query Department Query Reset Exp
O sclected 0 ltem  Total 100 All Reset  Export
Face Capture Department Name Num Cardid Time Location Way Direction
B e 7'; 22 801F12CE4142 :jﬁ o Enter
3 2 801F12CE4142 ::::gﬂ tion Enter
E 22 801F12CF4142 :jﬁ o EVEER
E 2222 : 1 1 o os BO1F12CE4142 :;m o EVRER
2. Click the corresponding record list to display the record details.
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Record List

Name: Cardid:
@ sciected 11tem Total 100  All  Reset  Export
[] Face Capture Department Name

Select and Click to see detal‘ll )
full open(Body
[= Record i =

e 2222
Record List /
X full open(Body
w 2222 temperature :
32.45°C)

£l AmaniDAdy

6.5.2. Record export

After clicking “expand”, the access time will appear.

Direction: Ente

TEmRis2.4 .
——

Time: 2020-04-08 10:34:22

Face Compared Info

Num Cardid Time

2020-
04-08
10:34

Select the time period to export records. After

clicking export, the corresponding data table will be downloaded. (some browsers may block the

redirection window. In this case, if you cannot download the report, you need to close the browser's

blocking settings.)

Record List

= Area Manager

= g - Name;
3 Organization
2 Authorith ocation:
Temperature»=:
Query Department Query Reset | Collapse A

= Record

Record List

V]

Name

Face Capture Department

/]
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6.6. Main parameter setting

6.6.1. Enter parameter setting

Find the corresponding equipment list, click the corresponding "hardware ID" to enter the device

parameter setting interface.

]
+ Add Device Device Reconnect Count Maintenance assistant
& Authorith @ selected 0ltem  Total 3, Online 1, Offline 2, Syncdatafail 0 Al Reset
EE Room
Devi Devi Devi Devi
svice Location vice Authorized viee vice Lasttime Remote IP Operate
ID Department Type Status
-04-

6.6.2.  Set pass mode

"Full open™ mode is on: only body temperature is detected, and face recognition is not performed.
"Full open™ mode off: face recognition + body temperature detection is required for passing.

After entering the parameter setting interface, click "System settings” and pull down the scroll bar.
First click "get". After obtaining the equipment parameters, find the "full open mode”, modify the

parameters, and finally click "Set" to save.
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Device Info X

. Basic information of the device
System settings

Automatic image switch (default is on) Screen saver or interest screen interface to recognize the SDK information

face automatically switch the main interface switch

(default is turnad on)
Device Status Info

Stranger face recording switch (default off) Stranger face record upload interval (seconds, default: .Im

10,1 v _
Upload address
Select

Local settings lock
Stranger face record upload mode (0=continuous Doorbell function switch Pull down
masking, 1=fixed interval) QRCode URL

Face recognition parameter

upload picture Clase

435 output ID type Full cpen mode

People Id Open

Relay working mode Stranger voice prompt switch
ordinary Open

Speech Synthesis Engine Snapshot options
Default Identify frame

Default language | , .
First click "get" to get the device parameters, modify parameters,

English ~ 1 d finally click "Settings" to save.

6.6.3.  Thermal imaging emissivity

1. Thermal imaging emissivity: adjust the accuracy of body temperature detection (tune number less
if temperature is lower, and tune number more if temperature is higher. 850-1000 recommended). The
thermal imaging emissivity shall be fine-tuning tested according to the actual application environment

until the value is normal.
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2. After entering the parameter setting interface, pull down the scroll bar to find the " External

settings”, click to enter, first click "get", after obtaining the device parameters, find "radiation rate of

thermal imaging module”, then modify the parameters, and finally click "Set" to save.

Temperature conversion strategy

MNumber of low-temperature acquisition retries

Local zervice interface switch

Close

Temperature Unit

Celsius

Thermal imaging temperature calibration method

o Before calibrating the temperature, make sure the device is turned on for more than 10 minutes

Thermal imaging module emissivity

Thermal temperature model

Thermal imaging module compensation rate

\ 3.Modify this value

Thermal temperature model

model 3

Digital temperature switch

Close

Thermal imaging module selection

NDK-MT030

Temperature conversion strategy

none

Number of low-temperature acquisition retries

2

Temperature control please come close to the voice
switch

Open

Low-temperature traffic mode

Low temperature allows pass to broadcast actua...

Temperature filtering mode

normal

Local service interface switch

Close

2. Click to get the device parameters

o~

6.6.4.  Thermal temperature model

Model 1: applicable to the scenes with better environment
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Screen saver

Carousel setting

Device Title

ASCIIRoom Num Set

Preview range

Local settings lock
QRCode URL
Face recognition parameter
remoteopen
Ul settings
UI Layer
Scene mode
Screen saver
1. Pull Up
Carousel setting
Device Title

Room Num Set



Model 2: suitable for the scene with large interference

Model 3: coarse precision model, can not be used for parameter optimization. This model should be
selected after the parameters has been adjusted.

Customers need to choose the best according to the actual scenario and test results. By default, the
machine uses the coarse accuracy mode, which is compatible with the human body temperature
detection of each scene. However, if the sensitivity is not high, and the temperature accuracy

requirements are high, please calibrate the parameters according to the actual deployment environment.

After entering the parameter setting interface, pull down the scroll bar to find "External settings".
First click "get". After obtaining the device parameters, click "enter" to find "thermal temperature
model”, then modify the mode, and finally click "Set" to save. (mode 3 is recommended.)

Temperature conversion strategy Local service interface switch

MNumber of low-temperature acquisition retries Temperature Unit

Thermal imaging temperature calibration method

o Before calibrating the temperature, make sure the device is turned on for more than 10 minutes

Thermal temperature model
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Thermal imaging module emissivity

947

Thermal temperature model

model 3

Digital temperdgure switch

Close

Thermal imaging modlg selection

NDK-MT030

Temperature conversion strate

none

Thermal imaging module compensation rate

Temperature control please come close to the voice
switch

Open

Low-temperature traffic mode

Low temperature allows pass to broadcast actua...

Temperature filtering mode

normal

Local service interface switch

Close

Lecal settings lock

QRCode URL

Face recognition parameter

remoteopen

Ul settings

UI Layer

Scene mode

Screen saver

Carousel setting

First click "get" to get the device parameters, find "thermal temperature model”, then

Number of Iow-t%rglpggtllfr; :ﬁqgsw}ﬁr&)

.

Get Set

6.6.5.

Face comparison score threshold

e, and finally click "Set" to save. (mode 3 is recommended.)

Room Mum Set

1. Face contrast score threshold: affects face recognition value, such as wearing mask recognition,

can be adjusted down appropriately. (recommended 75-90)

2. After entering the parameter setting interface, pull down the scroll bar to find the "face

recognition parameters”, click to enter, first click "get", after obtaining the device parameters, find the

"face comparison score threshold", then modify the parameters, and finally click "set" to save.

Face recognition parameter

Main and sub camera position

0

Camera resolution

10247768

Main camera capture format

MIPG

MNumber of buffered frames

Live detection switch

Close

Camera mirror switch

Close

Camera FPS

10

Acquisition delay (in ms)

30

Camera installation method

Vertical installation

_~

Face contrast score threshold

35
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Basic Information of the device
SDK information
Device Status Info
Pull down —~—~—
System settings
Upload address
Local settings lock
QRCode URL

| Face recognition parameter

remoteopen

select and click "get" in the lower left

Ul settings



Main camera capture format Acquisition delay (in ms)
MJPG 30 Local settings lock
P . - .- QRCode URL
Number of buffered frames Camera installation method
' Set toa value according to the SEttI4FEEE e, default 85 Face recognition parameter
Live detection switch \ Face cantrast score threshold remotecpen
Close 85
Ul settings
Main camera face detection score threshold Add face quality threshold
Ul Layer

6.7. Secondary parameter setting

6.7.1.  Temperature check mode

There are four modes:
Shutdown: doesn’t detect and check body temperature.

Body temperature alarm: detect body temperature, and when the body temperature exceeds the

high temperature threshold, alarm the abnormal body temperature.

Exception does not unlock: detect body temperature, and when the body temperature exceeds the

high temperature threshold, the machine won’t send signal to open door.
Temperature priority: only detect temperature, no alarm, and no signal to open door.

After entering the parameter setting interface, pull down the scroll bar, find and select "External
settings”, first click lower left "get"” to get the device parameters, find "temperature check mode", then

modify the parameters, and finally click "Set" to save.
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Temperature conversion strategy Local service interface switch

Close

MNumber of low-temperature acquisition retries Temperature Unit

Celsius Device Title

Thermal imaging temperature calibration method

o Before calibrating the temperature, make sure the device is turned on for more than 10 minutes

Thermal temperature model

Device Info

. Basic infermation of the device
External settings

Open the door to trigger the Bluetooth lock Temperature check mode SDK information

| Body temperature alarm

Device Status Info

Low temperature threshold Ag h temperature thresheld
System settings

Choose and click lowerleft "Set" to save

Upload address

Thermal imaging medule emissivity Thermal imaging module compensation rate

Local settings lock

6.7.2.  Temperature alarm threshold

Temperature alarm threshold: alarm when the temperature threshold range is exceeded. (35.5 C ~

37.3 C is recommended by default)

After entering the parameter setting interface, pull down the scroll bar, find and select "External
settings”, first click lower left "get" to get the device parameters, then find "low temperature threshold"
and "high temperature threshold" after obtaining the device parameters, then modify the parameters, and

finally click "set" to save.
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Close Exception does not unlock

Device Status Info

a0 temperature thresho

System settings

\ / Upload address

Thermgdrpalipgymatied Wi temperature thréshgldagredreditdederieritefi Set” to save

33.50

574 Local settings lock
QRCeode URL
Thermal temperature model Temperature control please come close to the voice
switch
odel 3
' Face recognition parameter

One
Upen

6.7.3. Low temperature traffic mode

1. No access at low temperatures: when detect low temperature, the device won’t send signal to

open door.

2. Low temperature allows pass to broadcast actual temperature: when detect low temperature, the

device send signal to open door and broadcast actual temperature.

3. Low temperature allow pass broadcast the minimum temperature threshold: when the temperature
detection exceeds the low temperature threshold, the device send signal to open door, but the broadcast

temperature value is the set fixed low temperature threshold.

4. Low temperature allowed pass broadcast the standard temperature: if the temperature detection
exceeds the low temperature threshold, the device send signal to open door,but the broadcast

temperature value is a fixed standard normal temperature value.

After entering the parameter setting interface, pull down the scroll bar, find and select "External
settings”, first click lower left "get" to get the device parameters, find "low temperature traffic mode",

then modify the parameters, and finally click "Set" to save.
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switch

model 3
Open
Digital temperature switch Low-temperature traffic mode
Close Low temperature allowed to broadcast standard...

Mo access allowed at low temperatures
Thermal imaging medule selection

NDK-MTC30 Low temperature allow pass broadcast minimum te...
Low temperature allowed to broadcast standard t...
Temperature conversion strategy Local service Interrace switcn
none Close

Choose and click lower left "set” to save

Mumber of low-temperature acquisition retries

2

6.7.4. Broadcast temperature value switch

Low temperature allows pass to broadcast actual te...

Face recognition parameter

remoteopen

Ul settings

UI Layer

Scene mode

Screen saver

Carousel setting

Device Title

1. Close: only indicates that the temperature is normal, and does not broadcast the specific

temperature value.

2. Open: prompt that the temperature is normal, and broadcast the specific temperature value.

After entering the parameter setting interface, pull down the scroll bar, find and select "External

settings”, first click lower left "get" to get the device parameters, find "Digital temperature switch", then

modify the parameters, and finally click "Set" to save.

switch
model 3
Open

Digital temperature switch Low-temperature traffic mode

Cloze Low temperature allowed to broadcast standard...
Thermal imaging module selectio\ Temperature filtering mede

NDK-MT0O30 normal

Choose open or close, and click *Set" to save.

Temperature conversion strategy Local service interface switch

none Close

Number of low-temperatyfe acquisition retries
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Face recognition parameter

remotecpen

Ul settings

UT Layer

Scene mode

Screen saver

Carousel setting

Device Title

Room Num Set



6.7.5. Upload stranger record

1. Stranger face recording switch: (DOpen: stranger passes, upload access record to platform @

Close: stranger passes, do not upload access record to platform.

2. Stranger face record upload interval: 10s by default. (setting interval 1-10)

3. Stranger face record upload mode: @ fixed interval: set to this parameter, and the parameter "
Stranger face record upload interval" will take effect. @ Continuous masking: do not upload stranger

records.
4. Stranger face prompt switch: choose open to broadcast "stranger” voice, and choose close to stop.

After entering the parameter setting interface, pull down the scroll bar, find and select "System
settings”, first click lower left "get" to get the device parameter Stranger face recording switch s, find
"Stranger face recording switch", “Stranger face record upload interval”, “Stranger face record upload

mode” and then modify these parameters according your requirement, and finally click "Set" to save.

Device Info

System settings Basic information of the device

Automatic image switch (default is on) Screen saver or interest screen interface to recognize the face SDK information
automatically switch the main interface switch (default is turned on)
Open
Open Device Status Info
Stranger face recerding switch (default off) Stranger face record upload interval (seconds, defaultz 10, > 1) System settings
Close 10
Upload address
Stranger face recerd upload mede (O=continuous masking, 1=fixg Doorbell function switch
" 0 Local settings lock
interva

Open

Continuous masking

Choose or set value according your reqirementQRCede URL

Light-sensitive shutdown light threshold default: 110 Light sensitivity thresheld value default:75 Face recognition parameter
Infrared light highlight ratio (maximum 20) Infrared light low brightness ratio (maximum 20)

53 53 Carousel setting
Stranger face prompt switch (default is on) Automatic restart switch (default is on) Device Title

Cpen Open

\ Room Num Set

Automatic restart time (0-23) Choose open to bRYAdRESESHY ARt =Rk ASCIReom Nurm Set

3 Open

Preview range
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6.7.6. Mask alarm

Mask reminder: (D Open: alarm if the passers-by doesn’t wear mask; @ Close: do not identify the

mask

After entering the parameter setting interface, pull down the scroll bar to find the "face recognition

parameters”, click to enter, first click "get", after obtaining the device parameters, find "mask reminder",

then modify the parameters, and finally click "set" to save.

Main camera capture format

MJPG

Number of buffered frames

Live detection switch

Close

Dual capture mode

Asynchronous mode

Single recognition interval(s)

Face retrieval mode

Search highast score

Set

6.8. Functions of management system

6.8.1. In and out analysis

/ Close

Choose open or Close, click lower left "Set" to save

Acquisition delay (in ms})

30

Camera installation method

Vertical installation

Face contrast score threshold

85

Local settings lock
QRCode URL

/ | Face recognition parameter

remoteopen

Pull down scroll bar to selec

Ul settings

Binocular mode sub-photo function

Detection+Living

Motion detection sensitivity threshold(2-63)

Mask Reminder

In and out analysis: display the detailed information of the latest 50 in and out records, including in

and out personnel name, in and out time, personnel face information, in and out snapshot pictures, in

and out temperature information lamp information of personnel tested.
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a @ A 18

Intelligent System

2020-04-13 10:59:40 Monday

€ Dashboard
=4
Vs i

Analysis
2020-04-08 10:34:29
1 35.50°C) Face recognition

full open(Body temperature

Stranger Capture
801F12CE4142 Enter

—
) ‘

2020-04-08 10:34:22

full open(Body temperature : 32.45°C) Face recegnition
801F12CE4142 Enter

3 Authonth

2020-04-08 10:33:50

full open(Body temperature : 36.09°C) Face recognition

6.8.2. Stranger capture

After the device starts the stranger capture upload, all stranger capture information of each device

will be shown. It supports querying any snapshot according to the device and time period.

Stranger Captu
€ Dashboard
Stranger Capture

Capture Time:

Stranger Capture
Capture Location:

TEMP:359
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6.8.3. Doorbell capture

When doorbell capture is set on, the device will take a picture of the visitor and upload it when the
doorbell is pressed.

© Dashboard

Doorbell Capture

6.8.4. Area manager

By setting the mobile phone of the person in charge of the area and corresponding to the mobile

phone number bound with wechat, wechat message notifications of the device can be received.

Area Manager / Area List
) Dashboard
Area List
Area Manager
Area List Click to add new area
Area Name: Area Num: Query Area Query Reset

sice Manager

@ selected 1tem  Totall Al Reset

& Organization

Authorith

(= — G Area Qllq}ﬁﬁgo ed It Operate

ID Num Name Parent

i 2020-03-04
2302 111 2222 BER] Lo
13:39:16
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Area List
Aroa List
Area Name: Area Num: I
N
+ Add Area Delete More

© sclected 1 tem  Total ]

= Area Ares Area Ared
e
D Num Narne Parent /
Area Paremt

Here set mobile phone to receive wechat notifaction

2302 820

Click submit to save

T

6.8.5.  Organization management

Personnel management is available. New personnel can be added through personnel management.

Personnel information can be imported in batches and faces can be uploaded in batches.

6.8.5.1. Add personnel information

Select Organization->People List, and click “+Add People” to add one by one, click “+Batch Import”

to add peoples in batch.

B Device Manager

& Organization Name: Num m
Degement] Bt + AddPeople || + BatchImport
© Flected Oltem  Total 27 A R \
Add peoples in batch
Add one Face Face2 D Name Phone Num Cardid Departmi




People List
= Organization Name: Num
+ Add People + Batch Import < Batch Upload
People List © <clected 01 Total "
Face Face2 1D Name Phone

6.8.5.2. Face uploading

first download template, and
fill, then upload

Num Cardid Department

i
oi

1. Upload one face: click the corresponding "face™ head image, and select the corresponding face

photo after pop-up. (Photo format: less than 1m, JPG format) (“face" refers to the face image uploaded

through the management platform, "sub face" refers to the face image uploaded by the end user through

the applet.)

People List
E Area Manager
nager € 7 = &5
. 0= » HEHL ) wEEEE D) » TR o ~ 4 || 2= )
& Organization Name: A ‘
ma v FEwd &~ 0 @
Department List A - W sE U - . = P
Xmind SEEREE
P s @ sclected 0 ltem  Total A2 HETE
8 wn = 0001jpg
B Authorith = BR B 1=ip
Face Face2 o e 2] 1.0 1578638414 visitors.xlsx
& =5 i%] 1.0_1578638462_visitors.xsx
2 1.0 1578638546 _visitors.xlsx
218 R, | 1UsF=40FE(NDS-20).cdr
B e ) =] 9ebdf842a09f1bdcad465afa97948...
& :
/ o s (D) =] 67d208abbc8d43abaTccflfcf1ba8...
- 4] 248 record (1).xlsx
e RS (E) TR mar o ad -
re, and click to upload e B G
image file &9 .@,3 THEN): | ll pr— -
Eagai(o)] B
2020-
- 5N e -

2. Upload faces in batch:

(D After the face photos are named according to the rules, they are uniformly compressed into a zip

file, with each package no more than 50m. (Note: directly select all photos for compression)
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(@ Put the compressed file in a folder, and select the folder when uploading.

3 Click the "upload face in batch" button, and select the folder where the face photos need to be

uploaded.

Naming rules for face photos:

) Subject-1D_Person-Number.jpg: for example, if the subject ID (can be
Naming rules for face | | _ _ _ ]
hot viewed through system settings - subject settings) is 1, and the person number
photos ) ) _ )
is 2020, so the corresponding face picture name can be: 1_2020.jpg

) Mobile-number.jpg,:if the mobile number of the corresponding person is
Naming rules for sub )
13100000000, the face picture of the changed person should be named

face photos )
13100000000.jpg

E Device Manager

Name: Num m
+ v

Face Face2 1D Name Phone Num Cardid Departm
click it to upload face in batch

& Organization

6.8.5.3.  Face authorization

Check (single selection directly corresponds to the face list item, select all and click "select all") the
personnel to be authorized. Select "Authorization" from “More” pull-down menus, and select the device
to be authorized. After confirmation, click OK to prompt that the operation is successful, indicating that

the authorization is successful.
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People List

ce Manager

Namas Nuin
M Organization lame Nur m

+ Add People + Batch Import
0 :-
S dit
[ Face Face2 D Name Phone Num Cardid DEpartment Ti
ime

e

People List Authorization

Name: Num:

+ Add People + Batch Import L Batch Upload Face Face Register Info Delete Validity

@ sclected 1ltem  Total 27 Al

® Face Face2  ID Name Phone Num Cardid

Select to permit pass in these device

People List

Click subnit to save

6.8.5.4. Department management

Department management is used for the management of personnel information in different
departments. Through the mobile phone of the department head and the corresponding mobile phone
number bound with wechat, you can receive the wechat message notification of the access (temperature)

data of personnel under the corresponding department.
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Department List

Department Name:

& Organization

Department Num:

; + Add Department — .
Department List Click to add department
@ sclected 0ltem Total 1
Department Department Department Department Edit o .
D Num Name Parent Time peraie
Home / Organization / Department List Department Num
Department List
Department Name
Department Name: Department Num: ‘
& Organization
Phone
Brar e (s + Add Department

@ selected 0 ltem

6.8.6. Log list

"Log list": you can view the records of various operation steps, check the success of parameter

distribution, face authorization, etc.

Input department information

Phon%@ﬁ@ﬂ?f‘& beﬁﬁij'B"l'l’é phoﬁigﬁf‘z%anngﬁ% |

All Reset

Department Parent

3223 Gz THER]

Click Submit to Save

~N
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Log List

Log List
Vanager
e Manager
X Organization Reason: Event: Query Area Query Reset Expand W
Authorith [ I Oltem Totall Al
Reason Time Device Event Desc

6.8.7. User management

"User management": multiple sub users can be added to help management.

User List
Device Manager
Username: Phone:
+ Add User
Total A Rese

User ID Username Edit Time Phone
123456789 2019-07-25 12345678910

943 123456788 20 3 17:55:17 12345678912

5238 123456787 1970-01-01 08: 12345678911
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7. System upgrade of the device

7.1.1. Local upgrade

Open "vCard device configuration tool" - click "display advanced settings” - click "upgrade™ - click
"load upgrade package" - select upgrade file - display "loading succeeded" later - check the
corresponding device - click "upgrade” to upgrade.

\-’CARD DeviceConﬁgura‘tiorlToul. “ :' r - . ;_ ‘- .. - ==

Alias Device IP Version MaC Server IF Device Type Hetworl Al
ias :
|:| 192, 165. 1. 215 01. A0 00:CC:00:00:00:13|0.0.0.0 fpp-Hetwiom 0K
il 192,165, 1. 249 04, 66 04:91:62:B7:47:9C |192. 165. 1. 110 |App-Face 0K IP: 19z ) 165 ) 1 . 243
L[ e 6 o o i
/| IODDL 192 165. 1. 24T 04. BB S0:1F:12:TF:33:C3 120.TE. 118. 242 App-Face 0K Mask : P o5 e 0
I:‘ test 192, 165. 1. 245 04. 27 04:91:62:B7:60:06 120.TE. 116, 242 App-Face 0K ’ ’ .
D 192.165.1. 124 01.02 A0:23:E3:81:CT:0E|0.0.0.0 dndroid-Face )4 Gw : 19z ) 165 ) 1 . 1
I:‘ 0.0.0.0 01.02 Hin 0.0.0.0 fndroid-Face 0K Mac 04:01:62:R7:47:9C
Pwd @ FEREEEEE 7] Show
Modify Cancel
i }Inulr-nha
HWID: 04916287479C
<[ L] ul P | Version: 0486  DeviceType: =
07176 O Al O Reverse THide settingsT 192 16858.1. 1368 - Search DevicelD : 8B4A0DECEL Up.qra_c-iiji
C: Welleome VOARD Dewice Configuration Tocl 1.3.6.2 Device | Uperade |Other | Laboratory | Special Dewi [
10:32:14: Modifying network setting= 192,165 1. 218,192, 163.1. 1 lLasA Tnoarada
10:37:51: %1% E,}iﬂ]{ﬂ%#&m . =OaCpPgaae
10:37:51: 4 T, BB 2 b Version : @466 l(
10:49:03: Modi fying network settings 192. 168 1. 218, 192, 168. 1.1 dcKkage
Type: App-Face(N 101) 1
Time : 2020-03-16 | Load Upgrade Packag J,J
| — ]
- - - - 1

7.1.2. Remote upgrade

Open "vCard device configuration tool" - click "toolbox" - click "upgrade" - enter platform "user
name" and “password" - click "get from server" - display loading information later - check the

corresponding device - click "batch upgrade™ to upgrade.
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el . e L

Local Import ] [ Check Import ]
3

<

Concurrency :

8. Third party access

Server IP : http://admin.erpaier.com/
Username : 12345678910
Password : AREXXXXXAS
[¥] Local 1P Get from the server
C: Wellcome VCARD Device Configuration Tool 1.3.6.2 4

11:10:08: Please carefully select the number of concurrency according
to the configuration of the host. Please wait patiently for some
operation timeouts. !

Waiting for command | | fail: 0O

Normal | Other ]

Batch attribute modification Batch restart

Batch upload screen animation J

Batch upgrade ]

Batch set server address ]

Batch setting IP (multicast) Batch upload splash screen ]

S —

Batch upload boot animation ]

8.1. Third party platform address

1. Third party address: the address of the third party can be set as the address of the user platform.

After the setting is successful, the traffic (body temperature) is recorded, and the device log will be

actively sent to the user platform through the address. (it is used for the customer docking equipment

protocol with development ability, and the address here can be modified as the customer platform

connection address.)

2. Click "device list", select the device to be modified, click Edit, input the corresponding callback

interface address information in the third party address input box, and click Submit.
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Device List
Location: Device Status:
4+ Add Device Device Reconnect Count Maintenance assistant

@ selected 1ltem  Total 5, Online 0, Offline 5 Syncdatafail 0 Al

Device Device Devit
L] Location Authorized
ID Department Type
Sin¢  Authorization code / Password
Face ’ T 4
21371 =il 8250 ABR0 Macl A ] g
(NDH Input the third party's platform
F10 IP
BFE— YRS A 2

=
8.2. Change logo

1. Start screen: the static picture displayed at startup, format: BMP, resolution: 480 * 854, file size:

unlimited.

2. Power on animation: accept the start screen. Format: BMP, GIF, avi, resolution: 480 * 854, file

size: unlimited.

3. Screen saver animation: during the operation of the machine, in the idle state, the displayed screen
is in the format of BMP, GIF, avi, resolution: 480 * 854, file size: unlimited. (a static picture (BMP) can
be imported into multiple images and become a continuous animation, without limiting the number of

images.)
4. Floating layer at the top of main interface: Top 480 * 96 png32.

5. Floating layer at the bottom of main interface: bottom 480 * 80 png32.
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VCARD Device Configuratiog ool SN ===
E— - =

flias Device IF Yersion MAC Server IF Dewvice Type Hetworl Al
1as &
] 192, 185, 1.218 |01, AD 00:CC:00:00:00:19|0.0.0.0 App-—Hetviom 0K
[ 182 183.1.249 04. 66 04:91:62:BT:47:9C (192 165, 1. 110 | App-Face 1)1 1P : 19z 188 1 243
NN} 192 185, 1.24T 04. B8 &0:1F:12:TF:33:03 120, T6. 118, 242 App-Face )4 Mask : 255 P pres a
[ test 192 185, 1.248 04. 27 04:91:62:ET:B0:D& 120, T6. 118, 242 App-Face )4 : :
] 192, 166. 1. 124 |01. 02 A28 E3:81:CT:0E|0.0.0.0 hndroid-Face  |OK Gw : tgg w11
0000 o102 Wik 0000 Andraid-F )4
O ! mpertane Mac: |04:91:62:B7:47:9C
pw.d B trsrrersd D Shcrw
Madify | | Cancel || Get device |
HWID : 04916287479C
1] 1 | ' Version : 0466 DewiceType: MDK-DF101

o/1/6 OAO Reverse| THide settingsl | 192. 185.1. 138

o]

DevicelD : BB4A0DECEL

C: Wellcome VCARD Dewice Configawration Teol 1.3.6.2
10:32:14: Modi%ing network settings 192.168.1. 215, 192, 165. 1.1

o e JESE spaan

10:49:03: Modifwving network settings 192.165.1. 215,192 165.1.1

9. Deployment scenario

9.1. Distance

Other |Laborator5«' {Special Device Functions | Ak

Face Becognition Machine |‘.I'oice Customization|

| Splash Screen | | Boot Screen | | Screensaver |
| Restore Touch | | Top | | Bottom |
L = | GIF Frame Delay || Config WIFL |

It is recommended to draw a yellow line on the ground, 0.3-1m away from the device.
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FCC STATEMENT :

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may
cause undesired operation.

Warning: Changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator & your body.



