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TEST REPORT

Application No.: KSCR2208001462AT (FYCR2204000114AT)

FCC ID: 2AWAS-MU44UA

Applicant: Mavenir Systems Inc

Address of Applicant: 1700 International Pkwy Ste 200, Richardson Texas 75081 United States

Manufacturer: Mavenir Systems Inc

Address of Manufacturer: 1700 International Pkwy Ste 200, Richardson Texas 75081 United States

Factory: Kunshan luxshare RF Techonology Co., Ltd.

Address of Factory: No0.99 Xubang Road, Wuzhong District, Suzhou City 215324 Jiangsu P.R.
China

Equipment Under Test (EUT):

EUT Name: Remote Radio Unit

Model No.: MU44UA

Trade Mark: Mavenir Systems, Inc.

Standard(s): FCC 47 CFR Part 96

CBRSA-TS-9001-V1.2.1
WINNF-TS-0122-vV1.0.2
KDB 940660 D01 V03

Date of Receipt: 2022-04-27

Date of Test: 2022-07-19 to 2022-08-04
Date of Issue: 2022-08-11

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.

Eric Lin
Laboratory Manager
The manufacturer should ensure that all products in series production are in conformity with the product sample detailed in this report.
If the product in this report is used in any configuration other than that detailed in the report, the manufacturer must ensure the new
system complies with all relevant standards. Any mention of SGS International Electrical Approvals or testing done by SGS
International Electrical Approvals in connection with, distribution or use of the product described in this report must be approved by
SGS International Electrical Approvals in writing.
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Item Standard Test Case ID Result
Domain Proxy Single-Step registration WINNF-TS-0122-
for Cat A CBSD V1.0.2 WINNF.FT.D.REG.4 Pass
Domain Proxy Single-Step registration WINNF-TS-0122-
for CBSD with CPI signed data V1.0.2 WINNF.FT.D.REG.6 Pass
Domain Proxy Missing Required WINNF-TS-0122-
parameters (responseCode 102) V1.0.2 WINNF.FT.D.REG.9 Pass
Domain Proxy Pending registration WINNF-TS-0122-
(responseCode 200) V1.0.2 WINNF.FT.D.REG.11 Pass
Domain Proxy Invalid parameters WINNF-TS-0122-
(responseCode 103) V1.0.2 WINNF.FT.D.REG.13 Pass
Domain Proxy Blacklisted CBSD WINNF-TS-0122-
(responseCode 101) V1.0.2 WINNF.FT.D.REG.15 Pass
Domain Proxy Unsupported SAS WINNF-TS-0122-
protocol version responseCode 100) V1.0.2 WINNF.FT.D.REG.17 Pass
Domain Proxy Group Error WINNF-TS-0122-
(responseCode 201) V1.0.2 WINNF.FT.D.REG.19 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\ZT0550122— WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) o
Domain Proxy Heartbeat Success WINNF-TS-0122-
Case (first Heartbeat Response) V1.0.2 WINNF.FT.D.HBT.2 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First W'NN\ZTOS;)”Z' WINNF.FT.C.HBT.5 Pass
Heartbeat Response o
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass

V1.0.2

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Domain Proxy Heartbeat
responseCode=500 WINN\ZTOSE)OQZ' WINNF.FT.D.HBT.8 Pass
(TEMINATED_GRANT) e
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Grant Renewal in Heartbeat WINNF-TS-0122- WINNE.ET.C.HBT 11 Pass
Test Case V1.0.2
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Iltem Standard Test Case ID Result
Domain Proxy Successful WINNF-TS-0122-
Relinquishment V1.0.2 WINNF.FT.D.RLQ.2 Pass
Domain Proxy Unsuccessful WINNF-TS-0122-
Relinquishment, responseCode=102 V1.0.2 WINNF.FT.D.RLQ.4 Pass
Domain Proxy Unsuccessful WINNF-TS-0122-
Relinquishment, responseCode=103 V1.0.2 WINNF.FT.D.RLQ.6 Pass
Domal_n Pr(_)xy Successful WINNF-TS-0122- WINNFE.ET.D.DRG.2 Pass
Deregistration V1.0.2
Domain Proxy Deregistration WINNF-TS-0122-
responseCode=102 V1.0.2 WINNF.FT.D.DRG.4 Pass
Deregistration responseCode=103 WINN\ETOS;0122- WINNF.FT.D.DRG.5 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\iTOS;nZZ' WINNF.FT.C.SCS.2 Pass
TLS fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure When certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2
UUT RF Transmit Power Measurement WlNN\ZTOS;HZZ' WINNF.PT.C.HBT.1 Pass
SAS Version: 1.0.0.3

The UUT is a BTS-CBSD with Domain Proxy. According to the specifications of the manufacturer, it
must comply with the requirements of the following standards:

Test standards:

CBRSA-TS-9001-V1.2.1

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

KDB 940660 D01 Part 96 CBRS Eqpt v03
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4 General Information
4.1 Details of E.U.T.
Power supply: Rated Input Voltage of -48V DC, Power
Consumption<=140W
Sample Type: Fixed device
CBSD Class: B
Transmitter Frequency Band: N48
Transmitter Frequency Range: 3550~3700MHz
Hardware Version: 1.0
Software Version: Release
Test sample: SN1: LX2151MU44UA000007
SN2: LX2151MU44UA000014
Antenna Gain: 4to 18 dBi
Supported Carrier: Max 6
MIMO Type: 4*4 MIMO
Note: This is a BTS-CBSD communication with Domain Proxy. The Domain Proxy information show
as below:
Hardware Version of Domain Proxy: Dell PowerEdge R740
Software Version of Domain Proxy: Master Line 5.0.1.533
4.2 Description of CBSD/DP Support Features
Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. N
c2 Mandatory for UUT which supports single-step registration with no CPI- Y

signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N

UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results
WINNF-TS-0122
Classes Test Case Items Pass ltems Pass Rate (%)
FT (CBSD, DP/CBSD) 30 30 100
PT (CBSD, DP/CBSD) 1 1 100
Total 31 31 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power + 0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%

4.5 Description of Support Units

Description Manufacturer Model No. Serial No.
CPE SMAWAVE USB Dongle /
DP Mavenir Dell PowerEdge R740 25VG243

4.6 Test Location

All tests were performed at:

Compliance Certification Services (Kunshan) Inc.

No.10 Weiye Rd, Innovation park, Eco&Tec, Development Zone, Kunshan City, Jiangsu, China.
Tel: +86 512 5735 5888 Fax: +86 512 5737 0818

No tests were sub-contracted.
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5 Equipment List
. Cal. Date Cal. Due date
Test Equipment Manufacturer Model No. [Inventory No.
auip Y (yyyy-mm-dd) | (yyyy-mm-dd)
Laptop Lenovo Y510P HFL000026 N/A N/A
Spectrum Analyzer KEYSIGHT N9020A KUSZf_glMOO 2022/7/13 | 2023/7/12
Shield Room Al N/A KS301115-2 N/A N/A
Coaxial Cable Thermax N/A 14 2021/10/16 2022/10/15
Attenuator Mini-Circuits NAT-6-2W 15542-1 N.C.R. N.C.R.
H“m'd'tml;g‘r’erat“re Anymetre TH603 CZ?OO)O 047\ 20211014 | 202210113

t

ORI ]
Inspection & Testing Services &

=
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6 Test Method and Environment
6.1 CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS_Test_Harness_CBSD_UUT_Tutorial_

v100.1

6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH
Input Power: 120Vac, 60Hz

6.4 Test Setup

SAS Test
Harness

SAS-DP
interface

Unit Under Test

CBSDl CBSD2

CBSD RF
interface

RF Test
Equipment

DP/CBSD as UUT, BTS-CBSD communication with Domain Proxy
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7 Test Data
7.1 CBSD Registration Process

711

WINNF.FT.D.REG.4

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state

The DP with two CBSDs sends Registration requests in the form of one 2-element
Array or as individual messages to SAS Test Harness.

® The required userld, fccld and cbsdSerialNumber registration parameters
shall be sent for each CBSD and conform to proper format and acceptable
ranges.

® Any REG-conditional or optional registration parameters that may be
included in the message shall be verified that they conform to proper format
and are within acceptable ranges.

Pass

Fail

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:
- cbsdld = Ci
- measReportConfig for each CBSD shall not be included
- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.1.2 WINNF.FT.D.REG.6

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:

UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness

UUT is in the Unregistered state

All of the required and REG-Conditional parameters shall be configured and
CPI signature provided 1

The DP with two CBSDs sends Registration requests in the form of one 2-element
Array or as individual messages to SAS Test Harness.

The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData
registration parameters shall be sent from the CBSD and conform to proper
format and acceptable ranges.

Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

Pass

Fail

SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

- cbsdld = Ci -
- measReportConfig for each CBSD shall not be included
- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. --

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify: u

UUT shall not transmit RF Pass

Fail
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7.1.3 WINNF.FT.D.REG.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with _ _
SAS Test Harness
® UUT is in the Unregistered state
2 The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a cbsdld.
- responseCode = 102 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u O
® UUT shall not transmit RF Pass | Fail
7.1.4 WINNF.FT.D.REG.11
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
2 The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a cbsdld.
- responseCode = 200 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u U
® UUT shall not transmit RF Pass | Fail
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WINNF.FT.D.REG.13

Report No.: KSCR220800146201

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 103 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail

7.1.6

WINNF.FT.D.REG.15

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 101 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
@® UUT shall not transmit RF

Pass Fail
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WINNF.FT.D.REG.17

Report No.: KSCR220800146201

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 100 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail

7.1.8

WINNF.FT.D.REG.19

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 201 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
@® UUT shall not transmit RF

Pass Fail
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7.2 CBSD Spectrum Grant Process

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. - -
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D.
® UUT shall not transmit RF Pass | Fail
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with chsdld = C
2 | UUT sends valid Grant Request. - -
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u u
® UUT shall not transmit RF Pass | Fail
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7.3 CBSD HeartBeat Process

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

7.3.1 WINNF.FT.D.HBT.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has two CBSD registered successfully with SAS Test Harness, with - -
cbsdld = Ci, i={1,2}
DP sends a message:

2 ® |f message is type Spectrum Inquiry Request, go to step 3, or -- --

® If message is type Grant Request, go to step 5
DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,

3 | including for CBSDi, i={1,2}: u O
® cbsdid = Ci Pass Fail
® List of frequencyRange objects sent by DP are within the CBRS frequency

range
If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS
Test Harness shall respond to each Spectrum Inquiry Request message with a
separate Spectrum Inquiry Response message.
If a single Spectrum Inquiry Request message was sent containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry
4 Response message containing a 2-object array. B B

Verify parameters for each CBSD within the Spectrum Inquiry Response message
are as follows, for CBSDi, i={1,2}:

® cbsdld = Ci

® availableChannel is an array of availableChannel objects

® responseCode =0
DP sends a Grant Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for
CBSDi, i={1,2}:

5 ® cbsdid=C u u

® maxEIRP is at or below the limit appropriate for CBSD category as defined | Pass | Falil
by Part 96
® operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS
band
If a separate Grant Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Grant Request message with a separate Grant
Response message.
If a single Grant Request message was sent containing a 2-object array (one per
CBSD), the SAS Test Harness shall respond with a single Grant Response message

6 containing a 2-object array.

Verify parameters for each CBSD within the Grant Response message are as
follows, for CBSDi, i={1,2}:

® cbsdld = Ci

® grantld = Gi = a valid grant ID
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® grantExpireTime = UTC time greater than duration of the test

® responseCode =0
Ensure DP sends first Heartbeat Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including,

4 | for CBSDii={1,2): u m)
® cbsdid = Ci, i={1,2} Pass | Falil
® grantld = Gj, i={1,2}
® operationState = “GRANTED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

8 Verify parameters for each CBSD within the Heartbeat Response message are as - -

follows, for CBSDi:

® cbsdld = Ci

® grantld =Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
For further Heartbeat Request messages sent from DP after completion of step 8,
validate message is sent within latest specified heartbeatinterval for CBSDi:

® cbsdld = Ci

® grantld = Gi

® operationState = “AUTHORIZED”

9 | O
and SAS Test Harness responds with a Heartbeat Response message including the | Pass Fail
following parameters, for CBSDi

® cbsdld = Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Monitor the RF output of the UUT from start of test until RF
transmission commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat u D,

response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to
within the bandwidth range Fi.
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7.3.2 WINNF.FT.C.HBT.3

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
O valid grantld = G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the

latest Heartbeat Response, and formatted correctly, including: ] O
® cbsdld=C Pass Fail

® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

After completion of step 3, SAS Test Harness shall not allow any further grants to the

UUT.

Monitor the RF output of the UUT. Verify: [ | O
® UUT shall stop transmission within (T + 60 seconds) of completion of step 3 | Pass Fail
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WINNF.FT.C.HBT.5

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
O valid grantld = G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = T = current UTC time

® responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time

Pass

Fail
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7.3.4 WINNF.FT.C.HBT.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
1 O valid grantld = G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: [} O
® cbsdld=C Pass | Fall
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdld=C

3 ® grantld=G - h
® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the

UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest

specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdld=C

® grantld=G

® operationState = “GRANTED”

| O

S | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C
® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3
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- |

7.3.5 WINNF.FT.C.HBT.7

Test Execution Steps Results

{

{
O
@)
@)
©)

Ensure the following conditions are met for test entry:

UUT has registered successfully with SAS Test Harness
UUT has a valid single grant as follows:
valid cbsdid = C
valid grantld = G
grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

2 Y
°
°

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: ]

cbsdld=C Pass
grantld = G
operationState = “AUTHORIZED”

Fail

°
3 °
°
°

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

cbsdld=C

grantld =G

transmitExpireTime = T = current UTC time
responseCode = 502 (UNSYNC_OP_PARAM)

4 | yur.

After completion of step 3, SAS Test Harness shall not allow any further grants to the

5 O
O

Monitor the SAS-CBSD interface. Verify:

Monitor the RF output of the UUT. Verify:

UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
cbsdld=C

grantld =G Pass

UUT shall stop transmission within (T+60) seconds of completion of step 3

Fail
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7.3.6 WINNF.FT.D.HBT.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows
O valid cbsdld = Ci, i={1,2}
1 O valid grantld = Gi, i={1,2} _ _
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test
® Both CBSD are in AUTHORIZED state and transmitting within their granted
bandwidth on RF interface
DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

2 | andis formatted correctly for each CBSD, including, for CBSDi i={1,2}: u D,
® cbsdid=Ci, i={1,2} Pass | Fail
® grantld =Gi, i={1,2}
® operationState = “AUTHORIZED”

If separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as
follows, for CBSDi:

3 ® cbsdld = Ci - -
® grantld = Gi
® For CBSD1:

O transmitExpireTime = current UTC time + 200 seconds

O responseCode =0

® For CBSD2:

O transmitExpireTime = T = current UTC time

O responseCode = 500 (TERMINATED GRANT)
After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.
If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness
shall respond with a Heartbeat Response message with parameters:

® cbsdid=C1

4 ® grantld=G1 - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
® Heartbeat Request message is within heartbeatinterval of previous

Heartbeat Request message
Monitor the RF output of CBSD2. Verify:
5 ® CBSD2 shall stop transmission within bandwidth F2 within (T + 60 seconds) P. FD'I
of completion of step 3 ass a
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7.3.7 WINNF.FT.C.HBT.9

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
O valid grantld = G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including:

® cbsdld=C

® grantld=G

® operationState = “GRANTED”

Pass

Fail

After completion of step 2, SAS Test Harness does not respond to any further
® messages from UUT to simulate loss of network connection

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify:

® At any time during the test, UUT shall not transmit on RF interface

Pass

Fail
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7.3.8 WINNF.FT.C.HBT.10

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
1 O valid grantld = G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: [} O
® cbsdld=C Pass | Fall
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdld=C

3 ® grantld=G - h
® transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the

UUT. B B
Monitor the RF output of the UUT. Verify:
5 ® UUT shall stop all transmission on RF interface within (transmitExpireTime + P:SS FEiI
60 seconds), using the transmitExpireTime sent in Step 3.
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7.3.9 WINNF.FT.C.HBT.11

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld=C
O valid grantld = G
O grantis for frequency range F, power P

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
® Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds =
Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200 seconds
heartbeatinterval = 60 seconds

UUT sends a Heartbeat Request message.

If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go -- --

to Step 3.

Verify Heartbeat Request message is sent within the latest specified
heartbeatinterval, and is formatted correctly, including:

® cbsdld=C | a
® grantld=G Pass Fail

® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the following

parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = current UTC + 200 seconds
® grantExpireTime = same as Step 1

® responseCode =0

Go to Step 2

Verify Heartbeat Request message is sent within the latest specified
heartbeatinterval, and is formatted correctly, including:

® cbsdld=C [ | O
® grantld=G Pass Fail

® operationState = “AUTHORIZED”
® grantRenew = TRUE

SAS Test Harness sends a Heartbeat Response message, with the following

parameters:

® chsdld=C

® grantld=G -- --

® grantExpireTime = UTC time set far in the future
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat

Response with the following parameters: - -

® chsdld=C
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® grantld=G
® transmitExpireTime = same as Step 7
® responseCode =0

Monitor RF transmission of UUT from start of test until Tgrant_expire + 60 seconds ]
9 | and ensure UUT continues to transmit throughout the time period. Pass

Fail
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7.4 CBSD Relinquishment Process
7.41 WINNF.FT.D.RLQ.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
2 | Verify Relinquishment Request message contains all required parameters properly u D,
formatted for each CBSD, specifically, for CBSDi: Pass | Fail
® cbsdld = Ci
® grantld=Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld = Ci
® grantld = Gi
® responseCode =0
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
5 ® UUT shall stop RF transmission at any time between triggering the u D,
relinquishments and UUT sending the relinquishment requests for each Pass Fail
CBSD.

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at hng://www.sgs.com/en/Terms~and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company’s findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)57355688  f(86-512)57370818  www.sgsgroup.com.cn
hE I RUTE2ECVEHEREI0S R 215300 1(86-512)57355888  f(86-512)57370818  $gs.china@sgs.com

Test Report Form Version: Rev01 Member of the SGS Group (SGS SA)




'SGS o=

WINNF.FT.D.RLQ.4

7.4.2
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Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test
Harness.
This may occur in a separate message per CBSD, or together in a single message
with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld = Ci

® grantld = Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
Response message containing a 2-object array.
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld = Ci
® grantld = Gi
® responseCode = 102

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
® UUT shall stop RF transmission at any time between triggering the
relinquishments and UUT sending the relinquishment requests for each
CBSD.

Pass

Fail
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Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test
Harness.
This may occur in a separate message per CBSD, or together in a single message
with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld = Ci

® grantld = Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
Response message containing a 2-object array.
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld = Ci
® grantld = Gi
® responseCode = 103

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
® UUT shall stop RF transmission at any time between triggering the
relinquishments and UUT sending the relinquishment requests for each
CBSD.

Pass

Fail
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7.5 CBSD Deregistration Process

7.51

WINNF.FT.D.DRG.2

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® Each UUT has successfully registered with SAS Test Harness

® Each UUT is in the authorized state

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Deregistration Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld =Ci

Pass

Fail

If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Response
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® cbsdld = Ci
® responseCode =0

After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the
deregistration and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message

Pass

Fail
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Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

7.5.2 WINNF.FT.D.DRG.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® Each UUT has successfully registered with SAS Test Harness
® Each UUT is in the authorized state
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
1 cbsdld=Ci, i={1,2} - -
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0 for each CBSD - -
Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
3 | Verify Deregistration Request message contains all required parameters properly -- --
formatted for each CBSD, specifically, for CBSDi:
® cbsdld =Ci
If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
4 array (one per CBSD), the SAS Test Harness shall respond with a single Response _ _
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® No cbsdld in either response
® responseCode = 102
5 After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the [ | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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WINNF.FT.D.DRG.6

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® Each UUT has successfully registered with SAS Test Harness

® Each UUT is in the authorized state

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0 for each CBSD

Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Deregistration Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld =Ci

If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Response
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® No cbsdld in either response
® responseCode = 103

After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the
deregistration and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message

Pass

Fail
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7.6 CBSD Security Validation

7.6.1 WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using n 0
1 configured certificate. _
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
® Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES 128 GCM_SHA256 i
® TLS_RSA_WITH_AES_256_GCM_SHA384 Pass | Fai
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHAZ256
® TLS ECDHE _ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_ SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS P Fail
Test Harness sends a Registration Response with responseCode = 0 and ass al
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [} O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fai
SAS Test Harness.
. . . | ([
o . .
3 UUT may retry for the security procedure which shall fail Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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7.6.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Eail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fal
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - ]
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil

1
|7 )
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7.6.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.7 CBSD RF Power Measurement

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

7.7.1  WINNF.PT.C.HBT1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 -- --
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o chsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Fail
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Ant A .
Freq. Cor;cgjlgted r(l.;(;?nna Gr;;arz/ Loss | EIRP PSD Limit Verdict
MH Bm/MH
(MHZ) | @BmMHz) | (dBi) @) | (@8 | (@BmMH2) | (@BmMH?)
3560 -32.163 4.0 6.02 55.2 33.057 37 Pass
3560 -42.396 4.0 6.02 55.2 22.824 23 Pass
3560 -40.293 4.0 6.02 45.2 14.927 15 Pass
3560 -43.430 18.0 6.02 55.2 35.790 37 Pass
3560 -57.240 18.0 6.02 55.2 21.980 23 Pass
3560 -64.619 18.0 6.02 55.2 14.601 15 Pass
Note:
1. Array Gain=10log(n), n is the antenna number, for this CBSD the n=4
2. EIRP PSD= Conducted PSD+ Antenna Gain+ Array Gain+ Loss, Loss includes cable loss
and adjustable attenuator loss, cable loss is 15.2dB, adjustable attenuator loss is 40dB for
EIR PSD 37dBm/MHz & 23dBm/MHz, 30dB for 15dBm/MHz
3. This device support max 18dBi antenna gain, test have been done at min 4dBi and max
18dBi antenna gain separately.
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Target Power: 23dBm/MHz, Antenna gam 4dBi
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Target Power: 37dBm/MHz, Antenna gain: 18dBi
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Target Power: 15dBm/MHz, Antenna gain: 18dBi
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8 Test Data Log

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

M “Ethernet — x
File Edit View Go Capture Anahze Statistics Telephony Wireless Tools Help
Am 2@ RRE Res==F 5 = QaaqH
(W Tds ] -]+ sg
No. Time Source Destination Protocol Lengtl Info ~
7879 132.697612  1.10.32.234 18.9.11.57 Tisvi.2 165 application pata
7923 133.555028 18.10.11.18 19.18.82.234 TLSV1.2 571 client vello
7924 133.557852 10.10.82.234 1€.1.11.18 TLsvi.2 3226 server wello, certificate, Server key Exchange, Certificate Request, Server Hello Done
7928 133.561697 10.10.11.18 1e.10.82.234 TLSvi.2 1454 certificate [TCP segment of a reassembled PoU]
7929 133.561697 le.1e.11.18 12.10.82.234 TLSV1.2 389 Client Key Exchange, Certificate verify, Change Cipher Spec, Encrypted Handshake Message
7931 133.56291@ 10.10.82.234 12.1e.11.18 TLsvi.2 1@5 change Cipher Spec, Encrypted Handshake Message
7932 133.564588 10.10.11.18 10.10.82.234 TLSv1.2 3@3 application Data
7934 133.564588 10.10.11.18 10.10.82.234 TLSvi.2 630 Application Data
7936 133.609057  10.10.82.234 10.10.11.18 TLsvi.2 100 Application Data ¥
< >
» Frame 7924: 3226 bytes on wire (25808 bits), 3226 bytes captured (25868 bits) en interface \Device\NPF_{3BBE3CC8-9DDE-4720-BEF4-D196517F86F7}, id @ ~
> Ethermet II, Src: WewlettP_3c:ac:62 (9c:7b:efi3ciacis2), DSt: HuaweilTe_85:8bica (88:4f:83:85:8b:ca)
> Intermet Protocol Version 4, Src: 1.10.82.234, DSt: 10.10.11.18
> Transmission Control Protocol, Src Port: 5eee, Dst Port: 57568, seq: 1, Ack: 518, Len: 3172
~ Transport Layer Security

~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (ex8363)
Length: 9

~ wandshaske Protocol: server wello
Handshake Type: Server Hello (2)

Length: g5

version: TLS 1.2 (exe303)
Random: eds4se9scazsaecheacd3ady1sfddfechosle3es2801ba3c_

session ID Length: 32

Session ID: 59120498f591aba6a2105a49Ca55906¢d08daFETEN5E49a_
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHAZS6 (BXCB2F)
Compression Method: null (8)

Extensions Length: 13

> Extension: renegotiation_info (len=1)
> Extension: ec_point_formats (len=4)
~ TLSv1.2 Record Layer: Wandshake Frotocol: Certificate

Content Type: Wandshake (22)

version: TLs 1.2 (exe3es)

v nandshake Protocol: Certificate '

Length: 2684
sandshake Tune: Certisicate (111 v
O 7 cipher Suite (ds.handshake.cphersuite), 2 bytes || Packets: 11225 * Displayed: 284 (2.5%) * Dropped: 0 (0.0%) || profie: pefault

A
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8.2 WINNF.FT.C.SCS.2

ENC Laborato

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

M “Ethemet [a} ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm e (BREBQA=sET aaqu

(< [hetn =EE T

Ho. Time Source Destination Protoce Lengt Info
537 7.231110 16.10.82.234 10.18.82.254 HTTP/. 787 POST /25d4dd0a-sa7é-4aB4-a2f0-5afl2cddsfaz/ HTTR/1.1
542 7.234156 10.10.82.254 10.10.82.234 HTTP/. 944 HTTP/1.1 200
S517.248590 fe88::85fc:ic.. feBB::35de:f.. HTTP/.. 887 POST /25d4ddAe-eald-4aB4-a2fB-5afl2cadSFa2/ HTTR/1.1
554 7.243257 feB0::35de:f_ feBd::8Sfc:c. HTTP/. OB4 HTTP/1.1 268

||+ 1469 26.2946. 10.10.11.18 10.10.82.234 HTTP 210 GET /crlserver.crl HITR/1.1

- 1478 26.7953. 18.18.82.234 10.18.11.18  PKIX-.. 1365 Certificate Revacatian List
3883 56.4613. 18.18.11.18 10.18.82.234 HITP 218 GET /erlserver.crl HTTP/1.1
3804 56.4624.. 19.10.82.234 10.10.11.18  PKIX-.. 1365 Certificate Revocation List

» Frame 1465: 218 bytes on wire (1680 bits), 218 bytes captured (1688 bits) on interface \Device\NPF_{38BE3CCB-SDDE-4720-BEF4-DIS6517F8EFT), id B
Ethernet IT, Src: HuaweiTe_85:8bica (08:4f:0a:85:8b:ca), Dst: HewlettP 3c:ac:62 (3c:7bief:3ciac:62)

» Internet Protocel Version 4, Src: 16.1.11.18, Dst: 10.10.82.234
Transwission Control Protocal, Src 36528, Dst Port: 89, Seq: 1, Ack: 1, Len: 156

Host: 18.18.82.23\r\n

User-Agent: python-requests/2.27.1\r\n
Accept-Encoding: gzip, deflateirin
Accept: */*\rin

Connection: keep-alive\rin

\r\n

[HTTP request 1/1]

© 7 Hypertext Transfer Protocol: Protacol Packets: 6297 - Displayed: 8 (0.1%) - Dropped: 0 (0.0%) Profile: Default
M Ethemnet u] x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dngj@ | BRER==EFLIIEQAQD

B ]+ 5

Time  Source Destination  Protoce Lengt Info
1484 26.3884. 18.10.11.18 18.18.82.234 TLSvl. 571 Client Helle
1486 26,3147 10.10.11.18  TLSwl. 3323 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Donas

1489 26,3157 10.10.82.238 TiSwl.  61[Alert (Level: Fatal, Description: Certificate Revaked)

1454 26,5247 10.10.82.234 19.18.38.147 TLSvl. 105 Application Data
1504 26.7548_ 10.10.35.147 10.10.52.234 TLSvl. 111 Application Data
1505 26,7548 10.10.38.147 10.10.82.234 TLSvl. 97 Application Data
1510 26,7764 10.10.38.147 10.10.82.234 TLSvl. 132 Application Data
1511 26.7822_ 10.10.35.147 10.18.52.234 TLSvL. 184 Application Data
1515 26.7988. 10.10.38.147 1.10.82.234 TiSvi. 104 Application Data
1517 26,8127 10.10.35.147 10.10.82.234 TiSvl. 184 Application Data
1522 26.8434_ 10.10.38.147 10.10.82.238 TLsvl. 111 Application Data
1523 26.8449. 10.10.82.234 10.10.38.147 TLSvl. 91 Application Data
1524 26.8452_ 10.10.82.234 1.10.38.147 TLSvl. 91 Application Data
1525 26,8511 10.10.38.147 10.10.82.234 TlSvi. 97 Application Data
1526 26,8530 10.10.82.234 10.10.38.147 TLSvl. 91 Application Data
1532 26,8938 10.19.35.147 10.18.52.234 TLSvL. 184 Application Data
1534 26.9087. 10.10.38.147 TiSvi. 91 Application Data
1573 27.5297- 10.10.38.147 105 Application Data
1554 27,6778 10.10.82.232 97 Application Data
1595 27,6912 10.10.38.147 10.10.82.234 57 Application Data
1587 27.7046 10.10.38.147 10.10.52.234 TLSvl. 194 Application Data

Frame 1489: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{3BBE3CCE-9DDE-4720-BEF4-D196517FBEF7), id 6
» Ethernet I1, Src: HusweiTe 85:8bice (08:4F:0a:85:8bica), Dst: HewlettP 3ciaci62 (9¢:7bief:idciaci6l)
* Internet Protocel Wersion 4, Src: 10.19.11.18, Dst: 19.10.82.234
Transwission Control Protecol, Src Fort: 51862, Dst Port: 5086, Seq: 518, Ack: 3278, Len: 7
~ Transport Layer Security
¥ TLSvL.2 Record Layer: Alert (Level: Fatal, Description: Certificate Revoked)
Content Type: Alert (21)
Version: TLS 1.2 (@x0383)
Length: 2
¥ Alert Message
Level: Fatal (2)
Description: Certificate Revoked (24)

© 7 wireshark_Ethernst_20220804145903_a44684.pcapng Packets: 6297 - Displayed: 326 (5.2%) - Dropped: 0 (0.0%)
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8.3 WINNF.FT.C.SCS.3

i *Ethemet = [ x
File Edit View Go Capture Analyze Statistics Telephony Wircless Tools Help

am TRE QesETLISEQqan

itis B0 -]+ 59
No.  Time  Souce Destination  Protoct Lengt Info |

7282 102.474. 10.10.11.18  10.10.52.234 TiSwl. 571 Client Hello
7283102.477.. 10.10.82.233 10.10.11.18  TLSwl. 3226 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Helle Done
‘ 7286 182.478.. 18.18.11.18  18.108.82.234 TLSwl. 61 Alert (Level: Fatal, Description: Certificate Expired)
7342 103.427.. 10.10.52.234 10.9.11.200 TLSvl. 105 Application Data
7472104.668.. 10.10.62.233 10.9.11.200 TLSvl. 105 Application Data
18.18.82.234 TLSwl. 185 Application Dats
10.10.82.234 TLSvl. 105 Application Data
10.10.82.233 TLSvl. 105 Application Data

10.10.82.232 TLSvl. 93 Applicatien Data
7736 109.428.. 10.10.82.234 TiSwl. 93 Application Dats
7768 109.537... 10.10.82.234 TLswl.. 93 Application Data “

Frame 7286: G1 bytes on wire (438 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{388E3CCE-9DOE-472D-BEF4-DI96517FBGF7), id 0
Ethernet I1, Src: HuaweiTe_85:8b:ca (#8:4f:8a:85:8b:ca), Dst: HewlettP_3c:ac:62 (Sc:7h:ef:3c:ac:62)
Internet Protocol Varsion 4, Src: 10.18.11.18, Dst: 10.18.82.234
Transmission Centrol Protecel, Sre Port: 41952, Dst Port: 5009, Seq: 518, Ack: 3173, Len: 7

“ Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatsl, Description: Certificate Expired)

Content Type: Alert (21)
Version: TLS 1.2 (Bx8383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Expired (45)

- Receive Clipboard - 0% . }

= domainProxyCert pem
© 7 Transport Layer Security: Protacol Packets: 34783 - Displayeur 7
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8.4 WINNF.FT.C.SCS.4

Test Report Form Version: Rev01

Xficalion Senvices (Kung
6

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220800146201

M *Ethemnet - X
File Edit View Go Capture  Analyze  Statistics Telephony  Wireless Tools  Help
AN 3 e TREG Qe=EFE D L
-] + =
i, Time Souree Destruton Frotoest Length  nfo ~
8430 126.504515  10.19.11.18 10.10.82.234 TLsvi.2 571 Client Hello
8431 120.567244  10.10.82.234 10.10.11.16 TLSvi.2 1796 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
8434 120.568895  10.16.11.18 10.10.82.234 TLsvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
8439 126.627687  16.16.82.234 10.10.38.56 TLswl.2 105 Application Data
8510 121.635815  16.10.52.234 10.10.35.66 TLsv1.2 185 Application Data
8610 122.851687  10.10.82.234 10.10.38.66 TLSvi.2 105 Application Data
8676 123.678462  10.10.82.233 10.10.35.66 T2 105 Application Data
8726 124.882449  10.19.82.234 10.10.38.66 TLsvi.2 105 Application Data v
< >
> Frame 843a: 61 bytes on wire (488 bits), 61 bytes captured (458 bits) on interface \Device\WPF_{308E3CCE-90DE-4720-BEFA-DIS6517FE6F7}, id @
> Ethernet [T, Src: HuaweiTe_85:Bbica (08: :ca), Dst: HewlettP_dc:ac:62 (9c:7b: c162)
3 Internet Protocol Version 4, Sre: 18.18.11.18, Dst: 18.10.82.234
> Transmission Control Protocol, Src Port: 36966, Dst Port: 5008, Seq: 518, Ack: 1743, Lem: 7
~ Transport Layer Security
~ TUS¥1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA}
Content Type: Alert (21)
Version: TLS 1.2 (0x0383)
Length: 2
v Alert Message
Level: Fatal (2)
Deserdption: Unkneun CA (48)
Q' content ype tssecoi.coment_tye), 1 btz Packets: 19369 Dsloved 953 (5.%) || e o
M “Ethernet = *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AMA0  TREQe=mEFaszEaas
LB )+ =
Teme Sourca Destinstion Protocal [P ~
2430 120504515 10.16.11.18 10.18.82.234 TLSv1.2 571 Client Hello
5431 120507244 10.10.82.234 10.18.11.18 TLSv1.2 1786 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hella Dome
£434 120508895  10.10.11.18 10.10.82.234 TiSvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
8439 120.627687  19.10.82.234 10.10.38.66 sz 105 Application Data
2510 121.635615  10.10.82.234 10.10.38.66 TLSv1.2 105 Application Data
5616 122.851687  10.16.82.234 10.18.35.66 TLSv1.2 105 Application Data
8678 123.878462  10.10.82.234 10.10.38.66 Tisvi.2 105 Application Data
£726 124.882849  10.10.82.234 10.18.38.66 TLSv1.2 105 Application Data v
< >
> Frame 8431: 1786 bytes on wire (14368 bits), 1796 bytes captured (14368 bits) on interface \Device\NPF_{30BE3CCS-9DOE-472D-BEFA-D1S6517F86F7}, id © ~
» Ethernet IT, Sre: HeulettP 3c:ac:62 (3c:7b:ef:3c:ac:62), Dst: HuaueiTe B5:8bica (@B:4F:0a:85:8b:ca)
> Internet Protocol Version 4, Src: 10.10.82.234, Dst: 10.10.11.18
> Transmission Control Protocel, Src Port: 5800, Dst Port: 36966, Seq: 1, Ack: 518, Len: 1742
v Transpert Layer Security

v TLSuL.2 Record Layer: Handshake Protocel: Server Hello
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 89
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (exg303)
Random; 37F267c21
Session 1D Length: 32
Session ID: 75287. 2842072118,
Cipher Suite: TLS_ECOHE_RSA_WITH_AES_128_GCW_SHAZ56 (@xcozf)
Compression Method: null (@)
Extensions Length: 13
> Extension: rensgotistion info (len=1)
> Extension: ec_polnt_formats (len=4)
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)

QO 7 Recos e (hrecond 129900 || ko 77 dssores e 5.5
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8.5 WINNF.FT.C.SCS.5

i “Ethernet = X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amd @ TREQe=ET25E§aaan

W tis e |+ 59

No. Time Source Destination Protoce Lengt Info N
6693 198.704.. 18.18.82.234 10.9.11.280 TLSvl. 93 Application Data

6106 108.744.. 10.10.11.18  10.10.82.234 TiSvl. 571 Client Hello
6167 108.746.. 10.10.82.234 10.16.11.18 TLSvl. 3226 Server Hello, Certificate, Se
6110 108,748, 10.18.11.18  18.18.82.234 TLSvl.
6118 108.950. LSV,
6168 109601 TLsvl. 93 Application Data
5158 189. . ¥ TLSv1. 93 Application Data
6194 109.801.. 10.10.62.234 10.9.11.200 TLSvi. 93 Application Data
6212 199.968.. 10.18.82.234 10.9.11.280 TLSvl. 185 Application Data
5225 118.230. 18.19.82.234 18.9.11.286 TLSvl. 93 Application Data
6244 110,463, 10.10.82.234 10.9.11.200  TiSvl. 93 Application Data v
Frame 6110: 61 bytes on wire (485 bits), 61 bytes captured (48 bis) on interfaca \Device\NPF_{30BE3CCE-30DE-4720-BEFA-DIS6517FB6F7}, id ©
Ethernet I1, Src: HusweiTe_B5:Bb:ca (08:4f:0a:85:8b:ca), Dst: HewlettP_3c:ac:62 (3c:7h:ef:3c:ac:62)
Internet Protocel Version 4, Sre: 18.18.11.18, Dst: 18.18.82.234
Transmission Control Protocol, Src Port: 41382, Dst Port: 5000, Seq: 518, Ack: 3173, Len: 7
Transpert Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Decrypt Errar)
Content Type: Alart (21)
Version: TLS 1.2 (ex0303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Decrypt Error (51)

Key Exchange, Cortificate Roquest, Server Hello Dene
eeyptErren)i

<

@ 7 Alert Message (tls.alert_message), 2 bytes Packets: 13942 - Displayed: 534 (3.8%) Profile: Default
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to Integral and internal photos for details.

- End of the Report -
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