THINKCAR TECH CO., LTD.

Declaration of Software Security RequirementsLetter

Federal Communications Commission
Authorization and Evaluation Division 1435
Oakland Mills Road

Columbia, MD 21046

Date: 2022-12-12

SUBJECT: FCC UNII Software Security Description for FCC ID;: 2AUARTKTOOL 12

To Whom It May Concern:

The information within this section of the Operational Description is to show compliance perthe Software Security
Requirementslaid outwithinKDB 594280 D02 U-NIIDevicee Security.

Anapplicantmustdescribetheoverallsecuritymeasuresimplementedinthedevicethat ensure thatthe device
cannotbe modified by any RF-related software changes by third partiestooperateoutsidethe authorized RF
parameterswithoutfurtherapprovalfromthe FCC.

Thefollowingdescriptionofthe RF-related softwareaddressesthefollowingquestionsin theoperational
descriptionforthedeviceanddemonstrateshowthedevicemeetsthe RF- security requirements.



Software Security description —

General Description

Question

Answer

1. Describehow any software/firmware updates for
elementsthancanaffectthedevice’'sRF parameters will
be obtained, downloaded, validatedandinstalled.For
softwarethatis accessedthrough manufacturer'swebsite
or

device’s management system, describe the differentlevelsof

securityasappropriate.

Wedonotreleasethefirmware onourwebsitefor downloading.
Our direct host manufacturer (OEM) canrequestthe firmware
from us anditwillbe made availableuponrequest, notpublic
accessibletoend user.

2.Describethe RF parametersthatare modified byany
software/firmwarewithoutanyhardware changes.Are
theseparametersinsomeway limited suchthatanyother
software/firmware changeswillnotallowthedeviceto
exceedthe authorized RF characteristics?

Radio frequency parameters are limited by US regulatory
domain and country code to limit frequency and transmit
power levels. These limits are stored in non-volatile memory at
the time of production. They willnotexceed the authorized
values.

3.[Describe in detail the authentication protocols thatarein

Thefirmwareisinstalledoneachsinglemodule during

Sene.rafl placetoensure thatthe source ofthe RF-related mz?:ﬂz(z}%m% g :Tc:gtre]susf.ag:s r(;c;rrect firmware is verifiedand
escription software/firmware is valid. Describe in detailhowthe RF- Inaddition thefirmwarebinaryisencryptedandthe firmware
related softwareis protected against modification. updates cén only be storedinnon-volatile

memory when the firmware is authenticated.
.o . . The firmware binary is encrypted. The process to flashanew
4.Describeindetailanyencryptionmethodsused to support firmwareisusing asgcretkey)t/odecrypt the firmware, only
the use of legitimate RF-related software/firmware. correctdecrypted firmwareis
stored in non-volatile memory .

. ) . Thereisacountrycoderegulatory parametertolimit productto
54 Eoradgwcethatcap be conflgyred asa mgster and chent operatethedevirge underigtlsauthc)),rFi)zation inthe U.S.Ql'his
(with active or pass}lve scannlng),?explau)howt.rfmedewce regulatory parameterwould define which channel would be
ensures compliance for eachmode?Inparticularifthe available to operate in active orpassive scantomeet UNII
deviceactsas masterinsomebandofoperationandclient requirements.
gpzr::ttir:;rr,)how|scompI|ance ensuredineachband of Thedevicewouldbesetasaclientdeviceonall channelsbut

' alsosupportaccesspointmodeonthe non-DFS bandsonly.
1.Explainifanythird parties have the capability to operate a
U.S.-sold device on any other regulatorydomain, . ' , 3
frequencies, orinanymanner thatmay allow the device to No, third parties don't have the capability to access andchange
operateinviolation ofthe device’s authorizationifactivated | radioparameters.USsoldunitsare factory configured to US.
inthe U.S.
2./Describe, if the device permits third-party software or

) firmware installation, what mechanismsare provided by
Third-Party themanufacturerto permit integration of such functions
éCC?SSi while ensuringthatthe RF parametersofthedevice cannot
ontro

be operated outside its authorization for operationintheU.S.
Inthedescriptioninclude whatcontrolsand/oragreements
areinplace with providers of third-party functionality to
ensurethedevices’underlyingRF parametersare unchanged
andhowthemanufacturerverifiesthe

functionality.

No. The devicedoesnotpermitthird-party software or firmware
installation



wendy 
1. 描述如何获取、下载、验证和安装可能影响设备射频参数的元件的软件/固件更新。对于通过制造商网站或设备管理系统访问的软件，请适当描述不同的安全级别。

wendy 
2. 描述在没有任何硬件更改的情况下由任何软件/固件修改的射频参数。这些参数是否以某种方式受到限制，以致任何其他软件/固件更改都不会允许设备超过授权的射频特性?

wendy 
详细描述为确保rf相关软件/固件的来源是有效的而采用的身份验证协议。详细描述rf相关软件是如何防止修改的。

wendy 
详细描述用于支持使用合法rf相关软件/固件的任何加密方法

wendy 
对于可以配置为主设备和从设备(主动扫描或被动扫描)的设备，解释该设备如何确保每种模式的符合性?特别是如果该设备在某些操作频段中充当主设备，而在另一些频段中充当从设备;如何确保每个操作波段的符合性?

wendy 
1. 请解释是否有任何第三方有能力在任何其他监管领域、频率或以任何可能允许设备在违反设备授权的情况下在美国激活的方式操作在美国销售的设备

wendy 
说明，如果设备允许第三方软件或固件安装，制造商提供了什么机制来允许这些功能的集成，同时确保设备的射频参数不能在其在美国的操作授权之外操作。在描述中包括与第三方功能供应商有什么控制和/或协议，以确保设备的基础射频参数不变，以及制造商如何验证功能。


3!ForCertified Transmittermodulardevices, describe
how the module grantee ensures that host
manufacturers fully comply with these software security
requirements for U-NII devices. If the module is controlled
through driver softwareloadedinthehost,describehow
the driversarecontrolledandmanagedsuchthatthe NotApplicable. Thisdeviceisnotmodulardevice.

modulartransmitter RF parametersare not modified
outsidethegrantofauthorization.

In addition to the general security consideration, for devices which have “User Interfaces”(Ul)to
configurethedeviceinamannerthatmayimpactthe operationalRF parameters,thefollowing
questionsshallbeansweredbythe applicantandthe informationincluded in the operational
description. The descriptionmustaddressifthedevicesupportsanyofthecountrycode
configurationsorpeer-peermodecommunicationsdiscussedinKDB594280 Publication DO1.

Software Configuration Description Guide

Question Answer

1. Describe the user configurations permitted
throughtheUl. Ifdifferentlevels of access are
permitted for professional installers, system The Ul does not access to Wi-Fi setting.
integrators or end-users,
describe the differences.

NotApplicable

USER a.Whatparametersareviewableand
CéCL)Jf\IIEISURAﬂON configurablebydifferentparties?

b. What parameters are accessible or modifiable by
the professional installer or
system integrators?

There is not any Wi-Fi parameter which is accessible or modifiable
to the professional installer.

(1)Aretheparametersinsomewaylimited, so that
theinstallers will notenter This device is not subject to professional installation
parameters that exceed those authorized?

(2)Whatcontrolsexistthattheusercannot operate the
device outside itsauthorization This device is not subject to professional installation
in the U.S.?



wendy 
3.对于认证发射机模块设备，描述模块授予人如何确保主机制造商完全遵守这些U-NII设备的软件安全要求。如果模块是通过加载在主机中的驱动软件控制的，描述如何控制和管理驱动程序，以使模块化发射机射频参数在授权授权之外不被修改。


c¢. What parameters are accessible or
modifiable by the end-user?

This device is not subject to professional installation The end user
cannot change the antenna gain and country code, those settings
are programmed at factory

production time.

(1)Arethe parametersinsomewaylimited, sothatthe
userorinstallers willnotenter parameters that
exceed thoseauthorized?

Yes.

Thesystemfirmwareisprogrammedandprotectedin flash
memory. The professional installer/end-user cannot access the
flash memory.

(2)Whatcontrolsexistsothattheuser cannot
operatethedeviceoutsideits
authorization in the U.S.?

Thereisacountry code regulatory parametertolimit product to
operate the device outside itsauthorization
in the U.S.

d.Isthecountrycodefactoryset?Canitbe
changed in the UI?

The country code isfactory setandis neverchanged by
ul

(1) Ifit can be changed, what controls exist toensure
thatthedevicecanonlyoperate
within its authorization in the U.S.?

Thecountrycodeisfactorysetandisneverchangedby Ul

e.Whatarethedefaultparameters when the
device is restarted?

Ateach bootup the country code and the antenna gain
arereadfromthe non-volatile memory, those values are
configured during production

2.Cantheradiobeconfiguredinbridgeor mesh
mode? Ifyes, an attestation may be required.Further
informationisavailablein

KDB Publication 905462 D02.

Not supported

3.Foradevicethatcanbeconfiguredasa masterand
client(withactiveorpassive scanning), if this is
user configurable, describe what controls exist, within
the Ul, to ensure complianceforeachmode. Ifthe
device acts asamasterin some bandsand clientin
others,howisthisconfiguredto

ensure compliance?

No.End-usercannotconfigurethe Wi-Fidevicetobeas a master or
client.

4. Foradevicethatcanbeconfiguredas different
typesofaccesspoints,suchas point-to-pointor
point-to-multipoint,and use different types of
antennas, describe what controls exist to ensure
compliance with applicable limits and the proper
antennais used foreach mode of operation. (See

Section15.407(a))

The device does not support these modes/features

Sincerely,

Client’s signature: _ ﬂA—/aY/\/\

Client'sname &title: Jinyuan Tang&Marketing specialist

Contact information / address:JinyuanTang@mythinkcar.com
_ . 2606, building 4, phase Il, TiananYungu,
Gangtou community, Bantian, Longgang District, Shenzhen




