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PLEASE READ THESE SAFETY PRECAUTIONS!

This device complies with part 96 of the FCC Rules. Operation is subject to the following two

conditions: (1) This device may not cause harmful interference, and (2) this device must accept

any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could

void the user‘s authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 96 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the

following measures:
® Reorient or relocate the receiving antenna.
® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the receiver

is connected.

® Consult the dealer or an experienced radio/TV technician for help.

RF Exposure Information (MPE)
This device has been tested and meets applicable limits for Radio Frequency (RF) exposure.

This equipment should be installed and operated with minimum distance 32 cm between the

radiator & your body.
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1. Overview

JATONTECH 8500D/H(JT8500D/H) is highly advanced TDD LTE-A Pro CAT15 outdoor
data unit specially designed to meet the most challenging demands of today’s high
speed wireless backhaul and fixed wireless access deployments by the CBRS 4G service
operators. The unit can support multiple TDD band operations. Multiple operator network
support can also be provisioned on the unit to allow the deployment across entire

country with different operators.

m User Interface Specification

Model Description & User Interface

- Panel antenna:

- JT8500D 14dBi

- JT8500H 17dBi
JT8500D - 1 RJ45 10/100/1000M LAN Port
JT8500H - PWR, SYS, SIM, LINK, ACT, and LTE (1-5) LEDs
- 48V/0.5A PoE supply, ODU Power <15 Watts

- Dimensions: 250 mm (L) x 250 mm (W) x 75 mm (D)

- Weight: <2.5Kg

2. Getting Started
1) Packing list

Upon receiving the product, please unpack the product package carefully. Each product is

shipped with the following items:

Table 2-1 Packing List

Outdoor CPE Products Quantity

ODU unit

PoE adapter
Power cord
Mounting brackets
PC Ethernet Cable

If you find any of the items is missing, please contact our local distributor immediately.

- || - -

2) Unpacking the Equipment
Table 2-1 lists all the standard parts that are supplied in your LTE CPE Unit Installation

Package. Please take the time to unpack the package and check its contents against this list.
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3) Installing the Equipment

m Device Logic connection
For outdoor CPE product, it is suggested that the CPE device be installed in a shaded area to
avoid direct sun light exposure which may cause over heat in certain extreme weather

condition.

To power on the device, the outdoor CPE must use a 48V PoE integrated DC power supply
adapter. The power adapters can operate in 100-240V AC range and therefore can be used
in different country. Once the device is powered up, the user should wait for about 1 minutes
before the device becomes operational. When the RF1 LED becomes blinking green, it

indicates the system has completed the startup procedure.

To connect PC, LAN switch or other type of IP device to the CPE product, the user should use
SFTP CATS5E Ethernet cable and connect to the appropriate LAN port. Once connected, the

ETH LED indicator should come on.

eNodeB
()

Aie
L 2 )

Power Cord

® 12}
RJ45
PoE Adapter
Ethernet Cable
Ethernet
Port, RJ-45

Ethernet Cable
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B [nstalling Mounting brackets

B Header Connection
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2 LED Display

Type LED Function Description
PWR Power indicator Solid Blue - Device is power on.
SYS System run indicator | Solid Blue — Device is in normal operation.
oDuU . . .
" Light is on — SIM card state is ready,
SIM SIM card indicator Blinking Blue — SIM card is error.
LINK LAN port status Solid Blue - LAN portis up.
ACT LAN port status Blinking Blue — LAN data transmission.
5 level signal strengths indication by 5 Blue
LEDs.
RE 1st Blue LED: -115dBm < RSRP
(5LEDS) RF Signal Strength | 2nd Blue LED: -115dBm <= RSRP <-105dBm

3rd Blue LED: -105dBm <= RSRP < -95dBm
4th Blue LED: -95dBm <= RSRP < -85dBm
56th Blue LED: -85 <= RSRP

B RF Signal Adjustment

After the CPE outdoor unit has installed, the direction of antenna’s azimuth and pitch angle

needs to adjust for the best signal strength. In near line of sight condition, the CPE will have

the best signal when the antenna is directly pointing the base station.

User can adjust the holder to change the direction and angle of the antenna while observing

the RF LED on the outdoor unit which indicates the signal strength.

Strong
\

-

Weak
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3 Managing CPE Device

JT8500D/H is a user-friendly LTE CPE, and very easy to configure and setup. Subscribers
can just connect the device to their computer or home switch/router and the device is ready

to provide Internet Services.

H WEB Login

It is a preferred to setup the CPE using a Web browser from a local PC connected to device
LAN port. The user should ensure that the connected PC have acquired IP address via DHCP
from the device. After IP connectivity is established between the PC and CPE device, the
user may launch a Web browser and specify http:/10.1.1.1 in the address bar. A window will
pop up requesting password. Input the user or administrator login password and then click
the “Log in” button. After successful log on, the default home page will appear. Note the

default user & administrator passwords are “user123” and “admin123” respectively.

%/ Log in

Please enter your login password

Password ||

4 LTE Configuration

B Overview
Once the user is logged in, the following window device status window will be prompted for
viewing. It contains both the system information, networking and device information

configured for the device.
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Overview

LTE Information

PDN Settings

Command Shell

-~ System Information

Manufacturer
Model Name
Chip Model
Serial Number
IMEI

IMS1

Supported Band

Firmware Version

GDM7243A

0339

~ Radio Information

RSRP

RSS!

RSRQ

SINR

CINR

cal

Rank Indication
Transmit Mode
Band ID

UL/DL Bandwidth
UL/DL Earfen
UL/DL MCS

RRC State

EMM State
C-RNTI

PCI

eNE ID

CellID

ECI

Total TxPower
UL/DL Throughput
UL/DL Max Throughput

-1028#-104/-1053/-103.1 dBm
-139.2/-126.6/-130.5/-136.8 dBm
-772/-783/-796/-775dBm
-103.1/-99.2/-100.8/-103.2 dBm
58/-6/-61/-6dB
-16.6/-78/-101/-13.8 dB

24 dB

242de

a

2

™2

43

20000 / 20000 KHz

55340/ 55340

QAM1B(14) / QAM16(5)

active

registered home

Q

222

3m

42

Q0F472A

-8.6 dBm

2.07 kbps / 680 bps

3.97 kbps / 680 bps

-~ Connection

Media State
Connection Time

SIM Card State

ATTACHED
23 sec

Ready

Network Description internet. mnc088.mcc460.gprs
PDCN type 1Pv4
Registered PLMN 46088
IPv4 Address 10.14.100.205
IPv4 DNS 8.8.88
IPv6 Address
IPvE DNS
-~ Activity
Sent 305 bytes / 5 packeis
Received 0 bytes / 0 packets

Logout @ Reboot

System Information:

This section shows the basic device 4G Radio hardware and
firmware information.

Radio Information:

This section provides 4G LTE air interface related
information.

Connection:

This section shows the siatus of radio and connection for 4G
LTE

Activity:
Shows received and sent packet/byte statistics on WAN
interface.
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B ND&S Configuration
The LTE radio can be enabled or disabled via 4G Radio setting. The radio can also be reset

via Reconnect.

P\_Nelmﬂ Securty | _Appi | = [ saws | [E togout O Reoot
[Gveniew’) S Ill' ISeti 'ﬂll"’ﬁ"""' .I". ISet ‘.-I‘ L 'lll dva "'i'lll" and Shell |

4G Radio Setting NDS:

4G Rad ® on OFF R T In this page, you can turn on/off the 4G radio.You can also
adio | Reconnedt | define the discrete band/channel settings and radio scanning
step to gain fast entry to the network.

Discrete Band Setting

Band ID Start Freq End Freq Start Earfcn End Earfcn Earfcn Range:

B48 55240 - 56739
Add || Cancel

Freguency Range:

B48 3550 - 2699.9 MHz
Save & Apply Cancel
L I " |

Note: After configure any parameters of the device, you must click the “Save & Apply”

button to save the configuration. Otherwise the configuration will not take effect.

B PLMN Selection
The user can add and configure the PLMN list to restrict the CPE to attach. The CPE will
attach to network according to the PLMN priority assigned.

‘ Network H Security H Appli || H i H Status | [E] Logout ¢ Reboot
PLMN Settings PLMN Settings:

‘When the Selected PLMN setting is enabled, the UE will only
connected to PLMN network specified. If the entry is empty or
Home PLMN-ID blank, the UE by default will be restricted to only connect to
the Home PLMN-ID network defined by the SIM card

Network Search Search

Allow Roaming #| Enable
Selected PLMN Enable (2.9. 00101, BLANK=USE USIM HFLMN ID)

Save & Apply Cancel
L 0 |

B Cell Selection

The cell selection menu is used to configure how CPE will select the best cell. User can
configure the “Auto Select” mode to select cell based 3GPP standard. When configured with
“preferred Listing”, user add the desired cell ID to the list and the CPE will attach to the

appropriate cell after a full scan.
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| Network | | Security | | Appli I || mai || status | Logout O Reboot
(SN (D Gu— Ly NI (U S —

Cell Selection Cell
Cell Select Auto Select v Preferred Listing - UE will first scan the entire network and
ell selection Auto Select then decide to connect the most suitable cell according to the
preference defined in the list

Preferred Listing

J Earfcn Range:
B42 55240 - 56739

Sorted Cell List

Clear Last Found Channels

iniox ] Earin L Pci ] Rswetabm) RSRO(E) RSSi(dam) SINR(dB)

Reiresh Cell List

H PDN Setting
This menu is used to configure the operator APN profile. You can configure single or multiple

APNs for the operator network. The below shows an example of two APN configuration.

| Network H Security ‘ Appli H H i H Status ‘ Logout @ Reboot
JENNNE (VD SN [U— L) SN S S— - & s
PON setings |
PDN List PDN Settings:
[index [ APNName | ClassiD | iPType | Auth ] Usemame | Pasoword ] Prorty | Delete | {1 Page, you can Gelne Up 104 PO s for esrer
e e Sl iy e Length of APN name should not exceed 64 bytes.

You can view the APN status info in the Status menu.

® SIM Card

The SIM card menu is used to view the SIM card status and perform PIN code management
for SIM card. You disable or enable the SIM card PIN check on the CPE to bind the SIM card

inserted.

|Nemom"|secumy"|.a icati H H i H'status" [E) togout ¢ Reboot

R T - - e

~ SIM Card Information SIM Card Information:

SIM Card Stat Read This seclion shows the current SIM card status information

ard State eady
RETRIES FIN 3 PIN/PUK Management:
PIN Check Enabled OFF For SIM card with disabled PIN, you can enable the SIM card
PIN function by entering the current PIN code and set a new
~ PIN Management PIN code. The PIN code length is 4-6 digits. If a new SIM card
Enable PIN v {(with PIN code enabled) is placed for use, the CPE will
PIN Management require user to manually enter the PIN code via WEB GUI to

PIN Code I:l Remaining PIN 3 RETRIES get CPE connected to the network first time. But as long as

the SIM card is not changed, the CPE will not ask for PIN

-~ SIM PLMN code again even the unit reboois. User is allowed to enter the
correct PIN code up to three times. After three attempts, the
SIM HPLMN-ID Restriction "/ Enable SIM will be locked out of use. The user is reguired fo enter
findex | T TR o manualy e e SV to unlockhe S carc
The PUK code length is 8-12 digits.

SIM PLMN Restriction:

In this section, you can enable the PLMN restriction check on
the SIM card. If the SIM card Home PLMN is not defined in
the list provisioned, the SIM card will not be authorized to use
by the CPE and wireless connection will be defined.
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B Advanced

In this menu, you can configure advanced options for the CPE operation.

Fast scan will allow you to quickly connect to good cell when they are first found instead of
search the best cell. The ZUC encryption support is only required when your core network
(EPC) force to use the ZUC encryption for access authentication. The operation mode allows

you to select the UE capability for receiving and transmitting.

In addition, the PSM timer and location service UE settings can also be configured for

advanced users. Default settings should be used for normal operation.

| Network || Security || Applications || || Mai || status | [E) togout O Reboot
B DS ! S C D S C Adh d
“Gverview | |'NDS| "PLVN Safings | |“CailSalecion | “PON Setings | |“Siw Card | LR I“m

Fast Scan Settings ZUC Support:
Optional setting to support ZUC 128-EEA3/EIA3 encryption.

Fast Scan Enable
PSM Timer:

QAME4 Settings Power Save Management Timer.

(Uplmk QAMG4 “ Enable ‘ T1324:

Once expired,the UE goes power saving mode and will not

ZUC Support listen to paging but remain registered in the network. The
default setting is 2 seconds..

128-EEAJEIA Enable
Ti42:

Operation Mode Once expired,the UE will perform Tracking Area Update. The
default setting is 10 hours.

Uplink CDD ¥ Enable

UE Max TX Enable

PSM Time

Mode Enable

T3324 20 2 seconds v

T3412 1 10 hours v

Save & Apply

B Command Shell

The Command Shell is used to run LTE command via the WEB GUI interface. You can type the

command and click the APPLY button to execute.
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‘ Network H Security H Applications H Management H Maintenance H Status | [E Logout © Reboot

T T T I TN

c

~ Command Running Results

You can run command lines via ihe web interface. Fill the text
area with your command and click Apply Commands to
submit.

Command Apply Clear

5 Network Configuration

B Internet

This section allows user to configure the CPE operation mode, device name, MTU and etc.
The CPE default Operation Mode is Router, and the LAN PC connected to device LAN port will
obtain IP address via DHCP server of the device. The default MTU Size is 1500, user can
modify the MTU Size if necessary.

LTE ‘ Security H Applications H Management Maintenance Status [E] Logout © Reboot
Internet LAl I QoS I DD I iffic Contro
N

-~ Internet Connection Internet Connection:
Connection Mode ® Router / NAT L2 Bridge L3 Bridge Specify how the network connection will be established.
NAT ¥l Enable Host Name:
MGMT and Data Interface * Combine Separate Enter the host name provided by your service provider.

Domain Name:

~ Optional Enter the domain name provided by your service provider

Device Name Jaton
Host Name

Domain Name

MTU Default v 1400
IP Type |Pvd IPv6 ® IPvdv6

Save & Apply Cancel |

Note when setting the connection mode as L2 Bridge or L3 Bridge, there will be a
warning window pops up. Remember the management IP address 192.168.0.1 and click
the “ok” button.

When the user wants to manage the home page again, the PC should be configured a

static IP address as 10.1.1.X manual in order to visit the CPE managing page

http://10.1.1.1.
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B LAN Setting
The LAN setting allows user to specify the device LAN IP, DHCP server setting, Local DNS

and etc. When Router mode is selected, the DHCP server should be enabled by default.

User is advised to leave the default setting unchanged for quick configuration and smooth

device operation.

||F‘ | Security H Applicati || i Status [E Logout € Reboot
e e e e

~ Link MaxBitRate & Duplex Link MaxBitRate & Duplex:
In this page, you can configure Max Bit Rate and Duplex
Negotiation
Duplex
Wax Bit Rale Local IP Address:
This is the address of the device.
(Device 1P Subnet Mask:
Local IP Address . [0 This is the subnet mask of the device.
Subnet Mask 255/ 255 255
DHCP Server:

Local DNS
Allows the device to manage your IP addresses.

Start IP Address:

UL
0
i
JHEL

The address you would like to start with.

~ Network Address Server Settings (DHCP)

Deny IP Address:

DHCP Server ¥ Enable IP address that device will refuse to grant access.
DNS Proxy ¥ Enable

Min P Address 192.168.0] 100

WMax IP Address 192.168.0] 254

Client Lease Time seconds

~— DHCP Static Leases Map

.
1 1921680 | [ H ]

2 1921680 | W ]

3 1921680 | CH 1]

4 1924680 | CH ]

5 1921680 | CH ]

-~ Deny IP Address
findex___________JPaddess ___________________Joeke |

~ Router Settings

[index T Destnaton P ] Route Suonethask ———— Josiewsy — Jooee |

B VPN Setting Under Router Mode
This section allows user to configure VPN service for selected connection mode. In router
mode, PPTP, L2TP and GRE can be selected. In L2 Bridge mode, only L2 GRE can be

configured.
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The router mode VPN configuration is shown below.

Logout @) Reboot

VPN Setup

VPN Protocol

{F‘mtoca\ Type

None

PPTF
L2TP
GRE

Protocol Type:

In this page,you can configure the VPN services for PPTP,
L2TP and GRE.

The PPTP configuration under router mode is shown below.

VPN Setup

Maintenance

— VPN Protocol

Exit
§ admin
Protocol Type:

Protocol Type

In this page, you can configure data
for PPTP VPN and L2TP VPN and

__PPTP

GRE VPN.

PPTP State

PFTF IP Address
Gateway (PPTP Server)
User Mame

Password

PPFTP MTU

PFTP MRU

Connection Strategy

FPTP Encyption
Dizable Packet Reordering

Additional PPTP Cptions

Disconnected

| | 1 Unmask
[1314

|1314
Keep Alive ¥
Redial Period (60 | Second.

¥ Enable

! Enable

Save & Apply || Cancel |

Page 16




JATONTECH

The L2TP configuration under router mode is shown as follows.

Maintenance Exit
& admin
— VPN Protocol Protocol Type:
In this page,you can configure the
-LZTF' v
Protocol Type (2P ~] VPN services for PPTP, L2TP and
GRE.
— L2TP
L2TP State Disconnected

L2TP IP Address

Host Name | |

User Name | |

Password | | ©J Unmask
L2TP Server | |

L2TP MTU [i310

L2TP MRU j1310

Require CHAP ¥ ves

Refuse PAP [ Yes

Require Authentication ¥ Yes

Connection Strategy

Redial Period Second.

| Save & Apply || cancel |

The L2 GRE configuration under router mode is shown below.

Maintenance Exit

& admin

— VPN Protocol Protocol Type:
In this page,you can configure the
-GRE v
Protocol Type [orRe -] VPN services for PPTP, L2TP and
GRE.
— GRE

GRE Destination IP Address

Remote IP Address

| |
Host IP Address | |
| |
| |

Remote Private I[P Address

| Save & Apply || Cancel |
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H VPN Setting Under L2 Bridge Mode

Under the L2 Bridge connection mode, only L2 GRE can be configured as follows.

Maintenance Exit
$ admin
— VPN Protocol Protocol Type:
= In this page,you can configure the
-C RE r
Protocol Type [GRE ~] VPN services for PPTP, L2TP and
GRE.
— GRE
GRE Destination IP Address | |

| Save & Apply || Cancel |

B L2 Service Under L2 Bridge Mode
Under the L2 Bridge connection mode, the user can use L2 Service configuration to manage
and tag 802.1p or DSCP for different VLAN packets.

Exit

& admin

Maintenance

Management

m L2 Service

__ ETH User VLAN Setting VLAN Configuration:
In thi . fi

¥ Enable untagged L2 user traffic Encapsulation DSCP [0 |(0-63) t;gg';dp:g;'u‘;?:g';;i‘:&i”;zta

! Enable tagged L2 user traffic passthrough settings. Meanwhile

you can define classfication
criterias’ priority VLAN 1D,802.1P
or DSCF,and encapsulation

Priority(0-255) [| VLAN ID(1-4094 or untag) [ 802.1P or DSCP | Value (0-7) or (0-63) | E-DSCP(0-63) DSCP corresponding to VLAN ID.

- Classification criterias list

| Save & Apply || Cancel |
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B QoS Setting
This configuration menu allows user to tag DSCP or TOS value for CPE local data

(Management) and LAN port data (Data).

BBl Network | Security I Applications I Management || maintenance || status | Exit

¥ admin
uaiy o Servce (@09 I
— DSCP Configuration DSCP Configuration:

In this page, you can configure data
classfication for DSCP and TOS.

MGMT DSCP CEnaple D0 l0~83)

Data DSCP [ Enable ID[0 ll0~63)

— TOS Configuration

MGMT TOS [ Enable  ID[0 [(0~255)

Data TOS [V Enable D0 [0~255)

Save & Apply || Cancel |

B DDNS Setting Under Router Mode
This configuration menu allows user to configure use of different DDNS service for router

mode operation.

| Maintenance |

& admin

Dynamic Domain Mame System (DDNS) | _

— DDNS DDNS Service:

DDNS allows you to access your

DynODNS.org v

DDNS Service Disable networlc using domain names instead

Uger Name DynDNS.org of IP addresses. The service manages
TZO.com _ changing IP address and updates your

Password ) L A N
ZoneEdit.com domain infermation dynamically. You

Host Mame must sign up for service through

Type TZ0.com or DynDNS . org.

Wildeard =)

— DDNS Status

Status
Internet IP Address

ddnsm.all_disahled

10.11.102.35

Save & Apply || Cancel |
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B Traffic Control Setting Under Router Mode

This configuration menu allows user to configure the data priority and allowed bandwidth for
LAN data traffic.

PETR network | Security 1 Applications 1 Management | maintenance || status | [E) Exit

— TC Settings TC Settings:

On this page you could set IP Traffic

[
TC Enable Status —/ Enable Control settings.

Total Bandwidth ULDLBandwidth(d /o [Kops

— Metmask Priority

Metmask Priority:

You may specify priority for all fraffic

IPMask MAX UL Bandwidth Kbps MAX DL Bandwidth Kbps from a given IP address or IP range.
UL/DL Bandwidth:

Value of UL/DL Bandwidth is 0
represent the UL/DL Bandwidth is
| Save & Apply || Cancel | Dizable.

6 Security Configuration

B Firewall

This allows user to configure CPE firewall.

Applications Management Maintenance

— Firewall Protection Firewall Protection:
Enable or disable the SPI firewall.

SPI Firewall ¥ Enable

Block WAN Requests

By enabling the Block WAM Request
feature, you can prevent your network
from being "pinged” or detected, by
other Internet users. The Block WAN
) Filter IDENT (Port 113) Request feature also reinforces your
network security by hiding your
networl ports. Both functions of the
Save & Apply || Cancel | Block WAN Request feature make it

more difficult for outside users to work
their way into your network. This
feature is disabled by default.

— Block WAN Requests

I Block Ancnymous Internet Requests

B ALG

This allows user to configure the application level gateways for many common applications.
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LTE Network Security Applications Management Maintenance

Exit

& admin

Application Layer Gateway (ALG)

— ALG Passthrough

IPSec Passthrough
L2TP Passthrough
PPTF Passthrough
FTP Passthrough

H323 Passthrough
SIP Passthrough

RTSP Passthrough

¥/ Enable
| Enable
¥ Enable
¥/ Enable
#| Enable
¥/ Enable

| Enable

Save & Apply || Cancel |

ALG Passthrough:

‘You may choose to enable PPTPR,
FTF,H323 and s0 on passthrough to
allow your network devices to
communicate via ALG.

B Defense

This allows user to configure defense policy for the LTE and local LAN interface to prevent

hostile attack.

Applications. Management Maintenance

Attack Defense

1 IP Cheat

Attack Defensze | Enable
— Defense
Defense Area
— Scanning Defense
) IP Scanning PPS
! Port Scanning FPS

— DoS§ Defense

1 ICMP Flood
] UDP Flood

) Land Attack
) WinNuke

) YN Flood Threshold{100 | PPS

— Dubious Packet Protect

| Large ICMP Packet(>1024 bytes)
! TCP Packet Without Any Flag

| TCP Packet With SYN And FIN Flag
[l TCFP Packet With FIN No ACK Flag

— IP Options Protect

1 IP Timestamp Cption

) IP Record Route Option

] IP Loose Source Route Option
) IP Strict Source Route Option
) Invalid IP Options

Save & Apply || Cancel |

Exit

& admin

Regional setfings, you can select LAN
or WAN area, while LAN area is
selected, the targeted packeis are
from the LAN port, while WAN area is
zelected, the targeted packels are
from the WAN port.
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B Access Restrictions
This allows user to define access policy for LAN devices. It can support URL blocking as well.
Exit

& admin

Applications Management Maintenance

Access Restrictions

[Frevair| [ALG"

Access Restrictions

Filter Access

! Enable

— Access Policy

| Save & Apply || Cancel |

Access Restrictions Policy:

You may define up to 10 access
policies. Click Delefe to delete a policy

or Summary to see a summary of the
Policy palicy.
Status ' Enable '® Disable
Status:
Policy Name | |
Enable or disable a policy.
PCs Edit List of PCs poley
') Deny Internet access during selected days and hours. Policy Name:
® Allow You may assign a name to your policy.
Days:
— Days:
Choose the day of the wesk you
Everyday il would like your policy to be applied.
Week Sun Mon Tue Wed Thu Fri Sat
Times:
Enter the time of the day you would
— Times like your policy to apply.
0]
24 Hours . Blocked Services:
From © [12 v [{oo v |[AM v | To[12 v [{00 v |[AM ¥ | You may choose to block access to
certain services. Click Add/Edit
_ Blocked Services Service to modify these seftings.
Catch all P2P Protocols g Website Blocking by URL:
P2F Protocoll [None v || | - | | ‘You can block access to certain
websites by entering their URL.
P2F Frofocol2 [None v [~ |
P2P Protocol3 [None v [~ | Website Blocking by Keyword:
P2F Protocold [None v || | - | | ‘You can block access to certain
Add/Edit Service website by the keywords contained in
their webpage.
— Website Blocking by URL Address
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7 Applications Configuration

B Port Range Forwarding
This allows user to configure the port range forwarding rules for the CPE in router mode.
Exit

¥ admin

Maintenance

LTE || Network || Security | GICCI=TUEN | Management

Port Range Forwarding

Forwards Port Range Forwarding:

= Certain applications may reguire to
[ Start__J End | | Enable | open specific ports in order for itto
function correctly. Examples of theze
applications include servers and
certain enline games. When a request
for a certain port comes in from the
| Save & Apply || Cancel | Internet, the device will route the data
to the computer you specify. Due to
security concerns, you may want to
limit port forwarding to only those
ports you are using, and uncheck the
Enable checkbox after you are
finished.

B Port Forwarding

This menu allows user to configure the port forwarding rules for the CPE in router mode.

LTE || Network || Security |G\ o= 1 L8 | Management || Maintenance || Status Exit

Port Range Forwarding i i 4 admin

Forwards Port Forwarding:

= Certain applications may reqguire to
| Portto |} Enable | open specilic ports in order for it to
function correctly. Examples of these
applications include servers and
certain online games. When a request
for a certain port comes in from the
| Save & Apply || Cancel | Internet, the device will route the data
to the computer you specify. Due to
security concerns, you may want to
limit port forwarding to only those
ports you are using, and uncheck the
Enable checkbox after you are
finished.
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m DMz

This menu allows user to configure the DMZ setting for CPE in router mode. Web server,
Telnet/SSH and Ping Service port can be exempted from DMZ mapping if required. By
enabling DMZ option will make the specified local LAN host (DMZ IP) exposed to Internet.

||FH Network H Security | Applications [ Maintenance |

| SNURSPRNDN S—— ) W SS—_—

Management [E] Logout @ Reboot

« & admin

Demilitarizea zans (OMZ) |
DMZ DMZ:
DMZ Enable Stat 1 Enabl Enabling this option will expose the specified host to the
nable Status — Enable Internet. All poris will be accessible from the Internet.
DMZ Host IP Address 192.188.0. 0]
Exclude Web Server Port < Enable
Exclude Telnet/SSH Port #! Enable
Exclude Ping Service # Enable

This menu allows user to configure the uPnP application for on-demand “DMZ” support. The

current forwarding rules created can be viewed and cleared if required.

— Forwards

Forwards:

Configure Port forwarding for UPnP.
From WAN) ] o (LAN) ] IP Address y y

Click the delete to delete individual
- None - entry.

| Delete All | | Auto-Refresh is On |

UPnP Service:

Allows applications to automatically
— UPNP Configuration setup port forwardings.
UPNF Service ! Enable
UPNP Notification Interval (30~6003)

| Save & Apply || Cancel |
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B Port Triggering
This menu allows user to configure forward certain port range to different port range for

specific protocol.

Forwards Application:

Enter the application name of the

Triggered Port Range Forwarded Port Range trigger
EZ Cr stat  JEnd ] Enable |

- Mone - Triggered Port Range:

For each application, list the triggered

port number range. Check with the
Internet application documentation for
the port number(s) nesded.

| Save & Apply || Cancel |

Forwarded Port Range:

Faor each application, list the
forwarded port number range. Check
with the Internet application
documentation for the port number(s)
needed.

Start:

Enter the starting port number of the
Triggered and Forwarded Range.

End:

Enter the ending port number of the
Triggerad and Forwarded Range.

8 Management

H Device Management
The menu allows user to configure device management mode and various control. Telnet,
SSH, and HTTPs can be enabled or disabled via configuration. Auto WEB GUI logout can also

be configured.

‘FH Network H Security H Applications

Management | Maintenance || Status [E] Logout O Reboot
I Device Management [.Iiil.z-lw——.v— ration | Im | CBRS Configuration |

Device u Seting |
Remote Management Remote Management:
This section configures whether to enable TR0G9
{TROSQ Management ] management for the device.

Device Management Options Device Management Options:
This seclion defines the device access permission

(]
Telnet Service " Enable management options
SSH Service =) Enable
Access Control Remote Management v Access Control:

It defines the login restriction for Web and SSHD access, as

2] .
HTTFs From WAN * Enable HTTPs F'crl well controls how hard RESET works.
Romot I Addes Fol T ——
Auto-Logout Timeout [Enable v |20 | ( minutes:1~25)
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When Telnet is enabled, user can telnet to CPE according to the below steps:

» cmd shell and run command:
> telnet10.1.1.1

» Login: root

» Password: root123

® TRO69

The menu allows user to configure the necessary setting for TR069 management of the CPE
device.

|?H Network H Security H Applicatio

ns | [T | Maintenance | | status [ELogout & Reboot
Device Managemes TR069 Configuration BRS Configuratio
ml s | M|

TRO069 Management Setting

~ TR069 Configuration

TR069 Configuration
This part contains TR069 ACS server and ACS STUN server
ACS URL
configuration.
ACS Usemame
ACS Password

Re-enter Password

Periodic Inform Enable Ci
Periodic Inform Interval 3600 seconds(90~604800)
Periodic Inform Time 2001 01 |01 |T|00 [ |00 00

Connection Request Username
Connection Request Password

Re-enter Password

~ACS STUN Configuration

STUN Enable Status Enable

Server Address

Server Port 3478 {0~65535)
Username

Password

Re-enter Password
Minimum Keep Alive Period 10 seconds(10~90)

Maximum Keep Alive Period 80 seconds(10~90)

| Save & Apply I Cancel I Connect ACS |

B CBRS Configuration

The menu allows user to configure the necessary setting for CBRS SAS registration of the
CPE device.
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Maintenance Logout @ Reboot

Management

Applications
Dk arasenen | (T80 Cotaion | "S-
cars setting |

« & admin

CBRS Configuration

~ CBRS Info CBRS C
. This part contains CBRS Class B device related
CBSD SerialNumber K6500DFEA3FA N
configurafions for SAS registration.
CBSD Category CLASSB

~ CBRS Configuration

Test Mode ) Enable
CPl Registered “ Enable
Single Registered ¥ Enable

SAS URL 7

~ CBRS CPI Data

Protected Header

Encoded CPI Signed Data

Digital Signature

Save & Apply

~ Load CBRS Certificate

CBSD Certificate Choose File | No file chosen
CBSD Ceriificate already exisis
CBSD Key Choose File | Nofile chosen

CBSD Key already exists

SAS CA Certificate Choose File | No file chosen

CBSD SAS CA Certificate already exists
|Please select the update package file |

Status

H SNMP

The menu allows user to configure the SNMP setting.

Logout @ Reboot

Applications | UEUEVL VI | maintenance

« & admin

Device Management CBRS Configuration
swue |

SNMP;

SNMP
- Simple Network Management Protocol.

SNMP Agent | Enable

Read-Only Community Read-Only Community:

Read-Write Community Enables a remote host to retrieve ‘read-only’ information from
s deice

Agent Port

Read-Write Community:
Used in reguests for information frem a remote host and to
modify setfings on this device.

Save & Apply

Agent Port
The listening UDP port number on this device.
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9 Maintenance

B General

The menu allows user to configure the WEB GUI login password, time and language setting.

[} Logout @ Reboot

‘FH Network H Security H Applications H Management ‘

General I.-I rare Upgrade |

~Change Password 0Old Password:

The password currently in use.
Old Password

New Password New Password:

Re-enter to Confim The new password length is 4 to 20 characters, the

characters of 0~9 or a~Z.. Enter the new password a second
time to confirm it

Time Settings

—Time Settings Time Settings:
Choose the time zone you are in and Summer Time (DST)
NTP Enable Status ¥ Enable period. The device can use local time or UTC time
Time Zone / Summer Time (DST) UTC 7 none A
N Auto-Refresh:
NTP Server 0.pool.ntp.org (e.g. ime.nist.gov)
This option controls whether the Web page contains
Use Local Host Time [Tue 28 Apr 2020 09:10:24 \m dynamica data will be automatically refreshed when the page
Refresh Interval 720 ( minutes'5 ~ 1440 ) is open.

Auto-Refresh

Auto-Refresh

Auto-Refresh ¥ Enable

Save & Apply Cancel ‘

B Firmware Upgrade
This menu allows user to perform firmware upgrade via WEG GUI with option to reset to

factory setting. It can also configure the remote upgrade using FTP, TFTP or HTTP.

‘FH Network H Security || Applications H Management ‘ i @ Logout ™ Reboot

| General | Firmware Upgrade I Cor

~ Local Firmware Upgrade Local Firmware Upgrade:

Click on the Browse... button 1o select the firmware file to be

Reset to defaults after upgrade * No Reset Reset to Factory Defaults
uploaded to the device

Please select a file to upgrade Choose File | Nofile chosen
Click the Upgrade button to begin the upgrade process which
must not be interrupted.

Upgrade

Remote Firmware Upgrade:

~ Firmware Rollback You need fo fill in the connection configs of HTTEFTP or

Current Firmware Version W1.5.0.P02022 Build on: Apr 28 2020 TFTF server

Rollback Firmware Version V1.5.0.P0.2003 Build on: Apr 08 2020

Click the Upgrade button to begin the upgrade process which
must not be interrupted

Rollback

Upgrade:

Link with eNB is reached in less than 5 minutes since reboot
after firmware flashing, and the link is stable during 1 minute,
Update Method None ¥ then after 1 minute of link CPE will set the running version as
Main automatically

Remote Firmware Upgrade

Save & Apply Cancel

B Config Management

This menu allows user to backup or restore device configuration file.
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Logout @) Reboot

« & admin

Backup Settings Backup Settings:

Click the "Backup® button to di Joad th nfiguration backup file f " You may backup your current configuration in case you need
Iclcthe “Backup” bution fo download ine configuration bECKUp e fo your compulet to reset the device back to its factory default settings.

Click the Backup button to backup your current configuration.

Restore Settings:

Restore Configuration | Click the Browse... button to browse for a configuration file
that is currently saved on your PC.

Restore Setfings

Choose File | No file chosen Click the Restore button to overwrite all current configurations

Please select a file to restore
with the ones in the configuration file

WARNING

Only upload files backed up using this firmware and from the same model of device.
Do not upload any files that were not created by this interface!

B Ping
This menu allows user to perform PING tests using WEB GUI interface. Both IPv4 and IPv6

can be supported.

Logout @) Reboot

Applications Management

« & admin

General Firmware Upgrade
e
Ping Test O o ]

Ping Test:

~ Ping Test
The Ping test tool is used o check the network connectivity
\P Protocol ® 1pva O IPv6 and latency. Enter the destination address and click on the
Fing | start button to begin the Ping test.

B TraceRoute

This menu allows user to configure traceroute testing

Logout @ Reboot

« & admin

Applications Management

T

~ TraceRoute Test
Traceroute is an imperiant tool to detect the routing between
the host and the destination host. Enter the ip address or

IP Protocol ‘= 1Pyd L IPVE

demain name: and click on the start button to begin the
MaxHopCount 1 traceroute test.
IP Address or Domain Name: | || stant
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m |perf
This menu allows user to configure iPerf testing using WEB GUI interface. Both TCP and UDP

tests can be supported. Remote iPerf server is required to conduct the tests.

@ Logout @) Reboot

| "General | ["Finmware Upgrade | ["Contig Management | |"Ping | [“TraceRouts |
|
~ Iperf Settings Iperf C ion:
- In this page, you can configure data classfication for Iperf.
Status Enable || Disable
Server Address Note:
Server Port 15001 (1024~65535) Firewall and DMZ will be broken during testing WAN
Management Port 5001 (1024~65535) hfouthiput with Ipert,
Measurement Time 60 Seconds Measurement Time:
Protocol Type TCP ¥ The measurement time and client time must be consistent,
Window size 256 KB
TCP Client Number 4
~ Result
Uplink Speed - Mbps
Downlink Speed - Mbps

B System Reset
This menu allows user to reboot the device or restore the device to factory defaults. Special

care needs to be taken when restoring factory defaults.

[ Logout @ Reboot

‘EH Network H Security || Applications H Management ‘ Maintenance

.r-_ .i. llli i i' ng i .-Ilm ‘l la i gemer Ilﬂlll i ceRou - m System Reset
System Reboot System Reboot:
Click the Reboot button to restart the device.
(System Reboot Reboot ]

Restore Factory Defaults:
Reset Device Settings

(Reslure Factory Defaults Restors

This will restore the device fo original factory setting. User will
‘ need to reconfigure the authentication setting in order to get

the device operational.

10 Status

B System

The menu shows the general system info of the CPE device. It includes connection, system,

CPE and memory usage information.
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LTE || Network || Security icati i Status [} Logout @ Reboot

« & admin

~ Connection Info Ci ion Info:
L M \TE PON This shows the information required by your ISP for
oo Tyes connection to the Intemet.
IP Address 10.14.100.205
Subnet Mask 255,255,255 255 Device Info:
ONS 2888 This is the specific name for the device, which you set on the
Setup tab.
IPv6 Address
IPvB DNS MAC Address:
This is the device's MAC Address, as seen by your ISP.
Device Info - N
Firmware Version:
~ System This is the device's current firmware.
Manufacturer

Current Time:

Product Class This is the time, as you set on the Setup Tab

Board Name GDOMT243A-0DU-C-B48
Hardware Version Up Time:
. This is a measure of the time the device has been "up” and
Firmware Version
running
BootRom Version
MAC Address Load Average:
Host Name Thig is given as three numbers that represent the system
load during the last one, five, and fifteen minute periods.
Domain Name
Current Time Tue 28 Apr 2020 091608
Up Time: 40 min
Load Average 0.01,0.05, 0.10 “
__CPU
CPU Model GDM7243A ROA [0x72430400]
CPU Clock 400 MHz
-~ Memory
Total Available 182024 KB / 262144 kB
Free 133488 KB / 188084 1B
Used 54596 KB / 183084 kB T
Buffers 0 KB / 54596 kB x|
Cached 10738 kB / 54596 kB 0% |
Active 9284 KB [ 54596 kB
Inactive 7200 kB 1 54596 kB T

B Network
The menu shows the general network status that includes PDN interface info, device routing
info, and ARP table.

LTE Nelwurk. Snx:umy. Applicati [ | i Status Logout @ Reboot

« & admin

Ntwork Status e,
~ PDN Info PDN Info:

APN internet. mnc028.m v When the wanprotol is PDN show PDN IP Map.

IP Address 10.14.100 205 Route:

DNS 88838 The routing table information.

IPvG Address

ARP:
IPvE DNS

The ARP table information.

~ Route
 Desination ] Defaut Gaoway ] Gonmask P FlagsJuoiic [ ret Juse Jimee |
0.0.0.0 0.0.0.0 0.000 u Q Q Q lteOpdn0
10.0.0.50 0.0.0.0 255.255.255.255 UH Q Q Q [teOpdn0
10110 0.0.0.0 255.255.255.0 u Q Q Q br0
127.0.0.0 0.0.00 255000 u 0 0 0 lo
192 183.0.0 0000 255255.255.0 u a a a bro

—~ARP
1P Add [wipe ——Trogs —Jrwagiess ——— Jwask  Joewo |
192188071 1] 02 ac:a2:136a12:09 " bro
101171 1] 02 ac:a2:136a12:09 " bro
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E LAN

The menu shows the local LAN network status including the LAN interface and DHCP Server
setting and current DHCP clients connected.

|| 7E | | Network | | securty |

| [FSjsiem (o) [T [FEeRsY

Logout @) Reboot

Local Netwark |
-~ LAN Status MAC Address:
MAC Add This is the device's MAC Address, as seen on your local,
ress Ethernet network.
IP Address 192.162.0.1
Subnet Mask 255.255.255.0 1P Address:
Local DNS This shows the device’s IP Address, as it appears on your
local, Ethemet network.
Port Status Up
Speed / Duplex 100Mbps / Full Subnet Mask:
Sent(Erors/Dropped) 0 packets / 0 packets When the device is using a Subnet Mask, it is shown here.
Received(Errors/Cropped) 0 packets / 0 packets DHCP Server:
RX CRC Errors 0 packets If you are using the device as a DHCP server, that will be
Collisions 0 packets displayed here.
Sent 2,681,535 bytes / 6,319 packets
581,535 bytes /6319 p DHCP Clients:
Received 490,098 bytes / 5,938 packets It displays all the LAN devices that currently connected to the
unit.
Dynamic Host Configuration Protocol
~ DHCP Status
DHCP Server Enabled
Min IP Address 192.168.0.100
Max IP Address 192.168.0.254
Client Lease Time 86400 seconds
~ DHCP Clients
 Fosiname TP Adiress MAG Adiess
- None -
The menu shows the CBRS status info.
‘ LTE | ‘ Network | ‘ Security | ‘ Appli i Logout  ( Reboot
N S —
~ CBSD status CBRS Status Info
This page contains CBRS registration and authorization info.
Registration State Unregistered
Grant State Idie
Report Time 2020-04-28 09:19:20 UTC
Protocol Running Config Parameter Error
Grant Expire Time

Transmit Expire Time
Low Freguency Limit
High Frequency Limit
Max EIRP Limit

-~ Running Information
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11 FAQ and Troubleshooting

1) My PC cannot connect to the CPE.

Re-plug the PC Ethernet cable and check if the PC LAN connection is up or showing
activity.

Check if the PoE power adapter LED is on. If it is not, check the power cord and make
sure it is connected properly. Also verify that the AC power supply is available.

If the PC LAN shows no activity and PoE adapter LED is off but the power cord is
connected properly and there is AC supply, then it is likely the PoE adapter is
damaged. Please contact distributor to obtain replacement part.

2) My PC cannot acquire IP from the CPE.

3)

4)

First check if the PC NIC interface is up and working properly. Then check the PC NIC
configuration. If the device is running in router mode, then make sure the PC DHCP is
enabled. Open the MS-DOS or CMD window, enter “ipconfig /release” and “ipconfig
Irenew” commands and see if PC can obtain IP correctly.

If the device is configured to operate in bridge mode, the PC NIC IP should be
manually configured to be 10.1.1.X / 255.255.255.0 in order to gain access to the
device WEB GUI. When you are done with the device configuration, the PC NIC IP
should be reconfigured to use DHCP for proper LTE networking.

If the problem persists, please contact the operator or distributor for further diagnose.

My CPE networking is not working properly.

You may want to check if the LTE connection is up and running properly. You can do
this by login the WEB GUI and check the Interface Info page.

You may want to perform a factory reset and see if the problem is being corrected.
You can do this by log into the WEB GUI using the “admin123” administrator password
and perform restore the unit to default factory setting.

If the problem cannot be corrected by factory reset, please contact the operator or
distributor for further diagnose.

| forget the login password and like to reset the unit to factory default.

Please look up the IMEI number in the CPE unit label. The unit can be reset to factory
default setting by entering the IMEI number in the WEB login window.

After the unit is reset to factory default, you can login using the default password.
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