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SINAMICS G120 HREEEMHR GEM)
SINAMICS G120 Smart Access (option)
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For more information about the module, see SINAMICS G120 Smart Access Operating Instructions.
SINAMICS G120 % geiEEesit SINAMICS G120 Smart Access
iT 1% Article number: 6SL3255-0AA00-5AA0 {7 Unit: mm
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ThRE Functionality
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SINAMICS G120 Smart Access is a Wi-Fi-based Web server module and an engineering tool. It allows web-
based access to the supported SINAMICS G120 inverter from a connected device (a conventional PC with a
wireless network adapter installed, a tablet, or a smart phone), realizing inverter operations such as quick
setup, parameterization, JOG, monitoring, diagnostics, backup and restoring. SINAMICS G120 Smart Access
is only for commissioning and thus cannot be used with the inverter permanently.

E#: ¥ % Connecting the device

AL Side view

samics o1 mies | BEEMRIRA | BERL e PR B4 3 38 )
SINAMICS G120 Smart Access | Device with wireless | Operating Recommended Web browser
network adapter system
Windows 7 e > Google Chrome 64.0.3239

e > |E 11.0.9600
e > Firefox 45.0.2

))) ’ PC

e > Edge 38.14393.1066
e > Firefox 45.0.2

Windows 10

BEET-HU PR | = Apple iOS  |e = Firefox 10.6
D Smart phone/tablet | 10.2 o Safari
2 Android ® > Google Chrome
6.0.1 64.0.3202.84

o > Firefox 45.0.2

DT ARAE M S I R, TR R DA SRR AT R A

Siemens recommends that you use the Web browsers listed above to achieve optimum browsing performance.
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LED JR#Z LED Status

Flashing green

LED Bifa Color $#i8 Description
RIS RGNS B 5 ARG AR N AE .
Inverter Solid red The communication between the module and the inverter is not
communication established.
gz ML 5 QLI E
Solid green The communication between the module and the inverter is
established.
Wi-Fi il {5 RGNS W 283815 IETERT 4G 1L
Wi-Fi Solid red The network communication is initializing.
communication | K53 W28 W64k B 58 BB i AR PC B3l e
Solid yellow The network initialization completes but the module is not
connected to a PC or mobile device.
gk S PC 8i# 8% ¢ COLiERE,  BUFE AT AT HF I 1L o
Solid green The connection between the module and the PC or mobile device
is set up and you can open the Web pages now.
QG s PC i3k & ks, Mo .

The connection between the module and the PC or mobile device
is set up and the Web page is open.

AR
Flashing yellow

AEEHRL R T2 52 B, Wi-Fi fic B8 o 75 225 S o
The module requires a restart because an upgrade completes or
the Wi-Fi configuration is modified.

LLHAS T N AR

Alternating flashing

red and yellow

REHIEAE T o

The module is upgrading.

HARH#E Technical specifications

#iE HUJE Rated voltage

15V DC

T B AT TAEMIZR Wireless technology and working frequency

Wi-Fi 2400 MHz ... 2483.5 MHz

B RHiTh #% Maximum radio frequency power

17.5 dBm (EIRP V)

Toek A 3 Wireless modulation type 802.11 b/g
KLkH i Antenna gain 1.9 dBi

HEBR T 15 2 Y5 Extreme temperature range -10°C ...60 °C
IEATHIEILE Operating ambient temperature 0°C..50°C™

9 EIRP #R&2 4 M4E S Th% . EIRP means effective isotropic radiated power.
") }E#E UL K according to UL requirement

SINAMICS G120 Wik SINAMICS G120 Web address

e http://192.168.1.1
o https://192.168.1.1 (7 T #F1%2% SSL iE 15 requires download and installation of SSL certificates)

22358 SSL WEH (fUER T https://

[

Vi) Installing SSL certificates (https:// access only)

BT Windows 10 ) PC 5k T i0S B3k %5 https:// Vil SINAMICS G120 ML, sk

SSL i3,

To access the SINAMICS G120 Web pages with https:// from Windows 10-based PCs or iOS-based mobile
devices, you need to install SSL certificates.



http://192.168.1.1/
https://192.168.1.1/

3. TEHT I0S Ml & b, 18 W E > @M > fid ot SERERME S, MRIET O8RS
“G120 Smart Access 2018” .
Select "Settings > General > Profiles" to view configuration profiles in your iOS-based mobile device and
make sure that the certificate has been issued to "G120 Smart Access 2018".

o FEETF Windows 10 ) PC L33 Installing on Windows 10-based PCs
1. HEAEB ML (hitps://support.industry.siemens.com/cs/ww/en/ps/13225/d1) , F#H 3 “G120
smart access certificates.zip” . f#EIFTi3CH: “root-ca-cert.der” & ALK,
Enter the certificate download Web site (https://support.industry.siemens.com/cs/ww/en/ps/13225/dl)
and download the file "G120 smart access certificates.zip". Extract the certificate file "root-ca-cert.der" to
your local drive.
2. WL “root-ca-cert.der” , W “LBEEH > T FIIFUEBIEAE.

Double-click the file “root-ca-cert.der” and then select “Install certificate > Next” to open the certificate

store.
3. M HSFIEBEBON FIAERE” , SFRE] 2 B ERHUE B AR . 0] General .
Select “Places all certificates in the following store” and then browse to “Trusted Root Certification <7
Authorities”. [Profiles 2 ]
4. R > EE> BE” SERUE R k. AT LLEIE SINAMICS G120 % R At 1y 17] ‘
SINAMICS G120 M i,
- e . . CONFIGURATION PROFILES G120 Smart Access 2018
Select "Next > Finish > OK " to complete the certificate installation. Now you are able to access the ’

SINAMICS G120 Web pages via the SINAMICS G120 Smart Access. —l .
@ G120 Smart Access 2018 V| Steneaby S120 SmariAccess 2018
o T i0S MBI 423k Installing on iOS-based mobile devices e
1. BT i0S WAASIFEIE FHOCME, EHFEI0S e (L PCO HEAUET T 4Muk
(https://support.industry.siemens.com/cs/ww/en/ps/13225/dl) , F#H 3 “G120 smart access 4. EP CBE > A > KTFANL > IEBEERE” . FFRAHRIET “G120 Smart Access 20187 [ 4= Ti
certificates.zip” . fEEIE-B XA “root-ca-cert.der” ZIF iOS W44 A HI IR 5. BIFERFLLEL SINAMICS G120 £ B #e Atk ji 1 SINAMICS G120 M 1T,
As iOS devices do not support directly downloading files, enter the certificate download Web site Select " Settings > General > About > Certificate Trust Settings" to enable full trust for the root certificate
(https://support.industry.siemens.com/cs/ww/en/ps/13225/dl) from a non-iOS device (for example, a PC) "G120 Smart Access 2018". Now you are able to access the SINAMICS G120 Web pages via the

and download the file "G120 smart access certificates.zip". Extract the certificate file "root-ca-cert.der" to SINAMICS G120 Smart Access.
your local drive of this non-iOS device.

2. HGUEBSCE DA T ORGE B N FIRFE IR S (@Y o 10S WA A BRI (") BRAR
HIRAS ("™, HdIE, IR RGeS (@ .
Send the attached certificate file to an E-mail account of your choice ("@"). Use the built-in mail
application ("®") of your iOS-based mobile device to log in to your E-mail account ("®"), receive the
attachment, and tap the attachment to install the certificate (“@").

- [&g General

From ~  ((H-FlEFHLAE 1 Email address 1)

To. | [FaJBHE 1 Email address 1) ® 7EE 108 s L3Rk [ About
e \ \_ Operate on non-i0S
device
Subject: ‘ certificate

[Certificate Trust Settingr

Attached: [’:ﬁ]mut—ca—cert.der (1 KB);

’ G120 Smart Access 2018

SN S i

Root Certificate

Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

(3) (B HfiIBAE 1 Email address ‘9) \ {E10S i Lk

Details Operate on i0S
device

® °
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LB IR TR M 44 %8 Establishing initial wireless network connection

1. SINAMICS G120 & Bt I AL BN AL 5, 47 atilie, 545 F WLAN #28 (> 3 ) JF/a Rk
) Wi-Fi 8.

After you have fitted the SINAMICS G120 Smart Access to the inverter, power on the inverter and then hold

down the WLAN button (> 3 s) to enable the Wi-Fi connection of the module.

2. JiH PC sl shift & W Wi-Fi 800, WH{E PC LB L ELM%ES:, JHiftH3h IP #ECHH.
Activate the Wi-Fi interface inside your PC or mobile device. If you desire to establish the wireless network
connection on your PC, make sure that you have previously enabled the automatic IP settings.

3. 2% SINAMICS G120 #gEiEAAH I TE L M 4% SSID: G120 smart access_xxxxxx ( “xxxxxx” L&
SINAMICS G120 % A #ERALH: MAC Hiutik K BT o
Search the wireless network SSID of the SINAMICS G120 Smart Access: G120 smart access_XXXXXX
("xxxxxx" stands for the last six characters of the module MAC address of the SINAMICS G120 Smart
Access).

4. EINTCEM Z8 TS )R S (BRINVEETY: 12345678) .

Enter the wireless network password to launch the connection (default password: 12345678).

5. fECFFRIP VAR AN IP ke (http://192.168.1.1 BX https://192.168.1.1) .

Enter the IP address (http://192.168.1.1 or https://192.168.1.1) in the supported browser.

6. WHCHELIIM TG, MARE L. FrEidRIRERN 8 M, Al REMNSFENAE. N
FAFE ML 24k, A 10 B 20 NERFRGHTERS (TR 8 B 20 M),
MHEAGUURURER: 1) g 0..9; 2) KE%EE: ALZ: 3) MNEFEE: a..z; 4) KRR 15 - IR
~ L@ # % % A & %, AT
After the Web page for password change opens, enter a new password. The minimum requirement for the
new password is 8 characters including numbers, uppercase and lowercase letters. To achieve better
network access security, enter a new password of 10 to 20 characters (required character length: 8 to 20)
that includes all of the following four categories of password characters: 1) numbers: O ... 9; 2) uppercase
letters: A ... Z; 3) lowercase letters: a ... z; 4) special characters: _, -, ~, |, @, #, $, %, *, &, and *; the space
character is not allowed.

R, EEMERIE S — R EYTRR . TR SRR BT I 0 R AR A4S I R PR

o % WHIKEEN 8 B 9 NERF, BIEHE. REMNSFRAS.

o i KR 10 B 20 MEAF, BEHT. KERMNEFRNAS. BESEEKERN 8 3] 9 M4, [
WOAEHT . REMNG FRE R R A& .

o W EIKEEN 10 3] 20 MERF, BFEHCE. REHMNE FREU RS .

Note that this password change page includes a security level indicator. The indicator displays as follows

with the complexity of the new password:

e Low: The password includes 8 or 9 characters and is a mixture of numbers, uppercase and lowercase
letters.

e Medium: The password includes 10 to 20 characters and is a mixture of numbers, uppercase and
lowercase letters. Or, the password includes 8 or 9 characters and is a mixture of numbers, uppercase
and lowercase letters, and special characters.

e High: The password contains 10 to 20 characters and is a mixture of numbers, uppercase letters,
lowercase letters, and special characters.

7. 1%4% SINAMICS G120 & ReiE 4 i 4N % SSID, SR EHNHN Wi-Fi %509 /5 3% 4% .
Select the wireless network SSID of the SINAMICS G120 Smart Access and then enter the new Wi-Fi
password to launch the connection.

G120 smart

-~

SWSGPOL Connected ] | coanection, Security

al
Connect

scanmyope:  [WeAzFOna -

Praperties Encyption type: | AES -

2)|

= Metwork sscurity key seseen s

/ 3
\/

)

Advanced seftings

8. N IP Hutik (http://192.168.1.1 5% https://192.168.1.1) 4T FE i,
Enter the IP address (http:/192.168.1.1 or https://192.168.1.1) to open the home page.

ToL W 48 %825 Wireless network connection examples

Windows 7/Windows 10 Android/iOS
1. s PC %A LM [ ] Elr. BB H A B BEFALA) WI-Fi B & 1, 1R AR
click B on the taskbar on your PC. I N TCLR W 2 5 R0 J8 s

2. PR H AR 34N TE L W 48 550 5 5hide e, Go to the Wi-Fi setting window on your tablet or smart
phone, select the target network, and then enter the

Select the target network and enter the . .
wireless password to launch the connection.

wireless password to launch the connection.

vienna hotel WIFI L

Not connected =
dﬂﬂ Connections are available G120 smart access_60c3e2
Wireless Network Connectior -
SWsGPO1 L)
V20Web_XHL oM
ESP_APP_Test e
G120 smart access_60c3e2 M
¥ Connect automatically J_Et:uir;;;lj
LieBaoWiFi738 " @
r

S AL Wi-Fi it B Resetting Wi-Fi configuration
7£ SINAMICS G120 & fig A YO HUIRES T 1A R AL =R UL B 71K SINAMICS G120 & feiE it
Wi-Fi it B 272 T BRIME.

When the SINAMICS G120 Smart Access is in power-on state, holding down the reset button for more than
three seconds resets the Wi-Fi configuration of the SINAMICS G120 Smart Access to factory defaults.

e Wi-Fi (SSID): G120 smart access_XXXXXX

“xxxoxxx” AL B MAC Mk f5J5 AN AN 715

“xxxxxx” stands for the last six characters of the module MAC address.
o Wi-Fi BRiA %14 Wi-Fi default password: 12345678
o BRIMIRIEIE Default frequency channel: 1


http://192.168.1.1/
https://192.168.1.1/
http://192.168.1.1/
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http://192.168.1.1/
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V489 Note

TEf T BN A AT Wi-Fi BLE 2 87, HfR SINAMICS G120 £ 8B - Wi-Fi J8{5 LED (PRANE K
S/ OK TG A INIR. Wi-Fi 3815 LED IREAH GNRRR Wi-Fi lBEZ A8y, Zh)E, E8 SINAMICS
G120 Smart Access.

Before pressing the reset button to reset the Wi-Fi configuration, make sure that the Wi-Fi communication
LED on the SINAMICS G120 Smart Access lights up solid green/solid yellow or flashes green. The Wi-Fi
configuration is reset successfully when the status of the Wi-Fi communication LED flashes yellow. After
resetting Wi-Fi configuration, restart SINAMICS G120 Smart Access.

& Upgrading

7£ SINAMICS G120 W 1 _E k47 -4 m] T G ASE e ([ A1 hie A%
Upgrading on the SINAMICS G120 Web page upgrades the firmware version of the module.

H#F+4 Conventional upgrading

1. EUR P R # B AR E (bin XU BAMA fEFTE PC L#/E) : Download the target upgrade
file (*.bin file) from the following Web site to your local drive (recommended on PC):
https://support.industry.siemens.com/cs/ww/en/ps/13225/dl

2. Jjln] SINAMICS G120 M TT: http://192.168.1.1 8k https://192.168.1.1. FZI&LL NS HEATFF 4L
Access the SINAMICS G120 Web page: http://192.168.1.1 or https://192.168.1.1. Proceed as follows to
perform the upgrade:

Upgrade -
Current version: V01.02.00.08 Upgrade Please select a file | J
Additional information i LN -

7/ 2 il - Successfull
o — W' Current version V00.08.01.00 V | W hote Base package

1S configuration |
p & Note: If your mobile phone does d Next sleps
;ﬁ?ﬂﬁg%‘i‘ﬁ'ﬁ TES,Z'Q:L',T“&, PC. 1. Restart the Smart Access module.
Restart G120 Smart Access » UPg! y
2. Clear the browser cache.
OK 3. Refresh your Web application.

Quick setup mode

i

T+ 5, SINAMICS G120 Smart Access <1E10FM 5N 45 R 5 B 3hE S .

After upgrading is successfully complete, the SINAMICS G120 Smart Access will restart automatically after
the 10-second countdown time has elapsed.

3. T BRI N A TR A 2% N AR

Clear the browser cache and refresh your Web application.

H AT+ Basic upgrading

TR, ATREAT AT

Basic upgrading is applicable only when conventional upgrading fails.

1. B M N8 B ARTH RO (bin S0 B4R GEFESE PC L#:/E) : Download the target upgrade
file (*.bin file) from the following Web site to your local drive (recommended on PC):
https://support.industry.siemens.com/cs/ww/en/ps/13225/dI

2. BEHAL T W RRZS IS, SRR BRI, SRR
Hold down the reset button when the module is in power-off state and then power on the module.

3. FTIFEEARTI ML . Open the following Web site specific for basic upgrading:
http://192.168.1.1/factory/basicupgrade.html

Restart G120 Smart Acggss now(3s)

4. LT B R SE i 0 d%4F . Proceed as follows to complete the upgrade.

Connection status: connected Connection status: connected

Select file: Select file:

C:\fakepath\G120SAM.BIN — ‘
- e B
e e, Y
3

Upgrading ssfull

Next steps:

1. Restart the Smart Access module.
2. Clear the browser cache.

3. Refresh your Web application.

Response data:
Formatting successful!

Page version'V1.2
Firmware version:V01.02.03.00

Page version:V1.2
Firmware version'V01.02.03.00

5. HAK, BRI, JERIE N R .

Restart the module, clear the browser cache, and refresh your Web application.

*M#545 B Additional information

A AR BEE G B R VE I ALHIZRE . You can watch the online tutorial for operating the module from the
following link: www.Siemens.com/sinamics-accessories

Ak EEAFRERRIVERY, 20 (SINAMICS G120 Smart Access Operating Instructions) .

For information about uploading self-created certificates, see SINAMICS G120 Smart Access Operating
Instructions.

ANATEL i 75 %] 415 75 B Statement in Portuguese about the ANATEL certificate:

Este equipamento ndo tem direito a protegéo contra interferéncia prejudicial e ndo pode causar interferéncia
em sistemas devidamente autorizados.

SINAMICS G120 % ReEIEEIRTT & oL i %154 2014/53/EU.

SINAMICS G120 Smart Access is in compliance with Radio Equipment Directive 2014/53/EU.

YR R
SINAMICS G120 %fEi%
BRI F i
Scan the QR code to

A AR &
U AIE .
download SINAMICS Scan the QR code for
G120 Smart Access Declaration of

user documenta- Conformity and

tions. T i Certificates.

...EUf# F%%4%: ... or follow the link: LB 2 . or follow the link:

https://support.industry.siemens.com/cs/ww/en/ps/1  https://support.industry.siemens.com/cs/ww/en/ps/1322
3225/man 5/cert

3

A RIS IEESES € i

FERL AR FPHE .
Scan the QR code for
information on our
Online Support app.

Scan the QR code to
access the local

contact partner
database.

. ERAEHIBERE: ... or follow the link: . ERAHHIBERE: ... or follow the link:
https://support.industry.siemens.com/cs/ww/en/sc/2 https://www.automation.siemens.com/aspa_app/?lang=
067 en&showLayer=0
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NCC Statement in Traditional Chinese:

NCCRIh R B R ES SR EERE

B SRREREER ARG HER, JEEF, AR FSEUEHF IS E A SRR IR
Tl A Bl 8 O R T R S T e

B RIRGHHER AR e LTS, REA TR, BAE,
A 25 2 TR R T AS AR A

HITH AR, RIKEEER e e AR RIS (R RN E AL Z B F T3, B
I B ] R PR A 1 R R A 2 TR

FCC Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

Please note that changes or modifications not expressly approved by the party responsible
for compliance could void the user’s authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:
—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

—Consult the dealer or an experienced radio/TV technician for help.

RF exposure statement

This equipment complies with radio frequency exposure limits set forth by the FCC for an
uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm between
the device and the user or bystanders.

This device must not be co-located or operating in conjunction with any other antenna or
transmitter.

IC Statement

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation,
Science and Economic Development Canada’s licence-exempt RSS(s). Operation is subject to
the following two conditions:

(1) This device may not cause interference; and

(2) This device must accept any interference, including interference that may cause
undesired operation of the device.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux
CNR d'Innovation, Sciences et Développement économique Canada applicables aux appareils
radio exempts de licence. L’ exploitation est autorisée aux deux conditions suivantes :

(1)L’ appareil ne doit pas produire de brouillage;

(2)L’ appareil doit accepter tout brouillage radio¢lectrique subi, méme si le brouillage est
susceptible d” en compromettre le fonctionnement.

This equipment complies with radio frequency exposure limits set forth by the Innovation,
Science and Economic Development Canada for an uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm between
the device and the user or bystanders.

This device must not be co-located or operating in conjunction with any other antenna or
transmitter.

Cet équipement est conforme aux limites d'exposition aux radiofréquences définies par la
Innovation, Sciences et Développement économique Canada pour un environnement non
controlé.

Cet équipement doit étre installé et utilisé avec un minimum de 20 cm de distance entre le
dispositif et |'utilisateur ou des tiers.

Ce dispositif ne doit pas étre utilisé a proximité d'une autre antenne ou d'un autre émetteur.



