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REVISION HISTORY

The revision history for this test report is shown in table.

Revision No. Date of Issue Description

0 February 06, 2024 Initial Release

Notice

Content

The results shown in this test report only apply to the sample(s), as received, provided by the applicant,
unless otherwise stated.
The test results have only been applied with the test methods required by the standard(s).

When confirmation of authenticity of this test report is required, please contact www.hct.co.kr

The test results in this test report are not associated with the ((KS Q) ISO/IEC 17025) accreditation by KOLAS
(Korea Laboratory Accreditation Scheme) / A2LA (American Association for Laboratory Accreditation) that
are under the ILAC (International Laboratory Accreditation Cooperation) Mutual Recognition Agreement
(MRA).
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1. Applicant Information
The EUT has been tested by request of

Company Qucell Networks Co., Ltd.

2. Equipment Under Test (EUT)
2.1 Identification of the EUT

Model QC-336A
Serial Number SC280700009
Hardware version 1.0

Software version NRS6A0-4.5.1
Firmware version 2004

FCCID 2AS48QC-336A
CBSD Category Category A
Unit Under Test Type BTS-CBSD

Transmitter Frequency Band NR n48

2.2 Supported Features

Conditional Test Case Supported

Cl Mandatory for UUT which supports multi-step registration message

Mandatory for UUT which supports single-step registration with no CPI-signed data
- in the registration message. By definition, this is a subset of Category A devices O

which determine all registration information, including location, without CPI

intervention.

3 Mandatory for UUT which supports single-step registration containing CPI-signed 0

data in the registration message

ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT 0

measurement report type.

cs Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement O
report type.

ce Mandatory for UUT which supports parameter change being made at the UUT and
prior to sending a deregistration.
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3. Measurement Setup

3.1 Test Equipment

Report No. HCT-O0T-2402-SS001

Due to
No. Instrument Model Manufacturer Serial No.
Calibration
1 Signal Analyzer N9020A Agilent MY51240852 2025-01-25
2 SAS Test Harness Laptop NT551XDA SAMSUNG KPXH99YR9003T4D N/A
3.2 Test Environment
SAS Test Harness version  V1.0.3
Operating System Windows 10
TLS Version V1.2
Python version V2.7
3.3 Test Configuration
SAS Test
Harness
SAS-CBSD
interface
CBSD Unit-
Under-Test
CBSD RF
interface
RF Test
Equipment
F-TP22-03 (Rev. 05) Page 7 of 48
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4, Test Summary

Report No. HCT-0T-2402-SS001

Section Test Case ID Test Case Title R:Ztl ¢
6.1.4.1.1 WINNF.FT.C.REG.1 Multi-Step registration PASS
6.1.4.1.7 WINNF.FT.C.REG.7 Registration due to change of an installation parameter PASS
6.1.4.2.1 WINNF.FT.C.REG.8 Missing Required parameters (responseCode 102) PASS
6.1.4.2.3  WINNF.FT.C.REG.10 Pending registration (responseCode 200) PASS
6.1.4.2.5  WINNF.FT.C.REG.12 Invalid parameter (responseCode 103) PASS
6.1.4.2.7  WINNF.FT.C.REG.14 Blacklisted CBSD (responseCode 101) PASS
6.1.4.2.9  WINNF.FT.C.REG.16 Unsupported SAS protocol version (responseCode 100) PASS
6.1.4.2.11  WINNF.FT.C.REG.18 Group Error (responseCode 201) PASS
6.3.4.2.1 WINNF.FT.C.GRA.1 Unsuccessful Grant responseCode=400 (INTERFERENCE) PASS
6.3.4.2.2 WINNF.FT.C.GRA.2 Unsuccessful Grant responseCode=401 (GRANT_CONFLICT) PASS
6.4.4.1.1 WINNF.FT.C.HBT.1 Heartbeat Success Case (first Heartbeat Response) PASS
6.4.4.2.1 WINNF.FT.C.HBT.3 Heartbeat responseCode=105 (DEREGISTER) PASS
6.4.4.2.2 WINNF.FT.C.HBT.4 Heartbeat responseCode=500 (TERMINATED_GRANT) PASS
64493 WINNEET.C.HBTS Heartbeat responseCode=501 (SUSPENDED_GRANT) in First PASS
Heartbeat Response
6.4.4.9.4 WINNEET.C.HBT 6 Heartbeat responseCode=501 (SUSPENDED_GRANT) in PASS
Subsequent Heartbeat Response
6.4.4.2.5 WINNF.FT.C.HBT.7 Heartbeat responseCode=502 (UNSYNC_OP_PARAM) PASS
6.4.43.1 WINNF.FT.C.HBT.9 Heartbeat Response Absent (First Heartbeat) PASS
6.4.4.3.2  WINNF.FT.C.HBT.10 Heartbeat Response Absent (Subsequent Heartbeat) PASS
6.4.4.41  WINNF.FT.C.HBT.11 Successful Grant Renewal in Heartbeat Test Case PASS
6.6.4.1.1 WINNF.FT.C.RLQ.1 Successful Relinquishment PASS
6.6.4.2.1 WINNF.FT.C.RLQ.3 Unsuccessful Relinquishment, responseCode=102 PASS
6.6.4.3.1 WINNF.FT.C.RLQ.5 Unsuccessful Relinquishment, responseCode=103 PASS
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6.74.1.1 WINNF.FT.C.DRG.1 Successful Deregistration PASS

6.7.4.2.1 WINNF.FT.C.DRG.3 Deregistration responseCode=102 PASS

6.7.4.3.1 WINNF.FT.C.DRG.5 Deregistration responseCode=103 PASS

6.8.4.11 WINNEET.C.SCS.1 Successful TLS connection between UUT and SAS Test PASS
Harness

6.8.4.2.1 WINNF.FT.C.SCS.2 TLS failure due to revoked certificate PASS

6.8.4.2.2 WINNF.FT.C.SCS.3 TLS failure due to expired server certificate PASS

TLS failure when SAS Test Harness certificate is issue by

6.8.4.2.3 WINNF.FT.C.SCS.4 PASS
unknown CA
6.8.49.4 WINNE.ET.C.SCS.5 TLS failure when certificate at the SAS Test Harness is PASS
corrupted
7.14.1.1 WINNF.PT.C.HBT.1 UUT RF Transmit Power Measurement PASS
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5. Test Results

5.1 CBSD Registration Process

5.1.1 [WINNF.FT.D.REG.1] Multi-Step registration

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
. Harness - -
® UUT s in the Unregistered state
CBSD sends correct Registration request information, as specified in[n.5], to the SAS Test
Harness:
®  The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges.
2 ® Any REG-conditional or optional registration parameters that may be included in XIPASS | LIFAIL
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that is
supplied via another means.
®  SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=Ci i B
- measReportConfig shall not be included
- responseCode =0
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: PASS | OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 05) Page 10 of 48
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5.1.2 [WINNF.FT.C.REG.7] Registration due to change of an installation parameter

HCT-0T-2402-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test

Harness

UUT has successfully registered with SAS Test Harness

Change an installation parameters at the UUT (time T)

Tester needs to record the current time at which the parameter change is executed.

Monitor the SAS-CBSD interface.
UUT sends a deregistrationRequest to the SAS Test Harness.

The deregistration request shall be sent within (T + 60 seconds) from step 3.

XPASS | OFAIL

F-TP22-03 (Rev. 05)
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5.1.3 [WINNF.FT.D.REG.8] Missing Required parameters (responseCode 102)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =102
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
F-TP22-03 (Rev. 05) Page 12 of 48
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5.1.4 [WINNF.FT.D.REG.10] Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =200
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
F-TP22-03 (Rev. 05) Page 13 of 48
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5.1.5 [WINNF.FT.D.REG.12] Invalid parameter (responseCode 103)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =103
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
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5.1.6 [WINNF.FT.D.REG.14] Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =101
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
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5.1.7 [WINNF.FT.D.REG.16] Unsupported SAS protocol version (responseCode 100)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =100
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
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5.1.8 [WINNF.FT.D.REG.18] Group Error (responseCode 201)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - -
- responseCode (R) =201
. After completion of step 3, SAS Test Harness will not provide any positive response ~ ~
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: XPASS | OFAIL
® . UUT shall not transmit RF
F-TP22-03 (Rev. 05) Page 17 of 48

The report shall not be (partly) reproduced except in full without approval of the laboratory.



||
h’a Report No. HCT-0T-2402-SS001

5.2 CBSD Spectrum Grant Process

5.2.1 [WINNF.FT.C.GRA.1] Unsuccessful Grant responseCode=400 (INTERFERENCE)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 | UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ®  cbsdid=C - --

® responseCode=R

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 This is the end of the test. Verify: XPASS | OFAIL
®  UUT shall not transmit RF
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5.2.2 [WINNF.FT.C.GRA.2] Unsuccessful Grant responseCode=401 (GRANT_CONFLICT)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ® cbsdld=C - --
® responseCode (R) =401

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 This is the end of the test. Verify: XPASS | OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 05) Page 19 of 48
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5.3 CBSD Heart Beat Process

5.3.1 [WINNF.FT.D.HBT.1] Heartbeat Success Case (first Heartbeat Response)

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
' ®  UUT has registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 ® |f message is type Spectrum Inquiry Request, go to step 3, or -- -
® |f message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdid=C PASS OIFAIL
® |ist of frequencyRange objects sent by UUT are within the CBRS frequency range
SAS Test Harness sends a Spectrum Inquiry Response message, including the following
parameters:
4 ® chsdld=C - --
® availableChannelis an array of availableChannel objects
® responseCode=0
UUT sends Grant Request message. Validate:
® chsdld=C
5 ® maxEIRPis at or below the limit appropriate for CBSD category as defined by Part | XIPASS | [FAIL
96
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS band
F-TP22-03 (Rev. 05) Page 20 of 48
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SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C
6 ® grantld=G=avalid grantID - -
® grantExpireTime = UTC time greater than duration of the test
® responseCode=0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
7 ® cbsdld=C XPASS | CIFAIL
® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdld=C
8 ® grantld=G - -
®  transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
For further Heartbeat Request messages sent from UUT after completion of step 8, validate
message is sent within latest specified heartbeatInterval, and:
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response message including the following BIPASS | LIFAIL
parameters:
® cbsdld=C
® grantld=G
®  transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
Monitor the RF output of the UUT from start of test until UUT transmission commences.
Verify:
10 ®  UUT does not transmit at any time prior to completion of the first heartbeat sPASS | CIFAIL
response
®  UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.
F-TP22-03 (Rev. 05) Page 21 of 48
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5.3.2 [WINNF.FT.C.HBT.3] Heartbeat responseCode=105 (DEREGISTER)

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on
RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the latest
) Heartbeat Response, and formatted correctly, including: pass | CFALL
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdld=C B B
® grantld=G
® transmitExpireTime =T = Current UTC time
®  responseCode =105 (DEREGISTER)
4 | After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. -- -
Monitor the RF output of the UUT. Verify:
5 XIPASS OJFAIL
UUT shall stop transmission within (T + 60 seconds) of completion of step 3
F-TP22-03 (Rev. 05) Page 22 of 48
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5.3.3 [WINNF.FT.C.HBT.4] Heartbeat responseCode=500 (TERMINATED_GRANT)
#

Test Execution Steps

Ensure the following conditions are met for test entry:
°

Results

UUT has registered successfully with SAS Test Harness
UUT has a valid single grant as follows:
O validcbsdld=C

O validgrantld=G
@]
o]

grant is for frequency range F, power P

grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the latest
Heartbeat Response, and formatted correctly, including:

2 XIPASS 2

® cbsdid=C

® grantld=G

operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

[ ] =
3 cbsdid=C

- 3
® grantld=G

® transmitExpireTime =T = Current UTC time

responseCode = 500 (TERMINATED_GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.
Monitor the RF output of the UUT. Verify:

XIPASS 5
UUT shall stop transmission within (T + 60 seconds) of completion of step 3
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Report No. HCT-0T-2402-SS001

5.3.4 [WINNF.FT.C.HBT.5] Heartbeat responseCode=501 (SUSPENDED_GRANT) in First Heartbeat

Response
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
®  UUTisin GRANTED, but not AUTHORIZED state (i.e. has not performed its first
Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
2 ® chsdld=C XPASS | OFAIL
® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C B B
® grantld=G
® transmitExpireTime =T =current UTC time
® responseCode =501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. A UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
O <cbsdld=C
O grantld=G
5 O operationState = “GRANTED” XPASS | OFAIL
B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
O chdsld=C
O grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT does not transmit at any time
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5.3.5 [WINNF.FT.C.HBT.6] Heartbeat responseCode=501 (SUSPENDED_GRANT) in Subsequent Heartbeat

Response

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is sent within latest specified heartbeatInterval, and is
formatted correctly, including:

2 XIPASS | OFAIL
® chsdld=C

® ograntld=G

®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
3 ® cbsdld=C 3 3
® grantld=G

®  transmitExpireTime =T =current UTC time
® responseCode =501 (SUSPENDED_GRANT)
4 | After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. -- -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within

latest specified heartbeatinterval, and is correctly formatted with

parameters:
« chsdid=C
« grantld=G
5 . operationState = “GRANTED” PASS | DIFAIL

B. UUT sends a Relinquishment Request message. Ensure message is
correctly formatted with parameters:

+ chdsld=C
« grantld=G
Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T + 60 seconds) of completion of step 3
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5.3.6 [WINNF.FT.C.HBT.7] Heartbeat responseCode=502 (UNSYNC_OP_PARAM)

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on
RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
: heartbeatInterval,and is formatted correctly, including: pass | CFALL
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C B B
® grantld=G
®  transmitExpireTime=T=Current UTC Time
® responseCode =502 (UNSYNC_OP_PARAM)
4 | After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT. -- -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is correctly
formatted with parameters:
5 O chdsld=C XIPASS | OFAIL
O grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3.
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5.3.7 [WINNF.FT.C.HBT.9] Heartbeat Response Absent (First Heartbeat)

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
®  UUT s in GRANTED, but not AUTHORIZED state (i.e. has not performed its first
Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
: heartbeatInterval, and is formatted correctly, including: sapass | CFALL
® cbsdid=C
® grantld=G
®  operationState = “GRANTED”
After completion of Step 2, SAS Test Harness does not respond to any further messages from
3 UUT to simulate loss of network connection - -
A Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: pass | CFAIL
®  Atany time during the test, UUT shall not transmit on RF interface
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5.3.8 [WINNF.FT.C.HBT.10] Heartbeat Response Absent (Subsequent Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within the latest specified

heartbeatinterval, and is formatted correctly, including:

2 XIPASS CJFAIL
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdid=C
3 ® grantld=G - --
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
After completion of Step 3, SAS Test Harness does not respond to any further messages from
Yoot - -
Monitor the RF output of the UUT. Verify:
5 ®  UUT shall stop all transmission on RF interface within (transmitExpireTime + 60 PASS | LIFAIL
seconds), using the transmitExpireTime sent in Step 3.
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5.3.9 [WINNF.FT.C.HBT.11] Successful Grant Renewal in Heartbeat Test Case

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
O validcbsdld=C
O validgrantld=G
O grantis for frequency range F, power P
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on

. RF interface. - -
®  Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds
=Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200
seconds
O heartbeatinterval = 60 seconds
UUT sends a Heartbeat Request message.
2 If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go to Step 3. - -
Verify Heartbeat Request message is sent within the latest specified
heartbeatInterval, and is formatted correctly, including:
3 ® cbsdld=C XPASS | CFAIL
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the following parameters:
® cbsdid=C
4 ® grantld=G B B

® transmitExpireTime = current UTC + 200 seconds
® grantExpireTime =same as Step 1

® responseCode=0

5 Go to Step 2 -- -

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval, and
is formatted correctly, including:

[ ] =
6 csdld =¢ KPASS | CIFAIL
grantld=G

°
®  operationState = “AUTHORIZED”
°

grantRenew = TRUE
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SAS Test Harness sends a Heartbeat Response message, with the following parameters:

® cbsdid=C
7 ® grantld=G B B
®  grantExpireTime = UTC time set far in the future
® transmitExpireTime = current UTC time + 200 seconds
® responseCode=0
Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat
Response with the following parameters:
8 ® cbsdld=C B B

® grantld=G
®  transmitExpireTime =same as Step 7
°

responseCode =0

Monitor RF transmission of UUT from start of test until Tgrant_expire
9 ] . , , XPASS | CIFAIL
+60 seconds and ensure UUT continues to transmit throughout the time period.

F-TP22-03 (Rev. 05) Page 30 of 48

The report shall not be (partly) reproduced except in full without approval of the laboratory.



aCT

5.4 CBSD Relinquishment Process

5.4.1 [WINNF.FT.D.RLQ.1] Successful Relinquishment

Report No. HCT-0T-2402-SS001

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
1 ®  UUT has successfully registered with SAS Test Harness, with cbsdld=C B B
UUT has received a valid grant with grantld =G
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant..
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
UUT sends a Relinquishment Request message. Verify message contains all required
) parameters properly formatted, and specifically: PASS | CIFAIL
® cbsdid=C
® grantld=G
SAS Test Harness shall approve the request with a Relinquishment Response message with
parameters:
3 ® cbsdid=C - -
® grantld=G
® responseCode=0
After completion of step 3, SAS Test Harness will not provide any additional positive
‘ response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
s complete. This is the end of the test. Verify: PASS | CIFAIL
® UUT shall stop RF transmission at any time between triggering the
relinquishments and UUT sending the relinquishment requests for each CBSD.
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5.4.2 [WINNF.FT.D.RLQ.3] Unsuccessful Relinquishment, responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
UUT has received a valid grant with grantld =G
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
nvoke trigger to Relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all required
parameters properly formatted, and specifically:

® cbsdid=C

® grantld=G
SAS Test Harness shall send a Relinquishment Response message with parameters:

® chsdld=C

® Nograntld

® responseCode=R

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify:
5 o ) o o XKPASS | CIFAIL
A. UUT stopped RF transmission at any time between triggering the relinquishment

and UUT sending the relinquishment request
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5.4.3 [WINNF.FT.D.RLQ.5] Unsuccessful Relinquishment, responseCode=103

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
1 ®  UUT has successfully registered with SAS Test Harness, with cbsdld=C B B
UUT has received a valid grant with grantld =G
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
nvoke trigger to Relinquish UUT Grant from the SAS Test Harness
UUT sends a Relinquishment Request message. Verify message contains all required
) parameters properly formatted, and specifically: B B
® cbsdid=C
® grantld=G
SAS Test Harness shall send a Relinquishment Response message with parameters:
® cbsdld=C
3 ®  No grantld - -
® responseCode (R) =103
® responseData = “grantld”
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
5 XIPASS OJFAIL
UUT stopped RF transmission at any time between triggering the relinquishment and UUT
sending the relinquishment request
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5.5 CBSD Deregistration Process

5.5.1 [WINNF.FT.D.DRG.1] Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS Test

Harness
1 ®  UUT has successfully registered with SAS Test Harness, with cbsdld=C B B
UUT has received a valid grant with grantld =G
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
Invoke trigger to deregister each UUT from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsdld =C - -

SAS Test Harness shall approve the request with a Deregistration Response message with
parameters:
® cbsdid=C

® responseCode=0

After completion of step 3, SAS Test Harness will not provide any additional positive

response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is complete.
This is the end of the test. Verify:
®  UUT stopped RF transmission at any time between triggering the deregistration

and either AOR B occurs:

XPASS | OFAIL

A. UUT sending a Registration Request message, as this is not mandatory

B. UUT sending a Deregistration Request message
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5.5.2 [WINNF.FT.D.DRG.3] Deregistration responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS Test

Harness
1 ®  UUT has successfully registered with SAS Test Harness, with cbsdld=C B B
UUT has received a valid grant with grantld =G
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsdld =C - -

The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 ®  Nocbsdld - -

® responseCode =102

After completion of step 3, SAS Test Harness will not provide any positive response

5 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 UUT stopped RF transmission at any time between triggering the deregistration pASS | CIFAIL
and either AOR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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5.5.3 [WINNF.FT.C.DRG.5] Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 UUT has received a valid grant with grantld =G - -
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds
of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsdld = C - --

The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 ® responseCode (R) =103 - -

® reponseData = “cbsdld”

After completion of step 3, SAS Test Harness will not provide any positive response

5 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is complete.
This is the end of the test. Verify:
6 UUT stopped RF transmission at any time between triggering the deregistration PASS | CIFAIL
and either AOR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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5.6 CBSD Security Validation

5.6.1 [WINNF.FT.C.SCS.1] Successful TLS connection between UUT and SAS Test Harness

# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
®  The UUT shall establish a TLS handshake with the SAS Test Harness using
1 configured certificate. XPASS | OFAIL
®  Configure the SAS Test Harness to accept the security procedure and establish
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected,
2 O TLS_RSA_WITH_AES_128_GCM_SHA256 XIPASS | OFAIL
O TLS_RSA_WITH_AES_256_GCM_SHA384
O TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2 56
O TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3 84
O TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
A successful registration is accomplished using one of the test cases described in section
6.1.4.1, depending on CBSD capability.
® UUT sends a registration request to the SAS Test Harness and the SAS Test
Harness sends a Registration Response with responseCode = 0 and cbsdld.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
4 | Thisis the end of the test. Verify: XPASS | OFAIL
®  UUT shall not transmit RF

XPASS | OFAIL

Wireshark Capture Example for Test Case:

& ooy - 8 x
mEUF B IV 0BG WHCQ BLN) BAS MY SHW) EIM SERH)

mae RE QemEF § T e qi
A |ts |BES -]+
Ho. Time Source Destination Protocol  Lengtt Info -

4812 2824-61-17 32:13:27.3. 172.21.138.11 172.21.138.15 TLSvl.2 449 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

4814 2024-91-17 22:13:27.3_ 172.21.138.15 172.21.130.11 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message

4815 2024-01-17 22:13:27.3. 172.21.130.11 172.21.130.15 TLSvl.2 398 Application Data

4816 2028-01-17 22:13:27.3_ 172.21.138.15 172.21.138.11 TLsvl.2z 108 Application Data

4819 2024-01-17 22:13:27.3.. 172.21.130.15 172.21.130.11 TLSvi.2 799 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Appli.

4821 2824-61-17 22:13:27.3_ 172.21.138.11 172.21.138.15 TLSw1.2 85 Encrypted Alert

4829 2024-01-17 22:13:27.3.. 172.21.130.11 172.21.130.15 TiSvl.2 571 Client Hello

4830 2024-01-17 22:13:27.4.. 172.21.130.15 172.21.130.11 [TLsv1.2] 1514 Server Hello

4832 2024-01-17 22:13:27 .4~ 172.21.130.15 172.21.130.11 TLSvi.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

4834 2024-01-17 22:13:27.4.. 172.21.130.11 172.21.130.15 (<3 1514 43572 + 443 [ACK] Seq=518 Ack-3358 Win-65536 Len-146@ [TCP segment of a reassembled PDU]

4836 2024-01-17 22:13:27.4-. 172.21.130.11 172.21.138.15 TLSV1.2 1455 Certificate

4838 2024-01-17 22:13:27.4.. 172.21.130.11 172.21.130.15 TLSv1.2 449 Client Key Exchange, Certificste Verify, Change Cipher Spec, Encrypted Handshake Messsge

4840 2024-01-17 22:13:27.4.. 172.21.130.15 172.21.138.11 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

4841 2024-01-17 22:13:27.4. 172.21.138.11 172.21.130.15 TLSwl.2 398 Application Data

4847 2024-01-17 22:13:27.4_ 172.21.138.15 172.21.138.11 TLSv1.Z2 108 Application Data

4344 2824-01-17 22:13:27.4.. 172.21.138.15 172.21.138.11 TLSv1.2 799 Application Data, Application Data, AMpplication Data, Application Data, Application Data, Application Data, Appli..

4846 2024-01-17 22:13:27.4_ 172.21.138.11 172.21.138.15 TLSwl.2 85 Encrypted Alert

4854 2024-01-17 22:13:27.4-. 172.21.130.11 172.21.138.15 TLSv1.2 571 Client Hello v

Frame 4839: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NP ~ || 0852 10 6e ©0 00 ed ff @1 @@ e1 90 00 eb 09 o4
Ethernet II, Src: SamsungElect_1d:a9:77 (Bc:b8:ed:1d:a9:77), Dst: CigShanghai_21:83:bc (fc:b2:d6:21:8 g; :‘; 3; ‘;g ;g g; 'g g: :; g: $g B: é; :g g? é;
Internet Protocol Version 4, Src: 172.21.13.15, Dst: 172.21.138.11 : =

A 02 14 27 df 1a fe 62 1f 1 d4 af f1 42 5 54 6b
Transmission Control Protocol, Src Port: 443, Dst Port: 43572, Seq: 1, Ack: 518, Len: 1460 e e I e s

~ Transport Layer Security @1 @1 6b 05 80 30 5b 31 b 30 09 @6 03 55 04 05 - ---
v TLSv1.2 Record Layer: Handshake Protocol: Server Hella 13 2 55 53 31 12 30 10 ©6 03 55 84 Oa Oc 09 57  --US1.@- --U-
Content Type: Handshake (22) 49 Ge Ge 46 6F 72 75 6d 31 18 30 16 €6 03 55 @4  InnForum 1-@

@b Oc @ 52 53 41 20 52 4f 4F 54 20 43 41 39 30 ---RSA R 0OT

Version: TLS 1.2 (8x0303) 38 31 31 1e 30 1c 06 03 55 64 03 Oc 15 57 49 6 O11.0--+ Ur--o

Length: 39 Ge 46 6 72 75 6d 20 52 53 41 20 52 6f 6f 74 20 nForum R SA Root
“ Handshake Protocol: Server Hello 43 4130 1 17 64 32 34 30 31 31 35 30 32 31 31 CAB---24 01150211
Handshake Type: Server Hello (2) 31315217 8d 32 34 30 37 31 33 30 32 31 31 31 11Z.-240 71302111
Length: 85 31 5a 30 55 31 0b 30 09 06 03 55 04 06 13 02 55  128[1-8- --U.---U

53 31 12 30 10 06 83 55 @4 Oa Oc @9 57 49 Ge 6
26 6F 72 75 6d 31 18 38 16 96 83 55 04 Bb Gc OF
52 53 41 20 52 4f 4F 54 20 43 41 39 30 30 31 31

Version: TLS 1.2 (0x0303)
Random: ¢4100f33037004f2f481aceafibiBefblecaderaTOB5811ddb131e6b61741Fd

Session ID Length: 32 1e 30 1c 06 @3 55 84 03 Oc 15 57 49 6e 6e 46 6F
Session ID: b 7201060 7175 6d 20 52 53 41 20 52 6f 6f 74 20 43 41 30
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc®2f) 82 @1 22 3@ Bd 86 @9 2a 86 48 36 f7 od 01 61 o1
fon Method: null (B} 65 60 3 82 O1 6f 80 30 82 1 0a @2 82 61 A1 80

saion Method: nu v 3 Fb co o4 <9 29 2c o7 89 15 67 c9 19 84 o3 ob

< T > cc 08 23 5 a5 el 1b 3f 21 46 30 d6 b7 £f 9 37

© 7 Cipher Sulte (s handshake.ciphersuite), 261012 W20 4= 7519 - HAIE: 3121041.5%) ZEW: Defaul:

F-TP22-03 (Rev. 05) Page 37 of 48

The report shall not be (partly) reproduced except in full without approval of the laboratory.



Report No. HCT-0T-2402-SS001

5.6.2 [WINNF.FT.C.SCS.2] TLS failure due to revoked certificate

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS | OFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XIPASS | OIFAIL
®  Make sure that Mutual authentication does not happen between UUT and the

SAS Test Harness.
3 UUT may retry for the security procedure which shall fail XPASS | OFAIL

4 | SAS Test-Harness shall not receive any Registration request or any application data. - --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisis the end of the test. Verify: XIPASS | OFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

A oeg - a %
DR WEE 2V 0BG DMO E4m BAS) HHm SHW EIM EBTH)
e RO A« EFE S aQql
LIS B )+
No Time Source Destination Protocol Length Info -~
1514 2824-81-30 16:41:36.219882  172.31.136.11 172.21.138.15 TLsvl.2 85 Encrypted Alert
1523 2024-91-30 16:41:36.225894  172.21.130.11 172.21.130.15 TLsvi.2 571 Client Hello
1524 2024-81-30 16:41:36.241279 172.21.138.15 172.21.138.11 TLSw1.2 1514 Server Hello
1526 2024-81-30 16:41:36.241279  172.21.136.15 172.21.138.11 TLSwl.2 670 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1528 2824-81-30 16:41:36.244436  172.21.138.11 172.21.138.15 TLSvl.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
1540 2024-91-30 16:41:42.251894  172.21.130.11 172.21.130.15 TLsvi.2 571 Client Hello
1541 2024-81-30 16:41:42.363534 172.21.138.15 172.21.138.11 TLSwl.2 1514 Server Hello
1543 2824-81-30 16:41:42_.263534  172.31.136.15 172.21.138.11 TLSwl.2 678 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1545 2024-81-38 16:41:42.265565  172.21.138.11 172.21.130.15 TLSw1.2 &1 Alert (Level: Fatal, Description: Certificate Rewoked)
1556 2024-01-30 16:41:48.269056  172.21.130.11 172.21.130.15 TLSvl.2 571 Client Hello
1557 2024-61-30 16:41:48.285827  172.21.130.15 172.21.130.11 TLsvi.2 1514 Sarver Hello
1559 2824-81-30 16:41:48.285827  172.21.138.15 172.21.130.11 TLsvi.2 678 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1561 2624-81-30 16:41:48.287815  172.21.138.11 172.21.130.15 Tisvi.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
1571 2024-01-30 16:41:54.201534  172.21.130.11 172.21.130.15 TLsvi.2 571 Client Hello
1572 2024-01-30 16:41:54.3060599  172.21.130.15 172.21.138.11 TLSwl.2 1514 Server Hello
1574 2824-81-38 16:41:50.308599  172.21.138.15 172.21.130.11 Tisvi.2 678 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1576 2024-91-30 16:41:54.302677  172.21.130.11 172.21.130.15 TLsv1.2 61 Alert (Level: Fatal, Description: Cortificate Revoked) v
< >
Frame 1545: 61 bytes on wire (483 bits), 61 bytes captured (488 bits) on interface \Device\WPF_{BB7DES3( 8c b8 9 1d a8 77 fc b2 d6 21 83 bc @8 B9 45 60 w 1 E
Ethernet IT, Sre: CigShanghai_21:83:bc (fc:b2:d6:21:83:bc), Dst: SamsungElect 1d:a9:77 (8c:bB:ed:ld:ad:] gg é; g: @ ;ﬁ gs ;‘i gf g: ‘iz ot ;g gi g:; i }: /o Pfl n
Internet F-’r-mn[ul Version 4, Src: 172.21.138.11, Dst: 172.21.130.15 030 0 04 98 17 00 00 15 03 03 00 02 62 B B
Transaission Control Protocol, Src Port: 57654, Dst Port: 443, Seq: 518, Ack: 3537, Len: 7
~ Transport Layer Security
“ TLSv1.2 Record Layer: Alert (level: Fatal, Description: Certificate Rewoked)
Content Type: Alert (21)
Version: TLS 1.2 (8xB383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Revoked (44)
< >
@ 7 Alert message description (ts.alert message.desc), 140]E B3] 4 1583 - EAIF: 2701.7%) Z2 @ Default
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5.6.3 [WINNF.FT.C.SCS.3] TLS failure due to expired server certificate

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS | OFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XIPASS | OIFAIL
°

Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.
3 UUT may retry for the security procedure which shall fail. XPASS | OFAIL

4 | SAS Test-Harness shall not receive any Registration request or any application data. - --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisis the end of the test. Verify: XIPASS | OFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

FIEE - 5 x
YR HI® 27V 0BG BHO B4n) BAG FHm RHw EFM ESYH
moe RGO QuesEFErl =S aqal

LIS [BEa -]+
No. Time Source Destination Protocol Lengtt Info ]

265 2024-81-17 22:29:51.2. 172.21.138.11 172.21.138.15 TLSv1.2 571 Client Hello

266 2024-01-17 22:29:51.2.. 172.21.130.15 172.21.138.11 TLSv1.2 1514 Server Hello

268 2824-81-17 22:29:51.2_ 172.21.130.15 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

272 2024-81-17 22:29:51.2.. 172.21.130.11 172.21.136.15 TLSv1.2 1455 Certificate

274 2824-81-17 22:29:51.2. 172.21.139.11 172.21.138.15 TLSv1.2 449 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

276 2824-81-17 22:29:51.2_ 172.21.130.15 172.21.136.11 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message

277 2024-81-17 22:29:51.2.. 172.21.138.11 172.21.138.15 TLSv1.2 172 Application Data

278 2824-81-17 22:29:51.2_ 172.21.130.15 172.21.138.11 TLSv1.2 187 Application Data

288 2024-81-17 22:29:51.3.. 172.21.130.15 172.21.138.11 TLSv1.2 585 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data

282 2824-81-17 22:28:51.3. 172.21.139.11 172.21.138.15 TLSv1.2 85 Encrypted Alert

296 2024-91-17 22:29:51. 3. 172.21.130.11 172.21.130.15 TLSv1.2 571 Client Hello

291 2024-81-17 22:29:51.3.. 172.21.138.15 172.21.138.11 TLSv1.2 1514 Server Hello

293 2024-01-17 22:

51.3.. 172.21.130.15 172.21.138.11 TLSvl.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Dome

295 2024-81-17 22:29:51.3.. 172.21.138.11 172.21.138.15 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)
304 2024-61-17 22:29:56.3.. 172.21.130.11 172.21.130.15 TLsvi.2 571 Client Hello
305 2024-81-17 22:29:56.3.. 172.21.130.15 172.21.138.11 TLSV1.2 1514 Server Hello
367 2624-81-17 22:29:56.3_ 172.21.130.15 172.21.138.11 TLSw1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
309 2024-61-17 22:29:56.3.. 172.21.130.11 172.21.130.15 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired) .
321 3834.81.17 23:38.81 3 172 21 138 11 172 31 138 15 TL€u1 3§71 Fliant Halln
Frame 295: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{BB7DES3D! 8c bd €3 1d 23 77 fc b2 db 21 B3 b 08 00 45 0B w1 E
Ethernet II, Src: CigShanghai_21:B3:bc (fc:b2:d6:21:83:bc), Dst: SamsungElect_1d:a9:77 (Bc:b8:e9:1d:a9:i 80 2f b2 of 3509 40 B6 2b d4 sc 15 32 Ob sc 15 /a8 +
Internet Protocol Version 4, Src: 172.21.130.11, Dst: 172.21.130.15 == e e i i lesets oMo kO @t
Transmission Control Protecol, Sre Port: 58952, Dst Port: 443, Seq: 518, Ack: 3358, Len: 7
v Transport Layer Security
v TLSvL.2 Recerd Layer: Alert (Level: Fatal, Description: Certificate Expired)
Content Type: Alert (21)
Version: TLS 1.2 (x0303)
Length: 2
~ Alert Message
Level: Fatal (2)
Description: Certificate Expired (45)
< >
7 lert message description (s.alertmessage.desc), 1410|E. 23] +: 368 - TAIR: 3082%) E28: Default
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5.6.4 [WINNF.FT.C.SCS.4] TLS failure when SAS Test Harness certificate is issued by an unknown CA

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS | OFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate XIPASS | OIFAIL
°

Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. XPASS | OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data. - --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.
5 | Thisis the end of the test. Verify: XIPASS | OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

F-LEEEL ER k-

- o x
TEE BEE 270 0SG UHIO B4@ SAS BHY FOW SFM SSWH
mae X QesEF = aaqf
s = 1+
HMo. Time Source Destination Protocol  Lengtt Info
B 2024-981-17 22:32:06.6. 172.21.130.11 172.21.138.15 TLSV1.2 571 Client Hello
9 2024-1-17 22:32:86.6.. 172.21.130.15 172.21.138.11 TLSv1.2 1514 Server Hello
11 2024-€1-17 22:32:06.6. 172.21.130.15 172.21.130.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
13 2024-01-17 22:32:96.6.. 172.21.130.11 172.21.130.15 Tisvl.z 61 Alart (Leval: Fatal, Description: Unknown CA)
21 2824-81-17 22:32:11.6. 172.21.138.11 172.21.138.15 TLSV1.2 571 Client Hello
22 2024-81-17 22:32:11.6. 172.21.138.15 172.21.138.11 TLSv1.2 1514 Server Hella
24 2024-01-17 22:32:11.6.. 172.21.130.15 172.21.130.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
26 2024-01-17 22:32:11.6.. 172.21.130.11 172.21.130.15 TLSvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
51 2024-01-17 22:32:16.6.. 172.21.130.11 172.21.130.15 Tisvi.z 571 Client Hello
52 2824-81-17 22:32:16.7.. 172.21.138.15 172.21.138.11 TLSv1.2 1514 Serwver Hello
54 2024-81-17 22:32:16.7.. 172.21.138.15 . 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
56 2024-81-17 22:32:16.7.. 172.21.138.11 172.21.138.15 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA}
Frame 13: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\WPF_(B87DES3D-¢ 8c b0 &9 1d 29 77 fc b2 d6 21 B3 b 88 0B 45 00 wo L E
Ethernet IT, Src: CigShanghai_21:83:bc (fc:b2:d6:21:83:bc), Dst: SamsungElect 1d:a9:77 (8c:b8:e9:1d:a9:] 88 2; Bc 46 48 i‘: ‘bﬂ 86 52 3d ac ;5 82 Bb ac 15 /-F@-@ “=b
- N 1y 82 of e6 84 01 2 63 e5 08 62 T8 22 48 50 18 3 “HP
Internet Protocol Version 4, Src: 172.21.138.11, Dst: 172.21.130.15 5eas] 55 a1 62 2a 80 90 LSIRURGIGeI02IE3IEE g
Transmission Contral Protocol, Src Port: 59812, Dst Port: 443, Seq: 518, Ack: 3358, Len: 7
~ Transport Layer Security
v TiSwl.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (8xB383)
Length: 2
v Alert Message
Leval: Fatal (2)
Description: Unknown CA (48)
< >
7 mlert message description (ts.alert_message.desc), 18H0|E. B3 %= 58 - BAIE: 12(20.7%) D2 W Default
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5.6.5 [WINNF.FT.C.SCS.5] TLS failure when certificate at the SAS Test Harness is corrupted

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication withthe security procedures PASS | OFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XPASS | [IFAIL
°

Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.
3 UUT may retry for the security procedure which shall fail.

XPASS | OFAIL

4 | SAS Test-Harness shall not receive any Registration request or any application data. - --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete.

5 | Thisis the end of the test. Verify: XIPASS | OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

r B I=F] - o *
TEE BRE 27w 05 WM EH@ BAE By Fdw ERM ESWH)

Adm e ARG QesEFE _ S aQqaTlT

s B -]+
N, Time Source

1069 2024-1-20 13:39:10.6.. 172.21.130.11
1070 2024-1-20 13:39:10.6.. 172.21.130.15

Destination
172.21.130.15
172.21.130.11

Protocol  Lengtt Info
TLSvi.2 571 Client Hello
TLSv1.2 1514 Server Hello

16072 2024-61-20 13:39:10.6.. 172.21.130.15 172.21.130.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1674 2024-01-20 13:35:16.6.. 172.21.136.11 172.21.136.15 TLsv1.2 61 [alert (Level: Fatal, Description: Decrypt Error) 1
1084 2024-01-20 13:39:15.6.. 172.21.138.11 172.21.138.15 TLSv1.2 571 Client Hello

1085 2024-01-20 13:39:15.6.. 172.21.130.15 172.21.130.11 TLSv1.2 1514 Server Hello

1087 2824-61-20 13:39:15.6.. 172.21.136.15 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Dons
1689 2024-01-20 13:39:15.6.. 172.21.138.11 172.21.138.15 TLSv1.2 61 alert (Level: Fatal, Description: Decrypt Error)
1096 2024-01-20 13:39:20.6.. 172.21.130.11 172.21.130.15 TLSvi.2 571 Client Hello
1097 2624-01-20 13:39:20.6.. 172.21.139.15 172.21.138.11 TLSv1.2 1514 Server Hello
1699 2024-81-28 13:39:26.6.. 172.21.138.15 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1101 2824-01-28 13:39:20.6.. 172.21.1308.11 172.21.138.15 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
1169 2024-01-20 13:35:25.6.. 172.21.130.11 172.21.130.15 TLSv1.2 571 Client Hello
1110 2024-01-20 13:39:25.6.. 172.21.130.15 172.21.130.11 TLSv1.2 1514 Server Hello
1112 2024-01-20 13:39:25.6.. 172.21.138.15 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1114 2024-81-2@ 13:39:25.6.. 172.21.138.11 172.21.138.15 TLSv1.2 61 alert (Level: Fatal, Description: Decrypt Error)
1122 2024-01-28 13:39:30.6 172.21.130.11 172.21.130.15 TLSvi.2 571 Client Hello
1123 2024-01-20 13:39:38.7.. 172.21.130.15 172.21.130.11 TLSv1.2 1514 Server Hello
1125 2824-81-20 13:39:36.7.. 172.21.136.15 172.21.138.11 TLSv1.2 491 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
1125 2024-01-20 13:39:30.7 172.21.139.11 172.21.130.15 TLSvi.2 61 Alert (Level: Fatal, Description: Decrypt Error)
TCP payload (7 bytes) ~ Bc b9 9 1d a9 77 fc b2 d6 21 83 bc 08 00 45 00 e
- et 88 2f of 38 40 08 40 06 ce f2 ac 15 82 b ac 15 -/ @@
v TLSvi.2 Record Layer: Alert (Level: Fatal, Description: Decrypt Error) &= :; :: ‘:: ;: s; :; i: :; ; : ;g ;: e 5o a8 " N ””E“"
Cantent Type: Alert (21)
Version: TLS 1.2 (@x@303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Decrypt Errar (51)
< >

O ¥ Alert message description (ths.alert_message.desc), 18101 3 51130 - BAIE: 2001.8%) - 2 E: 00.0%) Z2§: Default
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5.7 CBSD RF Power Measurement

5.7.1 [WINNF.PT.C.HBT.1] UUT RF Transmit Power Measurement

Report No. HCT-0T-2402-SS001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the SAS
Test Harness
®  UUT has registered with the SAS, with CBSD ID=C
® UUT has asingle valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and

grantExpireTime set to a value far past the duration of this test case

Note: in order for the UUT to request a grant with the parameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry response
message, and the operationParam object of the grant response message. Alternately, the
UUT vendor may provide the ability to set those parameters on the UUT so that the

UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles, which
continues until the other test steps are complete. Messaging for each cycle is as follows:
® UUT sends Heartbeat Request, including:
O cbsdld=C
O grantld=G
®  SAS Test Harness responds with Heartbeat Response, including:
O cbsdld=C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
o]

responseCode =0

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but
may include additional configuration of the UUT, as required, to fulfil the requirements of

the power measurement method.

Note: it may be required for the vendor to provide a method or configuration to bring the
UUT to a mode which is required by the measurement methodology. Any such mode is

vendor-specific and depends upon UUT behavior and the measurement methodology.

PASS

OIFAIL

F-TP22-03 (Rev. 05)
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® RF Power Measurements

Report No. HCT-0T-2402-SS001

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with the maxEirp setting, Pi. The

RF measurement method is out of scope of this document, but may include additional configuration of the UUT, as

required, to fulfill the requirements of the power measurement method

Conducted Power Density

Duty
Granted Antenna
Frequency Bandwidth EIRP ™2 Total Cycle Gai maxEIRP
max ain
[MHz] [MHZz] Conducted Conducted Factor i [dBm/MHZz]
[dBm/MHZz] PSD PSD [dBi]
(dB)
[dBm/MHz] [dBm/MHZz]
3570 40 5 -6.19 -3.26 0.67 5.00 241
3570 40 10 -0.51 1.87 0.67 5.00 7.54
3570 40 13 2.68 5.42 0.67 5.00 11.09
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® Plots of RF Power Measurements

Granted max EIRP =5 dBm/MHz

Tx1

Agilent Spectrum Analyzer - Swept SA

Agilent Spectrum Analyzer - Swept SA

RF S0Q AC | CORREC SENSEINT| SOURCE OFF |\ ALIGN AUTO/NORF_|07:27:34 AMFebD1,2024 RF 50 EC E o 0 F—
Marker 1 3.576400000000 GHz ] #hvg Type: RMS Tacefl2a456| FeakSearch Marker 1 3.583520000000 GHz ] #Avg Type: RMS 7] Feaktsnd
PHO Fast == Trig:Free Run Avg|Hold: 100/100 TYPE| A e PHO Fast —5= Trig:Free Run AvglHeld: 1001100 e[
IFGain:Low Atten: 30 dB retlANININ IFGainil ow Atten: 30 dB verl& NNNNK
Mkr1 3.576 40 GHz NextPeak Mkr1 3.583 52 GHz Nextpeald
{ggsiiv_ Ref 20.00 dBm -6.350 dBm [ggeraiv_Ref 20.00 dBm -6.184 dBm
10 Next Pk Right] 0 Next Pk Right|
[ 1 0 1
- ) " Next Pk Left e — ,.,,.L.M\ Next Pk Left]
200 / \ 00 [‘ \
/ \ Marker Delta) / \ Marker Delta|
300 300
J LN RO U — J 8
0D MKr—CF| SR Mkr—CF|
500 500
600 Mkr—Ref Lvi| 600 Mkr—RefLvl
700 700
More| More|
Center 3.57000 GHz Span 80.00 MHz 184 Center 3.57000 GHz Span 80.00 MHz Tatz
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)
usa sratus: e sramus
F-TP22-03 (Rev. 05) Page 44 of 48

The report shall not be (partly) reproduced except in full without approval of the laboratory.



| |
Report No. HCT-0T-2402-SS001

Granted max EIRP = 10 dBm/MHz

Agilent Spectrum Analyzer - Swept SA

ORF |07:13:404M Feb

Agilent Spectrum Analyzer - Swi
1500 CORREE SENE:T AT PR ELTS o 4 Typa: RMS T =| Peak Search
Marker 1.3.585840000000 Q2 == Trig:Frse Run AvaHaTa Tooroe TVVE A it : PHO: Fast == T11g: Fras Bun FREERIERNIR "ol RN
IFGain:Low #Atten: 30 dB ceTlANNNNN IFGain:Low Atten: 30 4B DET|A.
Mkr1 3.585 84 GHz MKE-CF] Mkr1 3.582 32 GHz NextPeak
{odBidiv__Ref 20.00 dBm -1.890 dBm [9gBiilv_Ref 20.00 dBm -0.506 dBm
og
” Mkr—CF Step| i Next Pk Right]
1
1
5 0 L]
. o "
il W\ MKr—Start la m\ Next Pk LeR
100 -100
200 f \ -200 r l
( \ MKkr—Stop| f \ MarkerDelta
300 ]J \_ 300 \
0t Mkr—RefLv] . Mkr—CF|
500 500
600 60.0 Mkr—RefLvi
700 700
More| More|
Center 3.57000 GHz Span 80.00 MHz 1o"2l  |center 3.57000 Ghz Span 80.00 MiHz Aof2
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts) #Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)

STATUS. s iSTATUS

usa i) Already in Single, press Restart to iniliate a new sweep or sequence
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Granted max EIRP = 13 dBm/MHz
Tx1 Tx2

Agilent Spectrum Analyzer - Swept

Agilent Spectrum Analyzer - Swept SA

Peak Search

RF S0Q  AC | CORREC SENSEINT) SOURCE OFF A\ALIGN AUTONORF |07:32:00 AM Feb 01, 2024
Marker 1 3.584960000000 GHz #Ag Type: RMS macl2a4sg| PeakSearch vg Type: RM
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6. TEST LOGS

Please refer to the attached file named ‘Test Logs’
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7. TEST SETUP PHOTOGRAPHS
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