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Before connecting to the device commesignia

1. Before connecting to the device

Roadside units (RSUs) are responsible for the infrastructure aspect of V2X communications. They are
typically installed in a fixed location (such as an intersection or alongside a stretch of highway) and
relay information between each V2X-equipped participant of the ongoing traffic as well as the traffic
management system they are connected to.

Traffic lights in intersections can be connected to RSUs to offer information about intersection topol-
ogy and lanes, light signal statuses, and to provide reconfigurability for real-time traffic management
and road usage statistics as well. The Commsignia V2X software stack is compatible with most Traffic
Light Controller (TLC) solutions owing to its compliace with various different standards.

Before connecting to the RSU, please ensure the following:
1. The RSU is fully assembled according to the provided Quick Start Guide.
2. The RSUis powered on through the Power over Ethernet (PoE) connector.

3. Your computer is connected to same network as the RSU, using Ethernet of wireless (Wi-Fi)
connection.

4. For the Graphical User Interface (GUI) an internet browser is available on your computer.

5. For the Command Line Interface (CLI) a Secure Shell Protocol (SSH) client is available on your
computer.

Commesignia devices are delivered ready-to-use with a basic configuration. In order to configure the
features of the Commsignia V2X software stack, a connection needs to be established to at least one
V2X device running the stack.

Copyright ® 2024 Commesignia Ltd. Page 1 of 60
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2. Connecting to the device

2.1. Connecting to the RSU over wireless or wired connection

Commesignia devices are delivered ready-to-use with a basic configuration. In order to configure the
features of the Commsignia V2X software stack, a connection needs to be established to at least one
V2X device running the stack. The device can be accessed via wireless or wired connection using a
GUl or a CLlI.

Please note that the device has two separate IP addresses for wireless and wired
connections. Please ensure that your computer is connected to the same wireless or
wired network as the RSU. All passwords are case-sensitive.

1. Connecting to the device over wireless (Wi-Fi) network:
The SSID of the RSU is ITS-RS4-XXXXXXX, where XXXXXXX is the last seven digits of the serial
number of the RSU, which can be found on the product label. The default Wi-Fi password is
Commsignia.

a.

In a web browser enter the IP address of the device, which is 172.29.148.54 by default,
or use the domain name my.cms.device/. Use the username root and enter the default
password, UK5BJLFZVBPZLIMS55Y, to log in, as shown in Figure

commsignia

Please enter your username and password.
Usemame | root

Password ||

(@ Login | @ Reset

/1TS-RS4-M Chaos Calmer v2 2 1 unknown

Figure 1. Login screen of the GUI/

Alternatively, an SSH connection can be established from the CLI as
ssh root@192.168.1.54

and entering the same root password, UK6BJLFZVBPZLIM55Y, when prompted.

2. Connecting to the device over wired (Ethernet) connection:

a.

Please ensure that your computer is connected to the same wired network as the RSU. Your
computer needs to use the same subnet as the Commsignia default of the RSU.

In a web browser enter the IP address of the device, which is 192.168.0.54 by default. Use
the user name root and enter the default password, UK5BJLFZVBPZLIMS55Y, to log in, as
shown in Figure

Alternatively, an SSH connection can be established from the CLI as

Page 2 of 60 Copyright ® 2024 Commesignia Ltd.



Connecting to the RSU over LTE connection commsignia

ssh root@192.168.0.54
and entering the same root password, UK5BJLFZVBPZLIM55Y, when prompted.

3. Connecting to multiple devices by connecting them to the same switch on your network after
configuring a unique fixed IP address for the devices:

a. Connect to a device using one of the methods described in this chapter.

b. Setthe IP address and gateway of the device under the - menu by editing
the ethO0 interface, as shown in Figure

c(O] m msi g n ia Status ~  System v~  Services + Network ~  V2X Core v V2X Status v+ V2XTools v  V2X Debug ~  Logout

AUTO REFRESH ON

AN RADIC A E
Interfaces
Interface Overview
Network Status Actions
vax - . . '
Unsupported protocol type = Connect @ stop 4 Edit %] Delete
Install protocol extensio
v2x
o MAC-Address: 00:00:00:00:00:00 £ Comnect @ Stop 2 Edit %] Delete
; RX: 0.00 B (0 Pkis.)
uplvép0 TX: 0.00 B (0 Pkts.)
LAN  00-00-00-00-00- - ; y
MAC-Address: 00:00:00:00:00:00 & Comnect | @ Stop @ Edi %] Delete
; RX: 0.00 B (0 Pkts.)
g s TX: 0.00 B (0 Pkts.)
MODEM Uptime: 6d 1h 37m 30s . ; . )
MAC-Address: 02:67:97:02:10:68 S WS s L eI ¥] Delete
RX: 20.81 MB (292870 Pkis.)
g=bo TX: 37.84 MB (292757 Pkis.)
1Pv4: 192.168.100.2/24
Uptime: 6d 1h 37m 30s
U P = Connect @ stop 4 Edit %] Delete

MAC-Address: 4C:93:A6:30:06:7B
& RX: 113.27 MB (1570770 PKis.)
cli® TX: 2.23 GB (8827407 Pkts.)

1Pv4: 192.168.199.15/22

Figure 2. Interfaces page on the GUI

c. Clickonthe button for the changes to take effect on the device.

d. Repeat the steps above for all devices.
2.2. Connecting to the RSU over LTE connection

2.2.1. Inserting the SIM card
The device can accommodate a mini-SIM (2FF) card. To insert the SIM card proceed as follows:

1.  Unscrew the transparent plastic cap shown in Figure 3 at the bottom of the unit using a 25 mm
hexagonal 6-point socket.

Copyright ® 2024 Commsignia Ltd. Page 3 of 60
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Front side lr |

Back side

LED/SIM

Figure 3. Location of the SIM socket at the bottom of the unit

2. Insertthe SIM card into the SIM socket as shown in Figure

Figure 4. Inserting the SIM card into the SIM socket

3. Screw back and tighten the transparent plastic cap.

Do not use the socket wrench when tightening the plastic cap! Use the socket
and hand force only, as the plastic cover might break or the rubber gasket might
be damaged!

2.2.2. Configuring the LTE modem interface
The RSU have a built-in LTE modem for mobile network connections. If the LTE modem interface has

not been installed in the unit, then modems with a (QMI) can be used. The
units have been tested to work with the following modems:

¢ Quectel EG25-G (USB 2¢7¢:0125)

¢ Sierra Wireless AirPrime MC7455 (USB 1199:9071)

To set up a new Wireless wide area network (WWAN) interface for LTE connection, proceed as follows:

1. Connect to the device either over wireless or wired connection, as described in section

Page 4 of 60 Copyright ® 2024 Commesignia Ltd.
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2. Log into the GUI. For more information, refer to section "“Connecting to the RSU over wireless or
wired connection” [2].

3. Qpen .the [ Network [&g menu item, and click on the '+ aqq new interface.. | OUttON below the
list of interfaces.

4. Specify the name of the interface (for example WWAN) in the field "Name of the new interface," as
shown in Figure 5.

Create Interface

Name of the new interface WWAN

@ The allowed characters are: A-Z, a-z, 8-9 and _

Note: interface name length
@ Maximum length of the name is 15 characters including the automatic protocol/bridge prefix (br-, 6ind-, pppoe- etc.)

Protocol of the new interface QMI Cellular v

Figure 5. Creating a new interface for WWAN connection

5. Inthe "Protocol of the new interface" drop-down menu, select QMI Cellular, as shown in Figure 5.

6. To proceed to the configuration page of the interface, click on button to proceed, or

the ] Backto Overview  toO revert to the previous page.

7. Onthe configuration page, shown in Figure 6 set the following items:

WAN WWAN LAN MODEM

Interfaces - WWAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces” field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE. VLANNR (e.g.: eth@.1).

Common Configuration

General Setup Advanced Settings Firewall Settings
Status o MAC-Address: 00:00:00:00:00:00
gmi-WWAN RX: 0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkts.)
Protocol QMI Cellular v

Modem device {dev/cdc-wdm0

APN

PIN

PAP/CHAP username

PAP/CHAP password

]

Authentication Type NONE T

PDP Type | IPvd/IPVE

Figure 6. Configuration page of the WWAN connection

Copyright ® 2024 Commsignia Ltd. Page 5 of 60



commsignia Connecting to the RSU over LTE connection

a. Set the access point name (APN) in the field "APN" as provided by the mobile connection
provider.

b. If the SIM card is PIN protected, set its PIN in the field "PIN."

Disabling PIN checking is strongly recommended.

c. Select"NONE"in the "Authentication type" drop-down menu.

d. To save the -configuration, click on button to proceed, or the

Save & Apply
|£] Back to Overview  to revert to the previous page.

8. Configure the firewall settings as follows:

a. On the Interfaces page click on the WWAN tab, or select the WWAN interface from the
network list.

b. Onthe configuration page, shown in Figure 6 click on the "Firewall settings" tab.

c. Select "wan"in the "Create / Assign firewall-zone" section as shown in Figure

WWAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces" field and enter the names of several network
interfaces separated by spaces. You can also use VLAN notation INTERFACE. VLANNR (e.g.: eth®.1).

Common Configuration

irewall Settings

Create / Assign firewall-zone B v 6_radio: =

lan: lan: @&
EHOHErEN Modem: =]
O |[wan wan: [t Jwan2: &

unspecified -or- create:

1@ Choose the firewall zone you want to assign to this interface. Select unspeeified to remove the interface from the associated zone or fill

out the create field to define a new zone and attach the interface to it.

Figure 7. Firewall settings for the WWAN interface

d. To save the -configuration, click on button to proceed, or the

Save & Apply
|£] Back to Overview  to revert to the previous page.

The network connection starts up in a few seconds. If the connection is not working, then check
the status of the SIM card or that of the radio network.

9. Log back into the device still connecting over wireless or wired connection and open the it

- menu item.

10. Seletc the LTE connection and check the IP address assigned by the LTE service provider as
shown in Figure

Page 6 of 60 Copyright ® 2024 Commsignia Ltd.
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TANZ Uptime: 1d 16h 7m 5ds
RX: 4890 MB (264576 Pkts)

TX 23371 MB 1899325 Pkts )

LRl 1Pl 172.19.185 163732

Figure 8. IP address assigned by the LTE provider

2.2.3. Connecting to the device
To connect to the device over LTE connection only, proceed as follows:

commsignia

1. In a web browser, enter the IP address of the device assigned by the LTE provider. Use the
username root and enter the default password, UK5BJLFZVBPZLIM55Y, to log in, as shown in

Figure

2. Or, alternatively, use SSH connection by opening a terminal on Linux/MacOS/OS X computers as

ssh root@<IP address assigned by the LTE provider>

or using an SSH client (such as PuTTY) on Windows computers, with the IP address assigned by

the LTE provider and the username root.
The default SSH password is UKSBJLFZVBPZLIM55Y as well.

Copyright ® 2024 Commesignia Ltd.
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3. Validating V2X communication

3.1. Using the GUI to check the status of the stack

The recommended method for the validation of the transmission and reception of V2X messages is
using the GUI of the software stack. Log into the GUI as described in section

The status of the V2X software stack can be monitored under the - = menu. Scroll
down to the statistics module, expand it, then expand the appropriate radio and interface modules, as
shown in Figure

C(O,m msig nia Status v System v  Servicesv Network v V2X Core~v V2X Status~ V2XTools~ V2X Debug~ Logout

AUTO REFRESH ON

deviceStatus [ex]
navigation [ex|
statistics lapse

radio [collapse]
i1 [collapse]
txPacket 1165516
rxPacket 7409447
rxUnknownPacket 0
rxInvalidMacPhyHeaderPacket 0
rxRssiLastPacket 0

Figure 9. V2X stack status page

The transmission and reception of the packets can be verified by the increase of the values of the
transmitted (txPacket) or received (rxPacket) packets. If the counters do not change, refer to the
section

3.2. Using the CLI to generate a status report

A status report of the running software stack can be generated using the CLI. Log into the device
using SSH as described in section

Use the following command to generate a status report:
v2x—status—json—gen

The 5 utility can be used to filter the required values, for example the command v2x-status—json-
gen| jgq '.statistics.radio.ifl' listthe counter values related to radio interface 1 only:

{
"txPacket": 1151711,
"rxPacket": 7196345,
"rxUnknownPacket": 0,
"rxInvalidMacPhyHeaderPacket": O,
"rxRssiLastPacket": 0
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If the values of the transmitted (txPacket) or received (rxPacket) are not increasing, please refer to the
section

3.3. Creating Packet Capture files on the RSU

For a comprehensive analysis, Packet Capture (PCAP) files can be saved on the RSU using the
optional Commsignia Capture Protocol (C2P) module, which generates a User Datagram Protocol
(UDP) data stream from the sent and received V2X packets, This data stream can be locally saved on
the device into a PCAP file, that can then be copied to a computer using SSH, and the packets can be
parsed using the optional packet analyzer Capture Application by Commsignia.

The C2P module can be enabled and configured on the RSU RSU using the GUI or the muci tool.
3.3.1. Configuring the C2P module

3.3.1.1. Using the GUI for configuring the C2P module
To use the GUI for configuring the C2P module, proceed as follows:

1. Log into the GUI. For more information, refer to section

2. Openthe - menu item, check the box near the option Commsignia Capture
Protocol (C2P), and expand it, as shown in Figure

[Collapse] Commsignia Capture Protocol (C2P)
Configuration for the Commsignia Capture Protocol (C2P) module.

Enable C2P true v

Enable the Commsignia Capture Protocol (C2P) data forwarding stream.
Remote server address 127.0.0.1

The IPv4 address of the remote server receiving the captured data.

O uop port number 7943

The UDP port number of the remote server receiving the captured and forwarded data.
O Capture Tx packets

Enable the capturing and forwarding of all transmitted packets.

O Capture Rx packets

Enable the capturing and forwarding of all received packets.

O Capture Navigation data packets

Enable the capturing and forwarding of all position (navigation fix) updates.
O Capture Station Information data packets

Enable the capturing and forwarding of all Station Information (STI) updates.

Figure 10. Commsignia Capture Protocol (C2P) settings for localhost

3. To enable the C2P data stream, check the box next to Enable C2P and set its value to true.

4, Check the box next to Remote server address and specify the IP address of the localhost,
127.0.0.1.

5. Click onthe button for the changes to take effect on the device.

3.3.1.2. Using the muci tool for configuring the C2P module

If the muci tool is available on the device (only ion OB4/RS4 devices) it can be used for configuring
the C2P module as follows:

1. Log into the device using SSH. For more information, refer to section
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2. Use the following command to enable the C2P data stream:
muci its set capture.enable true

3. Specify the IP address of the localhost, 127.0.0.1 as follows:
muci its set capture.address 127.0.0.1

4. Restart the stack using the command
unplugged-rt-restart.sh

3.3.2. Writing data stream into PCAP files

To write the data stream into a PCAP file the t cpdump command line program can be used. To save a
PCAP file and copy to the computer running the Capture Application, proceed as follows:

1. Log into the device using SSH. For more information, refer to section

2. Use the following command to start writing the data stream into a PCAP file in the /tmp directory:
tcpdump -v -pi lo —-w /tmp/c2p-$HOSTNAME-$ (date +%Y%m%d%HS$MS%S) .pcap port 7943

The tcpdump program starts writing the data into a PCAP file with a filename containing the
hostname and the date and time of the capture.

Please note that the /tmp directory is erased after rebooting the V2X device.

3. After the necessary number of packet were captured, terminate the t cpdump program by press-
ing Ctrl + C.

4. On the computer running the Capture Application, enter the directory where the PCAP file needs
to be downloaded from the V2X device and use the following SCP command in a terminal
window:

scp root@<IP address of the V2X device>:/tmp/c2p-HOSTNAME-
DATE .pcap <name>.pcap

Alternatively, on a Windows computer an SCP client, such as Win SCP can be used.

If the scp command returns with the error message ash: /usr/libex-
ec/sftp-server: not found and fails, the -O switch needs to be used after
the command.

5. Open the copied PCAP file using a packet analyzer, such as the optional Capture Application by
Commsignia.
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4. Basic settings of the RSU

Roadside units are typically deployed in a fixed location and they broadcast standard V2X messages
automatically upon startup based on a default configuration preset. However, several configuration
options are available to customize the behavior of RSUs.

4.1. Changing the passwords

To ensure the secure operation of the device, it is strongly recommended to change both its WiFi and
login passwords after the first login. The passwords can be changed by using either the GUI or the
CLI of the deice.

4.1.1. Changing the WiFi password

Please note that the WiFi password must be at least 8 characters long.

4.1.1.1. Changing the WiFi password using the GUI
To change the WiFi password of the device using the GUI, proceed as follows:

1. Log into the GUI. For more information, refer to section

2. Open the [ - menu and select the SSID of the device on the Wireless Overview
group, as shown in Figure

c(:o:) m msig nia Status~ System ~  Services Network~ V2XCore ~ V2XStatus~ V2XTools~ V2XDebug~ Logout

AUTO REFRESH ON

(=) Generic MAC80211 802.11abgn (radic0) [@ Scan  Add
— Channel: 6 (2.437 GHz) | Bitrate: ? Mbit/s
SSID: ITS-0B4-M-1001225 | Mode: Master
Disabl Edit Remove
0% BSSID: 04:F0:21:63:12:AE | Encryption: WPAPSK (CCMP) GRS ' 8 Rem
2 Generic 802.11 Wireless Controller (radio1) @ Scan 2 Add

No network configured on this device

Figure 11. Wireless Overview group

Clickonthe @ = button.

3. Inthe Interface Configuration group, click on the Wireless Security tab as shown in Figure
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Interface Configuration

Wireless Security
Encryption | WPA-PSK A
Cipher | auto ~

[ —

]

Enable WPS pushbutton,  []
requires WPA(2)-PSK

Figure 12. Interface configuration group

4. Specify the applicable encryption method and add a new password in the Key field.

5. Clickonthe button for the changes to take effect on the device.

4.1.1.2. Changing the WiFi password using the CLI
To change the WiFi password of the device using the CLI, proceed as follows:

1. Log into the device using SSH. For more information, refer to section

2. Use the following commands to set a new password:

uci set wireless.@Qwifi-iface[0].key='<Enter password here>'
3. Apply the changes as:

uci commit wireless
4. Reload the LuCl interface as:

reload_config

If an error message uci: Entry not found appears, please ignore it.

4.1.2. Changing the login password

Please note that the login password must contain at least 8 characters, including a
capital letter, a special character, and at least 2 numbers.

4.1.2.1. Changing the login password using the GUI
To change the login password of the device using the GUI, proceed as follows:

1. Log into the GUI. For more information, refer to section

2. Open the B — BRI menu.

3. Under Router Password enter new password and confirm it as shown in Figure
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4.

Changes the administrator password for accessing the device

Password

i

Confirmation

]

Figure 13. Creating new login password

Click on the button for the changes to take effect on the device.

4.1.2.2. Changing the login password using the CLI
To change the login password of the device using the CLI, proceed as follows:

1.

4,

5.

Log into the device using SSH. For more information, refer to section

Use the following command to change the password:
passwd

Add your current password and press Enter.

Add your new password and press Enter.

Confirm your new password and press Enter.

4.2. Restoring the default configuration
If, for any reason, the default configuration of the device needs to be restored, proceed as follows:

1.

3.

4,

Log into the device using SSH. For more information, refer to section

Open the NREIE — VAQILHIEYIEEN] item, as shown in Figure

C(O) m msig nia Status v System v  Services~  Network v V2X Core v  V2X Status v  V2XTools »  Logout

V2X profile preset
V2X Radio: | c-vax v
V2X Region: us v

| understand that clicking the "Save & Apply" button will reset all V2X Stack settings to the chosen preset's default settings.

Figure 14. V2X profile preset

Set the appropriate V2X Radio and V2X Region, then check the box on the right of the disclaimer.

Click on the button for the changes to take effect on the device.

4.3. Configuring navigation settings

Three navigation modes are available for the device: "Real," "Gpsd," and "Manual." Te default setting
is "Real;" however, if you require gpsd-based or manual navigation fix, it can be set using the GUI as
follows:
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Log into the device using SSH. For more information, refer to section

Open the - menu item and expand the option Navigation configuration, as
shown in Figure

C‘O1 m m Sig n ia Status v System v  Services v Network v V2X Core v V2X Status~v V2XTools v V2X Debug~ Logout

ETE] O DENM transmission configuration
Configuration for the Decentralized Environmental Notification Message (DENM) module.

Collapse Navigation configuration
Configuration for the Navigation (NAV) module.

Navigation source Manual v

Select the navigation data source (for example integrated GNSS or GPSD). Not all sources
are available for all platforms.

Figure 15. Navigation configuration

For the manual navigation source, set the Navigation source toManual.

a. To configure the manual navigation source, expand the Manual navigation option on the
same page, as shown in Figure

ch‘m msig nia Status v System v  Services v Network v V2X Core v V2X Status~ V2XTools v  Logout

Collapse Manual navigation
Manual fixed position to use when a the station does not move or GNSS is not available.

Valid position  true v
Manually set position is valid.

Latitude 47.603878

Manually set latitude in [degrees].

Longitude 19.117342

Figure 16. Manual navigation settings

b. Expand and select the checkbox next to Manual navigation , check the box next to valid
position and set it to true , then enter the Latitude and Longitude information, as
shown in Figure 16, and, if applicable, other values as well.

c. Clickonthe button for the changes to take effect.
For the gpsd navigation source, settheNavigation sourceto Gpsd.

a. To configure the gpsd navigation source, expand the GPSD option on the same page, as
shown in Figure

C(O:‘m msig nia Status v+ System v  Services v+ Network v V2X Core v  V2X Status v V2XTools v  Logout

Collapse GPSD

Configuration for the GPSD client-based positioning.
NAV server IP address 127.0.0.1
The IPv4 address of the server.
Port number 2947

Port number of the GPSD server.

Figure 17. GPSD navigation settings

b. Select the checkbox new GPSD and enter the gpsd server and port information, as shown in
Figure
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c. Clickonthe button for the changes to take effect.

4.4. Configuring station parameters
Station parameters can be optionally set for the RSUas follows.

1. Log into the device using SSH. For more information, refer to section

2. Open the - menu item and expand the option Station information configu-
ration, as shown in Figure

c¢0)m msig nia Status v System v  Services v  Network v V2X Core v V2X Status~ V2XTools v  Logout

Collapse Station information configuration
Configuration for the Station Information (STI) module.

Station ID 5A496A69
Station ID of the station.

O vehicle length @

Vehicle length in [mm].

O vehicle Length Confidence

Set the Vehicle Length Confidence value to indicate whether the presence of a trailer can
be detected or whether its length is included in the reported vehicle length value.

O vehicle width o
Vehicle width in [mm].
O vehicle height ©
Vehicle height in [mm].

Station Type InfrastructureUnknown v

Figure 18. Station information settings

3. Select the checkbox next to Station information configuration and enter the required informa-
tion. For example, for RSUs the station typeis InfrastructureUnknown.

4. Clickonthe button for the changes to take effect.
4.5. Configuring radio settings

4.5.1. Configuring the radio interface
Radio interfaces can be set to be compliant with US or EU standards.

1. Log into the device using SSH. For more information, refer to section

2. To enable the V2X communication, open the - menu item, expand the option
Radio. According to the radio hardware the following settings are available:

a. Fordevices with Qualcomm radio (mainly US, C-V2X) the follow settings can be configured:
Select the checkbox near Qualcomm CV2X as shown in Figure

CLO]m msig n ia Status v System v  Services v Network v V2XCore v V2X Statusv V2XTools v V2X Debug~  Logout

BT O Performance measurement configuration
Configuration for the performance measurement module.

Collapse Radio

Radio device configuration

Qualcomm CV2X
Radio config for Qualcomm QC9150

enable true v

O interfaceName

Figure 19. Qualcomm radio interface settings
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As Qualcomm configures all parameters automatically upon startup based on GPS informa-
tion, according to the region; this option cannot be configured further.

b. For devices with Autotalks CUT2 radios (mainly EU, DSRC) the follow settings can be config-
ured:
Select the checkbox near AT DSRC as shown in Figure

c¢o) m msig n ia Status v System v  Servicesv Network v V2X Core v V2X Status v V2X Tools ¥ Logout

BT O Performance measurement configuration
Configuration for the performance measurement module.

Collapse Radio

Radio device configuration

Collapse AT DSRC
Radio config for AT Secton/Craton2 DSRC

enable true v

Enables the radio device

[Collapse iV Ig]

Interface config
enable true v
Enables the radio interface
channel 180
|EEE 802.11p channel
mac |4C:93:A6:30:06:7C
MAC address
(J defaultDataRate
Default data rate in [kbps]
O channelalternation

Enable IEEE 1609.4 channel alternation. The interface of the alternate channel is
the corresponding 'ifXAlt' member.

O antennaGain o

Antenna gain in [dBm]

Figure 20. Autotalks CUT2 radio interface settings

For CUT2 radios the settings for the two interfaces can be configured separately. By default
only the if1 interface is enabled and all messages are transmitted and received through
this interface. To enable the if2 interface expand the if2 option and select the checkbox
next to it and set the enable field to t rue. Channel, MAC address, data rate, antenna gain,
and maximum transmission power can be set for both interfaces separately. Setting the
diversity option to t rue set both interfaces to use the same, if1 channel to combine their
signal for an improved signal reception.

c. For devices with Autotalks CUT3 radios (mainly EU, DSRC) the follow settings can be config-
ured:
Select the checkbox near AT DSRC CUT3 as shown in Figure
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c‘O‘mmsignia Status ~ System ~ Services ~ Network +  V2X Core ~ \ atus V2X Tools + Logout

| Collapse] Radio

Radio device configuration

Collapse AT DSRC CUT3
Radio config for AT Secton/Craton2 DSRC CUT3

enable |true v

Enables the radio device

channel 180

IEEE 802.11p channel

mac [4C:93:A6:30:06:7C

MAC address

[J defaultDataRate 6000 v
Default data rate in [kbps]

[ antennaGain @

Antenna gain in [dBm]

[ maxTxPower 20

Maximum Tx power in [dBm]
[0 diversity false v

Enable diversity mode.

Figure 21. Autotalks CUT3 radio interface settings

Channel, MAC address, data rate, antenna gain and maximum transmission power can be set
for only interface if1. Setting the diversity option to t rue enables the second interface to
use the if1 channel to combine the signal of both interfaces for an improved signal reception.
Channel alternation is not available for CUT3 radios.

3. Further configurations for US settings

a. Turn on the WAVE Short Message Protocol (WSMP) module for US regional standard compli-
ance, by expanding the option WSMP and selecting the checkbox next to WSMP configura-
tion, as shown in Figure

c[o ) m m sig n ia Status v  System v  Services v Network v V2XCore~ V2X Status~ V2XTools v  Logout

Collapse WSMP configuration
Configuration for the WAVE Short Message Protocol (WSMP) module.

enable true v
Enable generation and sending of WAVE Short Message Protocol (WSMP) messages.
0 Expected payload

Set the type of the expected payload in IEEE WAVE Short Message Protocol (WSMP).
Useful for fully omitting security headers for debugging purposes. This setting affects both
sent and received messages.

O Enable latency measurement

Figure 22. WSMP configuration

Select the checkbox next to enable and set it to t rue.

b. Turn on the Basic Safety Message (BSM) module for US regional compliant basic V2X mes-
sages by expanding the option BSM and selecting the checkbox next to BSM Transmission
configuration, as shown in Figure
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C‘OJm m sig n ia Status v System v  Services v Network v V2XCore~v V2X Status~ V2XTools~  Logout

Collapse BSM transmission configuration
Configuration for the Basic Safety Message (BSM) module.

Enable BSM true v

Enable the automatic generation and sending of BSM messages.

O Radio Interfaces default

The name of the Radio Interfaces that are used for sending BSM messages.
O 7x pSID ex2e

PSID of sent BSM messages in either raw hex form (prefixed with 0x), or in P-encoded hex
form (prefixed with Op).

O send SupplementalExtension

Enable automatic inclusion of SupplementalExtension in BSM messages if there is enough
data to set at least one of the fields.

O use sPs socket for transmission

If enabled a dedicated SPS socket is used for transmission over C-V2X.

Figure 23. BSM module

Select the checkbox next to Enable BSMand setitto true.

Please note that for US regional standards Dedicated Short-Range Communica-
tion (DSRC) radio is not available.

4. Further configurations for EU settings

a. Turn on the GeoNetworking module for EU regional standard compliance, by expanding
and selecting the checkbox next to the option GeoNetworking configuration, as shown in
Figure

c(0> m msig n ia Status v System~  Services v Network v V2X Core v V2X Status v V2XTools v V2X Debug v  Logout

B O inject

Configuration for the Inject module

Collapse GeoNetworking configuration
Configuration for the ETSI GeoNetworking module.

Enable GeoNetworking module | true v

Enable the ETSI GeoNetworking module; including transmission, reception, and
forwarding.

O Enable GeoNetworking beaconing

Enable the ETSI GeoNetworking beaconing.

O GeoNetworking broadcast forwarding algorithm

Set the algorithm used for ETS| GeoNetworking broadcast forwarding.

(J GeoNetworking unicast forwarding algorithm

Set the algorithm used for ETSI GeoNetworking unicast forwarding.
(J GeoNetworking profile

ETSI GeoNetworking is the default profile. Changing this setting will affect various internal
behavior constraints.

Figure 24. GeoNetworking configuration

Select the checkbox nextto Enable GeoNetworking module and setitto true.

b. Turn on the Cooperative Awareness Message (CAM) module for EU regional compliant basic
V2X messages by by expanding and selecting the checkbox next to the option CAM trans-
mission configuration, as shown in Figure
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com msig n ia Status ~  System ~  Services ~ Network ~ V2X Core v V2X Status~ V2XTools v V2XDebug ~  Logout

ETEY] O YD BSM transmission configuration
Configuration for the YD Basic Safety Message (BSM) module.

Collapse CAM transmission configuration
Configuration for the Cooperative Awareness Message (CAM) module.

Enable CAM | true v

Enable the automatic generation and sending of CAM messages.

Radio Interfaces default

The name of the Radio Interfaces that are used for sending CAM messages.
O Force 10 Hz frequency

Enforce CAM transmission frequency at 10 Hz. The standard CAM scheduler is used if
disabled.

O use sPS socket for transmission

If enabled a dedicated SPS socket is used for transmission over C-V2X.

Figure 25. CAM transmission configuration

Select the checkbox nextto Enable CAMand setitto true.

5. Clickonthe button for the changes to take effect.

4.5.2. Configuring Dual Active mode

In Dual Active mode, both the DSRC and V2X antennas can be used simultaneously for broadcast and
receiving.

4.5.2.1. Prerequisites

To enable Dual Active mode, a firmware version y20.13.x or later is required. To verify the firmware
version, please select the [y menu item, and check the section. In addition, the
firmware version needs to support both radio standards, this is indicated by the naming convention
of the firmware. For example "ob4-cut2-qc9150cv2x-sectondsrc-qcgnss” indicates a C-V2X radio
manufactured by Qualcomm Technologies, Inc (qc9150cv2x) and a SECTON DSRC radio by Autotalks,
Ltd. (sectondsrc). Devices supplied as "Dual Ready" are Dual Active compatible as well.

4.5.2.2. Enabling Dual Active mode

To enable Dual Active mode, please open the - menu item. Set the V2X
Radio to "Dual Active," as shown in Figure 26 and select the appropriate region in V2X Region. To save

the changes, check the box on the right of the statement and click on the button.

com mSig n ia Status ~ S S V2X Core 2X 2X Tools ~  Logout

V2X profile preset

V2X Radio: | Dual Active vi
DSRC

V2X Region:

V2K

-V 22

| understand that clicking the "Save & Apply" button will reset all V2X Stack settings to the chosen preset's default settings. O

1TS-0B4-M Chaos Calmer v2.2.2 unknown

Figure 26. Enabling Dual Active mode
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In addition to enabling the Dual Active mode, two configuration changes need to be performed for
radio interfaces in the Store and Repeat Message/Immediate Forward message (SRM IFM) and Traffic
Light Controller (TLC) configuration pages.

Please open the - menu item and expand "SRM IFM tool configuration." Set the
forceRadiolnterface to "auto," as shown in Figure

CL-O':,m msignia Slaius *+ Syslem~ 3 ] Network ~ V2> 2 V2X Status ~ V2ZXTools *  Logout

Store and Repeat Message / Immediate Forward Message configuration

[EEETE SRM IFM tool configuration
Configuration for the SRM-IFM upl-tool

s ath™ "/tm

O remote API IP address 127.2.0.1 "5t JPa
'f Radiolnterface™. "auto”

IPv4 address of the remote API.

O remoteApiPort 7942

remote AP| port

O 1istenPort 1516

UDP IFM listen port

[ ifmFiltersPath -fifm_filters
Deprecated, do not use.

rsuMessagesPath | /rwdata/su_msgs/
path to RSU messages

D wsafutoGeneration

Enables automatic WSA assembly and sending.

wsaEntriesPath | /rwd
path to wsa entries
statusJsONPath | /tmp/srm_ifm_status.json
path to status JSON file

O Logging level

forceRadioInterface auto

Force this radio interface for sending

[0 service Channel 180

Service Channel number according to IEEE 802.11p
O control Channel 180

Control Channel number according to IEEE 802.11p
ETET] [0 WAVE Routing Advertisement (WRA)

Configuration for the WRA entry in the automatically generated WSA messages

Figure 27. SRM/IFM tool configuration settings for Dual Active mode

Finally, please open the - menu item and expand the tlc.json tree, then expand the v2x
branch. Set the to "auto," as shown in Figure
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Logout

com msig n ia Staus~  System

Traffic Light Controller configuration

ticjson

Configuration for Traffic Light Controller (TLC) integration tool ““enable”: true,
tie™: {
Enable tool |true b "protocol™: "Battelle”
listenPort™- 500
Enable the traffic light controller integration tool A KT HIT e T
O Enable verbase logging " |

Enable verbose logging. e

| Expand| tle ‘radiolnterface™:

Input parameters for receiving data from the TLC. "sendC EIE -0
y": true

| Collapse Ji A3

V2X parameters used for remote APl connection and SPaT message sending.
region |US hd
Region for SPAT message

O Remote device address 127.8.0.1

talndex": 1
IPv4 address of the remote device

Remote APT client port number 7942

The TCP port to which the remote APl Client will establish connection

V2X radio interface |auto
V2X radio interface used for SPaT message sending.

V2X send channel @

V2X channel used for 5PaT message sending, ignored if radiolnterface’ is set. i
O power | 28

Tx power in [dBm] used for SPaT message sending
Enable security |true ~
Send SPaT messages with security.

[ETENE] TLC to V2X mapping
Parameters used for mapping TLC data to V2X SPaT data

Figure 28. TLC settings for Dual Active mode

4.5.2.3. Verification of Dual Active mode

To verify that both the DSRC and V2X radios are transmitting and receiving packets, please open
the - Y menu item and expand statistics, then expand radio. As shown in Figure 29,
there are five interfaces labelled if1-if5. Expand if1 and if5, which are the interfaces for the DSRC
and C-V2X radios, respectively. If the values of the transmitted (txPackets) and received (rxPackets)
packets are increasing, than both radios are broadcasting and receiving; thus, the Dual Active mode is
operational.
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c Omm s i g n i a Status System Services Network

deviceStatus [expand]
navigation [expand]
statistics [collapse]

radio [collapse]

if1 [collapse]
txPacket 3439
rxPacket 18177
rxUnknownPacket 0
rxInvalidMacPhyHeaderPacket 0
r¢Rssil astPacket -30
if2 [expand]

if3 [ex]

if4 [expand]

if5 [collapse]
txPacket 3439
rxPacket 7985
rxUnknownPacket 0
rxlnvalidMacPhyHeaderPacket 0
rxRissilLastPacket 0

Figure 29. Transmitted and received packet statistics for DSRC and V2X radios
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5. Message handling on RSUs

Roadside units broadcast standard V2X messages to other devices in their vicinity. Commsignia
RSUs can handle several different types of custom messages. In addition, tools are also provided on
the devices to convert different message formats.

5.1. Converting data formats

Commsignia provides a tool on the device to convert XML data format to standardized Abstract
Syntax Notation One (ASN.1) interface description language format used by certain V2X messages.
The asnlx tool can be used to convert data between ASN.1 Unaligned Packed Encoding Rules
(UPER), Extensible Markup Language (XML), JSON, JSON Encoding Rules (JER), Octet Encoding Rules
(OER), and XE formats.

» After connecting to the device over SSH with root access (see section
). the conversion tool can be started using the following syntax:

asnlx -1 <input format> -o <output format> -T <string specifying the type>

The following values are available for the the —i and —-o switches to denote the format: jer, json,
oer, uper, xer, and xml.

The -T switch, followed by a string, specifies the type of the message; the possible message
type strings are as follows: CN_MSG_FRAME, CN_BSM CN_MAP, CN_RSI CN_RSM, CN_SPAT,
EU_CAM, EU_CoopAwareness, EU_CPM, EU_CollectivePerceptionMessage, EU_DENM,
EU_DecentralizedEnvironmentalNotificationMessage, EU_IVI, EU_IviStructure,
EU_MAP EU_SPAT, US_MSG_FRAME, US_BSM, US_RTCMcorrections, US_SPAT, US_Trav-
elerDataFrame, US_WSA, and Cv2xPreconfig.

* For example, to convert UPER to XML data format the echo command can be used, as follows:

echo \
"001£2a001000609e2f1£f0c73698d320000a92c400£28 \
0002001020a95¢c59290623c73bc647af58418000000810" \
| asnlx -i uper -o xml -T US_MSG_FRAME > TIM.xml

* To convert XML to JSON format, for example, the TIM. xm1 file above, the cat command can be
used, as shown in the following example:

cat TIM.xml | asnlx -i xml -o json -T US_MSG_FRAME > TIM. json

5.2. Store-and-Repeat messages (SRMs)

Store-and-Repeat messages, such as MAP or Traveler Information Messages (TIMs), can be conven-
iently created in the Commsignia Central Device and Data Management Platform or using Comm-
signia V2X Studio. In addition to the creation of these messages both Commsignia products are
capable of deploying messages to the appropriate RSU and starting their transmission automatically.

However, any custom message in RSU 4.1 format can be deployed to RSUs manually, and further
configuration options are available for the handling and transmission of these messages.

5.2.1. Configuring SRM settings
To change the default directory of the messages on the device using the GUI, proceed as follows:

1. Log into the device using SSH. For more information, refer to section

2. The location of the directory can be changed on the GUI under the - menu
item, as shown in Figure
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commsignia Store-and-Repeat messages (SRMs)

c(O] m msig nia Status ~  System ~  Services~ Network v V2X Core v V2X Status v V2XTools v  V2X Debug ~  Logout

SRM IFM tool configuration
Configuration for the SRM-IFM upl-tool

O remote API IP address 127.0.0.1

IPv4 address of the remote API.

O remoteapiPort 7942

remote API port

listenPort | 1516

UDP IFM listen port

O ifwmFiltersPath ./ifm filters
Deprecated, do not use.

rsuMessagesPath | /rwdata/rsu msgs/

path to RSU messages.

Figure 30. Changing the location of the SRM directory

3. Select the box next to rsuMessagesPath and enter the path of the new directory.

4. Clickonthe button for the changes to take effect on the device.
Alternatively, the muci tool can be used as follows:

1. Log into the device using SSH. For more information, refer to section

2. Use the following command to set a new directory for the SRMs:
muci set ifm.rsuMessagesPath </new directory>

3. Restart the V2X stack using the command
unplugged-rt-restart.sh

5.2.2. Formatting SRMs

Please note that all SRMs need to be in RSU 4.1 format. The message format needs
to match the regional standard.

The following example shows a MAP message:

Version=0.7

Type=MAP

PSID=E0000017

Priority=0

TxMode=CONT

TxChannel=SCH

TxInterval=1
DeliveryStart=08/18/1990, 15:55
DeliveryStop=08/18/2039, 15:59
Signature=False
Encryption=False
Payload=0012. ..
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As can be seen in the example, the transmission interval (TxInterval) needs to be set to 1, which
means that the messages are transmitted with a frequency of 1 Hz. The start and expiration time of
the message can be setinthe DeliveryStart and DeliveryStop fields, respectively.

Please ensure that the signing of the messages are compatible with the security settings of the
device:

* If the system is enrolled and the security is turned on, use Signature=True to transfer signed
SRMs. Setting the signature to False is typically not recommended on an enrolled device.

* If the system is not enrolled or security is turned off, use Signature=False to trasmit unsigned
SRMs. Do not set the signature to True on such devices, as the messages cannot be signed, and
fail to be transmitted.

5.3. Immediate forwarding

The RSU is capable of relaying appropriately formatted messages fed through the User Datagram
Protocol (UDP) port of the device. These Immediate Forward Messages (IFMs) are directly forwarded
to the radio and only signed if it requested.

5.3.1. Configuring IFM settings
To change the UDP listening port or message directory on the device, proceed as follows:

1. Log into the GUI. For more information, refer to section

2. Openthe - menu item as shown in Figure

C(O) m m5|g n la Status + System ~ Services > Network ~  V2X Core ~ V2X Stafus~ V2XTools + V2X Debug~  Logout

Store and Repeat Message / Inmediate Forward Message configuration

(o' [ET.ET] SRM IFM tool configuration [

Configuration for the SRM-IFM upl-tool "listenPort™ 1516
"rsuMessagesPath”: "/rwdata/rsu_msgs/"
O remote API 1P address 127.0.0.1 "wsaEntriesPath": "/rwdata/etc/wsa_entries/"

"statusJSONPath": "/tmp/srm_ifm_status_json",
“forceRadiolnterface™ "auto"

7942 }

IPv4 address of the remote API
0O remotekplPort
remote API port
listenPort 1516
UDP IFM listen port

O ifmFilterspath ./ifm filters
Deprecated, do not use

rsuMessagesPath /rwdata/rsu

path to RSU messages

D wsaButoGensration

Enables automatic WSA assembly and sending.

wsaEntriesPath | /rwdata/etc/wsa_entries/

path to wsa entries

statusJSONPath | /tmp/srm_ifm status.json

path to status JSON file

O wrogging level

Set the level of logging. The selected level also enables all higher levels

forcsRadioInterface auto

Figure 31. SRM/IFM configuration menu

3. To change the default UDP listening port, select the checkbox next to 1istenPort and enter a
new value.
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