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System overview
KNX IoT to BACnet IP gateway

1 System overview

Via KNX loT to BACnet IP gateway (OCT200.KNBA), Thread room sensor data can be wirelessly exchanged to

Siemens controllers or other 3rd-party building automation/management system (via BACnet). The supported
controlling systems from Siemens include:

e Classic Desigo

e Desigo Control Point

e PXC5

In Thread network, the total number of connected sensor and extender is 100.
e For gateway, maximum directly connected sensor is 32 and extender is 22.
e For extender, maximum directly connected sensor number is 32.
Topology

3“-party BAS and BMS Legacy systems Monitoring NGA

== BACnHe ]\

loT
OCT100.R | I | I
.@J T _ .@ - B B .@
QxA289x/WI
Legend
OCT200.KNBA KNX loT to BACnet IP gateway (hereinafter, short for gateway)
QxA289x/WI Thread room sensor (hereinafter, short for sensor): QAA2890/WI,
QFA2890/WI, QPA2892/WI
OCT100.R Thread mesh extender (TME) (hereinafter, short for extender)
3"-party BAS and BMS 3" party building automation system and building management system
Legacy systems Classic Desigo
Monitoring Desigo Control Point
NGA PXC5
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System overview
KNX IoT to BACnet IP gateway

1.1 KNX loT to BACnet IP gateway

Gateway is mains-powered by AC 100...240 V (with extemal power adapter).

SIEMENS
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I_IU_I_L\ pEmE = |- /_LII_I
@ ® Ol
No. |Product description No. |Product description
(O |OLED A: Device @ Ethernet terminal
(2) |= LEDB:WLAN (B | Power input terminal
(3 |# LED C: Thread (6) |O Button A used for factory reset and WIFI
on/off
@ Button B used for gateway joining Thread
network
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System overview

KNX IoT to BACnet IP gateway

In the following table:
e Short press (<2 s) means short press the push button
e Middle press (5...20 s) means middle press the button
e Long press (220 s) means long press the push button

LEDA O
LED color Device status LED pattern Push button operation
Off Unpowered device or device is Off N/A
switched off.
Green Start up (e.g. device is powered | Flashing (/s s on/ /s s off) for 80 s N/A
on)
Normal (connected) On
Firmware downloading
Firmware installation Flashing (/s s on/ /s s off) for 80 s
Orange Factory reset Fast flashing (100 ms on / 100 ms off) for 15 s | Long press button A O to start
factory reset
Red Hardware error Fast flashing (100 ms on / 100 ms off) for N/A
200 ms
Green Confirm key press Flashing (/s s on/ /s s off) until button pressing | Middle press button A O
stop
LEDB =
LED color Device status LED pattern Push button operation
Off LAN/WLAN is not connected or | Off N/A
switched off.
Green LAN/WLAN is on. Onfor3s Middle press button A O
WLAN access is switched on. Fast flashing (100 ms on / 100 ms off) N/A
Orange WLAN access is switched off. Onfor3s Middle press button A O
LED C =
LED color Device status LED pattern Push button operation
Orange Thread initial status (Device is On N/A
not defined or joined a network.)
Green Commissioning mode (Device Fast flashing (100 ms on / 100 ms off) for N/A
joined the network.) 200 ms
In operation On
Joining Flashing ("/s s on/7/s s off) for 2 s Short press button B %
Red Connection lost Flashing ("/s s on/ 7/ s off) for 2 s N/A

ABV13058284_en-—_a
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System overview
Thread room sensor

1.2 Thread room sensor

Sensors are sleepy device. They transmit data only when awoken and normally connected to network.

Powered by alkaline battery

The sensor is powered by alkaline battery that is supplied with sensor in package.
o QAA2890/WI, QFA2890/WI: 3 x alkaline batteries type AAA, 1.5V

e (QPA2892/WI: 2 x alkaline batteries type AA, 1.5V

When battery level is low and network connection is normal, low battery level alarm is sent to the gateway for
brand-new battery replacement.

Users can check battery level by short press push button on the rear of the device to activate the LED. The
batteries are almost empty if LED turns red and keeps fast flashing (100 ms on / 100 ms off) for 8 s and must be
replaced within 2 weeks.

Notes

Do not install used or low-quality battery.

Do not mix used and new batteries. Otherwise, it may cause battery leakage.
Do not use leaking or deformed battery.

Do not use rechargeable battery.

Do not remove battery during commissioning and configuration.

As lower battery alarm is sent to gateway if battery power is in low-level, brand-new battery needs to be
replaced. The used batteries should be disposed in accordance with local and national legislation.

e Network connection is lost if battery level reduces too much after low battery alarm raised.

e Check battery power periodically as battery in low power level for long time may cause battery leakage
Battery lifetime

Battery life is calculated in lab. The value may change or deviate as per environment.

Push button and LED indication

Push button is on the rear of the device used for operation. LED is on the front of device used for status
checking.

LED

In the following table:

e Short press (<2 s) means short press the push button
e Long press (>20 s) means long press the push button

LED color Device status LED pattern Push button operation
Off Unpowered device / powered Off N/A
device without display
Green Start up (e.g. battery installation) | Fast flashing (100 ms on / 100 ms off) for 3 s N/A
Normal (connected) Onfor8s Short press to activate LED
Joining Flashing (*/4+ s on/ /s s off) during joining and is | Short press to activate LED, then
timeout after 120 s short press within 8 s to join "
Orange Initial state (no connection) Onfor8s N/A
Factory reset Fast flashing (100 ms on / 100 ms off) for 8 s Long press to start factory reset
Red Connection lost Flashing (/s s on/ 7. s off) for 8 s Short press to activate LED
Low battery / Hardware error Fast flashing (100 ms on / 100 ms off) for 8 s
Programming mode Constant on during programming mode and Short press to activate LED, then
timeout after 4 minutes. short press within 8 s to enter
In programming mode, power consumption is | Programming mode a9
higher.
Response for button press Constant on until users stop pressing within 2 s | Short press to active
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System overview
Thread mesh extender

LED color

Device status

LED pattern

Push button operation

Off and green

Firmware update

Constant off during firmware downloading, fast | N/A
flashing (100 ms on/ 100 ms off) during new
firmware startup.

Notes

) Device is in initial state (no connection).
2) Before entering programming mode, device needs connect to Thread network.

%) Device can enter programming mode via gateway. The icon of programming mode in gateway web Ul is
Device Identification locates in KNXIOT GATEWAY -> Device Management -> Configuration ->
Maintenance Commands.

4) If device connection is lost (LED flashes red) and rejoining to the network is needed, users need factory reset

the device firstly.

1.3 Thread mesh extender

LED
Extender is powered by USB-C power adapter.
LED A
LED color Device status LED pattern
Green Start up (e.g. device is powered on) Fast flashing
Normal operation Solid
LEDB =
LED color Device status LED pattern
Green WLAN is switched on. N/A
Traffic Fast flashing
Yellow WLAN access is switched off. N/A
LEDC
LED color Device status LED pattern
Yellow Not commissioned Solid
Green Joining Flashing
Commissioning mode Solid
Red Network lost Solid

Push button

—

WLAN ON/OFF button =

Thread ON/OFF button &

Factory reset (Press > 20 s)

Start Thread join (Toggle: Press < 2 's)

WLAN ON/OFF (Press 5...20 s)

ABV13058284_en-—_a
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Mounting and installation
KNX IoT to BACnet IP gateway

2 Mounting and installation

2.1 KNX IoT to BACnet IP gateway

For detailed mounting instructions, see Mounting instructions.
For detailed environmental conditions, see Data sheet.
e The device is designed for wall mounting and can also be placed on a horizontal surface.

e Inside wall (not an outside wall!) of the room to be air conditioned; not in recesses, behind curtains, above or
close to heat sources or shelves and not on walls where a chimney is located. Do not expose the unit to
spotlights or direct sunlight.

e Install the device in the occupied space about 2.2 m above the floor and at least 20 cm from the next wall.

2.2 Thread room sensor

For detailed mounting instructions, see Mounting instructions.
For detailed environmental conditions, see Data sheet.
e The device is designed for wall mounting, flush mounting, and tape mounting.

e Inside wall (not an outside wall!) of the room; not in recesses, behind curtains, above or close to heat
sources or shelves and not on walls where a chimney is located. Do not expose the unit to spot lights or
direct sunlight.

e Install the sensor in the occupied space about 1.5 m above the floor and at least 20 cm from the next wall.

e Seal the end of the conduit at the sensor to prevent false measurements caused by draughts through the
conduit.

2.3 Thread mesh extender

Thread mesh extender can be mounted on walls or ceilings. The ideal orientation is vertically on a flat wall, with
Power and Ethemet cables facing down. A clearance of 2 cm on all sides should be maintained.

e Do not install the device in a cabinet or metal container.

e Do not install the device behind walls or other obstructions which would interfere with line of sight to other
Thread devices on your network.

e Do not install the device too low to the ground.
e Do not install the device on rough or uneven surfaces.
e Install in a central location which offers best coverage for devices in the premise.
— Repeater devices can be added to your Thread network to improve network coverage.

2.4 Installation onsite

Install all devices to planned location as per provided mounting instructions.

Communication range refers to the table below. The actual range depends on building structure and
environment.

Communication range

Direct distance between

e Sensor and gateway e Approximate 50 m
e Sensor and extender e Approximate 50 m
e Extender and gateway e Approximate 50 m

If sensor is not connected to Thread network successfully, recommend adding extenders to extend network or
see resolutions described in Frequently asked questions [— 27].

832 ABV13058284_en--_a
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Setup and commissioning
Login gateway web Ul

3 Setup and commissioning

3.1 Login gateway web Ul

e Connect a smart phone or PC to a specific gateway WLAN, e.g., KNBAxxxx1D. No password is needed.
e Login URL: https://192.168.8.1

o No default password, click Login directly.

Login management interface for the first time

1. Select the desired language and click Next.

2. Setnew password: At least 8 characters including upper case letters, lower case letters, special characters
and numbers.

3. Confirm new password and click Submit.

— Login is successful and the new password is set for future logins.

A6V13058284_en--_a 9132


https://192.168.8.1/

Setup and commissioning
Workflow

3.2 Workflow

Setup, commissioning and installation workflow for all devices in the system is as follows:

Create allow-list

Create
allow-list

Power on gateway and configure Ethernet Over WLAN via ==
to static IP or DHCP (over WLAN) nglzespshgnf

NETWORK [— 12]

\

Create Thread network (optional)

KNXIOT GATEWAY [— 13]

\

Create allow-list
Scan DM code (recommended) / Manual /
Import file

KNXIOT GATEWAY [— 14]

\

Device (sensor) configuration Over Ethernetvia PC ===
(offline, click Save & Apply) - DHCP server needed
- Static IP connect to PC directly

KNXIOT GATEWAY [— 15]

\

BACnet mapping Map all (recommended)
and Save & Apply

KNXIOT GATEWAY [— 17]

\

BACnet setting (optional)

KNXIOT GATEWAY [— 18]

\

Backup project

SYSTEM [~ 19]

10 | 32 ABV13058284_en--_a



Setup and commissioning
Workflow

On site installation and configuration

On site
installation and
configuration

Installation onsite [— 8]

Install gateway

KNX loT to BACnet IP gateway [— 8]

Restore project

SYSTEM [— 20]

Create Thread network (if not created before)

KNXIOT GATEWAY [— 13]

Start commissioning

KNXIOT GATEWAY [— 15]

— Install extender and join Thread network
one by one
— Check connection status

Thread mesh extender [— 8]
KNXIOT GATEWAY [— 15]

— Putin sensor battery, install sensor and
join Thread network one by one
— Check connection status

Thread room sensor [— 8]
KNXIOT GATEWAY [— 15]

Yes

'

Check BACnet function Backup project
after configuration finihsed

)

SYSTEM [~ 19]

No

Add additional
extender

}

Add allow-list

KNXIOT GATEWAY [— 14]

'

Click Rejoin

ABV13058284_en-—_a
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Setup and commissioning
Commissioning

For setup and commissioning, users need to:

Connect sensor to Thread network
Configure corresponding information
Map parameters to BACnet network

3.3 Commissioning

3.3.1 HOME

Thread network topology is displayed. Users can click:

Gateway WLAN name, e.g., KNBA00000001 directly jumps to WIRELESS
WLAN Clients icon directly jumps to WLAN Clients under NETWORK
LAN Clients icon directly jumps to LAN Clients under NETWORK

IPv6 icon directly jumps to IPv6 page under MORE SETTINGS
Note: BACnet IP communication only supports IPv4.

3.3.2 WIRELESS
Configure WLAN parameters

WLAN is enabled by default. Make sure WLAN is enabled during commissioning.

Users can change the parameters as desired by clicking Modify then click Apply.

Change WLAN password after first login.

3.3.3 NETWORK

e LAN/WLAN IP Settings: Default settings are recommended.
SIEMENS admin Panel =
@ HOME .
LAN/WLAN IP Setting
% WIRELESS
Router IP Address @ 192.168. 8
#% NETWORK
LAN/WLAN IP Setting
Maximum Number of Users 150
LAN/WLAN Clients
Ethernet art IP Address 192.168.8.100
& KNXIOT GATEWAY
End IP Address 192.168.8.249
fa SYSTEM
® MORE SETTINGS Advanced
When you specify a reserved IP address for a client within the LAN, the client always receives the same IP address each time it accesses the
© router’s DHCP server. You can assign reserved IP addresses to computers or servers that require permanent IP settings. Add
Note: Configured clients have 1o reconnect the router 10 activate.

ABV13058284_en-—_a



Setup and commissioning

CommISS|on|ng
e LAN/WLAN IP Clients: Show online and offline clients
SIEMENS  ssminpanel
HOME
@ LAN/WLAN Clients
® WIRELESS
Online Clients ) ~
& MNETWORK N
Name 1P+ MAC Speed Traffie Block WAN Action
LAN/WLAN IP Setiing . 0008 voos
= o o @
Offline Clients (12) ~ o oe Al
% KNXIOT GATEWAY
Name IP + MAC speed Traffic Block WAN Action
%4 SYSTEM
—_— 192.168.8.135 00 By 0 _—
o ELS-AN10
& MORE SETTINGS
—_— 0.00B 0B
p— nova_7_5G-31fdcecadd
e 4 000B/s 4 0.008
—_ . 0.00 B/s 0.008
= nova_8_Pro-c11392bde - .
— N 0.00B/s 0.008
£ HUAWEI_P30_Pro-c97f6
- 4 000B/s 4 0.00B
— 0.00 T 0.008
= HUAWEI_P30-422223860.
0.00 B/s 0.008
2 HUAWEI_P30-4f5833679.
L 0.00 B 0.008
—_ 00 B/ 08
—~ HUAWEI_Mate_30_Pro_3. B/ ‘
— B/ —
e HUAWEI_Mate_30_Pro_5...
L 0,008 4 0.008
— 0.00B/s 0.008
= nova_8-7433060124 . .
4 000B/s 4 0008
- HUAWEI_Mate_40E-a713...
= SBEACOAROF @ d

e Ethernet: The default connection is DHCP. Default settings are recommended.
If users need to use Ethemet cable to connect gateway directly, configure static IP over WLAN.

SIEMENS admin panel

@ HOME

Ethernet
+ WIRELESS
Pro
% NETWORK
P Addres:
LANWLAN 1P Setting .
Gateway

LANMWLAN Clients.

EnedlE

3 KNXIOT GATEWAY

% SYSTEM

@ MORE SETTINGS

Modify

3.3.4 KNXIOT GATEWAY

Static

192.166.1.88

192.168.1.1

192.168.1.1

Thread Network: Creating New Network Two options are available:
Click Apply to create network with default values.

SIEMENS admin Fanel

#  KNXIOT GATEWAY
Thread Network
Device Mianagement
BACnet lapping
Topologies
BACne: Settings

9 SYSTEM

@ MORE SETTINGS

OuE Thread Network
= WIRELESS

Creating New Network
% NETWORK

Join Existing Network

Network Name KNBASFOD00SF
Commissioner Credential
AN 1D Oxfif
Extended PAN ID dead00besf00cate
Netw Ki

annel %

fd11:22:0:0:./64

On-Mesh Prefoc

Import Setting

ABV13058284_en-—_a
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Setup and commissioning
Commissioning

and Network Key) automatically. The click Apply.

SIEMENS adminPanel

@ HOME

Thread Network
F WIRELESS
Creating New Network
% NETWORK

KNXIOT GATEWAY
Thread Network
Topologies
Device Management
BACnet Mapping

BACnet Settings

% SYSTEM

@ MORE SETTINGS

Device Management - Commissioning:
Three options are available:

%  WIRELESS .
Device Management

# NETWORK

Commissioning

Add Device v

+ Manual

Configuration
F  KNXIOT GATEWAY

Batch Edit
Thread Network

Topolegies Device Type

Device Management (&) Sean OM Code . .
device

& Import File

BACnet Mapping

BACnet Settings

74 SYSTEM

@ MORE SETTINGS

Scan DM Code

Join Existing Network

Network Name KNBAQQOO0O01
Commissioner Credential
PAN ID Oxedad
Extended PAN ID 0e24649bd7a3155d
Network Key

fd11:22:/64

On-Mesh Prefix

- - ]

Add devices to allow-list

Export Devices

Serial Number Role IP

1) Make sure smart phone connect to gateway wireless network.
2) Click Scan DM code to scan DM code on the rear of sensor or on the front of extender.
3) Add device window pops up and enter device Name and click Apply to add device to the allow-list. All

device status is Disconnected.

EUI-64

Click Regenerate Params to generate a new network with new parameters (PAN ID, Extended PAN ID

Timeout 4 minutes Start Join

Action

Status

Filter device

Note: Do not add same device repeatedly and the allowed maximum device number is 100. If one same

device is added twice, the .CSV file of

allow-list import fails.

Manual - Add devices (sensor and extender) to Thread network by entering parameters: Name, Device

Type, Serial number, EUI64 and Credential (Sensor: PXXXXXXXX; Extender: P:XXXXXX). Related info

14|32
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Setup and commissioning
Commissioning

can be found on the rear of device. Users can define Name.

Add Device

Name Please input name

Device Type Please select device type

Serial Number Please input serial number

EUI-64 Please input EUI-64

Credential Please input credential

Cancel

— Import File - When smartphone cannot connect Thread network or users are not on site, they can scan
all needed devices using smart phone to generate .csv file and save to desired path.
Click Select to import the completed .csv file then click Apply.

Note: Not recommend editing any attributes in the .CSV file manually.

Import File o
File Please select import ﬂle

Cancel Apply e

e Commissioning:
1) Set timeout to max. value and click Start Join. Then all device status is Wait for Join.
2) Power on extenders one by one. Extenders join Thread network automatically. (LED A & C green is
constant on if join successfully.)
3) Install battery to power sensors. Sensors join Thread network automatically (Per device takes max. 2
minutes). Then LED green on for 8 s if join successfully.
4) Check if all devices join successfully. Status changes Disconnected -> Wait for Join -> Connected.

A6V13058284_en--_a 15132



Setup and commissioning
Commissioning

SIEMENS ssminpane s

HOME =
@ ho Device Management
= WIRELESS
g Configuration
& NETWORK

Add Device Batch Edit Export Devices Tineoul | 24 hours

3 KNXIOT GATEWAY

Name Device Type Serial Number Role P EUI-64 Status Action

Thread Network
Device Management Filler device nam: Filter device type Filter device statu
BACnet Mapping FD11.0022.00 )

QPAZ892 00FD chilg F1EE:D3C53: Connected
Topologies - :
BACnet Settings

QFA2890-2 QFA2890/WI Disabled d16¢670105¢18000 Disconnecled wee

§& SYSTEM

00FD10F1914E Disavled 67010518000

@ MORE SETTINGS

A5C9 QFA2830/WI Disabled e86c670105¢18000 L
TME OCT100 R 015C0000B0 Jisavled - 8ctb81fife794TeT aer
SIEMENS Adgminpane!
@ HOME q
Device Management
< WIRELESS
Commissioning  Configuration
& NETWORK
Add Device v Export Devices Timeout 4 minutes Start Join
¥ KNXIOT GATEWAY
Name Device Type Serial Number Role 3 EUL64 Status Action
Thread Network
Device Management
BACnet Mapping
™E OCT100.R 015C000008 Router aclosLl
Topologies
BACnet Setings - ,
59--QFA--19150 A 00FD10F1915 Child 315 3352;00 A 8 105e18000 Connected ]
% SYSTEM
5T-QPA-Testar-1 QPA2892/WI 00FD10F19929 Child e o T[.',’.. f';l“li‘,“:ff‘r”” 70105¢18000
© MORE SETTINGS SARLRATEE
O (134 . FD11:0022:0000:001 6570105618
00FD10F18AEB i oset e 1606701056 1800
58-QPA-1994F hid €98d670105618000
58-QPA-1993A FDI0FL993A Child
SIEMENS sanin panet
@ HOME -
Device Management
F WIRELESS
ing  Configuration
% NETWORK
#  KNXIOT GATEWAY
Name Device Type Serial Number Role P EUI-64 Status Action
Thread Nenwork
Device Management
BACnet Mapping
TME OCT100.R 015C00000B Routes 1fffe79447d =
Topologies
BAGnet Settings
59--QFA-19150 QFA2B90MI 00FD10F19150 Chik 70105€18000 Connegted

P& SYSTEM

57-QPA-restart-19929 QPA2BI2IWI

D10F19929 crild 8{8e670105¢18000
© MORE SETTINGS
58-QPA-1994F QPA2892MWI 00FDI0F1994F ik £98467010518000 Conne
56-QPA-1993A 00FDIOF1993A c ebBd6701056180( [Connected )

D8:C63D

57-QFA-Teslan-18838 00FD10F18838 Child da7c670105618000

e Configuration
Click Save & Apply.
Sensor enters programming mode next wake-up cycle and LED red on for 4 minutes. Some of the following
tags displayed near the device name, depending on data transmission:

— Outdated: Synchronization timeout.
— Updating: Information is syncing.

16 | 32 ABV13058284_en--_a



Setup and commissioning

Commissioning

— Updated: Information synchronization is finished.
— ProgMode: Sensor is in programming mode.

@ HOME

= WIRELESS

& NETWORK

3 KNXIOT GATEWAY
Theead Nework
Device Managemant
BACnat Mapping
Topologies
BACnet Settings

% SYSTEM

© MORE SETTINGS

SIEMENS saminarel

Device Management

Commissioning  Configuration
KNXIof Device

> &5 56-QFA-1919D  Deomeeieien

5 58-QPA-AEB

> 00rD10¢ 1 2ALE

QO Orefresh (]

> 5 S8-QFA1917F  DOFDIAISITE (Glpindae

> 5 58-QPA-1993A  Doomineimm

> &5 57-QFA-restart... DooDIOFEE (Dupmam | DRegues
> 5 58-QPA-1991B  Docroiorisens | Sus

> &5 59-QPA-18AFD  ©OODIOHEAD |G Uptods

» 5 57-QFA-restart... DooDioier spastng  © Poghiods
> &5 58-QFA-19970 oomnmm (D

> &5 57-QPATestart.. D0 :

> &5 CAICAIST-QPA-... ©o0016515911 [ Bumiad

> 5 58-PQA-198FD  ©OCDIFI®D | Gumiaed

> 5 58-QPA-1992E  Doooirimi Gupe

> 5 57-QPA19920

00108155

e Configuration: Configure connected devices settings

@ HOME

F  WIRELESS

#% NETWORK

3 KNXIOT GATEWAY

Thread Network

Device Management

BACnet Mapping

Topologies

BACnet Settings

7 SYSTEM

& MORE SETTINGS

Device Management

autoRefresh Metadata

©5ave & Apply D355

Please select the list on the left for data presentation

Commissioning  Configuration
KNXIoT Device Q O Crefresh ®  autoRefresh Metadata
~ 5 58-QFA-1919D DOODIONSIS G Upiadie
> [J Communication Objects Display Name
56-QFA-1919D
> [3 Parameters
KNXIOT Identifier
> [ Diagnostics QFAZBSOMI v
3 Maintenance Commands
> 5 58-QPA-AEB ©O0FDIOFBAEE | Cubdared

i

58-QFA-1917F Cy00FDIOF1917F

> 5 58-QPA-1993A  DOwDIORIIA | Dl
> 5 57-QFA-restart... ©0oI0Rss
> &b 58-QPA--1991B  Dearoioriosns

> &b 59-QPA-18AFD

Soarmioraa (DUt

=5 57-QFA-restart... ©0D10M9sT

=) 58-QFA-19970  ©EDI0RITD e

O Uprodaie

© Uptodate

© Outdated

e BACNet Mapping: Two options are available:

— Click Map All to map all parameters to BACnet network and click Save

& Apply.

ESave & Apply 0315 unning

@ HOME

= WIRELESS

& NETWORK

3 KNXIOT GATEWAY

Thraad Network
Device Management
BACne! Mapping
Topoiogies

BACnet Sattngs

75 SYSTEM

@ MORE SETTINGS

SIEMENS 2amin panel

BACnet Mapping

KNXoT Device

> =3 QPAZ892 OOFD1OF19918

h

QFAZ890-2
> 5 AFQ28901

> & A5C9 o0

BACnet

=]

QO Al Objects v
KNBASFD_WOSF

7} System_Status

1z

System Status
| ® e L

Wiltable
bookean

-, Location
oo

(3 Local Date
o

Le D B -
@ oy (Value will be provided on runtime)

-, Wiltable
D oo
#, Local_Time
= 5,

wiitable

booican

Local_Time
@ o (Value will be provided on runtime)
2

7, Utc Offset
2 116

- teom
@ U507 aiue will be provided on runtime)

23 Protocol Version
2 o

 Clear All

— Map desired parameters from KNX loT to BACnet and click Save & Apply.
Select definite parameter on left side and drag it to related position on right side.
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BACNet Settings: Check BACnet setting and click Save & Apply
SIEMENS admin Panel

@ HOME q
BACnet Setting
% WIRELESS
SETTING = Save & Apply ) Reset default | ) basic
& NETWORK
Device-Name
%  KNXIOT GATEWAY KNBAOODDO0OT
& Device-Name contains 1...12 ASCII characte ust space

Thread Network
Device-instance

Topologies 1
Device Management An integer value within range 0...4194302, canry m
UDP-Port
BACnet Mapping
47808
BACnet Settings
thin range 47808...47823, car mp
74 SYSTEM

@ MORE SETTINGS

Advanced user can click slider besides basic to enter advanced setting interface.

SIEMENS acmin panst

® HoME BACnet Setting
F WIRELESS

SETTING
& NETWORK

Device-Name

KNBASFOD005F
#  KNXIOT GATEWAY

'he Device-Name contains 1...12 ASCII characlers, cannot be empty or just space
Thread Network Device-instance
95
Device Management -
BACnet Wapping UDP-Port
47808
Topologies
An integer valus within rangs 47808.,.47823, cannat be smpty
BACnet Setfings Segmentation-Supported
segmented-both v
74 SYSTEM N - .- .
Enable Segme n-Supported for both sendingirecaiving.
Max-APDU-Leng epted
© MORE SETTINGS al
value within range 1024...1476, cannet be empty.

Max-Segmants-Accapled
64

nteger value within range 2...64, cannot be empty
Seqments Window-size

16

oresetdetaute  (@Dadvanced

@ Save & Apply

1832

ABV13058284_en--_a



Setup and commissioning
Commissioning

o Topologies: Check Thread topology (connected devices)

SIEMENS zirin panei

@ HowE Topologies Refresh

= WIRELESS
fy ThoeadLeader ffy Thvead Rowter find Device Auto Refresh @
& NETWORK

¥ KNXIOT GATEWAY

Thread Hetwark
Device Management
BAChe! Mapping

Topologies
BACNSTS8lings .

7 SYSTEM

& MORE SETTINGS

Base
Route
LeaderDala

MACCounters

Connsctivity

ChildTeble

3.3.5 SYSTEM

e Backup/Restore: After system is set up successfully, backup entire system settings.

— Backup: Click Generate Archive to back all settings in case system down.
SIEMENS adminPanel

HOME

@ Backup/Restore
= WIRELESS

Backup  Restore

% NETWORK

& KNXIOT GATEWAY

Generate Archive

76 SYSTEM

Backup/Restore

Firmware Update

Password

System Log

Time Zone

Reboot/Reset

Logout

@  MORE SETTINGS
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e Backup/Restore: Restore settings

— Restore: Click Select a file or drag it here to select a file (backup.tar.gz) or drag the file to restore

original settings.
SIEMENS AgminPanel

@ HOME

Backup/Restore
+  WIRELESS

Backup  Restore
% NETWORK

% KNXIOT GATEWAY

% SYSTEM
Backup/Restore
Firmware Update
Passwiord
System Log
Time Zone
Rebool/Reset

Legout

@ MORE SETTINGS

e Firmware Update

1T Select a file or drag it here

File types include: targz

— Current Version: Check current gateway firmware and Thread suite version and make sure use latest

version.

— Local Upgrade: Click Select a file or drag it here to select a file or drag a file to upload new firmware

version provided by Siemens.

Organise ~ New folder

A A
Name

& OneDrive

2| This PC

4 3D Objects
Il Desktop

=| Documents
¥ Downloads
B Music

&=/ Pictures
” Videos
FEE-C A
o7 B (D)

£ ocr200, KNEA_TEZOD_ReIEa&eJar

File name: |OCT200.KNBA_V0.20.0_Release.tar

- W @
pe Size
05/11/2022 13:33 WinRAR [RG5S 44,831|
>
\,| Custom Files (binAImgAzipst ~ T Select a file or drag it here

File types include: .bin, img, .zip, .tar, .gz

Firmware Update

Password

System Log

Time Zone

Reset&Reboot

# MORE SETTINGS

20|32
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SIEMENS Asmin penel
Current Version  Local Upgrade
@ HOME —

F WIRELESS

# NETWORK Upload successful

¥ KNXIOT GATEWAY OCT200.KNBA_V0.20.0_Release.tar

Re-upload file
95 SYSTEM

Backup/Restore

Firmware Verification
Firmware Update

Version 0.20.0
Password
System Log SHA256 78981f1ddfef46209eac08a065ffaf916c59563317d93d48bbodeB886284bedd 1
Time Zone #

Verification Result
Resst&Reboot

Keep Settings @ »

@& MORE SETTINGS

e Password: Change password: At least 8 characters including upper case letters, lower case letters, special
characters and numbers
Enter old password and then enter and confirm new password and click Apply.

SIEMENS adgmin Panel

HOME
@ Password

= WIRELESS

Old Password Enter old password L=

& NETWORK
w Passy Enter new passworc L3
3 KNXIOT GATEWAY New Password nter new password
75 SYSTEM Confirm Password Enter new password again °
Backup/Restore
Apply b
Firmware Update

Password

System Log

Time Zone @

Reboot/Reset

Logout

@ MORE SETTINGS
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e System Log: Display system log, Kemel Log and Uboot Log and users can click Export Log to save logs to

local.
SIEMENS admin Panel D 49 =
= WIRELESS
SystemLog Kernel Log  Uboot Log
% NETWORK Refresh
Sat Mar 12 01:30:15 2022 userinfo SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
3 KNXIOT GATEWAY Sat Mar 12 01:30:15 2022 user.notice SYS_MONITOR[2508]: DB status changes from 0 1o 1
Sat Mar 12 01:30:18 2022 user.info SYS_MONITOR([2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:18 2022 user.notice SYS_MONITOR[2508): DB status changes from0to 1
% SYSTEM ~ Sat Mar 12 01:30:21 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:21 2022 user.notice SYS_MONITOR[2508]: DB status changes from0to 1
Sat Mar 12 01:30:24 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Backup/Restore Sat Mar 12 01:30:24 2022 user.notice SYS_MONITOR[2508]; DB status changes from 0 to 1
Sat Mar 12 01:30:27 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Firmware Update Sat Mar 12 01:30:27 2022 user.notice SYS_MONITOR[2508]: DB status changes from 0 to 1
Sat Mar 12 01:30:30 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Pa rd Sat Mar 12 01:30:30 2022 user.notice SYS_MONITOR[2508]: DB status changes from 0o 1
Sswal Sat Mar 12 01:30:33 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:33 2022 user.notice SYS_MONITOR([2508]: DB status changes from 0 to 1
System Log Sat Mar 12 01:30:36 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:36 2022 user.notice SYS_MONITOR[2508]: DB status changes frem 0 to 1
Time Zone @ Sat Mar 12 01:30:39 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:39 2022 user.notice SYS_MONITOR[2508]: DB status changes from 0 to 1
Sat Mar 12 01:30:42 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Rebool/Reset Sat Mar 12 01:30:42 2022 user.notice SYS_MONITOR[2508): DB status changes from 0 to 1
Sat Mar 12 01:30:45 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Logout Sat Mar 12 01:30:45 2022 user.notice SYS_MONITOR[2508]: DB status changes from 0 to 1
Sat Mar 12 01:30:48 2022 user.info SYS_MONITOR[2508]: Request: /system/task/TaskMonitor
Sat Mar 12 01:30:48 2022 user.notice SYS_MONITOR[2508]: DB status changes frem 0 to 1
@ MORE SETTINGS Sat Mar 12 01:33:16 2022 user.notice otbr-agent[3016]: 01:00:34.147 [NOTE]-CLI-—: Input: txpower
Sat Mar 12 01:33:16 2022 user.notice otbr-agent[3016]: 01:00:34.151 [NOTE]-CLI-—: Output: 20 dBm
Sat Mar 12 01:33:16 2022 user.notice otbr-agent[3016]: 01:00:34.151 [NOT LI-—: Output: Done
Sat Mar 12 01:33:16 2022 user.warn otbr-agent[3016}): 01:00:34.151 [WARN]-PLAT—: Failed 1o write CLI output: Broken pipe
e Time Zone: Sync gateway time. Select time zone in the drop-down list.
SIEMENS adgmin panel 0 49 =
@ HOME -
Time Zone
= WIRELESS
A Sync
% NETWORK
Router Time Sat, Mar 12, 2022 1:37 AM (UTC+00:00)

3 KNXIOT GATEWAY

utc
fa SYSTEM

Backup/Restore
Firmware Update

Password

System Log

Time Zone &

Rebool/Reset

Logout

@ MORE SETTINGS
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Reboot/Reset: Users can click Delete All And Reboot on PC or REBOOT on smartphone to reboot
gateway.

Note: Not recommend power off the device during reboot.

Smartphone

16:33 willl = -

SIEMENS Admin Parsl

@ HOME
WIRELESS
METWORK
KNYIOT GATEWAY
SYSTEM

MORE SETTINGS

LANGUAGE

] LOGOUT

# 192.168.8.1

O an

o

PC

SIEMENS aominpanet

@ HOME

Reset&Reboot

WIRELESS

& NETWORK

KNXIOT GATEWAY

Delete All And Reboot

% SYSTEM

Backup/Restore
Firmware Update
Password
System Log
Time Zone

Reset&Reboot

@ MORE SETTINGS

Note: Icons on right corner

: Reboot, : Logout, ~ : Language
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3.3.6 MORE SETTINGS

e IPv6: Show IPVv6 settings.
SlEMENS Admin Panel s ] —

@ HOME IPv6

= WIRELESS

o The current version of the firewall, terminal list, may not support IPvé for the time being.
Therefore, the IPv6 function can only be used for configuration within this interface.

Enabled IPvé D

% NETWORK

3 KNXIOT GATEWAY

LAN
fa SYSTEM
Mode NATE
@ MORE SETTINGS
DNS acquisition method Automatic
IPv6
Firewall

Apply

Advanced Settings

e Firewall: Show Port forwards, Open ports on Router and DMZ.
SlEMENS Admin Panel s ] —

HOME .
@ Firewall

=  WIRELESS
Port Forwards ~ Open Ports on Router ~ DMZ

# NETWORK
@ Port Forwarding lets remote computers connect to a local computer or server behind the firewall

in the LAN network (such as web servers, FTP servers, etc.). o bl

3 KNXIOT GATEWAY
% SYSTEM

© MORE SETTINGS
1Pv6.
Firewall

Advanced Settings
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e Advanced Settings: For advanced users only
SIEMENS AdgminPanel

@ HOME -
Advanced Settings
& WIRELESS
You can modify advanced settings with LuCl, the default web user interface of OpenWrt.
& NETWORK o LuCl is an open and independent project maintained by OpenWrt.

Itis provided as is. Siemens is not responsible for LuCl maintenance.
a KNXIOT GATEWAY
192.168.8.1/cgi-bin/luci

SYSTEM

@ MORE SETTINGS

IPv6

Firewall

Advanced Settings
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Replacing gateway

4 Maintenance

4.1 Replacing gateway

Proceed as follows:

e Backup all settings before replacing gateway.

e Log into web Ul of the new gateway, for login procedure, see Login gateway web Ul [— 9].

e Under SYSTEM = Backup/Restore = Restore: Click Select a file or drag it here to select a file
(backup.tar.gz) or drag the file to restore original settings.

SIEMENS Admin panel ) 3 —

HOME
@ Backup/Restore
&  WIRELESS
Backup  Restore
% NETWORK
» To restore configuration files, you can upload

h sqL
3 KNXIOT GATEWAY

fa SYSTEM

Backup/Restore
Firmware Update ; T Select a file or drag it here
; File types include: targz

Password

System Log

Time Zone &
Rebool/Reset

Logout

@ MORE SETTINGS

4.2 Replacing sensor or extender
Proceed as follows:

e Log into web Ul, see Login gateway web Ul [— 9].
e Under Device Management, locate the device to be placed. Click Replace next to the device.

Then add device window pops up, for detailed info, see Device management in Commissioning [— 12].

Replace Device

Manual Scan DM Code

Name 57-QPA-1992D

Device Type QPA2892/WI

Serial Number

EUIG4

Credential

Note: If newly added device are added to allow-list before, it can join Thread network automatically once
powered on.
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Frequently asked questions
What should users do if connection issue occurs?

5 Frequently asked questions

5.1 What should users do if connection issue occurs?

BACnet IP gateway, Thread mesh extender and Thread room sensor are for system solution. Before checking
detailed setting for each device, do the following:

e Check if there is any damage to devices.
e Check if each device connected with qualified power supply.
e Check if each device is installed in suitable environment mentioned in Mounting and installation [— 8].

e Check if actual distance among 3 devices is within allowed limitation. If not, try to move them closer in the
network topology.

e Check if devices number is enough in network topology to cover expected network area. For details, see
System overview [— 3].

5.2 Why cannot sensor join Thread network?

If LED flashing red ('/4 s on, 7/ s off) for 8 s after short pressing sensor push button once, it indicates network
connection is lost.

To fix the issue, do the following:
e Check basic status as described in 6.1 [— 27].

e Check if information about the target sensor matches that in allow-list, such as credential (pskd) and EUI64.
If not, make sure the connected sensor is the correct one.

e If the issue persists, rejoin Thread network by clicking Rejoin in commissioning tab of gateway web Ul.
Make sure sensor status is displayed as Wait for join on web Ul. Otherwise, rejoining fails. Afterwards, long
pressing sensor push button for 20 s to reset the device within timeout period.

If LED fast flashing red (100 ms on / 100 ms off) for 8 s with device status of Disconnected after short pressing
sensor push button once, it indicates the battery is very low. Replace batteries as soon as possible.

If LED green on for 8 s after short pressing sensor push button once, wait for 10 minutes to check if sensor can
connect to gateway thread network. If not, click Rejoin in commissioning tab of gateway web Ul. Make sure
sensor status is displayed as Wait for join on web Ul. Otherwise, rejoining fails. Afterwards, long pressing
sensor push button for 20 s to reset the device within timeout period

5.3 Why cannot extender join Thread network?

If there is network connection issue and LED C ¢ turns to yellow.
To fix the issue, do the following:
e Check basic status as described in 6.1 [— 27].

e Check if information about the target extender matches that in allow-list, such as credential (pskd) and
EUI64. If not, make sure the connected extender is the correct one.

e |[f the issue persists, rejoin Thread network by clicking Rejoin in commissioning tab of gateway web UI.
Afterwards, rejoining Thread network by pressing push button b @,

If there is network connection issue and LED C ¢ turns to green.

To fix the issue, do the following:

e Check basic status as described in 6.1 [— 27].

e Check if extender and gateway are within same mesh network in topology.

e Check if information about the target extender matches that in allow-list, such as credential (pskd) and
EUI64. If not, make sure the extender is your target extender to connect and correct the information; If yes,
recommend waiting for 1...2 minutes.

e If the issue persists, try the following:
— Clean cache.
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— Refresh browser.
— Power off extender and power on again.
— Factory reset extender and then rejoin Thread network.

5.4 Why cannot sensor indicate data in real-time?

Sensors are sleepy device. They transmit data only when awoken and normally connected to network.

5.5 Why cannot sensor parameters be transmitted
successfully?
To fix the issue, do the following:

e Check if sensor is connected with gateway and sensor status is Connected on gateway web UI.
e Check if device type of sensor is correct on the commissioning tab of gateway web Ul.

e If the above information is correct but configuration status is Updating, wait for 2 wake-up cycles.
SIEMENS admin Fanel

@ Home Device Management

= WIRELESS

Commissioning  Configuration

& NETWORK

KNX|oT Device earc Q O ¢Refresh ®  autoRefresh Metadata Save & Apply D= running

¥ KNXIOT GATEWAY > S QFA_D46

Thead Network v &5 QPA_CPU

BACnet Mapping QPA2B92/V

Topolagies

BAGnet Settings

> 5 QPA_047

% SYSTEM =
> 5 QPA0T

@ MORE SETTINGS L

> 5 QFA_045

> 5 0PA_02

e If issue persists, long press sensor push button for 20 s to rejoin Thread network.

5.6 Why cannot present values be displayed after clicking
refresh below diagnostics?

Sensor is sleepy device; the value can only be displayed when sensor awakes after wake-up cycle. To wake up
sensor, press push button twice or click identification to enter programming mode (LED turns red for 4 minutes).
Note: In programming mode, the sensor keeps awake, consumes more power than in sleeping mode.

5.7 Why cannot programming mode be entered after sensor
joins Thread network?

If programming mode cannot be entered after clicking Device identification on gateway web Ul:
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e Make sure sensor is connected. After one wake-up cycle, check if ProgMode is displayed on gateway web
Ul

SIEMENS samin pane:

HOME "
® Device Management
+ WIRELESS
Commissioning  Configuration
& NETWORK
KNXloT Device Search QO Refresh ®  autoRefresh Metadate = Save & Apply 0% s running

% KNXIOT GATEWAY > 5 QFA_046

Thread Network v 5 QPA_CPU 00FD10F19964 paati [ Proghtad l‘

mmunication Objects

BACnet Mapping

Topologies

BACnst Settings 03 Maintenance Commands

> 5 QPA_04T
7 SYSTEM =

> &5 QPA_O1

© MORE SETTINGS - e
> = QFA_045

> =5 QPA_02

e If not, power off sensor and power on again. LED green fast flashes and then constant on, it indicates
sensor joins Thread network automatically. Click Device identification on gateway web Ul and wait for one
wake-up cycle.

e |[f the issue persists, long press sensor push button for 20 s to reset sensor.

If programming mode cannot be entered after double press sensor push button:

e Make sure sensor is connected and short press sensor push button once (LED green constant on) and
press again within 8 s. Then LED red constant on and sensor enters programming mode.

e [f entering programming mode still cannot be entered, power off sensor and power on again.
e If the issue persists, long press sensor push button for 20 s to reset sensor.

5.8 What is Gateway web Ul refresh rates?

10 seconds in gateway web Ul

5.9 Why cannot offset of temperature, humidity and CO2 be
applied after users change in programming mode?

Offset takes effect after the next wake-up cycle.

5.10 Why does LED C flash red on gateway?

This means all devices are disconnected. Check device status and initiate the rejoining process for all devices.

5.11 Why does it fail after clicking "Start join"?

Check if Thread network is created and applied.

5.12 Do users need reconfigure parameters after sensor factory
reset if sensor joins Thread network before?

No, gateway reassigns configuration automatically after sensor factory reset.
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5.13 What should users do, if device is added/removed/modified
in allow-list?

In BACnet mapping, a pop-up window appears after any operation.
Click OK on configuration tab, then click OK and Save on mapping tab.

5.14 What should users do, if device is replaced in allow-list?

In BACnet mapping, a pop-up window appears after operation on configuration tab. Click OK to confirm the
operation.
On commissioning tab, no need of any user operation.

5.15 In the same BACnet network, should device instance be

unique?
Yes, in BACnet setting, the device instance needs to be unique.

5.16 What BACnet services are supported?

The supported services for BACnet are Read property-B, Read propertyMultiple-B, Write property-B, Write
propertyMultiple-B, Who-is, Who-has, subscribe COV-B, subscribe COVP-B, etc.

For details, see BTL official website.

5.17 Not recommended operations
e Do not disable and apply thread network repeatedly during network connection.
e Do not power off sensor during parameters mapping, backup, restore, firmware upgrade.
e Do not press sensor push button aimlessly. For push button operations, see Thread room sensor [— 6].
e Do not remove batteries frequently as it may cause configuration error or network parameters missing.
— If configuration error occurs, reconfigure sensor.
— If network parameters are missing, rejoin Thread network.
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6 Appendix

6.1 Cyber security disclaimer

Siemens provides a portfolio of products, solutions, systems and services that includes security functions that
support the secure operation of plants, systems, machines and networks. In the field of Building Technologies,
this includes building automation and control, fire safety, security management as well as physical security
systems. In order to protect plants, systems, machines and networks against cyber threats, it is necessary to
implement — and continuously maintain — a holistic, state-of-the-art security concept. Siemens’ portfolio only
forms one element of such a concept.

You are responsible for preventing unauthorized access to your plants, systems, machines and networks which
should only be connected to an enterprise network or the internet if and to the extent such a connection is
necessary and only when appropriate security measures (e.g. firewalls and/or network segmentation) are in
place. Additionally, Siemens’ guidance on appropriate security measures should be taken into account. For
additional information, please contact your Siemens sales representative or visit:

https://www.siemens.com/global/en/home/company/topic-areas/future-of-manufacturing/industrial-security.html

Siemens’ portfolio undergoes continuous development to make it more secure. Siemens strongly recommends
that updates are applied as soon as they are available and that the latest versions are used. Use of versions
that are no longer supported, and failure to apply the latest updates may increase your exposure to cyber
threats. Siemens strongly recommends to comply with security advisories on the latest security threats, patches
and other related measures, published, among others, here:

https://www.siemens.com/cert/ => 'Siemens Security Advisories'
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