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Change History

Date Reason for Change Revision No.
31 August First issue 1.0
2018
5 June 2019 e Update author and date 1.1
e Added Change History
e Added info on where to download Toolkit
e Added reference to relevant section in
Installation Manual re: connecting power and
ethernet.
e Added section for WiFi
e Updated modem section for PAP option
e Added note regarding IPSec firewall
28 June 2019 | Added Appendix with technical details for trigger 1.2
and relay connections
6 November Updated Security section to address: 1.3
2019 e User Account management
e Use of SSH Keys for authentication
e Physical Security
Updated with modem section to reference IPv6
6 March 2020 | Updated security section with details of new firewall | 1.4
functionality, and encrypted filesystems.
21 January FCC statement and safety information added 1.5
2021
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Safety Information

Please read and follow all safety information contained in these instructions prior to the use of this camera system.
Retain these instructions for future reference.

Explanation of Signal Word Consequences

A WARNING: Indicates a hazardous situation which, if not avoided, could result in serious
injury or death.

A CAUTION: Indicates a hazardous situation which, if not avoided, could result in minor or

moderate injury and/or property damage.

NOTICE: Indicates a situation which, if not avoided, could result in property damage.

Explanation of Safety and Related Symbols

A Warning: Hazardous Voltage

& Caution: Lifting Hazard

A WARNING

*  Toreduce the risks associated with hazardous voltage, fire, and impact:
- Read entire installation guide prior to installation, maintenance and service.
- Only qualified personnel should install, maintain, or service the system.
- Installation and service activities must follow all local, regional, and national applicable building and
electrical codes.
* Toreduce the risks associated with hazardous voltage and fire:
- Disconnect all AC power to the system when connecting or disconnecting components of the system.
- Ensure that power cannot be restored inadvertently.
- If excavation is required, understand which local utilities are present prior to starting installation. Caution
shall be taken when digging.
*  To reduce the risks associated with hazardous voltage:
- Use only with Neology-approved power supplies listed in manual.
- System has not been evaluated for safe use with any power supply not specified by Neology.
- Always disconnect power prior to installation, maintenance and service.
- Ensure that the connection to the mains has no exposed connections.
- Neology recommends that when the power supply unit is removed, a sealing cap be installed (not
supplied).
- Inthe event of rain, place a tarpaulin over the cabinet. Secure the tarpaulin around the base with elastic
cords.
*  Toreduce the risks associated with impact, sharps or fire:
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Contact manager if the site has been vandalized, there is immovable rubbish, an obstruction or for any
unplanned traffic incident on site.

To reduce the risks associated with fire:

Leave sufficient space around all electrical components for cooling.
Do not mount any electrical components directly above a heat source.

To reduce the risks associated with impact:

Install using Neology supplied mounting brackets only.

Ensure that all hardware is firmly tightened before loading.

Installation and service activities must be in compliance with all applicable building and electrical codes.
Any mounting surface must be able to support a minimum static load of equal to the maximum weight of
the fixed camera system plus any additional live load due to environmental conditions.

Always pay attention to the road.

When required work in a team of two or more and ensure line of sight or contact over walkie-talkies
(radio) at all times.

Always appropriately secure the ladder to the pole.

When appropriate use suitable safety harness and lanyard for securing installer to pole.

For United Kingdom installations, ensure Approval In Principle (AIP) is signed off by designer and Highway
Agency to ensure design meets current standards.

Appropriate sign off and approvals shall be obtained prior to installation, maintenance and service.

Use only lanyards that are properly installed and inspected to hold tools.

Ensure length of lanyard prevents tools from contact with pedestrians or vehicles.

Always deploy traffic managementin accordance with applicable local and government regulations. -

Do not perform work if installer considers conditions unsafe.

Wear appropriate PPE on site at all times.

CAUTION

+  To reduce the risks associated with impact, muscle strain:

Use appropriate PPE and follow safe workplace practices during installation.

= Toreduce the risks associated with muscle strain:

Use appropriate mechanical or human assistance when lifting system components.

»+  To reduce the risks associated with environmental contamination:

Dispose of all system components in accordance with applicable local and government regulations.

NOTICE

+ To reduce the risks of property damage:

Do not modify or attempt to service the camera. Return to Neology authorized service centres for repair
or service.

There are no user serviceable parts.

Do not use solvents or harsh cleaners on camera.

Do not use abrasive materials on camera window.
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Federal Communications Commission (FCC) statement

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area is likely to cause
harmful interference, in which case the user will be required to correct the interference at his own expense.

Properly shielded and grounded cables and connectors must be used in order to meet FCC emission limits. Neology
is not responsible for any radio or television interference caused by using other than recommended cables and
connectors or by unauthorized changes or modifications to this equipment. Unauthorized changes or modifications
could void the user's authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this

device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that might cause undesired operation.
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Introduction

PIPS Technology’s new generation number plate recognition cameras are currently available in 2 models. These are
the P520 and the P525. The only difference between the two is image dimensions. Specifically:

1. P520 captures images of 2064x1184 pixels.
2. The P525 captures images of 2464x1280 pixels.

The cameras have the following common features:

3. Designed for use in the highest performance applications providing accurate reads for the highest speeds
and/or volumes of traffic ever likely to be encountered.

4. Integrated unit containing 2 sensors (colour and monochrome), 2 lenses, LED illumination, CPU and FPGA

in a single sealed unit.

Motorised zoom lenses supporting the redeployment of cameras.

Hardware accelerated H264 video encoding to support H264 streaming video

Hardware accelerated Jpeg image compression to support MJPEG streams.

Ethernet/WiFi

. Integrated GPS unit for precise time and location

10. Optional integrated 4G modem

©® N

Applicable Documents

1. Installation Manual

2. User Manual (this document). Describes configuration and operation of the camera

3. Reference Manual (full details of all settings and commands)

4. Developers Manual (details of interface protocols and operations to support software developers looking
to integrate the camera into their software products.

Quick Start

It is recommended that you familiarise yourself with the operation of your P500 camera in an office or lab
environment before attempting a roadside installation.

Required Software
A desktop PC or laptop running Windows 7, Windows 8.1 or Windows 10 is required.

The PIPS ANPR Toolkit (referred to as “Toolkit”) is assumed to be installed. Toolkit (and other downloadable
software) is available from http://dl.anprlicense.eu/release/public.xml.

Connecting to Power and Ethernet
Please see the P500 Installation Manual, Section: “8. Electrical Connection”.

Network Connection to the Camera
To connect to the camera via TCP/IP it is best to start with the camera connected to the same Ethernet LAN
segment as the PC running Toolkit. There are two possibilities for a quick start:

1. Setthe cameras IP address as appropriate to the local network using Toolkit IP Discovery (recommended).
Modify the PC network settings for example by changing its IP address (and netmask if necessary) or
assigning a second IP address (with appropriate netmask). The chosen new (or second) IP address must
match the subnet corresponding to the factory assigned IP address of the camera.
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If none of the above work for you, you will need to connect to the camera via a serial cable and serial terminal to
configure the network via the bash shell.

Setting the Cameras Network (IP) Address using IP Discovery

The easiest way to set the cameras network (IP) address is by using the Toolkit camera “discovery” feature. In
order for this to work the camera must be on the same LAN segment as the PC running Toolkit.

Use discovery to set the cameras IP address and netmask. Be sure to select an address that is available
(alternatively isolate your camera and PC onto a private LAN segment).

To use IP discovery:

1. Ensure your camera is powered up and connected to the same LAN segment as the PC running Toolkit.
Run Toolkit. You should see a screen similar to below.

E PIPS ANPR Toolkit 4.3.0-rc.3 - a X

OPIPS s |
TECHNOLOGY.

LHLEAECEDEEEBEERR -

Add Camera EditCamera  Viewfinder Vehide Events ~CameraAdmin  NetworkTerminal =~ Review  Cameralogs Serial Terminal Install Software Install OS

Name 1P Address A Type Serial Status
> Saved Cameras
¥ Discovered Cameras

5500_p3_2002 10.120.20.161 Ts-520 2002 Online
P4_184 10.120.20.184 TS-520 52020184 Online
P4_189 10.120.20.189 TS-525 52520189 Online
492 test 10.120.20.210 P4g2 49220210 Online
15804 10.120.20.226 P392+ 15804 Online

Discovery enabled on 10.120.20.144

2. If you don’t see your camera listed under “Discovered Cameras” you may need to set the network
interface that discovery uses. Select “Settings” on the menu bar and then Options.

[ PIPS ANPR Toolkit 4.3.0-rc.3 = i X

CRIRS i

kB o o

AddComera Edt[_ OPons  Jhes ComeaAdnn NetworkTeminal | Revew  Cameralogs SeriaTeminal InstlSoftvare Instl S
Name v/ Enable Discovery IP Address A Type Serial Status

> Saved Cameras
V¥ Discovered Cameras

s500_p3_2002 10.120.20.161 T5-520 2002 Online
Pa_184 10.12020.184 75-520 52020184 Online
P4_169 10.12020.189 T5-525 52520189 Offline
492 test 1012020210 P42 49220210 Offline
15804 1012020226 P3%2+ 15804 Online
Manage PIPS ANPR Toolkit options. e.g. recording directory, Discovery Ethemet interface Discovery enabled on 10.120.20.144
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On the displayed dialog, use the “Ethernet Interface:” dropdown to select the appropriate IP address
corresponding to the LAN to which the camera is connected.

[5d PIPS ANPR Toolkit Options ? X
Recording Directory: | C:\Users\dmcconnell\Documents\Toolkit Recordings Browse
Ethernet Interface: | 10.120.20.144 v

169.254.28.216 \

|| KeepTookit rumni 1 o'522" 1357

/| Show Toolbar But 169.254,14.225
192.168.140.1

|| Log PIPS ANPR Tq 192.168. 186.1 | Open Log File Folder
i 10.120.20.144
|| Disguise IP Addresses

oK 1 Cancel

3.  Your camera should now appear in the list of detected cameras. Select your camera, right click and select
“Network Configuration”.
E PIPS ANPR Toolkit 4.3.0-rc.3 - a X

OPIPS o |

TECHNOLOGY.

HEAED G EEEEEER -

Add Camera  Edit Camera Viewfinder  Vehicle Events ~ Camera Admin  Network Terminal Review CameraLogs  Serial Terminal  Install Software  Install 05

Name IP Address A Type Serial Status
> Saved Cameras
V¥ Discovered Cameras

5500_p3_2002 10.120.20.161 T5-520 2002 Online
P4_184 10.120.20.184 T5-520 52020184 Online
P4_189 10.120.20.189 189 Online
| B Save Camera

492 test 10.120.20.210 220210 Online
15804 10.120.20.226 € Viewfinder 5804 Online

#%  Vehicle Events

E Camera Logs

f Camera Admin

0 Camera Settings

;F Network Terminal

SW  Install Software

Install License

r

Upgrade Bootloader

I Network Configuration

Configure the network settings for a Discovered Camera Discovery enabled on 10.120.20.144
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4. You should see the following dialog (populated with the values that your camera is currently set to):

[5d Network Configuration ? X
Serial Number: 52520189

Unit Type: T5-525

MAC Address: 00:e0:4b:52:5a:88

Site ID: | P4_189)| |

|| Factory Defaults

IP Address: | 10.120.20.189 ‘

Netmask: 255.255.255.0 ‘

Gateway: 10.120.20.1 ‘

| OK H Cancel

Change the IP Address (and if necessary the Netmask) to values appropriate to your network. If you wish,
you may also set the Site ID and Gateway at this time. If you are happy with your changes click OK to have
them applied to your camera. Otherwise click Cancel.

5. The Discovered Camera should briefly display Status: “Config Start”

E PIPS ANPR Toolkit 4.3.0-rc.3

@PIPS Q Search ameras
TECHNOLOGY. !

LHEAELDKEEEEEBR -

Add Camera  Edit Camera Viewfinder  Vehicle Events ~ Camera Admin  Network Terminal Review Camera Logs  Serial Terminal  Install Software  Install OS

| Name IP Address A Type Serial Status
| > Saved Cameras
| ¥ Discovered Cameras

5500_p3_2002 10.120.20.161 T5-520 2002 Online
P4_1284 10.120.20.184 TS-520 52020184 Online
P4_189 10.120.20.189 T5-525 52520189 Config Start
492 test 10.120.20.210 P492 49220210 Online
15804 10.120.20.226 P392+ 15804 Online

Discovery enabled on 10.120.20.144

followed by Status: “Config Ack”
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[5d PIPS ANPR Toolkit 43.0-rc.3 - [m] X

@PIPS ‘ Q Search cameras ‘

TECHNOLOGY.

LHEAELDKEEEBEECR -

Add Camera Edit Camera Viewfinder  Vehide Events ~ Camera Admin  Network Terminal Review Cameralogs Serial Terminal  Install Software  Install OS

Name IP Address A Type Serial Status
> Saved Cameras
Vv Discovered Cameras

1s500_p3_2002 10.120.20.161 Ts-520 2002 Online
P4_134 10.120.20.184 Ts-520 52020184 Online
P4_189 10.120.20.189 T5-525 52520189 Config Ack
492 test 10.120.20.210 P492 49220210 Offline
15804 10.120.20.226 P392+ 15804 Online

Discovery enabled on 10.120.20.144

and then a little while later back to Status: “Online”.
6. At this point you may save the camera to have it appear in the “Saved Cameras” list. Right click on the

camera again and select Save Camera
E PIPS ANPR Toolkit 4.3.0-rc.3 - a X

@plps ‘ Q Search cameras ‘

TECHNOLOGY. ;

LHEAEDEKEEEBEEEER -

Add Camera  Edit Camera Viewfinder  Vehicle Events ~ Camera Admin  Network Terminal Review Cameralogs Serial Terminal  Install Software  Install OS

Name IP Address A Type Serial Status

> Saved Cameras

Vv Discovered Cameras
t5500_p3_2002 10.120.20.161 TS-520 2002 Online
P4_184 10.120.20.184 TS-520 52020184 Online
P4.189 10.120.20.189 T5-525 52520189 Online
492 test I ER Save Camera P492 49220210 Offline
15804 | P392+ 15804 Online

| Q Viewfinder
Vehicle Events
Camera Logs
Camera Admin
Camera Settings

Network Terminal

EX- 2N L

sW  |nstall Software
Install License

| Upgrade Bootloader

Network Configuration

Save the Discovered Camera to the Saved Cameras list Discovery enabled on 10.120.20.144

and you will see the pre-populated dialog appear. For convenience you may wish to enter a Username
and Password but it is not necessary that you do.
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Add a new Saved Camera ? X
Name: ‘ P4_189 ‘
IP Address:

Camera Type: ‘ T5-525 v ‘
Serial Number: ‘ 52520189 I
SSH Port: l 22 ‘

Username: ‘ ‘
Password: ‘ ‘
Viewfinder Port: I 39000 ]

Client Event Port: I 3570 ]

PIXI Protocol Port: I 3382 ‘

Serial Port: ‘ v |

Save | | Cancel

Click Save and your camera will now appear in the Saved Cameras list.

OPIPS

TECHNOLOGY.

[5d PIPS ANPR Toolkit 4.3.0-rc.3

’ Q Search cameras
l

LHEAEDLD K EIEEEEER

Add Camera  Edit Camera Viewfinder  Vehide Events ~ Camera Admin  Network Terminal Review CameraLogs  Serial Terminal  Install Software
Name IP Address A Type Serial Status L
10.120.20.166 10.120.20.166 TS-520
10.120.20.184 10.120.20.184 TS-520
10.120.20.188 10.120.20.188 TS-520
10.120.20.189 10.120.20.189 TS-520 [
P4_189 10.120.20.189 T5-525 52520189 Online
10.120.20.202 10.120.20.202 P492
15804 10.120.20.226 P392+ 15804 Online
10.120.30.163 10.120.30.163 TS-520
10.120.30.210 10.120.30.210 TS-520
17040 10.120.30.222 P492
10.120.30.222 10.120.30.222 TS-520
10.120.30.223 10.120.30.223 P382
Theia Louisiana 166.251.103.240 TS-520
Louisiana 492 166.251.103.240 P492
V¥ Discovered Cameras
5500_p3_2002 10.120.20.161 TS-520 2002 Online
P4_184 10.120.20.184 TS-520 52020184 Online
P4_189 10.120.20.189 TS-525 52520189 Online L]
492 test 10.120.20.210 P492 49220210 Online
15804 10.12020.226 P392+ 15804 Online i

Discovery enabled on 10.120.20.144
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Disabling the Firewall

By default, the camera firewall is setup to block most things. In order to use the Viewfinder and Event Viewer (as
described hereafter) you will need to modify some firewall rules. Since this is a quick-start section, the easiest will
be to simply disable the firewall. That way when you re-enable it, all the default rules will still be intact.

In order to disable the firewall, you will need to login with webmin. See Webmin Web Interface for instructions on
logging in to Webmin. Once logged in you will see the following:

N & - o Xx
/ @ PIPS ANPR Cameraon P % \\
\
<« C' | A Notsecure | https://10.120.10.192 w
@TECHNOLOGY
4 admin Search Q
@ Camera Configuration Refresh camera information
& Cardet Management I 'E
Camera Information
€23 Network Configuration System hostname P4 TS525 192
Operating system release
& Firewall Configuration
Camera type
8 Modem Configuration Application version built at on
Plate reading engine , version
@ Time and NTPD Config Camera User Manual See the documentation and manuals page
14:55: Fri 14
> Advanced Time on system 14:55:03 on Fri Jan 14 2000
—_ Kernel and CPU Linux 3.14.28+g91¢f351 on armv7|
@ Camera Information System uptime 0 hours, 20 minutes
Running processes 119
< Logout . . )
CPU load averages 0.32 (1 min) 0.09 (5 mins) 0.07 (15 mins)
» Power Options CPU usage 0% user, 0% kernel, 0% 1O, 99% idle
Real memory 466.66 MB used, 1006.38 MB total
—_—
Local disk space 475.58 MB used, 3.44 GB total
—_—
. e . . ” .
Click on “Firewall Configuration” and you will see:
@ PIPS ANPR Camera on 205 (Yoc:: X 4 s o X
) C A Notsecure | 10.120.10.205 Qa * 6
OPIPS
& admin
# Manuals Firewall Configuration
@ Camera Configuration Use this page to adjust the firewall rules. Once changes are made, they must first be saved and then be applied. They will also automatically be applied on restarting the camera. Warning: carefully check all changes before re-applying firewall rules, since

incorrect rules can cause a loss of network connectivty to the camera

@ Cardet Management

Overall configuration
Firewal enabled
letwork Configuration
R VeDmin ACCEPT v | This web interface to the camera
2 Firewall Configuration Ping ACCEPT v ICMP pings toffrom the camera. Useful for diagnosing whether network connectivity is working
NTP ACCEP Network Time Protocol
DNS ACCEP' Domain Name Service
Viewfinder ACCEF' The protocol used by Toolkit to display the viewfinder window.
Viewfinder over HTTP REJECT v The viewfinder over HTTP interface which provides an MJPEG version of viewfinder
@ Time and NTPD Config RTSP The protocol used when streaming H 264 video from the camera
— A protocol for delivering events, and configuring the camera. This protocol is used by Toolkit for many features, and also by some customer back office software
» Basic Vehicle Event Protocol A " Aprotocol for delivering events, as used within Toolkit when not using PIXI
VES ACCEPT ¥ Aprotocol used by some back ofice systems such as BOSS and Instation, 1o deliver events from the camera
Trigger ACCEPT v | Port used 1o Irigger to the camera extemally via the network.
Async. Payload ACCEPT v Portusedto wehich can be inked 1o the event Eq, for associating "Weigh In Motion” or radar speed sensor data with an vehicle.
Use this page to adjust the firewall rules. Once changes are made, they must first be saved and then be applied. They will aiso automatically be applied on restarting the camera Warning: carefully check all changes before re-applying firewall rules, since
incorrect rules can cause a loss of network connectivty to the camera

8 Modem Configuration

* Advanced

@ Camera Information

€ Check for Updates pr——
00
< Logout 0
» Power Options The above IP addresses/ranges are allowed through the firewal. The IP address can be either the full IPv4 address (eg 10.120.10.43), the network address along with subnet size (eg. 10.120.10.0/24), or may be an IPv6 address along with netmask (eg

1e80:20c 291t feae 53¢/64). If the IP address is set to 0/0 this indicates any IP v4 address will be allowed through the firewall, and /0 indicates any IPV6 address,

WARNING: Be very careful 1o set this IP address / range correctly, as an incorrect address may cause you to lose network connectivity

Save Rules | Re-apply firewall rules| | Add IP addresses| Delete selected addresses

Deselect (untick) “Firewall enabled” and click “Save Rules”, and then click “Reapply firewall rules”.
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Note this disables all the cameras firewall rules and therefore is a security risk. You should re-enable the firewall
before the camera is deployed. You may of course need to adjust the firewall rules to suit your needs. Please see
this section: Firewall.

Viewing the channel with Viewfinder
The P500 has two sensors, a colour and a monochrome. It is therefore in fact two cameras in one body.

The monochrome sensor also normally has an Infrared bandpass filter in place and relies on Infrared flash from the
LEDs for illumination. For this reason, the monochrome sensor is often referred to as the IR Sensor (or “IR
Camera”).

Unless there is a retro reflective plate in the field of view, the IR camera normally sees very little, so we will start
with the colour camera.

Double clicking on your camera in the “Saved Cameras” list will bring up the Viewfinder. The dropdown on the top
left will show which camera (colour or IR) is being displayed. If it is IR, use the dropdown to select the colour

camera.
&1 10.120.20.184 - Viewfinder - 5
Camera. | Colour ¥ | seavence: |0 .| tnterval ms): | 1000 Resaluton: |4 -Low ¥ JpegQuaity: | 50 Lens Control

=l i s
/. Enable [ ] Record (] View Platefinds [ View Lanes | Savelanes Focusing Paxels. Ampitude Algnment Intersity
Connected Camera 2 Sequence 0 -Frames/s 1.1

It is likely that the view you first see will be out of focus. However, you should see something, even if it is just a
blur.
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Setting Focus and Zoom
In order to focus the colour camera, select the “Lens Control” tickbox on the top right of the Viewfinder screen.

=1 10.12020.184 - Viewfinder - L*

Camera: | Clour ¥ | sequence: |0 ¥ | Interval (ms): | 1000 Resolution: | 4-Low ¥ | JpegQuaity: | 50 ] Lens control

Zoom Foas
e ] Tee 211 Near

Fx | 729 auto

= 2 e

7 Enabile || Record || View Platefinds | ViewLanes | SaveLanes

Focusing Pixels Ampitude Aighment Intensity

Connected Camera 2 Sequence 0 - Frames/s 0.9

The slider bars that appear may be used to adjust the focus and zoom. Suggest adjusting the focus first so you can
properly judge the field of view, and then adjust the zoom. Since changing the zoom will cause loss of focus, you
may want to make several zoom adjustments, refocusing after each, until you are satisfied with both the field of
view and the focus.

Note, if a slider bar is selected (a selected slider has an green handle as for the Focus slider above), then the left
and right arrow keys may be used to single step the focus (or zoom if that slider were selected). It is also possible
to type specific numbers into the text entry fields adjacent to the slider bars.

Reading a Plate

If you have a retro reflective license plate (from an appropriate jurisdiction for your OCR software) that you would
like to read, proceed as follows:

1. Place the license plate at a convenient location such that the camera can easily be aimed at it.
The plate should be placed at least 4m from the camera.

3. Use the colour channel viewfinder to ensure the plate is nicely placed in the field of view (not too close to
any edge). Adjust the zoom (and focus as appropriate) until the plate is between100 and 150 pixels wide
in the field of view.

4. Hint: to measure the size of the plate in the field of view, click on the “Pixels” button. If you subsequently
click anywhere in the field of view, the x,y coordinates of the mouse pointer will be printed below the
image (the red arrow on the image below indicates where the x,y coordinates will be displayed.). The
plate width is the difference between the x coordinate representing the right and left edge of the plate
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(the right edge x coordinate will be the greater value).

[ 1012020104 - Viewlinder
Camers [Comr v | secmnee: 0 v v | 90 Resouon: (1w ]| megcuaky: [0 2 Lens Conral
220m Foas
Tie |30 o e om0 .

e

| = EE R — | 11® Avionste | ideConwols
rooms | [ [ | [ | [ty

7 Enable | Racord || View Pltefinds || Ve Lares | Sovetanes
Camera 2 Sequence 0 -Frames/s 8.6

Conmected

Open a new viewfinder window and select the IR camera from the dropdown at the top left.

5.

6. Tick the “Lens Control” and copy the zoom and focus settings from the colour channel to the IR channel.
(Note the focus differs between IR and colour but using the value from the colour will get you in the
ballpark).

7. Refine the focus of the IR camera until the plate lettering is sharp.

[ 10.12020.184 - Viewinder = x

vace

ml
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8. The camera should now be reading the plate. To view the plate reads, select the camera entry in the
“Saved Cameras” list, right click and select “Vehicle Events”

©PIES —
B
EMEDE EEBEBERR ™

AddCumers EdtCanea  Viewde VehCeBvels CaeraAdnn NeborkTemnsl  Revew  Caneralogs SeiTermbal IretalSofwe InetalOS  Upgrade Sostioader

1ame  address A T sea sau
v Saved Cameras

5300,3.200 1012020161 1552 234967295

15500.53.2006 1012020165 15520 200

1012020085 1012020165 5520

1012020166 1012020166 15520

101020184 1012020184 T

01020188 1012020188 T5.520

1012020189 1012020189 5520

P41 1012020189 TS5 a0

1012020202 1012020202 (2

15804 1012020226 pise 15304 Onine

1012030163 1012030163 15520

1012030210 1012030210 15529

™o 1012030222 a2

101030222 2050222 15520
10120. o
" w0 TS
166251,103.240 (2
1012020161 15520 02 Ontee
1012020184 15520 200084 Onine | T Bemove Camers
1012020210 P2 w2010 Ottine
1012020226 Pie 15004 nine

14

Ouscovesy enatiedon 10,122,140

9. The event viewer will be displayed. The plate will be read repeatedly. The default event viewer will display
the read plate text, other metadata, plate patch image and the associated colour image. The display will
scroll as repeated reads continue to come in. Note: it is possible to disable the reading repeat. It is
enabled by default as it is useful during camera familiarisation and installation.

152 10.12020.184 - Vehicle Events = o K
P a3 e Cntre *
e i
i =]
RG51BTV
= s s G f
s =
P Gt sass Aot H
Pt A
RG51BTV
= s s e 3
s = Tssiaro 0 jos/sorsonazanise
e s e b "
e it N
RG51BTV
- s S o f
o =
e i sa e Gt -
P it S
RG51BTV
- s S B f
s 5
Find Confidence: 3548 Read Confidence: 95
e e 0
RG51BTV
o s s O T
Shutter: £l Timestamp (Ut): 07/06/2018 03:4252.865
- s e Cntdre o
e e S

Convol  Trigger Config

7 * vence BrensPotosl | Confue P Gl g
Eratle [ Recard ‘
Po Protocal Expard M Show More

Connected to camera 10.120.20.1843570 using Client Protocal

Webmin Web Interface
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The P500 supports the Webmin web interface.

To access the web interface from Toolkit, select a saved camera, right click and select “Camera Admin”.

2 PP AR Tookit 4303 - o x

GRS o

REAED R EEEEOE ™
Viewdnder Redew  Cameralogs  Seral Te

AddCamera Bt Camera Vefide Events  Camera Adin  Netvork Termnal emial InstalSoftvare  Irstal 05 Upgrade Scotoader

tome addess A T sel sata
v saved Cameras
15300.93 2002 101202016t 5520 23467295
1500.92.2006 1012020765 5520 0%
1012020165 1012020165 15520
1012020166 1012020166 75520
1012020184 1012020184 TS5 O Yiewinder
012020188 10.12020.188 15520
1012020189 1012020189 5520 8 vebicke Frens
Patas 1012020188 15525 1@ Camennlogs
02020202 101202020 pasz ¥3
15034 1012020226 Pa2e !
03168 10123016 155 O e swis
1012030210 1012030210 5520 o Network Terminal
oo, YRz = o Seial Termieal
012030222 1012030222 1552
1012030223 1012030223 P e Sty
Theis Louisiana 164251103 240 5520 festall icense
Lousiana 422 18211200 P2 Be Upgrade Boctiader
~ Discovered Comeras
500,93 2002 101220160 552 S
patst 1012020184 5520 < B Bemove Camens
B2 1012020210 pas2 20 Offine
13804 1012020226 pisze 15304 Oniine

Discovery ensbedon 10.120.20.144

Alternatively open your browser and type in the URL https://10.120.20.184/ replacing 10.120.20.184 what what
the IP address that is assigned to the camera and displayed in Toolkit.

The Webmin login page will appear:

© 10.12020.184/ x

€)>C e @ & hitpsy/10.120.20.184 a8 - § neo =

TECHNOLOGY.

® Remember login p

You must enter a usemame and o login to Pl
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https://10.120.20.184/

And once logged in it lands on the Camera Information page:

/ @ PIPS ANPR Cameraon P X\
/ N

< C' | A Notsecure | htps//10.120.10.192

OPIPS

TECHNOLOGY
A admin

@ Camera Configuration
& Cardet Management

€3 Network Configuration

&2 Firewall Configuration

@ Modem Configuration

Search Q

Refresh camera information

ML 0OGY
Camera Information
System hostname P4 TS525 192
Operating system release
Camera type

Application version built at on

Plate reading engine , version
@ Time and NTPD Config Camera User Manual See the documentation and manuals page
Time on system 14:55:03 on Fri Jan 14 2000
Kernel and CPU Linux 3.14.28+g91cf351 on armv7!

® Camera Information System uptime 0 hours, 20 minutes

* Advanced

Running processes 119
CPU load averages 0.32 (1 min) 0.09 (5 mins) 0.07 (15 mins)
» Power Options CPU usage 0% user, 0% kernel, 0% 10, 99% idle
Real memory 466.66 MB used, 1006.38 MB total
——

ogout

Local disk space 475.58 MB used, 3.44 GB total
—_—

Note the links down the left hand side — including the link to Camera Information which is also the default landing
page.

Feel free to click on the other links to see where they take you, just be a little careful not to unintentionally change
a setting.

Note that Webmin documentation can be found online. At the time of writing, the documentation is available
here: http://doxfer.webmin.com/Webmin/Main_Page.

Camera Time

Setting the Time-zone
In order to set the time-zone, connect with Webmin and click on “Time and NTPD Config” and then on the “Change
timezone” tab as in the figure below:

UM-P500 Rev 1.5 ©Neology UK 2018-2021. 21| Page


http://doxfer.webmin.com/Webmin/Main_Page

/ /) releases - Revision 2052 X ) @ PIPS ANPR Cameraonp X \\

< c JA Not secure | hitps//10.120.10.166 % i

& admin carch Q
@ Camera Configuration Help.. f
9 Module Config SYStem Tlme
& Settime ~ Change timezone  Time server Daemon  Time server Peers
€ Cardet Management This form allows you to set the system's default time zone, which is used to convert the system time to a human-readable format and offset.
Network Configuration Time Zone

Change ti to Universal v

2 Firewall Configuration Save

@ Modem Configuration

@ Time and NTPD Config

» Advanced
@ Camera Information
€ Logout

» Power Options

Then use the dropdown to select your time-zone.

7 \
/A releases - Revision 2052 X/ & PIPS ANPR Cameraon p- X \\\ \

C' | A Notsecure | htps://10.120.10.166

& admin
7 Help. i
@ Camera Configuraton HiA SSEIEH Tiie

Set time Time server Daemon  Time server Peers

& Cardet Management This form allows you to set the system's default time zone, which is used to convert the system time to a human-readable format and offset.

Network Configuration Time Zone
PR Change timezone to | Europe/London v [

5 . Europe/lsle_of_Man -

a _of_|

Firewall Configuration Save| Europe/istanbul
e EuropelJersey
@ Modem Configuration Europe/Kalini (Moscow-01 -

Europe/Kiev (most locations)
Europe/Lisbon (mainland)
(] Europe/Ljubljana
I
Europe/Luxembourg
Europe/Madrid (mainland)
T e Europe/Malta
® Camera Information Europe/Mariehamn
Europe/Minsk
- Europe/Monaco
9 Logout Europe/Moscow (Moscow+00 - west Russia)
— ——— Europe/Oslo
» Power Options Europe/Paris
Europe/Podgorica
Europe/Prague
Europe/Riga

*» Advanced

And then press the “Save” button.

Setting the Time
In order to set the time, connect with Webmin and click on “Time and NTPD Config” and then on the “Set time”
tab.

UM-P500 Rev 1.5 ©Neology UK 2018-2021. 22| Page



/ © PIPS ANPR Cameraonp- X \\ |

<« C | A Notsecure | htips//10.120.10.166 14

Help.
@ Camera Configuration Mostile Config System Time

Settime Changetimezone  Time server Daemon  Time server Peers

This form is for changing the system's current time, which is used by all running processes. On operating systems that have a separate
hardware clock, it can be used to set that too.

& Cardet Management

letwork Configuration System Time
Date 12 Month A t Ye 2018
2 Firewall Configuration . M omviogrs 7 i) z
Hour 17 v Minute 19 v Second |23 v
@ Modem Configuration |Apply, Set system time according to hardware time
R Hardware Time
@ Time and NTPD Config Date 6 v Month January v Year | 2000 v
Minute 44 v Second |23 v

» Advanced rre—

@ Camera Information
9 Logout

» Power Options

Use the dropdowns to set the date and time and then press “Apply”. It is suggested you then press the “Set
hardware time according to system time” button for the time to be saved to the Hardware clock. Normally the
system time is automatically written to the Hardware clock on shutdown, but the system may not be cleanly shut
down — which is why it is advisable to save the system time to the hardware clock after you have set it. The
Hardware Time will then match the System Time as below.

/ © PIPSANPR Cameraonp % \\

<« C A Notsecure | https//10.120.10.166 Y

Help. .
@ Camera Configuration Mosiie Config System Time
Settime Change timezone Time server Daemon  Time server Peers

This form is for changing the system's current time, which is used by all running processes. On operating systems that have a separate
hardware clock, it can be used to set that too.

& Cardet Management

letwork Configuration

System Time
£ Firewall Configuration Date 12 v Month August y Year 2018 v
Hour 18 v Minute 33 v Second 37 v
@ Modem Configuration |Apply| | Set system time according to hardware time
el Hardware Time
@ Time and NTPD Config Date 12 v Month August v Year 2018 v
Hour 18 v Minute 33 v Second 37 v

>
Advanced |Set hardware time according to system time

@ Camera Information

< Logout

» Power Options

Note that the camera hardware clock will allow the camera to maintain time after a power cycle, but it will not be
able to do so if the camera has been powered off for an extended period. For this reason, it is recommended to
configure NTP as will be described in the next section.

Configuring NTP

The camera clock does not hold it’s time for very long.

It is strongly recommended that NTP is used to maintain accurate time on the cameras. The most typical scenarios
are:
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1. Synchronising of the internal GPS. This will only work if the optional GPS unit is fitted and the GPS has
achieved synchronisation with sufficient satellites.
2. Synchronising off an NTP server.

The camera can also be configured as a synchronisation source. This makes the most sense if the camera is fitted
with a GPS allowing it to act as a stratum-1 NTP time server. Other cameras and back-office systems may then
synchronise off this camera.

GPS Synchronisation of NTP

The camera is configured by default to synchronise of GPS. However, it won’t be able to successfully do this if no
GPS is fitted, or the GPS is not seeing sufficient satellites to synchronise.

You can form the presence of the GPS synchronisation source by connecting with Webmin, click on “Time and
NTPD Config” and then on the “Time server Daemon” tab. You should see the following screen:

@ PIPS ANPR Cameraonp X

C | A Notsecure | hitps//10.120.10.166 L

Search Q

@ Camera Configuration m{ne o System Time

@ Cardet Management

Settime Change timezone Time server Daemon Time server Peers
This form is for configuring the system to synchronize the time with a remote server. Synchronization will be done using the NTP Daemon.
Time Server

€3 Network Configuration Select all. | Invert selection. | Add a new NTP Conf Server address.

£ Firewall Configuration IP Address Version Key Mode Min Poll Max Poll Preferred?

127.127.20.0 0 None 17 3 3 Yes
@ Modem Configuration Click on the IP Address to edit it
Selact all. | Invert selection. | Add a new NTP Conf Server address.
@ Time and NTPD Config Delete Selected NTP Conf Server Address(es)

S Advanced Restart the NTPD client daemon

S E——  Stop the NTPD client daemon
@® Camera Information

4 Logout

» Power Options

The Time Server IP Address 127.127.20.0 is the GPS clock source and is by default the preferred clock source. In
order to see if the NTP time is in fact synchronised, click on the “Time server Peers” tab. The following screen
indicates a system where NTP has synchronised properly with GPS:

e - @ X
/ @ PIPS ANPR Cameraon B %\
< C' | A Notsecure | htps//10.12030.41 4
Search Q
Help. .
@ Camera Configuration Motuie Config System Time
Sellime  Change timezone  Time server Dacmon  Time server Peers
& Cardet Management
el T form shows a list of the peers known to the server as well as a summary of their state.
£} Network Configuration Time Server
8 Firewall Configuration remote refid st t when poll reach delay offset jitter
8 Modem Configuration OGPS_NMEA(@) .GPS. el 4 8 377 .00 ©.002 0.002

Refresh
@ Time and NTPD Config

» Advanced
@® Camera Information

4 Logout

*» Power Options

Note on the above screen the tell-tale character ‘0’ on the left of the “GPS_NMEA(0)” string, specifically:
“0GPS_NMEA(0)”. This indicates that it is using the GPS as it’s time synchronisation source and that the Pulse Per

UM-P500 Rev 1.5 ©Neology UK 2018-2021. 24|Page



Second (PPS) from the GPS unit is available and being used. The pulse per second is necessary in order to get the
best possible accuracy. Note the values of “offset” and “jitter” are in milliseconds, so in the above example we are
looking at 2us (0.002ms) for both offset and jitter. This is extremely accurate time. Synchronising off a network
based NTP server will not get close to this accuracy. This also allows the camera to provide extremely accurate
time to other NTP clients on the network. This could be other cameras or back-office servers.

Note if the system was using a GPS source, but PPS wasn’t available, the tell-tale character on the left of the
“GPS_NMEA(0)” would be a ‘*’, specifically: “*GPS_NMEA(0)”. While a “*’ is normal for non-local time sources
(e.g. external NTP time servers) it is not what is expected when using the cameras own GPS — the presence of a “*’
would indicate there is a problem with PPS. This may suggest the GPS unit has not properly synchronised with
satellites — or there is some other problem.

The following screen indicates a system where NTP has not managed to synchronise with GPS. This may mean that
the camera is not equipped with a GPS — or that the GPS has not been able to synchronise off sufficient satellites.

e o X
@ PIPS ANPR Cameraon p X
| C | A Notsecure | hitps://10.120.10.166 | & |
|
@TECHNQL_OGY
. <
Help T
@ Camera Configuration o i System Time
Settime ‘Change fimezone Time server Dasmon Time server Peers
& Cardet Management
e This form shows a list of the peers known to the server as well as a summary of their state.
€3 Network Configuration A
B Dol Coinaion remote refid st t when poll reach delay offset jitter
GPS_NMEA(®) .GPS. 1 - 8 ] 0.000 0.0020 ©0.000

@ Modem Configuration

Refresh

@ Time and NTPD Config

* Advanced
® Camera Information
4 Logout

* Power Options

Specifically, there is no ‘0’ to the left of “GPS_NMEA(0)”.
Other indications that all is not well:

e The “when” value is not set. The “when” entry indicates when that synchronisation source was last heard
from.

e  “reach” is 0. This is an indication of how many of the last polls were successful. The value should reach
377 and stick there — meaning the last 8 polls were successful (it is an 8 bit value reported in octal with a 1
bit shifted in from the left on every successful poll). If the system has recently been configured “reach”
may not be 377, but it should be increasing in value over time. If it is decreasing in value (or 0) this
suggests the synchronisation source is not providing the time.

If the camera cannot synchronise from GPS, then an alternative NTP source should be configured. This is described
in the next section.

Server Synchronisation of NTP

In order to configure NTP to synchronise from a remote server, you will need it’s IP address. To specify an NTP
server, connect with Webmin, click on “Time and NTPD Config” and then on the “Time server Daemon” tab. You
should see the following screen:
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/ @ PIPS ANPR Cameraonp- X \\_

C | A Notsecure | hitps//10.120.10.166 b 4

Help. T
@ Camera Configuration Modtie Config System Time

Settime Change timezone Time server Daemon Time server Peers
This form is for configuring the system to synchronize the time with a remote server. Synchronization will be done using the NTP Daemon.

& Cardet Management

Time Server

Network Configuration Select all. | Invert selection. | Add a new NTP Conf Server address.

£ Firewall Configuration IP Address Version Key Mode Min Poll Max Poll Preferred?

1 127.127.20.0 0 None 17 3 3 Yes
8 Modem Configuration Click on the IP Address to edit it
Select all. | Invert selection. | Add a new NTP Conf Server address.
@ Time and NTPD Config Delete Selected NTP Conf Server Address(es)
* Advanced Restart the NTPD client daemon
Stop the NTPD client daemon

@ Camera Information
< Logout

» Power Options

The 127.127.20.0 IP Address represents the camera’s internal GPS and is present by default. If your camera is not
equipped with a GPS you do not need to delete this entry. It can simply be left as is, it won’t do any harm.

Even if your GPS is working and your time is synchronised to it, you can still add another (or multiple other) NTP
time server(s). These will act as a backup to the GPS — should the GPS fail to provide time for any reason.

To add a network NTP server, click on “Add a new NTP Conf Server address.” The following screen will appear:

: - G
/ © PIPSANPR Cameraonp™ x \\
< C A Notsecure | htps//10.120.10.166 4
@ I -_lu OG}
A admin [Search Q
@ Camera Configuration Meskih Index Edit NTP Conf Server Address
& Cardet Management NTP Conf Server and Addresses
NTP Server address 10,120.10.8
€.} Network Configuration Version [0v
2 Firewall Configuration Auth key (optional): |None
Mode: None

@ Modem Configuration
Minimum Poll:

© Time and NTPD Config P S
* Advanced Preferred? [Yes v |

Save Delete|

@® Camera Information

4 Retum to NTP Conf Server addresses list
4 Logout

» Power Options

e Typeinthe “NTP Server address”.

e If your GPS is not working, then you can also designate this server as “Preferred”. Use the dropdown to
select “Yes” for “Preferred”. (You could also then deselect your 127.127.20.0 “Preferred” status, although
if GPS is not present, the setting is irrelevant.).

e Click “Create”. Note, if you are editing an existing NTP server, you will have a “Save” button rather than a
“Create” button. After clicking “Create” (or “Save”) you will return to the following screen after a few
seconds:
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/' @ PIPSANPR Cameraonp X |\

&= C' | A Notsecure | hitps//10.120.10.166 b g

Help.. -
@ Camera Configuration Modtie Config SyStem Time

Settime Change timezone  Time server Daemon  Time server Peers
This form is for configuring the system to synchronize the time with a remote server. Synchronization will be done using the NTP Daemon.

Time Server
Select all. | Invert selection. | Add a new NTP Conf Server address.

& Cardet Management

€23 Network Configuration

irewall Configuration IP Address Version Key Mode Min Poll Max Poll Preferred?
B el | 127.127.20.0 0 None 17 3 3 Yes
8 Modem Configuration (1 10.120.10.8 0 None None Yes
R Cllick on the IP Address to edit it
@ Time and NTPD Config Select all. | Invert selection. | Add a new NTP Conf Server address.

Delete Selected NTP Conf Server Address(es) |

* Advanced —_— S—
Restart the NTPD client daemon
® Camera Information Stop the NTPD client daemon

< Logout

* Power Options

Note that there is now an added IP Address. For the NTP daemon to use the added server, click on the “Restart the
NTPD client daemon”.

If you then subsequently click on “Time server Peers” you should see something like:

/ \ @ = El
/ © PIPS ANPR Cameraonp X\
/ =
“ C | A Notsecure  https//10.120.10.166 v
[Search Q
Help.. =
@ Camera Configuration Mié’u!e coillg System Time
Settime = Change timezone  Time server Daemon  Time server Peers
& Cardet Management
R Em— | Nis form shows a list of the peers known to the server as well as a summary of their state.
€23 Network Configuration Time Server
# Firewall Configuration remote refid st t when poll reach delay offset jitter
8 Modem Configuration GPS_NMEA(@) .GPS. o1l = 8 ] ©.000 0.000 0.000
%10.120.10.8 83.231.183.4 3u 32 64 17 0.240 2.396 2.920

@ Time and NTPD Config

|Refresh|
*» Advanced

@ Camera Information

< Logout

» Power Options

In the case of a network NTP server, the currently selected peer is designated by a “*’. Specifically “¥10.120.10.8".

Note also that the “when” and “reach” values are set. The “reach” value should eventually reach 377.
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If you are using your internal GPS and a remote NTP Server, you could see something like:

/ N e = (m] X
4 @ PIPS ANPR Cameraon Bl X \\ \
<« C' | A Notsecure | https://10.120.30.41 w
Search Q
@ Camera Configuration Help.. B
g Module Config System Time
Settime  Change timezone Time server Daemon  Time server Peers
& Cardet Management
This form shows a list of the peers known to the server as well as a summary of their state.
Network Configuration Time Server
: : fid h h f ji
£ Firewall Configuration remote refi st t when poll reac! delay offset jitter
@ Modem Configuration oGPS_NMEA(@) .GPS. 01 3 8 377 ©.000 -0.001 0.002
*10.120.10. 8} 83.231.183.4 3k 18 64 377 81.144 13.311 62.685

@ Time and NTPD Config Refresh]
» Advanced

@ Camera Information

<] Logout

» Power Options

Note both the ‘0’ and “*’ tell-tale characters and the “reach” being 377 in each case (meaning the last 8 polls in
each case were successful). Note also how much higher the offset and jitter are for the network NTP time server

(10.120.10.8) than the GPS. For most practical purposes however, the accuracy provided by a network connected
NTP Time server is sufficient.
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Security

This section details how to configure and improve security related aspects of the camera, ranging from user
accounts and passwords through to the network firewall.

The stock configuration on a newly received P500 camera is tuned primarily for ease of initial configuration whilst
also attempting to strike a balance with good security, however some changes are recommended on the part of
the user to fully protect the system.

Neology strongly recommends that all its cameras are to be installed on secure private networks; avoid providing
access to cameras via insecure public networks including the internet.

If the cameras are not secured both physically and through tightening the system security it is possible for
someone to compromise the camera. If they do this, it is possible to gain access to your private network, install
custom programs on the camera, and modify camera settings.

Implications of a compromised camera include your confidential and private data being stolen, your network
becoming part of a spam or bot net used in hacking, someone could block their license/number plate from being
passed onto the back office and thus evading law enforcement agencies or toll agencies.

User Accounts
A stock P500 range camera comes preinstalled with the following user accounts configured for remote access.

User Account Description

admin Referred to as the “administrative account”, this user has full access to a
standard shell on the camera and can be used to run ad-hoc commands, as
well as full configuration access for all aspects of the camera software,
network settings, etc.

pshell This account is a slightly more restricted version of the administrative
account with access only to the Platereader Shell.

This allows the account to configure the operation of the camera software
itself, without having the ability to run ad-hoc Linux commands or directly
change other critical aspects of the camera such as network configuration.

These accounts may be used for accessing the camera via both serial/network terminals and the Webmin interface
with the same password. Changes to the password are synchronized, and will apply to logins from all of the above
listed sources.
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Creating Accounts
Additional user accounts can be created via a terminal or the web interface.

Terminal
Connect to the camera via either a serial or network terminal and log in with an existing user that has
administrative privileges.

Execute the “invoker adduser” command as shown below to create a new user, replacing “<user>” with the name
of the user account to create. Usernames must consist of only alphanumeric characters, underscores, and
hyphens. No spaces may be present.

CIL50012345678:~$% invoker adduser <user>

If the command executes successfully without error, this will display no output. Otherwise if an error occurs due to
for example, the user already existing, the command will fail and output the error message.

By default, user accounts created via this command are limited to Platefinder Shell access only. To grant full Bash
shell access, the optional “allowBash” parameter may be added after the name:

CIL50012345678:~% invoker adduser <user> allowBash

Administrative users can be created by appending the optional “allowAdmin” parameter. This option may be
combined freely with the previous “allowBash” option (separate the two by the space) to create administrative
accounts with Bash shell access.

CIL50012345678:~% invoker adduser <user> allowAdmin allowBash

The user will be created with a locked password by default, preventing password-based logins from taking place.
To enable password access to the account, run the “invoker passwd” command replacing “<user>" with the
username.

CIL50012345678:~$% invoker passwd <user>
Changing password for <user>

New password:
Retype password:
Password for <user> changed by root

SSH key-based authentication may also be configured as described in the Key-Based Authentication section.
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Web Interface

Access the web interface as documented in the “Webmin Web Interface” section. Expand the “Advanced” header
within the left sidebar and click the “Users and Groups” link to open the following page.

ORE2
& aamin
DU " Help.. 2
& Cardet Management Module Config Users and Groups
- Database type: Regular /etc/passwd & fetc/shadow
letwork Configuration Local Users  Local Groups
-~ Select all_ | Invert selection. | Create a new user Run batch file. | Export to batch file-
£ Firewall Configuration
Username User ID Group. Real name Home directory shell
§ Modem Configuration [ root 0 root roat lopt/root Ibin/sh
[ daemon 1 daemon daemon lustlsbin fhin/sh
@ Time and NTPD Config O bin 2 bin bin Ibin fhin/sh
— BE=FS 3 sys sys Idev foin/sh
» Basic O sync 4 nogroup sync Ibin Ibin/sync
e [ games 5 games games Iustigames foin/sh
e cianeed O man 6 man man Ivarfcache/man foinish
Change Passwords Ol 7 Ip Ip Ivarfspool/lpd Ibin/sh
Running Proces: [ mail 8 mail mail Ivarfmail Ibin/sh
SSH Server [ news 9 news news Iarfspoolinews foin/sh
System Logs O wucp 10 uuep uuep Iarfspool/uucp foin/sh
Users and Groups L1 proxy 13 proxy. proxy. Ibin foin/sh
VPN Configuration 1 wwnw-data 33 www-data wunw-data Narfvnaw foin/sh
o L1 backup 3 backup backup Narfbackups thin/sh
[ list 38 list Mailing List Manager Harfist foin/sh
©) @ e Oirc 39 irc ircd Parfrunfircd foin/sh
PR [ gnats 41 gnats Gnats Bug-Reporting System (admin) Narflibignats foin/sh
) Check for Updates [ nobody 65534 nogroup nobody Inonexistent Ibin/sh
—— = 999 ntp Narlibintp fhinffalse
9 Logout [ messagebus 998 messagebus Narfibidbus foinfalse
EEE—— [ sshd 997 sshd Jarfrun/sshd fhinfalse
> Power Options O camera 100 nogroup Linux User Jhome/camera fbinffalse
e [ admin 1000 admin Linux User /storage/emmc/users/admin fbin/bash v

Figure 1 Users and Groups Page

At the top and bottom of the table is a link labelled “Create a new user.”. Clicking that will open the user creation
page.

ORE2

~ Module Index =
¥ Cardet Management Help.. Create User
Network Configuration zexiictags
- @@ @@ Username | |
rewall Configuration User ID ® Automatic O Calculated O[1002
8 Modem Configuration Real name | |
- Home directory ® Automatic
@ Time and NTPD Config o D”wmy‘ ‘D
+ Basi =

Password O No password required

o . ) @ No login allowed
ange Passwords O Normal password ]
Running Processes

O Pre-encrypted password
SSH Server | ‘

tem Logs

~ Advanced

[ Login temporarily disabled

Password Options

Users and Groups

Password changed Expiry date -
VPN Configuration & s G [ ] ’1:|D
Wireless Admin Minimum days [ | Maximum days [ |

Warning days Inactive days
® Camera Information I:l I:l

Force change at next login? O Yes ® No

Q) Check for Updates Group Membership

Primary group O New group with same name as user

~ Pover ptens e a—

Secondary groups All groups In groups v

Figure 2 Create User Page
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The most important options from this page are listed below.

Field

Description

Username
Home Directory

Shell

Password

Primary Group

Secondary Groups

The name of the user to create.

The directory where the user’s personal data will be stored. This should be
set to /storage/emmc/<username>

The default terminal shell for the user. The following options are of interest:

e /bin/bash will use a standard Bash shell upon terminal login.
Recommended if the user requires terminal access.
e /bin/false will disallow shell access entirely.
e /opt/camera/pshell will restrict the user to the Platereader Shell
only.
Password to assign the user. The default is to create an account that
disallows all password-based logins, but if required a password may be set by
selecting the “Normal Password” option and entering it here.

It is not recommended to select the “No password required” option.

The primary group to assign the user. This may be a new group named the
same as the user, or the default of assigning them to a common “users”
group.

This field contains two lists; the left displays all the groups installed on the
system, and the right is the list of groups to assign.

Selecting a group from the left list and clicking the “->” button will place the
group in the right list, and vice versa for the “<-“ button.

In terms of useful groups, the following are documented:

e admin: Members of this group may run the “/opt/camera/invoker”
utility which is used to perform operations that require
administrator privileges.

e storage: Members of this group are granted write access to the
storage devices on the camera mounted under /storage.

After filling in fields as appropriate, click “Create” to create the user account.
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Deleting Accounts
Accounts may be deleted from the terminal. Log in via either a serial or network terminal as an administrative user
and run the “invoker deluser” command replacing “<user>” with the name of the user account to be deleted.

CIL50012345678:~$% invoker deluser <user>

Warning

Deleting administrative or system users may render the camera inaccessible, requiring that the camera have a
clean OS reinstallation performed.

Default Passwords

The default password associated with both accounts is inherently insecure. The choice of password is to ease initial
setup of the cameras but is strongly recommended to be changed as soon as possible.

When you first receive your P500 camera, both users will be preinstalled with the user accounts listed above. The
passwords will be communicated to you separately.

Changing Passwords
User passwords can be changed via a terminal or the web interface.

Terminal
Connect to the camera via either a serial or network terminal and log in with an existing user that has
administrative privileges.

Execute the “invoker passwd” command as shown below to change a user password, replacing “<user>” with the
name of the user. The command will prompt for the new password twice before replacing it.

CIL50012345678:~% invoker passwd <user>
Changing password for <user>

New password:
Retype password:
Password for <user> changed by root

To lock an account from password-based authentication entirely, the “invoker passwd lock” command can be used
instead. This will prevent the user from logging into the system with anything except SSH key-based authentication
as described in the Key-Based Authentication section below.

CIL50012345678:~% invoker passwd lock <user>

Password for <user> changed by root

Warning

Locking the password to an administrative account may lock you out of the system if you have not set up an
alternative administrative user. This situation can be recovered via a clean OS reinstallation of the camera.
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Web Interface
Access the web interface as documented in the “Webmin Web Interface” section. Expand the “Advanced” header
within the left sidebar and click the “Change Passwords” link to open the following page.

ORIER

& aomin
~
i Manuals Module Config Change Passwords
- Select a user to change his or her password
@ Camera Configuration 4 B
root daemen bin sys
& Cardet Management syne games man o
mail news uuep proxy
Network Configuration www-data backup list irc
gnats nobody ntp messagebus
rewall Configuration sshd camera admin pshell

8 Modem Configuration

@ Time and NTPD Config

¥ Basic
Check for Updates

¥ Advanced
Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

® Camera Information

¥} Check for Updates

Figure 3 Change Passwords Page

IM

Select the user account to be configured (typically “admin” or “pshell”) and the change password page will open.

PIPS

] i b

& aamin

~

m Manuals Module Index Change Password

@& Camera Configuration Changing Unix user password
- Changing password for admin (Linux User.,.)

& Cardet Management

New password ‘ ‘

etwork Configuration New password {again) | |

[J Force user to change password at next login?

& Firewall Configuration

# Modem Configuration

@ Time and NTPD Config 4 Retumn to user list

Change password in other modules?

Figure 4 Change User Password Page

Enter your new password for this account and click “Change”. The password will be immediately applied, but any
existing login sessions will not be terminated. Do not select the “Force user to change password” check box, as this
functionality is not currently available.
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Root Account
The root account is by default disabled and cannot be logged in. This is for security reasons, as the root user has
total control of the system and is frequently the target of attacks on any Linux system.

Disk Encryption
The removable SD cards that are used to store the event data can be set to use encrypted disks. This will make the
data secure such that if the disks are removed from the camera, no data can be retrieved from them.

Enabling this option on an already installed camera will cause the camera to format the disks upon next reboot so
will lose any data that is currently buffered, so it is recommended this is done either at first installation, or at a
time when the camera is known not to have important buffered data.

@ PIPS ANPR Camera on Blackadd: X + B o 5
&« C A Notsecure | 10.120.10.201 % O
c | b

& admin earch Q

s Manuals Storage Devices

All data stored on the SD cards can be encrypted by the filesystem. Using this feature will ensure that all of the data on the disk is stored

@ Camera Configuration
in a secure manner. If the SD cards were to be removed from the camera it would make the data unreadable to another system.

& Cardet Management Warning: After changing this option, the camera must be rebooted. At that point, the SD cards will be reformatted, and so any data on the
- disk will be lost. Therefore, this option should not be toggled when there is important buffered data which has yet to be delivered.

* Network Configuration
Disk Encryption

Encrypted storage [+

Save

The below charts show how much storage space is currently available on the SD cards. Be aware that it is expected that these disks may
appear to be almost full depending upon your VfeDB settings. However the camera will ensure that the VieDB will never completely fill the
disk, automatically deleting the oldest data to allow space for new events to be recorded

&2 Firewall Configuration

® Modem Configuration

@ Time and NTPD Config

* Basic Ist y 2.50 GB total, 211.96 MB used, 2.29 GB free
storage/femmc

Istorage/sd1 7.29 GB total, 6.95 GB used, 354.14 MB free

¥ Advanced
Change Passwords
Running Processes
SSH Server
Storage Devices
System Logs
Users and Groups
VPN Configuration
Wireless Admin
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OpenSSH

The camera provides network shell access via the SSH protocol and is fully compatible with compliant SSH client
implementations such as PuTTY and the OpenSSH client.

Key-Based Authentication

Use of key-based authentication is strongly recommended where possible as this greatly increases the security of
user accounts if combined with disabling password-based authentication.

To generate an SSH key under windows, PUTTY is assumed to be installed by the user complete with its “PuTTY Key
Generator” application. Launching that application will display the following screen.

5’ PuTTY Key Generator

File Key Conversions

Key
Mo key.

Help

Actions

Generate a public/private key pair

[75]
]

Save the generated key

o
i
T
3

Parameters

Tyvpe of key to generate:
S5H-1 (RSA) @ S55H-2 RSA

MNumber of bits in @ generated key:

S5H-2 DSA
2048

Load an existing private key file Load

(2 sl

Figure 5 PuTTY Key Generator Window

Press the “Generate” button to begin generation of a new private/public key pair. Once generated, save the
private key (via “Save Private Key”) and copy the contents of the “Public key” box near the top of the window to

your clipboard.
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E PuTTY Key Generator @

File Key Conversions Help

Key
Public key for pasting into OpenS5H authaorized_leys file:

Key fingerprint: sshsa 2048 27:56:87b5:2d:5a:86:14.021b 299 :db . 3c.76:20
Key comment: rsatey-20150625
Key passphrase:

Carfirm passphrase:

Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key Save public key I [ Save private key I
Parameters
Type of key to generate:
"1 SSH-1 (RSA) @ S55H-2 RSA "1 S5H-2 DSA
MNumber of bits in a generated key: 2048

Figure 6 PuTTY Key Generation Example

Connect to the camera via a terminal and log in with an administrative account.

Run the “nano” command with the name of a non-existent file that we’ll use for installing the key. For full usage
instructions on “nano”, see Error! Reference source not found..

CIL50012345678:~% nano key.pub

GNU nano 2.2.5 File: key.pub

Figure 7 Nano Text Editor (Blank)
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Paste the contents of the key by either right-clicking the black background of the window, or Ctrl+Right-Click and
click “Paste” and save the file via Ctrl+O (exiting with Ctrl+X).

File: key.pub Modified

GNU nano 2.2.5

ZDTINTESAAAATPYVGFgGnvddgchtod,/khY+OHnNaBmENSL dzDganPF12 xample.orgy

Figure 8 Nano Text Editor with SSH Key

Once exited, you’ll be returned to the shell. Run the “invoker addkey” command replacing “<user>” with the name
of the user to install this key for, and <file> with the name of the file created with nano.

CIL50012345678:~% invoker addkey <user> <file>

If using the commands outlined above, replace “<file>” with “key.pub”.

CIL50012345678:~% invoker addkey <user> key.pub
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Password Authentication
By default, password authentication is allowed for SSH. If key-based authentication is configured for all users, this
may be disabled via Webmin.

Access the web interface as documented in the “Webmin Web Interface” section, expand the “Advanced” header
in the left sidebar and click “SSH Server”. On the page that opens, click “Authentication”.

ORE=

& aomin
* Module Index = -
& Cardet Management Help.. Authentication
£} Network Configuration Login and authentication options
—_ Allow authentication by password? ® Yes O No
£ Firewall Configuration Permit logins with empty passwords? ® Yes O No
8 Modem Configuration (gD
Allow RSA (S5H 1) authentication? ® Yes O No
@ Time and NTPD Config Allow DSA (SSH 2) authentication? ® Yes O No
Check permissions on key files? ® Yes O No
» Basic . .
Display /ete/motd at login? @ Yes O No
~ Advanced Ignore users’ known_hosts files? O Yes ® No
Change Passwords Pre-login message file @ rjone O -
Running Processes .
9 5965 User authorized keys file O Default {~/ ssh/authorized_keys) ® File under home | ssh/authorized_keys
SSH Server
7T e Maximum login attempts per connection ® Default (5) O
Users and Groups Lz ge-resp ion? O Yes @ No
VPN Configuration Ignore . rhosts files? ® Yes O No

Wireless Admin

Save

® Camera Information 4 Retum to module index

Figure 9 OpenSSH Authentication Configuration Page

Set the “Allow authentication by password?” field to “No” and click “Save” to persist the change, followed by
clicking the “Apply Changes” button on the main OpenSSH server configuration page. This setting will apply to all
user accounts.

Root Logins
Root logins are enabled by default for SSH; however, the stock configuration of the camera does not set a root user
password, and no authorized SSH keys are installed, and therefore root access via SSH is by default not possible.

If a password or SSH key are added to the root user, it will become possible to access via SSH. If this is not desired,
the steps described in the “SSH” section can be followed to configure the OpenSSH server.

Set the “Allow login by root?” option to “No” to disable root logins via SSH, or “Only with RSA auth” to require key-
based authentication (not password-based) for root logins via SSH.
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Firewall

The camera is configured to block everything except that which is explicitly allowed. If you wish to change the
defaults, connect via Webmin and navigate to the Firewall page by clicking on “Firewall Configuration” on the left.

The following screen will be displayed:

@© PIPS ANPR Camera on 205 (Yoct: X = = o X
< C A Notsecure | 10.120.10.205 a % 6
G TECI!NOLOGY

& admin

™ Manuals Firewall Configuration
@ Camera Configuration Use this page to adjust the firewall rules. Once changes are made, they must first be saved and then be applied They will also automatically be applied on restarting the camera. Warning. carefully check all changes before re-applying firewall rules, since
incorrect nules can cause a loss of network connectivity to the camera.

@ Cardet Management
Overall configuration

Firewall enabled

£3 Network Configuration

e VVeDmin ACCEPT v This web interface to the camera
£ Firewall Configuration Ping ACCEPT v ICMP pings tolfrom the camera. Useful for diagnosing whether network connectiviy is working

NTP ACCEPT v | Network Time Protocol
i DNS ACCEPT v Domain Name Service.

§ Modem Configuration Viewfinder ACCEPT v The protocol used by Toolkitto display the viewfinder window
= Viewfinder over HTTP REJECT v The viewfinder over HTTP interface which provides an MJPEG version of viewfinder
© Time and NTPD Config RTSP ACCEPT v | The protocol used when streaming H 264 videa from the camera
_— ACCEPT v A protocol for delivering events, and configuring the camera. This protocol is used by Toolkit for many features, and also by some customer back office software
» Basic Vehicle Event Protocol ACCEPT v Aprotocol for delivering events, as used within Toolkit when not using PIXI

VES ACCEPT v Aprotocol used by some back office systems such as BOSS and Instation, 1o deliver events from the camera
> Aanred Trigger ACCEPT v Port used to trigger to the camera externally via the network

Async Payload ACCEPT v Port used to receive data which can be linked asynchronously to the event. Eg, for associating “Weigh In Motion™ or radar speed sensor data with an vehicle

Use this page to adjust the firewall rules. Once changes are made, they must first be saved and then be applied. They will aiso automatically be applied on restarting the camera. Warning: carefully check all changes before re-applying firewall rules, since

® Camera Information incorrect rules can cause a loss of network connectivity to the camera.

€ Check for Updates Allowed addrusses

00
9 Logout 0
> Power Options The above IP addresses/ranges are allowed through the firewall. The IP address can be either the full IPv4 address (eg 10.120.10.43), the network address along with subnet size (eg. 10.120.10.024), or may be an IP6 address along with netmask (eg

1e80:20c:2ft feae 53¢/64). If the IP address is set to 0/0 this indicates any IP v4 address will be allowed through the firewall, and /0 indicates any IPV6 address,

WARNING: Be very careful 1o set this IP address / range correctly, as an incorrect address may cause you to lose network connectivity

Save Rules | Re-apply firewall rules| | Add IP addresses|  Delete selected addresses

The various protocols or services can be allowed/disallowed by selecting ACCEPT (to allow) or REJECT (to disallow)
and then clicking on “Save Rules”, and then finally “Reapply firewall rules” once all changes are complete. Note
also “Firewall enabled” should be ticked (as above).

Conversely — a quick way to get rid of all the rules is to untick “Firewall enabled” and click “Save Rules” and then
“Re-apply firewall rules”. This should really only be used temporarily. In general, you should only enable that which
is necessary. The default configuration is a good start.

How you choose to configure the Firewall also depends on the cameras situation on the internet. If the cameras
are already on a private network (behind another Firewall) the configuration may not need to be as strict.

It is not recommended that a camera is ever situated on the open internet. If it is, every possible security
precaution should be taken.

The “allowed addresses” section allows configuration of whitelisted IP addresses or address ranges. It is
recommended that the camera is restricted to only be accessible from known IP addresses, however care must be
taken when setting these addresses as the camera could be made unreachable over the network with incorrect
settings.

To add an allowed address, click “Add IP addresses” and then enter an IP address or address range in terms of a
network address. For example, add 123.123.123.0/24 to allow all addresses in the range 123.123.123.*, or
192.168.0.0/16 to allow all 192.168.* addresses.

To remove address ranges, select the checkboxes next to the address ranges, and then select the “delete
addresses” button. If all addresses are removed, the default “any” addresses of 0/0 and ::/0 are automatically re-
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added, however it is recommended that these “Any” addresses should be removed once specific whitelisted IP
addresses have been added.

Regarding the protocols:

Webmin should be set to ACCEPT unless you are happy to do some configuration via the command line.
Ping is usefully set to ACCEPT in order to verify network connectivity with the camera.

NTP — set this to ACCEPT if you want your camera to be able to act as an NTP Time server (server time to
other cameras or back-office systems).

NB: It does not need to be set to ACCEPT for the camera to synchronise it’s time off an external NTP
server.

DNS —in general this may be left as REJECT unless you wish the camera to act as a DNS server.
Viewfinder — will need to be set to ACCEPT if you wish to use the Toolkit Viewfinder. You may choose to
do this to configure the camera, and then set to REJECT once configured.

Viewfinder over HTTP — set to ACCEPT if you wish to use the MJPEG stream over HTTP.

RTSP — set this to ACCEPT if you want to use the H264 Video Stream.

PIXI — set this to ACCEPT if you are using the PIXI protocol. This may be via Toolkit (for extra functionality)
or a back-office system that implements the PIXI protocol to configure and retrieve events from the
camera.

Vehicle Event Protocol — set this to ACCEPT if you want to view plate read events and images from Toolkit.
Note PIXI is another alternative to be able to view plate read events and images via Toolkit — and provides
more features and flexibility than the Vehicle Event Protocol.

VES — Enable this if you wish to use the VES Lite protocol. The VES Lite protocol is a subset of the VES
protocol (which is deprecated). The VES Lite protocol provides sufficient functionality to work with BOSS
servers.

Trigger — the camera can be triggered via an incoming TCP connection (3820). Set this to ACCEPT to be
able to do this. Otherwise leave it as REJECT as this port has no other function.

Async. Payload — The camera can accept packets of asynchronous data via a TCP Connection (Port 3821).
This data may be subsequently associated with plate read — typically based on time proximity, but other
criteria may be used to associate. This feature may be used to associate Weigh In Motion (WIM) or Radar
Speed gun data with license plate reads. If you wish to use this feature, select ACCEPT.

Physical Security

Physical security is very important for the security of the camera. An unauthorised user can gain access to
the camera via the serial port, it is strongly recommended to ensure that the cable which has the serial,
ethernet and power going to the camera is terminated in a secured housing to prevent unauthorised
tampering.
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Command Line Tools

Most people will prefer to use Toolkit and/or Webmin rather than typing commands into a shell. However a quick
introduction to the command line interface is provided in this section.

Conventions
We use several typographic conventions in this manual to describe things including interaction with a computer
terminal.

Commands to be typed in are described as follows:

¢ command
The name of the command.
e {required_argument}
A required argument to the command is within curly brackets {}.
e [optional_arument]
An optional argument to the command is within square brackets [].
o [replace_me]
Text which should be replaced by you to indicate, for example, the file to be worked on is written in
italics.

These can be combined, for example

Is [-1] [directory]
describes part of how to use the Is command in Linux.

Some text needs to be typed in exactly as given:
type this in exactly

If we provide a representative response from the system
it will print out like this, or at least something similar

SSH

Secure Shell (or SSH) Secure Shell or SSH is a secure networking protocol which can be used for many things, but
here we will use it to provide a shell on the camera. It is running on the standard port, 22.

Some operating systems (e.g. Linux) have an ssh client built in which can be invoked by typing ssh from the
command line. Briefly:

ssh [user@] {hostname}

Windows does not have an SSH client, so for Windows we recommend PuTTY although any ssh client capable of
SSH2 should work.

The Toolkit installation includes PUTTY and it is possible to launch PUTTY from Toolkit and this is what will be
described here.

Assuming you have a saved camera (see the Quick Start section or the Toolkit Manual regarding how to create a
“Saved Camera”), select the camera, right click and select

Once you have logged in you have the network working correctly and you can configure and use the camera.

You are logged into a Linux shell, and can use many normal Linux commands to navigate. A brief set of useful
commands and arguments are given here.
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e s [-l] [directory]
get a directory listing, similar to dir under DOS
o pwd display the current working directory
e cd {directory} change directory to given directory. Use .. to go up one directory

e nano {filename} edit a file using the Nano text editor. See Appendix G, Nano - text editor [152] for more
details.

o cat {filename} quickly show a file.
o less {filename} display a file, so you can scroll up and down.

This is only a very brief list. Further information is available on the web.

Note: Linux Manual pages are not installed on the camera.

Serial Terminal

It is possible to communicate with the camera via a serial cable and login via a serial terminal. This is not normally
necessary, but may be so when:

1. If you cannot connect via the network for some reason for example when configuring the network for the
first time (although there are other ways to do this, see: Network Connection to the Camera.)

2. To debug or resolve problems where the camera is not booting, or not booting fully.

3. Toinstall a new operating system

The serial connection to the camera is R$232. Many modern PCs and laptops no longer have RS232 serial
connections and therefor a serial to USB adapter will be needed.

On windows serial interfaces are identified via a “com port” number, e.g. com1, com2, com3 etc.

A serial terminal will also be necessary. The recommended option is PUuTTY and this may be launched from Toolkit.
Either right click on a saved camera and choose “Serial Terminal” (Or click “Serial Terminal” above).

[2 PIPS ANPR Toolkit 4.3.0-rc.1+g745c18f - o X

OPIPS a

E E B[ B

(e Comers  Settings  Recordings  Help

LEEAED E E

Start & Tetminal Session to a Camera using & serial connection

AddCamers EditCamera  Vewfnder VehideEvents CemeraAdmin NetworkTerminal  Review  Cameralogs SerielTerminal  Install Package
Name IP Address A Type Serial Status
v Saved Cameras
10.120.20.161 10.120.20.161 15-500
10.120.20.184 10.120.20.184 T5-500 F——
10.120.20210 10.120.20210 pag2 il
15804 10.120.20226 pag2e 15804 R Vehicle Events
v Discovered Cameras = Cameralogs
1£500_p3_2002 10.120.20.161 Unknown 2002
= p 4 Camera Admin
P4_1e4 Unknown 52020184
492 test pag2 25220210 | £} Camera Settings
15804 P92+ 15804 | P Network Terminal

£ serial Terminal |

¥ Install Package
Install License
7/ Edit Camera

fl Remove Comena

Discovery enabled on 10.120.20.298
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The following will be displayed:

[3 Serial Terminal Session Settings ? X
Camera Type: | TS-500 v
Serial Port: COM1 v

Ensure that the P500 camera is selected and the correct Serial Port and then click OK. A blank PuTTY serial terminal
will appear. Press Enter and you should see a login prompt.

l o[ [

& COM12 - PuTTY

Logging in will bring you to the bash shell where you will be able to perform configuration tasks such as network
configuration. You will also be able to access the platereader shell (pshell) as described here: The pshell.

The PuTTY serial terminal does not have to be launched from Toolkit and it is also not the only Serial Terminal
available. One advantage of launching it from Toolkit is that provided you select the correct camera type it will
correctly configure the PuUTTY terminal for you.

If you launch PuTTY standalone (or use other terminal software), you will need to know the serial terminal settings
which are as follows:

e Speed (baud): 115200 bits per second
e Data bits: 8

e Stop bits: 1

e  Parity: None

o  Flow Control: None

The pshell

The camera has its own shell for interacting with the ALPR camera application.
This is the Platereader Shell (or pshell).

The shell is an alternative way to access and control the camera's parameters. If you have an admin password you
can start it whilst at the Linux bash prompt (either via SSH or on the console serial port) by typing:

/opt/camera/pshell
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- PuTTY - a X

You can ignore the “I/O warning : failed to load external entity "/opt/root/logObjectsState.txt"

No local debug logging state data found.” The file mentioned is where any enabled logging settings are stored. If
no logging has been previously enabled, this file will not exist.

The double chevrons >> are the prompt where you may type commands.

The model of the pshell commands is one of objects, where each object may have properties (that can be set or
queried) and/or commands that may be executed for that object.

Objects can be nested, and the sub-object's name is separated by a space from the parent.
help

You can see a list of objects by typing help with no arguments, and see properties and commands of each object by
giving the object name as an argument.
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The image below shows the result of typing help with no parameter. Note the list of objects, each of which will
have associated properties and/or commands.
EP 10.120.20.184 - PuTTY — m] X

To get help on a specific object/subobject:

{object name} [subobject name] help

The image below shows the more detailed help on one of the objects — specifically “modules”. Typing modules
help gives:

#P 10.120.20.184 - PuTTY - O X
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3 10.120.20.124 - PuTTY i
£8 10.120.20.184 - PuTT m] X

Display a numbered list of old commands you have typed in. To execute a command from the history type:

{number}

It is also possible to use the up and down arrow keys to scroll through the history, press Enter to re-execute the
currently displayed command.

quit
Leave the shell.

Object Properties
As previously stated the objects in the system may have associated properties.

To display all the properties and current values for an object:
{object name} [subobject name] show

The image below shows the result of two show commands, the first show modules to show the values of the
“modules” object properties. The second, caml seql show shows the value of the properties of the “seql”
subobject of the “cam1” object.

P 10.120.20.184 - PUTTY - [m] X

To get the individual value of a property:

{object name} [subobject name] get {property name}

For example, to check whether ACS is enabled, we get the “enabled” property as in the image below. (Reminder:
To get help regarding supported properties and commands of an object it is {object name} [subobject name] help
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so for ACS it is: acs help.)
169.4.24.90 - PuTTY =SAC)

Or the specific property of a subobject —in this case “cam1” is the object, “seql” is the subobject and “shutter” is
the property:

To set a property:
{object name} [subobject name] set {property name} {value}

For example, to enable ACS:

r B
£ 169.424.90 - PuTTY ool

And to set the shutter for cam1 seq1l:
[ 16942290 - purrv — o= e |

Object Commands
Some objects also have commands that can be executed. The general form for executing a command is:

{object name} [subobject name] {command} [command args]

For example, to reset the focus of the “cam2” “lens” (“lens” is a subobject of “cam?2”):

EB 10.120.20.184 - PuTTY - m] X
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Network Configuration

It is possible to perform basic ethernet network configuration using the IP Discovery feature in Toolkit. This is
described here: Setting the Cameras Network (IP) Address using IP Discovery.

If for some reason you cannot use IP discovery to perform initial network configuration, it is possible to do it
without network access, via a serial terminal.

Basic Network Configuration via Terminal
This is possible using either a serial terminal or network terminal. A possible scenario is initial configuration where
your PCis unable to connect to the camera via the network in which case a serial terminal may be used.

To view the current network interfaces and associated IP addresses, type ifconfig.

@ B
Bcove-wy AR REE R S B [F=EEE 5

4 lm

The interface of interest is the Ethernet interface “eth0”. (The “lo” interface is the loopback interface and unlikely
to require any configuration).

To set the IP4 address and netmask:
ifconfig ethO {ip4 address} netmask {netmask}

The example below shows the command to set the address to 168.4.24.91, netmask 255.255.255.0.

Note the shell prints no message if the command succeeds.

Another setting that may be required is setting the default gateway. To display the current routing table, type
route -n. (Note the —n option is to disable reverse DNS lookups as we don’t assume DNS is properly configured at

this time.).

CoM12 - puTTY — (=
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Currently the only entry in the routing table is for the local 169.4.24.0. A gateway is not needed for IP addresses in
this range.

Without a gateway, the camera will not be able to communicate with IP addresses outside of the 169.4.24.0
address range. Adding a default gateway will cause traffic to any IP address outside of this range to be routed to
the gateway for forwarding.

To add a default gateway to the routing table for ethO, the form of the command is:

route add default gw {gateway IP4 address} ethO

In the example below the default gateway IP address is 169.4.24.1 is added:

And to confirm it has been added:

£2 COM1Z - PuTTY [E=NEENS

At this time the network should be sufficiently configured such that the camera is reachable over the network and
the serial terminal is no longer required. While it is possible to continue configuring the network via the command
line, it is recommended that further networking or Linux system configuration tasks be performed using:

e A web browser to connect to the camera’s webmin server
o A Network ssh Terminal (e.g. PuTTY).

Beware however, changing certain settings such as the IP address, netmask or default gateway may cause an
existing network connection to be terminated.

Network Configuration with Webmin

Once the camera IP address has been set, you will be able to use Webmin to view and modify network settings.
Open Webmin (as described in Webmin Web Interface) and click on “Network Configuration”. The following screen
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will be displayed:

@ PIPSANPR Cameraon P4 184 X [EH

- @ & hitps//10.120.20.184 =

oPIPS

TECHNOLOGY |

Search Q

@ Camera Configuration MeduleGonfo Network Configuration

& Cardet Management % @ @
SRl Network Interfaces Routing and Gateways Hostname and DNS Client Host Addresses

8 Modem Configuration Apply Configuration Click this button to activate the current boot-time interface and routing settings, as they normally would be after

a reboot. Warning - this may make your system inaccessible via the network. and cut off access to Webmin

@ Time and NTPD Config
» Advanced

® Camera Information

4 Logout

» Power Options

At the time of writing the Network Configuration is documented here:
http://doxfer.webmin.com/Webmin/Network Configuration.

However, we will briefly address the most likely configuration options.

Network Interfaces
From the “Network Configuration” page, click on “Network Interfaces”. The following screen will be displayed:

@ PIPSANPR Cameraon P4124 X [iSd

= @ £ https;//10.120.20.184

oPIPS

TECHNOLOGY'

Search Q

@ Camera Configuration Module Index Network Interfaces
Active Now  Activated at Boot
& Cardet Management Interfaces listed in this table will be activated when the system boots up, and will generally be active now too
Select all. Invert selection. Add a new interface. Add a new bridge.
etwork Configuration Name Type IPv4 address Netmask IPv6 address Activate
) O etho Ethemnet 10.120.20.184 255.255.255.0 No address configured  Yes
8 Modem Configuration lo Loopback No address configured  None No address configured Yes

) Select all. Invert selection. Add a new interface. Add a new bridge.
@ Time and NTPD Config . .
Delete Selected Interfaces | |Delete and Apply Selected Interfaces|  Apply Selected Interfaces

*» Advanced
4 Return to network configuration

@ Camera Information

4 Logout

» Power Options

Normally you would not want to add or delete interfaces. You would also normally only want to modify the
interfaces listed on the “Activated at Boot” tab.
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To actually view the settings of an interface, click on the interface name.

In this case the only selectable interface is the Ethernet interface, “eth0” and clicking on the “ethQ” link displays
the following:

@ PIPSANPR Cameraon P4 124 X [EE

CRIES

@ & https//10.120.20.184

Search Q

@ Camera Configuration Module Index Edit Bootup Interface
& Cardet Management Boot Time Interface Parameters
—_— Name etho
Network Configuration Activate at boot? ® Yes O No
3 Modem Conf : IPv4 address O No address configured
lem Configuration O From DHCP
O From BOOTP

@ Time and NTPD Config : :
[ das e | © static configuration |pyg address [19.120.20 184

» Advanced Netmask (255 255 255.0
—_— Broadcast O Automatic ®{10.120.20.255

@ Camera Information
- IPv6 addresses @ IPv6 disabled
4 Logout O From IPv6 discovery

_ O Sstatic configuration |pu6 address Netmask
» Power Options
» PowerOptions | B

MTU @ Default O
Virtual interfaces 0 (Add virtual interface)
Hardware address @ Default O
§VSave Save and Apply ‘bélete andApp!y | Delete

4 Return to network interfaces

The only settings you are likely to need to change is the “IPv4 address” “Static Configuration”.

Hostname and DNS Client
To configure the Hostname and/or DNS, click on “Network Configuration” and then on “Hostname and DNS
Client”. The following screen will be displayed:

/ @ PIPS ANPR Cameraon Bl x \\

< C | A Not secure | https//10.120.3041 P

CEIPS

& admin Search Q

@ Camera Configuration Ml e Hostname and DNS Client]

& Cardet Management DN Client Options
Hostname - Blackadder
Resolution order Hosts file v]

e v|
#2 Firewall Configuration a

8 Modem Configuration DNS servers 88838 Search domains ® None " Listed

@ Time and NTPD Config

>
Advanced Save
@ Camera Information 4 Retum to network configuration

4 Logout

*» Power Options

Type in a hostname. If you wish for the camera to use DNS you can also type in the IP address of a DNS server (in
this case 8.8.8.8).
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Click “Save”.

Wireless Network Configuration

Initial configuration of wi-fi will require that the user first set up networked access to the camera via either
ethernet or modem, as documented in their relevant sections.

Wireless Networks

Open Webmin (as described in Webmin Web Interface) and click on “Advanced” and then “Wireless Admin”.
Ensure the “Known Networks” tab is selected, and the following screen will be displayed:

ORIE=

i Manuals Wireless Administration

- 3 Known Networks ~ Options ~ status
@& Camera Configuration

& Cardet Management Known Networks
EE—— ] Nearby_SSID

twork Configuration
= Add a Wifi network  Delete Netwark

£ Firewall Configuration

@ Modem Configuration

@ Time and NTPD Config

¥ Basic

¥ Advanced
Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

@ Camera Information
€ Check for Updates
& Logout

* Power Options

Figure 10 Wireless Configuration - Known Networks Page

This page lists the configured networks on the camera. Each configured network provides a link which, by clicking
on its name, will allow you to edit the parameters for that network.

Ticking the box next to a network and clicking the “Delete Network” button will delete all selected networks.
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Adding or Editing a Network
Navigate to the “Wireless Admin” page and select the “Known Networks” tab.

To add a network, click the “Add a Wifi network” button. If you wish to edit an existing network, click its name
from the provided list.

ORER

M Manuals Module Index Add a Wifi network
@& Camera Configuration $sID
& Cardet Management
twork Configuration
B Firewall Configuration

8 Modem Configuration

@ Time and NTPD Config Pass Phrase

¥ Basic Create

4 Retum to Wireless Administration
™ Advanced

Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

@ Camera Information
&) Check for Updates

4 Logout

* Power Options

Figure 11 Wireless Configuration - Add Wi-fi Network Page

The displayed page has the following fields, which must both be supplied to configure an SSID.

Field Description

SSID The name of the wireless network to connect to. The name may be provided
by selecting from the list of discovered networks, or typing in a name
manually to the text field.

Pass Phrase The password for the wireless network. The camera does not support
connecting to open (password-less) networks.

Table 1 Wireless Configuration - SSID Configuration Fields

Once configured, click “Create” or “Save” and you will be returned to the Known Networks page.
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Wireless Options
The “Options” tab on the “Wireless Admin” page will display the following screen:

ORIER

 Manuals Wireless Administration

N Known Networks ~ Options ~ status
@& Camera Configuration
Regulatory Domain

& Cardet Management Regulatory Domain| GB_~] Save Regulatory Domain

For regulatory compliance you must set this to the appropriate country code. Note that after changing this option you will need to restart the

letwork Configuration
camera for it to take effect

EX Firewall Configuration

Misc. options

@ Modem Configuration Configure the network interface to adjust network configuration such as IP address Using the network interface configuration for wian0

@ Time and NTPD Config Start the WiFi

B Basic Stop the WiFi

™ Advanced
Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

(@ Camera Information
& Check for Updates
4 Logout

* Power Options

Figure 12 Wireless Configuration — Options Page

This page provides a way to configure the regulatory domain for the wireless connection, which must be set to the
appropriate country code that the camera is being used in. Additionally, tools are provided for starting/stopping
the wireless network.

Regulatory Domain
The regulatory domain must be set to an appropriate country code for which the camera is operating in to ensure
regulatory compliance.

Select an appropriate country code from the “Regulatory Domain” dropdown and click the “Save Regulatory
Domain” button. Note that after changing this setting, you must restart the camera to apply the changes.

IP Address and Routing Configuration

The IP addressing mechanism (static IP, DHCP, and routing preferences) uses the same page as described in the
Network Interfaces section of the document, for which the page will list a “wlan0” network representing the
interface used by wireless connections. A link to this page is provided under the “Misc. Options” header.

Starting and Stopping the Wireless Network
Navigate to the “Wireless Admin” page and click the “Options” tab. The buttons at the bottom of the page (“Start
the Wifi” and “Stop the Wifi”) may be used to start and stop wireless network connectivity, respectively.
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Wireless Status
The “Status” tab on the “Wireless Admin” page will display the following screen:

ORER

 Manuals Wireless Administration

N Known Networks ~ Options ~ status
@ Camera Configuration
Current WiFi status...

@ Cardet Management besid=18:0£76:3:61:58
fraq=2432

3 Network Configuration Iﬁdﬁj‘;:d“”k'51sﬂ
mode=station

EX Firewall Configuration pairwise_cipher=CCMP

| oroup_cipher=TKIP
@ Modem Configuration key_mgmt=WPA2-PSK

| '/P2_stale=COMPLETED

@ Time and NTPD Config ip_address=192.168.0.128

MR  ;cidres s=00:23:a7-08:2£60

B Basic ulid=5efeef75-37a9-51aa-bd2b-406245 129

D  /1an network interface status...

B Advanced wian Link encap:Ethemet HWaddr 00:23:a7-d8:2£60

inet addr-192.168.0.128 Beast:192.168.0.255 Mask:265 255 255.0

Change Passwords UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
Running Processes RX packets:9301 errors:0 dropped:3 overruns0 frame:0
SSH Server TX packets:185 ermars:0 dropped:0 overruns:0 carrier.0

collisions-0 txqueuelen-1000

SEEN 18R RX bytes: 784253 (765.8 KiB) TX bytes-14060 (13.7 KiB)

Users and Groups
VPN Configuration
Wireless Admin

Refresh

@ Camera Information

€ Check for Updates
4 Logout

* Power Options

Figure 13 Wireless Configuration - Status Page

This page can be used to diagnose the wireless connection and assist in determining if it has been configured
correctly and is able to connect to a remote access point.

Particularly useful fields are outlined below:

Field Description
SSID The SSID of the network that is used by the current connection.
WPA State The state of the WPA authentication process. This will be “COMPLETED” if a

connection has been successfully established, and authentication was
successful.

IP Address The local IP address of the wireless interface on the camera.

upP The keyword UP will be in the output of the wlan0 network interface status,
as shown on the 3™ line in the screenshot if the network interface is currently
deemed up. This will be omitted if the interface is currently down.

TX / RX packets The number of packets sent / received, and the number of errors / dropped
packets can be useful in confirming network connectivity is good.

Table 2 Wireless Configuration - Status Fields
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Modem Configuration

Initial configuration of the modem will require that the user first set up networked access to the camera via either
ethernet or wireless, as documented in their relevant sections.

Open Webmin (as described in Webmin Web Interface) and click on “Modem Configuration”. The following screen

will be displayed:

CPIPS

[TECHNOLOGY
& admin

™ Manuals

@ Camera Configuration

& Cardet Management
etwork Configuration

& Firewall Configuration

@ Modem Configuration

@ Time and NTPD Config

* Basic

» Advanced

(® Camera Information
Q) Check for Updates

< Logout

Configuration

Modem Configuration

Status

Modem Configuration

Modem Enabled ¥

Username ‘ eesecure

Password ‘ ........

Modem PIN ‘

|
|
APN (Supplied by ISP/Wireless provider) ‘evewwhere |
|
|

Save

Connectivity Target ‘

Make default route [ |
Force PAP ||
Enable IPve |

Detailed logging .|

Figure 14 Modem Configuration Page

A description of each of the fields can be found below.

Field Description

Modem Enabled If checked, enables the modem.

Username The username to use when connecting to the wireless provider.

Password The password to use when connecting to the wireless provider.

APN The access point name provided by the wireless provider.

Modem PIN Some SIMs are supplied with a PIN which must be entered to unlock the SIM.

If your SIM does not require a PIN, leave this blank.

Connectivity Target

An optional IP address to ping upon establishing the modem connection. If
the target cannot be reached, the camera will assume that the modem
connection is non-functional.

Make Default Route

If checked, the network established by the modem upon a successful
connection will become the default route for all traffic on the camera.

If the user is intending upon using the modem as the primary network access
method for the camera, checking this box is recommended.
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Force PAP Forces the use of PAP for authentication on the network, instead of CHAP.
This option is not recommended.

Enable IPv6 Allows the camera to attempt to obtain an IPv6 IP address in addition to the
IPv4 address normally used.
Detailed Logging If checked, more verbose logging messages will be stored on the camera in

the file /var/log/modem-monitor.log. This can be used to diagnose issues.
Table 3 Modem Configuration Fields

Initial configuration of the modem should check the “Modem Enabled” box and enter any required username,
password, and APN values. It is not recommended to check “Make Default Route” until the user has verified the
modem can initially connect, as changes to the default route may impact the accessibility of the camera via other
network methods.

The “Status” tab at the top of the page can be clicked to display information on the current state of the modem as
a table of fields presenting all known information about the state of the modem and the connection, if one has
been established. Some example fields are documented below.

Field Description

Status The status of the modem.

This will be “disabled” if the modem has not been explicitly enabled on the
configuration page, otherwise it will indicate the state of the connection.

A successful and working connection will display “up” in this field.

Sim Card ID The ID of the SIM card. If this displays an erroneous value, it may indicate
that no SIM card is present in the camera.

Number The mobile number associated with the SIM.

Access Band Technology This reports the technology being used to connect to the network —and can
be used to distinguish between 3G / 4G connections.

Signal Strength Status The signal strength of the connection to the wireless provider. A poor signal

strength may lead to connectivity issues. Note that this is only updated when
the modem connects onto the network.
Remote IP The remote IP address of the network that the camera has connected to.
Local IP The local IP address of the network interface established on the camera.
Table 4 Modem Status Fields
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VPN Configuration

The camera supports both Point-to-Point Tunnelling Protocol (PPTP) and Internet Protocol Security (IPsec) VPN
connections. Instructions for configuring these can be found in the following sections.

PPTP Configuration
Configuration of the PPTP VPN will require that the user first set up networked access to the camera.

Open Webmin (as described in Webmin Web Interface) and click on “Advanced”, and then “VPN Configuration”.
The following screen will be displayed:

ORIER

i Manuals VPN Configuration
@ Camera Configuration Configuration ' Status
SR | PN Configuration
& Cardet Management Enabled []
PO -
letwork Configuration
bt ) P
B Firewall Configuration VPN Server

@ Modem Configuration Comen ity I:l

| Depends on modem []
@ Time and NTPD Config Make default route

Detailed logging []

[+] Basic

¥ Advanced
Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

@ Camera Information

€ Check for Updates

4 Logout

* Power Options

Figure 15 VPN Configuration Page
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A description of each of the fields can be found below.

Field Description

Enabled If checked, enable the use of the PPTP VPN.

Username The username to use when authenticating with the VPN server.
Password The password to use when authentication with the VPN server.
VPN Server The IP address of the remote server to connect to.

Connectivity Target

An optional IP address to ping when the VPN connection is established. If the
target cannot be reached, the camera will assume that the VPN connection is
non-functional.

Depends on Modem

If checked, the camera will first configure the modem prior to establishing a
VPN connection.

This should be checked if, for example, the modem is intended to be the
primary network access method on the camera.

Make Default Route

If checked, the connection established by the VPN will be marked as the
default route for all traffic to/from the camera.

Detailed Logging

If checked, more verbose logging messages will be stored on the camera in
the file /var/log/vpn-monitor.log. This can be used to assist in diagnosing
issues.

Table 5 VPN Configuration Fields

Initial configuration of the PPTP VPN should check the “Enabled” box and enter valid values for the “Username”,
“Password”, and “VPN Server” fields. It is not recommended to enable the “Make Default Route” option on initial
configuration, as changes to the default route may impact the accessibility of the camera via other network

methods.

Clicking the “Status” tab will display the following screen:

ORIE2

™| Manuals
@ Camera Configuration Configuration  Status

& Cardet Management Status dead

Interface Details Not Enown

3 Network Configuration

[ Remote IP Not Known
& Firewall Configuration Local IP Not Known

Cause of Last Failure Not Known

VPN Log File Not Known

@ Modem Configuration
@ Time and NTPD Config
[+] Basic

¥ Advanced
Change Passwords
Running Processes
SSH Server
System Logs
Users and Groups
VPN Configuration
Wireless Admin

@ Camera Information
€ Check for Updates
4 Logout

* Power Options

VPN Configuration
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This page displays information on the current state of the PPTP VPN as a table of fields presenting all known
information about the state of the connection, if one has been established. The fields shown are documented
below.

Field Description

Status The status of the VPN connection. This will be “dead” if the VPN is disabled,
or not able to connect, or “up” if the connection has been established.

Interface Details Details of the local network interface used on the camera to represent the
VPN connection.

Remote IP The remote IP of the VPN server.

Local IP The local IP of the VPN network interface on the camera.

Cause of Last Failure An error message indicating the reason why the VPN connection may not

have successfully established.
Table 6 VPN Status Fields

IPsec Configuration

The camera implements IPsec support. Configuring IPsec is not yet possible through the web interface present on
the camera, and due to the complexity of the settings involved it is strongly recommended that users wishing to
enable this feature should contact the Neology UK technical support team.

Delivery Modules

There are several mechanisms on the camera for the network delivery of license plate read metadata and images.
Some of these are legacy. Most of these mechanisms can be used concurrently with the others. In some cases,
multiple instances of one mechanism may also be used.

ACS

ACS stands for Access Control System. This is a legacy name and it is by no means restricted to “Access Control”. It
is a general-purpose delivery mechanism.

The key distinguishing feature of ACS is that it is a file transfer mechanism. Specifically, it delivers image and data
files to the back-office system.

The back-office system needs to be running appropriate software in order to accept this file delivery. If your back-
office system is running Windows, Filezilla Server is a good choice. There are other possibilities including, of
course, on Linux.

ACS can deliver via:

e FTP
e SFTP
e SCP

e  File (write to local filesystem)

It is a simple network delivery of image and text files.

Typically, for each license plate read event, it will deliver:
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e one text file containing selected metadata, and
e 2 or 3image files, specifically the plate-patch image, the colour image and the IR image.
e  Other images (such as context images) are also available.

ACS is very flexible as regards the file paths/names and the content/format of the text (metadata) file.

It is designed for production use, and is recommended as a simple way to get started. This simplicity does not
mean it is unsuitable for large scale deployments.

You can run multiple instances of ACS. These instances can run alongside other delivery mechanisms, such as PIXI.

H264 Video

The camera can provide an H264 compressed video stream. The size of the video is limited to 1920x1080 and it is a
cropped version of the full image captured. If cropped video is not suitable, consider using the MJPEG stream
which can be encoded at the full image dimensions.

Four different video streams may be retrieved, specifically, the visible sensor stream and each of the 3 exposure
sequences from the Infrared stream.

In order to enable the video, the first step is to ensure the firewall is configured to allow RTSP connections. See
Firewall and ensure that RTSP is set to ACCEPT.

Next you will need to enable the video streaming facility. In order to do this in Webmin, select “Camera
Configuration” on the left-hand side and then select “H264 Video” on the screen that appears — see the image
below:

Manual
System

Obijects

Logging

eiog
+ netuit

The following screen will be displayed:
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@ Hest Video x o+
« C A Notsccure | hitps://10.120.10.168/spikeapp/indexcgizpage= Object:videc @ :

H264 Video

Properties

Property Value
Enabled v
save

itures should be enabled or disabled.

Commands

Video Streams Status.
Video Streams Status

Command
status

Execuls

Ensure that the “Enabled” is ticked and click on the “Save” button. This will allow you to connect to the RTSP video
streams.

It is possible to adjust a few parameters of the available H264 streams. To do this select the stream in question —
listed under “Objects” in the image above. For example, if you clicked on “Visible Channel Seq0” the following
would be displayed:

Visible Channel Seq0

Hover over the fields to see the help text. The most likely one you may want to change is “Target Bitrate in Kbps”.
In the image above it has been changed from the default 2000 (2Mb/s) to 4000 (4Mb/s).

Viewing the H264 Video

To view the streams, you have to use a tool that can connect to RTSP/RTP protocol stream and decode H264 video.
We recommend the VLC media player. This is an open source media player available to download. Google should
provide you with the appropriate URL.
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The 4 URLs are:

e rtsp://<IP Address>:8554/VisibleSeq0
e  rtsp://<IP Address>:8554/IRSeq0
e rtsp://<IP Address>:8554/IRSeq1l
e rtsp://<IP Address>:8554/IRSeq2

Assuming the VLC Media Player, select the “Media” dropdown and then select “Open Network Stream...”.

- o

Quit at the end of playlist

[ Quit

The following dialog will be displayed:

& Open Media = X

') File “Disc % Network [ Capture Device
Network Protocol
Please enter a network URL:

rtsp://10.120.10.168:8554/VisibleSeq0

[ show more options

Enter the RTSP URL as per the example above (use the appropriate IP Address for your camera) and press “Play”.
The video should appear within a few seconds.

If it does not, and you are not on the same LAN as the camera, it may be that some network firewalling is blocking
the RTP (UDP) video packets. It is possible to have the RTP video packets tunnelled over the same TCP connection
as the RTSP. In order to do this, select Tools->Preferences as in the image below:
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A Customise Interface.

A Preferences Cul+p

> o
Interface  Audo  Video itles / OO Inpul / Codecs | Hotkeys

Input & Codecs Settings

Automalic

ultrafast - |fim

Oplical drive

Default optical device

Files

Record directory or fil

/1 Preload MKy

directory.

Damaged or incomplete AV file | sk for action

Nomal

) HTTP (default) ® RIP

At which point, go back to “Media

Developers Referenc

P over RTSP (TCP)

[ | o

->0pen Network Stream” and re-attempt the connection.

e

This section describes the mechanisms and protocols for interfacing to the camera.

Most mechanisms are for the delivery of plate read metadata and images.

PIX| Protocol
The PIXI interface is the most com

e Delivery of images and m

prehensive supporting:

etadata associated with plate reads. This can be either push or pull.

e Delivery of diagnostics and exceptions

e Delivery of log messages

and notifications

e  Setting and retrieving configuration settings

e  Executing of commands
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Unless you have good reason not to, this is the recommended interface to use for OEM back office software
developers.

Even if you prefer the camera deliver plate read images and data as files (using ACS), PIXl is still useful as it can be
used to configure the camera (e.g. configure ACS), monitor diagnostics etc.

Protocol Connection
The PIXI protocol works over a single TCP socket connection. There are two ways to setup this connection:

1. Connect to the camera. The PIXI server listens on TCP port 3382. (Note it may be necessary to unblock this
port on the Firewall). This is the default way to connect.

2. Have the camera connect out to you. The camera can be configured to connect out to an IP Address and
TCP port number of your choice.

The camera supports multiple PIXI connections (i.e. sessions).

Once the TCP socket connection has been established, PIXI packets may be exchanged. If the connection is idle for
5 minutes, the connection will be closed by the camera. For this reason, if no actual transactions are taking place,
heartbeat packets must be periodically exchanged.

PIXI Packet Format
The PIXI packet format encapsulates both XML and binary data.

Note the binary data is not transcoded into text (such as Base64). It is transmitted unmodified.
Binary data is optional.

Name Bytes Content
Head 2 1. 0x0000 if there are no
binary blobs in this data
2. 0x0001 if there are one or
more binary blobs in the
data
Length 2 XML Document length in bytes, as
2-byte, big endian value.
Maximum length that the camera
will accept is 16k.
This is only the XML document

portion.
Data As required Fully formed XML document
Binary Length [Optional] Oor4 Length of the binary blob (if
marked as present by the header).
Binary Data [Optional] 0 or as required Zero or more binary blobs. The

position and size of the individual
may be determined from the XML
content.

End 4 Oxfffffff

The PIXI link observes the following:

1. Multiple documents can be passed down the same link.

UM-P500 Rev 1.5 ©Neology UK 2018-2021. 66| Page



2. The link will stay open for a period, the camera will close it after 5 minutes of inactivity. To prevent this
happening, you can send heartbeat message which will be echoed back to you to confirm the camera is
alive.

3. Either end can send a message unsolicited.

4. The camera will respond to messages in the order in which the messages were received. This is on a per-
connection basis. Multiple connections execute in parallel.

5. The camera will allow a maximum of 10 simultaneous PIXI links.
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Software Installation and Upgrades

This section covers the installation and upgrading of camera software via packages supplied by Neology.

Installation of packages is primarily supported via two methods; one option is to use the PIPS ANPR Toolkit
application which allows upgrading and clean installation of cameras, or the Webmin interface which provides a
simpler approach for managing available upgrades.

Public Download Server
The public download server hosted by Neology contains versioned releases of all our software for each supported
camera model. These may be downloaded for use by customers for installation on cameras.

The latest versions of each package can be found here: http://dl.anprlicense.eu/release/public.xml

The file repository (http://dl.anprlicense.eu/release/) itself contains a directory tree of each software package,
grouped by supported camera model.

The general hierarchy of each directory is as follows. Please note that differing camera models may use alternative
extensions on files, or some files may be omitted entirely.

<Camera Model>/

software/
app/
<Software Version>/
app-<version>.sig
app-<version>.tar.xz
app-<version>.html
os/

<0S Version>/
os-package-<version>.tar.xz

Camera Application Packages
These packages are contained within the “P500/software/app” directory. For P500 software, these consist of
three files:

e app-<version>.sig
e app-<version>.tar.xz
e app-<version>.html

The “.html” file is the release note for the software, detailing all the changes in the release. The “.tar.xz” and “.sig”
files represent the package contents and signature respectively, and may be downloaded and registered into PIPS
ANPR Toolkit as described in the Software Management section.

Camera OS Packages
These packages are contained within the “P500/software/os” directory. For P500 software, these consist of a
single file with a “.tar.xz” extension.

These packages may be downloaded and registered into PIPS ANPR Toolkit as described in the Software
Management section.
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PIPS ANPR Toolkit

PIPS ANPR Toolkit provides tools to manage the clean installation of software on cameras, as well as upgrading
existing camera software without losing user settings. Where possible, it is strongly recommended to upgrade
software in-place and to not perform clean installations unless directed explicitly by our support team.

Usage of PIPS ANPR Toolkit to install software requires that the target camera have, at minimum, a network
connection to the system running the PIPS ANPR Toolkit software. The camera does not need to have network
connectivity to any external update servers, and so this method may be used on closed networks.

Software Management
Open PIPS ANPR Toolkit and click the “Settings” menu button near the top of the window, then click “Manage
Software” in the menu that opens. The following dialog will appear.

ol

TECHNOLOGY
File  Camera Recordings  Help
E Software ? X
Manage software which can be installed on the cameras

Add Cfnea AL e Platform  Type Title Version  Filename ?
Name P520 £ Application P520/P525 Application Release 5_1_3561 app-5_1_3561.tarxz pn 05 Version

Saved Cameras P520 e Operating System (05) P520/P525 Operating System  1,10.217  os-package-1_10_217.tarxz

Discovered Camer|

Add... Delete Group Close

Figure 17 PIPS ANPR Toolkit - Manage Software Dialog

Software may be added to the list by clicking the “Add” button and navigating to/selecting any packages previously
downloaded as described in the Public Download Server section.

Note

Camera application packages require that you download both the “.tar.xz” and “.sig” files for a package.
Downloading one without the other will prevent successful installation of the software.
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OS and Software Upgrades

OS and software upgrades can be performed via usage of the “Install Package” tool present on the toolbar of the
main PIPS ANPR Toolkit window. These require a network connection to the camera. Software upgrades will not
cause user settings to be wiped upon application.

Click the “Install Package” button on the main window to open the tool as shown below.

ol

OPIES ==

File  Camera Setlil{ E I
Configure Installation
/ Fill in the fields below and then didk Next to continue.
a8
Add Camera  Edit Camera Installation Settings kage
| Select an installation type, camera model, and software package to be installed. I
MName Ersion 05 Version
i ed Cameras Installation Task Camera Model
Discovered Cameras Software Upgrade v P520 or P525 v |
Software Package
E P520/P525 Operating System #1.10.217 P520 v | |
Network Settings

Configure the settings used when connecting to this camera via the local network.

IP Address S5H Port

>

10,111 22

<

User Settings

Configure the username and password used when connecting to this camera via the local network.
Username Password

admn || wewsswss

Figure 18 PIPS ANPR Toolkit - Software Upgrade Screen

The fields displayed on this page depend upon the selected values in the Installation Task and Camera Model
dropdown; ensure that these are set to “Software Upgrade” and “P520 or P525” respectively.

Select a software package from the dropdown; if no packages are listed, you can click the folder button adjacent to
the dropdown to open the Software Management dialog as described in the named section.

Ensure that an IP address is entered for your target camera and fill in the username/password fields with the
credentials of an administrative user account if required. These fields will be automatically populated if the tool is
opened while having selected a camera from your Saved Cameras list on the main window.

UM-P500 Rev 1.5 ©Neology UK 2018-2021. 70|Page



Once all the fields are filled in, click “Next” to begin installation. A progress bar will appear with log output of the
installation process displayed below.

[id Install Package >

Installing Software
Installing software on the camera, please wait, This may take a few minutes,

Starting Metwork Communications Time remaining: 35 second(s)
INFO Installer connected. ~

INFO This is pipsinstaller version 4.3.88 on MSWin32
INFO Started

INFO Started

INFO  Started, connecting on port 58182

INFO Started

INFO Installing (Index 1) on {18.1.1.1)

INFO  Process initialise returned ok

View Log Verbose Logging Einish Cancel

Figure 19 PIPS ANPR Toolkit - Software Installation Progress Screen

Once installation is complete, the camera will be rebooted, and the software upgrade will be in-place. This reboot
may take some time depending upon the nature of the upgrade, or the relative age of the software being
upgraded from. If any errors occur, they will be listed in the log with a red “ERROR” prefix.
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OS Reinstallation

Clean OS reinstallations can be performed via the “Install Package” tool. OS installations require that the camera
have both network and RS-232 serial connectivity to the system running PIPS ANPR Toolkit and are best performed
on a closed network.

Click the “Install Package” button on the main window to open the tool as shown below.

&

Configure Installation
Fill in the fields below and then didk Mext to continue,

Installation Settings

Select an installation type, camera model, and software package to be installed.

Installation Task Camera Model
05 Install v P520 or P525 v
Software Package COM Port (1]
e P520/P525 Operating System #1.10.217 P520 v || v

Camera Settings

Configure the settings to be applied to this camera during installation.

Hostname Serial Mumber
CIL 520000 SN
Network Settings

Configure the settings used when connecting to this camera via the local network.

IP Address
10.1.1.2
Metmask Gateway
255.255.255.0 10.1.1.1
User Settings

Configure the username and password used when connecting to this camera via the local netwark.
Username Password

admin || e

+'| Add to Saved Cameras Next = Cancel

Figure 20 PIPS ANPR Toolkit - OS Install Screen

The fields displayed on this page depend upon the selected values in the Installation Task and Camera Model
dropdown; ensure that these are set to “OS Install” and “P520 or P525” respectively.

Select a software package from the dropdown; if no packages are listed, you can click the folder button adjacent to
the dropdown to open the Software Management dialog as described in the named section.

Ensure that the COM Port field is configured to the serial port on your system that is connected to the RS-232
serial terminal on the camera. Fill in the hostname field as appropriate, and ensure that the IP address, Netmask,
and Gateway fields are appropriate for your network configuration. These settings will be used to configure
networking the camera post-installation. Finally, enter a username and password for the default administrative
user on the system.

Once all the fields have been supplied, click “Next” to begin the installation process. A progress bar will appear
with logging output as described in the OS and Software Upgrades section. Please note that the installation
process can take some time to complete.
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Webmin

The Webmin interface can be used as an alternative method to check for and apply software upgrades to the
camera. This allows the upgrading of both camera software and the operating system.

Clean reinstallations of the operating system are not possible via Webmin. Additionally, the camera must have
network access to contact an update server (either hosted locally or, by default, our publicly accessible one).

Check for Updates
Access the web interface as documented in the “Error! Reference source not found.” section and click the “Check f
or Updates” link in the left sidebar to open the following page.

OEIER

Search Q

m Manuals Check For Updates

@ Camera Configuration Using the buttons below, you are able to check to see if there is a new version of software available, and download and install any updates.

The default settings are configured to work with the Neology public server and should not need changing. Please note: for these settings to work, you must canfigure DNS.
& Cardet Management
If you do not have internet access from the camera, you can create a local mirror of the necessary files from the repository on your private network, and then update the settings below to match your

£;* Network Configuration server

Update Server Configuration
Server URL http:/fdl.anprlicense.eufrelease/

& Firewall Configuration

U
8 Modem Configuration semame

Password

@ Time and NTPD Config P public xmi
e [gnore SSL certificate errors O

+ Basic WARNING: Do not navigate away from this page while downloads are in progress.
» Advanced Check for Updates | Install Updates

® Camera Information
¥ Check for Updates

4 Logout

» Power Options

Figure 21 Webmin - Check for Updates Page

The default settings on this page will connect out to the Neology public update server.

Note

If using the Neology public update server, DNS must be configured on the camera. You can click the “configure
DNS” link in the description paragraph near the top of the page. Additionally, the camera must have network
access to the public server.

Click the “Check for Updates” button to have the system query its own software versions against those available
on the server. If an upgrade is available, it will show in a list below the button and you can click the “Install
Updates” button to fetch the packages for installation.
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Appendix A. Nano text editor

This is a short guide to using nano, the installed text editor on the P500.
Further documentation is available at http://www.nano-editor.org/docs.php

Opening and creating files
Opening and creating files is simple in nano:

nano {filename}

You can start typing immediately to insert text, and move around with the cursor keys.

Saving and exiting

To save changes while editing, press Ctrl+O.
To exit nano, type Ctrl+C.

If you ask nano to exit where the file has been modified, it will ask you if you want to save it.
If you don’t press N, otherwise press Y.

It will then prompt for a filename (pre filled with the existing filename if there is one). If you wish to overwrite the
existing file simply press Enter.

If you change your mind about saving the file, press Ctrl+C when prompted for a filename.

Cutting and pasting

To cut a single line, you use Ctrl+K. To paste it, you simply move the cursor to where you want to paste it and use
Ctrl+U.

To move multiple lines, simply cut them with several Ctrl+Ks in a row, move the cursor to the desired location and

paste them with a single Ctrl+U. All the previously cut lines reappear at the selected location.

If you need finer selection control, then you have to mark the text. Move the cursor to the beginning of the text
you want to cut and initiate the marking with Ctrl+6 (or Al++A). Now move your cursor to select the text you
want to cut noting that the marked text gets highlighted.

If you need to cancel your text marking, simply hit Ctrl+6 again. Press Ctrl+K to cut the marked text. Use Ctrl+U
to paste it.

Searching for text
Simply hit Ctrl+W, type in your search string, and press Enter. To search for the same string again, hit AlT+W.

Note: In nano's help texts the Ctrl-key is represented by a caret (*), so Ctrl+W is shown as AW, and so on. The Alt-
key is represented by an M (from "Meta"), so Alt+W is shown as M-W.
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Appendix B. Technical Details

Connectivity

Refer to the Installation Manual for full details of the P500 wiring information.

Trigger Inputs

The P500 camera has support for 2 optically isolated hardware trigger inputs. External current of between 1mA
and 25mA must be provided for correct operation. The circuit below shows a possible use case, the value of

resistor R needs to be selected to give an appropriate current for the voltage being used. The forward voltage
drop of the LED in the opto-coupler is typically 1.25V at 10mA. The table below gives some suggested resistor
values for various voltage inputs.

TRG-IN-P >

VOLTAGE

[

/ FUSE RESETTABLE 100mA

TRG-IN-P

OPTOISOLATOR

e -

3 ![I<

P500 Camera

\

/

TRG-IN-N | TRG-IN-N | AN
120
L
Input Voltage Suggested Resistor Value | Trigger Current
15V 1.2kQ ~10mA
18v 1.5kQ ~10mA
24V 2kQ ~10mA
48V 4.3kQ ~10mA

Trigger Outputs

The P500 camera has support for 2 optically isolated phototransistor outputs. When turned on the
phototransistor is driven into saturation with a typical collector-emitter voltage drop of 0.2V.

The output ratings are:

o

/

{

Collector-Emitter Voltage | 80V
Emitter-Collector Voltage | 7V
Collector Current 50mA
Collector Power 150mW

\

hN

TRG-OUT-P_>

[ IRG-OUT-N | OPTOISOLATOR

P500 Camera

™,
\

These outputs can be used to provide synchronisation signals for external illuminators. Please contact support if

other uses are required.

Relay Output

The P500 relay output has the following ratings:

Nominal Switching Capacity

2A 30V DC, 0.5A 125V AC (resistive load)

Max. Switching Power

60 W (DC), 62.5 VA (AC) (resistive load)

Max. Switching Voltage

220V DC, 125V AC

Max. Switching Current

2A
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Appendix C. Contact Information

EMEA

Sales: sales@pipstechnology.co.uk Tel: +44 (0) 1256 581134

Customer / Tech support: support@pipstechnology.co.uk Tel: +44 (0) 1256 581135

Service Center: service@pipstechnology.co.uk Tel: +44 (0) 1513 554313
USA

US Toll Free: 833-PIPS-LPR (747-7577)

Support: support@pipstechnology.com
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