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* In the configuration tested, the EUT complied with the standards specified above.
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Test Summary for CBSD under control of Domain Proxy

Heartbeat)

V1.0.2

Item Standard Test Case ID Result
Domain Proxy Multi-Step registration WINN\'/:iTOSé0122_ WINNF.FT.D.REG.2 Pass
Domain Proxy Single-Step registration WINNF-TS-0122-
for CBSD with CPI signed data V1.0.2 WINNF.FT.D.REG.6 Pass
Domain Proxy Missing Required WINNF-TS-0122-
parameters (responseCode 102) V1.0.2 WINNF.FT.D.REG.9 Pass
Domain Proxy Pending registration WINNF-TS-0122-
(responseCode 200) V1.0.2 WINNF.FT.D.REG.11 Pass
Domain Proxy Invalid parameters WINNF-TS-0122-
(responseCode 103) V102 WINNF.FT.D.REG.13 Pass
Domain Proxy Blacklisted CBSD WINNF-TS-0122-
(responseCode 101) V1.0.2 WINNF.FT.D.REG.15 Pass
Domain Proxy Unsupported SAS WINNF-TS-0122-
protocol version responseCode 100) V1.0.2 WINNF.FT.D.REG.17 Pass
Domain Proxy Group Error WINNF-TS-0122-
(responseCode 201) V1.0.2 WINNF.FT.D.REG.19 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\'/:iTOSéOHZ' WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Domain Proxy Heartbeat Success WINNF-TS-0122-
Case (first Heartbeat Response) V1.0.2 WINNF.FT.D.HBT.2 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V102 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass

Vv1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
Vv1.0.2

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Domain Proxy Heartbeat
responseCode=500 W'NN\zTOS(')OlZZ' WINNF.FT.D.HBT.8 Pass
(TEMINATED_GRANT) e
Heartbeat Response Absent (First WINNF-TS-0122- WINNE.ET.C.HBT.9 Pass
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Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Domeyn Proxy Reg|strat|on Response WINNF-TS-0122- WINNE.ET.D.MES.2 Pass
contains measReportConfig V1.0.2
Grant Response contains WINNF-TS-0122-
measReportConfig V102 WINNF.FT.C.MES.3 Pass
Domain Proxy Heartbeat Response WINNF-TS-0122- WINNE.ET.D.MES.5 Pass
contains measReportConfig V1.0.2
Domain Proxy Successful WINNF-TS-0122-
Relinquishment V102 WINNF.FT.D.RLQ.2 Pass
Doma!n Prqu Successful WINNF-TS-0122- WINNE.ET.D.DRG.2 Pass
Deregistration V1.0.2
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\'ZTOS;HZZ' WINNF.FT.C.SCS.2 Pass
TLS_ fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS 4 Pass
TLS failure Wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2
UUT RF Transmit Power Measurement WINN\'/:iTOSémZZ_ WINNF.PT.C.HBT.1 Pass
SAS Version: 1.0.0.3

Test Summary for Standalone CBSD

Item Standard Test Case ID Result
Multi-Step registration W'NN\ZTOSémZZ' WINNF.FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V102 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.2 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V102 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WlNN\ZTOSéOlZZ' WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) W'NN\ZTOSéOﬂZ' WINNF.FT.C.REG.14 Pass
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Test Summary for Standalone CBSD
Item Standard Test Case ID Result
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V102 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\EiTOSéOIZZ' WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 W'NN\'ZTOSéOlZZ' WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNF-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V102 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WlNN\'/:iTOSéOQZ' WINNF.FT.C.RLQ.1 Pass
Successful Deregistration WINN\'ZTOSéOlZZ' WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\'/:iTOSéOlZZ_ WINNF.FT.C.SCS.2 Pass
TLS failure due to expired server WINNF-TS-0122-
certificate V1.0.2 WINNF.FT.C.SCS.3 Pass
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122-
Test Harness is corrupted V1.0.2 WINNF.FT.C.SCS.5 Pass
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Test Summary for Standalone CBSD

Iltem Standard Test Case ID Result

WINNF-TS-0122-

UUT RF Transmit Power Measurement V1.0.2

WINNF.PT.C.HBT Pass

SAS Version: 1.0.0.3

The UUT is a BTS-CBSD which can operate under control of Domain Proxy or operate as standalone
CBSD. According to the specifications of the manufacturer, it must comply with the requirements of the
following standards:

CBRSA-TS-9001-V1.2.1

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

KDB 940660 D01 Part 96 CBRS Eqpt v03
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4.1 Details of E.U.T.

Product Information: The EUT is a base station

Power supply: 12VDC 3A/POE++
POE POWER SUPPLY
Model: G0566-480-100
Input Power: AC 100-240V 50-60Hz 1.5A Max
DC Output: 48V 1A

Sample Type: Fixed device

CBSD Class: A

Transmitter Frequency Band:

NR n48/n77/n78

Transmitter Frequency Range:

3550~3700MHz

Hardware Version:

BO1

Software Version:

BNQ_2.6.12

Test sample:

1202000669245NB0053/1202000660247AB0017

Antenna Gain:

3.5dBi(Ant1/Ant2)

MIMO supported

2*2 UL
2*2 DL

Antenna Type:

Internal Antenna

Note: The UUT is a BTS-CBSD which can operate under under control of Domain Proxy or operate
as standalone CBSD. Domain Proxy information show as below:

Model No. of Domain Proxy: LICA-1513A
Software Version of Domain Proxy: BaiOMC_8.3.7
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4.2 Description of CBSD Support Features

Test Summary for CBSD under control of Domain Proxy

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
C2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports Y
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT Y
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Test Summary for Standalone CBSD
Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
C2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results

Test Summary for CBSD under control of Domain Proxy

Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 28 28 100
PT (CBSD, DP/CBSD) 1 1 100
Total 29 29 100

Test Summary for Standalone CBSD

Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 26 26 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%
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4.5 Description of Support Units

Description Manufacturer Model No. Serial No.
CPE SMAWAVE USB Dongle /

OoMC Lanner Electronics Inc. LICA-1513A LR202002004052
Router TP-LINK TL-R860+ 1175379002425

4.6 Test Location

All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, Guangdong,
China. 518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594

No tests were sub-contracted.

4.7 Test Facility

The test facility is recognized, certified, or accredited by the following organizations:

* A2L A (Certificate No. 3816.01)

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch is accredited by the
American Association for Laboratory Accreditation(A2LA). Certificate No. 3816.01.

* FCC (Designation Number: CN1336

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch has been recognized as an
accredited testing laboratory.

Designation Number: CN1336.

Test Firm Registration Number: 787754
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date Cal Due Date
Laptop REF.
Samsun 930XCJ / /
(With SAS Test hamess) Hng N0.SEA1900
Spectrum Anal Keysight N9020B SEM004-2g | 20240319 | 2025:03-18
pectrum Analyzer eysig ) 2025-03-18 | 2026-03-17
Shield Room SAEMC MSR433 SEMO001-11 | 2024-03-12 | 2027-03-11
Coaxial Cable SGS N/A SEM031-01 | 2024-07-10 | 2025-07-09
Weinschel
Attenuator Associates WA41 SEMO021-09 N/A N/A
Splitter MACOM 2090-6214-00 N/A N/A N/A
- Shanghai
Humidity/ Temperature |\t eorological 731-2B SEM002-03 | 2024-09-26 | 2025-09-25
Indicator
Industry Factory
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Test Method and Environment
CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

Test Method:

CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

WINNF-IN-0156_WInnForum_SAS_Test Harness_CBSD_UUT_Tutorial_

v100.1

CBSD Test Procedure

Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.

KR

fion & Tesnng Services
@
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6.3 Test Environment
Test Harness Version:
Operating System:
TLS Version:

Python Version:

Environmental Conditions:

Input Power:

6.4 Test Setup
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Vv1.0.0.3

Microsoft Windows 10
1.2

2.7.13

25deg. C, 65%RH
120Vac, 60Hz

SAS Test
Harness

SAS-CBSD
interface

CBSD Unit-
Under-Test

CBSD RF
mterface

RF Test
Equipment

CBSD as UUT, BTS-CBSD communication with SAS

L
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[/ Test Data

7.1 CBSD Registration Process
7.1.1  WINNF.FT.D.REG.2

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:

® The required userld, fccld and cbsdSerialNumber registration parameters
shall be sent for each CBSD and conform to proper format and acceptable
ranges. ] O

® Any REG-conditional or optional registration parameters that may be Pass Fail
included in the message shall be verified that they conform to proper format
and are within acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

3 - cbsdld = Ci - -

- measReportConfig shall not be included

- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. =" ="

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fall
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7.1.2 WINNF.FT.D.REG.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state
® All of the required and REG-Conditional parameters shall be configured and
CPI signature provided

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:
® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData m 0
2 registration parameters shall be sent from the CBSD and conform to proper | pass | Fail
format and acceptable ranges.
® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

3 - cbsdld = Ci - -

- measReportConfig shall not be included

- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. =" ="

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fall
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7.1.3 WINNF.FT.D.REG.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
> The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B _
SAS response does not include a cbsdid.
responseCode = 102 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fail
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7.1.4 WINNF.FT.D.REG.11
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
> The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B _
- SAS response does not include a cbsdid.
- responseCode = 200 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fail
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7.1.5 WINNF.FT.D.REG.13

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

SAS response does not include a cbsdld. -- --
responseCode = 0 for CBSD1
responseCode = 103 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fall
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7.1.6 WINNF.FT.D.REG.15

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

SAS response does not include a cbsdld. -- --
responseCode = 0 for CBSD1
responseCode = 101 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fall
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7.1.7 WINNF.FT.D.REG.17
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
> The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B _
SAS response does not include a cbsdid.
responseCode = 100 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fail
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7.1.8 WINNF.FT.D.REG.19

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

SAS response does not include a cbsdld. -- --
responseCode = 0 for CBSD1
responseCode = 201 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fall
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7.2 CBSD Spectrum Grant Process

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 | UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass | Fail
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 - cbsdid=C -- --
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u u}
® UUT shall not transmit RF Pass | Fail
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7.3 CBSD HeartBeat Process
7.3.1  WINNF.FT.D.HBT.2

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has two CBSD registered successfully with SAS Test Harness, with - -

cbsdld = Ci, i={1,2}

DP sends a message:
2 ® |f message is type Spectrum Inquiry Request, go to step 3, or -- --
® |f message is type Grant Request, go to step 5

DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,

3 | including for CBSDI, i={1,2}: o
® cbsdld = Ci Pass Fail
® |ist of frequencyRange objects sent by DP are within the CBRS frequency

range

If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS
Test Harness shall respond to each Spectrum Inquiry Request message with a
separate Spectrum Inquiry Response message.

If a single Spectrum Inquiry Request message was sent containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry
Response message containing a 2-object array.

4 Verify parameters for each CBSD within the Spectrum Inquiry Response message - -
are as follows, for CBSDi, i={1,2}:
® cbsdld=Ci
® availableChannel is an array of availableChannel objects
® responseCode =0
DP sends a Grant Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for
CBSDi, i={1,2}:
5 ® cbsdid=C u u]
® maxEIRP is at or below the limit appropriate for CBSD category as defined | Fass | Fail
by Part 96
® operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS
band

If a separate Grant Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Grant Request message with a separate Grant
Response message.

6 If a single Grant Request message was sent containing a 2-object array (one per
CBSD), the SAS Test Harness shall respond with a single Grant Response message
containing a 2-object array.

Verify parameters for each CBSD within the Grant Response message are as
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follows, for CBSDi, i={1,2}:
® cbsdld=Ci
® grantld = Gi = a valid grant ID
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
Ensure DP sends first Heartbeat Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including,

S| forCBSDIi={1,2): u 0
® cbsdid = Ci, i={1,2} Pass | Fail
® grantld = Gi, i={1,2}
® operationState = “GRANTED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

8 Verify parameters for each CBSD within the Heartbeat Response message are as - -

follows, for CBSDi:

® cbsdld=Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
For further Heartbeat Request messages sent from DP after completion of step 8,
validate message is sent within latest specified heartbeatinterval for CBSDi:

® cbsdld=Ci

® grantld = Gi

® operationState = “AUTHORIZED”

9 | [l
and SAS Test Harness responds with a Heartbeat Response message including the | Pass Fail
following parameters, for CBSDi

® cbsdld=Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Monitor the RF output of the UUT from start of test until RF
transmission commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat u D,

response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to
within the bandwidth range Fi.
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7.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
@® UUT has a valid single grant as follows:
O validcbsdld=C

1 O valid grantld = G _ __
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
latest Heartbeat Response, and formatted correctly, including: [ ] O
2 ® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdid=C
3 ® grantld=G - -

® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the RF output of the UUT. Verify: [ ] O
S ® UUT shall stop transmission within (T + 60 seconds) of completion of step 3 | Pass Fail
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7.3.3 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
@® UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld = G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
2 ® cbsdid=C u U
® grantld=G Pass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
3 ® cbsdld=C
® grantld=G N N

® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. B B

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdid=C

® grantld=G

® operationState = “GRANTED”

| O

5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® chdsild=C

® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

o Workshop, 10, idde Secion,Sience & TechnlogyPak NanshanDistit, Sherzhen,Guangdong, China 518057 t (86-755) 26012053  f (86-755) 26710504  www.sgsgroup.com.cn
FE - F - RIHELURNEETR-10618 B #4%:518057  t (86-755)26012063  f (86-755) 26710594  sgs.china@sgs.com

Member of the SGS Group (SGS SA)

WERE
ting Services &




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR240700284104
Page: 32 of 88

7.3.4 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
@® UUT has a valid single grant as follows:
O validcbsdld=C
O valid grantld = G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdid=C

® grantld=G

® transmitExpireTime = T = current UTC time

® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdid=C

® grantld=G

® operationState = “GRANTED”

| O

S | B. UUTsends a Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® chdsild=C

® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.5 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C

1 O valid grantld = G _ __
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: | O
2 ® cbsdld=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdid=C
3 ® grantld=G - -

® transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
5 O cbsdld=C
O grantld=G
Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3

Pass Fail
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7.3.6 WINNF.FT.D.HBT.8

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows
O valid cbsdld = Ci, i={1,2}

1 O  valid grantld = Gi, i={1,2} _ _
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test
® Both CBSD are in AUTHORIZED state and transmitting within their granted

bandwidth on RF interface
DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

2 | andis formatted correctly for each CBSD, including, for CBSDi i={1,2}: u D_
® cbsdid=Ci, i={1,2} Pass | Fail
® grantld =Gi, i ={1,2}
® operationState = “AUTHORIZED”

If separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as
follows, for CBSDi:

3 ® cbsdld=Ci - --
® grantld = Gi
® For CBSD1:

O transmitExpireTime = current UTC time + 200 seconds

O responseCode =0

® [For CBSD2:

O transmitExpireTime = T = current UTC time

O responseCode = 500 (TERMINATED_GRANT)
After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.
If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness
shall respond with a Heartbeat Response message with parameters:

® cbsdld=C1

4 ® grantld = G1 - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
® Heartbeat Request message is within heartbeatinterval of previous

Heartbeat Request message
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Monitor the RF output of CBSD2. Verify:
5 ® CBSD?2 shall stop transmission within bandwidth F2 within (T + 60 seconds)
of completion of step 3

Pass

Fail

e & F 2

Inspection & Testing Sewlces
@)

": d
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7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B

grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

® UUT isin GRANTED, but not AUTHORIZED state(i.e. has not performed its

first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Fai
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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7.4 CBSD Measurement Report
7.441 WINNF.FT.D.MES.2

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

DP sends a Registration Request message for each of two CBSD. This may occur in
a separate Request message per CBSD, or together in a single Request message
with array of 2.

Verify Registration Request message contains all required parameters properly

, | formatted for CBSDI, i={1,2}, and specifically: u m)
® userld is present and correct Pass | Fall
® fccld is present and correct

® cbsdSerialNumber is present and correct

® measCapability = “RECEIVED_POWER_WITHOUT GRANT”

If a separate Registration Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Registration Request message with a
separate Registration Response message.

If a single Registration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single
3 Registration Response message containing a 2-object array. - -

Parameters for each CBSD within the Registration Response message should be as
follows, for CBSDi:

® cbsdld=Ci

® measReportConfig= “RECEIVED _POWER_ WITHOUT_GRANT”

® responseCode =0

UUT sends a message:
4 ® |f message is type Spectrum Inquiry Request, go to step 5, or -- --
® |f message is type Grant Request, go to step 7

UUT sends message type Spectrum Inquiry Request. This may occur in a separate
message per CBSD, or together in a single message with array of 2. Verify Spectrum
Inquiry Request message contains all required parameters properly formatted for [ O
CBSD;i, i={1,2}, and specifically: Pass Fail
® cbsdld=Ci
® measReport is present, and is a properly formatted rcvdPowerMeasReport.

If a separate Spectrum Inquiry Request message was sent for each CBSD by the
DP, the SAS Test Harness shall respond to each Spectrum Inquiry Request
message with a separate Spectrum Inquiry Response message.

If a single Spectrum Inquiry Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
Spectrum Inquiry Response message containing a 2-object array.
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Parameters for each CBSD within the Spectrum Inquiry Response message should
be as follows:

® cbsdid=Ci

® availableChannel is an array of availableChannel objects

® responseCode =0

UUT sends message type Grant Request message. This may occur in a separate
message per CBSD, or together in a single message with array of 2.

7 Verify the Grant Request message contains all required parameters properly [ O
formatted for CBSDi, i= {1,2}, and specifically: Pass | Fail
® cbsdld=Ci

® measReport is present, and is a properly formatted rcvdPowerMeasReport.
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7.4.2 WINNF.FT.C.MES.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 SAS Test Harness - -

® UUT has successfully registered with SAS Test Harness, with cbsdld=C and
measCapability = “RECEIVED POWER WITH GRANT”

UUT sends a Grant Request message.

Verify Grant Request message contains all required parameters properly formatted,

o | and specifically: :
® cbsdid=C Pass Fail

® operationParam is present and format is valid

SAS Test Harness sends a Grant Response message, with the following parameters:
cbsdld=C

grantld = G = valid grant ID

grantExpireTime = UTC time in the future

heartbeatinterval = 60 seconds - --
measReportConfig= “RECEIVED_POWER_WITH_GRANT”
operationParam is set to valid operating parameters
channelType = “GAA”

responseCode = 0

UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically:

4 ® cbsdld=C - -
® grantld=G Pass Fail
@ operationState = “GRANTED”

then:
o

If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object rcvdPowerMeasReport
® end test, with PASS result

If number of Heartbeat Requests sent by UUT after Step 3 is = 5, then stop
test with result of FAIL

else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Fail

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:

® cbsdid=C

® grantld=G
6 ® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0

Go to Step 4, above

@z
@ Inspection & Testmg Services &
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7.4.3 WINNF.FT.D.MES.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2} and measCapability =
1 “RECEIVED_POWER_WITH_GRANT” . -
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
® Grants have heartbeatInterval =60 seconds

Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly

2 formatted for each CBSD, specifically, for CBSDi: u D_
® cbsdld =Ci Pass Fail
® grantld = Gi

® operationState = “AUTHORIZED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message containing all
required parameters properly formatted, and specifically:

® cbsdid=Ci

® grantld = Gi

® measReportConfig= “RECEIVED_POWER_WITH_GRANT”

® responseCode =0

Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly
formatted for each CBSD, and specifically, for CBSDi, i = {1,2}:

cbsdid = Ci - U
grantld = Gi Pass Fail
operationState = “AUTHORIZED”

Check whether measReport is present, and if present, ensure it is a properly
formatted rcvdPowerMeasReport object, and record its reception for each
CBSDi, i = {1,2}.

Unless otherwise agreed in writing, this documanl is issued by the Company sub]ect to its General Conditions of Service printed overleaf,

available on request or accessible at Attention is drawn to the limitation of liability,

indemnification and jurisdiction issues defined therein. Any holder of thls document is advised that information contained hereon reflects
the Company‘s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the 'tin nll |ty of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck

0. | No.t Workshop, u-wmddleSedmnSueme&redmn!ogyPark,ManshanDistndShenzhen Guangdong,China 518057 t (86-755)26012053  f (86-755) 26710594  www.sgsgroup.com.cn
FE - & - FNITEURNEERR-10851S B #4%:518057  t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR240700284104
Page: 42 of 88

If Heartbeat Request message (step 4) contains measReport object, then:
® Verify measReport is properly formatted as object rcvdPowerMeasReport
® record which CBSD have successfully sent a measReport object

If all CBSDi, i = {1,2} have successfully sent a measReport object, then Pass Fail
® end test, with PASS result

else, if the number of Heartbeat Requests sent per CBSD is 5 or more, then stop test

with result of FAIL

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.
6 Parameters for each CBSD within the Heartbeat Response message containing all - -
required parameters properly formatted, and specifically:
® cbsdld=Ci
® grantld = Gi
® responseCode =0

Go to Step 4, above.
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7.5 CBSD Relinquishment Process
7.5.1 WINNF.FT.D.RLQ.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
2 Verify Relinquishment Request message contains all required parameters properly u D_
formatted for each CBSD, specifically, for CBSDi: Pass | Fail
® cbsdld=Ci
® grantld = Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld=Ci
® grantld = Gi
® responseCode =0
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
5 ® UUT shall stop RF transmission at any time between triggering the u D_
relinquishments and UUT sending the relinquishment requests for each Pass Fai
CBSD.
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7.6 CBSD Deregistration Process
7.6.1  WINNF.FT.D.DRG.2

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® Each UUT has successfully registered with SAS Test Harness
® Each UUT is in the authorized state
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
1 cbsdld=Ci, i={1,2}
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.

3 Verify Deregistration Request message contains all required parameters properly . D_
formatted for each CBSD, specifically, for CBSDi: Pass | Falil
® cbsdld=Ci
If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
4 | aray (one per CBSD), the SAS Test Harness shall respond with a single Response _ _
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® cbsdld =Ci
® responseCode =0
5 After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the [ | O
deregistration and either A OR B occurs: Pass Fail

A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.7 CBSD Security Validation

7.71 WINNF.FT.C.SCS1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using u u
1 configured certificate.
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
® Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA WITH_AES_ 128 GCM_SHA256 .
® TLS RSA WITH_AES_256_GCM_SHA384 Pass | Falil
® TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS :
Test Harness sends a Registration Response with responseCode = 0 and Pass Fail
chsdld.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.7.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures . =
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. - D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - =
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fail
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7.7.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fall
7.7.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L . | O
5 complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Fall
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7.7.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil
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7.8 CBSD RF Power Measurement
7.8.1 WINNF.PT.C.HBT1

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O chsdid=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 :
® Note: it may be required for the vendor to provide a method or configuration Pass Fai
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Path Antenna Arra _
Freq. Coggjgted Loss Gain Gair¥ EIRP FSD Limit Verdict
MHz dBm/MHz
3600 4.106 8 3.5 3.01 18.616 20 Pass
3620 -7.223 8 3.5 3.01 7.287 10 Pass
Note:
1. Array Gain=10log(n), n is the antenna number, for this test the n=2
2. EIRP PSD= Conducted PSD+ Path Loss+ Antenna Gain+ Array Gain

Target Power: 20dBm/MHz

Agilent Spectrum Analyzer - Swept SA

| s : MALIGHN OFF Y
Marker 1 3.599352000000 GHz - Avg Type: RMS eak Searc
PNO: Fast i, 1rig:FreeRun Avg|Hold:>100/100
Cy
IFGain:Low #Atten: 30 dB

Mkr1 3.599 352 GHz NextPeak
Ref 20.00 dBm 4.106 dBm

Next Pk Right
Next Pk Left

Marker Delta

Mkr—Ref Lvi

Center 3.60000 GHz Span 40.00 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz*

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at DMMMMDMMMDM&D& Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Compan)fs findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted

to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
%m

, Inspection & Testmg Services

1spection report & certificate, please conta

t us at telephone: (86-7

o nai C @sgs.com 3 i w2
No.1 Workshop, M-10,Niddie Secfion, Science & Technology Park, Nanshan Distrit, Shenzhen, Guangdong, China 518057 t (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
FE - - RYIHEURNEERRN-10818 B #4%:518057  t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

I

Member of the SGS Group (SGS SA)



SGS

SGS-CSTC Standards Technical Services Co., Ltd. Sh

SZEMC-TRF-01 Rev. A/l Report No.:

Page:

enzhen Branch

SZCR240700284104
50 of 88

Target Power: 10dBm/MHz

Agilent Spectrum Analyzer - Swept SA

e | g M\ ALIGN OFF 11:51:39 AM Apr 20, 2025
Marker 1 3.623620000000 GHz . Avg Type: RMS

PNO: Fast ) Trig: Free Run Avg|Hold:>100/100
IFGain:Low #Atten: 30 dB

MKkr1 3.623 620 GHz
-7.223 dBm

Ref 20.00 dBm

Center 3.62000 GHz Span 40.00 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz*

Peak Search

NextPeak

Next Pk Right

Next Pk Left

Marker Delta

Mkr—Ref Lvi
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8 Test Data Log For CBSD Under Control of Domain Proxy

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

M CS1.pcapng - o x
XHH SBE WEY) BENG) WRO SR RS BEW 4w IAM
Adn ;0 tRBResETiEEQ@aan
(WTes 853 -]+
No. Time Source Destination Protocol Lengt! Info
10 2.035300 192.168.24.88 192.168.24.103 TiSvi.2 279 Client Mello
11 2.035460 192.168.24.103 192.168.24.83 TLSvi.2 3129 Server Hello, Certificate, Certificate Request, Server Hello Done
15 2.036822 192.168.24.28 192.168.24.163 TLSV1.2 1499 Certificate
17 2.037346 192.168.24.88 192.168.24.103 TLSv1.2 321 Client Key Exchange
18 2.038812 192,168.24.88 192.168,24.103 TLSVI.2 323 Certificate Verify
19 2.038812 192.168.24.103 TLSV1.2 60 Change Cipher Spec
20 2.038812 192.168.24.103 TLSV1.2 99 Encrypted Mandshake Messoge
22 2.043011 : 4.103 192.168.24.88 TLSvI.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
24 2.844633 192.168.24.88 192.168.24.103 TiSvi.2 1502 Application Data
27 2.092797 192.168.24.103 192.168.24.88 TLSVi.2 100 Application Dats
29 2,135998 192.168.24.103 192.168.24.88 Tisvi.2 492 Data, Data, Data, Dsta, ion Dats, Dats, i Data
Frame 10: 270 bytes on wire (2160 bits), 270 bytes captured (2160 bits) on interface e

) Ethernet 11, Srci Dell_dsiB7:88 (f4:8e:38:da:87:88), Dst: RealtekSemic_33:10:58 (69:e0:4ci33:10:58)
> Internet Protocol Version 4, Src: 192.168.24.88, Dst: 192.168.24.103

Transsission Control Protocol, Src Port: 45780, Dst Port: 5000, Seq: 1, Ack: 1, Len: 216

Transport Layer Security

v TLSv1.2 Record Layer: Mandshake Protocol: Client ello

<

Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 211
¥ Handshake Protocol: Client Hello
Handshake Type: Client Mello (1)
Length: 207
Versfon: TLS 1.2 (0x@303)
v Randoa:
GNT Unix Time: Dec 26, 2060 19:58:55.000000000 FEINFEHA
Random Bytes:
Session ID Length: @
Cipher Suites Length: &
¥ Cipher Suites (3 suites)
Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA2S6 (@x089c)
Cipher Suite: TLS_ECOME_ECOSA WITH_AES_128_GCM_SMAZSE (@xcozb)
Cipher Suite: TUS_ECOWE_RSA_WITH_AES_128_GCM_SHA256 (@xco2f)
Compression Methods Length: 1
~ Compression Methods (1 method)
Compression Method: null (@)
Extensions Length: 160
) Extension: status_request (len=s)
upported_groups (len=12)
<_point_formats (lens2)
tatus_request_v2 (len=9)
xtended_master_secret (lens@)
ession_ticket (lensd)
> Extension: signature algorithes (lenedd)
Q7 e of the son capture: S8 1366 - B2 11 (08%)  BER: 0 (0.0%) FERE: Defoult
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8.2 WINNF.FT.C.SCS.2

dm @ TDRBAs=ETLZE@QaD

[hep B3 -]+
No. Time Source Oestinaton Protocol Lengt nfo
s s 926000 1116824183 WP 201 GET ferlserver.erd HTTR/LL
151 120.45630)  192.168.20.108  192.168.26.88 WITP 1134 WITR/LLL 208 0K
S22 1652 112919 192,168, 24,88 1mie02010 WP 201 GeT ferlserver.er] WITP/11
Jale 1652110795 1206824100 1021602488 WTe 1T e ok

~ Frame 0303; 201 bytes on wire (1008 bits), 291 bytes captured (1068 bits) on Anterface \DeviceVIPr_(0793A003-D967-4CL3-8447 - EGTDALAS2I0A], 3¢ §
Section nusber: 1
> Interface 1d: @ (\DeviceWPF_(97930805-D387-4C13-944F-£67091452004])
Encapsulation type: Ethernet (1)
accival Tise: Ape 24, 2925 14:15:30. 036250000 SIREANA
UIC Arrivel Time: Apr 24, 2525 06:15:32.93635480 UTC
Spoch Acrival Time: 1745475332, 036354088
[Tine shift for this packet: 0.000000000 seconds]
(Ties dalta from pravicus captured frase: ©.000000088 seconds]
(Time delta from previcus displayed frame: 8,800009088 seconds]
[Tine since reference or first frase: 1426.447342000 seconds]
Frame twmber: 6369
Frame Length: 201 bytes (1688 birs)
Capture Length: 201 bytes (1608 bits)
[Frame s marked: False]
[Frame is igroreds False)
(Protacols in frame: sthietnertype:ip:tepihecg]
[Coloring Rule Hame: HTTZ]
[colarrg e irings K |1 cp-prt = 1 1| e
> Ethernet 11, Src: Dell_doia?:88 188), Dst: RealtekSemic_33:10:58 (00:e
e e

> Transmissicn Control Protocol, Sre Port: 35124, DSt Port: BS1, Seq: 1, Acki 1, Len: 147
O 7 scs2poapng SHE: 9378 - EET: 4 (0.0%) - BEN: 0 0.0%) [ES: Default
ol S2pcprg
ds 8 uRBB ResETiSEaaan
LIS BES -]+
Na. Time Source Destination Frotocol Lengdl Infa
128 217092 152.160.20.88 192.168.20. 103 TiS.2 207 Clieat Hello
129 21721260 152.158.26.283 2

192..
192,

| Dymeen  isieses

TiSv1.2 3291 Server Mello, Certificate, Certificate Request, Server Hello Done
Alert (Level: Fatal, Description: Certificate evaked)

~ Frame 133: 61 bytes on wire (488 bits), 61 bytes coptured (488 bits) on Interface \Device\NPF_(B793AB05-0387-4CL3-344F-E6TD9L451604), 1d 8

Section musber: 1
> Interface id: @ (\Device\NPF_{B7934085-0987-4C13-544¢ -£67D91452808})

Encapsulation type: Etharnet (1)
Arvival Time: Apr 34, 2035 13:52:09.323a83000 HEI£61H
UTC arrivel Tise: ape 24, 2025 95:52:89.323433000 UTC
Epach Arrival Time: 174547629 ,23403000
[Tise shift for this packet: B ]
[Tire delts from previous coptured frame: 294000 seconds]
[Time delts from previous displayed frose: 211000 seconds]
[Tiee since referance or first frame: 21.7M4471008 seconds]
Frame lusber: 133
Frame Lemgth: 61 bytes (488 bits)
Copture Length: 61 bytes (458 bits)
[Fraes 12 meriad: ralse)

jn:87:88 t: _3:10:38
Internet Pratocal Version 4, Src: 192.168.24.88, Dst: et
Transmission Control Protocol, Src Port: 51942, Dst Port: 9069, Seq: 154, Ack: 3238, Lem: 7
Transport Layer Security
¥ TLSV1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Revoked)

Cantent Type: Alert (21)

Version: TiS 1.2 ($xd33)

PR

)
Description: Certificate Reveked (44)

© 7 sczpapes 189778 - 7 3 00%) - BER: 0 00%) [EB: Defauit
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8.3 WINNF.FT.C.SCS.3

- o X
@TBRE e F 8= aaen
-]+
Time Source Destination Protocal Lengtl Info
378 62.963108  192.166.24.88 192.168.24.103 TUSV1.2 207 Client Hello
379 82.963361  192.168.24.103 192.168.24.88 TLSV1.2 3156 Server Hello, Certificate, Cartificate Request, Server Hello Done
382 62.966456  192.166.24.88 152.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)

~ Frame 379: 3156 bytes on wire (25245 bits), 3156 bytes captured (25248 bits) on interface { -ac1: de
Section number: 1
> Interface id: @ (\Device\NPF_{0793AB05-D987-4C13-944F-E67D91452004})
Encapsulation type: Ethernet (1)
Arrival Time: Apr 24, 2025 14:29:31.220443000 PEITERE
UTC Arrival Time: Apr 24, 2025 86:29:31.228443808 UTC
Epoch Arrival Time: 1745476171,220443000
[Time shift for this packet: ©.000000000 seconds]
[Tine delta from previous captured frome: 0.000253608 seconds]
[Tine delta from previous displayed frame: 0.060253060 seconds]
[Time since reference or first frame: 52.063361008 seconds]
Frane Nusber: 379
Frame Length: 3156 bytes (25248 bits)
Capture Length: 3156 bytes (25248 bits)
[Frane is marked: False]
[Frane is ignored: False]
[Protocols in frame [truncated]: eth:ethertype:ip:tepitls: : : + 1X5095at 350051 :X5095at 150953t : x509ce: 50 : :cbrs_oids::
[Coloring Rule Name: T¢P]
[Coloring Rule String: tcp)
> Ethernet 11, Src: RealtekSemic_33:10:58 Dst: Dell_da:87:68 (f4:8¢:38:da:87:88)
> Internet Protocol Version 4, Src: 192.166.24.183, Dst: 192.168.24.88
> Transmission Control Protocol, Src Port: 5000, Dst Port: 48706, Seq: 1, Ack: 154,
~ Transport Layer Security
 TLSV1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (ex303)
Length: 81
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (2x0303)
> Random:
Session 1D Length: 32
© 7 wireshark LUXf] 3HP6IS2.pcapng

£X5095at X5095 3t 150953t X5095at: at: : 5]

, Len: 3102

7absz
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8.4 WINNF.FT.C.SCS.4

- o X
SERBR a_qen
-]+
Time Source Destination Protocal Lengtl Info
133 27.152745  192.168.24.88 192.168.24.103 TLSv1.2 207 Client Hello
136 27.153006  192.168.24.163 192.168.24.88 TLSv1.2 315 Server Hello, Certificate, Certificate Request, Server Hello Done
137 27306630 192.168.24.88 192.168.24.103 TLSvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
220 44.162539  192.168.24.88 192.168.24.103 TLSvi.2 267 Client Hello
221 44162937  192.168.24.103 192.168.24.88 TLSv1.2 3158 Server Hello, Certificate, Certificate Request, Server Hello Done
224 44163993 192.166.24.88 192.168.24.103 TLSvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
Frame 133: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface 1 o a00

Ethernet 11, Src: Dell_dai87:88 (f4:8e:33:das87:88), Dst: RealtekSemic_33:10:58 (90:e0:dci33:10:58)
Internet Protocol Version 4, Src: 192.168.24.88, Dst: 192.168.24.103
Transmission Control Protocol, Src Port: 68506, Dst Port: 5666, Seqi 1, Acki 1, Len: 153
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.2 (exe33)

Length: 148

~ Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 148
Version: TLS 1.2 (exe363)
Random: 6809F
Session ID Length: @
Cipher Suites Length: &
Cipher Suites (3 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 97
Extension: supported_groups (len=52)
Extension: ec_point_fornats (len=2)
Extension: signature_algorithms (lens26)
Extension: renegotiation_info (lensl)
[J%4: £121030400_b80a1783d702_fObSF5931c7e ]
[384_r: 1121636400_009c, c02b, cO2f_0603,0000,000d, 1f01_0603,0601,0503,0501,0463, 6401, 6303,0301,0203,0261,6202,0101]
[943 Fullstring: 771,156-49195-49199,10-11-13-65281,23-1-3-19-21-6-7-9-10-24-11-12-25-13-14-15-16-17-2-18-4-5-20-3-22,0]
[973: sbcedaae7e3esadodossbeasedtzi377]
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8.5 WINNF.FT.C.SCS.5

amge TRER e
L]

Ta5Eaaanm

No. Time Source Destination Protocol Lengtl Info
6314.33923  192.168.24.85 TLSV1.2 267 Client Hello
64 14.339678 TLSV1.2 3157 Server Hello, Certificate, Certificate Request, Server Hello Done
67 14.381237 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
1311 293.755069  192.168.24.85 TLSV1.2 267 Client Hello
‘ 1312 203755423 192.168.24.103 TLSvi.2 3157 Server Hello, Certificate, Certificate Request, Server Hello Done
1315 293.757296  192.168.24.88 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)

Frame 1312: 3157 byte: on wire (25256 bits), 3157 bytes captured (25256 bits) on interface X T 7, o
Ethernet II, Src: RealtekSemic_33:10:58 (€8:€9:4c:33:10:58), Dst: Dell da:67:88 (f4:e:38:da:67:85)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.58
Transmission Control Protocol, Src Port: 5000, Dst Port: 40090, Seq: 1, Ack: 154, Len: 3103
Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (exe363)

Length: 81

~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

tvvue

Length: 77
Versions TLS 1.2 (exe303)
> Random: 14373324
Session ID Length: 32
session ID: 1d9

Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA256 (8x099c)
Compression Method: null (6)
Extensions Length: 5
> Extension: renegotiation_info (len=l)
[9A35 Fullstring: 771,156,65281]
[J435: ccds79d4a0027ec272098b9924¢36F7]
“ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (ex0303)
Length: 2081
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Lengths 2957
Certificates Length: 2054
? Certificates (2954 bytes)
¥ TLSV1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshoke (22)
O 7 LA 3: <live capture in progress>

| 481391 - BE 6 (04%) || E: Defautt
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9 Test Data For Standalone CBSD
9.1 CBSD Registration Process

9.11 WINNF.FT.C.REG1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:
® The required userld, fccld and chsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges. - 0
2 ® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdid =C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
) Pass Fail
®  UUT shall not transmit RF

W A

ting Services &
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9.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT is in the Unregistered state

All of the required and REG-Conditional parameters shall be configured and CPI
signature provided

CBSD sends Registration request to the SAS Test Harness:

®  The required userld, fccld and cbsdSerialNumber and REG-Conditional

cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m 0
2 parameters shall be sent from the CBSD and conform to proper format and Pass Fail
acceptable ranges.

®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Chsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response

4 (responseCode=0) to further request messages from the UUT. B B
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

Pass Fail

() UUT shall not transmit RF
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9.1.3 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 102

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail

)
% Inspec
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9.1.4 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 200

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=200) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail

)
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9.1.5 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 103

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=103) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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9.1.6 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 101

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=101) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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9.1.7 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 100

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=100) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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9.1.8 WINNF.FT.C.REG.18
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness.

SAS Test Harness rejects the request by sending a CBSD Registration Response as

UUT shall not transmit RF

3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
c complete. This is the end of the test. Verify: n O

Pass Fail

)
% Inspec
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9.2 CBSD Spectrum Grant Process
9.21 WINNF.FT.C.GRA.1

# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3|e cbsdid=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
) Pass Fail
®  UUT shall not transmit RF
9.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: _ .
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 401
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
) Pass Fail
®  UUT shall not transmit RF
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9.3 CBSD HeartBeat Process
9.3.1  WINNF.FT.C.HBT.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with chsdld = C - -

UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® If message is type Grant Request, go to step 5

UUT sends Spectrum Inquiry Request. Validate:

3 ® cbsdid=C [ | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C . .
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdid=C
® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 .
Part 96 Pass Fail
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C

6 | ® grantld = G = a valid grant ID
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0

UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

. |® ‘cbsdid=C - D'|
® grantld=G Pass Fai
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® cbsdid=C B B

® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:

® chsdld=C

® grantld=G

®  operationState = “AUTHORIZED”

® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.

9 | and SAS Test Harness responds with a Heartbeat Response message including the :
following parameters: Pass Falil
® cbsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O

response Pass Fail

Agllent Spectrum Analyzer - Occupied BW

R iSOl A P 3 M ALIGH OFF 11:39:43 AM Apr 28, 2025

Span 40.000 MHz Center Freq: 3.600000000 GHz Radio Std: None TracelDetector
() Trig: Free Run Avg|Hold:> 1010

#IFGain:Low #Atten: 30 dB Radio Device: BTS

Ref 10.00 dBm

Clear Write

Average

Max Hold

Center 3.6 GHz Span 40 MHz
Res BW 390 kHz VBW 4 MHz Sweep 1ms

Min Hold

Occupied Bandwidth Total Power 13.3 dBm
18.304 MHz

Transmit Freq Error 25.157 kHz OBW Power 99.00 %

x dB Bandwidth 19.74 MHz x dB -26.00 dB

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at DMMMMDUQLHMMM&D; Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Compan)fs findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
ays only.

en ,,,‘; »f testing /inspection report & certificate, please contact us at telephone: (86-7

] C 3,
Nn.lWnrksho;i,u-m.MiddleSecﬁun,Su’we&TedmulogyPark.MnshanDistrid,Shenzhen‘Guangdong,China 518057 t (86-755)26012053 f (86-755)26710594 www.sgsgroup.com.cn

B - k- R TEURNEEREN-10851S B B4 :518057  t (86-755)26012053 f (86-755)26710594 sgs.china@sgs.com
|
Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR240700284104
Page: 67 of 88

9.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including: B B
® chsdld=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _

® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.3 WINNF.FT.C.HBT.4

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _

® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld = G - --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT isin GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
2 |® cbsdid=C P )
® grantd=G ass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbhsdld=C

® grantld=G

® transmitExpireTime =T = current UTC time

® ?responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs: [} O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C

® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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9.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.6 WINNF.FT.C.HBT.7
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B

grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F

on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is

correctly formatted with parameters:
- | O

S cbsdid = C Pass | Fail

grantld = G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B

grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

® UUT isin GRANTED, but not AUTHORIZED state(i.e. has not performed its

first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Fai
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9.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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9.4 CBSD Relinquishment Process
9.41 WINNF.FT.C.RLQ.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 | @ UUT has received a valid grant with grantld = G - -

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically: | O
® cbsdid=C Pass Fail
® grantld=G

SAS Test Harness shall approve the request with a Relinquishment Response

message with parameters:

3 - cbsdid =C -- --
- grantld = G

® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | ® response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: | O
® UUT shall stop RF transmission at any time between triggering the Pass Fail

relinquishment and UUT sending the relinquishment request
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9.5 CBSD Deregistration Process
9.5.1 WINNF.FT.C.DRG.1

# Testgté%c;utlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdid=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss Flgil
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 |® cbsdld=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive B B
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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9.6 CBSD Security Validation

9.6.1 WINNF.FT.C.SCS1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using u u
1 configured certificate.
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
® Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA_WITH_AES 128 GCM_SHA256 .
® TLS RSA WITH_AES_256_GCM_SHA384 Pass | Falil
® TLS ECDHE ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS :
Test Harness sends a Registration Response with responseCode = 0 and Pass Fail
chsdld.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
9.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures . =
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fail
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9.6.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fall
9.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L . | O
5 complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Fall
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9.6.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at -and- Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any

unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and s may be p ited
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

MNo.1 Workshap, -0, Middle Secion, Sence & Technology Park, Nanshan Distct, Shenzhen, Guangdong, China 518057 t (86-755) 26012053  f (86-756) 26710594 ~ www.sgsgroup.com.cn
HE - F - RYITEURMEE RN 1051S B #4%:518057 1 (86-755)26012083 1 (86-755) 26710504 _sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)

BB
s—gg Inspecnon & Testing Services
@




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR240700284104
Page: 79 of 88

9.7 CBSD RF Power Measurement
9.7.1 WINNF.PT.C.HBT

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O chsdid=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 :
® Note: it may be required for the vendor to provide a method or configuration Pass Fai
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Path Antenna Arra _
Freq. Coggjgted Loss Gain Gair¥ EIRP FSD Limit Verdict
MHz dBm/MHz
3620 3.685 8 3.5 3.01 18.195 20 Pass
3600 -6.754 8 35 3.01 7.756 10 Pass
Note:
3. Array Gain=10log(n), n is the antenna number, for this test the n=2
4. EIRP PSD= Conducted PSD+ Path Loss+ Antenna Gain+ Array Gain
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Target Power: 10dBm/MHz
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10 Test Data Log For Standalone CBSD

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.
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10.1 WINNF.FT.C.SCS.1

AW @ IHRE QesEF aaenT

[ I+
Ne. Time Source Destination Protocol Lengt! Info
104 27.619572  192.168.24.101 192.168.24.263 Tisvi.2 571 client Hella
145 27.649708 192.168.24.200 Tisvi.2 3162 Server mello, Certificste, Certificste Request, Server Hello Done
150 27.67798 192.168.24.1€3 Tisvi.z 1514 certificate
152 27.671296 192.168.24.13 Tisvi.z 624 Client Key Exchange, Certificate verify, Change Cipher Spec, Encrypted Handshake Message
153 27677195 192.168.24.101 TLSv1.2 105 Change Cipher Spec, Encrypted Handshake Message
154 27.679698 192.168.24.103 TLSv1.2 559 Application Data
155 27691905 192.168.24.100 T2 100 Application Date
187 27736679 192.168.24.181 TiSv1.2 Dats, Applicstion Dats, Applicsticn Data, oata Data Data, Dats
159 27.739943 192.168.24.183 pehe B Encrypted Alert
196 32.510854 192.165.24.183 TLSwl.2 571 Client Hello
197 32.511164 192.168.24.183 192.168.24.181 TLSv1.2 3162 Server Hello, Certificate, Certificate Request, Server Hello Done
282 32.835931 192.168.24.181 192.168.24.183 TLSw1.2 1514 Certificate
284 32.536485 192.163.24.181 192.168.24.183 TLSv1.2 624 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
285 32.841561 192.163.24.183 192.168.24.181 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
206 32.844740 192.168.24.183 TLSv1.2 494 Application Data
207 32846891 192.168.20.183 192.168.24.261 Tisvl.2 108 Application Data
209 32.885218  192.163.24.183 192.168.24.281 Tisvi.z 543 Data, Appli Data, Application Data, ion Data, ion Data, Data, Appli Data
21 32.893323  192.168.24.101 192.168.24.103 TiSv1.2 85 Encrypted Alert
30 47.988661  192.168.24.181 192.168.24.263 Tisvi.2 571 Client Hella
> Frame 145: 3162 bytes on wire (25296 bits), 3162 bytes captured (25296 bits) on interface \Devi L ide
3 Ethernet 11, Src: RealtekSemic_33:10:58 (80:c8:dci13:10:56), Dst: BaicellsTech 23681 (48:bF:74:2¢:3F:181)
> Internet Pratocol Version 4, Sre: 192.168.24.103, Dst: 192.168.24.101
> Transmission Control Protoccl, Src Port: 5809, DSt Port: 58278, Seq: 1, Ack: 518, Len: 3108
~ Transport Layer Security
 TUSvL.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLs 1.2 (exe303)
Length: 86
v Handshske Protoccl: Server Hella
Handzhoke Type: Server Hello (2)
Length: 52
Version: TLS 1.2 (8x303)
> Random:
Session 10 Length: 32
Sessien ID: 11 3B 1 | Te 320088
Cipher Suite: TLS_RSA MITH f AES _256_GCM_SHA3S4 (@x@09d)
Conpression Methed: null (8)
Extensicns Length: 18
> Extension: renegotiation_info (lens1)
> Extension: heartbest (len-1)
(3435 Fullstring: 771,157,65281-15]
[3n35: 6d37fbib3dendseaf s75650deb7abat |
> TLSvL.2 Record Layer: Handshske Protecol: Certificate
> TLSvL.Z Record Layer: Handshake Protocol: Multiple Handshske Messages
© 7 scs1peapng 54 343 BET 27 (7.9%) ER: Default
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10.2 WINNF.FT.C.SCS.2

T -
A--‘W'-‘thr-; i Eaaanm
(W]t +
Ne. Time Source Destination Protocol Lengtl Info
7 1.558809 192.168.24.181 192.168.24.163 TLSv1.2 571 Client Hello
B 1.559754 192.168.24.101 TLSv1.2 3296 Server Hello, Certificate, Certificate Request, Server Hello Done
12 1.562626 TLsv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
132 21.68475@ TLSv1.2 571 Client Hello
133 21.684873 TLSv1.2 3296 Server Hello, Certificate, Certificate Request, server Hello Done
137 21.607929 . 24, - 4. TLSvl.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
168 26.622014 192.168.24.101 192.168.. 2- 103 TLSvl.2 571 Client Mello
16826622120  192.168.26.103 192.168.24.101 Tiswi.2 3296 Seruer Mello, Certificate, Certificate Request, Server Hello Done
173 26,6081 192.168.26.101 192.168.24.180  TIS1.2 61 Alert (Levels Fotal, Description: Certificate Revoked)

Frame 12: 61 bytes on wire (388 bits), 61 by
Ethernet T1, Sre: BaicellsTech 2f:3f:81 (48
Internet Protacol Version 4, Sre: 192.168.24.101, Dst: 19;
Transmission Contrel Protecel, Src Port: 36102, Dst Port: 5600, Seq: 518, Ack: 3243, Len: 7 b
Transport Layer Security
v TUSvL.2 Record Layer: Alert (Level: Fatal, Description: Certificate Revoked)

Content Type: Alert (21)

version: TLS 1.2 (ex0303)

Langth: 2

> Alert Hessage

s captured (488 bits) on interface \Devi X ,ide
13f i

v v v~

O ¥ scs2peapng 51 197 - BE 9 (4.6%) EE: Default
M 5c52pcaprg .
Am T RBRex=TTES EQQQEF
[ we +
No. Time Source Destination Protocol Lengt! Info
118 20.749662  192.168.24.101 192.168.24.103 WTTP 208 GET fcbsd.crl HTTP/1.1
120 20.753878  192.168.20.183 192.168.24.201 HTIP 1134 HTTP/1.1 200 OK

5 Frame 118: 208 bytes on wire (1664 bits), 208 bytes capturcd (1664 bits) on interface \Device\NPF_{07934B05-0987-4C13-044F £67091452004], id ©
> Ethernet T1, Sre: BaicellsTech 2f:3f:61 (48:bF:74:2f:3F:81), Dst: RealtekSemic_33:10:56 (80:e0:4c:33:10:58)
> Internet Protocol Version 4, Sre: 192.168.24.181, Dst: 192.168.24.183 .

> Transmission Control Protocol, Sre Port: 59862, Dst Port: 8888, Seq: 1, Ack: 1, Len: 154
>

© 7 ses2peapng £ 197 BIT: 2 (1.0%) ES: Default
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10.3 WINNF.FT.C.SCS.3

Ml scs3pcapg -
Am @ THRBAes2TiST Eaaan
(W= -]+
Ne. Time Source Destination Protocel Lengt! Info
64 11.146893 192.168.24.101 192.168.24.103 TLSv1.2 571 Client Hello
65 11.146238 192.168.24.183 192.168.24.161 TLSv1.2 3161 Server Hello, Certificate, Certificate Request, Server Hello Done
69 11.151158 192.168.24.181 192.168.24.183 TLSv1.2 61 Alert (Level: Fatal, Deseription: Certificate
5 Frame 69: 61 bytes on wire (488 bits), 61 bytes captured (483 bits) on interfec T
3 Ethernet 1, Secs BaicellaTech, 24136161 (4845f 74raf FcBl), Dot ResltckSemic. 33:16158 (06:0rde:33:10:58)
> Internet Protacol Viersion 4, Src: 192.168.24.161, Dst: 192.168.24.183
~ Transmission Centrel Protoeol, See Port: 33678, Dst Port: 5809, Seq: 518, Ack: 3108, Len: 7
Source Port: 33673
Destination Port: 5886
[Stream index: 8]
» [Conversation completeness: Complete, WITH DATA (63)]
[TCP Segment Len: 7]
Sequence tumber: 518 (relative sequence number)
Sequence fusber (raw): 3027283656
[Hext Sequence Nusber: 525 (relstive sequence nusber)]
Mcknowledgment Mumber: 3188  (relstive ack number)
Acknowledgment number (raw): 1263926532
2101 .... = Header Length: 20 bytes (5)
> Flags: @x@18 (PSH, ACK)
window: 251
[Calculated window size: 64256]
[Window size scaling factor: 256]
Checksum: 6x7899 [unverified]
[Checksum Status: Unverified]
Urgent Pointers @
> [Timestamps]
> [SEQ/ACK analysis]
TCP payload (7 bytes)
~ Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Expired)
Content Type: Alert (21)
Version: TLS 1.2 (@x@3@3)
Length: 2
v Alert Hessage
Level: Fatal (2
Description: Certificate Expired (45) L
© 7 ses3peapng S 152+ B 3 20%) ER: Default
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10.4 WINNF.FT.C.SCS .4

M sc34pcapng

- 8 X
TF REE OEV) DENG) WEHO SN i) BEm  EEw) IAM #EH
AWO®TEERE ]« =aaaxm
[ I+
Ne. Time Source Destination Protocol Lengt! Info
45895724550 192.168.20.101 192.168.24.203 TLSvL2 571 Client Hello
459 95.714761  192.168.24.183 Tisvi.2 3163 Server mello, Certificste, Certificste Request, Server Hello Done
463 95715589 Tisvi.z 61 Alert (Level: Fatal, Description: Unknown C&)
452 100.724399 TLsvl.2 571 Client Hello
483 100724553 Tisvi.z 3163 server mello, Certificate, Certificate Request, Server hello Done
487 100725515 L 168,24, TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)
$20 108733660 192.160.26.101 192.168.26.103 TiSvi.2 571 Client hello
529 108.733728  192.168.24.103 192.168.24.101 TLSvi.2 3163 Server Wello, Certificate, Certificate Request, Server Hello Done
533 105.734675  192.168.24.181 192.168.24.183 TiSvl.2 61 Alert {Level: Fatal, Description: Unknown CA)
552 118.742856 192.168.24.181 TLSwl.2 571 Client Hello
553 116.743806  192.163.24.183 TLSvl.2 3163 Server Hello, Certificate, Certificate Request, Server Hello Done
557 118.743935  192.163.24.181 192,168 za 183 TLSw1.2 61 Alert (Level: Fatal, Description: Unknown CA)
> Frame 463: 61 bytes an wire (483 bits), 81 bytes captured (488 bits) an interface \Devi 3, id e
3 Ethernet 11, Sre: BaicelliTech 263181 (48:0f:78:2F:36:81), Dst: RealtekSemic_33:10:58 (80:e8:dc:13:10:58)
> Internet Pratocol Version 4, Sre: 192.168.24.101, Dst: 192.168.24.103
> Transmission Control Protoccl, Src Port: 33884, Dst Port: 5699, Seq: 518, Ack: 3110, Len: 7
v Transport Layer Security
~ TUSvL.2 Record Layer: Alert (Level: Fatal, Descrigtion: Unknown CA)
Content Type: Alert (21)
version: TLs 1.2 (exe303)
Length: 2
> Alert Hessage
© ¥ stsdpeapng 4 564 - BRF 12 (21%) EH: Default

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole

responsibility is to Its Cllenl and this di does not te parties to a transaction from sxerclslng all their rights and obligations
under the tr: This d t cannot be reproduced except in full, wnhout prior written approval of the Company. Any
L unauthorized alteration, forgery or falsification of the content or appearance | of this d tis and offenders may be p
K ae R4 e 5 to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such

sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

M.t Workshop, -0, idde S, Sience & Teehology Park Nnshan Distit, Senchen, Guangdog, Chine 518057 £ (86-755)26012053  f (86-755) 26710594  www.sgsgroup.com.cn
FE - & - FITEURNEERR-1051S B #4%:518057  t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
|

/‘Inspeénén & Testing Services

0., L1d

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/1

10.5 WINNF.FT.C

Report No.: SZCR240700284104

Page: 87 of 88

.SCS.5

ol 5cs5.pcapng ]
Am i@ FiSEaaan
[W]w= -]+
Ne. Time Source Destination Protocol Lengt! Info
1326 262.389374 192.168.24.101 192.168.24.103 TLSv1.2 571 Client Hello
1327 262.389679 192.168.24.183 192.168.24.101 TLSv1.2 3162 Server Hello, Certificate, Certificate Request, Server Hello Done
1331 262.394245  192.168.24.101 192.168.. u 103 TiSvi.2 61 Alert (Level: Fatal, Descrigtion: Decrypt Error)
1366 267.403214 TLsv1.2 571 Client Hello
1367 267.403457 TLSv1.2 3162 Server Hello, Certificate, Certificate Request, Server Hello Done
1371 267.408335 61 Alert (Level: Fatal, Description: Decrypt Error)
> Frame 1371: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_(B7934B05-DSE7-4C13-544F-E6TDS1452004], id
> Ethernet 11, Srcr BaicellsTech 2:3f:8) (s8:bf:74:2F:30:E1), Dst: ResltekSemic_33:18:58 (80:e0:d4c:33:10:56)
3 Internet Pratocal Wersion 4, Src: 192.168.24.101, Dst: 192.168.24.183
> Transmission Contral Protocol, Src Port: 35432, Dst Port: 5609, Seq: 518, Ack: 3109, Len: 7
v Transport Layer Security
~ TLSwL.2 Record Layer: Alert (Level: Fatal, Description: Decrypt Error)
Content Type: Alert (21)
version: TLS 1.2 (@x@303)
Length: 2
> Alert Hessage
© 7 scsspeapng Sl 1374 - BT 6 (0.4%) EE: Default

§ 0.Ltd
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11 Photographs

11.1 EUT Constructional Details (EUT Photos)
Please Refer to Integral and internal photos for details.

- End of the Report -
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