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1. System Overview

1.1. System Introduction

CG16HSS33B System is a 900MHz Wi-Fi(HaLow) AP(referred to as ‘HaLow AP’) which supports Wi-Fi
network’s standard known as 802.11ah.This technology operates at Sub-1 GHz spectrum (Especially
900MHz in Korea, Japan, US), and offers long range communication more than the legacy Wi-Fi
operating at 2.4 GHz. Wi-Fi HaLow’s main Characteristics and advantages are as follows:

® |ow Power Consumption: It is designed to consume Low Power, so it is the best for loT devices

such as sensors that must be operated for a long time.

® \Wide Area and Long Reach: Wi-Fi HaLow can reach 1.5Km comparing to 10 times of the legacy
Wi-Fi Technology. As Low frequency radio signal used in Wi-Fi HaLow passes walls and obstacles
more than High frequency radio signal, it is ideal for loT applications connecting long distance,

insides of building and rural area.

® High Connection Density: Wi-Fi HaLow can support 1,024 devices on network. It offers high

connect density which is advantageous to loT applications with multiple connected devices.

® Private Network Extension: The built-in NAPT feature allows personal Wi-Fi HaLow 900MHz
wireless network devices to expand and communicate with devices connected to external

authorized networks.
® Security and Reliability: Like other Wi-Fi standards, Wi-Fi HaLow supports the latest and most

powerful Wi-Fi security feature, the WPA2/WPAS3 protocol, to protect devices connected to the

network. It also provides reliable data transfer in environments with a lot of interference.

3/55 @



HaLow AP User Manual

1.2. Network Diagram

Halow AP EMS Server
i =
- Internet | -
| ;
Fres
iﬂﬁﬁiﬁfsaf PoE J | 10/1008ase-T O|
I
I
I
I
I
I
I
' o6
Wi-FiHaLow
= S00MHz
o 0
Halow to Serial Halow to Ethernet
Converter Converter
* Legend
Wired(Ethernet or Serial Cable) Connection
————— Wi-Fi HaLow 900MHz
Number Description
1 Connect to Internet network.
2 Connect to the EMS Server.
3 Connect HaLow AP and Station with 900MHz.
4 Connect HaLow Station and loT device with serial communication cable.
5 Connect HaLow AP and Station with 900MHz.
6 Connect HaLow Station and Network device with Ethernet cable.

4/ 55

@



HaLow AP User Manual

1.3. Contents check before installation.

1.3.1. Main Product Body

Device Model Name Quantity
HalLow AP CG16HSS33B 1
1.3.2. Accessories
Name Specification Quantity
5/ 55 @.
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1.4. Parts and Functions

1.4.1. Top Front

AN

HalLow

(900MHz ) SYS

| /

AN

\ | ya
[ —bosEes -
& o

®
®

-

No. LED Function Remarks
1 SYS It means system on.
° HalLow It means HalLow on.
(900MHz) It blinks when transmitting data using HaLow.

It means wired connection with computer or device.

3 LAN If LAN cable is connected, it lights on and blinks when
transmitting data.
LED that indicates a wired connection to the Internet
or L2/L3 switch.

4 WAN It turns on when the LAN cable is connected, and
blinks when data is being transmitted.
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1.4.2. Rear I/O Port

J

il
j\

Y

A

Halow LAN WAN ACIN WIFI
(UPOE)
No. Name Function Remarks
1 HalLow 900MHz Antenna for 802.11ah
2 LAN Connect computer or ethernet device.
Connect internet or L2/L3 switch.
3 WAN(POE) Supply power with PoE injector or PoE switch.
4 AC IN Unused
5 WIFI Unused
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2. HaLow AP’s installation and settings

Use the following steps to install 11ah APs and 11ah Stations and set up software for
communication between terminals.

2.1. HaLow AP’s hardware Installation

Install equipment for communication of station equipment with 11ah AP of CG16HSS33B model.

2.1.1. Power supply to HaLow AP

> Warning

1. By design, this system prioritizes power supply through a power supply adapter. Therefore,

when PoE and a power supply adapter are used at the same time, the power supply adapter

is selected first.

2. If you disconnect the DC power jack of a product that is operating with the power supply

adapter connected, the system goes down and then the system reboots via PoE.

3. It is recommended that only one power source be used for stable system power supply.

® Power supply by power adaptor
® Connect the power supply adapter included in the product accessory to the power terminal
of the HaLow AP.

o \J
® o ®

No. Description
1 Connect the jack of the power supply adapter to the power terminal of
the HaLow AP.
2 Connect the power supply adapter to the outlet.
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® Power supply by PoE

Connect the UTP cable to a PoE port, such as a PoE injector or PoE switch, to the WAN port on
the HaLow AP.

®) ©) ©)
& e (o
©
nn
No. Description
Connect the UTP cable to the WAN (PoE) port of the HaLow AP.
2 Connect the UTP cable to a PoE port, such as a PoE injector or PoE switch.

® WAN (PoE) port surge protection

External ground terminal on the left side of the HaLow AP device must be connected to ground
to protect the WAN (PoE) port.

Note:
] The equipment can only
® be protected if the cable
Ne— Ne—

is connected to ground

No. Description

Connect the ground cable to the ground terminal of the HaLow AP.

2 Connect the ground cable to ground
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2.1.2. Connection HaLow AP to HaLow Serial Converter

This is the configuration diagram of the connection between HaLow AP and HalLow Serial
Converter and loT equipment.

® Network Connection Diagram

Internet
HaLow AP
(1] §
|
|
pres
i
9
! WeF
: Halow S00MHz -
= Legend Halow Serial IoT

Converter
——— Wired (Etherret or Serial Cabie) Connection

. VR Halow R00MHz

B Network connection of HaLow communication equipment

No. Description

1 Connect to the top Internet network.

Connect the HaLow AP and HalLow Serial Converter.

Connect various loT devices that support serial communication.
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2.1.3. Connecting HaLow AP to HaLow Ethernet Converter

This is the connection diagram between the HaLow AP and the HaLow Ethernet converter and
Ethernet equipment.

® Network Connection Diagram

Internet
HaLow AP
I
2 P
[
M bl 4
WHFi
i Halow SO0MH:
= Legend HalLow Ethernet CCTvV
Converter
——— Wired (Ethemnet or Seral Cable) Connection
...... Vi-Fi Halow BO0MHEZ
B Network connection of HaLow devices
No. Description
1 Connect to the Internet network.
2 Connect the HaLow AP to the HaLow Ethernet converter

Connect a variety of network equipment that supports Ethernet

communication.
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2.2. HaLow AP’s Software Configuration

2.2.1. Configuration by AP’s WEB Interface

1 Connect to the AP's Web Server.
1.1 Input ‘http://192.168.1.1’(1) on the address bar.

v <) Openwrt - LuCl X +

h

€ > C [ httpy/192.168.1.1/ | @

1.2 Click on the ‘Login’(1).

1.2.1 Username: root
1.2.2 Password: blank

Authorization Required

Username oot

Paszword
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Solution provider.

2 Set Wi-Fi settings for wired and WiFi 900MHz bands for various AP operations.
2.1 Network connection status

. This is the first screen displayed when you start the web browser and complete.

- Cipaniurt « LuCi LR = o 4

| = @  AZ:EE 19316E1.1/em-bnlua) i O 9

|
|
|
No password sef! |
l Thare i no passeond w on e mater Flasse configure 2 mol posmwond in protact the weh ntertace.

0 T IS WY COria i [

|
Status
System

Harmamr Cyperitiyd
Wi H Fladda 1 1ah Pt
fetatechre WediaTok WT7521 v 1 eood
Targed Platioem ramgsmiTER |
Fafvrmianin Yt Ooperiis 10000 - JaciebedeS. 1LY opermnti-23 06 bamch gil- 21 236 SH05-0R1800
Kot orax SERATT
Local Tims PES-05-70 11 =050
|y i bilm Xla
L] Average 000, DB, O
ot hemibie A2 12 ML YV ET PR D15
sl 138 W 7 1 17T R )
Cachiasd A6 77 Wl ) 197 70 el (1)

- SERREL

| Slorage

[k gupn 5000 KGEL /6.0 M %)

o
Temp roace 104100 Kl [ 58 m0 NGE )

| Port stalus
fan L
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2.2  Set administrator password.
. This is the first screen displayed when you start the web browser and complete user
authentication.
2.2.1 Access: Click ‘Administration’ (2) in the ‘System’ (1) menu.

|
|~
I
|

There is no password set on this router,

Aouter Password  SS5HAccess | SS5H

Router Password

Changes the adminestrator password for

2.2.2 Modify password: Enter a new password in Password (1), enter the same password in
Confirmation (2), and click the ‘Save’ (3) button.

imend  FAcoms TN WTTIE Kovm
Router Password
hewsgers i mebratitiats passwsid by movnmng e e
| Pamewrd  ssssssass - | o
| Peifemtes. | | ssasisims . | o
[ I 1Enth ko
e B
No. Name Description Option values
Password New Password
1
Confirmation New Password confirm
2 Save Save your settings.
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2.3  Wired LAN network setting

. Set the operating environment of the Wired LAN. This setting sets the internal IP address,
subnet mask, DHCP server range, DHCP server lease time, and so on.

2.3.1 Acesss: Click ‘Network(1) — Interfaces(2) on web page.

" OpanWrt - LuC x -
|| & A2 08 '-92.'66'-.1,-':gl-bm.-'!ucl.r;.dm-n_-"status.-‘e'-.*gru-e-:;
.

H1 RADIO  Stts-

| Status

| System
|
Hostname

Model

2.3.2 In'Interfaces’ (1), click the Edit (3) button for ‘lan’ (2).

Imterfoces  Devices  Global nedwork cptions

[ ] @

Provocod: Siatic addiess
Ut Oh 33m 18a e
Lan MAC: 200060 CA00-1E

L (S R 1 0 ME (B4 Phis ) Rextart Stop [sciols
br-ta T 233 MB 437117 Pts ) E

P 0216801 15

B Py i fea 4220 1/60
i mt:h"ﬂ.lgl.lH:ﬂ:‘jr":: it
2 L) =
= K05 b Pids) pestat | sup (R oo
i 108 (0P )
' Profocol THCPY diert
uearei
MAC: 20:00-60-CADG TF o (e =
wen R 08 0 P ) i e m it |
TX:0 8 0 Pkis)
4Py

m == it
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2.3.3 General Settings: Set the default values for the following settings.

Interfaces = [an

Genemd Settimgs  Adwmnced Setfings

Firewnll Settings ~ DHCP Server

Status 2# Device: br-fan
Liptrrae; 08 38m 435
MAC: 20 COG0CA G0 1E
AX:1.23 MB (9278 Pita) &
X 3,19 ME (5523 Pits. )
WPl 192.163.1. 1724
Pl: fdbbABaT 472 160
Profoecol Shabe addeess o
Device @ bedan (5]
Brng up on bool. o
Podaddess 18216801 [ 5 ]
IPad metmask 255 4552550 °
IPya gateway o
Pyd roadcasi R R e
o
o [
No. Name Description Option values
1 Status LAN status
DHCP client, DHCPvV6 client,
2 Protocol Protocol Unmanaged, PPP, PPPOE,
Static address
Default: Static address
3 Device terminal interface Default: br-lan
4 Bring up on boot Bring up at boot Default: check
5 IPv4 address IPv4 address Default: 192.168.1.1
6 IPv4 netmask IPv4 Subnet mask Default: 255.255.255.0
7 IPv4 AP IPv4 Gateway Default: None
8 IPv4 broadcast IPv4 broadcast Default: 192.168.1.255
9 Save Save your settings.
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2.3.4 DHCP Server: Set DHCP server address range, lease time, etc.

Intertaces » fan

General Settings  Advanced Setiings  Feewall Seftings.  [90F Server

General Setup  Advanced Setings  [Pvl Setings 1P AA Settngs

(] @

) Disabile PHCP for this intertace

Swt | 100 2]
B Lowest leased address as oftset from the nebwork address
Lemad 150 o
0 Manmum number of leased addresses
Loase tima t2h o

E Expary timnr of s addressas, manmmoem e 2 mimutes { 2m )

No. Name Description Option values
1 Ignore interface Ignore Interface Default: no check
2 Start Start DHCP server lease address Default: 100
3 Limit End DHCP server lease address Default: 150
4 Lease time Lease time (minimum: 2minutes) Default: 12h
5 Save Save your settings.
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24

Wired WAN Network Setting

Set the operating environment of the wired WAN. This setting checks the Internet
connection status, sets the Internet connection method, and DNS address settings.

2.4.1 Connection: Click ‘Interfaces’ (2) in the ‘Network’ (1) menu.

Status
System

[riess] @

Wt - LuC +
1 llt'i..i\.l x

C Az2sm

192,168 1. 1/cgi-bin/luci/admin/status/overniew

Hostnarmsa

Moded

2.4.2 In‘Interfaces’(1), click the Edit(3) button for ‘wan’(2).

terfacm Dences Global sebwedk ophana

Protoced: State nddress
Diphime: Of Xm0

fan BUAG: 70-CO-60-CAo00 1E
2t (rearean) R .06 MB (E204 P Retwt  Sp [EELRY[ Ok
bt T 253 ML 4311 P

Pl 192 1880124
P bbb fea? 4220 1/60

'_'. Profacad DHIF clant o
MAC: 30 C0-60-CAD0:16
& 2] RE:0 80 P ol [ |
- 0 0 0 Pits.)
p Protocal PHIE che
wans
p— BAC: 20-C0.60-CA00F e . m —
- RE0 80P = e
i X0 1 ) Pt )
A 1
Seve & Apply | - S Harsart
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Solution provider.

2.4.3 General Settings: Set the basic option values for the setting items below.

Interfaces » wan

Gerwrnl Setings  Advanced Setengs  Firewnll Setings  DHCP Server
Siabs 3 Dewvice: wan
MAC: 200060 CAOG: 1F
RX: 0B (o Plas)
TX: 0B {0 Prts )
Prolocol | DHCP client 1O
Devcs 3% wan - | (3]

Bmguponboot (v

Hestramar o send when requesting

OHCP

Sand the hosimame of ths devce -

No. Name Description Option values
1 Status WAN Status information -
DHCP client, DHCPv6
client, Unmanaged,
2 Protocol Protocol PPP, PPPOE, Static
address
Default Values: DHCP
client
3 Device Device interface -
4 Bring up on boot Bring up on boot Default: Checked
5 Hostname to send when | Hostname to send when Default: Send
requesting DHCP requesting DHCP '
6 Save Save your settings.
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2.5  Wi-Fi HaLow(900MHz) Network Configuration

. Configure the operating environment for HaLow. This setting involves configuring the
SSID, frequency channel, and encryption method that allow access to Halow
communication terminals.

2.5.1 Connection: Click 'Wireless' (2) from the 'Network' (1) menu.

“" Cipent - LuC x +

System - Network ~

Status
System

2.5.2 Modify Interface: Click the Edit (3) button for the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

°
ecsblorspy TSR vestie [ 5
& ndol m‘:"ﬁ’:f‘ e evian B
(2] (5]
B i e (2D
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Solution provider.

2.5.3 Device Configuration Menu's General Setup: Set the default option values.

Wireless Network: Master "OpenWri-Halow" (wiand)

Device Configuration
General Seup Advanced Seflings

Slabus

Mode: Mastor | S50 Dpeniirt-Halow

. fm BSSH: sa ST D102 66
Encryptian: Nome
(Chamned: 36 (508 500 GHr)
Te-Power: 23 ditm
Signal: 0 dfin | Motse: 0 dim
Bitrader 0.0 Mbil's | Conniry: 15

‘Wiredess network 13 enabled

Er )

o Dperanng fraquency

Sl
Channel 36 - 908 5MHz - 1MHE  w

o Wapgrrm bansmet power

drrver dofaclt

w . Curree power: 23 dBm

a‘ Somerhes e fremrmuim arsmet povees the werbess radso Ty Ll J!prmnh'ng on regulatory
requerements and wireless msage, the actual transmit power may be reduced by the drver

No. Name Description Option values
1 Status 900MHz Wi-Fi status )
information
2 Wireless network is Use of 900MHz Wi-Fi Disable, Enable
enabled SSID Default: Enable
Channel 36 ~ 116
3 Operation frequency | Displays channel Default: Channel 36 —
908.5MHz — 1MHz
. . . . Driver default, 0dBm ~
Maximum transmit Maximum transmission
4 23dBm

power

power

Default: driver default

21/ 55
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2.5.4 |Interface Configuration's General Setup:

interface Configuration

General Set Wirsless Secority  MAC-Fiter  Advanced Seftings WUAN maning

[ Operatiogbodes e s | @
[EsS0  Opuritit.taow | ©
I Wetwork  lam g5 . | ]
© Chose B rresbworkla) you want 1o attach 1 this wireless mlorace of il ouf the custom
fiedd tin dlefinez 3 neewy it

& Whern the ESS0 is hidden, chenits may ful i roam and arrtime effciency may be
mignificantly reduced

waimoke v | @
Where Wi-Fi Muftmedea (WM Mode GoS & dmabled, dhents may be fimited io

BO2 118802 11g rales
j p
—_—

No. Name Description Option values
AP, Client AP, Ad-Hoc,
802.11s, Pseudo Ad-

1 Operating Modes | Display operation modes Hoc(ahdemo), Monitor,
AP(WDS), Client AP(WDS)
Default: AP(WDS)

2 ESSID Set ESSID -

3 Network Displays interface Default: lan

4 Hide ESSID Hide ESSID Default: unchecked

5 | WMM Mode Wi-Fi Multimedia power Default: checked

saving
6 Save Save your settings.
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Solution provider.

2.5.5 Set encryption option values in Wireless Security of Interface Configuration.Set
encryption option values in Wireless Security of Interface Configuration.

Interface Configuration

General Setwp Wireless Security  MAC-Fiter  Advanced Seifings WLAN roaming

Encryption WPA-PSKWPAZ-PEK Mixed Mode fm ~ o

Cipher Force COMP (AES) W 9

| Kay  |ssesssnsnn | (3]

BO2.11w Management Frame Disabled V| o.
Pratecton
e ; B2 11w, E g meedwali may have problems

Enabis ey reirstallabion (RRACK) | °
L L ¥ cates key remstallabion attocks on the dient mde by disabling retransmiszion of

EAPOL -Kary Frames that are used 1o nstall keys. This workaround might canrse inlevoperabsity

issmes and reduced robustness of key negotiabon especially m emwronments with heavy

trafiic Eoad o
-

No. Name Description Option values

WPA2-PSK, WPA3-SAE,
WPA2-PSK/WPA3-SAE Mixed
Display encryption Mode, WPA-PSK/WPA2-PSK
method Mixed Mode, WPA-PSK, OWE,
No Encryption

Default: No Encryption

Auto, Force CCMP(AES), Force
TKIP, Force TKIP and

1 Encryption

2 Cipher Display security CCMP(AES)

Default: auto

3 Key Set password Default: none
802.11w

802.11w Management Disabled, Optional, Required

4 Frame Protection managfament frame Default: Disabled
protection
Enable key églt;xtaet(rameasures
5 reinstallation(KRACK) against ke Default: unchecked
countermeasures g. _y
reinstallation attacks
6 Save Save your settings.
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2.5.6 Interface Configuration's Wireless Security:
Halow
Hiatuge nrefyjinatam o bodiow (it i
Configuration
Cotnrd Srdep  Whriem Secustly
[E---u-h-- TP A - | 0
| [P — . | °
0o O
© |
No. Name Description Option values
Displav encrvption No Encryption, WPA2-PSK(AES),
1| Encryption play encryp WPA3-OWE, WPA3-SAE
method . i
Default: No Encryption
2 Key Set password Default: blank
3 Save & Apply Save and apply the settings
4 Save Save your settings
5 Reset Restore settings to default
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2.2.2. Setting HaLow AP to Bridge Mode
. This sets the HaLow AP from the default NAT mode to Bridge mode.

1  Deactivate Services(disable the NAT feature.)

1.1 Access: Click 'Startup' (2) from the 'System' (1) menu.

+

There is no password set on this router.

Status
System

Hostname

1.2  Deactivate services(disable NAT features): Deactivate the following services in the 'Startup’
menu's 'Initscripts’'.

B dnsmasq (IPv4 DHCP server daemon)
B firewall (firewall)
B odhcpd (IPv6 DHCP)

1% o | dnsmasg | hsabiled | :;.."___ [ - Flsstart k Stop |
11 drophoar Emabied : Etarl L festart " - - ]
L] o | fimrwall | isalsled | PR | I —— v |
19 wrad trabled |5t '_ festart | 3 |
Fail network Ermiiesd tarl .'-.--1: -| 2 |
Fai’ pockel_ sieing Erabl _-'_-_l L .I.-.. d !! ‘ .
a fdnn Eruililes Stan !:.._-_.“. . e

15 o | odhepd D scililed Skt | Fhestmt Shajs
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2

HalLow Settings

2.1

There is no password set on thes router. Please co

Status
System

Access: Click 'Wireless' (2) from the 'Network' (1) menu.

+

A68.L1/

regi-bin/luci/
0

22

Modify interface: Click the Edit (3) button next to the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

[romom] @

~ MipeiiaTok MTTRO3E 82 1 10gn e
I vl Chamnl | (7413 G | il ™ Wit s R m
S Cpevitivt | Modls: Masis
-~ BES oo el A 3 | Fnsrppiions M mdre m r—

= reiat Newracom 8071 tah Tt H At
Chamnel: 50 108 5 M | Biraie: 7 Bidy

SEITE Dyttt by | ik Bl oror %
i BSSID, 0 57 VDT D778 | Eerpptian Fase — E 3
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ion provider.

23

Interface Configuration(Network Service Settings): Set in the Following Order

2.31

232

233

234

2.3.5

Navigate to the 'Interface Configuration' Menu: Access the menu to configure various
settings of your network interface.

Select 'General Setup': Choose this option to specify general settings for the network
interface.

Select 'Operating Modes': Choose 'Client AP(WDS)' from the list of operating modes.
This mode allows the Access Point (AP) to operate in Wireless Distribution System
mode, enabling it to act as both an access point and a wireless bridge.

Enter 'OpenWrt-Halow' in the ESSID Field: Set the ESSID (Extended Service Set
Identifier) to 'OpenWrt-Halow'. This is the network name that will be broadcasted and
visible to other devices.

Click the 'Save' Button: Save the settings to ensure that all the changes made are
applied and preserved.

|.in.rerlace Configuration | (1]

vmaemmn Adwanced Settings  WLAN roaming

e |Il'p|'f-1llr-q Medes Chant & (WIS - | B
| ESSI0 | OponWr-Halow | o
5]

Network lan: @A
© Choose the network(s) you want 1o attach fo thes wireless interface or 6 out the custom Beld

o defmee @ new network
-
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3  WAN Settings

3.1 Access: Click 'Interfaces' (2) from the 'Network' (1) menu.

| & CpenWrt - LuCi " =+

| There s no password set on this router. Please

| Interfaces  Dewces  Global network opbons

i Interfaces

3.2 Modify interface: Click the Edit (2) button on the 'wan' (1) interface in the 'Interfaces' menu.

— Protocod [RICP clisr o
- MOAL: 3O COR0 T2 0 o i |
E L1 ] R0 B 0 Fias ) swredd | e ar
. TX:08 (0P
i Profoonl: [HCFP G chenl
':F' MAE: 200 B0-CA N e |
e R 018 ) Pl b ) .
- TE: OB 0 Pats )

3.3 Protocol settings: Set the Protocol to 'Unmanaged' (3) in the 'General Settings' (2) of
'Interfaces >> wan' (1) and then click the Save (4) button.

| Interfaces » wan | (1]

FirewallSetings  DHCP Server

0 Statis & Device: wan
MAC: 20, 00-60 CA 0062
X 0B 0 Pl b
T 08 0Pk )

e Protoood Unmanaged w
Feally swich protocel® | Sweich peod
D S veali

BEring up on bool w'
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Solution provider.

3.4 Interface modification: In the same way, change the settings of the ‘wan6’ (1) interface by
clicking the ‘Edit’ (2) button.

Profocok DHCP chent

MAC: 2010060 DA DO-62 =

REOR D) - m-_'ﬂ"l' _|
TR0 B i P )

Protoced: THCPw chenl

AT 2010060 A D0 62 = .
X000 P ) Gt | g ml

0B P

aen
F=
-]
=
L=

3.5 Protocol settings: In ‘General Settings’ (2) of ‘Interfaces >>wan6’ (1), set ‘Protocol’ to
‘Unmanaged’ (3) and click the ‘Save’ (4) button.

@
Fuowall Sefings  DHCP Serve

° Status 2 Dewce wan
MAL: 20-Co-60r CADOER
RX: 08 0 Mds)
FE: O 00 P
° Peutocsl Uremanaged -
Really sveitch puntecel? | Swetch protocel
Dewica 37 wan -

Bring up oo bool.

-
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4  LAN Settings

4.1

Access: Click 'Interfaces' (2) from the 'Network' (1) menu.

Interfaces  Dewices  Global network opbons

Interfaces

There is no password e on this router. Please

OpenWrt - LuCl x +

4.2

Modify interface: Click the 'Edit' (2) button on the 'lan’ (1) interface in the 'Interfaces' menu.

Prelacel: Sac addess

Lam AL 20 Cn-a A ODEY e
£ () R .50 MG (1366 ) featwt | Sig [ LaJ Delets
tr-m I T0URG W8 (A Phds) I

Dipdeme; Th Jm 4%

Pk T2 E21 15
Pl [ B 20T 10
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Solution provider.

4.3 Protocol settings: Set the protocol in the General Settings (2) of the 'lan' (1) interface to
either 'Static address' (default) or 'DHCP client'.

(s ] @

Advanced Settings  Fireweall Sefimgs  DHCP Sarver

o Status & Dewice; bu-lan
Uplime: 1h 10m 50s
BEAC: 20 CoseD-CA-DOHEY
RX: 293 NB (20826 Pkis |
TX:12.50 MB (21175 Phts
Pl 102, 168.1.1/24
Pv6: IBEbcd 4267 - 1/60

e[Prm.ut Static. addrass "

Device | @8 brdan
Brmguponboot  w
P address 19216811
[Py rteniaskc 2552552550
IPwid patesarry

1Pt heoardeast 192, 168.1.255

s

4.3.1 Set Protocol to 'Static address’ (1): Set the IPv4 address to '192.168.1.100' (2), the
IPv4 netmask to '255.255.255.0" (3), and the IPv4 broadcast to '192.168.1.255' (4).

. [ Pt i s vl

Cwwry B brlam

B o i Bt

o | vl mhdioms i LA el I
. |d’14-—n DA 1|

Fred gbwmny

0 [ - |
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4.3.2 Set Protocol to 'DHCP client' (1): Operate as a DHCP client.

. I Fasaied TRF chesi L I

Ry reich protoeal | Svettehn ool |

D | 0 -l

P aponbol o

e -

When setting the protocol to 'DHCP client', you must factory reset the HaLow AP to
enable web server access. (Factory reset method: Refer to the 'Reset button to restore
factory settings' feature in section '3. System Maintenance' of the HaLow AP user

manual.)

4.4  Configure DHCP Server: In the 'General Setup' (2) of the 'DHCP Server' (1), check the

'Ignore interface' (3) option.

Interfaces = fan
General Seffings  Advarnced Seffiogs  Finewall S=tlings

T
e o

B Clesalehe DHCT for S inforiace

Sl o0
0 Lot loamad ackdrosu an of it S the Dtwork, addies

- 150
@ Masmum st of leased sddressen

Lpase beree (F
8 Eapury time of feased addresses, mmimum i 2 minutes | 2= )
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Solution provider.

4.5

Set IPv6 Settings: Follow these steps:

Navigate to the 'DHCP Server' menu.

Select 'IPv6 Settings'.

Set the 'RA-Service' option to 'disabled'.

Set the 'DHCPv6-Service' option to 'disabled'.
Click the 'Save' button to save the changes.

gl

Interfaces » fan (1]
Gonenl Settings  Adwnced Settings FnﬂSm

Genmal Sy Adwancod Setfings | Pvé Settmg

Designated master

6 Sat this miedace as master for RA and (RGP refaying s well as NDP pronpng.

© | wsema  duabied -
0 Configures tha operation mods of the FA senvice on this intertace

Q | croSorice | duabled -
¥ Confgures tha operaton moda of the DHCMG sennce on this inforface

NEF Prory | dessbled .
@ Configures the opertion mode of the NOP prosny senice on this interface

Py Prefix Lifetime 12 w
@ Prefened ietime for a prefoc

Followi Pd Liletann
O DHCPW L=psesims b oed aa fimt aevd proferred Betime of te Py6 prefin

<]
—
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5  Apply Settings: Click the 'Save & Apply' (1) button to apply the settings.

olovtaces oo (obal neted options

Intevfaces
— oyt Sl sl amn Fastat  Sop | et
¥ e Vol v Py 110 o) chawes =

bi-En

o A N =
= Inbwrface bas | ganding chariges _p m i
Lol
- S ot Restrl | Sop | Dt

- Vbt ) Bt 1 oo cChenruge |

-n

| Adde] rarwe it

6  Final Application: Click the 'Apply and keep settings' (1) button to complete all settings.

Connectivity change

The network access to this device could be interrupted by changing settings of the “lan” interface.

If the IP address used to access LuCl changes, a manual reconnect to the new IP is required within 90 seconds to
confirm the settings, otherwise modifications will be reverted. a

s T Ty
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2.2.3. Setting HaLow AP from Bridge Mode back to NAT Mode

This section describes the procedure to switch a HaLow Access Point (AP) from Bridge mode to
Network Address Translation (NAT) mode.

1 Activate Services

1.1 Access: Click 'Startup' (2) in the 'System' (1) menu.

b s Cpenitrt - LuCl ® +

= & M FE 53 192.168.1.1/cgi-binfluci/admin/status/overview

MNetwork - Logout

There is no password sel on this router,

Status
| System

Hostname

1.2 Activate services: In the 'Startup' menu's 'Initscripts’, activate the following services:

B dnsmasq (IPv4 DHCP server daemon)
m firewall (firewall)
B odhcpd (IPv6 DHCP)

19 (1) | dnsmasaq [ Enabled || st [ Restart | swp |
19 dropbear | Enabled | Start [ Restart | swp |
19 (2] | firewall [ Enabled l Start || Restart ‘| Stop |
, — (i ) o ) ot ) 5
. - B3I
2 packet_steering | Enabled | Start ][ Restat || stop |
. EaEACI e
35 (2] | odhpd [ Enabled | Start || Restart H swp |
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2  HalLow Settings
2.1 Access: Click 'Wireless' (2) in the 'Network' (1) menu.

OpenWrt - LuCl X =+

¢ Az

192.168.1.1/cgi-bin/luci/

No password set!
There is no password set on this router. Please 0 web interface.

Status
System

2.2  Modify interface: Click the 'Edit' (3) button next to the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

Wireless Overview a

MediaTek MT7603E 802.11bgn
& radiod Restar A
i Channel: 1 (2.412 GHz) | Bitrate: ? Mbit's g m -

SSID: OpenWrt | Mode: Master
--- dBs lemove
= BSSID: 20:C0:6D:CA:00:54 | Encryption: None Disable m‘ Remove

& radiol Newracom 80211ah Rostart m Add
— Channel: 36 (908.5 MHz) | Bitrate: ? Mbit's

SSID: OpenWrt-Halow | Mode: Master 9
= Remove
- BSSID: 88:57:10:F1:02:78 | Encryption: None Disable Remove |
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Solution provider.

2.3 Interface Configuration: Set in the Following Order

1. Navigate to the 'Interface Configuration' Menu: Access the menu to configure various
settings of your network interface.

2. Select 'General Setup': Choose this option to specify general settings for the network
interface.

3. Select 'Operating Modes': Choose 'AP(WDS)' from the list of operating modes. This
mode allows the Access Point (AP) to operate in Wireless Distribution System mode,
enabling it to act as both an access point and a wireless bridge.

4. Enter 'OpenWrt-Halow' in the ESSID Field: Set the ESSID (Extended Service Set
Identifier) to 'OpenWrt-Halow'. This is the network name that will be broadcasted and
visible to other devices.

5. Click the 'Save' Button: Save the settings to ensure that all the changes made are
applied and preserved.

| Interface Configuration | @

Wircless Security MAC-Filter  Advanced Settings  WLAN roaming

24 Operating Modes | AP (WDS) v ©
ESSID  OpenWrt-Halow (4]
Network lan: 33 v

© Choose the network(s) you want to attach to this wireless interface or fill out the custom
field to define a new network.
Hide ESSID
© Where the ESSID is hidden, clients may fail to roam and airtime efficiency may be
significantly reduced.
WMM Mode v

© Where Wi-Fi Multimedia (WMM) Mode QoS is disabled, clients may be limited to
802.11a/802.11g rates.

= |
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3  WAN Settings

3.1 Access: Click 'Interfaces' (2) in the 'Network' (1) menu.

v (*) OpenWrt - LuCl X o

No password set! Wir
There is no password set on this router. Please 0 web interface.

Interfaces  Devices  Global network options

Interfaces

3.2 Modify interface: Click the 'Edit' (2) button for the 'wan' (1) interface in the 'Interfaces' menu.

wan Z:;ocol:cgucgg:m e
> 20:C0:6D:CA:00:62
.

f,;,, ﬂ RX:0B (0 Pkis) Restart top Delete |
TX:0B (0 Pkis.)

- pmpinciend S

= RX:0B (0 PKis.) ot S ml Delete |
TX:0B (0 Pkts)
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3.3  Protocol settings: Set the protocol to 'DHCP client' (3) in the 'General Settings'(2) of
'Interfaces >> wan' (1) and then click the 'Save' (4) button.

°
AdvanoedSettinos Firewall Settings  DHCP Server

e Status 3* Device: wan
MAC: 20:C0-6D:CA-00:62
RX:0B (0 Pkts.)
TX:0B (0 Pkts)

Protocol DHCP client v

Bringup onboot v
to send when Send the hostname of this device v
" o

3.4  Modify Interface: Change the 'wan6' (1) Interface Settings Using the Same Method.

(—— e
" MAC: 20:C0:6D-CA-00:62 )
;&m RX-0B (0 Pkis) Restart Stop m Delete |
TX:0B (0 PKis.)
Protocol: DHCPYG clent (2]
MAC: 20:C0:6D:CA:00:62
RX:0B (0 Pkis) fostat Jj_Sww m
TX:0B (0 PKts)
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3.5 Protocol Settings: Configure the 'wan6' (1) Interface as a 'DHCPVG6 client.

1. Navigate to 'Interfaces >> wan6' (1): Access the settings specific to the 'wan6' interface,
which is typically used for handling IPv6 WAN (Wide Area Network) traffic.

2. Goto 'General Settings' (2): Enter the General Settings section of the 'wan6' interface.

3. Set 'Protocol' to 'DHCPV6 client' (3): Select 'DHCPV6 client' from the protocol options. This

setting will configure the interface to automatically receive IPv6 address and other

configuration details from a DHCPv6 server.
4. Click the 'Save' Button (4): Save the changes to apply the new protocol settings. This

ensures that the 'wan6' interface will operate as a DHCPV6 client, dynamically receiving its

IPv6 configuration.

[t ] @

Advancod Semngs Fuvwall Semings  [HCP Sarver

Clah ™ Device: wam
ARAL: 0 Gl A Ok
R 0B (0 Pl )
QR |0 Pl
o Peofinood [EICP clent b
Doz £ wen
g o Bk '
Prepeest IPaii- address By ]
Hirgoest Pof-profn of lngh Aulomale

[easmuss: | Baven |
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4  LAN Settings

4.1  Access: Click 'Interfaces' (2) in the 'Network' (1) menu.

Ll = +

b = Cipanrt -

Thera is no password set on this router. Please

Inferiaces Dewices  Global network oplions

Interfaces

4.2 Modify Interface: Click the 'Edit' (2) button for the 'lan' (1) interface in the 'Interfaces' menu.

o Protocol: Static address
Uptime: 1h 2m 45s
lan MAC: 20:C0:6D:CA:00:61 !
B raw) RX:2.59 MB (18368 Pkts)) Restart  Stop I 78| Delete |
br-lan TX:10.86 MB (18728 Pkts.) =

1Pv4:192.168.1.1/24
IPv6: £d86:bc4:4267::1/60
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4.3 Protocol Settings: In the 'General Settings' (2) of 'Interfaces >> lan' (1), set the Protocol (3)
to 'Static address'.

(] @

General Settimngs | Advanced Seffings . Frewall Setfings ~ DHCP Server

0 Stats | &% Dewiee: be-lan
Uptirme: Th 10m 50s
MAE: 20:C0-60-CAD0E1
RX:2.93 MB (20826 Piis.)
T 1250 BB {21175 Piis )
Ped: 192 168.1.1724
1Py6: Bt bed-4267-1/60

°| Pralocal  Static address w

Dewce @ brlan

WPl nuddress 192 168.1.1
1Py mestmask 2952552550
vl guitewry

Pyl brogdeas T2 168 1255

-

4.4  Configure DHCP Server: In the 'General Setup' (2) of the 'DHCP Server' (1), uncheck the
'Ignore interface’ (3) option.

Interfaces = lam o
Gorwerl Seftings.  Advanced Sefigs.  Fnewnall Sethngs

Adwancod Sefngn ol Setimgs 1P A Settgn

@ = 10

19 Disable DHOP oo thes mdarface

SEut 101)

0 | orwesd Inased addiess 3= ot from Ta netwerk sddiess

Limmat ]
16 Masrmum rumber of leomed addresses

Lomae Emw . ]
1D Esgairy tim o lowrsand inflieschen manimum s 2 mirare { 2m )

e (0
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Solution provider.

4.5

Set IPv6 Settings: Configure the settings in the following order:
1.

Navigate to the 'DHCP Server' Menu: Access this menu to manage DHCP server
settings, including IPv6 configurations.

Select 'IPv6 Settings': Choose this option to configure the IPv6-specific settings of your
DHCP server.

Set 'RA-Service' to 'server mode': Configure the Router Advertisement (RA) service to
operate in 'server mode'. This setting allows the DHCP server to send IPv6 router
advertisements, helping IPv6 clients on the network configure themselves
automatically.

Set 'DHCPv6-Service' to 'server mode': Enable the DHCP server to assign IPv6
addresses to clients automatically. Setting this to 'server mode' ensures that IPv6
addresses, and other related network configuration parameters are dynamically
distributed to clients.

Click the 'Save' Button: Save the changes to apply your IPv6 settings. This step is
crucial to ensure that the configurations take effect and that the network operates
smoothly with IPv6 addressing and service advertisement.

Interfaces » lan o
General Settings  Advanced Setings  Frewmil Settngs

Gorieral Setup  Advanced Sefings vl FIA Sestings

Desigruated mastes o
@ Set thes interface as masber jor AA and DHCPYE relayng as well as NOF' proxyng

9 Configures the operation mode of the A sarvice on this iterface

o ’ [HCPG-Sorece  sernver mods |
© Configuress the operation mods of the IHCPYG service on this intertace

© Spocilios o Bxed kst ol Pl DNS sorvor addeases i announcs v DHCPG. I lelt unspacifiod, e deveos wall
announce itsell as 1PvE DNS senver undess the Local [IPw6 DNS server option is disabled

Local Pti DS sorvee
9 Aanounce ths device as Pl DI server
Arnounced DNS domaies | . |
ﬁS;nL—di-sahudiunFMwmdum;ns.wmumm{n-ﬁ 1 et umspecified, the bocal device DNS
search domain will be announced

© Configures the eperation mode of the MOP proxy servce on this ierface

v Prefic Lifeime 12
© Preterred Metime for a pretix

Follow IPed Liletims

©
o D
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Solution provider.

5  Apply Settings: Click the 'Save & Apply' (1) button to implement the changes you have made.

potprfaces  Dewces  Gobal notwork ophons

Interfaces
Al

Protecol: Slafe oddieia T Tl

@ IE‘:’: L Ireriace baan 100 pesching chunges Festart Slop ﬂl pahintn !

Prodocnd: e ged = ' 1
lideiface bas 1 peadeg chenges s “l . A

e ’ Pzt Sy | Doleie |
lrorbace Bad 1 pefsling chanpes |

| el e o b

o Save & Apply | - Som || Feasl

6  Final Application: Click the 'Apply and keep settings' (1) button to finalize all configurations.

Connectivity change

The network access to this device could be interrupted by changing settings of the "lan" interface.

If the IP address used to access LuCl changes, a manual reconnect to the new IP is required within 90 seconds to
confirm the settings, otherwise modifications will be reverted. a

BN vt e | i
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3. System maintenance

3.1. Firmware update
Describes the procedure for updating the firmware that runs the CG16HSS33B System.

1. Download the CG16HSS33B model firmware of the HaLow AP to your PC.
2. Use a web browser to access the Web server firmware update page for the CG16HSS33B

model.
B Updating the firmware

Describes the procedure for updating the firmware.
A. Click ‘System(1) — Backup / Flash Firmware(2)’ on the WEB screen.

b W OpenWrt - LuCl x o

192.168.1.1/ceqi-ban/luci/admin/system/flash

I'Il RADIO v 3 1+ | Network - Logout

Flash operations

Actions  Conhguration

Backup
Click “Generate archive” 1o da

onfiguration files
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Solution provider.

B. Click the 'Flash image.' (1) button of Flash new firmware image in Actions of Flash
operations.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware.

Image Hash image...

C. Uploading file. pop-up window will appear. In the pop-up window, click the ‘Browse.’ button
(1) to select the firmware update file downloaded to your PC (2) and click the ‘Open’ button

(3).

Uploading file...
Please select the file to upload.

Browse... o

=

® g7

« v A « H1R.. » 03. HaLow_AP_FI_FW_v0.0.0.3_20240...

v

[¢]

X

03. HaLow_AP_FI_F

24~

o

WV0.00... P
B v [7)

o I B openwrt-0.0.0.3-ramips-mt7621-h1radio_1 1ah-squashfs-sysupgrade|
| -] Release_Note

B0 ubuntu-18.04.6 Maxtech_230522 U -

0 L pC
B 307X
4 ge=zc
B ss¢
B &M
W 5 3t

=] A

K
ne

O|Z(N): v| DE 0 v

o] =

D. Back in the Uploading file... When you return to the pop-up window, the 'Firmware file
name, size' (1) will be displayed. Click the 'Upload' button (2).

Uploading file...

Name: openwrt-0.0.0.3-ramips-mt7621-h1radio_11ah-squashfs-sysupgrade.bin
Size: 8.94 MiB

s
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E. The progress bar moves to upload the file.

Uploading file. ..
100.00%

F. Click the 'Continue' button (1) to proceed with the firmware update.

Flash image?

The flash image was uploaded. Below is the checksum and file size listed, compare them with the ariganal file to
ensisre data integrity.
Click 'Cortinue’ below 1o start the flash procadure,

Size; .94 MiB
MI5: 96ceBE30BB4T2e4050bI7 777 Bafhada
SHA256: S5dcadote3f240193706 7 riobdcdcSheBofbidiod 41 5204 Taet 2 502007 e0f0

+ Keep setings and retain the curent configuration

Skip from backup files that are equal to thase in /rom

= |

Include in backup a fist of current mstalled packages at /etc/backup/installed_packages.bd o
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3.2. Reset to the factory defaut settings.

3.2.1. Using push buttons

1. Press and hold the Reset button on the side of the product for 5 seconds, release it as shown

in the image below.

| / /

®@

' AN
(

®,

®/ 7

Ll——"

2. The front LEDs will turn off and the system will reboot.
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3.2.2. Resetting from the WEB Ul

1.

Click ‘System(1) — Backup / Flash Firmware(2)’ on the WEB screen.

* +

b (1 OpanWrt - LCH

192.168.1.1/cgi-bin/luci/admin/system/flash

H1 RADIO  Status - Metwork - Logout

Flash operations

Actions  Configuration

Backup

Click “Generate archive” to do

Download ba Sl ©

Lonfiguration files

Click the 'Perform reset' (1) button under Reset to defaults in Restore.

Restore
Tio restore conligurabon fles, you can uplond & preveosly generated bockup archive here. To reasl the limwiane 10 its inihal state, chck “Perform resed

(ool poessabiles varth sousashis mmage)

0 Cumtom filos doerifcaes. sonpts) may reman on e systom To prevent fus, perdorm a tackory-reset Brst

3. Click the ‘OK’ (1) button in the pop-up window, and the system will reboot.

192.168.1.1 Lh8: }

Do you really want to erase all settings?

0 -

4%
o
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3.3. How to Use the WPS button Function
3.3.1. Using push button

B The WPS button is located on the side of the product as shown in the image below.

' N\ [/ 7/
/

H ® ° ®

/J, — WPS button

L ®/ J|
1 X w “~ Reset button

3.3.2. WPS Function Description

1. There is no WPS LED.

2. There is no WPS stop function. After starting WPS, wait 2 minutes and then restart it.

3. Enable WPS on only one wireless network at a time, if possible. (Running multiple
WPS processes simultaneously may cause issues.)

4. Only WPS PBC (Push Button Configuration) mode is supported.
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Solution provider.

3.3.3. How to Use the WPS Function

1. How to turn on the WPS function: Wireless password setup

A.  Inthe 'Network' (1) menu, click on 'Wireless' (2).

) OpenWrt - LuCl X =

C A F2 28  192.168.1.1/cgi-bin/luci/admin/network/wireless

“1 RAD'O Status +  System ~

No password set!
There is no password set on this router. Please co

Wireless Overview

MediaTek MT760

$v radio0

B. In the 'Wireless Overview' menu, click the 'Edit' button for either '900MHz' (2).

Wireless Overview

i MediaTek MT7603E 802.11bgn Restart m\ ad |
= Channel: 1 (2.412 GHz) | Bitrate: ? Mbit/s

SSID: OpenWrt | Mode: Master —
Eo BSSID: 20:C0:6D:-CA00:A2 | Encryption: None Disable fmeem |

& radiol Newracom 80211ah ) Besiat m‘ Ad ‘
Channel: 37 (922.5 MHz) | Bitrate: 6 Mbit/s

SSID: OpenWrt-Halow | Mode: Master
79 B —
_ " BSSID: BC:10:2F-AD:F7:53 | Encryption: None Disable Remove |
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C. Inthe'Interface Configuration' menu, go to the 'Wireless Security' (1) tab, set 'Encryption’
to 'WPA-PSK/WPA2-PSK' and configure the 'Key' (2). Then, check the 'Enable WPS
pushbutton...' (3) option, and click the 'Save' (4) button to save the settings.

Interface Configuratiog
General Sett ty MAC-Filter ~ Advanced Settings ~ WLAN roaming

o | Encrypion | WPA-PSK/WPA2-PSK Mixed Mode (m |v
Cipher auto b

9 r Key  escccsse |
802.11w Management Frame Disabled v

Protection @ Note: Some wireless drivers do not fully support 802.11w. E.g. mwiwifi may have problems

Enable key reinstallation (KRACK)

@c key attacks on the client side by disabling retransmission of EAPOL-Key frames that are used to install keys.
This work d might cause bility issues and reduced rob of key lly in with heavy
traffic load

Enable WPS pushbutton, requires 9
WPA(2)-PSK/WPA3-SAE

0

D. Click the 'Save & Apply' (1) button to complete the configuration.

Associated Stations

Network MAC address Host Signal / Noise RX Rate / TX Rate

No information available

O==m

2. How the WPS button works

PreBsustt'cF?me Mode Description
I?:ess than AP(WDS) Mode St.arts all APs with AP (WDS) mode for the
seconds wireless network.
1. Starts all Clients with Client (WDS) mode for
More than Client(WDS) the wireless network.
3seconds Mode 2. Settings are saved after successful WPS
connection.
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3.4. System specifications

ltem

Description

Standard

IEEE802.11ah
920MHz can be used at the same time

Encryption Settings

AES (WPA2-Personal, WPA3-Personal)

Networking Management Utils

wpa_supplicant, hostapd

Frequency Band

902 ~ 928MHz, 1T * 1R

Channel Band Width 1/2/4MHz

Wi-Fi
HalLow

Data Rate Max. 15Mbps

TX Power 23dBm@MCS10, 13dBm@MCS7

RX Sensitivity -106dBm@MCS10, -87dBm@MCS7
Modulation OFDM (BPSK, QPSK, 16QAM, 64QAM)
Antenna External (2.5dBi, Omni directional)
WAN 1-port 10/100/1000Base-T (with IEEE802.3af PoE)

WAN port Surge
protection

Maximum Discharge
Current (Imax)

20kA

LAN

1-port 10/100/1000Base-T

Buttons

1* Reset

Operating Environment

Temperature: -20 ~ 50°C
Humidity: 10~90% (non-condensing)

LED SYS, HaLow, LAN, WAN
Weight 2.3kg

Size 250(W) x 250(D) x 115(H)mm
Power PoE IEEE802.3af, Class0, 15.4W
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Terminology

900MHz Wi-Fi A HalLow Access Point (AP) is a device that enables both HalLow

(HaLow) AP communication and legacy Wi-FI(2.4GHz) communication within a network. It
serves as a central hub that connects wireless devices together and provides
them with access to the network and the internet.

900MHz Wi-Fi A HalLow Station refers to a device that connects to a Wi-Fi HaLow network as
a client. In other words, it's a device that uses Wi-Fi HaLow technology to

(HaLow) communicate with a HaLow Access Point (AP) or with other HaLow-enabled

Stations(STAs) devices. Some common types of HaLow stations are HalLow serial converters
and HalLow Ethernet converters.

AES Abbreviation for Advanced Encryption Standard.
It is a "next-generation standard encryption method" adopted for information
processing within the U.S. government. It is satisfied with the standards of the
regulations (cryptography strength, processing speed, etc.), and the
specifications are also published, so it is used in a wide range of fields. It is
adopted as one of the IEEE802.11i encryption methods.

ESSID Abbreviation for Extended Service Set Identifier. It is often called SSID.

The wireless LAN access point that constitutes the wireless LAN and the
identifier attached to the wireless terminal. It is used to group wireless LAN. You
can't communicate unless the same ESSID is set on the wireless LAN access
point and the wireless terminal. BSS (Basic Service Set), one group centered
on wireless LAN access points, is the smallest unit of wireless LAN
infrastructure communication by 802.11, but multiple ESS (Extended Service
Set) with multiple bundles of BSS is defined, taking into account roaming when
straddling the wireless LAN access point of

IEEE802.11ah

The IEEE 802.11ah standard, also known as Wi-Fi HaLow, is part of the IEEE
802.11 set of WLAN standards. It's distinct for operating in frequency bands
below 1 GHz (specifically in the 900 MHz band in the U.S.), unlike most Wi-Fi
standards that operate in the 2.4 GHz and 5 GHz bands. This standard was
designed to address the needs of modern loT (Internet of Things) applications,
offering unique advantages for devices that require long-range connectivity and
low power consumption. Here are some key features and benefits of 802.11ah
(Wi-Fi HaLow)

PSK

Abbreviation for Pre-Shared Key.

A shared (secret) key used to generate an encryption key in the TKIP encryption
protocol. It is called a "pre-shared key" because it is not used to encrypt directly,
but to generate an encryption key. PSK may represent an authentication method
that uses a pre-shared key.

WPA

Abbreviation for Wi-Fi Protected Access.

A new security standard standardized by the Wi-Fi Alliance. The security
strength is stronger than the WEP method.

In the WPA specification, the encryption protocol "AES" is not required, so even
if you support WPA, you may not support AES.

WPA-PSK

Represents a method that does not use an external server for authentication
with WPA.

WPA2-Personal

Itis also called WPA2-PSK. Table of methods that do not use an external server
for authentication with WPA2

WPAS3-Personal

WPAS3-Personal is a security standard designed to enhance the security of
wireless networks. It's an evolution of WPA2, aiming to provide stronger
protections against offline dictionary attacks and ensure forward secrecy. Here
are some key features and improvements WPA3-Personal brings to wireless
network security

Access Point(AP)
Mode

Access Point (AP) mode is a configuration setting available in Wi-Fi networking
devices, including routers and dedicated access points, that allows the device
to act as a central transmitter and receiver of wireless radio signals. In AP mode,
the device creates a wireless local area network (WLAN) that enables multiple
wireless clients (like smartphones, laptops, tablets, and smart home devices) to
connect to a wired network. This mode is fundamental for setting up Wi-Fi
networks in homes, offices, and public spaces. ~
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Repeater Mode Repeater or extender mode is a configuration used in wireless networking to
expand the coverage area of a Wi-Fi network. This mode allows a Wi-Fi device,
such as a range extender or a router configured as a repeater, to pick up the
signal from an existing wireless network and retransmit it, effectively extending
the network's reach to areas where the signal was previously weak or non-

existent.
Wi-Fi The term "stations" (STAs) refers to any devices that connect to a Wi-Fi network
Stations(STAs) and are not acting as an access point (AP). Stations can include a wide range

of devices such as smartphones, laptops, tablets, smart TVs, loT devices, and
essentially any wireless client that uses Wi-Fi to connect to a network

FCC Information to User

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

Caution

THE GRANTEE IS NOT RESPONSIBLE FOR ANY CHANGES OR MODIFICATIONS NOT
EXPRESSLY APPROVED BY THE PARTY RESPONSIBLE FOR COMPLIANCE.

SUCH MODIFICATIONS COULD VOID THE USER’S AUTHORITY TO OPERATE THE EQUIPMENT.
IMPORTANT NOTE : FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment.

This equipment should be installed and operated with a minimum distance of 20 centimeters between
the radiator and your body. This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.
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