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1 WELCOME

This is an integrated wireless IP Camera solution. It combines a high quality digital Video Camera with network
connectivity and a powerful web server to bring clear to your Desktop from anywhere on your local network or
over the Internet.

The basic function of it is transmitting remote video on IP network. The high quality video image can be
transmitted with 30fps speed on the LAN/WAN by using MJPEG hardware compression technology.

It is based on TCP/IP standard, build-in WEB server which could support Internet Explore. Therefore the
management and maintenance of your device become more simply by using network to achieve the remote
configuration, start-up and upgrade firmware.

You can use this IP Camera to monitor some special places such as your home and your office. Also
controlling and managing images are simple by clicking the website through the network.

1.1 Features

Y¢Powerful high-speed video protocol processor
YeHigh-sensitivity 1/4” CMOS sensor

Y¢Picture total 300k pixels

Y¢Optimized MJPEG video compression for transmission
Y¢Multi-level users’ management and passwords definition
YtEmbedded Web Server for users to visit by IE

Y¢Support wireless network (WI-F1/802.11/b/g/n)

Y¢Giving alarm in cause of motion detection

Y¢Supporting image snapshot

Y¢ Support multiple protocols: HTTP/TCP/IP/UDP/SMTP/DDNS/SNTP/DHCP/FTP
Y¢ Support WEP/WPA/WPA2 encryption

Y¢Support 3G phone, Smart phone control and surveillance
Y¢Support Firefox, Safari, Google chrome browser.

1.2 Packing List

1.4 PC System Requirements

System configuration requirements :( Example for viewing four IPCAM)
CPU: 2.06GHZ or above

Memory: 256M or above

Network Card: 10M or above

Display Card: 64M or above memory

Recommendable Operating system: Windows 2000/ XP/ Vista/ 7

IBCAM Electronic Limited 3 http://www.ibcam.com.cn
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1.5 Hardware Instruction

Follow the steps below to set up your camera hardware. Make sure to follow each step carefully to ensure that
the camera operates properly
1. Install the Wi-Fi antenna
2. Plug the power adaptor into camera
3. Plug the network cable into camera and router/switch
4. It takes approx 30 seconds to boot up the camera, then you will find the IP address from
“IP Camera Tool” (Figure: 2.1)
5. When the power on and network cable connected, the green led of the real panel will keep on,
The yellow led will keep flash, and the Indicator led at the front of the camera will flash. (The indicator LED
can be controlled by software)

modem/router —
(notinclude) I||, -

Baby monitor
=

7

PC(not included)

power adapter

USE cable

1.6 Software Installation

Attention: In order to make the installation correctly, we suggest that turn off your Firewall and Antivirus before
install the ActiveX, Don’t worry, it is safe.

Software installation is the key to the successful use of this product.

Install the follow software:

1. IP Camera Tool: Open the CD, dbclick “IPCamSetup.exe”, only click next, you will complete the software
installation.(figure1.6/ 1.7/ 1.8)

2. ActiveX: Double click “Appinstall.exe’—“Next’—“Install”—‘Finish”.
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Figure1.5
X
Wwielcome to the [P Camera Setup program. Thiz program will instal [P
Camera on pour computer.
It iz strongly recommended that you exit all windows programs before
unning this Setup program.
Click Cancel to quit Setup and then close any programs you have running.
Click Mext to continue with the Setup program.
WARMIMG: This program iz protected by copyright law and international
treaties.
Unauthorized reproduction or distribution of thiz program, or anw portion of it,
may result in severe civil and criminal penalties, and will be prosecuted to
the maximurn extent pozsible under law,
Back | Hest > l Cancel |
Figure1.6
Ready To Install |'X

Setup now haz enough information to start installing P Camera,

Click Back ta make any changes before continuing. Click Cancel to exit
Setup.

< Back I Heut » Cancel

Figure1.7
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Finished |

E3

Setup haz finizhed copuing files bo pour computer,

Befare you can uze the program, you must restart Windows or your
computer.

{* “Yez, | want to restart my computer now.

™ Mo, | will restart my computer later.

Remove ary digks from their drives, and then click Cloze to complete setup,

¢ Back I Cloze Cancel

Figure1.8

S

After this done, the icon “IP Camera Tool” Efsli=eREE]

will be displayed on desktop automatically.

IBCAM Electronic Limited http://www.ibcam.com.cn



More Security, More Convenience

2. SOFTWARE OPERATION

2.1 IP Camera Tool

When the Device has been mounted properly, you can double click the Icon “IP Camera Tool”

e |
.168.1.78
2. 168.1.11
- _168.1.112
ANYRTB0O25 Http: //192.168. 1. 200: 201
bahy Http://192_168.1.9
Sophia Http://192.168.1.122:122

Figure1.9
Note: The software searches IP Servers automatically over LAN.
There are 3 cases:
1. No IP Cameras found within LAN. After about 1 minute search, the Result Field will show “not found IP
Server” and the program shut automatically.

2. IP Cameras have been installed within LAN. All the IP Cameras will be listed and the total number is
displayed in the result field as shown in Figure 1.9

3. The IP Cameras installed within LAN do not share the same subnet with the monitoring PC. A prompt as
shown in result field (prompt: Subnet doesn’t match, double click to change!). Click the left mouse button to
choose the prompt and click the right mouse, choose Network Configuration to set the static IP address of
the Camera to the same subnet as LAN. (Figure 2.3)

NOTE: If it shows” Subnet doesn’t match, double click to change!”, you can also choose "Obtain IP from
DHCP Server” to get a dynamic IP. (Figure 2.2)

2.1.1 Six Options

Choose the IP Camera list and Click right mouse, there are six options: (Figure 2.0)
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Basic Properties, Network Configuration, Upgrade Firmware,
Refresh Camera List, Flush Arp Buffer, About IP Camera Tool.

Figure2.0

2.1.1 1 Basic Properties

There are some device information in the Basic Properties, such as Device ID, System Firmware Version,
Web Ul Version. (Figure 2.1)

The Device ID just is the camera’s MAC ID, which should be the same as showed on the sticker at the bottom
of camera. Every camera has its unique MAC ID. So if there are many IP address showed in the list, check the
MAC ID, you can ensure which camera is it.

Sometimes, if there is no IP address showed on the IP Camera tool, maybe it's blocked by firewall, then add
the MAC ID to the router, and give it a fixed IP or add the MAC ID as a trusted site. There are two MAC
Address, one is Device MAC ID, the other is WIFI MAC ID.

WIFI MAC ID, you can find it from the sticker at the bottom of the camera, if this sticker lost, you can login your
WIFI router, check the host status, which will show all the WIFI device connect to this router, you can also find
the IPCAM’s WIFI MAC ID there.

Figure2.1

2.1.1.2 Network Configuration

In this page, you can configure the Network parameter.

G 1P BigH TH = %
J9015 Http://192. 168. 1. T8
IPCANER Http://192.168.1.11
1NYRIB015 Http://192.168.1.112
ANVR] 8025 Http: //192. 168. 1. 200: 201
Zrhi . b://192.168.1.9
Sophi r =
ophia baby EAEH &J]
W& ID 18022 AFEFOE4
FaiREl 7161
FEE R 30, 10. 2. 16
BT
Figure2.2

Obtain IP from DHCP server: If clicked, the device will obtain IP from DHCP server. In other words, the
camera will have a dynamic IP. (Make sure the Router which the camera connects has DHCP function and
DHCP is enabled). (Figure 2.2)
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5 IP B@HLTE = |z
T9015 :
TPCAMER baby MEARES T o8
1NYRIBO15
ANYR]8025 [ B=h&E IF wmE&
hia IF it {192 188 . 1 . 9 | ———
b |255 255 255 0
fede 192 188 . 1 . 1
IHs RSS2 {192 188 . 1 .1
Hitp 301 o
HP |admin
R |
TRE B |
L

Figure 2.3
IP address: Fill in the IP address assigned and make sure it is in the same subnet as the Gateway, and the
subnet should be the same as your computer or router. (l.e. the first three sections are the same)
Subnet Mask: The default subnet mask of the equipment is: 255.255.255.0. You can find the subnet mask
from your PC or router.
Gateway: Make sure it is in the same subnet with PC’s IP address .Here gateway is the LAN IP of your router.
DNS Server: IP address of IPS network provider. You can also set it's the same as the Gateway.

NOTE: You can find the Subnet Mask, Gateway, DNS Server from your router, or check the local connection
status of your computer, get all the parameters. Normally two DNS servers are optional.

Http Port: LAN port assigned for the equipment, default is 80. You could set another port number like 81, 801,
8001 etc.

User: Default administrator username is: admin (please make sure all are lowercase letter)
Password: Default password is bank, no password.

NOTE: When prompt “subnet doesn’t match, double chick to change!” appeared, please set the IP Address,
Subnet Mask, Gateway, DNS Server once again, or enable Obtain IP from DHCP server.

2.1.1.3 Upgrade Firmware

Enter the correct User and Password to upgrade system Firmware and Web Ul. If you upgrade the camera,
Please upgrade system firmware first and then upgrade Web Ul. Or it may damage the camera. (Figure
2.4)
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[ [0]X]

PSSt

Tt et

Anony Http: //192.168.1.52
2 . F ¥ F -~

Your user name

o Jiane. | and password.

| Default User:admin
Fasswerd No password

Upgrade System Firmware _Iu_pgrade S]FStEITI
Firmware first

Then Upgrade Web Ul

Tpgrade Web UT

0K

Figure 2.4

Please download the firmware package under the correct type of your camera before upgrade.
Follow the upgrade document in the package carefully to upgrade. Please look readme firstly before you do
upgrade.

CAUTION: Please don’t upgrade the firmware freely. Sometimes, your camera may be damaged if wrong
operation during upgrade.
If your camera works well with the current firmware, we recommend you'd better not upgrade it.

NOTE: When doing upgrade, please must keep the power on, and the best use wired mode, connect the
network cable.

2.1.1.4 Refresh Camera List

Refresh camera list manually.

2.1.1.5 Flush Arp Buffer

When cable network and wireless network of the device are fixed |IP address .There is a problem you may
encounter is can search the camera IP but can’t open the camera web page .you may try to use Flush Arp
Buffer.

2.1.1.6 About IP Camera Tool

Check the IP Camera Tool Version and IP Camera ActiveX Control Version here.

2.2 Camera Login

You can access the camera through IP Camera Tool or IE, Firefox, Safari, Google Chrome or other
standard browser directly.

1. Double click the IP address of the IP Camera listed (Figure 1.9). The default browser you use will run
automatically and come to the camera login interface. (Figure 2.6)

2. To access the camera by |IE Browser directly, just type the camera’s IP address, for example, if the camera’s
IP address is 192.168.1.123:

Figure 2.5
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Figure 2.6
The default user name is admin, no password

Input the correct user name and password, the Sign In interface will pop-up.
There are three models to login (figure 2.7).

|ETLTEGLEY English -~

Languages ActiveX Mode (For IE Browser)

S|gn in —= Click here, wizit on IE browser

Server Push Mode (For Safari FireFox, Google Browser)

Click here, wizit om
S|gn in —Safari, Firefox, Google chrome browser

via serwer push mode

VLC Mode (For Safari, FireFox, Google Browser)

Slgn in|—MClick here, wizit on YLC mode

S|gn in mobile phone —M=C1lick here, wisit on mobile phone

attention:
case sensitive

propose using 1024 * 788 soreen resolution

Figure 2.7
(1) Active Mode (For IE Browser): available in IE6.0 or above explorer
(2) “Server Push Mode”: available in Firefox, Safari, and Google Chrome browser.
(3) “Sign in mobile phone”: available in Mobile phone

2.3 For IE Browser

Choose Active Mode (For IE Browser), and sign in.

Engisn - [

ActiveX Mode (For IE Browser)

Signin

Server Push Mode (For Safari,FireFox, Google Browser)

Signin

VLC Mode (For Safari, FireFox, Google Browser)

Signin

Sign in mobile phone
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Figure 2.8
The first time login the camera, maybe get ActiveX prompt as the picture above, please click Allow, refresh and
login the camera again, then will see live video, details as below:

ibcam G
e | e e

P Nebwork

> Audio video

o[ |eHHeHs

Rate Full-Spee wv

ICENLLE 6407430 W
mode S0 HZ W
bright © 0 <
confrast €=

@ 6 6 e & & o e ¢
This webpage wants to run the following add-on: 'DvmPICam ActiveX Control ]

Module' from 'Mot Available'.
What's the risk? Allow |=

Figure2.9

jbcam G
R /8 G
> Multi-Device
» Network
Audio video
system

other

o[ _|eHHeHH
NN Fui-specd |

P 6407480 E
mode S0HZ |+
pight €3 [ €
contrast €= B €

music ® o

Gececeeee

Figure 3.0

Note: If there is still no live video after run ActiveX, and a red cross ﬂ showed in the center of the screen,
or even just a black screen, please try to enable the ActiveX options of IE security settings.

Please do the follow steps:

1. Close the firewall of your computer.
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2. Change the ActiveX settings, “IE” browser > “Tool” > “Internet Options” > “Security”> “Custom Level” >
“‘ActiveX control and Plug-ins”, all the ActiveX options set to be “Enable”:

Especially:

Enable: Download unsigned ActiveX controls

Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plu-ins

|nEErne't Dptions

v ‘! X b % r.cnu- wacy | Eontent | Connections | Programs | Advanced
x = s - = --‘ - 2

'1 b E LI P ”WHTM'O Select & Fore o vitwr o chamge feounily Seilrei.
. F
g | | & b i o @
) Recpen Lant Browsing Session . intemet  Localnfranet  Trusted stes  Restricied
stes
. x ¥ Intermet
Pq}wmlh Ths zone is for Inbemet websites,
Tl n.”q‘ 2 except those ksted in rusted and
T Add-oos resiricied zones
W Werk (ffing Security level for this zone
Abovoed levels for thes pone: Medaen to bgh
Medmim-hsgh
Compatibsdity Vorw Settngs - Apprepriate for most websltes
| Frompis before downdoading potentaly ursafe
¢ Fall Screnn m T conten
= Linsigrid At contnal will not be downiaeded
Tealbari 1]
Eaplores Bars ¥ | Enabie Protected Mode-irmererrermrarrnberet Exploner)
3 - Customlevel.. |
b Developer Took LiH
Sggested Stes I
o Intomat Optiong I'.!llt | [ cancal J Apphy
L%
[ Security Settings - Internet Zone H Satt
Sattrgd o Desplay video snd animabion on & webpage that does not use =
W) Aot contols and plugans . o Dizabie
o Alony privicasty urmeed Arhvell conlrols 85 run without pron & Enable
T o, Download sighed ActiveX controls
12 Dinabis
o Enable 4
Prompt
Enable them ¢ Download urdigned ActveX controls
Disabie
for At coriirols & Erabis
Promgt
| Irvtinkze amd bevipt ActveXl controls notmarked a3 safe for &
S wvioved sty
S & 5
o
- m+__www‘wm.__wwm“wm.‘_- i Findu wlinss mlr-dumwan.un.-.—.v...uw pn.......;-
# '
“Tokes effect afier you restart Infermet Explorer *Takes effect after you restart Internet Explorer
Feset mstom setings Reset ousbom BeEtings
RESELIS  [Lciam hugh (i) =] Ramet.., L [resrr——— = [ Reset. |
’, da
Figure 3.1

In addition: you can also click “Start” menu->“Internet Explorer”, choose “Internet attributes “ to enter, or via
“Control Panel” ->“Internet Explorer”, enter to Security setting.

If you allowed the ActiveX running, but still could not see live video, only a Red Cross ﬂ in the center of

the video, and the device status light change to yellow colorn, not green, please change another port

number to try. Don’t use port 80, use other port such as 128, 1008 etc.
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baby FEES

- -
7 [~ BzhiEE IF =0

R IF it f192 165 . 1 . 9
IFEHER |255 255 255 . 0
fed= 192 183 . 1 . 1
oHs RS SR {192 188 . 1 .1
Http i8] Tize[ gD’ £ usze S0
RR |admin
=Y

Figure 3.2
NOTE: Make sure that the firewall or anti-virus software doesn’t block the software or ActiveX. If you couldn’t
see live video, please close your firewall or anti-virus software, and try again.

2.4 For Safari, Firefox, Google Browser

Choose Server Push Mode (For Safari, Firefox, Google Browser), and sign in
Server Push Mode doesn’t support ActiveX, so some functions are not available, such as Play, Stop, Record,
Audio, Talk etc. if you want to use these functions, please use IE browser.
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Live Video snapshot

Multi-Device
MNetwork
Audio video
system

other

resolution

maode

bright €= Ec:l
contrast € [EJj €

music '. arr

Figure 3.3

2.5 For Mobile Phone

Choose Sign in mobile phone, and sign in.

Mobile phone doesn’t support ActiveX, only some basic functions can be available in this mode.

It supports Iphone, Smart phone, 3G phone etc. Normally, if the mobile phone supports network video, then it
can work with our IP Camera.
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et 640*480 -
T E W roversal W mirror

g [ — ﬂ [ 4]
contrast €= ©

Figure 3.4

snapshot

2.6 ActiveX Mode (For IE Browser)

Login the camera in ActiveX mode, the main User Interface as below:
NOTE: There are 3 levels of users, Visitor, Operator, Administrator, if you login with different users, the use
authority is different. (See 3.11 User Settings, Figure 8.5)

2.7 For Visitor

When login as Visitor, you can enter the IP Camera for visitor.
Visitor is the lowest level with only some operation available
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ibcam

P Live Video | D play

» NMulti-Device

b Network
Audio video
system
other

o[ eHjeHH

mode
bright
contrast €=

music . o

© ® ® & & & & 0 o

Figure 3.5

Channels:

o[ |oH]efH | |
Our |E software supports 9 channels totally. Click can get different windows.
O | ~n s : : :
: Click this one, you can view the main channel of the camera you login.
Ot | | . . . .
: Click this one; you can view 4 Channels of cameras which connected, from CH1 to CH4.

OHH : Click this one; you can view 9 Channels of cameras which connected, from CH1 to CHO.

NOTE: If you want to view 4/9 channels, you should set the Multi-Device firstly (See 3.1 Multi-Device
Settings)

Status of Channels:

There are 9 icons E at the bottom of the Ul which show the status of each channel of the camera.

E: Grey color, means there is no device connected to the main device from this channel.

: Green color, means the device connected from this channel, and it works well.
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: Red color, means the device of this channel is recording.

n: Yellow color, means set this channel in multi-device already, but it fails to connect to the main device.

' anonymous ¢ fail to commect to the dewice | can’ t conmect to the dewice
LT

OSD Settings:

0sD
audio buffer
815
= [T reversal
audiao buffer |:| _
mirrar
[ reversal
I mirror add timestamp on

¥ Audio video [ add timestamp on record record
v pudovico R >
Figure 3.6

OSD: Means “On-Screen Display”, click “Audio video” > “OSD”, set display date and time on the video.
Disabled: Click this one, means clear the OSD.

Color: Can set the OSD text color as black, yellow, red, white, blue etc.

Add time stamp on record: Click this, there will be time OSD on record video files.
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| @
[ » WEEN B stop 8 snapshot g record § ¥ audio 28 tak

Rate Full-Speec
CERITION 640°480 |
mode
bright  — s |
contrast m

MUsic . orr

-

© © © ¢ & & & ¢ ©

Figure 3.7

Rate and Resolution:

Rate: Set video frame here, from “full-speed to 1fp/5s”. (Figure 3.8)

Resolution: Set the resolution to be 160*120/ VGA(640*480)/ QVGA (320*240). (Figure 3.9)

NOTE: When doing recording, Rate and Resolution parameter settings is very helpful for getting small
size record files, the lower parameter to get the smaller file.

e RIS

resolution | Ful-Speed

mode
bright
contrast

Rate FuII-Speec
resolution [KENPYUEIEY
mode 1160*120

music

bright 3207240
5 640%480

contrast = Y 29

music . arr

Figure 3.8 Figure 3.9
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TOP Menu:

Figure 4.0

- Boziiszs : Click it to get live video. When you want to back to live video from other menus, just click it.
Only under live video, you can do the operation on the right side, such as play, stop, snapshot etc.

I
: Click it to get into play mode, when you click stop icon, the video will be stopped, then click
play icon, it will show the video again.

O stop

snapshot [N . _
: Click it to get snapshot. It will show the date and time of the snapshot you get, when you want
to save it, you will find the snapshot file named by “snapshot_ MAC ID_date_time”.

M: Click it to start record by manual, and the icon will change to red colom, click it again,

it will stop record. The record file will be saved to the folder you set. (Figure 10.8-Figure11.0)

: Click it to stop the live video. You can click play icon if you want to see live again.

audio
: Click it to collect the sound around the camera, if you plug a earphone or a speaker in the
computer which you are using, you will hear the sound around the camera. This IP Camera has a built-in

microphone, when you click it to start work, the icon will change to red colorm, click it again, will stop

audio function.

M: Click it to start the talk function, firstly you have to plug a microphone in your computer. When you

are talking about something with the microphone from your computer, the sound will come out from the built-in
speaker of the camera, people beside the camera will hear the sound. If you connected an external speaker
from the audio output hole at the back of the camera (Figure 1.2), you will get better sound effect. Once click it

to start work, the icon will change to red colorm, click it again, will stop talk function.

NOTE: For visitor, if you click other menus which visitor don’t have the right to operate it, there will be a pop-up
of login interface (Figure 2.6), please input the user name / password for at least 3 times to login again.

2.8 For Operator

When login as Operator, you can enter the IP Camera for Operator.
For operator, it not only supports all the functions which for Visitor

Audio Video Settings
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osD 08D
audio buffer audio buffer
F 2 3 4 5
[Ireversal
[ mi O reversal
mirror
1 mirror
¥ Audio video _)D add timestamp on record _)Daddtimestamp on record
Figure 4.2

Audio buffer: Click this icon, it will show five numbers, which means 1/2/3/4/5 seconds’ buffer of audio.
Reversal: Click this icon to see the reversal image. Click again, will back to normal.

Mirror: Click this icon to see the mirror image. Click again, will back to normal.

NOTE: You can choose Reversal and Mirror function when you set up the camera in a special position.

Mode, Bright, Contrast Settings

CEUEE 6407480 E3
mode BH, =

bright 50 HZ
60 HZ
outdoor

music W o

contrast

>

Figure 4.3

Mode: This is work mode optional, 50HZ/60HZ for the users who use 50HZ/60HZ frequency, outdoor for the
users who want to use this camera to monitor toward outdoor environment
NOTE: This camera normally should be used in a indoor environment

Bright: Set the parameters to adjust the image quality of video. Click E]E_m to adjust the value

Contrast: Set the parameters to adjust the image quality of video. Click to adjust the value

Default all: Click it to set all the parameters back to factory setting.
NOTE: If you login the camera, there is no video displayed, and the parameter of bright/contrast is blank,
maybe you can try to click “default all” to set the parameters back to factory setting to get live video.

2.9 For Administrator

Details see Settings as Administrator (details3.1-3.22).
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3 Settings as Administrator

When login as Administrator, you can enter the IP Camera for Administrator.
Administrator supports all the settings and operations of the camera; you can set and control it freely
There are some special functions only for administrator as below:

DCQnNn > 7
Ji L™

Multi-Device Settings

Upgrade Device Firmware

| J9015(192.168.1.78)
grestore Factory Settings e fiate 1NVRJ8015(192.168.1.112)
Reboot Device Lo AR 4o 1)
qiu 168.1.
B Sysiem Refresh
The 1st Device This Device
other
s The 2nd Device None
The 3rd Device None
The 4th Device None
Rate The 5th Device None
resolution NG The 6th Devi Nome
mode | g
bright The 7th Device None
contrast The 8th Device None
music | o The 9th Device None
attention: If you want to access the device from internet, be sure the host and port that you set can be accessed from
intemmet.
| Submit | [ Refiesh

Figure 4.6

3.1 Multi-Device Settings

Multi-Dievice Settings
Ipgrade Device Firmware

Restore Factory Settings

» Multi-Device _)RE“W‘DE”‘CE

Multi-Device Settings

This camera can support max. 9 channels device at the same time.

3.1.1 Set Multi-Device in LAN
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In the Multi-Device Settings page, you can see all devices searched in LAN. The 1st device is the default one.
You can add more cameras listed in LAN for monitoring. This web software supports up to 9 IP Cameras
online simultaneously.

Click The 2nd Device and click the item in the Device List in Lan, it will fill the Alias, Host, Http Port
automatically, then input the correct user name and password, click Add. Set more devices in the same way,
after all done, please click Submit.

anonymous(192.168.1.38) ~
Devicelistinlan aonyous1 92,18,1 53) =
Dema 15) “ | Refresh |
The 1st Device 1.Click Refresh
The 2nd Device None Find your IP address
The 3rd Device None <.Uouble click.
: select your IP address -
Alias | |Demo
Host | (192.168.1.115 | 3.Information shows
Http Port 8901 | Tikethis
User | |admin = 4.Your user name
Password | Def 1 it Kbsifel Imi
Add]| | Remove ] No password
The 4th Device None 5.Click-Add tofinish———
The 5th Device None
The 6th Device None
The 7th Device None  Note: Add the 4th 5th and
The 8th Device None more device is the same method
The 9th Device None
attention: If you want to access the device from internet, be sure the host and port that you set can be accessed
from internet.
6.Submit to finish —| Submit || [ Refresh |
Figure 4.7
1] O 1 |
. . \ 11 . - .
Click Live Video and then select — to see four channels, or click ——'| to see nine channels.
Figure 4.8
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Live Video napshot

Multi-Device
MNetwork
Audio video
system

other

resolution

mode

bright €= Ec:l
contrast €= EJj €

music . orr

3.1.2 Set Multi-Device for WAN

If you want to view cameras from internet, you have to add these devices by DDNS domain name.

Make sure all these cameras you want to add have been set DDNS successfully. (View 3.7 DDNS Service
Settings) And also these cameras work well with DDNS.

Login the first camera by DDNS domain name and port, this camera will be as the host camera.

Device 1} 48022AFFFo64
Device Firmware Version P16
Device Fmbedded Web UL Version 30102 16
Alias baby
Alarm Stams None
DDNS Stams aipcam.com Succeed hitp://e0254.aipcam.com
UPnP Stams No Action
Temperature o3
Humidity 29
Figure 5.0
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Click Multi-Device, select Multi-Device Settings. Choose the 2nd Device; fill in the 2nd camera’s Alias, Host,
Http Port, User, Password by manual, click Add. Set more devices in the same way, after all done, please click
Submit.

NOTE: The Alias is optional; you can set the alias as per your wish. The Host must be the camera’s DDNS
domain name, and without “http://”, it's not the Lan IP address.

If you have several cameras, you can use the same DDNS domain name, just set different port number for
each different camera.

anonymous(192.163.1.128)
: o anonymous(1592.165.1.180) 2
Device List in Lan Derno (192.168.1.113)
JO19(192.1658.1.136) 8 Refresh
The 1zt Desice Thiz Drevice
The nd Desicelq.Click it demol(eld5d aiprarm. corm)
2.The 2nd camera's name

3.Fill the Znd camera’s

User camera's port

Password |—| — 5.Enter the 2nd camera's

6.Add to finish — | Add user hame and password
The 3rd Device Mone
The 4th Device Mone
The 5th Device Mone
The 6th Device Mone
The 7th Dewice Mone
The sth Device Mone
The 9th Device Mone

attention: If ywou want to access the device from internet, be sure the host and port that you set can be accessed

from internet.

[ submit ] [ Refresh ]

Figure 5.1
Note: Add the other camera in the same way, Click submit to add all of them.
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anonymous(192.168.1.128) L
Device List in Lan iﬂlﬁﬂﬁiﬂfﬁ&ﬁaﬁ& 180)
Demo (192.168.1.113) }_{'|[M]
The 1zt Device Thiz Device
The 2nd Device demol{el254 aipcam. comy
The 3rd Device Apesisl Apexiscamera 3322 org)
The 4th Device Anonynousl Apexizipcamera. dyndnz. org)
The 5th Device Mone
The dth Device Mone
The 7th Device Mone
The &th Device Mone
The 9th Device Mone
attention: If you want to access the device from internet, be sure the host and post that ou set can be accessed
from internet Click Submit after
| Submit || [ Refresh | finish all settings
Figure 5.2
Click Live Video and then select == to see four channels, or ad=== to see nine channels.

In this case, you can see all the cameras from a remote position by internet, for example, if you are on the
business trip, you can use the first camera’s (Host camera) DDNS to view all the devices via internet

Figure 5.3

3.1.3 Upgrade Device Firmware

If you want to upgrade the camera, please upgrade Device Firmware first, then upgrade Web UlI.

Click Browse and choose correct bin file, then click Submit to do upgrading.

NOTE: Before doing upgrade via Browser, please make sure the IP Camera Tool of your computer could find
the camera’s IP.

Attention: Please must keep the power on during upgrading, and the better use wired mode.

Please don’t try upgrade freely, because wrong operation or incorrect upgrade bin file will damage the camera.

Upgrade Device Firmware
Upgrade Device Embeded Web Ul

/ | Browse... | | Submit | :
1.Browse the Firmu{are }
Bin File,then Submit 2.Browse the Web Ui

Bin file, then submit

MNote:Upgrade Firmware first,then Upgrade Web Ul
Figure 5.4

3.1.4 Restore Factory Settings
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Click Restore Factory Settings, will pop-up a prompt, select OK, all the parameter will be returned to factory
settings, and the device will reboot.

Multi-Device Seftings

pgrade Device Firmware

Restore Factory Seftings

Reboot Device

test(192.168.1.128)
anonymous(192.168.1.160)

Device List in Lan Demo (192.168.1.113)

Refresh

The 1st Device
The 2nd Devicq ? ;‘ are woul sure to restore factory zettings
The 3rd Device]
The 4th Device ORI cancel |
The 5th Device one
The 6th Device MNone
Figure 5.5

3.1.5 Reboot Device

Click Reboot the device, will pop-up a prompt, select OK, then the device will reboot
Multi-Device Seftings
Upgrade Device Firmware

Restore Factory Settings

Reboot Device

Demo (192.168.1.113)
test(192.168.1.128)
anonymous(192.168.1.160)

Device List in Lan

Refresh

The 1st Device

The 2nd Device @ St un=ve e rebort theidevic
The 3rd Device

The 4th Device | 0K | cancel |

The 5th Device INOnE

The 6th Device None

Figure 5.6
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3.2 Network Settings

3.3 Basic Network Settings

Here you can fix the camera’s IP address; means set the static IP address of camera manually.
You can also do the same settings from IP Camera Tool. (Figure 2.3)

Obtain IP from DHCP Server O
Basic Metwork Eeﬁings' IP Addr 192.168.1.113
Wireless Lan Settings st 2PN
Gateway 192.168.1.1
ADSL Settings DNS Server 192 168.1.1
LIPnP Settings Http Port 8901

| Submit | [ Refresh |

DOME Senvice Settings
95

Figure 5.7

If you don’t know Subnet Mask, Gateway, DNS Server. Please check the Local Area Connection Status of your
computer; it contains all these information, steps as below:

1. Control Panel=»Network Connections=>»Local Area Connections=» Support = Details

2. Find the local connection icon E from taskbar, left click it, choose Support = Details

> Natwark Connections,

G&ud&— =¥ ] I'ﬁ‘ - semch [ Fakles -

adiciess | Netwark Cornectians

A LANwr High-Speed Inbernet

™ Local Area Cornection Gwl-ﬂ'
Cornected, Firsvaled | |

|
/3, Resksk RTLEL33/310¢ Fy

- Local Area Connection Status

Metwork Tasks

[ Craste anaw
cannection

B Set un & home or smal

Conrection thas

oifica retvork ﬂ Addez Type: Assigned by DHCP
L FCI':;"':;’I ;E’:;:l'z;‘" L i addess: 192161 50
Subnel Mask: 265 2562550

& Disabls this network
o

8, Repair this connaction
W) Rorome this connection

& Wew status of ths
connEchion

Drefaut Gateway

Click here

19216811

strings of this Winvdows i et debect problems vtk this "
IS g oo e aw._;'é"ﬁ; il
epal.
Other Maces
[ CorkrolPand
&g My Hetwork Places
L) My Documents
i My Computer
Details
v
Figure 5.8
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*», Metwark Connectizns L= |I:I||)C
Qo - @ (F Psower - ot [
Aidiess W Hetwork Connections e e R B
- e T L T R acal frea Connection Statts
Metwork Tasks r
I | [etwork Connection Details
Connected, Frewaled
T 5! Reskek RTLEIZR/E10: Fal  Hetvrk Connecton Deteds: e
Piopesty Walue
g3 Physical Addvess WECDOF 12301
me Subnet Maslk ang | Precals i
dy of the camera with—{| subnet Hack EEIEED
your P el g it
e g L 1
By Aepar the confisction Leats Dttaned AN0T-23 1720
IQ Herame this conneckion Lewse Evpires 2000-7-23 123044
2 DMS eesiMa |
© vew szt Thereare two DNS servers, Tt maEi |
9] cheree s=tnc= 8L CEIN S€t any of them. i
RN Samelyith gateway is also OK
Other Flaces
B Control Fanel — 5
& #y Hatwerk Places
L) ¥y Documents
i by Computer
Chazz
w
Figure 5.9

If you don’t know the DNS Server, you can set it the same as Gateway.

If the router supports DHCP function, you can choose “Obtain IP from DHCP Server” to get dynamic IP.

Obtain TP from DHCP Server
» Audio video Http Port 80|
| Submit | | Refresh |

P Multi-Device

¥ Network

Figure 6.0
Http Port: In most cases, you can leave this value as however, if your Internet Service Provider blocks this
port, you may change it to another port number such as 85.

3.4 Wireless Lan Settings

Basic Metwork Settings jerry[] infra WPAMWPAZ2-PSK
. P h[] infra None
Wireless Lan Settings £E ;
. Wiselass Nabwork Lict TP-LIMKE_MEW(] infra WPAWPAZ-PSK
ADSL Settings
UPRP Settings
DDMNS Semvice Settings Using Wireless Lan
P2P Settings SSID jerry
Network Type Infra -

Rate FuII—Speec Encryption WPAZ Personal (AES) -
resolution [ZTRTIRIET e 12345678
mode 50HZ ||

. ' | Submit | | Refresh |

§ -] b

1. Make sure the router is wireless router.
2. Make sure the Wi-Fi antenna installed.
3. Make sure whether there is encryption of the WLAN of router, if there is encryption, keep the key.
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4. Login the camera, click “Network”>"Wireless Lan Settings”>"Scan”, please scan 2 times, then you will find
the WLAN from the list, choose the one you use. (Figure 6.2)

5. If there is no encryption, just click “Submit”. (Figure 6.4)

6. If there is encryption, please input the share key, then click “Submit”. (Figure 6.5)

7. Wait about 30 seconds, the camera will reboot, then unplug the network cable.

jerry[] infra WPAMPAZ-PSK

zzh[] infra Mone
Wireless Network List TP-LINK_MXW(] infra WPAMWPAZ-PSK
Using Wireless Lan
SSID Jerry
Network Type Infra -
Encryption WPAZ Personal (AES) -
Share Key 12345678 '

| Submit | | Refresh |

3.5 ADSL Settings

When connected to the Internet through ADSL directly, you can enter the ADSL username
And password obtained from ISP.
Basic Metwork Settings

Wireless Lan Seftings

: Using ADSL Dialup 1.Enable it
AL et ADSL User ex102356897236518 || 2.ENter your user
UFnF Settings ADSL Paszword [sssssssnns and password
DONS Service Seftings 3.Submit to finish —{ Submit [| | Refresh |

>

3.6 UPnP Settings

Click UPnP Settings to choose Using UPnP to Map Port:

Basic Metwork Seftings
Wireless Lan Settings
ADSL Seftings

- W
DOME Service Settings [ = ] [ T ]
F2F Seftings

>

Figure 6.8
Select it and click Submit, then the camera will support UPnP port forwarding automatically.
It's helpful for using DDNS, if your router support UPnP, then you no need do port forwarding in router.
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| Using UPnP to Map Port [E11.Enable it
2.Submit to finish —{ Submit || | Refresh |

Figure 6.9
NOTE: Here UPnP only for port forwarding now. It has much relation with security settings of your router, make
sure the UPnP function of router is ON.
Attention: If your router doesn’t support UPnP function, it may show error information. So we recommend you
do port forwarding manually in your router. (Details see Figure 7.4-7.9)

3.7 DDNS Service Settings

Basic Metwork Seftings

Wireless Lan Setings 0SS Serice Settings N

_ ) Manufacturer's DDNS
ADSL Seftings - :

Manufacturer's Domain | e0254 aipcam com
LIPnFP Settings Third Party DDNS
DDNS Serice Settings DDNS Service | [None v
PZP Eeﬂings 9 [ Submit] l_ Refrash J

Figure 7.0
There are 2 options:
Manufacturer’s DDNS: This domain is provided by manufacturer.
Third Party DDNS: This domain is provided by the 3™ party, such as Dyndns, Oray, 3322 etc.

| #0254 aipcam com

DDNE Service | |Hane v

Oray nat

CrynDing orgidyndns)
DynDins orgistaldns)
DrynDina orgicustom])
13322 argldyndns)
3322 arg(simdng)

Figure 7.1

Third Party DDNS
If you use third party DDNS, please choose the server you use, such as “3322.org” or “dyndns.org” as below:

gﬂfaﬂm‘er's DDNS

Ilarfacturer's Dotnain 2523 | alpoatn. cotn
Third Party DDNS
DDMNE Service 3322.0rg{dyndns) | The server you use
DDHE Pasaword ssssessssEREEs
DS Host erryjwh 3322 arg
[Submit | [ Refresh |
Figure 7.2
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!! mfacturer's DDNS |!0!E: ! oL HE.E! !f.:egls!er an! QE! user an! PESSWOF!
Danmfacturer's Drotnain c4103 alpcatn. cot

Thind Party DDNS|
DDMS Service DynDns.org(dyndns) %[~ The server you use
DS Uger Jerryjwh | Yourl
DS Password (TITTTTTITITI Y]
DDME Hast jerryjwh 3322 org Enter DDNS Host

DS or Prozy Server I:’
DDHMS or Prozy Port li
Fe-Update [gnoring All Errors [] never do this unless your hostname has been unblocked
proxy config is needed if the device is in China Mainland or Honglong
Subrmit [ Refresh ]
Figure 7.3
You have to register an account firstly, keep the user, password, host, then input it.

NOTE: Only one DDNS can be chosen, for example, if you use manufacturer’s DDNS, the 3™ one won’t
work, if use the 3 DDNS, the manufacturer’s one won’t work.

3.8 P2P Service

Basic Metwork Settings GUID .EEC.TEH NYSYURBNPPSFEXT

Wireless Lan Settings User admin

I LIPnP Settings
I DOMS Senvice Settings
l P2P Settings

| Submit | | Refresh

ADSL Setlings I Pazzword (TITTT]

You can just free to change the user name and password .
NOTE: if without GUID numbers. Please contact us immediately .

Port setting
Change the camera’s port.

The default port of camera is “80”, please change “80” to any other one you like, such as “128”, “100”, “1000”
etc. Click “OK”, the camera will reboot, wait about 30 seconds.
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iufo1l _ paby FiEES eS|
9015 5 2
Sodink I GEHE I AR k22
IF it {192 188 . 1 . 9 I
e drEr [255 255 255 @ |
=ES 192 182 .1 1 |
NS FREE [192 188 .1 1 :
Hitp %O Jor' + uze 80 uze other number like
, 5. 100. 1000
=< =] iadm1n
| B [
|
e |
Figure 7.4

Make sure the “Subnet Mask”, “Gateway”, “DNS Server” is the same as your router.
Set Port Forwarding in the router.
This is the most important step. Set port forwarding in router refer to the IP of your camera correctly, then the

DDNS will work. Because there are so many kinds of routers from all over the world, so it's difficult to show a
fix steps, but there are some samples of different routers’ port forwarding settings as below, just for reference:

1. Login the router.

+ Virtual Servers

2. Choose “Forwarding”, select “Virtual Servers”
3. Click the Add New button, pop-up below:
Add or Modify a Virtual Server Entry

[ cooormm
7

Protocol: ALL -

I Enabled 'l
I—Seled One— 'I

Service Port:

IP Address:

Status:

Common Service Port:

Save | Return |

Figure 7.5
Fill the service port (except 80), IP address of the camera, then click Save
NOTE: The port and IP address should be the same as Camera.

1. Login the router.
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2. Choose “Firewall”, select “Virtual Servers”
3. Input the port (except 80) and IP address, then click save.
NOTE: The port and IP address should be the same as Camera.

BELKIN | RouterSetup e [t Logein

Firewall = Virtual Servers

Vi PR ESEn ol g Yol i roLbe Sl (e £ oty 107 SriDis ol B & wWel Dafi (por 605, FTP
sarap (Foit I or oifesr apniic séionrg through wour Fouter 0 wout indemad networi. Maers infa

5 R T T - Bkl
Chew puty | % i

3 » e I
sRon'tuset0

il BoTH = ]

: = as pert-number

i r BT A P

. O . LT

L Y D I'l:_:l:\- u. 1;{”‘.;

7 1 o I |

% ] BTH s

¥ 1 _!-::-Il-..v bl

i " T e

Figure 7.6

1. Login the router.

2. Choose “Port Forwarding ”, select “ Add Custom Service”

3. Input the port, IP address, Protocol, then click save.

NOTE: The “public port” & “private port” should be the same as camera’s port, choose the protocol to be
“both”.

: : Please select the service type
Basic Settings ]
: ; @ Port Forwarding
Wireless Settings ]
) Port Triggering
Guest Network
Service Hame Server IP Address
Logs FTP - 192 168 1 _
Block Sites
Block Services | & | Server Name | StartPort | EndPort | Server IP Address

Schedule

E-mail

[ Edit Semvice ][ Delete Service ]

“ Add Custom Semwvice |

Router Status
Attached Devices Click Add Custom Serwvice
Backup Settings
Set Password

Router Upgrade

Wireless Settings

Wireless Repeating
Function
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Ports - Custom Services

Service Name
Frotocol
Starting Port
Ending Port

Server IP Address

baby monitor

TCP/IUDP ~
128 ' (1-65534)

. (1~65534)

. 168 B |9

After all these 4 steps done, then you can use the DDNS freely, check the DDNS status from the camera as

[Apply] [ Cancel ]

Figure 7.7

below, and get the link of DDNS for internet view.

Step: “Login”>"System”>"Device Info”:

Device 1) 48022AFFF964
Device Firmware Version rrothd
Device Embedded Web UL Version 30.10.2.16
Alias babw
Alarm Stams None
DDNS Status aipcam.com Succeed hitp:/e0254 aipcam com
UPnP Status Mo Action
Temperature a3
Humiditv 20

Figure 7.8

Figure 7.9

3.8 System Settings

b system
IR N
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Device Info
Date&Time Settings Device 1D 48022AFEF964
Users Settings Device Firmware Version 17.1.6.1
Indicator Settings Device Embedded Web UI Version 30.10.2.16
IR Light Settings Alias baby
Backup & Restore Alarm Status None
Log DDNS Status aipcam.com Succesd hitp:/e0254 aipcam com:128
UPnP Status UPnP Succeed
Rate n Temperature 80
Humidity 116
Refresh
Figure 8.0

3.8.1 Device Info

You can find the information about Device ID, Firmware Version, Embedded Web Ul Version, Alias, Alarm
Status, DDNS Status, UPnP Status .

3.9 Alias Settings

Default device name is anonymous. You set any new name for your camera here, then click Submit.

Alias |1P Cam ‘ 1.Enter a name you like
2.Submit to finish— [ Submit ] [ Refresh I
Figure 8.2

3.10 Date &Time Settings

Set the date and time for your camera.
Choose the Clock Time zone of your country.
You can choose Sync with NTP Server (Figure 8.3) or Sync with PC Time (Figure 8.4).
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Device Clock Time 20106F11 A 15H 28— 143456
Device Clock Timezons (GMT +08:00) Beijing, Singapore, Taipei b
Sync with NTP Server Enable ittime sync with Server
Nip Server [reneor B ¥
Sync with PC Time ]
Submit to finish—| Submit H Refresh

Figure 8.3

Device Clock Time 20105F 118158 B8 — 143534
Device Clock Timerzone (GMT +08:00) Beijing, Singapore, Taipei bt
: I :
Sync with NTP Server [] Select your time zone
Sync with PC Time [v]: |—Enable it,IP Cam time sync with PC time
Submit to finish—{ Submit

3.11 Users Settings

Figure 8.4

Eight accounts are acceptable for this system. Here you can set the user names and password as
Administrator, Operator or Visitor, the permission for them as below:
® Visitor: In this mode, you can only view. (Details 2.7)

® Operator: You can control the direction of IP Camera and set some parameter. (Details 2.8)

® Administrator: You can setup the advanced configurations of the IP Camera. (Details3.1-3.22)

Password

Group

admin
ipcam

demo

Administrator

Operator v

Visitor

Visitor

Visitor

Visitor

Visitor

b
il

Visitor

| Submit || | Refresh |

IBCAM Electronic Limited
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3.13 Indicator Settings

Indicator Mode

san-connected networ IMare siow-Trequency |

2:
3.|Been extnguisned

Figure 8.7

Set the pilot lamp mode, the following three options:

(1) Non-connected network out: Twinkle while connect to the internet and turn off when departed

(2) Non-connected network with more slow-frequency flicker: Twinkle while connect to the internet and
more slower when departed

(3) Been extinguished: Keep OFF

3.14 Backup & Restore

Backup

Restore | Browse... | | Submit

Figure 8.8
(1) Backup: Backup IP Camera all the Parameter, if you want to save all the current settings that you have
set already, you can click Submit, then all the parameters you set will store as a parameters bin file.
(2) Restore: Restore IP Camera all the Parameter, if you want to change the camera’s settings to a certain
status which has a backup, click Browse to load the bin file, then Submit it.

Log

Thu, 2010-11-04 20:03:00 admin 192.168.1.183 access
Thu, 2010-11-04 20:03:38 admin 183.16.186.128 access
Thu, 2010-11-04 20:15:01 motion detect
Fri, 2010-11-05 0B:48:09 moticn detect
Fri, 2010-11-05 10:26:11 admin 192.168.1.164 access
Fri, 2010-11-05 12:27:53 motion detect
Fri, 2010-11-05 21:00:04 motion detect
Sat, 2010-11-06 09:01:15 motion detect

Sxt, 2010-11-06 09:35:47 admin 192.168.1.164 BCCRES
Sat, 2010-11-06 09:41:3¢ motion detect
Sat, 2010-11-06 11:21:03 admin 192.168.1.246 ACCass

Sat, 2010-11-06 12:05:09 motion detect
Sat, 2010-11-06 12:10:23 motion detect

Sat, 2010-11-06 12:23:35 admin 192.168.1.183 access

Sat, 2010-11-06 12:29:39 admin 1932.168.1.183 access

Sat, 2010-11-06 12:33:35 admin 192.168.1.183 access

Sat, 2010-11-06 12:33:44 admin 192.168.1.183 access

Sat, 2010-11-06 12:51:06 admin 192.168.1.183 access
Figure 8.9

Record User information, including weekday, date, time, user name, visitor IP address etc.

IBCAM Electronic Limited 38 http://www.ibcam.com.cn



More Security, More Convenience

3.15 Other Settings

Mail Service Settings
Ftp Sernvice Settings
Alarm Service Settings

Music Settings

p other Path Seftings
DEZA, :

Figure 9.0

Here you can configure some additional functions such as Motion Detection, Alarm, IO Linkage, Schedule,
FTP Upload, Alarm Mail Alert, Record Path etc.

3.16 Mail Service Settings

Set Mail Service Settings to enable the camera send email alert when motion detection triggered.

condar | 1.Sender mailbox
Fecever 2 —Support 4 receivers
Receiver 3 Need not support SM I;
Eeceiver 4 —|
SMTF Server {2l R e f.or sender
SMTE Port 25 |- 3.5MTP Port
Meed Authentication Enable it
ST User IF Carnera | -4.Your user and password
S TP Password |[oenene |
6.Test it—] | Test |p1ease set at fiest, and then test.

Feport Internet IP by Iulail "] o

[ submit || [ Refresh | 77

Figure 9.1

Sender: Make sure the sender mailbox server provider support SMTP, and the mailbox should not enable SSL
or TSL encryption too.

Receiver: Here you can set four receivers. For receiver, there is no SMTP limitation.

SMTP Server: The sender’'s SMTP Server.

SMTP Port: The sender’s SMTP Port, usually is 25, some SMTP server have its own port such as 587.

Need Authentication: If there is SMTP user & password, please select authentication.

SMTP User: Input correct SMTP User here. Some SMTP User is the sender’s full email address, such as
test@qq.com, some are without suffix, only the username, such as test.

SMTP Password: Input correct SMTP password here.

NOTE: Please click Submit firstly before choosing Test.
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You will see the test result after click Test.
f( Device[sarah) - Windows Internet Explorer |Z|@|E|

w~r | 1T : T

Ko el = 8] heepijfrozae... (M| B |#2 || 2| | &Y Live Search [ 2~
File ~ Edit View Faworites Tools  Help x @ -

i Favorites | 5l @88 Suooested Sites = @ Free Hotmail @ | wWeb Slice Gallary =
— 1 — = = g
I Devicelsarah) N B | =y = Page - Safety - Tools - -
Test ... Succeed

Dane &0 Internst $5 | ®|ioow -

Figure 9.2

If it prompts these following errors when you click Test. Please check whether the information you filled in are
incorrect. Make sure all of them are correct and try it again.

1) Can not connect to the server

2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try

)
)
)
ga
)
)
)

Q

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server
7) The message is denied by the server. Maybe because of the anti-spam privacy of the server
8) The server does not support the authentication mode used by the device

Report Internet IP by Mail: If select it, you will receive emails which contain the camera’s internet IP. When
camera power on or Internet IP changed, it will send the internet IP by mail. (For example: IPCAM's URL is
http://121.213.109.69:1008).

3.17 FTP Service Settings

Set the FTP Service, you can upload images to your FTP server when motion detection triggered.

FTP Server 192168160 00
FTP Port 21
FTP User | PCAR
FTP Password '_-_-“ .
FTP Upload Folder _
FTP Mode PORT |»||
'-'C}l-:ast set at first, amd then rest
Uplead Image Now [
Upload Interval {Seconds) 30

e ——

l'\[ Submit ] [ Refresh ]

Flease click Submrt first before test

Figure 9.3
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FTP Server ftp.ipvidec.com |
FTP Port 21 i
FTP User _t_est@ip\n'den_cnm
FTP Password sasene |
FTP Upload Folder / l
FTP Mode PASV ¥|
Please seot at first. and then test.
Upload Image Now
Upload Interval (Seconds) |20 i
[ Submit | [ Refrash |
Figure 9.4

FTP Server: If your FTP server is set up in LAN. You can set as Figure 9.3
If you have a FTP server can be accessed from internet. You can set as Figure 9.4
FTP Port: Usually the port is 21

FTP Upload Folder: Make sure that the folder you plan to store images exists. For camera couldn’t create the

folder itself. Also, the folder must be erasable.
FTP Mode: It supports standard (POST) mode and passive (PASV) mode

Upload Image Now: It will upload images when you selected it. Here Upload Interval refers to the time

between the current image and the next image.
NOTE: Here upload image now means it can upload images freely, no need alarm triggered.
Click Submit after these settings. Then click Test. You will see the following picture.

(= Device{IPCehd) - Windows Internet Explorer El@
) B hito /192,168,106 v B #| B e s [[ 2=
Flle Edt view Favorites Tools Help | x -
op Favorites | ol - sted Skas @8 FreeHotmal @ wab Shos Gabery =
. )
8 Device(IPCAM) £ = Bl [0 = - Page - Safety - Tools- -
Tast . Succead
Dore & Irkernet fp v Maoow v

Figure 9.5
If it prompts error information as follows.
1) Can not connect to the server. Please check FTP Server is correct or not.
2) Network Error. Please try later.
3) Server Error.
4) Incorrect user or password. Please check the username and password is correct or not.
5) Can not access the folder. Please be sure the folder exists and your account is authorized
6) Error in PASV mode. Please be sure the server support PASV mode
7) Error in PORT mode. PASV mode should be selected if the device is behind a NAT
8) Can not upload file. Please be sure your account is authorized

IBCAM Electronic Limited 41 http://www.ibcam.com.cn



More Security, More Convenience

Please check if parameters you filled in are correct or not. The format of image is like 000DC5DO008FA (IPCAM)
_0.20101115152525 25.jpg
Please check if your FTP server supports this format of file name

3.18 Alarm Service Settings

Mofion Detect Armed 0
Alarm Input Armed ]

Mail Service Settings Sound on Alarm

Ftp Semvice Settings Record on Alarm

Alarm Service Seftings | Submit ] [ Refiesh |

>
Figure 9.6

Enter Alarm Service Settings page to configure Motion Detection function.

3.18.1 Motion Detect Armed

If enable Motion Detect Armed, it will record and make a sound of alarm when there is motion detection

triggered.
 AsmSericeSetngs
Motion Detect Armed [T} 1.Enable it
Motion Detect Sensibility 5 ¥ [the bigger number the higher sensitivity)
Start the motion detection compensation | [] (R&Qc,e false alarms in case of the light mutation)
Alarm Input Armed ] \ 2. Chooze the zensibility
IO Linkage on Alarm o
Alarm Notification by Http ol
Send Mail on Alarm ¥
Call the preset position disabled +
Upload Image on Alarm ]
Scheduler ]
Sound on Alarm ] —» 5. Enable it optional
Record on Alarm [] e 4., Submit
[ Submi |
Figure 9.7

After enable motion detect armed, if there is motion triggered, the Alarm Status will turn to Motion Detect
Alarm. (Figure 9.8)
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Device ID 000DCSD0EFA
Dievice Firmware Version 022220
Device Embeded Web UI Version 208423
Alias Demo
Alarm Status Motion Detect Alarm
DDNS Status aipcam.com Succeed hitp://'e0254 aipcam.com:8001
UPnP Status UPnP Succeed
Figure 9.8

3.18.2 Motion Detect Sensibility

You can choose level 1-10; level 10 means the most sensitive, 1 means the least of all.

Motion Detect Armed
| Motion Detect Sensibility | 5 | ﬂ(ﬂm bigger number, the higher sensitivity)
Start the motion detection compensation ;__ b ho i 1 oo b gt s
Alarm Input Armed 3
IO Linkage on Alarm
Alarm Notification by Http 6
Send Mail on Alarm ;
Call the preset position 9  kd v
Upload Image on Alarm E
Figure 9.9

3.18.3 Alarm Input Armed / 10 Linkage on Alarm

If you want to connect external alarm devices, when it's an alarm input device, choose Alarm Input Armed to
enable it, when it's an output device, choose 10 Linkage on Alarm to enable it.
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Motion Detect Armed — Enable it for motion detect
Motion Detect Sensibility 5 ~[FChoose the motion detect sensibility
Alarm Input Armed Enable it for alarm input
Triger Level |High ¥ -Choose the triger level
IO Linkage on Afarm [ ]-Enable it for linkage on alarm
Output Level Low v/—Choose the output level
Send Mail on Alarm [l |—Enable it
[Cpioad Image on Alarm | [O0] Send mail on Alarm
S chodules E 2k IEnabIe it N
Sound on Alarm
Record on Alarm

| Submit | Refresh |

Figure 10.0

There are two options for Trigger Level. (Figure 10.1)
High: When the external alarm device is close, then the alarm triggered.
Low: When the external alarm device is switching off, then the alarm triggered.

Alarm Input Armed 1
Triger Level High || F—2
- |Low
10 Linkage on Alarm m
Figure 10.1

There are two options for Output Level. (Figure 10.2)
High: Choose it, the 10 Pins work as a switch which is closed.
Low: Choose it, the IO Pins work as a switch which is switching off.

{10 Linkage on Alarm | 3
[Output Tevel | |

Send Mail on Alarm #
- Figure 10.2

3.19 Send Mail on Alarm

Choose it, it will sent picture and mail inform to customer’s e-mail once alarmed. (Firstly you should finish the
Mail Service Settings. Figure 9.1)

NOTE: It usually will send 6 snapshots by one email to your mailbox for each alarm triggered. Each alarm will
last for 60 seconds.

Upload Image on Alarm
Enable Upload Image on Alarm to set upload images to FTP once alarmed.
Upload Interval: Set the upload interval (Seconds).

NOTE: The total alarm time is 60 seconds.

Upload Image on Alarm

Upload Interval (Seconds) 0
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Figure 10.4
Scheduler

Here you can set the camera alarm during the time you set. Choose Scheduler and set the date & time range.
(Figure 10.5) From Monday to Sunday, and every day divide into 24 hours, each hour divide into 4 quarters.
Left click the frame of the time range, it will turn to blue color, means the time you choose armed.

Click it again, it will turn back to grey, means delete the scheduler.

NOTE: Make sure the date & time settings are correct firstly. (Figure 8.3)

ATTENTION: If you don’t choose Scheduler, the camera will alarm anytime when motion triggered.

[Scheduter | —Enable it to set Scheduler

Day| 0 [ 1|23 ]4|5]6|7[8[9][10]11]12]13]14]15/|16]17]18[19(20][21[22[23
Moa | [[1] I IEADAANARAREN

I'uzli L “I bLl ]

Thu | | |
Fri |

.Sa[-“ T o O L o B T B e E o ot T A e C T

o Tl ot S

- B i e ol o O
+ S

FHClick to setisd h?ﬁ:lii]él}: |

Figure 10.5

Sound on Alarm

When motion detection triggered, there will be beep sound during the alarm, you can control this sound here.
Enable it, there will be sound once alarmed.

Cancel it, there will be no sound once alarmed.

Record on Alarm
If you want the camera do recording for every alarm, choose Record on Alarm to enable it.
If you do not want the camera do recording once alarm triggered, cancel it here.

sound on Alarm | |
Record on Alarm | l

Figure 10.6

Once alarm occurred, there will be some representation:
1. The corresponding status light turns Red and keeps blinking.

Figure 10.7
2. If you set Sound on Alarm, plug an earphone or a speaker to the computer you use, you can hear the beep
sound when alarmed. (Figure10.6)
3. If you set Record on Alarm, the camera will record automatically for approx one minute. You can find the
record file in the folder which you set. (Figure 10.9)
4. If you set Send Mail on Alarm, you will receive email alarm alert once motion triggered. (Figure 10.0)
5. You can also set Scheduler to enable the camera sends emails during a special time range you want.
(Figure 10.5)
6. If you set Upload Image on Alarm, it will upload images to the FTP Server you set already once alarmed.
(Figure 10.4)
NOTE: Each alarm only last for approx one minute, all these above functions for motion detection triggered
only.
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REC Automatically and Save to PC
When you enable motion detect and open the camera monitoring page on the PC. If there is an alarm
triggered, REC will start automatically for several seconds and save to the PC.

New Feature: Start the motion detection compensation and Alarm notification by Hittp.

3.20 Path Settings

Mail Service Settings
Ftp Senvice Settings

Alarm Service Settings

. Path Settings
> one N

Figure 10.8

Here you can set record path and alarm record path for the camera.

Record Path EX . Browse. ..
Alarm Record Path  |E-\

Figure 10.9

Record Path: Here you can set the manually record path. CIick, then start manually record, the

record file will be saved to the specified path here set.
Alarm Record Path: Here you can set the alarm record path. When the motion triggered, and record enable, it
will start alarm record automatically, the record file will be saved to the specified path here set.

[Record Patn | |E:‘L Cl'nc:u:r_s_eie_@cl path in your PC—] Browse...

[Alarm Record Patt] (Ehoose alarm recdrd path in your PC— Browse.

Figure 11.0
NOTE: If you couldn’t set the path here in Windows 7 or Vista, please do it as below:
Windows7 or Vista’'s security level is higher than Windows XP/2000, for “Path Settings’
1. User could add the Device IP address to the IE’s “Trusted sites’ firstly. The step is:
“IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add”.
2. You can also run the IE as administrator, input the IP address of the camera manually. (Figure 11.1)
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| & Login

£ Device(anonymous)
£ Devicelanomymoirs)
£ Device(1220)

& | Device(anonyrmous)
£ Login

& Device(anonyrmous)

Tasks ! Q.Pnﬂl
!Iif.:' Run as adrinistrator I

. [, Unpin from Taskhar
2.Right c:lllr:k :
[Iﬁ Tntermet ExplaTer

@ Unpin this program from taskbar

Properties

3.21 Server Push Mode (For Safari, FireFox, Google Browser)

Choose Server Push Mode, login the camera, you will see the main user interface as below:
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ibcam G

Ju L=
> Live Video W8 snapshot

b Multi-Device

»  Audio video

rsounon EIZETNED
moce  |ETEANED
pigt > e
contrast ﬂ
music & o

Figure 11.2

NOTE: Server Push Mode does not support ActiveX.

Play, Stop, Record, Audio, Talk, Multi-device settings, Path settings functions are controlled by ActiveX,
so if you use Safari, Firefox, Google chrome browser, it is impossible to find these options.
The other functions are the same as ActiveX Mode (For IE Browser)
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3.22 Sign in mobile phone

If you are using a mobile phone, choose Sign in mobile phone, login the camera, you will see the main user
interface as below:

SR 6407450 B2
mode 50HZ |v] M reversal @ mirror
wgnt & & snapshot

ontrast € E

Figure 11.3
NOTE: Mobile phone Mode doesn’t support ActiveX.

In mobile phone mode, it only supports some easy functions, such as Resolution, Mode, Bright, Contrast,
Pan/Tilt control, Snapshot, Reversal, Mirror, 10 Linkage functions
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4. APPENDIX

4.1 Frequently Asked Questions

Note: Any questions you would meet, please check Network connections firstly.
Check the working status revealed by the indicators on the network server, hub, exchange and network card. If
abnormal, check the network connections.

4.1.1 | have forgotten the administrator username and/or password.

To reset the administrator username and password, press and hold down the RESET BUTTON for 15 seconds.
Release the power button and the username and password will be reset back to the factory default
administrator username and password.

Default administrator username: admin

Default administrator password: No password

4.1.2 Subnet doesn’t match, dbclick to change

If IP Camera Tool shows error information “Subnet doesn’t match, dbclick to change!” Please choose Obtain
IP from DHCP server. (Figure 2.2)

If it still show this error after obtain IP from DHCP server. Please check local area connection of your computer,
change subnet, gateway of the camera. Keep them in the same subnet of your computer. (Figure 2.3)

4.1.3 IP Address configuration

Check whether IP address of the IP camera server shares the same subnet as your work station: Click My
Computer >Control Panel> Network & Dial-up Connections > LAN > Attributes >Internet Protocols
(TCPI/IP), and check IP Address and Subnet Mask. Make sure they are in the same subnet when configuring
Camera’s IP address manually.

4.1.4 Can’t access IP camera in internet

There are some reasons:

1 ActiveX controller is not installed correctly (see more details: Figure2.9~Figure3.1).

2 The port which camera used is blocked by Firewall or Anti-virus software. Please change another port
number and try again. (Figure3.2)

3 Port forwarding is not successful (see more details: Figure7.4~Figure7.9)

Double check these settings and make sure they are correct.
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4.1.5 IP Camera Tool could not find camera’s IP

Make sure DHCP is enabled in your router, don’t enable MAC address filter.
Make sure that firewall or anti-virus software does not block the camera. You can add the camera as a trusted
site in your firewall or anti-virus software.

4.1.6 UPnP always failed

UPNP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router’s security settings.
So we recommend you do port forwarding manually. You can view your camera in internet successfully after
you do port forwarding manually in your router.

4.1.7 Couldn’t find the shortcut on desktop after install IP camera tool

If you use Windows7 or Vista, You could not find the shortcut on desktop after install the IP camera tool,
please check if the path of the tool port to is correct or not.

For example, as it was pointing to C:\Windows\System32\IPCamera.exe.

Please fix this by pointing the shortcut to the correct path C:\Windows\SysWOWG64\IPCamera.exe . After this
you could use the shortcut without any problems.

4.1.8 | can’t change the record path

When you use Windows7 or Vista, you may be not able to change the record path for the security settings of
computer.

1. Please add the camera as a trusted site to solve this issue.

The step is: “IE browser—Tool—Internet Proper—Security—Trusted sites—Sites—Add”.

2. You can also run the IE as administrator; input the IP address of the camera manually.

4.1.9 | can’t find multi-device settings and record icon

Record and multi-device function are controlled by activeX controller.
So if you use Safari, Firefox, Google chrome, it is impossible to use these functions.

4.1.10 | can’t see other cameras which in multi-device when remote access

If you want to view all the cameras in WAN. Make sure that each camera you add in multi-device settings can
be login use DDNS name and port number. Use DDNS domain name to fill in the host checkbox, not camera’s
LAN IP. Double check your settings. (Details: Set Multi-Device for WAN)

4.1.11 Only see black screen or unreasonable code when remote login

If you could access the login page in remote place, it indicates that your DDNS settings are correct. You could
not see living video but only some undefined characters, it may be the internet speed problems, especially the
camera work on Wi-Fi.

4.1.12 No pictures Problems with ActiveX Controller
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If use IE browser to connect the camera for the 15t time, maybe there is no image displayed, and there will be a
clue to install the ActiveX. You can do some settings to enable the ActiveX. (Details: For IE Browser)

4.1.13 Problems with network bandwidth

The image frame rate is subjected to the following factors:

1. Network bandwidth

2. PC performance, network environment and display preference setting (brightness, theme, etc)
3. The number of visitors (Too many visitors will slow down the image frame rate)

4. Choice of switch or hub (Use a switch for multiple IP Camera Servers rather than a HUB)

4.1.15 How to register an account from DDNS web

You can enter http://www.dyndns.com/ and register an account, more details please check the Quick
Installation Guide

4.1.16 Why pop-up the prompt” Fail to connect to the device...”?

This prompt only appeared in the case of using multiple cameras.

When you set multiple cameras, the device status light change to yeIIoij, then please make sure the

camera connected and works correctly.

4.2 Default Parameters

Default network Parameters

IP address: dynamic obtain

Subnet mask: dynamic obtain

Gateway: dynamic obtain

DHCP: Disabled

DDNS: factory DDNS and third party DDNS
Username and password

Default administrator username: admin
Default administrator password: No password
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5. Specifications

Model

Boby monitor

Sensor 1/4” Color CMOS Sensor

Resolution 640 x 480 Pixels (300k Pixels)

IR Lens f: 6mm, F 2.0 (3.6mm lens optional)
Viewing Angle 60 Degree (3.6mm lens is 90Degree)

Minimum [llumination

Video Compression

0.5Lux @ F2.0

MJPEG

\Video Frame Rate

15fps(VGA), 30fps(QVGA)

Resolution

640 x 480(VGA), 320 x 240(QVGA)

Flip Mirror Images

Vertical / Horizontal

Light Frequency

50Hz, 60Hz or Outdoor

\Video Parameters

Brightness, Contrast

IAudio talk-back

System Interface

Built-in Mic

10Base-T/100Base-TX Ethernet Port

Supported Protocol

TCP/IP, DHCP, SMTP, HTTP, DDNS, UPNP, PPPoE, FTP, DNS, UDP, GPRS

Wireless LAN

Support wireless network (Wi-Fi/802.11/b/g)

WEP Encryption

Disable / 64 bit / 128 bit

WPA/WPA2 Encryption

Power Supply

TKIP / AES

5VDC/2A External Power Adapter

Power Consumption

5W (Max.)

Operate Temperature

0°C ~55°C  (14°F~131F)

Operate Humidity

20%-85% non-condensing

Storage temperature

-10°C ~60°C (14T ~140°T")

Storage Humidity

0%-90% non-condensing

CPU 2.0GHZ or above

Memory Size 256MB or above

Display Card 64M or above memory

Supported OS Microsoft Windows 98/ME/2000/XP/Vista/7

Browser IE6.0, IE7.0, IE8.0, Firefox, Safari, Google chrome etc
Certification CE, FCC, RoHS

\Warranty Limited 1-year warranty
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6. OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IP CAMERA network camera is enjoyable and easy to use, you may
experience some issues or have some questions that this User’s Guide has not answered. Please contact
your reseller and ask for help firstly, if they could not resolve your issue, please contact our company.

This user manual is based on the latest version of our camera.
System Firmware: 17.22.2.30 Web Ul: 20.8.1.88

If your cameras do not support some special functions showed in the manual, please contact our technical
support team to obtain the latest Firmware and WEB Ul file for doing upgrade.

FCC Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference. And

(2) This device must accept any interference received, including interference that may cause undesired operation.
Warning: Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation.

This equipment generates uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

RF warning statement:

The device has been evaluated to meet general RF exposure requirement. The device can be used in
portable exposure condition without restriction.

The highest measurement value for Body SAR(1g) is 0.199W/kg.
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